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Abstract

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP test system with Avaya Aura® Communication Manager and Avaya Aura®
Session Manager with SIP trunk emulation using Secure SIP (SIPS). Hammer IP validates IP-
based systems by testing the actual network under anticipated traffic conditions to provide a
complete understanding of expected performance. Hammer IP can be used to assess and
monitor network performance, reliability and quality of VoIP services in an Avaya IP
telephony network. In this configuration, Hammer IP emulates SIP trunks that interface to
Avaya Aura® Session Manager and originates and terminates calls through Avaya SIP
telephony network. In addition, this solution supports SIPS to secure the SIP signaling using
TLS (Transport Layer Security) and Secure Real-time Transport Protocol (SRTP) to protect
the RTP data. While the call is active, Hammer IP can send DTMF tones and voice media,
and provide voice quality metrics. Call progress can also be monitored, and at the completion
of the test, test reports can be generated. The Hammer IP provides a collection of applications
used to configure the system; create, schedule, and monitor tests; and create reports.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1 Introduction

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP test system with Avaya Aura® Communication Manager and Avaya Aura® Session
Manager using SIP trunk emulation with Secure SIP (SIPS). Hammer IP validates IP-based
systems by testing the actual network under anticipated traffic conditions to provide a complete
understanding of expected performance. Hammer IP can be used to assess and monitor network
performance, reliability and quality of VVoIP services in an Avaya IP telephony network. In this
configuration, Hammer IP emulates SIP trunks that interface to Avaya Aura® Session Manager
and originates and terminates calls through Avaya SIP telephony network. In addition, this
solution supports SIPS to secure the SIP signaling using TLS (Transport Layer Security) and
Secure Real-time Transport Protocol (SRTP) to protect the RTP data. While the call is active,
Hammer IP can send DTMF tones and voice media, and provide voice quality metrics. Call
progress can also be monitored, and at the completion of the test, test reports can be generated.
The Hammer IP provides a collection of applications used to configure the system; create,
schedule, and monitor tests; and create reports.

The following set of Hammer IP applications were used during the compliance testing:

= Hammer Configurator used to configure and manage the system.

= Hammer TestBuilder used to create and run test scripts.

= Hammer System Monitor used to monitor SIP registration status and call progress.

=  Hammer Call Summary Monitor used to monitor call completion and to create reports.

The following Application Notes are related to this solution.

= Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
and Avaya Aura® Session Manager using SIP Endpoint Emulation with Secure SIP
(SIPS) / Transport Layer Security (TLS) [4]

2 General Test Approach and Test Results

Interoperability compliance testing covered feature and serviceability testing. The feature testing
was conducted by originating and terminating calls using SIP trunk channels on Hammer IP and
establishing the calls through the Avaya SIP telephony network using SIPS/TLS and SRTP. The
compliance test also covered monitoring various reports on the Hammer IP during and after the
test runs, and checking the status of various SIP resources on Communication Manager. The
serviceability testing focused on verifying the ability of the Hammer IP to recover from adverse
conditions, such as disconnecting the Ethernet cable and rebooting the server.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1 Interoperability Compliance Testing

The interoperability compliance testing focused on verifying that the Hammer IP can interface to
Avaya Aura® Session Manager as SIP trunks, establish calls, send voice media, and provide
voice quality metrics using SIPS/TLS and SRTP. The following features and functionality were
covered:

= Establishing SIP trunks to Avaya Aura® Session Manager using SIPS/TLS and verifying
the exchange of SIP OPTIONS messages.

= Originating and terminating calls through Avaya SIP telephony network using SIPS/TLS
and SRTP.

= Support of G.711mu-law and G.729 codecs.

= Support of direct IP-to-IP media (also known as “Shuffling” which allows IP endpoints to
send audio RTP packets directly to each other without using media resources on the
Avaya Media Gateway). Calls with Shuffling and IP Audio Hairpinning disabled were
also verified.

= Generating voice quality metrics with Shuffling disabled.

= DTMF support.

= Originating calls from SIP endpoints and terminating calls on SIP endpoints and SIP
trunks.

Note: Performance and load testing was not the focus of the compliance test.

2.2 Test Results

All test cases passed. Empirix Hammer IP was successful in originating calls using SIP trunk
emulation and terminating calls on channels emulating SIP endpoints and SIP trunks using
SIPS/TLS and SRTP. The following observations were noted:

= This solution does not currently support Direct IP-IP Media (i.e., Shuffling) with SIP
trunks using SIPS/TLS.

= The dial pattern used to route calls to the terminating Hammer SIP trunks should not
match the Trunk ANI of the terminating Hammer SIP trunks. This is required so that
the calls are routed to the appropriate terminating Hammer channel; otherwise, all calls
get routed to the first terminating Hammer channel. See Section 6.6 for more details.

Important Note: The purpose of this compliance test was to verify interoperability between
Empirix Hammer IP and Avaya Aura® Communication Manager and Avaya Aura® Session
Manager using SIP trunk emulation using SIPS/TLS and SRTP. That is, the goal was to verify
that Hammer IP can establish SIP trunks to Session Manager and establish calls. This was
successfully verified. If a Hammer test encounters failed calls, there are various items to
consider, including:

= The Guard Time and Stagger parameters may be set too aggressively (e.g., Hammer IP
may be initiating too many calls too quickly) and the configuration under test may not be
able to handle the load generated by Hammer IP. These parameters should be considered
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carefully for each test. It may be necessary to slow down the test to a rate that can be
reasonably handled by the test configuration.

= Resources may be getting exhausted in the Avaya media gateway. These resources may

include media processing resources, touch-tone receivers (TTRs), network trunks, and
TDM bus resources.

Generally speaking, call failures encountered in Hammer IP are usually a result of one of the
issues mentioned above.

2.3 Support
Technical support on the Empirix Hammer IP can be obtained via phone, website, or email.

= Phone: (978) 313-7002
= Web: http://www.empirix.com/support/maintenance.aspx
= Email: supportcontract@empirix.com
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3 Reference Configuration

The network diagram shown in Figure 1 illustrates the test configuration. In this configuration,
Session Manager receives calls from Hammer IP, which emulates SIP trunks. The call is routed
through the Avaya SIP telephony network. The call is eventually routed back to the Hammer IP
where it is terminated. SIP signaling is protected using SIPS/TLS and RTP data is protected
using SRTP. While the call is established, the Hammer IP sends voice media (i.e., RTP traffic)
using an audio recording. This allows voice quality metrics to be provided at the end of each
call. The Hammer IP applications running on the Hammer IP server were used to configure the
system, create and monitor the tests, and view the test reports.
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Figure 1: Empirix Hammer IP with Avaya SIP Telephony Network
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4 Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya Aura® Communication Manager
running on S8300 Server

6.3 SP 12
(R016x.03.0.124.0 with Patch 22505)

Avaya G450 Media Gateway

FW 36.12.0

Avaya Aura® System Manager

6.3.15
(Build No. 6.3.0.8.5682-6.3.8.5506
Software Update Revision No: 6.3.15.12.3972)

Avaya Aura® Session Manager running on an
S8800 Server

6.3.15 (6.3.15.0.631503)

Empirix Hammer IP running on Microsoft
Windows Server 2008 R2 with Dual 2.40 GHz
Intel Xeon CPU and 12.0 GB of RAM

6.2.0.79
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5 Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

= Administer IP Node Names

= Administer IP Codec Set

= Administer IP Network Region

= Administer SIP Trunk Group to Session Manager
= Administer SIP Stations

= Administer AAR Call Routing

Communication Manager is configured through the System Access Terminal (SAT).

5.1 Administer IP Node Names

In the IP Node Names form, assign an IP address and host name for the S8300 Server in the
G450 Media Gateway (procr) and Session Manager (Iz-asm). The host names will be used in
other configuration screens of Communication Manager.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
default 0.0.0.0
devconl3 10.32.24.20
lz-asm 192.168.100.235
procr 192.168.100.10
procro6 H
(5 of 5 administered node-names were displayed )

Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name

5.2 Administer IP Codec Set

In the IP Codec Set form, specify the audio codec(s) required by the test that will be run on the
Hammer IP. The form is accessed via the change ip-codec-set 1 command. Note the codec set
number since it will be used in the IP Network Region covered in the next section. For the
compliance test, G.711MU, G.729AB, and G.729A codecs were used. In the IP codec set form,
specify the appropriate codec being used by the Hammer test. If SRTP is required for the test,
set Media Encryption to 1-srtp-aescm128-hmac80 as shown below. This is the media
encryption supported by Hammer IP. Below is the IP codec set configured for G.711 mu-law
and SRTP.
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change ip-codec-set 1 Page 1 of 2

IP Codec Set
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
28
3:
4:
53
GE
73
Media Encryption
1: none
2: l-srtp-aescml28—hmac80
3:

5.3 Administer IP Network Region

In the IP Network Region form, specify the codec set to be used for Hammer calls and specify
whether IP-1P Direct Audio (Shuffling) is required for the test. Shuffling allows audio traffic to
be sent directly between IP endpoints without using media resources in the Avaya G450 Media
Gateway. Note that if Shuffling is enabled, audio traffic does not egress the Hammer IP since
the calls would be shuffled. The Authoritative Domain for this configuration is devcon.com.

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION

Region: 1

Location: 1 Authoritative Domain: devcon.com
Name :
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: no
Codec Set: 1 Inter-region IP-IP Direct Audio: no
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 65535
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1lp Priority: 6
Video 802.1lp Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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5.4 Administer SIP Trunk to Session Manager

Prior to configuring a SIP trunk group for communication with Session Manager, a SIP signaling
group must be configured. Configure the Signaling Group form as follows:

= Set the Group Type field to sip.

= Set the IMS Enabled field to n.

= The Transport Method field was set to tls. See Section 7 for instructions on managing
TLS certificates.

= The Enforce SIPS URI for SRTP field may be enabled if SIPS should be enforced when
SRTP is being used.

= Specify the S8300 and the Session Manager as the two ends of the signaling group in the
Near-end Node Name field and the Far-end Node Name field, respectively. These
field values are taken from the IP Node Names form.

= Ensure that the TCP port value of 5061 is configured in the Near-end Listen Port and
the Far-end Listen Port fields.

= The preferred codec for the call will be selected from the IP codec set assigned to the IP
network region specified in the Far-end Network Region field.

= Enter the domain name of Session Manager in the Far-end Domain field. In this
configuration, the domain name is devcon.com.

= The Direct IP-IP Audio Connections field was disabled on this form.

= The DTMF over IP field should be set to the default value of rtp-payload.

Communication Manager supports DTMF transmission using RFC 2833. The default values for
the other fields may be used.

add signaling-group 60 Page 1 of 3
SIGNALING GROUP

Group Number: 60 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? n Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? vy
Remove '+4+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near-end Node Name: procr Far-end Node Name: lz-asm
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1

Far-end Domain: devcon.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? n

Session Establishment Timer (min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y

(&)

Alternate Route Timer (sec):
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Configure the Trunk Group form as shown below. This trunk group is used for SIP calls to
Hammer IP. Set the Group Type field to sip, set the Service Type field to tie, specify the
signaling group associated with this trunk group in the Signaling Group field, and specify the
Number of Members supported by this SIP trunk group. Accept the default values for the
remaining fields.

add trunk-group 60 Page 1 of 21
TRUNK GROUP

Group Number: 60 Group Type: sip CDR Reports: y
Group Name: To lz-asm COR: 1 TN: 1 TAC: 1060
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: O
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 60
Number of Members: 40

5.5 Administer AAR Call Routing

SIP calls to Session Manager are routed over a SIP trunk via AAR call routing. Configure the
AAR analysis form and enter add an entry that routes digits beginning with “46” to route pattern
60 as shown below.

change aar analysis 4 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
46 5 5 60 aar n
5 7 7 254 aar n
6 5 5 2 aar n
7 5 5 3 aar n

Configure a preference in Route Pattern 60 to route calls over SIP trunk group 60 as shown
below.

change route-pattern 60 Page 1 of 3
Pattern Number: 60 Pattern Name: To lz-asm
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 60 0 n user
23 n user
3 n user
4: n user
OF n user
6: n user
JAO; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 55

SPOC 1/6/2016 ©2016 Avaya Inc. All Rights Reserved. HIP-SIPS-TRK




6 Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

= SIP domain

= Logical/physical Locations that can be occupied by SIP Entities

= SIP Entities corresponding to Session Manager, Communication Manager, and
Hammer IP

= Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

= Routing Policies and Dial Patterns

= Session Manager, corresponding to the Avaya Aura® Session Manager Server to be
managed by Avaya Aura® System Manager

Configuration is accomplished by accessing the browser-based GUI of Avaya Aura® System
Manager using the URL “https://<ip-address>/SMGR”, where <ip-address> is the IP address of
Avaya Aura® System Manager. Log in with the appropriate credentials.

6.1 Specify SIP Domain

Add the SIP domain for which the communications infrastructure will be authoritative. Do this
by selecting Domains on the left and clicking the New button on the right (not shown). The
following screen will then be shown. Fill in the following:

= Name: The authoritative domain name (e.g., devcon.com).
= Type: SettoSIP.
= Notes: Descriptive text (optional).

Click Commit.

Since the sample configuration does not deal with any other domains, no additional domains
need to be added.

o Nomwe [ Sementn [ Souting [ Demains [+]

Domain Managesient Comme | Canced
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6.2 Add Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management. To add a location, select Locations on the left and click on
the New button (not shown) on the right. The following screen will then be shown. Fill in the
following:

Under General:
= Name: A descriptive name.
= Notes: Descriptive text (optional).

The screen below shows addition of the Lincroft location, which includes Avaya Aura®
Communication Manager and Avaya Aura® Session Manager.

o« Hume | Demnots | Bautiag / Lacetinns o

Location Delails Comml | Carwsl

Generald
* Mamw:  Lecroflt

Notes: DovConnect Metwork

Diad Plan Transparency In Survivabibe Mods

Enabled:

Listesd Dirwctory Sumber:

Associated CM STP Entity:

ryerall Managed Bandwidth

Monsped Basdwidth Units:  kbwsec (=]
Total Bandwidth:

Multimedin Bandwidth:

Audio Calls Can Take Multissedia Bandwidth

Under Location Pattern:
= [P Address Pattern: A pattern used to logically identify the location.
= Notes: Descriptive text (optional).

Click Commit to save the Location definition.

Location Pattern

Add | | Remove

1Item O Filter: Enable

IP Address Pattern - Noles
* 192.168.100.* devconid (CM) & l2vasm (SM
Sedact : AJ, None
Commst  Canced
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6.3 Add SIP Entities

In the sample configuration, a SIP Entity is added for Session Manager, the S8300 Server in the

G450 Media Gateway, and Hammer IP.

6.3.1 Avaya Aura® Session Manager

A SIP Entity must be added for Session Manager. To add a SIP Entity, select SIP Entities on the
left and click on the New button (not shown) on the right. The following screen is displayed.

Fill in the following:

Under General:

= Name: A descriptive name.

= FQDN or IP Address: IP address of the signaling interface on Session Manager.
= Type: Select Session Manager.

= Location: Select one of the locations defined previously.

= Time Zone: Time zone for this location.

Howee Ruuting
- Routing o e [ Elesments [ Sewting { SIF ot [+]
T ————— el
QTSSO STP Entity Detes Commet || Cancel
SIP Entitfes * Mamma: )3-asm
Ewtity Links * FQDN or IP Address: 192.165.100.235
Type:  Seiaon Manager
Notes.
Locatien: ' Uinoroft =
i - Oetbound Proxy- -
Time Zowe:  AmaicaNew_York =]
Crodential nasse:
SIP Lmk Manitormg
SIP Link Mooltoriag:  Use Seazion Manager Corfigurabon = |
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Under Port, click Add, and then edit the fields in the resulting new row as shown below:

= Port: Port number on which the system listens for SIP
requests.

= Protocol: Transport protocol to be used to send SIP requests.

= Default Domain The domain used for the enterprise (e.g.,

devcon.com).

Defaults can be used for the remaining fields. Click Commit (not shown) to save the SIP Entity
definition.

Port
TCP Failover port:
TLS Fallover port:
Add Remove

3 Items Fiter; Enable

Fort Protocol | Default Domain Notes

5060 TCF gevoon,com

,_
3 15
=
J
o

Cdevoon. com
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6.3.2 Avaya Aura® Communication Manager

A SIP Entity must be added for the Communication Manager. To add a SIP Entity, select SIP
Entities on the left and click on the New button on the right. The following screen is displayed.

Fill in the following:

Under General:

= Name: A descriptive name.

= FQDN or IP Address: IP address of the signaling interface (e.g., S8300 Server)
on the telephony system.

= Type: Select CM.

= Location: Select one of the locations defined previously.

= Time Zone: Time zone for this location.

Defaults can be used for the remaining fields. Click Commit to save each SIP Entity definition.

o Twmme { Chemants [/ Routeg / SIP Casitins

SIP Entity Details

weneral

* Noame:
* FQUN or 1P Address:
Typs:

Noles:

Adaptation.
Location:

T Zome:

Credential name:

Lomnd  Caned

devconla
102.168.100.10

o

Lncroft -/

AmvercaMNew_York

TSIV Tiwer 8/F (in seconds): &

Coll Detoll Recording:  none [+
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6.3.3 Empirix Hammer IP

Two SIP Entities must be added for Empirix Hammer IP, one for incoming calls to Session
Manager and another one for outgoing calls to Hammer IP. To add a SIP Entity, select SIP
Entities on the left and click on the New button (not shown) on the right. The following screen
is displayed. Fill in the following:

Under General:

= Name: A descriptive name.

= FQDN or IP Address: IP address of the signaling interface (e.g., Hammer-Inc)
on the telephony system.

= Type: Select SIP Trunk.

= Location: Select the location defined previously.

= Time Zone: Time zone for this location.

The following SIP Entity is for incoming call requests from Hammer IP.

o Meme [ thoments [ Sauting [ 530 Eatities [+]

S0 Entity Details Camme  Carcul

' Name: Hannar-inc
* TQUN or 1P Addrusa: 192 100,100,170
Type: SIP Tnek

Notes:

Adagpration:

Location:  Linook =
Time Zone:  AmencyNew Yok -/
* S1P Thower B/T (in seconds): 4
Credentinl same:

Call Detail Recording: wgrees o/

Loop Detnction Mode: 0% -

SIP Link Menitocing! | Lse Seseon Manager Configaratin (o)
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The following SIP Entity is for calls destined to Hammer IP.

Hisme tng ¥
¢ Mome [ Semeets / Rauteq / Ll; lrnmu °
Mels 7
SIP Entity Detalls Commt | | Cance
naral
SIP Emtities * Neme: Hammer-0Out
Estity Linbox * FQDN or IP Address: 192,165 100 171
T“‘ lM':I Type: 5P Trunk
Snning P o
[al Pattures
Ropsdar £rpressont Sdaptatson: -~
(LTS Location: Lncroft o)
Tiese Jooa: AmircaMiew tock -
* SIP Tiewer B/F (in soconds): 4
Crodential name:
Coll Detail Recording:  cgress =)
| deed 1
Leup Detection Mode: O -
SIP Limk Monitonng
SIP Link Monltorieg:  Use Sesnen Marager Confguration !
JAO; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 55

SPOC 1/6/2016

©2016 Avaya Inc. All Rights Reserved.

HIP-SIPS-TRK



6.4 Add Entity Links

This section covers the configuration of Entity Links for Communication Manager and Hammer

IP.

Note: See Section 7 for instructions on managing TLS certificates.

6.4.1 Communication Manager Entity Link

The SIP trunk from Session Manager to Communication Manager is described by an Entity link.
To add an Entity Link, select Entity Links on the left and click on the New button (not shown)
on the right. Fill in the following fields in the new row that is displayed:

= Name:

= SIP Entity 1:
= Protocol:

= Port:

= SIP Entity 2:
= Port:

= Connection Policy:

A descriptive name (e.g., Iz-asm to devcon14).
Select the Session Manager.

Select the appropriate protocol (e.g., TLS).

Port number to which the other system sends SIP
requests.

Select the name of Communication Manager.
Port number on which the other system receives
SIP requests.

Select Trusted. Note: If Trusted is not selected,
calls from the associated SIP Entity specified in
Section 6.3.2 will be denied.

Click Commit to save the Entity Link definition.

Entity Links

o ame / Cloments [ Rautmg [/ Fatny Links [+]

Commt  Cancet

Comt |- Cancet
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6.4.2 Hammer IP Entity Links

The SIP trunk from Session Manager to Hammer IP is described by an Entity link. Two entity
links are required for Hammer IP, one for incoming calls from Hammer IP and another one for
outgoing calls to Hammer IP. To add an Entity Link, select Entity Links on the left and click on
the New button (not shown) on the right. Fill in the following fields in the new row that is
displayed:

= Name: A descriptive name (e.g., Hammer-Inc Link or
Hammer-Out Link).

= SIP Entity 1: Select the Session Manager.

= Protocol: Select the appropriate protocol (e.g., TLS).

= Port: Port number to which the other system sends SIP
requests.

= SIP Entity 2: Select the Hammer-Inc or Hammer-Out SIP entity.

= Port: Port number on which the other system receives
SIP requests.

= Connection Policy: Selected Trusted. Note: If the link is not trusted,

calls from the associated SIP Entity specified in
Section 6.3.3 will be denied.

Click Commit to save the Entity Link definition.

The following Entity Link is between Session Manager and the SIP Entity that handles incoming
calls from Hammer IP (i.e., Hammer-Inc).

+ Home [/ themenis | Wosting / tntity Lnks [+)

Entity Links Commet | Cancal

Comnt | Condsd

JAO; Reviewed: Solution & Interoperability Test Lab Application Notes 19 of 55
SPOC 1/6/2016 ©2016 Avaya Inc. All Rights Reserved. HIP-SIPS-TRK



The following Entity Link is between Session Manager and the SIP Entity that handles outgoing
calls to Hammer IP (i.e., Hammer-Out).
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6.5 Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.3. Two routing policies were added — one for Communication Manager
and one for Hammer IP. To add a routing policy, select Routing Policies on the left and click on
the New button (not shown) on the right. The following screen is displayed. Fill in the
following:

Under General:
Enter a descriptive name in Name.

Under SIP Entity as Destination:
Click Select, and then select the appropriate SIP entity to which this routing policy applies.

Defaults can be used for the remaining fields. Click Commit to save each Routing Policy
definition. The following screen shows the Routing Policy for Communication Manager.

« Wame  Hlesents / Souting / Routing Palices (-]

Rowting Pedicy Detalls Comnt | Cancel

* Namme: devconid Polcy

Rame FOON e 1P Address Type oAy

Add Remove | new Gapn/Overlapn

1Rem o Fiter; Enabie

Banking “  Wame Men Tue Wes Thu re “at aun Start Tiew End Time Pates

Seboct | ML Moe
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The following screen shows the Routing Policy for Hammer IP.

[l I =
o W J Eloments [ Nowtimg [ Sty b [+]
Helo #
Roating Pulicy Detads Comme | Cancal
M dvhaed Al e ol
S1¥ Enbities
* Mame: Hammer Polcy
Entity Links
Dizabled:
Ther Kanges
_ * Retrfes: O
Routmng Policies
Dial Patinrm Notes:
ogubir € rpresdbime
SIP Entity as Destaustion
Sele
Narme FQUN ur TF Addrmes Typw Mctas
MmOt 192.148.100 171 S8 Tk
Timne of Day
AOd| | Rameve | | Vaw Gaps/Overiaps
Liem O Fier: Enatile
Rankomy “ M Mus e Wed Tha m Sat Sun Start 1o Cond Lime Nutes
4] T 0200 o, Tere Range &7
Salact © AR, Noos
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6.6 Add Dial Patterns

Dial patterns must be defined to direct calls to the appropriate SIP Entity. In the sample
configuration, a 6-digit number beginning with ‘8’ followed by “46200” will be routed to
Communication Manager. The ‘8’ is the AAR access code and “46200” are the digits routed to
the Hammer IP, which will terminate on a SIP trunk.

Note: The dial pattern should not match the Trunk ANI of the terminating Hammer SIP trunks
configured in Section 8.2.2.1. For example, the Trunk ANI of the terminating Hammer SIP
trunks was 46202. A different dial pattern should be used instead of 46202.

To add a dial pattern, select Dial Patterns on the left and click on the New button (not shown)
on the right. Fill in the following:

Under General:

= Pattern: Dialed number or prefix.

= Min Minimum length of dialed number.

= Max Maximum length of dialed number.

= SIP Domain SIP domain of dial pattern.

= Notes Comment on purpose of dial pattern (optional).

Under Originating Locations and Routing Policies:
Click Add, and then select the appropriate location and routing policy from the list.

Default values can be used for the remaining fields. Click Commit to save this dial pattern.
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The following screen shows the dial pattern definition for Communication Manager. Based on
these digits, Communication Manager will route the call to Hammer IP via a SIP trunk.

‘. un—fﬂ-mnullnumql;luhn‘m‘ °
el ?
Diad Patters Detalls Commt | Carcest
neral
* Pattern: 846
Estity Linlix
MBS = fMin 6
Hmning Poices okt =
kel Pattsres Emergeacy Call:
Rbgstar Expracsions Emarpescy Prioeity: :
Defaalts Emergency Type:
SIP Domaln:  deveen.com 2
Notes:

Irginating Locations and Ruuting Poboes

50 Remove

10em O Fites: E6abiu

Origimating Lacatson Wame | HWIRSESS LoCR0E | BRI POREY. | g rncy | Saunn utky e
(haahilea G
Urcro® DwvCommect Netnork Sevcanid Pacy 0 desconie
Fedect Al »
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The following screen shows the dial pattern definition for Hammer IP. The extension, 46200,
will be routed to Hammer IP. Note that “46200” does not have to match any configuration on
Hammer IP. Hammer IP will answer any calls routed to it regardless of the digits.

toan ¥ b
« Womye / Klemeats | Bouting / (el Patterns (4]
Melp 2
Déal Pattern Detalls Comme | Canost
* Patterm; 462
* Min: 5
fNax: S
Dial Patterns Emergency Call:
Regulne Expressions Emorgency Priority: |
Owtautts Emergancy Type:
SIF Domsain:  devonncom =)
Mobes:
Originating Locatinns wnd Riting Polies
Add Remuew
iken 2 FiRer: Enamin
Orspmuting Licutin Meamme « DrAUNG Lutatin | Eoutong Pabey | ooy ey | | puy Rauting Peticy
Divalibes
Leveroft DevCannett Metwors Hamre Py a Harrener - Ou
Sehict L ML I
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6.7 Add Session Manager

To complete the configuration, adding the Session Manager will provide the linkage between
System Manager and Session Manager. Expand the Session Manager menu on the left and

select Session Manager Administration. Then click Add (not shown), and fill in the fields as

described below and shown in the following screen:

Under General:

= SIP Entity Name: Select the name of the SIP Entity added for
Session Manager
= Description: Descriptive comment (optional)

= Management Access Point Host Name/IP:
Enter the IP address of the Session Manager
management interface.
Under Security Module:

= Network Mask: Enter the network mask corresponding to the IP
address of Session Manager
= Default Gateway: Enter the IP address of the default gateway for

Session Manager

Use default values for the remaining fields. Click Commit to add this Session Manager.

¢ Hume /7 / Sessian N / Sescion Ul

Edit Session Manager Comme | Gancel
Ldmiassiration
Crmmmnicatlon
At cisichincsna?

- General «
' Metwork

SIP Entity Name Le-am
Dascriphion

*MaNagement Access Point Moot Namey'TP 192168100233

*Dwract Rowting to Endpoints  Enalile | w)

Wware Vrtual Machne

Security Module «
S Entty 1P Adaress |5
*hatwork Mask 2552552450
*Defauk Gateway 192.168.100.1
*Call Control PHE 40
*QOS Dricekty 6
*lpeed & Duglex  Auto *
VLANID

*SIP Frawal Conliguration SM 6.3.8.0
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The following screen shows the Monitoring section, which determines how frequently Session
Manager sends SIP Options messages to Hammer IP. Use default values for the remaining
fields. Click Commit to add this Session Manager. In the following configuration, Session

Manager sends a SIP Options message every 900 secs. If there is no response, Session Manager
will send a SIP Options message every 120 secs.

Monitoring «
Enable Montoning ¢
*Proactive cycls time (secs) 500
*Reactive cydle ime (aece) 120
*Number of Retnes |1
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7 Managing and Creating TLS Certificates

This section covers how to manage and create the TLS certificates required to support TLS over
SIP trunks between Communication Manager and Session Manager and to support TLS for the
emulated SIP endpoints in Hammer IP. For this solution, Avaya Aura® System Manager is used
as a certificate authority. For additional information on managing TLS certificates, refer to [2].
The steps are required include:

= Export the System Manager CA Certificate

= Add the System Manager CA to Communication Manager

= |nstall Enhanced Validation Certificates for Session Manager
= Create TLS Certificate and Private Key for Hammer IP

7.1 Export the System Manager CA Certificate
To export the System Manager CA, follow these steps:

1. On the home page of the System Manager Web Console, under Services, select
Security->» Certificates-> Authority.
2. On the CA Functions page, click Download pem file.

L "

CA Functions

Edt Corthicate Protie

'
EOL Fimbatery

ask functans
St Cortdrats Atteoting Basic Functions for CA ! tmdefaultca View Certificate  View Tofonsation
M User Oata ]

Ed
Edt U Soune

Dawnksad to Iresrnet Sxplorsr  Dowrload to Netscapes Joamiomg vr He
13 Protae
add & wos Latest L Crasted 624710 350 P, Exgued £ M, Puatrbor 1 Get CAL
4 et v No Deka CRL have heen generated
UstEd £ Endiling

Croate 3 new updated CRL | Creade O

Sapervision Fundions
Argrove Atthire

Vi Lag
System Fusclions
Gystem Conbguratos

Edt Sarvies

3. Save the file. In this example, the filename was SMGR CA.pem.
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7.2 Add the System Manager CA to Communication Manager
Use the following procedure to make Communication Manager trust the System Manager CA

certificate.

ko E

click Browse.

o

Download.

AVAYA

Help Log Off

Administration [ Server (Maintenance)

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

This Server: devconi4

Process Status -
Shutdown Server

Server Date/Time

Software Wersion

Server Role

MNetwork Configuration

Static Routes

Display Configuration

Server Upgrades

Manage Updates

Data Backup/Restore

Backup Now

Backup History

Schedule Backup

Backup Logs

Wiew/Restore Data

Restore Histary

Security

Administrator Accounts

Login Account Policy

Login Reports

Server Access

Syslog Server

Authenticatian File

Firawall

Install Root Certificate
Trusted Certificates
Server/Application Certificates
Certificate Alarms

Certificate Signing Request
S5H Keys

Web Access Mask
Miscellaneous

File Synchronizatien

Download Files

CM Phone Message File |
Messaging Software &

m

Download Files

The Download Files SMI page lets you download files to the server.

@ File(s) to download from the machine I'm using
to connect to the server

awer_ca pem

Browss... | Mo file selectad.
Browse.. | Mo file selected.

Browse... | Mo file selected.

@ File(s) to download from the LAN using URL

Proxy Server (2.9 proxy.domain:3132)

{
:
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Log into the Communication Manager server web interface.
Click Administration and select Service (Maintenance).
In the left pane, under Miscellaneous, click Download Files.

Select File(s) to download from the machine I’m using to connect to the server and

Select the System Manager CA certificate to download as shown below and click
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7. In the left pane, under Security, click Trusted Certificates and click Add.

Avaya Aura® Communication Manager (CM)
System Managemant Interface (SMT)

« Trusted Certificates

Thiz page provides managemant of the trusted security cartificates present on this searver.

Server Canlguratian Tenatad " o
sted BepesHaories

Sarver fce

~ pth CenbQur o
0w : Cenbguratioe A = Authantication, Autharestion and Acceunting Servees (e.g. LOAD)

Statc Rostes

- 4 C = Communication Manager

Display Cenbeurstion

T | - o" Sener

Manige Updates M = Mezsaging

Dees RBachsp/Hastam R = Ramote Logoing

Sockuz Now

Backwp Hisx Sefest il Lwwsnd In Lanued By Expiatizo Date Touated fiy
- P SMAR_Caert Sefault default Sun Jun 21 2020 €
\oe = Oats aprica.crt Avays Product Root A Avays Proguct Roat CA SunAug 143023 CWHR
& motorola_ssecs_root.crt  SCCAM Server Root CA SCCAN Server Root CA FunDec4 2033 C
ASMNistrater Accounta sip_product_root. ot SIP Product Certificate Authority  51P Product Cemificate Authorty Tuwe Aug 17 2027 CWR
Loger Arcount Scficy slpca.crt SIO Dredurt Certificute Authorty  51P Product Centificete Authonty Tue Aug 17 L

Lagm Raperns

Server Azcens

Syslog Server Display | Add | | Remowve | Copy | Melp |
Asthanticatian Filw

Frrwmall

reatall Rost Caribcare

8. Enter the name of the downloaded System Manager CA certificate as shown below and
click Open.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Help Log Off Administration

Administration [ Server [Maintenance) This Server: devconl4

Firewall «  Trusted Certificates - Add

Install Root Certificate
Trusted Certificates
Server/Application Certificates This page allows for the addition of 2 trusted certificate to this server.

Certificate Alarms

Certificate Signing Regquest SMGR_CA.pem PEM file containing certificate
S55H Keys
web &ccess Mask [ Open l [ Cancel ] [ Help ]

iscellanecus
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9. Enter the file name again in the text box and select the Communication Manager
checkbox as shown below and click Add.

AVAYA

Help Log Off

Administratien / Server (Maintenance)

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

This Server: dewconl4

Manage Updates "
Backup Mow
Backup Histary
Schedule Backup
Backup Logs
View/Restore Data
Restore History
Security
Administrator Accounts
Login Account Palicy
Login Reports
Server Access —=
Syslog Server
Authentication File
Firgwall
Install Root Certificate
Trusted Certificates

m

Server/&pplication Certificates
Certificate &larms

Certificate Signing Request
55H Keys =
Web Access Mask

iscellansaus

Trusted Certificates

This page provides management of the trusted security certificates present on this server.

Add this certificate

Issued To Issued By Expiration Date
default default Sun Jun 21 2020

SMGR_CA.pem Store the certificatz in this filz in 2ach repository selected below

Add to these trusted repositories

O Authentication, Authorization and Accounting Services [e.g. LDAP)
Communication Manager

D Web Server

D Messaging

D Remote Logging

[Add ] [Cam:el ] [ Help]

10. Restart Communication Manager.
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7.3 Install Enhanced Validation Certificates for Session Manager

Perform this procedure to populate the Common Name and Subject Alternate Name of the
certificate in Session Manager.

1. On the home page of the System Manager Web Console, under Services, click
Inventory->Manage Elements.

2. Select the appropriate Session Manager Web Console from the list and click More

Actions.

Select Configure Identity Certificates from the drop-down menu.

4. On the Identity Certificates page, select Security Module SIP and click Replace.

w

+ Memn / Secvices | Lavsatory / Manage Deamnrta o

Manoge tlements | Dacwwery

Identity Certificates D

D Rem o Fiter: Enonle

Selet T

5. On the Replace Identity Certificate page, select Replace this Certificate with Internal
CA Signed Certificate.

6. Select the Common Name (CN) checkbox and enter the host name or IP address of the

Security Module. The address is the same as the SIP Entity address.

Select RSA for the Key Algorithm.

8. Select 2048 as the Key Size.

~
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9. Select the DNS Name checkbox and enter the SIP domain (e.g., devcon.com) and click
Commit.

4 Pemm | Servaces | avestocy | Manage tamenie [+]
PManage thements Oewcovery

Replace Identity Certificate Commit || Canet

Cortificate Detally
Sebpect Deints

Vald from i Vald 10
Koy Size
Issuer Name
Cortificate Fingerprist
Subject Allurmative
Nemn

& Repioce this Certfcate with Intemnal CA Signes Certidcate

IMQOT th'd party comificats

Common
Name
(ow):
Kuy
Algectthm: BS54 =]

Moy Stew: 3043 7=

Subject -
Allersative DNS w URL
[r——— Address:

Comeret | | Canced

10. On the Identity Certificate page, select Security Module HTTP and click Replace.
The following steps are similar to the ones covered for Security Module SIP above.

11. On the Replace Identity Certificate page, select Replace this Certificate with Internal
CA Signed Certificate.

12. Select the Common Name (CN) checkbox and enter the host name or IP address of the
Security Module. The address is the same as the SIP Entity address.

13. Select RSA for the Key Algorithm.

14. Select 2048 as the Key Size.

15. Select the DNS Name checkbox and enter the SIP domain (e.g., devcon.com) and click
Commit.

16. Click Commit.
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7.4 Create TLS Certificate and Private Key for Hammer IP

This section covers the procedures for creating TLS Certificate and Private Key files for
Hammer IP. Refer to [2] for more information on creating TLS Certificate and Private Key files.

7.4.1 Create Avaya Private Key Certificates
Follow the following procedure to add Hammer IP as an end entity.

1. Create End Entity for Hammer IP. From the System Manager home page, navigate to
Security-> Certificates=> Authority=>RA Functions and select Add End Entity.

2. Enter the following values and use the default values for the remaining fields. For the
CN, Common Name field, any IP address associated with Hammer IP may be used.
Click Add End Entity to submit.

ottt |
Add End Entity

End Entity Profile »e0uMe_ouTacumo_1is - Required

O, Orpanization AVAYA

« ATING
SOV C, Courtry (150 3188) us
Systom Functions
Systee Contguiation

Edt

Contficato frofile 0 O ENT _SERVER -
CA nfefosicn «

Tokor FEN fhe

A Fadd Cotty Rarewt

3. Navigate to Security->Certificates=> Authority->Public Web. The EJBCA window is
displayed.
4. Click on Create Keystore.
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5. Under the Authentication section, enter the user name and password that were defined in

Step 2, and then click OK.

s CA CRis
o Featch User

Latest Cardficats

Miscellanecus

o List User's Certificates
o Check Certificats Status
o Admumistration

EJBCA Certificate Enroliment

Welcome to certificate earollment

Please enter your username and password. Then click OK to generate your token

—~Authentication

I5emMame;  ampirix
Pauiwurdl sessene
oK

6. In the Options section of the EJBCA Token Certificate Enrollment page, select 2048
bits for the Key length field and click OK to continue.

¢ Create Browser Certificate

® Create Server Certificate

& Create Keystore

B
o Fetch CA & OCSP Certificates
» Fetch CA CRLs

» Fetch User's Latest Certificate

e N
+ List User’s Certificates
o Check Certificate Status

s Administration

EJBCA Token Certificate Enrollment

Welcome to certificate enrollment.

If you want to, you can manually install the CA certificate(s) in your browser, otherwise this
will be done automatically when your certificate is retrieved.

Install CA certificates:

Certificate chain

Please choose a key length, then elick OK to fetch your certificate.

Tick the "OpenVPN" checkbox if you want to create an Open VPN installer. This options requires
special configuration of the CA.

—Options
Leave values as default if unsure.
Key length: 2048 bits «

Certificate profile:  ID_CLIENT_SERVER ~

OpenVPN installer: [

7. In the next window, click Save to save to the file to the local PC. This file will contain a
Private Key, Server Certificate, and Trusted Root Certificate.
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7.4.2 Create TLS Certificates and Private Key Files for Hammer IP

The following procedure describes how to create a TLS Certificate and TLS Private Key file for
Hammer IP.

1. Using a Text Editor, open the Private Key Certificate file created in the previous section.

Bag Attributes

friendlyName: 192.168.100.170
————— BEGIN PRIVATE EEY————
MIIEvgIBADANBgkqghkiGOwlBAQEFALSCERgwgqgSkAgEARCTBAQDEDkS02J/ fwk/c
L7sPM+fFETJIEQr] yXaBY ye3vOwILUMpt 1MgmDE+LuJhDEicxBFpkgS2 yvh P7xGI 03

NIPZmEhDPRBOEGeY 27 pqlH+kcv+GsV+ogMn+r2 10/ ti YNkBhLGCRkq+£2VVQ+4RE
Tz2JI12WvYgRVjc/Hv Bz 6wH3mu+B8aI 3R/ 62 6wmTuKJTelvuWK0i /7T gLZ ghBFXghCFHL
IRvylJOkViBnZqgoDeEFmr+a?
————— END PRIVATE EEY————
Bag Attributes

friendlyMame: 192.168.100.170
subject=/CH=182.1&8.100.170/0U=5DE/ C=AVAYA/ C=US
issuer=/CH=default/OU=MEMT/O=LVLYL

Bag Attributes

friendlyMame: default]|
subject=/CH=defaul t/O0U=MEMT/ C=LVLYL
issuer=/CH=default/0U=MEMT/O=LVLYL
————— BEGIN CERTIFICATE—————

MIICQjCCRaughwIBAgIIDBlgh Zhd CHMWDOY JRoZI hveNAQEFBOAWMTE QMA4GALUE
EwwHZGVMYXV 3d DENMA G A1 UECWWE TUANVDE CMAWGA] UEC qwF OV ZBWUE wHheNMT B

OrlRzEDotSEpY9d+SxWI0LptvinVee fHZ4ChSPyh yERDgedNmi 13 vecEcINsWeGOBERX
V+0X1I1AXS5TBoxyakROOTL3 TpRnkB+1ywRx 97 MgPz5i5TULjCT20Be IEMWkK4LZP
D07 sRnER

————— END CERTIFICATE-—-—-

2. Copy the Private Key part of the file (i.e., the yellow highlighted lines starting with
BEGIN PRIVATE KEY and ending with END PRIVATE KEY) and store it in a file. In
this example, the file name was empirix PrivateKey.pem.

3. Copy the Idenity Certificate part of the file (i.e., the green highlighted lines starting with
the first instance of BEGIN CERTIFICATE and ending with END CERTIFICATE) and
store it in a file. In this example, the file name was empirix Certl.pem.

4. Theempirix PrivateKey.pemand empirix Certl.pem files must be used to
configure the TLS Certificate and TLS Private Key of the originating and terminating

JAO; Reviewed: Solution & Interoperability Test Lab Application Notes 36 of 55
SPOC 1/6/2016 ©2016 Avaya Inc. All Rights Reserved. HIP-SIPS-TRK



Hammer channels in the Signaling tab configured in Sections 8.2.1 and 8.2.2.1,
respectively.

8 Configure Empirix Hammer IP

This section provides the procedures for configuring the Empirix Hammer IP. The procedures
fall into the following areas:

= Assign IP addresses to each Hammer IP channel.

= Configure the system, including the originating and terminating channels, using the
Hammer Configurator.

= Save and apply the Hammer configuration and start the Hammer server.

= Create and run the test script using the Hammer TestBuilder.

8.1 Configure IP Addresses on Hammer IP Server

The Hammer IP server needs to be configured with IP addresses for each channel. During the
compliance test, 20 SIP trunk channels were used. 10 channels were used to originate calls and
10 channels were used to terminate calls. This requires a block of 20 IP addresses, which must
be contiguous. The 20 IP addresses used were from 192.168.100.171 to 192.168.100.190. These
IP addresses are configured in the Advanced TCP/IP Settings under Network Connections (not
shown) in Windows Server 2008.

IP Settings |pns | wins |

—IP addresses
IP address | Subnet mask il
192,168,100, 172 255.255,255.0 —
192,168,100.,173 255.255,255.0 ~
1 e
Add... | Edit... | Remove |
—Default gateways:
Gateway | Metric |
192.168.100.1 Automatic
Add... | Edit. .. Remove |
—Iv Automatic metric
Interface metric: I

Ok I Cancel
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8.2 Configure System

This section covers the configuration of originating and terminating channels on Hammer IP. In
this configuration, the originating channels emulate SIP trunks. The terminating channels can
emulate SIP endpoints or SIP trunks. These Application Notes will explicitly describe the
configuration for terminating calls to SIP trunks in Section 8.2.2.1. In addition, it will provide a
reference to other Application Notes for configuring terminating channels as SIP endpoints in
Section 8.2.2.2.

8.2.1 Configure Originating Channels — SIP Trunks

The Empirix Hammer IP is configured through the Hammer Configurator, a graphical user
interface, residing on the Hammer IP server. From the Hammer IP server, run the Hammer
Configurator. The following screen is displayed.

Note: It is assumed that Hammer IP is already in Master Controller Mode. To verify, check
that the title bar of the Hammer Configurator indicates Master Controller Mode Enabled as
shown below. It is also assumed that a system was already added to the configuration. In this
configuration, the system name is AVAYAEMPIRIX01, which corresponds to the server name.

In the Hammer Configurator, the server name will appear in the left pane of the Hammer
Configurator. Expand the server name (e.g., AVAYAEMPIRIXO01) in the left pane and click on
IP Channels Configuration. The following window will be displayed. Select Avaya_SIP for
the Signaling Project and then click New.
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File Edit ‘iew TestBuilder Applications Help

=LA o5 Bk E

=) 5@ Harnrmer Configurator

Signaling Project:

m Mew | Impoltl Deletel Elear.ﬂ.lll .&ppl_l,.ll Upenl Savel

@ Signaling Server Configuration
i Wersion and License Info
.5 speech Rec Servers

----- P Voice Quality Servers

%% Hammer IF Servers = TR = = =
& Advanced Settings Channel Range A 4 Janaling Project | Audio Codec |
- o[B] avavagrPIRINOL Cisco Skinny
@ . Is Confiqurati Clear Channel
AnnEls Lonrguration Fast SlPPthB -

Signaling I Media | Sighaling Pleviewl Media Pleviewl

[} | Mame | Value | Incrementer | Step |
1] | ]
Ready I_W’_ A
JAO; Reviewed: Solution & Interoperability Test Lab Application Notes 38 of 55
SPOC 1/6/2016 ©2016 Avaya Inc. All Rights Reserved. HIP-SIPS-TRK




The first line in the grid that is highlighted in the figure below corresponds to the 10 originating
channels. To set the number of channels in the group, click on the Channel Range cell in the
grid and enter the number 10. The following fields in the Signaling tab should be set as follows:

State Machine should be set to Avaya SIP Trunk.

Trunk ANI may be any extension but cannot match the dial pattern used to route calls to
Hammer. See Section 6.6.

Display Name may be any extension.

Network Connection should be set to the appropriate network interface.

Local Trunk IP should be set to a unique IP address (e.g., 192.168.100.170) and should
match the IP address configured on Communication Manager is Sections 5.1. This IP
address will be used for the group of originating channels.

Subnet Mask should be set to the network mask (e.g., 255.255.255.0).

Phone Port should be set to TLS port 5061.

Avaya IP should be set to the Session Manager SIP interface (e.g., 192.168.100.235).
Destination Port should be set to TLS port 5061.

Transport Protocol should be set to TCP_TLS. See Section 7.4 for instructions on
managing and creating TLS certificates.

Enable OPTIONS “PING” should be set to OPTIONS - respond.

TLS Certificate should be imported by clicking the Choose File button. Creating the
TKS Certificate file is described in Section 7.4.

TLS Private Key should be imported by clicking the Choose File button. Creating the
TKS Private Key file is described in Section 7.4.

SIP URI Scheme should be set to SIPS.

The default values for other fields may be used as shown.
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In the Media tab of the 10 originating channels, configure the fields as follows:

Audio Codec should be set to the appropriate codec for the test. G711 U-Law, G729AB,
and G.729A were used during the compliance testing.

Frequency [ms] should be set to the appropriate value for the specified codec. It should
match the Packet Size [ms] field in the IP Codec Set form on Communication Manager
for the specified codec.

Network Connection should specify the appropriate network interface.

Source IP Address should be set to the IP address of the channel group (e.g.,
192.168.100.170).

Media Profile should be set to one that specifies the codec configured in the Audio
Codec field. See Appendix A for instructions on configuring a Media Profile.

SRTP Encryption should be enabled. Disable SRTP if not required for test.

SRTP Authentication should be set to Enabled (80 bits).

SDES should be enabled.

Random Keys should be enabled.

The default values for the remaining fields may be used as shown.
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8.2.2 Configure Terminating Channels

During the compliance test, the originating channels emulated SIP trunks with the calls
terminating on SIP endpoints and SIP trunks. Select one of the following subsections depending
on the configuration desired.

= Section 8.2.2.1 for terminating calls on SIP trunks.
= Section 8.2.2.2 for terminating calls on SIP endpoints.

Note: Ensure that the originating and terminating channels are assigned unique IP addresses.

8.2.2.1 Configure Terminating Channels — SIP Trunks

The second line in the grid that is highlighted in the figure below corresponds to the second
group of channels that will terminate calls. Set the Channel Range cell to the number of
channels in this group. The configuration of the Signaling tab is similar to the one for the group
of originating channels in Section 8.2.1 with the exception that the Trunk ANI, Display Name,
and Local Trunk IP fields will be different. . This group of channels will be assigned IP
addresses from 192.168.100.171.
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The Media tab for the group of terminating channels is shown below. The configuration is
similar to the one for the group of originating channels except for the Source IP Address field.
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8.2.2.2 Configure Terminating Channels — SIP Endpoints
To terminate the calls to SIP trunks follow the instructions described in [4], specifically:

= Section 5 describes how to configure SIP stations and call routing on Communication
Manager.

= Section 6 describes how to configure SIP endpoints on Session Manager.

= Section 7.2.2.1 describes how to configure terminating SIP endpoints on Hammer IP.

= Section 7.2.3 describes how to configure the PhoneBook.

= Section 7.4 describes how to disable the Do Connect Latency option (required) and how
to specify the dialed digits when running a test script.

The configuration described in all the aforementioned sections of [4] must be completed for
terminating calls to SIP endpoints.

8.3 Applying the Hammer IP Configuration

This completes the configuration of Hammer IP. This configuration should be saved by clicking
the Save button (not shown) on the Hammer Configurator window. The configuration needs to
be applied to the server for the changes to take effect. Click on the Apply button (not shown) in
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the Hammer Configurator window. The following window is displayed as the configuration is
being applied to the server.

Applying Configuration to Server{s)... |

IJpdating TeztBulder zettings... [Tazk 4 of 7]

Check that the system has been started by clicking on the server name (e.g., AVAYAEMPIRIX01)
in the left pane of the Hammer Configurator. If the current status is System Is Stopped, click
the Start system button to start the system. When the system is started, it should appear as
shown below and should also specify which configuration has been applied. The configuration
performed above was saved as SIPS 20 TRK_TRK.
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8.4 Configure and Run the Test Script
For the compliance test, two default test scripts were used:

" a4 calls b dtmf.hld to verify DTMF
" vVoice Quality Test.hld to verify voice quality

The sample test script, voice Quality Test.hld, establishes a VolP call between two SIP
endpoints on the Hammer IP, followed by the originating side playing an audio prompt to the
far-end so that voice quality metrics (e.g., PESQ score) can be obtained. The test script is
configured with the Hammer TestBuilder application and can be displayed in a ladder diagram
as shown below by double-clicking on the test script name.
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In the sample test script configured above, the A-side (originating SIP trunk) places a call to the
B-side (terminating SIP trunk) using the Place Call action. The Place Call properties can be
configured by double-clicking on the action in the ladder diagram. In this example, Hammer IP
dials the AAR access code ‘8’ followed by “46200”. The dial pattern should not match the
Trunk ANI of the terminating Hammer SIP trunk.

Note: Disable the Do Connect Latency option in the Place Call Properties window.
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To run the test, right-mouse click on the test script in the left pane of the Hammer TestBuilder
window and navigate to Schedule->Edit & Run. To re-run the test, the user can simply select
Schedule=>Run, if no changes are required.
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In the Properties window, click on the ellipses button (...) in the Channels section and assign
channels to the A-Side and B-Side. Set the Loop Count to the appropriate value to control the
number of iterations the test should run. Setting this field to -1 will allow the test to run forever.
Setting this field to a specific number will run the test for the many iterations and then stop. The
Guard Time (ms) field specifies how long to wait before the test is run again on the same
channel. The minimum setting should be 3500. The Stagger section allows the user to specify
how long to wait before the test is run on the next channel. For the compliance test, the Stagger
time was set to 50 ms.

Important Note: The Guard Time and Stagger parameters should be carefully considered for
every test. A test script could fail because the configuration under test cannot handle the load
generated by the Hammer IP. These parameters can slow down the test to a rate that can be
reasonably handled by the test configuration.
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9 Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya
Aura® Communication Manager, Avaya Aura® Session Manager and Empirix Hammer IP.

9.1 Verify Avaya Aura® Communication Manager

When the Hammer IP is running a test script, the status trunk command may be used to view
the active call status. The trunk being monitored here is the trunk to Session Manager. This
command should specify the trunk group and trunk member used for the call be specified.

status trunk 60/1 Page 1 of 4
TRUNK STATUS

Trunk Group/Member: 0060/001 Service State: in-service/active
Port: T00044 Maintenance Busy? no
Signaling Group ID: 60

IGAR Connection? no

Connected Ports: T00125

Page 2 of the status trunk command indicates the codec being used for the call and whether the
call is shuffled. If the call is shuffled, the Audio Connection Type field would be set to ip-
direct, if it isn’t, the field would be set to ip-tdm as shown below. Also, note that TLS port 5061
is being used.

status trunk 60/1 Page 2 of 4
CALL CONTROL SIGNALING

Near-end Signaling Loc: PROCR

Signaling IP Address Port
Near-end: 192.168.100.10 : 5061
Far-end: 192.168.100.235 : 5061
H.245 Near:
H.245 Far:
H.245 Signaling Loc: H.245 Tunneled in Q.931? no
Audio Connection Type: ip-tdm Authentication Type: None
Near-end Audio Loc: MGl Codec Type: G.711MU
Audio IP Address Port
Near-end: 192.168.100.15 : 2066
Far-end: 192.168.100.170 : 10018

Video Near:

Video Far:

Video Port:

Video Near-end Codec: Video Far-end Codec:
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Page 4 of the status trunk command indicates that SRTP is being used for the call.

status trunk 60/1 Page 4 of 4
SRC PORT TO DEST PORT TALKPATH

src port: T00044

T00044:TX:192.168.100.170:10018/g711u/20ms/1-srtp-aescml28-hmac80

001V057:RX:192.168.100.15:2066/g711u/20ms/1-srtp-aescml28-hmac80:TX:ctxID:394

001V060:RX:ctxID:394:TX:192.168.100.15:2060/g711u/20ms/1-srtp-aescml28-hmac80

T00125:RX:192.168.100.171:10006/g711u/20ms/1-srtp-aescml28-hmac80

dst port: T00125

9.2 Verify Avaya Aura® Session Manager

Verify that the Hammer SIP trunks are up by navigating to Home-=>Elements->Session
Manager-> System Status—>SIP Entity Monitoring and clicking on the appropriate SIP
entities. Below is the status of the SIP trunks used for incoming/outgoing calls from/to Hammer
IP.
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9.3 Verify Empirix Hammer IP

Call progress can be monitored in the Hammer System Monitor. The call log for an originating
channel may be logged to the left window and the call log for a terminating channel may be
logged to the right window. In the following System Monitor screen, it indicates that TLS over
TCP and SRTP were being used for the test calls.
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The Hammer Call Summary Monitor may be used to get a test status overview, including the
number of call attempts, number of failed calls, PESQ scores, amongst other useful metrics.
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10 Conclusion

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP with an Avaya SIP telephony network using SIP trunk emulation. Hammer IP was
able to establish a SIP trunk with Avaya Aura® Session Manager, successfully establish calls
through Avaya Aura® Communication Manager to SIP endpoints/trunks, generate voice quality
metrics, monitor the calls, and generate reports. Furthermore, the solution was able to use SIPS
to secure the SIP signaling using TLS (Transport Layer Security) and Secure Real-time
Transport Protocol (SRTP) to protect the RTP data. All feature and serviceability test cases were
completed successfully with observations noted in Section 2.2.
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APPENDIX A: Configure Media Profile on Empirix Hammer IP

The following windows show the configuration of the Media Profile used in the Media tab for
the originating and terminating channel groups. To access this window, click on the ellipses
button (...) by the Media Profile field in the Media tab. Click on the Audio Description button
to view the codecs that will be advertised by the Hammer IP when placing a call.

x
— Session Description
[nclude Field?  [Field
[[o=) Qwner:
|[s=] Session Name: |Em|:uiri:-: WO Test Sezzsion
[ |[i=] Sezzion Information: |
r [fu=) URI of Description: |
[ |[e=] Email Address: |
[ |[|:|=] Phaone Mumber: |
r |{b=) Banduwidth Information: |
— [a=) Attibutes
Add
Edit |
Delete |
— bedia Descriptions
¥ Audio Dezcrption | r Image [T.38] Dezcrption | r Wideo Dezcription |
MNewy | Save Load Delete | Presview | ITI
Cancel |
Help |
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The following window shows the codecs selected for this profile. This Media Profile was
already created and named G711U.sdp. It specifies G.711U and RFC 2833. When done, click
OK to return to the previous window. Additional media profiles can be created and saved by
selecting the desired codecs in this window and then clicking the Save button in the previous
window.

MPE Audio Description: | \AVAYAEMPIRIX01\Hammer\IPSigServer|SDPs x|

— Order and configure codecs to advertize in Media Prafile

Codec I Send 'tpmap"y | FPayload Type | -

G.711U Ma 0

OG.711a M g

OG22 Ma 4

OG. 729 Mo 18 (I

O G.7294E Mo 18

OG.726 40 kbie ez 127

O G.726 32 kb/s Yes 97 4
OG.726 24 kbis Yes 93

OG.726 16 kbés Yes 93

RFC 2833 Yes 101 ¥
Mcovorn L 177 ll —_—

— Optional Dezcrnphans

||n-:|uu:|e Field? |Fie||:| rv'alue
I =] tedia Infarmatior: I
' [b=) Bandwidth Informatior: |

— [a=] Attributes

&dd

Edit

Delete

d;

| k. I Cancel Help
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