AVAYA

Avaya Solution & Interoperability Test Lab

Configuring Avaya Call Management System and Avaya
Communication Manager for Remote INADS Alarming
using ION Networks Access Security Gateway Guard I -
Issue 1.0

Abstract

These Application Notes describe the steps required for configuring the Avaya Call
Management System (CMS) and the Avaya Communication Manager to support Initialization
and Administration System (INADS) alarm origination and forward SNMP traps in INADS
format to the ION Networks Access Security Gateway (ASG) Guard 1.

Information in these Application Notes has been obtained through compliance testing and
additional technical discussions. Testing was conducted via the DeveloperConnection
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps required for configuring the Avaya Call
Management System (CMS) and the Avaya Communication Manager to support Initialization
and Administration System (INADS) alarm origination and forward SNMP traps in INADS
format to the ION Networks Access Security Gateway (ASG) Guard Il. INADS parses system
logs specific to Avaya SNMP sub-agents that provide the ProductlD and Machine Type in
addition to standard SNMP information of Avaya devices enabled for INADS.

The ION Networks ASG Guard Il dials out to the PSTN and establishes a PPP session in order
to forward SNMP-INADS notifications to Avaya Services. Also, remote maintenance and
administration of Avaya devices that are protected by ION Networks ASG Guard Il can be
performed through the PPP session.

In the network configuration shown below in Figure 1, the ION Networks ASG Guard Il has a
serial connection to the Avaya Call Management System and has IP connectivity to the Avaya
Communication Manager. The ION Networks ASG Guard Il also has IP connectivity to a local
SNMP trap receiver for notification of dial-out alarming to Avaya Services.

Serial Enabled

Avaya Services

Avaya Call Management
System (CMS)

Avaya S8700 Media Server
Avaya G650 Media Gateway

Virtual IP: 192.168.10.254

ION Networks Access Security
Gateway (ASG) Guard Il
192.168.201.2

SNMP Trap
Receiver
172.171.5

Figure 1: Network Configuration
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These Application Notes will not cover details for remote administration operations of the
Avaya Call Management System (CMS) or Avaya Communication Manager by Avaya Services
using the dial-in capability of ION Networks ASG Guard II.

See the References section of this document for further information regarding serviceability
and maintenance procedures that are related to Avaya Services.

2. Equipment and Software Validated

Table 2 lists the equipment and software version used in the network configuration:

Equipment Software
Avaya Call Management System (CMS) 13.1
Avaya Communication Manager 3.1 (Build 628.6)
ION Networks Access Security Gateway (ASG) Guard Il 5.2.6

Table 2: Equipment and Software Validated

3. Avaya Call Management System (CMS) Configuration

This section describes the steps necessary to configure the Avaya Call Management System for
remote INADS alarming. The CMS Supplemental Services packages must be installed and the
associated processes must be running for alarm origination:

LUahl
LUaot
LUim
Luorbutil

1. Log into the Avaya CMS using the proper access privileges. Verify that the Avaya CMS is
monitoring an enabled serial port by entering the following command:

/cms/install/bin/abcadm —k
console set to local

/etc/ttydefs remote console baud rate set to 9600
ttya is set to incoming at 9600 baud

2. If CMS is not configured for port monitoring, enter the following command to enable
monitoring for the serial ports on the Avaya CMS. Use ttya for serial port 1 or ttyb for serial
port 2 to assign the serial port that will be connected to the ION Networks ASG Guard I1.

/cms/install/bin/abcadm -i -b 9600 tty <a / b>
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3. Change to the /opt/cc/aot/datasadmin directory and open the prodsetup.cfg configuration
file using vi. Edit the Enabled field to activate alarm origination, if necessary (0 for disabled, 1
for enabled).

4. Save any changes to the prodsetup.cfg configuration file and exit vi.

5. Open the syssetup.cfg configuration file using vi and edit the following fields:

ProductID The unique system identifier specific to an Avaya product
ModemPort Designate the modem port used by the ASG Guard 11 (1 for ttya, 2 for ttyb).
Enabled External alarming (O for disable, 1 for enable)

6. Save any changes to the syssetup.cfg configuration file and exit vi.

234567891 ill.u_n:::!\'?\'h’?\' AT IOKIATDT 218885351234 | CONNECT 1 8% wHi1i968811

r

7. Enter the following command to start the Alarm Origination Manager (AOM) process.
aom start

8. Enter the following command to verify that the AOM has started.

ps -ef | grep aom

root 668 1 O Apr 15 ? 0:13 aomSrv

9. Enter the following commands to set the AOM environment in Avaya CMS for INADS
alarming. This command will read the parameters set in the configuration files prodsetup.cfg
and syssetup.cfg for alarm origination. Be sure to leave a space between the beginning two
dots in the first command.

. ./opt/cc/aot/bin/aom_env
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10. Enter the following commands to set and export the directory path to the AOM daemon.

AOM_SH=/usr/bin/aom
export AOM_SH

11. Enter the following command to execute a test alarm using the INADS format.

/opt/cc/aot/bin/log_error —e 30001

The following display shows an example of a successful generation of an INADS test alarm.

[16506: New Connection (cvue,lT_daemon,*,root,pid=382,optimised) ]
[16506: New II0OP Connection (cvue:4001) ]
[16506: New I110P Connection (192.168.101.200:4002) ]

4. Avaya Communication Manager Configuration

This section describes the steps necessary to configure the Avaya Communication Manager for
remote INADS alarming. These steps are applicable to the Avaya S8xxx Media Server product
line that supports Avaya Communication Manager.

1. Using a browser, access the web interface of the Avaya Communication Manager and log in
using craft permissions. Click No for ‘Suppress alarm origination” when prompted.

: Craft Logon

press alarm origaation?
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2. Select Firewall from the left menu under Security. Select both the Input from Server and
Output from Server check boxes for SNMP (161/UDP) to enable SNMP access. Select only the
Output from Server check box for generating SNMP traps (162/UDP).

3. Click Submit to save changes to the Avaya Communication Manager firewall.

AVAYA

Help Exit

Alarms
Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters

System Logs

Ping

Traceroute

Netstat

Modem Test

Network Time Sync
Server

status Summary

Process Status

Shutdown Server

Server Date/Time

Software Yersion
Server Configuration

Configure Server

Restore Defaults

Eject CD-ROM
Server Upgrades

Manage Software

Make Upgrade Permanent

Boot Partition

Data Backup/Restore
Backup Now
Backup History
Schedule Backup
Backup Logs
view/Restore Data
Restore History

all Root Certificate

Media Gateways
configuration
Miscellaneous
File Synchronization
46ux IP Phones
Download Files
€M Phone Message File
Ttpboot Directory
Serial Numbers
Messaging Software

Integrated Management
Maintenance Web Pages

: Firewall

The Firewall Web page lets you enable network services on the corporate
LAN interface to the Avaya media server. Unselected services are
automatically disabled.

WARNING: Some network services are required for proper
operation of or access ta the server For additional details, click
Help.

Please wait...
ot QT oioe Poryprotocal
Server

M I ftp 21/tcp
= 2 s5h 22/cp
I3 M~ telnet 23/tcp
[m] M domain 53/udp
n [ m} bootps &7 /udp
[m} O bootpe 68/udp
1= [m] tftp 69/udp
= 2 http 80/tcp
n I3 ntp 123/udp
M M snmp 161/udp
m] Il snmptrap 162/udp
M 12 https 443/tcp
0 [} shell 514/tcp
(m] [T shell-stderr 512:1023/cp
n [} syslog S14/udp
M [} hp-sshd 2222ftcp
14 I securs-sat 5022/tcp
M I def-sat 5023/tcp
2 2 echo-request sdcmp

[suimic | hivanced soting.._] o

This Server: [1] s8300-sls-brs
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4. Select SNMP Traps from the left menu under Alarms and click Add to configure an SNMP
trap destination.

5. Enter the IP address of the ION Networks ASG Guard Il and mark the check box to enable
the trap destination. Select an SNMP version and community string for management of traps
and notifications.

6. Click Add to enable the configured trap destination and SNMP version.

Integrated Management
Maintenance Web Pages

This Server: [1] s8700-hql Duplicate Server: [2] s8700-hg2
L}

w Add Trap Destination
Fill-in IP address and provide data for one of the three SNMP versions.

¥ Check to enable this destination.

IP address: [192 . 168 . [201 |2

Community name:

# SNMP version 2c

Notification type: [trap
Community name: [public

€ SNMP version 3

Motification type: [trap ¥
User name:

Security Model: | None b

#Authentication Password: | Must be at least 8 characters

Privacy Password: [ Must be at least & characters

Engine 1D: [[local Engine 10]

1 [

7. Log in to the Avaya S8xxx Media Server at the Linux interface with craft permission and
decline to suppress alarm origination when prompted.

Suppress alarm origination? (y/n) [y] n
Alarm is not suppressed.
Alarm origination allowed
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8. Enter the following command to enable Avaya Communication Manager for alarm
origination using the INADS format.

almenable -d n -s y

—d enable / disable SNMP alarm origination (y for disable, n for enable)
-s enable / disable SNMP alarming and traps in INADS format

5. ION Networks Access Security Gateway (ASG) Guard Il
Configuration

This section describes the steps necessary to configure the ION Networks ASG Guard Il for
serial and IP connectivity to Avaya devices and enable forwarding of SNMP-INADS traps and
notifications.

1. Access the ION Networks ASG Guard Il through the AUX port using the proper login
credentials. Enter the command snp to access the Set Network Params menu and select ‘1’ for
the Network Initialization Params menu.

2. Answer “No” when prompted to Restore Factory Defaults and leave the Internal Address
at default. Enter the External Address, Subnet Mask and Gateway when prompted. This is the
actual LAN address of the ION Networks ASG Guard 1.

3. Leave the remaining parameters at default and answer Yes at the next prompt to submit the
configuration.

EerB52HB?31878 >snp

—— Set Network Params ——-

Network Initialization
SNMP Manager Params
FIP Params

PPP Params

Telnet Params

E - HITF Params

? No
192.
255

Yes

A5/26-86 B9:55:29 126A {I> [T1:1851 Set Network Params
Serf52HA931878 >

MEP; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 15
SPOC 8/21/2006 ©2006 Avaya Inc. All Rights Reserved. cms_cm-asg.doc




4. Enter the command snp to access the Set Network Params menu and select ‘2" for SNMP
Manager Params to configure SNMP parameters.

5. Answer “No” when prompted to Restore Factory Defaults. Configure the SNMP
community strings and the IP address of the local NMS that will receive SNMP traps when the
ION Networks ASG Guard 11 dials outbound to forward INADS alarms.

6. Leave the remaining parameters at default and press <Enter> to submit the configuration.

EerB52HA?31878 >snp

—— Set Network Params ———

Network Initialization
SHNMP Manager Params
FIP Params

PPF Params

Telnet Params

No

HNo
Standard
public
private
publie
Mo

Manager
Manager

7. Enter the command aaip for Add Avaya IP Device to configure the Avaya S8xxx Media
Server using IP connectivity to ION Networks ASG Guard Il. Enter a unique alphanumeric
string for the device name and enter the Corporate LAN IP address of the Avaya S8xxx Media
Server.

8. (Optional) Enter the translated Avaya IP address. This translated IP address is assigned by
Avaya Managed Services and is specific to serviceability by Avaya technicians accessing the
ION Networks ASG Guard Il remotely. Entering the translated IP address will not be necessary
for non-serviceable Avaya devices.

9. Leave the remaining parameters at default and press <Enter> to submit the configuration.

CerB52HA?31878 »aaip

Add Avaya IP Device —---
S8788-dup
192.168.18.254
254

ost Egquipment Type Avaya
omments
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10. Enter the command sh for Set Host to configure the corresponding serial port hosting the
Avaya Call Management System. Enter a unique alphanumeric string for the host port and
enter the Baud Rate Setting, Character Length and Parity of the Avaya Call Management
System.

11. (Optional) Enter the translated Avaya IP address. This step is specific to serviceability by
Avaya technicians accessing the ION Networks ASG Guard Il remotely and will not be
necessary for non-serviceable devices.

12. Leave the remaining parameters at default and press <Enter> to submit the configuration.

Note: CMS is designed to send data through a serial port at 9600 baud with 7 bit data, odd parity and 1
stop bit.

CerB52HA931878>:=h 2

—— 8et Host Port Params ———
Restore Factory Defaults 7

= Host 2:

Host Hame

Baud Rate ietting

nnect on
rping ——
z Buffering 7
buffer files 7

er @ to disable)
ile exceeds *n’ KB

z at what hour (8-23)

[Ti:185] Set Host Port Params
= 53 [T1:18 Set Host Port Params
A5 /2586 17:44:31 5 £{I> [H] Host 2
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13. Enter the command ssp to access the Set System Parameters menu and select *3’ for
Action Routine Params to enable alarm delivery from the ION Networks ASG Guard Il using
the PSTN for outbound dialing.

14. Enter the phone number(s) for the site(s) hosting the remote SNMP trap receiver. Be sure
to add any digits for telephone numbers that require special characters or a prefix.

15. Enter Yes when prompted for the ION Networks ASG Guard Il to send multiple SNMP
traps when connected through PPP. At the Default Action Routine Modem prompt, select the
correct internal modem designated for outbound dialing.

16. Leave the remaining parameters at default and press <Enter> to submit the configuration.

Eer@52HA?31878>ssp

—— Set System Parameters ———

jL = Site Information
2 = Scheduling Params
2 = Action Routine Params
elect Group —->3
= Action Routine Parameters --—

918085351234

572406 16:26:50 4C2B {I> [T1:185] Set System Parameters

6. Interoperability Compliance Testing

The following sections below will describe the compliance testing approach and results for the
ION Networks ASG Guard I1.

6.1. Test Approach

Using the network illustrated in Figure 1, the ION Networks ASG Guard Il was configured to
receive SNMP INADS alarms from the Avaya Call Management System and the Avaya S8700
Media Server. The Avaya Call Management System was configured to send test alarms
through its serial port and the Avaya S8700 Media Server was configured to send test alarms
through IP. Each test alarm that is received by the ION Networks ASG Guard 11 is processed
and designated for forwarding through the PSTN.

The ION Networks ASG Guard Il begins a modem connection to Avaya Services in Denver
and sends an SNMP alarm to the local trap receiver for outbound dialing notification. Once the
modem connection is functional, the ION Networks ASG Guard Il establishes a PPP session
and forwards the SNMP INADS alarms from the Avaya Call Management System and the
Avaya S8700 Media Server. The ION Networks ASG Guard Il receives an acknowledgement
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(ack) or non-acknowledgement (Nack) from Avaya Services. The ION Networks ASG Guard Il
forwards the acknowledgement (Ack) or non-acknowledgement (NAck) of the test alarms to the
respective system.

The PPP session between the ION Networks ASG Guard Il and Avaya Services enabled
connectivity to the Avaya Call Management System and the Avaya S8700 Media Server for
Avaya technicians to also test serviceability.

6.2. Test Results

The following features for the ION Networks ASG Guard Il were successfully verified during
the compliance testing:

e Local access to test equipment behind ASG Guard Il via Avaya Site Administrator and
SSH.

e Avaya Services access to test equipment via dial-up PPP session through PSTN

e Alarming forwarding and generation from ASG Guard Il to Avaya Services

¢ Notification of trap receipt status to the respective test equipment

The following Avaya products were verified during the interoperability compliance testing of
the ION Networks ASG Guard II:

Call Management System (CMS)
Definity

Avaya Communication Manager
Avaya Intuity LX

Avaya IR

7. Verification Steps

The following verification steps were used to verify correct device operation for remote INADS
alarming. Upon successful delivery and confirmation of the SNMP-INADS trap, the ION
Networks ASG Guard Il sends the acknowledgement back to the alarm originating device.

7.1. Avaya Call Management System (CMS) Verification

1. Log into the Avaya CMS using the proper access privileges and change to the
/opt/cc/aot/data/log directory.

2. Observe the alarm_log log file to view INADS alarm responses from alarm delivery through
the ION Networks ASG Guard Il. The highlighted ASCII text identifies the status of the
modem signal to the ASG Guard Il created by the alarm origination.

+71143867-5:b0x2:
DialStr = """ \dAT\r OK\r ATDT18005351234\r CONNECT\r
+71143868-5:b0x2:
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ModemCall: :parseDialStr
+71143868-5:b0x2:
expStr = "
+71143868-5:b0x2:
ModemCall: :sendDialStr
+71145870-5:b0x2:
Writing char: A
+71145870-5:b0x2:
Writing char: T
+71145871-5:b0x2:
Writing char: "M
+71145871-5:b0x2:
Expecting OK
+71145872-5:b0x2:
ModemCal l : :getResponse
+71147880-5:b0x2:

3 bytes read
+71147880-5:b0x2:

-—- Output omitted ---

+71151900-5:b0x2:
Characters: [0K]
+71151901-5:b0x2:
Response = OK

7.2. Avaya S8xxx Media Server Verification

Enter the command testinads to execute an INADS test alarm and observe the results of alarm

delivery through the ION Networks ASG Guard I1.

* A successful alarm delivery - caLL_Ack.
* A successful alarm delivery with an incorrect or no product ID - CALL_NACK.
* An alarm delivery failure - ALARM FAILURE.

Login: craft
Password:
Last login: Mon May 22 16:58:35 from 172.16.253.2
Suppress alarm origination? <y n> [yl n
Alarm is not suppressed.
Nlarm origination allowed

Mon May 22 17:88:84 EDT 2086
Enter your terminal type (i_e., xterm, vtlBB, etc.> [vtl1B@]1=>
31535: old priority B, new priority B

craf t@SB710-1>

craft@SE710-1>

craf t@SB710-1>

craft@58710—-1> almenable -d n —= vy

craft@58710-1> testinads

Mote: The Application may need several minutes bhefore getting a reply.
=% Be Patient »oex

Reply from CommunicaMgr: Testing message was sent to IMADS, and the reply is CALL_ACK

craf t@SBY10-1>
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7.3. ION Networks ASG Guard Il Alarm Verification

Verify that the ION Networks ASG Guard Il provides notification of outbound calls and sends
an SNMP trap to the local trap receiver. Below is output from the local trap receiver showing
the reception of the SNMP trap sent by the ION Networks ASG Guard II.

RecusstiD 19527069
Trap Source:  Fort 162 Total Traps Received: 1 i
Ermorlndex [0
Community ‘puh\ic
Ack | Sender Message Time Error Stalus |El
192168.201.2 1.361.416889.270.1 Type 61 10:11:43 05/26/06
g el Y5l ] IpAdioss [19ZTR0Z012
Trap Type |SNMP\«‘2C:
Veriable Bindings
oD [_Type | Vel |
136121130 TimeTick 4 days 08h 46m15.04s
13616311410 (0] 13614.1650027010
1.36.1.41.6889.2701.1.1.0 Sting | 1000000000 25/22:11.EQF TSTTESTING INAD,
136.1.4168892701.1.30 String 1148609478
| o]

8. Conclusion

These Application Notes have illustrated the procedures necessary to configure the Avaya Call
Management System and the Avaya Communication Manager to support remote INADS
alarming using the ION Networks Access Security Gateway (ASG) Guard II.
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