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Avaya Solution & Interoperability Test Lab

Application Notes for NetlQ AppManager with Avaya
Communication Manager — Issue 1.0

Abstract

These Application Notes describe the steps for configuring NetlQ AppManager with Avaya
Communication Manager. NetlQ AppManager for Avaya IP Telephony provides monitoring,
management and reporting for Avaya Communication Manager. AppManager performs event
monitoring of the call server and gathers call quality data in real-time that can be used to
accurately and quickly reflect the end user call experience. AppManager also monitors call
activity in order to track call usage and call failures.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps for configuring NetlQ AppManager with Avaya
Communication Manager. NetlQ AppManager for Avaya IP Telephony provides monitoring,
management and reporting for Avaya Communication Manager. AppManager performs event
monitoring of the call server and gathers call quality data in real-time that can be used to accurately
and quickly reflect the end user call experience. AppManager also monitors call activity in order to
track call usage and call failures.

AppManager includes Knowledge Scripts that create jobs that gather data for call quality and call
activity metrics and stores the data in the Avaya CM supplemental database. Each Knowledge
Script can be customized to collect data for reporting and send proactive alerts for data in the
supplemental database. The following Knowledge Scripts were run during the compliance testing:

CallQuery script monitors call activity via the CDR link
CallQuality and PhoneQuality scripts capture call quality metrics received in RTCP packets

RetrieveConfigData script retrieves the phone inventory on Avaya Communication Manager
using SNMP. Inventory data may then be used by other Knowledge Scripts that require it.

AvayaCM script to discover Avaya Communication Manager components via SNMP.

To perform the monitoring functions, AppManager uses the following interfaces into the Avaya IP
Telephony environment.

Simple Network Management Protocol (SNMP) — AppManager uses SNMP to collect
configuration and status information from Avaya Communication Manager.

Real-time Transport Control Protocol (RTCP) — AppManager uses RTCP data from Avaya
IP Telephones to gather call quality metrics for H.323 IP calls. The call quality metrics
include packet loss, latency, and jitter. From these metrics, the MOS (mean opinion score)
and the R-Value are computed, which measure overall call quality.

Call Detail Recording (CDR) — AppManager uses CDR records from Avaya Communication
Manager to track call activity.
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Figure 1 illustrates the configuration used in these Application Notes. In the sample configuration,
two sites, Sites A and B, are connected via an H.323 trunk. AppManager only monitors the VVoIP
infrastructure at Site A. Site B is present simply to generate inter-site traffic across the H.323 trunk
and for access to the PSTN.

Site A has a redundant pair of Avaya S8730 Servers running Avaya Communication Manager with
an Avaya G650 Media Gateway. Site A also includes Avaya 4600 and 9600 Series H.323 IP
Telephones and an Avaya Digital Telephone. The configuration at Site B is similar to Site A.
AppManager connects to each site via the corporate LAN. In this configuration AppManager is
running on a Windows 2003 Server. The AppManager installation includes the following core
components on the same server:

= Operator Console is used to perform AppManager configuration

= Management Server manages the data and communicates with agents to start/stop jobs
= Repository includes a Microsoft SQL database

= Agent is the managed client

Site A Site B

Avaya S8730 Servers Avaya S8730 Servers
(192.45.100.60) LAN

Avaya G650 Media Gateway Avaya G650 Media Gateway
(C-LAN: 192.45.100.70)

192.45.100.0 192.45.120.0 i i i

Avaya 4600 & 9600 Series Avaya 4600 Series IP
IP Telephones — Telephones

NetlQ AppManager for
Avaya Communication Manager
(monitoring Site A only)
(192.168.199.44)

Figure 1: NetlQ AppManager with Avaya Communication Manager
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2. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

Equipment Software/Firmware

Avaya S8730 Servers Avaya Communication Manager 5.1.1

R015x.01.1.415.1 with Service Pack 1
(Patch 16402)

Avaya G650 Media Gateway

= TN799DP C-LAN HWO01 FW026

=  TN2302AP Media Processor HW11 FW118
Avaya 4600 Series IP Telephones (H.323) 2.8.3
Avaya 9600 Series IP Telephones (H.323) S2.0

running Avaya one-X Deskphone Edition

Avaya 6400 Series Digital Telephones -

NetlQ AppManager for Avaya Communication 7.3.16.0
Manager running on Windows 2003 Server SP2

Other NetlQ AppManager Core Components
running on Windows 2003 Server SP2: 7.0 (Build 7.0.315.0)

= QOperator Console
= Management Server
= Agent
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3. Configure Avaya Communication Manager

This section describes the Avaya Communication Manager configuration at Site A required to
interoperate with AppManager. In the test configuration, AppManager did not monitor Site B so no
configuration of Avaya Communication Manager at that site is required. This section is divided into
three sub-sections describing the three interfaces used by AppManager to gather data on the VVolP
infrastructure. Section 3.1 describes the SNMP configuration, Section 3.2 describes the RTCP
configuration, and Section 3.3 describes the CDR configuration.

The configuration of Avaya Communication Manager in Section 3.1 was performed using the Web
interface. The configuration described in Sections 3.2 and 3.3 was performed using the System
Access Terminal (SAT). After the completion of the configuration, perform a save translation
command to make the changes permanent.

3.1. SNMP

To access the Avaya Communication Manager Web interface, enter the IP address of the Avaya
Server into a web browser. Login using appropriate credentials. The following page will appear.
Click on Launch Maintenance Web Interface.

@ Standard Management Solutions - Microsoft Internet Explorer g@
File Edit View Favorites Tools Help :,"
@ Back - () |ﬂ @ { A P ) Search “:,';:(-’ Favorites E‘} < - Lh,; _J ﬂ ﬁ
Address | @] https://192.45, 100,60 cgi-binfunified v BYeo ks »
AVAyA Integrated Management

Standard Management Solutions
= Installation Launch Avaya Installation Wizard Launch Avaya Installation Wizard
The Avaya Network Region Wizard Launch Avayva Network Region

allows you to guickly administer Wizard
network: regions.

CM The Native Configuration Manager Launch Mative Configuration
S . allows you to administer this system Manager
Administration using a graphically enhanced SAT
applet.
Maintenance The Maintenance Web Interface allows Launch Maintenance Web
you to maintain, troubleshoot, and Interface

configure the server.
Upgrade The Upgrade Tool allows you to Launch Upgrade Tool
upgrade all servers, Survivable

Processors, G700 Media Gateways, and
G350 Media Gateways.

© 2001-2008 Avaya Inc. All Rights Reserved.

:El = \:J Local intranet

Figure 2: Avaya Communication Manager Web Interface — Initial Webpage
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Navigate to Alarms—>SNMP Agents in the left pane. Under IP Addresses for SNMP Access,
select Any IP address. Under SNMP Users / Communities, select Enable SNMP Version 1 and
enter public for the Community Name (read-only) field. Repeat this for SNMP Version 2c. Click
Submit at the bottom of the web page (not shown in the figure).
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Figure 3: SNMP Agents
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The Avaya Server firewall must also be configured to allow SNMP traffic. To do this, navigate to
Security->Firewall from the left pane. Locate snmp in the Service column and then select both the
Input to Server and Output from Server checkboxes. Click Submit at the bottom of the webpage
(not shown in the figure).

A\/A\yﬁ Integrated Management
Maintenance Web Pages

Help Ezxit This Server: [1] devcon31srvl Duplicate Server: [2] devcon31s5rv2
Metstat ~ N - /%
Modem Test | N Firewall T
Metwork Time Sync
Raid Status . .

e et The Firewall Web page lets you enable networl services on the corporate
Status Summary Ia.F'.NI:llll'uterace to the Awvaya server, Unselected services are automatically
Process Status =12t lo
Interchange Servers
Busy-out Server WARNING: Some network services are required for proper
Release Server operation of or access to the server.For additional details, click
Shutdown Server Help.

Server DatefTime Pl i+
Software ¥Yersion Bl ikl oo

Server Configuration
Configure Server
Restore Defaults autout
Eject CD-ROM Input to f'-' pu seryi Port/Protacol

Server Upgrades Server . rom arvice ort/Protoco
Pre Upgrade Step lrsle
Manage Software
Make Upgrade Permanent
Boot Partition ftp 21/tcp
Manage Updates
BIDS Upgrade = 22/tep

IPSI Firmware Upgrades
IPSI Yersion s e
Download IPSI Firmware i

v dornain 53/ud
Download Status O .
Activate IPSI Upgrade ] ¥ bootps &7/ udp
Activation Status

Data Backup/Restore ] F hootpe 658/ /udp
Backup Mow
Backup History i | ttp 69/udp
Schedule Backup
Backup Logs hitp a0/tcp
¥YiewfRestore Data
Restore History 4 ntp 123/udp
Format CompactFlash

S snMmp 161/udp
Administrator Accounts

t 162 ud
Login Account Policy O O LA EIS fudp
Login Reports https 4434cp
Modem
Server Access | syslog 514 /udp
Syslog Server
License File ] F Idap 389/tcp
Authentication File
Firewall O L |daps B36/tcp
Tripwire .
Tripwire Commands D D radius 1812/udp
Install Root Certificate B
SSH Keys i ¥ securlD 5500/udp
Ethernet Switch Ports cafeword 503040
Web Access Mask O O .
Figure 4: Firewall
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Lastly, the SNMP agent must be started. Navigate to Alarms—>Agent Status. If the Master Agent
status is Down, then click the Start Agent button. If the Master Agent status is Up, then the
agent must be stopped and restarted.

AVAYA Integrated Management
Maintenance ¥eb Pages
Help Exit This Server: [1] devcon31srv1l Duplicate Server: [2] devcon31srv2

Alarms ~ N
Current Alarms = W Agent Status
Agent Status

SHMP Agents
SMMP Traps The Agent Status Web page shows the current state of the Master Agent and

Filters all the Sub Agents, It also allows for the ability to Start or Stop the Master

SMMP Test Agent,
Diagnostics

Restarts
System Logs Master Agent status; Down Start Agent

Temperature f¥oltage =

Ping

T EErDThD Sub Agent Status

Metstat

Modem Test FP n':'ul;EI'It: up

. .

::;;’g::tz'sme Sync MYSubAgent: up
SEerver Load Agent: P

Status Summary MIBZAgent: P

Process Status
Interchange Servers

Busy-out Server
Release Server Zub Agents are MOT connected to the Master Agent,

Shutdown Server
Server Date/Time

Software ¥Yersion
Server Configuration 2 m
onfio 1= e il
Figure 5: Agent Status
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3.2. RTCP

This section describes the RTCP configuration. It is performed using the Avaya Communication
Manager SAT interface.

Use the change system-parameters ip-options command to set the RTCP Monitor Server
parameters. These values will be sent from Avaya Communication Manager to each Avaya IP
Telephone so that the telephones will know where to send RTCP data. Set the Default Server IP
Address to the IP address of the AppManager agent that will collect the data. The Default Server
Port and Default RTCP Report Period must match the AppManager configuration in Figure 22.
In the compliance test, the default values of 5005 and 5 were used, respectively.

change system-parameters ip-options Page 1of 4
IP-OPTIONS SYSTEM PARAMETERS

IP MEDIA PACKET PERFORMANCE THRESHOLDS
Roundtrip Propagation Delay (ms) High: 800 Low: 400
Packet Loss (%) High: 40 Low: 15
Ping Test Interval (sec): 20
Number of Pings Per Measurement Interval: 10

RTCP MONITOR SERVER
Default Server IP Address: 192.168.199.44
Default Server Port: 5005
Default RTCP Report Period(secs): 5

AUTOMATIC TRACE ROUTE ON
Link Failure? y

H.248 MEDIA GATEWAY H.323 1P ENDPOINT
Link Loss Delay Timer (min): 5 Link Loss Delay Timer (min): 5
Primary Search Time (sec): 75
Periodic Registration Timer (min): 20

Figure 6: System Parameters IP Options
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Use the change ip-network-region command to enable RTCP reporting for H.323 IP telephones. In
the compliance test, the H.323 IP telephones belonged to IP network region 1. Set the RTCP
Reporting Enabled field to y.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain:
Name: Avaya region
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 65531
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 34 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 7
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 1P ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

Figure 7: IP Network Region
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3.3. CDR

This section describes the CDR configuration. It is performed using Avaya Communication Manager
SAT interface.

Use the change node-names ip command to associate the IP address of the AppManager Agent to a
node name. In the compliance test, the node name NetlQ was assigned to IP address
192.168.199.44. Also, highlighted in the example below is the node name clan2 which will be used
in the next step. This node name represents the IP address of the CLAN circuit pack used as the
source of the CDR data.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
clan2 192.45.100.70
default 0.0.0.0
medpro 192.45.100.69
NetlQ 192.168.199.44

(5 o0f 5 administered node-names were displayed )
Use "list node-names® command to see all the administered node-names
Use "“change node-names iIp xxx" to change a node-name *xxx* or add a node-name

Figure 8: IP Node Names

Use the change ip-services command to define the CDR link between Avaya Communication
Manager and AppManager. In the Service Type field, enter CDR1 for the primary CDR link. In the
Local Node field, enter the node name that will terminate the CDR link on Avaya Communication
Manager. In the compliance test, which used an Avaya G650 Media Gateway, the Local Node was
the CLAN circuit pack discussed above. The Remote Node field is set to the node name defined in
Figure 8 for AppManager. The Remote Port may be set to a value between 5000 and 64500
inclusive and must match the port configured on AppManager in Figure 22.

change ip-services Page 1of 4
IP SERVICES
Service Enabled Local Local Remote Remote
Type Node Port Node Port
CDR1 clan2 0 NetlQ 9000

Figure 9: IP Services — Page 1

On Page 3, set the Reliable Protocol field to n to disable the use of Avaya’s Reliable Session
Protocol (RSP) for CDR transmission. In this case, the CDR link will use TCP without RSP.

change ip-services Page 3 o0f 4
SESSION LAYER TIMERS
Service Reliable Packet Resp Session Connect SPDU Connectivity
Type Protocol Timer Message Cntr Cntr Timer
CDR1 n 30 3 3 60

Figure 10: IP Services — Page 3
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Use the change system-parameters cdr command to set the parameters for the type of calls to track
and the format of the CDR data. The settings for the compliance test are described below.
AppManager used a customized CDR format which is defined in Figure 12. Other standard CDR
formats may be used, but would require the AvayaCDRFormat.txt file to be modified with the
appropriate CDR format on AppManager (see reference [3] for more details).

= CDR Date Format: month/day
=  Primary Output Format: customized
*= Primary Output Endpoint: CDR1

The remaining parameters define the type of calls that will be recorded and what data will be
included in the record. See reference [1, 2] for a full explanation of each field. The test
configuration used some of the more common fields described below.

= Intra-switch CDR?y This allows call records for internal calls involving specific stations.

= Record Outgoing Calls Only? n  This allows incoming trunk calls to appear in the CDR
records along with the outgoing trunk calls.

= Qutg Trk Call Splitting? y This allows a separate call record for any portion of an
outgoing call that is transferred or conferenced.

= Suppress CDR for Ineffective Call Attempts? y This prevents calls that are blocked from
appearing in the CDR record.

= Inc Trk Call Splitting? y This allows a separate call record for any portion of an incoming
call that is transferred or conferenced.

Default values may be used for all other fields.

change system-parameters cdr Page 1of 2
CDR SYSTEM PARAMETERS

Node Number (Local PBX ID): 1 CDR Date Format: month/day
Primary Output Format: customized Primary Output Endpoint: CDR1
Secondary Output Format:

Use ISDN Layouts? n Enable CDR Storage on Disk? y

Use Enhanced Formats? n Condition Code "T" For Redirected Calls? y

Use Legacy CDR Formats? n Remove # From Called Number? n
Modified Circuit ID Display? n Intra-switch CDR? y
Record Outgoing Calls Only? n Outg Trk Call Splitting? y

Suppress CDR for Ineffective Call Attempts? y Outg Attd Call Record? n
Disconnect Information in Place of FRL? y Interworking Feat-flag? n

Force Entry of Acct Code for Calls Marked on Toll Analysis Form? n
Calls to Hunt Group - Record: member-ext
Record Called Vector Directory Number Instead of Group or Member? n

Record Agent ID on Incoming? n Record Agent ID on Outgoing? n
Inc Trk Call Splitting? y Inc Attd Call Record? n
Record Non-Call-Assoc TSC? n Call Record Handling Option: warning
Record Call-Assoc TSC? n Digits to Record for Outgoing Calls: dialed
Privacy - Digits to Hide: 0O CDR Account Code Length: 6

Figure 11: System Parameters CDR - Page 1
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On Page 2, the customized CDR format used by AppManager is defined. Each field in the CDR
record is entered in the Data Item column, followed by the expected length of the field in the
Length column. This is the format that Avaya Communication Manager will use when sending
CDR records to AppManager.

change system-parameters cdr Page 2 of 2
CDR SYSTEM PARAMETERS

Data Item - Length Data Item - Length Data Item - Length
1: acct-code - 15 17: - 33: -
2: attd-console -2 18: - 34: -
3: auth-code - 13 19: - 35: -
4: clg-num/in-tac - 15 20: - 36: -
5: code-dial -4 21: - 37: -
6: code-used - 4 22: - 38: -
7: cond-code -1 23: - 39: -
8: date - 6 24: - 40: -
9: dialed-num - 23 25: - 41 -
10: in-crt-id -3 26: - 42 -
11: in-trk-code -4 27 - 43: -
12: out-crt-id -3 28 - 44: -
13: sec-dur -5 29 - 45: -
14: time - 4 30 - 46: -
15: return -1 31 - 47: -
16: line-feed -1 32 - 48: -

Record length = 104

Figure 12: System Parameters CDR - Page 2

If the Intra-switch CDR field is set to y in Figure 11, use the change intra-switch-cdr command to
define the extensions that will be subject to call detail records. In the Assigned Members field,
enter a specific extension whose usage will be tracked with a CDR record. Add an entry for each
additional extension of interest.

change intra-switch-cdr Page 1 of 3
INTRA-SWITCH CDR

Assigned Members: 3 of 5000 administered
Extension Extension Extension Extension
24511
24513
24515

Use "list intra-switch-cdr® to see all members, "add intra-switch-cdr® to add
new members and "change intra-switch-cdr <ext>" to change/remove other members

Figure 13: Intra-Switch CDR
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For each trunk group for which CDR records are desired, verify that CDR reporting is enabled. To
do this, use the change trunk-group n command, where n is the trunk group number, to verify that
the CDR Reports field is set to y. This applies to all trunk group types. The example below shows
the H.323 trunk between Sites A and B.

change trunk-group 6 Page 1 of 21
TRUNK GROUP

Group Number: 6 Group Type: isdn CDR Reports: y

Group Name: To devconl3 COR: 1 TN: 1 TAC: 106
Direction: two-way Outgoing Display? n Carrier Medium: H.323

Dial Access? y Busy Threshold: 255 Night Service:

Queue Length: O

Service Type: tie Auth Code? n

Member Assignment Method: manual

Figure 14: Trunk Group
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4. Configure NetlQ AppManager

This section describes the configuration of NetlQ AppManager. It assumes that the application and
all required software components have been installed and properly licensed. The procedures fall into
the following areas:

= Launch AppManager for Avaya Communication Manager
= Add Computer

= Configure SNMP, CDR, and RTCP Parameters

= Discover Avaya Communication Manager

= Retrieve Configuration Data

= Add Avaya IP Telephones

4.1. Launch AppManager for Avaya Communication Manager

NetlQ AppManager is configured using the Operator Console. Launch the Operator Console
from the Windows Start menu by navigating to All Programs->NetlQ->AppManager->Operator
Console. The logon screen is displayed as shown below. Enter the appropriate values for Server
and Repository fields and then click on the Logon button. The main Operator Console window
appears as shown in Figure 16.

MNetIl) AppManager Operator Eunsuh‘h El

Server

Bepositany: IEJDE j

Connection Infarmatian:

¥ |lze Windows authentication

" Use SOL Server authentication

AppManager ®
Logon |  Offine | Eit | Hebp

Figure 15: Console Logon
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4.2. Add Computer

Initially, a host computer must be added to the tree view to serve as the proxy agent for gathering
data from Avaya Communication Manager. In order to add an agent computer to the Operator

Console, navigate to TreeView->Add Computer.

File Wiew | Treeview List Graph kS ‘Web Extensions ‘Window Help

r*, MetIQ AppManager Operator Console {Evaluation) on %\ RALSOUTHARDSFW 1 0DE (Administratc 101 x|

@[wl: o el T e Y e e e e T

1ok 3

W Add Computer..,
B dd biscovered Resources, .

| [ ezcription I

Create Server Group...

Eind... Alt+F3
Delete Object. .. Del

Collapse Branch
Expand Branch
Expand ko Events

Filter List Fane by Selected Dbject

Wiews Problems F4
Ping Compukers

[1aintenance Maode

Greate Chart by Selected Gamputer, .,
Diagnose Seleched Gomputer, .,

St Physical Wodes, . .

o RetrieveD ata
StartCollectionMT Start data collection on a Windows computer for Diagnos

Feturn data collected by a StartCallection Fnowledas So

Iroubleshooter P i ACTION J AD i AMADMIN } ASYNC b DIAG A4 DISCOVERY A GEMERAL i NT

Shiat Details Panel

Job &r | Fnowledge Script | | zer | Submit Time | Stop Time |

Manitaring Palicy...
Custorn Properties...

Eroperties Alt+Enter

4[4 T e T¥I Everts A Jobs £ Details §, Graph Data £

 azter I

Add one or more computers ko the TreeYiew pane

|C0m|:|uters He | |Open Events: O |Running Jobs: 0 |Gra|:|h Data: 0 |1:26 PM 4

Figure 16: Main Operator Console Window
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The pop-up window shown in Figure 17 appears. Select the appropriate radio button for Windows
Computers or Unix Computers. Enter the host name of the agent computer in the text box. In the
case of Window Computers, click the box for Discover Windows objects automatically. Click
OK. This will populate the tree view in Figure 18 with the following Window objects for the agent
computer.

= CPU

= Memory

=  File System
= Network

= Automatic Updates
= Common Language Runtime

Add Computer

{* “Windows Computers
" UM< Computers

RalLSOUTHARDSFW ;l J
=
¥ Dizcover Windows objects automatically
[~ Immediately query the computer far time zone information
(] I Cancel | Help |

Figure 17: Add Computer
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-4 Memory 8l ARCserve Bl CiscoPersonal... =] MetfinityDir B soL
- File System 8] Avapalh ] CiscolE [l MetwarkDevice Bl SQLAT
Bl NEtWDrk. 8] BackupE xec ] Ciscolnity 5] MetworksRT BT UM
B Automatic Updates B BES H CiscoUniyBri.  ElNetworksAT.. B VolPQualty_.
-3 Common Language Runtime 8 BlackBeny & Del i8] NortelBCM & ValFQualy_
[l CalDatatnaly... Bl Domino [l Motelr ] volPQuality_...
[l cimM | Exchangs BT ] volPQuality_...
] CiscoCallMar | ExchangsRT [l dracle ] volPQuality_...
&) CizcalM B Exchange2007 [l OracleRT & web-RT
¥ CiscoCh_dx Bus DracleUni FBwebspheres...
8] CiscoCME & MFxP ] PhaneQuality FE webSphera. .
1] | o
i [4 [ e [w], ACTION 7, AD A AMADMIN A ASYHC }, DIAG A DISCOVERY A GEMERAL A NT

Figure 18: Main Operator Console Window with TreeView
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4.3. Configure SNMP, CDR and RTCP Parameters

The agent computer created in Figure 17 must be configured to connect to Avaya Communication
Manager. From the main window shown in Figure 16, navigate to Extensions-> Security Manager
from the tool bar across the top of the window as shown below.

,*I NetIf AppManager Operator Console {(Evaluation) on %\ RALSOUTHARDSFW 1 0DE (Adnunist - 10 x|

File Wiews TreeWiew List Graph KS ‘Web | Extensions ‘Window Help

@lz|=2|| DIEmE T

Secutity Manager

b 0| (22|82 | olo|E|Ee| wle|c|H

Repositary Browser
Report Viewer
EI@  aster Chart Cansole [l CiscolCD ElMsCs ] Prowy
=By R SOUTHARDS Pl ADcheck €] CizcalCM | MetBackup El Reportdgent
-5 CPU MekIOCtr] B CiscolPT Sec... NetBackupll. & Siemens
- Memory Event Vi ¥ CiscoPersonal... ] MetfinityDir & soL
- File System EVETE VIEWET - - /
Perf Manit ] CiscallE & MetworkDevice ] SOL-RT
BB Mebwark Performance Monitor i ] =t
; . ber M . |ﬂ Cigcollrity Ij Metworks-RT M
-E@ Automatic Updates (e eEy S s i CiscollnityBi Hn LR T ] volPOuai
. Web Fecorder izcallnityBri.. ehworks-RT.. ol PQuality_. .
H-445 Commen Language Runtime Ll & Del i# NortelBCM & VolPOuait
URL Check Fecorder i _ one olFliua ' o
Ligrustic Consgle Iy |ﬂ Drarming |j MartelCC |j WolPGuality_
h . 8] Evchange EINT Bl valPQualiy_..
Audit Trail 3
r 8] EvchangeRiT ] Oracle Bl Vol PQualty_..
Save SOL Password... [l Exchange2007 [ Oracle-RT ElwebRT
) s FE Draclelnix FBwebSpheres, .
Custarnize. .. . =
&l MF=P & Phonetualiy WebSphereM...
Refresh Tahles
A | i
Hia [ [ [p1], ACTION }, AD A AMADMIN J, ASYHE A DIAG 3 DISCOVERY 4 GENERAL }, MT
Job |2 [t [@ | & | Status | Children | Computer | Knowledge Seript | User | Subrmit Tire | Stop Time |
B 51 Stopped 1 RALSOUTHARIDigcoverny NT RALSOUTHARDSF 143042009 1:281,/30/2009 1.28.41
4[4 T e T¥I Everts A Jobs £ Details §, Graph Data £

 azter | MT |

AppManager security management tool

|C0m|:|uters He | |Open Events: 1 |Running Jobs: 0 |Gra|:|h Data: 0 |1:3III PM 4

Figure 19: Navigate to Security Manager
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The following window appears. Highlight the agent host name RALSOUTHARDSFW1 and click on
the Custom tab. The example below shows the two custom entries to communicate to Avaya
Communication Manager via SNMP, CDR, and RTCP. The AvayaCM_CallDataCollection entry

covers CDR and RTCP. These entries were originally created by clicking the Add button and will
be covered next.

& NetIQ AppManager Security Manager {Evaluation} on 'RALSOUTHARDSFW1.0DB (Admi - |EI|5|
Security Wiew  Help
B &= ®] 2
=& AppManager Securiy Computer: RALSOUTHARDSFW1
@ Apphdanager Aolex
) % AppManager Users Exchange | Exch2000/2003 | Oracle | S4P | SMS | SMMP| SGL | Weblogic Custom |
- |8 Computers
b |!| RALSOUTHARDS A Thiz information iz stored in the Apphd anager repositony,
LCusztom Label
Label | Sub-label |
ST 1924510060
|ﬂAvayaEM_EaIIDataEUIIectiUn 192 4510060 Add... |
Modify.. |
Delete |
Apply | Help |
Far Help, press F1 v
Figure 20: Security Manager
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Click on the Add button in the Security Manager window shown in Figure 20 to configure the
SNMP connection parameters. The dialog box in Figure 21 is displayed. Enter SNMP for the
Label field. Enter the virtual IP address of the Avaya S8730 Servers in the Sub-Label field. Enter
the SNMP community string (read-only) configured in Figure 3 in the Value 1 field. Click OK.

Add Custom Enkry x|

Y'ou can ztore custom values in the KW table of the
Apphanager repositorn. Enter at l2azt a Label, Sub-label, and
Yaluel, Knowledge Scriptz can access these values using the
GetContextE = calback function.

Label: [SNMP

Sub-Label |1 92 45.100.50

Walue 1; IDUb"d

Walue 2 I

YWalue 3 I

[ Extended application support
[Chizk. Help for details. ]

k. I Cancel Help

Figure 21: Add Custom Entry for SNMP
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Click the Add button in the Security Manager window shown in Figure 20 again to configure the
CDR and RTCP connection parameters and enter AvayaCM_CallDataCollection for the Label
field. Enter the IP address of the Avaya S8730 Servers in the Sub-Label field. In the case of
redundant servers, enter the virtual IP address. Value 1 is the port number used for CDR data. This
must match the value configured on Avaya Communication Manager in Figure 9. Value 2 is the
port number used for RTCP data. Value 3 is the RTCP report period in seconds. These values must
match the values configured on Avaya Communication Manager in Figure 6. Click OK.

Add Custom Enkry x|

ou can ztore customn values in the KPS table of the
Apphdanager reposzitory. Enter at least a Label, Sub-label, and
Yaluel. Knowledge Scripts can access theze values uzsing the
GetContextE « callback function.

Label : I.-’-'-.va_l,laEM_EaIIDataEnIIectinn

Sub-Label |1 92 45.100.50

YWalue 1: IE'DE“:'

YWalue 2 |5|:”:I5

Walue 3 IH

[ Extended application support
[Click Help fior details. ]

()% I Cancel Help

Figure 22: Add Custom Entry for CODR/RTCP
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4.4. Discover Avaya Communication Manager

Once the connection parameters have been defined as shown in Figure 21 and Figure 22, then the
components of Avaya Communication Manager can be discovered using SNMP. To do this, select
the DISCOVERY tab. Drag the AvayaCM script to the agent host name
(RALSOUTHARDSFW1) in the tree view.

,*I MetI) AppManager Operator Console (Evaluation) on %\ RALSOUTHARDSFW 1 0DE (Administra o ] |

File Wiew TreeView List Graph kS Web Extensions Window Help

alel2 2| DIEEE R Hlalie xe0eEeE e oleE e wlss]E

El--@ hazter |j ActiveDS |ﬂ CizcoPersonaldzst |j Metwarkz-R1
= [ RALSOUTHARDSFW1 & AD-RT & CizeallE & MortelBCM
-5 CPU ] Application 8] Ciscalinity & MortelcC
- Memory | ARCzerve 8] CiscalinityBridge ElMT
- File System [ vapach i Del i Orace
B, NEtWD'k_ | BackupExec [l Damina E QracleRT
B Automatic Updates ) & BES [#] Exchange OraclelInix
[zl Common Language Runtime |j BlackBermy |j Ewchange-RT |j Phoneualit
Ij Calll atadinalyzis |ﬂ Ewchange2007 Ij Prosy
fE] Cim s Bl Reportagent
|j CizcalCallkd gr |ﬂ MF=P |j Siemens
8] CiscaCh 5 MsCs ] soL
8] Ciscalh_dx ] MetBackup ] saL-AT
8] CiscaCME MetBackupLINIx (=]
¥ CiscolCD [#] MetfirityDir ] VolPOuality_
] CizcolCH [E] WetwarkDevice ol PQuality
] CizcalPT Security [E] Metwarks-RT ] Vol PQuality
| | 2l
Hid [ [ [p1], ACTION }, AD A AMADMIN 3, ASYHE A DIAG 3 DISCOVERY 4 GENERAL }, MT
Job | = | it | i | o] | Status | Childrern | CormpLiter | K.niowledge Scrpt | Submit Time | Stop Tirne |
B 51 ; Stopped 1 RaLSOUTHARDSP Discovery NT 143042009 1:28:28 F1,/30/2009 1:28:41 Pk
T T2 Events p, Jobs A Details A Graph Data f

M aster | MT |

Far Help, press F1 [Computers : 1 [Open Events: 1 [Running Jobs: 0 |Graph Data: 0 [L:S5PM 2

Figure 23: Discover Avaya Communication Manager
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The following pop-up window will appear. Enter the virtual IP address of the Avaya S8730 Servers
in the field labeled Comma-separated list of active Communication Manager servers.
Optionally, the Raise event if discovery succeeds option may be enabled. Click OK.

This action will continue to fill out the tree view with all the Avaya Communication Manager
components in the main Operator Console window, except for the individual IP telephones.

Properties for Discovery_AvayalCM 5[

Scheduls “alues |.-’-'-.|:tiu:uns| I:Il:uiectsl .-’-'-.dvann:eu:ll

Dezcrption | " alue | Irits |
[=I-1 General Settings
Juh Failure Motification
Set up supplemental database? [ Yes
[~ SNMP
| L Global SNMP timeout 30 21 Seconds
Flaise event if dizcovery succeeds? [ es
Haise event if discovery fails? [ Yes
[=}— Dizcover Avaya Communication Manager servers
— Dizcoveny timeout for all zervers 10 = Minutes
— b amimum number of concurent dizcoveries 10 —

Cormma-zeparated list of active Comrmunication Manager servers

— Comma-zeparated ligt of Communication Manager IP addrezs pairs in a single HAT cluster

— Full path ta file with lizt of active Commurnication Manager servers

Discovers an Awvaya Communication Manager cluzter, Specify a list of active Communication M anagers or the full path to a file
cohtaining a lizt af servers. If the prosy agent iz on the same camputer a: the Operator Conzale, vou can use the file selectar ta
browse for the file, othenvize enter the full path ta the file. MOTE: Before minning thiz Knowledae Script, configure the proper

zecunty parameters in Security b anager; click Help for instructions. The SMMP Agent must be active on all the zerverz in the
Clugter.

1
LIFE. ancel Help
Figure 24: Discovery Properties
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4.5. Retrieve Configuration Data

Even though the tree view is now populated with the Avaya Communication Manager components,
additional detailed information must be retrieved using SNMP and stored in the Avaya CM
supplemental database. To do this, select the AVAYACM tab and drag the RetrieveConfigData

script to the Active SPE in the left pane.

¥+ NetIQ AppManager Dpetator Console {Evaluation) on %\ RALSOUTHARDSFW 1, (DB { =10 ]
Eile Wew TreeWiew List Graph kS Web Extensions window Help
&lv2) 2| DIEEE R BlEEe] e #e =] olo[=(=]e|
[]--«& temon ;I l@»l‘-‘-.l:IcIF'hcnne & Phonelluality
- File System &9 Announcements @' RegisteredResources
g, Metwork @ﬂ.ttendantEalls &8 FemavePhare
gl Automatic Updates @ Callactivity :Retievelonfigl ata
[]"E Common Language Runtime @ CallF ailures @' Securityyiolations
=g Ava}laE‘M:devcnnﬁ Cluster @ CallQluality @' SetupSupplementalDB
i ‘? Active SPE [192.45.100.60 @ CalDuery % Systemlptime
: i Servers @ CPU_Usage TrunkGroupUsage
i Announcements
-5 Enterprise Survivable Serve ESS_Stalus
-- Local Survivable Proceszor @ ALV R 2
-2 Trunk Groups ESLSP_Status o
@ Hurt Groups @F’haneEDnnectlwt}I
Eﬁ IP Stations @ PhoneDeregistrations
By 24517 - @F’hanelnventary
- fBy 24513 _|;|
] | B Hia [« [ o]t ACTION 2 AD & AMADMIN b A5YNC b Avavach 4 DIAG h DISCOVER®
Joh |= ¢ [@ & | stas | Children | Computer | Erowledgs Script | Submit Time | Stop Time | =
73 .@ Stopped 1 RaLSOUTHARD: &vayaChi_Callluslity 143042009 3:43:51/30/2009 257:1%
@ 71 .@ Stopped 1 RalLSOUTHARD: AvayaChi_Callluality  1/30/2009 3:49:21/30/2009 3:45:4¢
@ g9 ¥ .@ Stopped 1 RalLSOUTHARD: AvayaCh_Callluery  1/30/2009 2:58:21/30/2009 2:58:3.
@ E7 9 .@ Rurining 1 RaLSOUTHARD! Avapalh_Callluality  1/30/2009 2:56:C <Mone:
é E5 9 .@ Rurining 1 RaLSOUTHARD:! Avapalh_Phonelualil 1/30/2009 2.55:C <Mone:
&2 63 B Stopped 1 RalLS0UTHARD: AvayaCh_AddPhone  1/30/2009 2:54:21/30/2009 2.54: 3"
é B1 ﬁ Stopped 1 RaALSOUTHARD:! AwayaChd_RemovePhe 143042009 2:54:01/30/2009 2541
|!'I L] ﬁ Stopped 1 RALSOUTHARD:! Dizcovery_Asvawalh 173052009 2:50:11/30/2009 2:51:4¢
k&l B * Charmememd 1 DAl COLITUADD Diamm e KT A M0 M0N0 0T 00D 1.0, 4 ;I
[ T e Tx Everts A, Jobs A Details A Graph Data /
M aster | MT I Avavalhd |
Done [Computers : 1 [Open Events: 9 |Running Jobs: 2 [Graph Data: 16 [4:02PM 4

Figure 25: Retrieve Configuration Data

JAO; Reviewed:
SPOC 3/11/2009

Solution & Interoperability Test Lab Application Notes
©2009 Avaya Inc. All Rights Reserved.

24 of 35
NetlQ-AppMgr



The following pop-up window appears. Retain the default values. Optionally, the Raise event if
configuration retrieval succeeds option may be enabled. Click OK.

Properties for AvayaCM_RetrieveConfigData 5[

Scheduls “alues |.-’-'-.|:tiu:uns| I:Il:uiectsl .-’-'-.dvann:eu:ll
Dezcription | Walue | Irits |

[=I-1 General Settings
Juh Failure Hotification

Raize event if configuration retnieval succeeds?

Retrieves Communication tanager configuration data about stations and gateways and stores it in the Asvaya Ch supplemental
databaze for use by the PhoneQuality, Callluality, CallF ailures, PhoneConnectivity, and PhoneDeregistrations scripts. Before
running this scnpt, run the SetupSupplementalllB zcnpt to create the supplemental database for the cluster.

E | )4 I Cancel Help

Figure 26: Retrieve Configuration Data Properties
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4.6. Add Avaya IP Telephones

Lastly, in order to run a script (specifically the PhoneQuality script) on an individual IP telephone,
that IP telephone must be entered in the tree view. To add an IP telephone to the tree view, select
the AVAYACM tab and drag the AddPhone script to IP Stations in the left pane. The pop-up
window in Figure 28 will appear.

,*I MetI]) AppManager Operator Console (Evaluation) on %\ RALSOUTHARDSFW 1 0DE (Adminisktr o ] |

File Wiew TreeView List Graph kS Web Extensions Window Help

alel2|2|| DIEEE R Hloie xe0e e s oleE e ulelos

El--@ hazter .Phnneﬂualit}l
B [g RaLSOUTHARDSFWA @Hegisleredﬂesources
- CPU (B AttendantCalls & RemovePhone
(-4 Memory @ Call&sctivity @ RetieveConfigData
- File System (B Cal ailures @ Securityviolations
G- NEtWD'k_ @ Calll uality @ SetupSupplementalD B
B Automatic Updates ) @ Callluery % Spstemlptime
[]"E e (elEl Rl (i 2 @ CPU_Usage TrunkGroupllzage
= AvayalChi:devcon3l-Cluster B ESS Stats
{8 Active SPE (192.45.100.60) e I
B @] Servers [ HuntGroupUsage
P Anmouncements ESILSP_Status N
#-£5 Enterprise Survivable Servers @ PhoneCornectivity
H-£&5 Lacal Survivable Processors @ Phonel eragistrations
F-E82 Trunk Groups @ Phonelrventary
&[5 Hunt Groups
----- & |P Stations
L4 e [pi [t ACTION A AD A AMADMIN & ASYME p AVAYACM A DIAG A DISCOVERY A GE
Job |§ |ﬁ |® |(55 | Status | Children | Computer | Knowledge Script | Submit Time | Stop Time |
[ s Stopped 1 RALSOUTHARDSFwW1 Discovery dwapaCh  1/30/2009 1:38:47 P 1/30/2009 1:39:50 P
ge B Stopped 1 RALSOUTHARDSFwW  Discoverny MT 1/30/2009 1:28:28 P 1/30/2009 1:28:41 P

T T2 Events p, Jobs A Details A Graph Data f

Master | NT | avaparm |
Far Help, press F1 [Computers : 1 [Open Events: 2 [Running Jobs: 0 |Graph Data: 0 [Li43PM 2
Figure 27: Add Phone
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Enter the IP telephone extension or list of extensions in the List of phone extensions field as shown
in Figure 28. Optionally, the Raise event if all phones are added successfully option may be
enabled. Click OK. This action will fill out the tree view with the individual IP telephones shown
in the tree view in Figure 29. Sample AppManager reports are shown in Section 6.2.

Properties for AvayaCM_AddPhone ﬂ

Schedule “alues |.-'-‘-.u:tiu::ns| I:Il:uiectsl .ﬁ.dvancedl

Dezcription | Yalue | I |

E|—|— General Settings
Juh Failure Motification

[=I— Configuration Settings

24511.24513,24515

List of phone extensions

L Full path to file with list of phone exstensions
[=I--Event Notification
Flaise event if all phones are added zuccessfully? [W Wes

Adds Avava [P phones az objects to the Treetiew pane for monitoring with the Phonelluality Knowledge Script.
Raizez events if phones are added zuccesszfully or cannat be added.

E (] I Cancel Help

Figure 28: Add Phone Properties

f*, MetIQ AppManager Operator Console (Evaluation) on i\ RALSOUTHARDSFW 1. 0DB (Administrator -0l x|
File Wiew TreeMiew List Graph KS Web Extensions ‘window Help

lel=2|| DIEEE SR

o TR el e e e T e S Y R N T

i Announcements

-- Enterprize Survivable Servers
-- Local Survivable Processors
Trunk Groups

-3 Hunt Groups

E-G8 Master & AddPhone @Helrieve[ﬁnnfigData
B- i RALSOUTHARDSFw B Announcements @Security\-"inlatinns
-5 CRU @Attendant[ﬁalls @ SetupSupplementalDE
-4 bemary @ Calltctivity % Syztemlptime
- File System (B CalF ailures TrunkGroupllsage
[ NBtWD[k @ Ea”uuam},
-5f Autornatic Updates @ Caluery
[#-485 Common Language Runtime @ CPLU_Usage
EI--: Aovapalh:devcon3 -Cluster -ESS_Status
@ Active SPE [192.45.100.60) =
: il servers (3 HuntGroupU sage
ERILSF_Status

@ PhoneConnectivity
@ PhoneDeregistrations
@ Phorelrverntar

. Phorelluality

@ RegisteredR esounces
& FemavePhane

Al 4 [ o]y ACTION f AD } AMADMIN 4 ASYHC #, SVAYACM A DIAG A DISCOVERY 4 GE

Figure 29: TreeView with IP Stations
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5. Interoperability Compliance Testing

This section describes the compliance testing used to verify the interoperability of NetlQ
AppManager with Avaya Communication Manager. This section covers the general test approach
and the test results.

5.1. General Test Approach

The general approach was to place various types of calls to and from stations, collect VVolIP call
quality data on AppManager, and compare collected values with Avaya IP Telephone’s Network
Audio Quality values. In addition, CDR data displayed in the call query output from AppManager
was compared to the CDR data received by an Avaya CDR test tool. For feature testing, the types of
calls included internal calls, inbound trunk calls, outbound trunk calls, transferred calls, and
conferenced calls. During the compliance test, a network impairment tool was utilized to simulate
network delay and packet drop conditions in the corporate LAN. Verification of each call was made
by performing queries into the AppManager data and looking at the results recorded. For
serviceability testing, failures such as disconnecting the LAN cable were applied.

5.2. Test Results

AppManager passed compliance testing. Call quality metrics, CDR records, and the phone
inventory were accurately collected on AppManager. The data was verified by running the
CallQuery, CallQuality, PhoneQuality, and RetrieveConfigData Knowledge Scripts. Sample reports
are shown in Section 6.2.
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6. Verification Steps

This section provides the tests that can be performed to verify the configuration of Avaya
Communication Manager and NetlQ AppManager.

6.1. Verify Avaya Communication Manager
The following steps may be used to verify the configuration on Avaya Communication Manager.

= Use the ping command to verify network connectivity from AppManager to all devices.
= Verify that calls can be successfully completed between the IP and digital telephones.
= From the SAT, use the status cdr-link command to verify that the CDR link to AppManager

IS up.

status cdr-link

CDR LINK STATUS

Primary Secondary
Link State: up CDR not administered
Date & Time: 2009/1 /26 10:35:6 0O /0/0 0O :0 :0
Forward Seq. No: O 0
Backward Seq. No: O 0
CDR Buffer % Full: 0.00 0.00
Reason Code: OK

Figure 30: CDR Link Status

= From the Avaya Communication Manager Web interface, click on the Agent Status link on
the left pane to verify that the Master Agent Status is up as shown in Figure 31.

AVAYA

Help Exit

Alarms
Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters
SMMP Test
Diagnostics
Restarts
System Logs
Temperature f¥oltage
Ping
Traceroute
Metstat
Modem Test
Metwork Time Sync
Raid Status
Server
Status Summary
Process Status
Interchange Servers
Busy-out Server
Release Server
Shutdown Server
Server Date/Time
Software Yersion
Server Configuration
.onfioure Serve

Integrated Management
Maintenance Web Pages

This Server: [1] devcon31s5rvl Duplicate Server: [2] devcon31srv2

s

= : Agent Status

The Agent Status web page shows the current state of the Master Agent and
all the Sub Agents, It also allows for the ability to Start or Stop the Master

Agent.

Master Agent status: Up Stop Agent
Sub Agent Status

FP Agent: up
MYSubfgent: P

Load Agent: P

MIBZAgent: up

Sub Agents are connected to the Master Agent.

 Helb |
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6.2. Verify NetlQ AppManager

The following steps may be used to verify the configuration of NetlQ AppManager. This section
covers running various Knowledge Scripts to verify that data can be collected on AppManager.
Note that running a script causes a job to be created in AppManager.

= Once the AppManager configuration is complete as detailed in Section 4, scripts can be run
against the various components in the tree view. For example, to run the CallQuery script,
which queries call detail records retrieved from Avaya Communication Manager and stored
in the Avaya CM supplemental database, select the AVAYACM tab shown in Figure 29 and
drag the CallQuery script to the Active SPE in the tree view. A pop-up window appears (not
shown) that allows parameters of the script to be modified, such as the date/time range. An

example of the script output is shown below.

specified in the script parameters pop-up window.

It displays calls that match the criteria

Il Event 2039 : Details for calls [devcon31-Cluster] 5[
The number of calls found (6) exceeds the threshaold (0).
Mumber of records matching the query |6
Starting disconnecttime 21212009 1:33:00 PM
Ending disconnecttime 21212009 3:21:00 PM
Eomitlon Code Calling Humber Called Number | Connect Time Disconnect Time Duration {seconds )
1 [Ma error 24511 24513 21212009 3:20:47 PM |2/2/2009 3:21.00 P
2 |Incoming or tandem call 106 24511 21212009 1:33:45 PM |2/2/2009 1:34:00 PM |15
3 |Call used the AAR or ARE feature (24513 T3+ 21212009 1:33:24 PM |2/2/12009 1:34.00 PM |36
4 |Incoming or tandem call 106 24511 21212009 1:33:41 PM |2/2/2009 1:34:00 PM |19
5 |Call used the AAR or ARS feature | 24511 17328521645 (2/2/2009 1:32:44 PM |2/2/2009 1:33.00 PM |16
G |Call used the AAR or ARS feature | 24513 TT301#% 21212009 1:33:00 PW |2/2/2009 1:33:00 PM |0 b

2|&

Cloze |
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= To run the CallQuality script, which monitors calls for quality metrics such as latency, packet
loss, and jitter, select the AvayaCM tab in Figure 29 and drag the CallQuality script to the
Active SPE in the tree view. A pop-up window appears (not shown) that allows parameters
of the script to be modified, such as event threshold levels. An example of the script output
is shown below. It displays call quality metrics such as MOS, jitter and latency from both
the calling and called parties.

Wl Event 2012 : Details for call{s) which fell below the average R-¥alue threshold [192:45.100.60] [devcon31-Cluster]

15

2 calls fell below the average R-Value threshold (70}
The minimum average R-value for a call was 49.94.

Mumnber of records matching the query |2
Starting disconnect time 1/30/2008 35253 P
Ending disconnecttime 1/30/2008 3:56:33 P

Connect |Disconnect |Duration Lost Side A Lost Side B
Side A | Side B Latencgr Latency
Time Time {seconds) .Illter Packets (Codec Jltter Packets |Codec
MOS ‘J.'lue ms IIOS Udue ms
ms) ™) ms) ™) s

1/30/2008
1 (24513 |24515 |3:55:55 el ELL L 50.87 15.01 G711u |2 4994 15.40 G711u

Y 3:56:33 PM

1302008 143012009 -
2 |24511 |24513 [3:53.45 25450 P 65 346 (6720 |2 101 9 46 G711u |3.45 |7.10 |2 102 9.50 GT11u

P o LI

e
Figure 33: Call Quality Report
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= To run the PhoneQuality script, which collects real-time voice quality statistics for active
calls on Avaya IP phones, select the AvayaCM tab in Figure 29 and drag the PhoneQuality
script to the Active SPE in the tree view. A pop-up window appears (not shown) that allows
parameters of the script to be modified. An example of the script output is displayed in the
bottom half of the Operator Console window. It displays the real-time voice quality metrics
for an active call established between extensions 24513 and 24515.

r*. NetI) AppManager Operator Console {Evaluation) on %\RALSOUTHARDSFW 1 0DE (Admi 10| x|

File  Wiew TreeView Lst Graph K3 ‘Web Extensions ‘Window Help

ol=|=( 2| BIEREE SR

Al s elem (0| m(s]m]E] | olo|Ele| olso]s

- Automatic Updates ;I & 2 ddPhaone @ PhoneConnectivity
#-{4&5 Commen Language Runtime Ep Announcements @ PhoneD eregiztrations
E- P AvayaCM:devoond-Cluster (B AttendantCalls (B Phanelnventary
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Diata Source | Job | F.rnowledge S cript | Cur. pointz | Average | Lazt walue | L egend :I
@ 39 o] AxyrayalChd_Calll uality 4 1.5000 2.0000 Average Jitker'[132.45.100. 60] [devcon31-Cluster] b
@ a8 Jat) Avayalhd_Callluality 4 4 1550 34800 Average MOSY132 45 100.60] [devcond1-Cluster]
F ity 2 i i 5] [de z.

1 | 3|
Mﬂﬂﬂl\ Evenls)\ Jobs)\ Details)\ Graph Data_,"

b aster | HT | Avvayalhd |

Done |Computers : 1 |Open Events: 17 [Running Jobs: 2 |Graph Data: 12 (307 PM 2

Figure 34: Phone Quality Report
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= |n Section 4.5, the RetrieveConfigData script was run to retrieve Avaya Communication
Manager configuration data about stations and stores it in the Avaya CM supplemental
database. This script generates a data file with the phone inventory as shown below. This
data file is stored on the AppManager server in the Program
Files\NetlQ\Temp\NetlQ _debug directory.

K.. devcon31-Cluster_Phonelnventory.csy {C:Program Files,NetIQ), Temp'NetIQ_debug) - G¥IM1 - |EI|§|
File Edit Tools Swntax Buffers ‘Window Help

ARRDE e LiEn RRR(SIA | THA? R

“4618","Tai Li x24511 H323","Unknown","Unknown","Unknown',"Registered”,”2809-81-26 11:51:25" ;I
“h628","Tai Li x24512 H323","Unknown',"Unknown*,"Unknown",”HotRegistered”,”2889-81-26 11:51:25"
"4628","Tail Li x24513 H323","Unknown","Unknown","Unknown","Registered","20809-81-26 11:51:25"
"4628","Tai Li H323 24514 ."Unknown™,"Unknown","Unknouwn™,"NotRegistered","20809-01-26 11:51:25" —
“6488D+","Tal Li x24516 SIP”,“Unknown®,"Unknown”,”Unknown”," HotRegistered"”,”2009-01-26 11:51:25"
“6488D+","Tal Li x24517 SIP”,“Unknown”,"Unknown”,"Unknown”," MotRegistered"”,”28089-81-26 11:51:25"
"6408D+" " GLOBD+" " 64B8D+" , " 6408D+" " 64 88D+ ,"NotRegistered”, " 2009-01-26 11:51:25" ;I

Figure 35: Phone Inventory
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7. Support

For technical support on AppManager, contact NetlQ via the Support & Services link at
www.netig.com.

8. Conclusion

These Application Notes describe the steps required to configure NetlQ AppManager to interoperate
with Avaya Communication Manager, including establishing a CDR link, sending RTCP packets
from the Avaya H.323 IP Telephones to NetlQ AppManager, and enabling SNMP for collecting
configuration data.

9. References
This section references the product documentation relevant to these Application Notes.

[1] Administrator Guide for Avaya Communication Manager, Doc # 03-300509, Issue 4.0, Release
5.0, January 2008, available at http://support.avaya.com.

[2] Feature Description and Implementation for Avaya Communication Manager, Doc # 555-245-
205, Issue 6, January 2008, available at http://support.avaya.com.

[3] NetlQ AppManager for Avaya Communication Manager Management Guide, October 2008,
available at http://www.netig.com/support.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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