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Abstract

These Application Notes describe the procedures for ganifig Prognosisfor Unified
CommunicatiorlO (Prognosis}o interoperate with Avayaua® CommunicatiorManager

Prognosigrovides reatime monitoringand managemesblutiors for IP telephony networks
Prognosis provides visibility of Avaya and othe vendor s | P Tramn &
single consoleind enablesa significant reduction in complexity when managing comple
telephony environments.

Prognosidgntegrates directly to Communication Manager using Secure Shell (@SFeInet
and uses i&ple Network Management Roxol (SNMP) to query Communication Manag
At the same time, it processes Rtiale Transport Control Protocol (RTCP) a@dll Detail
Recording(CDR) information from Communication Manager.

Information in these Application des has been obtained through DevConnect compl
testing and additional technical discussion$esting was conducted via the DevConr
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describeetbompliance tested configuration used to vali€atgnosis
for Unified CommunicatioriO (herein after referred to as Prognosith Avaya Aura®
Communication Manager.

The Prognosigroduct usefour method4o monitor a Communication Manager system.

1 System Access Terminal (SAT)ThePrognosisises a pool akelnetSSH connections to
the SAT using the IP address of the Avaya SerBgrdefault, the solution establishes
three concurrent SAT connections to the Communication Manager system and uses the
connections to execute SAT commands.

1 Real Time Transport Control Protod®TCP) Collection ThePrognosisollects RTCP
information sent by the Avaya IP Media Processor (MEDPRO) bpareldia gateways,
IP Telephones.

9 Call Detail Recording (CDR) Collectn - The Prognosiollects CDR information sent
by Communication Manager.

1 Simple Network Management Proto¢8INMP)i The Prognosis uses SNMP to collect
configuration and status information frdd@ommunication Manager

2. General Test Approach and Test Results

The general test approach was to Resgnosisveb userinterface(webui)to display the
configurations othe Communication Manager systems and verify against what is displayed on
the SAT interface The SAT interface is accessed by using either tein8ecure Bell (SSH) to
the Avaya S800 and S830D Serveraused in this testingNote that other Communication
Manager Servers are also support€alls were placed between various Avaya endpoints and
Prognosisvebuiwas used to display the RTCP anbRinformation collected.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect meifiers.
jointly-defined test plan focuses on exercising APIs and/or standas#sl interfaces pertinent

to the interoperability of the tested pratluand their functionalitiesDevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completenessf a DevConnect memberdés solution.

2.1. Interoperability Compliance Testing

For feature testing?rognosisvebuiwas used to view the configurations of Communication
Manager such as port networks, cabinets, media gateways, ESS, LSP, trunk groups, route
patterrs, CLAN, MEDPRO and DS1 boards, IP network regions, stations, processor occupancy,
alarm and error information. For the collection of RTCP and CDR information, the endpoints
included AvayaH323, SIR digital and analog telephones, and Avaya-@@eCommuni@tor
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users. The types of calls made included ingwaitch calls, inbound/outbound intewitch IP
trunk calls,outbound trunk callgransferand conference calls.

For serviceability testing, reboots were applied toRfegnosisServer and Avaya Serxgeto
simulate system unavailabilitynterchanging of the Avaya8800Servers antbss of network
connectionsvere also performed during testing.

2.2. Test Results
All test cases passed successfully.

2.3. Support

For technical support on Integrated Rese&hagrosis contact the Integrated Research Support
Team at:

1 Hotline:+61 (2) 9921 1524
1 Email: support@prognosis.com
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3. Reference Configuration

Figure 1illustrates the test configuration used to veRfpgnosisnteroperability with
Communication Manageirit consists of a Communication Manager sys{&ystem A)unning

on a pair of Avaya S8800 Servers with two Avaya G650 Media Gateways, an Avaya G430
Media Gateway with Avaya S83D0Server as a Local Survivability Processor (LSP) and an
Avaya G250BRI Media Gatevay. An Enterprise Survivable Server (ESS) running on Avaya
S8800 Server was also configured for failover testisggecond Communication Manager
system(System BYyuns on an Avaya S8300D Server with an Avaya G450 Media Gateway.
Both systems have AvayR | digital and analog telephones, and AvayaXf€ommunicator
users configured for making and receiving calR®.Trunks connect the two systems together to
allow calls between them. Avaya Aura® System Manager and Avaya Aura® Session Manager
provided SP support to the Avaya SIP telephon@sognosisvas installed on a server running
Microsoft Windows Serve2008 R2with Service Pack.1Both the Monitoring Node and/eb
Applicationsoftware are installed on this servdihe Avaya 4548GPWR Ethernet Rating
Switch provides Ethernet connectivity to teevers mediagateways and IP telephones.
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Figure 1: TestConfiguration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipmentboftware

Release/Version

Avaya Aura® Communication Manager
running on Avaya S8800 Servers
(System A)

6.3 SP3

G650 Media Gateway

running on Avaya S8800 Server (ESS)

- TN2312BP IP Server Interface (x 2) HWO7, FW057
- TN799DP GLAN Interface (x 4) HWO01, FW043
- TN2602AP IP Media Processor (x 2) HWO02 FW(@®4
- TN2302AP IP Medid@rocessor (x 2) HW20 FW121
- TN2464BP DS1 Interface HWO05, FW025
- TN2464CP DS1 Interface HWO02 FW025
- TN793CP Analog Line HWO09, FW011
- TN2214CP Digital Line HWO08, FW016
G250 Media Gateway 30.27.1

Avaya Aura® Commanication Manager 6.3 SP3
running on Avaya S8300D Server

(G450 Media Gatewaly System B)

G450 Media Gateway 345.1

- MM722AP BRI Media Module (MM) HWO01 FWO008
- MM712AP DCP MM HWO07 FWO015
- MM714AP Analog MM HW10 FW098
- MM717AP DCP MM HWO03 FW015
- MM710BP DS1 MM HW11 FW(®2
Avaya Aura® Communication Manager | 6.3 SP3
running on Avaya S8300D Server

(G430 Media GatewayLSP)

G430 Media Gateway 345.1

- MM712AP DCP MM HWO04 FWO015
- MM714AP Analog MM HW12 FW098
- MM711AP Analog MM HW31 FW098
- MM710AP DS1 MM HWO05 FW02
Avaya Aura® Communication Manager | 6.3 SP3

HP DL360 G7running Avaya Aura®
System Manager

6.3 SP5 Patch 1

Avaya S8800 Server running Avaya Aura
Session Managédr

6.3 SP5

Avaya S8800 Server running Avaya ra®
Session Managex on VMware 5.1

6.3 SP5

96xx Series IP Telephones

2.6 SP11 (SIP)

- 9640 3.2.1 (H323)

- 9620
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EquipmentSoftware Release/Version
96x1 Series IP Telephones 6.3 (SIP)
-9641G 6.3.1 (H323)
-9611G
1600 Series IP Telephones 1.34 (H.323)
-1616
- 1603SW
Digital Telephors SP1

- 1416

- 1408
Avaya Analog Phones -
Desktop PC with Avaya or¥ 6.2 (H.323)
Communicator
Avaya 4548GTPWR Ethernet Routing V5.6.1.052
Switch
Prognosis on Windows 2008 R2 SP1
Windows 2008 R2 SP1
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5. Configure Communication Manager

This section dscribes the steps needed to configure Communication Manager to interoperate
with PrognosisThis includes creating a login account and a SAT User Profilergnosigo
access Communication Manager and enabling RTCP and CDR reporting. The stepsated repe
for each Communication Manager system, ESS and LSP Sefvenfiguration of Session and
System Manager can be referred frReference [4]and will not be detailed here.

5.1. Configure SAT User Profile

A SAT User Profile specifies which SAT screens mapbteessed by the user assigned the
profile and the type of access to each screerRragnosisioes not modify any system
configuration, create a SAT User Profile with limited permissions to assign Ryagaosis
login account.

Step | Description

1. | Ente theadd userprofile n command, whera is the next unused profile numbeEnter
a descriptive name fayser Profile Nameand enable all categories by setting Emdbl
field toy. In thistestconfiguration, the user profile2ds created.

add user - profile 22 Page 1 of 41
USER PROFILE 21

User Profile Name: PROGNOSIS

This Profile is Disabled? n Shell Access? n
Facility Test Call Notification? n  Ackn owledgement Required? n
Grant Un - owned Permissions? n Extended Profile? n
Name Cat Enbl Name Cat Enbl
Adjuncts A y [ | Routing and Dial Plan J y ]
Call CenterB y Security Ky
FeaturesC vy Servers L y
Hardware D y Stations My
Hospitality E y System Parameters Ny
IPF y Translations O y
Maintenance G y Trunking Py
Measurements and Performance H y Usage Q vy
Remote Access | y User AccessR vy
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Step | Description
2. | On Pages 2 to 41 of the USER PROFILE forms, set the permissions of all objects t
(read and maintenance)his can be accomplished by typing into the fieldSet All
Permissions To Submit the form to create the user profile.
add user -profile2 2 Page 2of 41
USER PROFILE 2 1
Set Permissions For Category: To: Set All Permissions To:
' - '=no access 'r'=list,display,status ‘w'=add,change,remove+r 'm'=maintenance
Name Cat Perm
aar analysis J rm|
aar digit - conversion J rm|
aarroute - chosenJ rm|
abbreviated - dia ling 7103 - buttons C @
abbreviated - dialing enhanced C rm|
abbreviated - dialing group C rm|
abbreviated - dialing personal C @
abbreviated - dialing system C rm|
aca- parameters P rm|
access - endpoints P rm|
adjunct - names A rm|
administered - connections C rm|
aesvescti - link A rm|
aesvcs interface A rm|
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5.2. Configure Login Group
Create an AccesBrofile Groupon Commuication Manager SMlto correspond to the SAT
User Profile created iSection5.1.

Step

Description

1.

Usinga webbrowser enter https://<IP addres$§ CommunicatiorManagep to connect
to theCommunication Manage3erver being configured amhaly in using appropate
credentials.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

This Server: CM635ID1

Logon
Logon ID:
Logon
© 2001-2013 Avaya Inc. All Rights Reserved.
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Step | Description

2. | Click Administration A Server (Maintenance). This will open ughe Server
Administration Interface that will allow the user to complete the configuration proce

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Help Log Off Administration Duplicate Server: CM63SID2 [10.1.10.232]
Licensing This Server: CM63SID1

Native Configuration Manager

Server ghﬂ@:}nrenancel

vue Server (Maintenance) Interface allows you to maintain, troubleshoot, and configure

SVSte the senver.
@© 2001-2013 Avaya Inc. All Rights Reserved.

Copyright

Except where expressly stated otherwise, the Product is protected by copyright and other laws
respecting proprietary rights.

Unauthorized reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the
applicable law.

m

Third-party Components

Certain software programs or portions thereof included in the Product may contain software
distributed under third party agreements ("Third Party Components"), which may contain terms that
expand or limit rights to use certain portions of the Product ("Third Party Terms"). Information
identifying Third Party Components and the Third Party Terms that apply to them are available on
Avaya's web site at: http://support.avaya.com/ThirdPartylicense/

Trademarks
Avaya is a trademark of Avaya Inc.
Avaya Aura is a registered trademark of Avaya Inc.

Multivantage is a trademark of Avaya Inc.

Jjavascript:setBread Crumb('/cgi-bin/cm/server/w_server',' Administration / Server (Maintenance)’) G- All Rights Reserved.
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Step

Description

Fromthe navigation panelrothe left side, clickhdministr ator Accounts. SelectAdd
Group and clickSubmit.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Administration

Duplicate Server: CM63SID2 [10.1.10.232]

This Server: CM63SID1

+ Administrator Accounts

Pre Update/Upgrade Step
Manage Updates
IPSI Firmware Upgrades
1PSI Version
Download IPSI Firmware
Download Status
Activate IPSI Upgrade
Activation Status
i
Backup Now " Unprivileged Administrator
Backup History
Schedule Backup

The Administrator Accounts SMI pages allow you to add, delete, or change administrator logins and Linux groups.

Select Action:

' Add Login

© Privileged Administrator

) SAT Access Only

Backup Logs ) web Access Only
iew/Restore Data -
Restore History '~ CDR Access Only

urity

D Business Partner Login (dadmin)

Administrator Accounts
Login Account Palicy ) Business Partner Craft Login
Login Reports _
Server Access '~ Custom Lagin
Syslog Server
Authentication File @ Change Login Select Login -
Firewall -
. ; Select Login

Install Root Certificate L -~ Remove Login g M
Trusted Certificat 3 ] i

rusted Le .I IC.E == . -~ Lock/Unlock Legin Select Login v
Server/Application Certificates
Certificate Alarms @ add Group
Certificate Signing Request .
S5H Keys © Remove Group Select Group -
Web Access Mask

Miscellaneous

File Synchronization
Download Files
CM Phone Message File -

© 2001-2013 Avaya Inc. All Rights Reserved.
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Step

Description

SelectAdd a new accesprofile group and selecprof22 from the dropdown box to
correspond to the userofile created irSection5.1 Step 1 Click Submit. This
completes the creation of the lagiroup.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Duplicate Server: CM63SID2 [10.1.10.232]
This Server: CM63SID1

Help Log Off Administration

Administration / Server (Maintenance)
EEEl SO - Administrator Accounts -- Add Group
Pre Update/Upgrade Step
Manage Updates

[FSI Firmware Upgrades
IPSI Version

This page allows you to add a new access-profile or non-access-profile Linux group. An access-profile group is
used to control permissions within applications, such as the SAT and the web interface (Web Access Mask).

Download IPSI Firmware Select Action:
Download Status
Activate IPS1 Upgrade ©® add a new access-profile group:  prof22 -

Activation Status

prm End wp Besine © add 3 new non-access-profile group:

Backup Now
Backup History

Group Name:

Schedule Backup Group Number: (500 to 60000)
Backup Logs

View/Restore Data

Restore History [ bmi ] [ Cancel ] [ Help ]

Security

Administrator Accounts
Login Account Policy

Login Reports

Server Access

Syslog Server
Authentication File

Firewall

Install Root Certificate
Trusted Certificates
Server/Application Certificates
Certificate Alarms
Certificate Signing Reguest
SSH Keys

Web Access Mask
Miscellaneous

File Synchronization

m

Download Files
CM Phone Message File -

© 2001-2013 Avaya Inc. All Rights Reserved.
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5.3. Configure Login

Create a login account f@rognosigo access the Communication Manager SAREpeat this
for each Communication Manager including LSP and ESS.

Step

Description

1.

From the navigation panel on the left side, chakministr ator Accounts. SelectAdd
Login andSAT Access Onlyto create a new login account with SAT access privilege
only. Click Submit.

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

AVAYA

Help Log Off Administration

Duplicate Server: CM63SID2 [10.1.10.232]
This Server: CM635ID1

Administration / Server (Maintenance)
R -  Administrator Accounts
Pre Update/Upgrade Step
Manage Updates

IFS1 Firmware Upgrades
IPSI Version
Download IPSI Firmware
Download Status
Activate IPSI Upgrade
Activation Status

Data Backup/Restore

The Administrator Accounts SMI pages allow you to add, delete, or change administrator logins and Linux groups.

Select Action:

@ add Login
@] Privileged Administrator

® Unprivileged Administrator

Backup Now
Backup History
Schedule Backup
Backup Logs
View/Restore Data
Restore History
Security
Administrator Accounts
Login Account Policy
Login Reports
Server Access
Syslog Server

SSH Keys

Web Access Mask
Miscellansous

File Synchronization
Download Files

CM Phone Meszage File

® Remove Group

© SAT Access only

@) web Access Only

® CDR Access Only

Business Partner Login (dadmin)
Business Partner Craft Login

© custom Login

Authentication File Change Login Select Login
Firewall -

) ; Select Login
Install Root Certificate A -~/ Remove Login g
Trusted CEI"t.IfIC.BtES B ® Lock/Unlack Login Select Login
Server/Application Certificates
Certificate Alarms D pdd Group
Certificate Signing Request Select Group

© 2001-2013 Avaya Inc. All Rights Reserved.
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Step | Description

1
1

1
1

For the fieldLogin name enter the login. In this configuration, the logam is created.
Configure theother paramiers for thdogin as follows:

Primary group: users[Limits the permissionsf the login]

Additional groups (profile) : prof22 [Selecttheaccessprofile group created in
Section5.2]
Select type of authentication:Password[Uses a password for autheatiion.]
Enter passwordor key / Re-enter passwordor key [Define the passworf

Click Submit to continue. This completes the configuration of the login.

AVAYA

Help Log Off

Administration / Server (Maintenance)

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

Duplicate Server: CM635SID2 [10.1.10.232]

This Server: CM635ID1

SOTTWAre VETSTON
Server Configuration
Server Role
Metwork Configuration
Duplication Parameters
Static Routes
Display Configuration
Server Upgrades
Pre Update/Upgrade Step
Manage Updates
IPS1 Firmware Upgrades
IPSI Version
Download IPSI Firmware
Download Status
Activate IPSI Upgrade
Activation Status

Backup Now
Backup History
Schedule Backup
Backup Logs
View/Restore Data
Restore History

Administrator Accounts

Login Account Policy

Login Reports

Server Access

Syeslog Server

Authentication File

Firewall

Install Root Certificate

Trusted Certificates

Server/Application Certificates

Certificate Alarms

Certificate Signing Reguest

S5H Keys

Web Access Mask
Miscellaneous

File Synchronization

Download Files

CM Phone Message File

Data Backup/Restare

~ System Administration Terminal [SAT) interface.

Login name I\ptm
Primary group (@] susers
@ sers
Additional groups (profile) prof22 -

Linux shell /opt/ecs/binfautosat

Home directory fvarfhome/iptm

=

Lock this account

SAT Limit none -
Date after which account

is disabled-blank to ignore

(YYYY-MM-DD)

Select type of

@
authentication = Password

m

) ASG: enter key
D asG: Auto-generate key

A ¥ou must assign a

profile that has no web access
if you want a login with SAT
access only.

A This shell setting does

NOT disable the "go shell” SAT
command for this user.

m

| '][Cancel][Help]

L

Enter password or key I [ @
Re-enter password or key I sessses @
Force password/key @y
change on next login - e

@ nNo

© 2001-2013 Avaya Inc. All Rights Reserved.
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5.4. Configure SNMP

Step | Description

1. | Access the Communication Manager Interface &eiction 52 Step1 and2. Click on

Alarms A Agent Status Click Stop the Master Agentif the Master Agent statusis
UP to allow setup of SNMP Agent.

SNMP Agents
SNMP Traps
Filters

SNMP Test

Restarts
System Logs

Shutdown Server
Server Date/Time
Software Version

Administration

Busy-Out/Release Server

-~ Agent Status

Master Agent status:
Sub Agent Status

FP Agent status:
MVSubAgent status:
Load Agent status:

MIB2 Agent status:

The Agent Status SMI page shows the current state of the Master Agent and all the Sub Agents. It also allows for the ability to Start or Stop the Master Agent.

Sub Agents are connected to the Master Agent.

up

up
up
up
up
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Step | Description

2. | To allowPrognosigo use SNMP to collect configuration and status information from
Communication Manager, nigate toAlarms A SNMP Agentsin the left pane. Under
IP Addresses for SNMP AccessselectAny IP address UnderSNMP Users /
Communities, configure theSNMP Version 2csection. Set th€ommunity Name
(read-only) field to avayal23and the drogdown boxto the right tcenabled Click
Submit at the bottom of the web page (not shown in the figure).

AVAYA

Help Log Off Administration
Administration / Server (Maintenance)

- SNMP Agents

Current Alarms
Agent Status

SNMP Agents The SNMP Agents SMI page allows modification of SNMP properties. SNMP allows the active server to mg|

SNMP Traps Note:

Filters # Prior to making any configuration changes the Master Agent should be put in a Down state. The Master A

SNMP Test state. Changes to both the configuration on the SNMP Agents and/or SNMP Traps pages should be comply
Diagnostics

Restarts Master Agent status: UP

Sy LT View G3-AVAYA-MIB Data

Ping

Traceroute IP Addresses for SNMP Access

Netstat

Fasis _ ' No Access
Procee S
Process Status = Any IP address

Interchange Servers "~/ Following IP addresses:

m

Busy-Out/Release Server Delete

Shutdown Server Delete

Server Date/Time

Software Version Add

Server Role

Network Configuration SNMP Users / Communities

Duplication Parameters

Static Routes SNMP Version 1

By S Community Name (read-only): -
Community Name (read-write): -

Pre Update/Upgrade Step

Manage Updates SNMP Version 2c .

e B e U e Community Name (read-only): avayal23 enabled - I
IPST Version Community Name (read-write): -
LYM; Reviewed: Solution & Interoperability Test Lab Application Note 160f41
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Step | Description

3. | Lastly, the SNMP agent must be startéthvigate toAlarms A Agent Status If the
Master Agent statusis Down, then click theStart Master Agent button. If theMaster
Agent statusis Up, then the agent must be stopped and restarted.

Administration

+ Agent Status

Current Alarms

. Ag;égs The Agent Status SMI page shows the current state of the Master Agent and all the Sub Agents. It also allows for the ability to Start or Stop the Master Agent.

SNMP Traps Sub Agents are NOT connected to the Master Agent.

Filters

SNMP Test Master Agent status DOWN

Restarts Sub Agent Status

System Logs

P

e FP Agent status: up

Traceroute

Netstat MVSubAgent status: up
Server

SEIGIE Ty Load Agent status: up

Process Status £ MIB2 Agent status: up

Interchange Servers

Busy-Out/Release Server ] ————

P Anp— |_Start Master Agent ||| Help |

Server Date/Time
Software Version

5.5. Configure RTCP Monitoring

To allow Prognosigo monitor the quality of IP calls, configure Communication Manager to send
RTCP reporting to the IP address of Bregnosisserver. This is done through the SAT
interface.

Step | Description

1. | Enter thechange systerparameters ip-options command. In th@TCP MONITOR
SERVER section, seServer IPV4 Addressto the IP address of ti&rognosiserver. Set
IPV4 Server Portto 5005andRTCP Report Period (secs)o 5.

change system - parametersip - options Page 1lof 4
IP - OPTIONS SYSTEM PARAMETERS

IP MEDIA PACKET PERFORMANCE THRESHOLDS
Roundtrip Propagation Delay (ms) High: 800 Low: 400
Packet Loss (%) High: 40 Low: 15
Ping Test Interval (sec): 20
Number of Pings Per Measurement Interval: 10
Enable Voice/Network Stats? n
RTCP MONITORSERVER
Server IPV4 Address: [10.1.10.124 | RTCP Report Period(secs):
IPV4 Server Port: 5005 |
Server IPV6 Address:
IPV6 Server Port: 5005

AUTOMATIC TRACE ROUTE ON
Link Failure? y
H.323 IP ENDPOINT
H.248 MEDIA GATEWAY Link Loss Delay Timer (min): 5
Link Loss Delay Timer (min): 5 Primary Search Time (sec): 75
Periodic Registration Timer (min): 20
Short/Prefixed Registration Allowed? y
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Step

Description

Enter thechange ipnetwork-region n command, whera is IP network region number
to be monitoredOn Page 2,es RTCP Reporting Enabledto y andUse Default Server
Parameterstoyy.

Note: Only one RTP MONITOR SERVER can be configured per IP network region.

change ip - network - region 1 Page 2 of 20
IP NETWORK REGION

RTCP Reporting Enabled?y [ ]

RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? Y

RepeatStep 2for all IP network regions that are required to be monitored.
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5.6. Configure CDR Monitoring

To allow Prognosido monitor the CDR information, configure Communication Manager to send
CDR information to théP address of thBrognosiserver.

Step | Description

1. | Enter thechangeip-interface procr commando enable the processethernet interface
on the Avaya ServeBetEnable Interfacetoy. This interfacewill be used by
Communication Manager to sendt the CDR information.

change ip - interface procr Page 1lof 2
IP INTERFACES

Type: PROCR
Target socket load: 1700
Enable Interface? Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5
IPV4 PARAMETERS
Node Name: procr IP Address: 10.1.10.230

Subnet Mask: /24

2. | Enter thechange nodenames ipcommando add a new nodeame for thé’rognosis
server. In this configuraibn, the nameptm is added with the IP address specified as
10.1.10.24. Note also the node nampeocr which is automatically added.

change node - names ip Page 1lof 2
IP N ODE NAMES
Name IP Address
ESS 10.1.10.239
Gateway001 10.1.10.1
IPOffice 10.1.30.10
PC2 10.1.10.152
aesl 10.1.10.71
cmsl 10.1.10.85
default 0.0.0. 0
iptm
Isp - g430 10.1.40.10
msgserver 10.1.10.10
n 10.3.10.253
procr
procr6 i
s8300 - siteB 10.1.20.10
(16 of 26 administered node - names wer e displayed )
Use 'list node - names' command to see all the administered node - names
Use 'change node - names ip xxx' to change a node - name 'xxx' or add a node - hame
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Step

Description

Enter thechange ipservicescommand to define the CDR link. To define a primary CI
link, the following information should be provided:
1 Service Type CDRL1 [If needed, a secondary link can be defined by setting
Service Typdo CDR2.]
1 Local Node procr [Communication Manager will ugbe processoethernet
interfaceto send out the CDR]
1 Local Pat: O[The Local Port is set to O because Communication Manager
initiates the CDR link.]
1 Remote Node iptm [The Remote Node is set to the node naneeipusly
defined inStep 7
1 Remote Port 50000[The Remote Poriay be set to a value between 5000 an
64500 inclusive 50000is the default port number used BsognosisNote that
Prognosiserver uses the same port number for all Avaya Servers sending C
information to it.]

change ip - services Page 1of 4

IP SERVICES
Service Enabled Local Local Remote = Remote
Type Node Port Node Port
AESVCS Yy procr 8765
|CDR1 procr 0 iptm 50000 |

On Page 3 atheform, disabledthe Reliable Session Protocol (RSP) for the CDR link
setting theReliable Protocolfield to n.

change ip - services Page 3of 4

SESSION LAYER TIMERS
Service Reliable Packet Resp Session Connect SPDU Connectivity
Type Protocol Timer Message Cntr Cntr  Timer

CDR1 30 3 3 60
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Step | Description
4. | Enter thechange systenrparameters cdrcommand to set the parameters for the type
calls to track and the format of the CDR dathe following settings were used during
the compliance test.
1 CDR Date Format month/day
1 Primary Output For mat: unformatted [This value is used to configure
Prognosisn Section6 Step4]
1 Primary Output Endpoint : CDR1
The remaining parameters define the type of calls that will be recorded and what dg
be included in the record. SBeference [2]for a ful explanation of each fieldThe test
configuration used some of the more common fields described below.
1 UselLegacy CDR Formats?y [Specify the use of the Communication Manage
3.x (Al egacyo) formats in the CDR
71 Intra -switch CDR: y [Allows call records for internal calls involving specific
stations. Those stations must be specified in the INFBWITCH-CDR form.]
1 Record Outgoing Calls Only?n [Allows incoming trunk calls to appear in the
CDR records along with the outgoitrgnk calls.]
1 Outg Trk Call Splitting? y [Allows a separate call record for any portion of an
outgoing call that is transferred or conferenced.]
1 Inc Trk Call Splitting? n [Do not allow a separate call record for any portion (
an incoming call that is tresferred or conferenced.]
change system - parameters cdr Page 1lof 1
CDR SYSTEM PARAMETERS
Node Number (Local PBX ID): 1 CDR Date Format: month/day
Primary O utput Format: Primary Output Endpoint: CDR1
Secondary Output Format:
Use ISDN Layouts? n Enable CDR Storage on Disk? y
Use Enhanced Formats? n ~ Condition Code 'T' For Redirected Calls? n
Use Legacy CDR Formats? Remove # From Called Number? n
Modified Circuit ID Display? n Intra - switch CDR?
Record Outgoing Calls Only? El Outg Trk Call Splitting?
Suppress CDR for Ineffec tive Call Attempts? y Outg Attd Call Record? y
Disconnect Information in Place of FRL? n  Interworking Feat - flag? n
Force Entry of Acct Code for Calls Marked on Toll Analysis Form? n
Calls to Hunt Group - Record: member - ext
Record Called Vector Directory Number Instead of Group or Member? n
Record Agent ID on Incoming? n Record Agent ID on Outgoing? y
Inc Trk Call Splitting?
Record Non - Call - Assoc TSC? n Call Record Handling Optio n: warning
Record Call - Assoc TSC? n Digits to Record for Outgoing Calls: dialed
Privacy - Digits to Hide: 0 CDR Account Code Length: 15
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Step | Description
5. | If the Intra -switch CDR field is set toy on Pagel of the SYSTEMPARAMETERS
CDRform, then enter theehange intra-switch-cdr command to define the extensions
that will be subjected to call detail recording. In Assigned Memberdfield, enter the
specific extensions whose usage will be tracked with the CDR records.
change intra - switch - cdr Page 1of 3
INTRA- SWITCH CDR
Assigned Members: 8 of 5000 administered
Extension Extension Extension Extension
10001
10003
10005
10016
10018
20001
481121
481122
6. | For each trunk group for which CDR records are desired, verify that CDR reporting
enabled.Enter thechange trunk-group n command, whera is the trunk group number
to verify that theCDR Reportsfield is set toy. Repeat for all trunk groups to be
reported.
change trunk - group 7 Page 1of 21
TRUNK GROUP
Group Number: 7 Group Ty pe: sip CDR Reports: E
Group Name: SIP Trunk to SM1 COR: 1 TN: 1 TAC: #07
Direction: two - way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: t ie Auth Code? n
Member Assignment Method: auto
Signaling Group: 7
Number of Members: 14
7. | Entersave translationto save the changes made.
save translation
SAVE TRANSLATION
Command Completion Status Error Code
Success 0
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6. Configure Prognosis

This section describes the configuratiorPobgnosisequired to interoperate with
Communication ManagerConfigurationof Prognosis to interoperate wiflession and System
Manager can be referred frdrReference [4]and will not be detailed here.

Step | Description

1. | Log into thePrognosiswith administrative privilegesLaunchthe Prognosis
Administration by clickingStart A All Programs A PrognosisA Administration .
Login with the appropriate password.

. ) & ?
B Prognosis oo mo
Prognosis Online Community Help

Login Welcome to Prognosis 10

Enter your username and password

sEEaE Unified Communications
~» Manage multi-vendor service
reliability and optimize call quality
Password Payments
~» Maximize service availability
for multiple payments platforms
and channels
Lo to &) Infrastructure
Administration ﬂ > Optimize performance and
maximize availability

Latest forum activities on online.prognosis.com
Automated Analyst - OFF-Event
Forum: Ask The Experts

V10: windows, install , then & now
Forum: Installation and Configuration

Prognosis First Responder
now supports i0S 7 for iPhone & iPad
Download this free app now from the App Storel

how to switch to different view in the web Ul V10
Forum: Ask The Experts

10 reasons to upgrade to Prognosis 10

Forum: General Discussion
Prognosis 10 Training Materials
Forum: General Discussion
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Step

Description

Click Add System

_-:_-_ Navigation

@

0 0O 0O © ©

Version:

Operating System:

UC & Infrastru

[ ]

i Prognosis Prognosis 10 Administration
@  Home + 3% WIN-OHPGHT2JPBM  ~ Prognosis node - WIN-OHPGHT2JPBM

Details
IP Address: 10.1.10.124

Status: Connected

v Databases

AV-CDRs

Av-MedPro DSP Utilization

Av-Network Hops Historical

AV-Reporting

AV-Reporting 15 Min

AV-Reporting 6 Hourly

AV-Reporting Daily

L0 4 pa ?

View Systems Commun ity Help

Prognosis 10.0.0
Windows Server 2008 R2 Standard

icture Configuration

E Log Out
administrator

-

Click Add to add a new Avaya PBX.

FPEXs

| Avaya PEX/ESS ||

m Add a PBX System

Add New Unified Communication Monitoring
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Step | Description
4. | In this test configuratiorthe following entries are added for the two Communicatio
Manager systems with the Display Na@®&l6-DUPLEX (System A)andCM6-
SITEG6 (System B)and with the IRPaddresses of the Avaya Serv€s1.10230 and
10.160.10respectively. The Display Name must be the same name configured in
Avaya Aura® System Manager
The following settings weresed during the compliance test (se&t page
Basic Detalils:
M IP address: 10.1.10.230
91 Display Name: CM6-DUPLEX
1 Customer Name: Avaya
1 Site Name: DevConLab
SAT Connection Details:
1 User Name/Password: iptf{As configured inSection 5.3 Step P
1 Mode: Telnet
1 Port: 5023[For secure connection, sel&$Hwith port 5022]
CDR Configuration:
1 Format: unformatted [as configured irBection 5.6 Step 4]
1 Date Format: mm-dd [as configured irsection 5.6Step 4]
SNMP Connection Details:
1 SelectUse SNMP Version 2c
1 Community String: As configured irSection5.4.
Leavethe Databases and hresholdsaschecked
Click Add to effect the additionRepeat the above for the setupgCdi6-SITES.
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Step

Description

Add Avaya Communication Manager or Enterprise Survivable Server

Basic Details

IP Address: * [10.1.10.230

Display Name: * |CM6-DUPLEX

Customer Mame: IAvaya

Site Name: |DevConlLab

SAT Connection Details

User Name: * [iptm

Password: * [esessss

o

Port: * |5023

CDR Configuration

Format: [ Urformatted ;Il Date Format:

Time fone: [ {UTC+08:00) Kuala Lumpur, Singapaore ;”

SNMP Connection Details

" Do not use SNMP
* |Jse SMMP Version 2c
" Use SNMP Version 3

Community String: |avaya123

Databases and Thresholds

3 Start standard databases and thresholds
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Step | Description

5. | In this test configuratiorthe Local Survivable Processor (LSP) dbdterprise
Survivable Server (ESS) Servers with the nabh8BREMOTE 1 andESS1with the
IP addresses df0.1.40.10and10.110.239respectively, both belonging to tkM6-
DUPLEX Communication Manager system are also configured.

Repeat Step @ add a nevsystemand selecAdd to add a newAvaya LSP.

survivable Appliances

]
Add a Survivable Appliance
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Step

Description

The following sefihgs were used during the compliance test.

Basic Details:

1
1
il
il
il

IP address: 10.1.40.10

Display Name: LSPREMOTE1
Primary Controller: CM6 -DUPLEX
Customer Name: Avaya

Site Name: DevConLab

SAT Connection Details:

1 User/Password: iptm[As configured inSection 5.3 $&p 7|

1

1 Port: 5023[For secure connection, sel&$Hwith port 5022]

Click Add to effect the additionRepeat the above for the setufe&S1

Mode: Telnet

Add Avaya Local Survivable Processor

Basic Details

IP Address: * [10.1.40.10

Display Name: * |LSPREMOTET

Primary Controller: * |CMB-DUPLEX

Customer Name: |A~rc|3..a

Site Name: |DevConLab

SAT Connection Details

User Mame: * |iptm

Password: * [eesssse

e

Port: * |5023|

Databases and Thresholds

v Start standard databases and thresholds

===
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Step | Description
7. | Below is the result of the additions of the 2 Communication Systems plus the LSH

i Prognosis Prognosis 10 Administration
# Home I WIN-OHPGHT2JPBM | Prognosis node - WIN-OHPGHT2JPBM
= | Mavigation A ESST )
4 LSPREMOTE1 Details
A CMB-DUPLEX IP Address: 10.1.10.124
Version: Prognosis 10.0.0
A CME-SITEG
Operating System: Windows Server 2008 R2 Standard
Status: Connected
UC & Infrastructure Configuration
Add System

8. | On Prognosis server, clickart A All Programs A PrognosisA Prognosis Client
to start the Windows Client application. Log in with the appropriate credentials.
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