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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking service for an enterprise solution consisting of Avaya Aura® Communication
Manager Rel. 6.3, Avaya Aura® Session Manager Rel. 6.3, and Avaya Session Border
Controller for Enterprise Rel. 6.3 to support CenturyLink 1Q® SIP Trunk Services.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

CenturyLink 1Q® SIP Trunk Services provides PSTN access via SIP trunks between the
enterprise and CenturyLink’s network as an alternative to legacy analog or digital trunks. This
approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps required to configure Session Initiation Protocol
(SIP) trunk service between the service provider CenturyLink and an Avaya SIP-enabled
enterprise solution.

In the sample configuration, the Avaya SIP-enabled enterprise solution consists of an Avaya
Aura® Communication Manager Rel. 6.3 (hereafter referred to as Communication Manager),
Avaya Aura® Session Manager Rel. 6.3 (hereafter referred to as Session Manager), Avaya
Session Border Controller for Enterprise Rel. 6.3 (hereafter referred to as Avaya SBCE), and
various Avaya endpoints. This solution does not extend to configurations without the Avaya
Session Border Controller for Enterprise or Avaya Aura® Session Manager.

During the interoperability testing, feature test cases were executed to ensure interoperability
between CenturyLink and Communication Manager.

Customers using an Avaya SIP-enabled enterprise solution with CenturyLink 1Q® SIP Trunk
Services are able to place and receive PSTN calls via the SIP protocol. The converged network
solution is an alternative to traditional analog trunks and/or PSTN trunks such as ISDN-PRI.
This approach generally results in lower cost for the enterprise.

The terms “CenturyLink IQ® SIP Trunk Services”, “CenturyLink™ and “Service Provider”, will
be used interchangeable throughout these Application Notes.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Avaya Solution &
Interoperability Test Lab by connecting Communication Manager, Session Manager and the
Avaya SBCE to CenturyLink IQ® SIP Trunk Services via the public internet, as depicted in
Figure 1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute for full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP trunk interoperability, the following areas were tested for compliance:
e SIP Trunk Registration (Dynamic Authentication).
e Response to SIP OPTIONS queries.
e Incoming calls from the PSTN were routed to DID numbers assigned by CenturyLink.
Incoming PSTN calls were terminated to the following endpoints: Avaya 96x0 Series IP
Deskphones (H.323), Avaya 96x1 Series IP Deskphones (H.323 and SIP), Avaya 2420
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Digital Deskphones, Avaya one-X® Communicator soft phone (H.323 and SIP), Avaya
Communicator for Windows soft phone (SIP), analog Deskphones.

¢ Inbound and outbound PSTN calls to/from Remote Workers using Avaya 96x1
deskphones (SIP) and Avaya Communicator for Windows (SIP).

e Outgoing calls to the PSTN were routed via CenturyLink’s network to the various PSTN
destinations.

e Proper disconnect when the caller abandons the call before the call is answered.

e Proper disconnect via normal call termination by the caller or the called parties.

e Proper disconnect by the network for calls that are not answered (with voicemail off).

e Proper response to busy endpoints.

e Proper response/error treatment when dialing invalid PSTN numbers.

e Proper codec negotiation and two way speech-path. Testing was performed with codecs:

G.729A and G.711MU (CenturyLink’s preferred codec order).

No matching codecs.

Voicemail and DTMF tone support (leaving and retrieving voice mail messages, etc.).

Outbound Toll-Free calls, interacting with IVR (Interactive Voice Response systems).

Calling number blocking (Privacy).

Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

EC500 (Extension to Cellular) calls.

Simultaneous active calls.

Long duration calls (over one hour).

Proper response/error treatment to all trunks busy.

Proper response/error treatment when disabling SIP connection.

T.38 fax.

Note: Remote Worker was tested as part of this solution. The configuration necessary to support
remote workers is beyond the scope of these Application Notes and is not included in these
Application Notes. For Remote Worker configuration details, see Reference [12].

Items not tested included the following:
e Inbound toll-free calls, 911 calls (emergency).

2.2. Test Results

Interoperability testing of CenturyLink 1Q® SIP Trunk Services with an Avaya SIP-enabled
enterprise solution was completed successfully with the following observations/limitations.

e Music on hold: With Communication Manager configured to play music any time
calls were placed on-hold by Communication Manager users, music was not played
to PSTN users. The issue was related to the manner in which CenturyLink currently
handles the SIP messages Communication Manager includes in the SDP of re-
INVITEs it sends when calls are placed on-hold. When a call from the PSTN is
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placed on-hold by a Communication Manager user, Communication Manager sends a
re-INVITE with “sendonly” in the SDP, in response, CenturyLink sends a 200 OK
with “inactive” in the SDP. This response caused the audio path to be closed between
Communication Manager and the PSTN user, thus resulting in the user not hearing
music (only silence) while on hold. The issue was solved at the Avaya SBCE by
removing the “sendonly” message Communication Manager includes in the SDP of
re-INVITEs, in response, CenturyLink sends a 200 OK with “sendrecv” in the SDP,
opening the audio path in between Communication Manager and the PSTN user, thus
resulting in the PSTN user hearing music while he/she is on hold. CenturyLink is
currently investigating this issue (Refer to Section 7.2.3).

e T.38 fax: CenturyLink does not support ECM for T.38; ECM should be disabled in
Communication Manager so the resulting call will negotiate to not use ECM. In
addition, CenturyLink only supports T.38 fax version 0, Communication Manager
supports version 0 and 1. Although Communication Manager supports T.38 fax
versions 0 and 1, negotiation to version 0 was unsuccessful. The T.38 fax version
mismatch was causing T.38 fax to fail in both directions (CM < - PSTN). The
issue was solved at the Avaya SBCE by changing the value in the “T38FaxVersion”
field received from Communication Manager from 1 to 0 before passing to
CenturyLink. After this change was made T.38 fax was successfully tested in both
directions (CM < - PSTN) (Refer to Sections 5.4 and 7.2.3).

e Calls to Vectors using the SIP REFER method: Calls from the PSTN to vectors
configured for call re-direction using the SIP REFER method in Communication
Manager were failing with a “403 Forbidden” response from CenturyLink.
CenturyLink requires the domain name “voip.centurylink.com” to be included in the
“host” part of the SIP URI Communication Manager sends in the “Refer-To” header
of SIP REFER messages; Avaya was sending the IP address instead. This issue was
solved at the Avaya SBCE by adding the domain name “voip.centurylink.com” to the
host part of the SIP URI in the “Refer-To” header of SIP REFER messages before
sending the REFER to CenturyLink (Refer to Section 7.2.6).

e Network Call Redirection using 302 Moved Temporarily: When a
Communication Manager vector was programmed to redirect an inbound call to a
PSTN number before answering the call in the vector, CenturyLink would send an
ACK to the “302 Moved Temporarily” SIP message from the enterprise but would
not redirect the call to the new PSTN party in the “Contact” header of the 302
message. The PSTN user initiating the call would hear a recorded announcement
indicating that the call could not be completed as dialed, to check the number and to
call again. CenturyLink indicated that Network Call Redirection using the 302
Moved Temporarily method is not currently supported.

2.3. Support

For support on CenturyLink systems visit the corporate Web page at:
http://www.centurylink.com/business/voice/sip-trunk.html
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Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.

3. Reference Configuration

Figure 1 below illustrates the test configuration used. The test configuration simulates an
enterprise site with an Avaya SIP-enabled enterprise solution connected to the CenturyLink I1Q®
SIP Trunk Services through the public Internet.

The Avaya components used to create the simulated customer site included:
e Avaya Aura® Communication Manager.

e Avaya G450 Media Gateway.

e Avaya Aura® Session Manager.

e Avaya Aura® System Manager.

e Avaya Session Border Controller for Enterprise.

e Avaya 96x0-Series IP Deskphones (H.323).

e Avaya 96x1-Series IP Deskphones (H.323 and SIP).

e Avaya one-X® Communicator soft phones (H.323 and SIP).
e Avaya Communicator for Windows soft phone (SIP)

e Avaya 2420 Digital Deskphones.
e Analog Deskphones.
e Desktop PC running various administration interfaces.

Located at the edge of the enterprise is the Avaya SBCE. It has a public side that connects to the
public network and a private side that connects to the enterprise network. All SIP and RTP traffic
entering or leaving the enterprise flow through the Avaya SBCE. This way, the Avaya SBCE can
protect the enterprise against any SIP-based attacks. The Avaya SBCE provides network address
translation at both the IP and SIP layers. The transport protocol between the Avaya SBCE and
CenturyLink across the public Internet is SIP over UDP. The transport protocol between the
Avaya SBCE and Session Manager across the enterprise network is SIP over TCP. The transport
protocol between Session Manager and Communication Manager across the enterprise network
is SIP over TLS. Note that for ease of troubleshooting during the testing, the compliance test was
conducted with the transport protocol set to tcp between Session Manager and Communication
Manager.

A separate SIP trunk group was created between Communication Manager and Session Manager
to carry the traffic to and from the service provider (two-way trunk group). To separate the codec
settings required by the service provider from the codec used by the telephones, two IP network
regions were used each with a dedicated signaling group.

For inbound calls, the calls flowed from the service provider to the Avaya SBCE then to Session
Manager. Session Manager used the configured dial patterns and routing policies to determine
the recipient (in this case Communication Manager) and on which link to send the call. Once the
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call arrived at Communication Manager, further incoming call treatment, such as incoming digit
translations and class of service restrictions are performed.

Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such as Automatic Route Selection (ARS) and Class of Service restrictions.
Once Communication Manager selected the proper SIP trunk; the call is routed to Session
Manager. Session Manager once again used the configured dial patterns and routing policies to
determine the route to the Avaya SBCE for egress to CenturyLink’s network.

Service Provider

-

SIP Trunk registration credentials:
Pilot Number: 123-456-5746
User Name: User123

Password: Password123
Domain: voip.centurylink.com

Oracle 6300 SBC
192.168.64.81

L
>
Remote Workers  Avaya96x1 §
IP Deskphones |
(SIP) J
Internet
* Avaya Communicator for TLS,—SRTP
Windows (SIP)
T1
L
- Avaya Aura® E:

Simulated Enterprise

Domain: avaya.lab.com

DIDs: 123-456-5773, 5774
123-456-5964, 5965

Session Manager

172.16.5.32

Avaya
Avaya Aura® Session Border Controller
System Manager for Enterprise

192.168.10.92

Avaya Aura® Avaya Aura® Messaging
Communication Manager

| G450 Media Gateway Avaya 96x0 Series

IP Deskphones
(H.323)

Desktop PC

Fax

Avaya Communicator for Windows (SIP)
Avaya one-X® Communicator (H.323 & SIP)
Wireshark

Analog Avaya 2420 Avavya Site Admin. Avaya 96x1 Series
Deskphone Digital Deskphone 0 lP(g;sk:ggg;s
= J

Figure 1: Avaya SIP-enabled Enterprise Solution and CenturyLink IQ® SIP Trunk Services.
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4. Equipment and Software Validated

The following equipment and software were used for the compliance testing in the simulated
enterprise:

Equipment/Software | Release/Version
Avaya
Avaya Aura® Communication Manager 6.3.10 (Service Pack 10)
(03.0.124.0-22147)
Avaya Aura® Session 6.3.13 (Service Pack 13)
(6.3.13.0.631304)
Avaya Aura® System Manager 6.3.13 (Service Pack 13)

Build No. 6.3.0.8.5682-6.3.8.5108
Software Update Rev. No.
6.3.13.10.3386

G450 Gateway 36.14.0

Avaya Session Border Controller for Enterprise 6.3.2-08-5478

Avaya Aura® Integrated Management Site

. 6.0.07

Administrator

Avaya Aura® Messaging 6.3.2 Service Pack 2 Patch 3
(MSG-03.0.124.0-335_0217)

Avaya one-X® Communicator (SIP & H.323) 6.2.6.03-FP6

Avaya Communicator for Windows (SIP) 2.1.1.74

Avaya 96x0 Series IP Deskphones (H.323) Avaya one-X® Deskphone Edition

Version S3.242A
Avaya 96x1 Series IP Deskphones (H.323) Avaya one-X® Deskphone Edition
Version 6.6029
Avaya 96x1 Series IP Deskphones (SIP) Avaya one-X® Deskphone SIP

Version 6.5.0.17

Avaya 2420 Series Digital Deskphone --

Lucent Analog Deskphone -
CenturyLink

BroadWorks Broadsoft R20

Oracle 6300 Session Border Controller 7.1.2m3

Table 2 — Hardware and Software Components Tested

The specific configuration above was used for the compliance testing. Note that this solution is
compatible with other Avaya Servers and Media Gateway platforms running similar versions of
Avaya Aura® Communication Manager and Avaya Aura® Session Manager.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Manager. A SIP trunk is
established between Communication Manager and Session Manager for use by signaling traffic
to and from CenturyLink. It is assumed that the general installation of Communication Manager,
the Avaya G450 Media Gateway and Session Manager has been previously completed.

In configuring Communication Manager, various components such as ip-network-regions,
signaling groups, trunk groups, etc. need to be selected or created for use with the SIP
connection to the Service Provider. Unless specifically stated otherwise, any unused ip-network-
region, signaling group, trunk group, etc. can be used for this purpose.

The Communication Manager configuration was performed using the Avaya Integrated
Management Site Administrator. Some screens in this section have been abridged and
highlighted for brevity and clarity in presentation. Note that the public IP addresses shown
throughout these Application Notes have been edited so that the actual public IP addresses of the
network elements are not revealed. Some screens captures will show the use of the change
command instead of the add command, since the configuration used for the testing was
previously added.
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5.1. Licensing and Capacity

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise, including any SIP trunks to the
Service Provider. The example below shows one license with a capacity of 24000 trunks is
available and 122 are in use. The license file installed on the system controls the maximum
values for these attributes. If a required feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative to add additional capacity.

parameters customer-op
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000
Maximum Concurrently Registered IP Stations: 18600
Maximum Administered Remote Office Trunks: 12088
Maximum Concurrently Registered Remote Office Stations: 18000
Haximum Concurrently Registered IP eCons: 414
Max Concur Registered Unauthenticated H.323 Stations: 100
Maximum Uideo Capable Stations: 41600
Maximum Uideo Capable IP Softphones: 18080
|Maximum Administered SIP Trunks: 24600
Maximum Administered Ad-hoc VUideo Conferencing Ports: 246088
Maximum Number of DS1 Boards with Echo Cancellation: 522
Maximum TN2581 UAL Boards: 128
Maximum Media Gateway UAL Sources: 258
Maximum TN2602 Boards with 80 UoIP Channels: 128
Maxinum TH2662 Boards with 328 UoIP Channels: 128
Maximum Number of Expanded Meet-me Conference Ports: 3080

l (NOTE: You must loioFF [ loiin to effect the iermission chanies.)

On Page 3, verify that ARS is set to y.

-
=

QGQ-‘GQQQN-‘QQQOQ
N

system-parameters customer-options

OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 617 y CAS Main? n
Answer Supervision by Call Classifier? Change COR by FAC? n
M Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cug Of Calls Redirected 0ff-net? y
ARS/AAR Dialing without FAC? n DCS (Basic)? y
ASAI Link Core Capabilities? n DCS Call Coverage? y
ASAI Link Plus Capabilities? n DCS with Rerouting? y

Async. Transfer Mode (ATHM) PNC? n
Async. Transfer Mode (ATH) Trunking? n Digital Loss Plan Modification? y
ATH WAN Spare Processor? n DS1 HSP? y
ATHMS? y DS1 Echo Cancellation? y

Attendant Vectoring? y

(NOTE: You must loioff & loiin to effect the iermission chanies-)
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5.2. System Features

Use the change system-parameters feature command to set the Trunk-to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint.
If for security reasons, incoming calls should not be allowed to transfer back to the PSTN, then
leave this field set to none.

e
Page 1 of 28

change system-parameters features
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
|Trunk—tn—Trunk Transfer: allI
Automatic Callback with Called Party Queulng? n
Automatic Callback - Ho Answer Timeout Interwval (rings):
Call Park Timeout Interval (minutes):

0ff-Premises Tone Detect Timeout Interval {(seconds):
AAR/ARS Dial Tone Required?

l:lh:ll-klr.al
= =

Music (or Silence) on Transferred Trunk Calls? all
DID/Tie/ISDH/SIP Intercept Treatment: attendant
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
fAutomatic Circuit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n

Auto Abbreviated/Delayed Transition Interval (rings): 2_
Protocol for Caller ID Analeog Terminals: Bellcore

Disilai Eallini Humber for Room to Room Caller ID Calls? n
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On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance test used the value of restricted for restricted calls and unavailable for
unavailable calls.

FEATURE-RELATED SYSTEM PARAMETERS

CPN/ANI/ICLID Replacement for Restricted Calls: restricted
CPN/ANI/ICLID Replacement for Unavailable Calls: unavailable

ICPN/ANI/ICLID PARAMETERS

DISPLAY TEXT
Identity When Bridging: principal

User Guidance Display?

Extension only label for Team button on 96xx H.323 terminals?

=212

[INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:

ISCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

_CRLLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 268

————_——__ _ ——

5.3. IP Node Names

Use the change node-names ip command to verify that node names have been previously
defined for the IP addresses of the server running Communication Manager (procr), and for
Session Manager (Lab-HG-SM). These node names will be needed for defining the Service
Provider signaling group in Section 5.6.

change node-names ip Page 1 of 2
IP HODE MHAHMES
Hame IP Address
ASBCE A1 172 _16.5.71
ab-HG-SH 172.16.5.32]
HA-CH 192 _168.18.12
default f.a.08.8
msqserver 172 .16.5.12
procr 172.16.5.261 |
procro HH
{7 of 7 administered node-names were displayed )
Use "list node-names' command to see all the administered node-names
Use "change node-names ip xxx' to change a node-name 'Xxx' oF add a node-name
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5.4. Codecs

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the Service Provider. For the compliance test, ip-codec-set 2 was used for this
purpose. CenturyLink SIP Trunking supports G.729A and G.711MU. Thus, these codecs were
included in this set. Enter G.729 and G.711MU in the Audio Codec column of the table; this is
CenturyLink’s preferred codec order. Default values can be used for all other fields.

———22—————————_——_—_———————_————

IF CODEC SET
Codec Set: 2
Audio Silence Frames Packet
Codec Suppression  Per Pkt  Sizei{ms)
1| G729 n 2 28
2| G.F11HU n 2 28
3: _ .
4: _ o
g: _ o
h: _ o
¥: _ o
Media Encryption
1: none
2:
3:

On Page 2, set the Fax Mode to t.38-standard and disable ECM (T.38 fax is supported by
CenturyLink, but ECM is not supported) (Refer to Section 2.2).

IP CODEC SET

Allow Direct-IP Hultimedia? n

Packet
Mode Redundancy Size{ms)
FAX L_38-standard a ECH: ﬂl
Hodem off L[]
TDDATTY us 3
H.323 Clear-channel n a
SIP 64K Data n a 28
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5.5. IP Network Region

Create a separate IP network region for the Service Provider trunk. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the Service Provider versus calls within the enterprise or elsewhere. For the compliance test, IP-
network-region 2 was chosen for the Service Provider trunk. Use the change ip-network-

region 2 command to configure region 2 with the following parameters:
[ ]

Set the Authoritative Domain field to match the SIP domain of the enterprise. In this

configuration, the domain name is avaya.lab.com. This name appears in the “From”

header of SIP messages originating from this IP region.
Enter a descriptive name in the Name field.

Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between

IP endpoints without using media resources in the Avaya Media Gateway. Set both
Intra-region and Inter-region IP-IP Direct Audio to yes. This is the default setting.
Shuffling can be further restricted at the trunk level on the Signaling Group form.

Set the Codec Set field to the IP codec set defined in Section 5.4.
Default values can be used for all other fields.

IP HETWORK REGIOH

Region: 2
Location: 1 |Authoritative Domain: avaya.lab.com |

| Hame : 5P Heg10n| Stub Hetwork Reqion: n

MEDIA PARAMETERS Intra-reqion IP-IP Direct Audio: yes

Codec Set: Inter-region IP-IP Direct Audio: yes

2

UDP Port HMin: 2848 IP Audio Halrpinning? n

UDP Port HMax: 3349

|PIFFSERU/TOS PARAMETERS

Call Control PHB Value:
Audio PHE Value:
Uideo PHE Value:

|882.1P/0) PARAMETERS

Call Control 882_1p Priority:
Audio 802 _1p Priority:
Uideo 882.1p Priority:

|H.323 IP ENDPOINTS

H.323 Link Bounce Recovery? y

Idle Traffic Interval (sec): 28

Keep-Alive Interval {sec): &

&5 I
[= W= =]

[\ 2 [

AUDIO RESOURGE RESERUATION PARAMETERS
RSUP Enahled? n

Heei—nliue Count: 5
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On Page 4, define the IP codec set to be used for traffic between region 2 and region 1. Enter the
desired IP codec set in the codec set column of the row with destination region (dst rgn) 1.
Default values may be used for all other fields. The example below shows the settings used for
the compliance test. It indicates that codec set 2 will be used for calls between region 2 (the
Service Provider region) and region 1 (the rest of the enterprise).

change ip-network-reqgion 2

Source Region: 2 Inter Hetwork Region Connection HManagement I M
G A t

dst codec direct  WAN-BW-limits Uideo Intervening Dyn A & [

rgn set  WAH Units Total Horm Prio Shr Regions CAC R L e

1 |2y  Holimit n__ ot

2 2 all

3 - | I

4 - —

5 - —

b - —

7 - —

8 - —

9 - —

10 . .

1 _ _

12 _ _

13 _ _

14 _ _

5.6. Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and Session Manager for use by the Service Provider SIP trunk. This signaling group is
used for inbound and outbound calls between the Service Provider and the enterprise. For the
compliance test, signaling group 2 was used for this purpose and was configured using the
parameters highlighted below.

e Setthe Group Type field to sip.

e Set the IMS Enabled field to n. This specifies Communication Manager will serve as an
Evolution Server for Session Manager.

e Set the Transport Method to the recommended default value of tls (Transport Layer
Security). Note that for ease of troubleshooting during testing, the compliance test was
conducted with the Transport Method set to tcp. The transport method specified here is
used between Communication Manager and Session Manager.

e Set the Peer Detection Enabled field to y. The Peer-Server field will initially be set to
others and cannot be changed via administration. Later, the Peer-Server field will
automatically change to SM once Communication Manager detects its peer as Session
Manager.

e Set the Near-end Node Name to procr. This node name maps to the IP address of the
Server running Communication Manager as defined in Section 5.3.

e Set the Far-end Node Name to Lab-HG-SM. This node name maps to the IP address of
Session Manager as defined in Section 5.3.
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e Setthe Near-end Listen Port and Far-end Listen Port to a valid unused port instead of
the default well-known port value. (For TLS, the well-known port value is 5061). This is
necessary so Session Manager can distinguish this trunk from the trunk used for other
enterprise SIP traffic. The compliance test was conducted with the Near-end Listen
Port and Far-end Listen Port set to 5070. (For TCP, the well-known port value for SIP
is 5060).

e Set the Far-end Network Region to the IP network region defined for the Service
Provider in Section 5.5.

e Set the Far-end Domain to the domain of the enterprise.

e Set Direct IP-IP Audio Connections to y. This field will enable media shuffling on the
SIP trunk, allowing Communication Manager to redirect media traffic directly between
the inside IP of the Avaya SBCE and the enterprise endpoint.

e Setthe DTMF over IP field to rtp-payload. This value enables Communication
Manager to send DTMF transmissions using RFC 2833.

e Default values may be used for all other fields.

SIGHALING GROUP
Group Humber: 2 Group Type: sip
|IMS Enabled? n| Transport Hethod: tcp |
0-SIP? n
IP Uideo? n Enforce SIPS URI for SRTP? y
|Peer Detection Enabled? y| Peer Server: SH
Frepend "+" to Oufgoing Calling/Alerting/Diverting/Connected Public Humbers? y
Remove '+' from Incoming Called/Calling/flerting/Diverting/Connected Humbers? n
Alert Incoming SIP Crisis Calls? n
Hear-end Hode Hame: procr Far-end Hode Hame: Lab-HG-SH
Hear-end Listen Port: 5878 Far-end Listen Port: 5678
Far-end Hetwork Region: 2
ar-end Domain: avaya.lab.com|
! Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Hoise? n
[DTHF ouer 1P: rtp-payload | | birect IP-IP fudio Connections? y|
Sescion Establishment Timer{min): 3 IP Audio Halrpinning? n
Enable Layer 3 Test? n Initial IP-IP Direct Media? n
i}

H.323 Station Dutiuini Direct Media? n Alternate Route Timer({sec):
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5.7. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.6. For the compliance test, trunk group 2 was configured using the parameters

highlighted below.
[ ]

Set the Group Type field to sip.
e Enter a descriptive name for the Group Name.
e Enter an available trunk access code (TAC) that is consistent with the existing dial plan

in the TAC field.

e Set the Service Type field to public-ntwrk.

e Set the Signaling Group to the signaling group shown in Section 5.6.

e Set the Number of Members field to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this

trunk.

e Default values were used for all other fields.

IGroup Humber: 2

TRUNK GROUP

|Group Mame: Service Provider

|Gruup Type: sip|

LOR:

Direction: two-way

Outgoing Display?

i
n

CDR Reports:
1

Dial Access? n

Hight Service:

Queue Length:

ervice Type: public-ntuwrk |

Auth Code® n

Hember Assignment HMethod:

aut

Signaling Group:
Humber of HMembers:

2
1
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On Page 2, verify that the Preferred Minimum Session Refresh Interval (sec) is set to a value
acceptable to the Service Provider. This value defines the interval that re-INVITES must be sent
to keep the active session alive. Note that the value assigned to the Preferred Minimum Session
Refresh Interval (sec) field is doubled and assigned to the “Min-SE” Header Field in SIP
INVITE messages for calls originating from Communication Manager. Using the default setting
of 600 seconds as in the example, the “Min-SE” Header Field would be populated for 1200
seconds in SIP INVITE messages originating from Communication Manager.

T e
Page 2 ofF 1

change trunk-group 2
Group Type: sip

TRUHK PARAMETERS
Unicode Hame: auto

Redirect On OPTIM Failure: 5008

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval{sec): 6BB|

Disconnect Superwvision - In? y Out? y

XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

Caller ID for Service Link Call to H.323 1xC: station-extension
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On Page 3, set the Numbering Format field to private. This field specifies the format of the
calling party number (CPN) sent to the far-end. Numbers in the “public” format are
automatically preceded with a “+” sign when passed in the “From”, “Contact” and “P-Asserted
Identity” (PAI) headers. The addition of the “+” sign impacted caller ID presentation on
outbound calls sent to CenturyLink. Thus, the Numbering Format was set to private and the
Numbering Format in the route pattern was set to unk-unk (Refer to Section 5.10).

Set the Replace Restricted Numbers and Replace Unavailable Numbers fields to y. This will
allow the CPN displayed on local endpoints to be replaced with the value set in Section 5.2, if
the inbound call enabled CPN block.

Default values were used for all other fields.

TRUHKE FEATURES
ACA Assignment? n Heasured: nonge

Maintenance Tests? y

Humbering Format: private

UUI Treatment: service-provider

Replace Restricted Humbers? y
Replace Unavailable Humbers? y

Modify Tandem Calling Humber: no

Show ANSWERED BY on Display? u
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Page 4 was configured using the parameters highlighted below.

e Set the Network Call Redirection field to y. This setting directs Communication
Manager to use the SIP REFER method for transferring calls off-net to the PSTN.
Set the Send Diversion Header field to y. When enabled, the Diversion Header (in the
outbound INVITE message) provides additional information to the network if the call has
been re-directed. This is needed to support call forwarding of inbound calls back to the
PSTN and some Extension to Cellular (EC500) call scenarios.
Set the Support Request History field to n.
Set the Telephone Event Payload Type to 96. The value preferred by CenturyLink.
Set the Identity for Calling Party Display to P-Asserted-lIdentity.
Default values were used for all other fields.

PROTOCOL UARIATIONS

Mark Users as Phone?

Prepend °+' to Calling/Alerting/Diverting/Connected Humber?
Send Transferring Party Information?

| Hetwork Call Redirection?

Build Refer-To URI of REFER From Contact For HCR?

Send Diversion Header?
Support Request History?
Telephone Event Payload Type:

ARl Bl S ERERE

=]

Conuvert 188 to 183 for Early Hedia?

Always Use re-INVITE for Display Updates?
|Identity for Calling Party Display: P-Asserted-Identity]

Block Sending Calling Party Location in IHUTTE?
Accept Redirect to Blank User Destination?
Enable Q-SIP?

= 1=

===

Interworking of ISDN Clearing with In-Band Tones: keep-channel-active
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5.8. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since private
numbering was selected to define the format of this number (Section 5.7), use the change
private-numbering command to create an entry for each extension which has a DID assigned.
The DID numbers are assigned by the Service Provider. It is used to authenticate the caller. Each
DID number is assigned to one enterprise internal extension or Vector Directory Numbers

(VDNs).

The screen below shows DID numbers assigned for testing. The DID numbers were mapped to
enterprise extensions 3042, 3044 and 3045. These 10-digit numbers were used for the outbound
calling party information on the Service Provider trunk when calls were originated from these

extensions.

change private-numbering 1

R R =
Page 1 of 2

HUMBERING - PRIVATE FORHAT

Ext Ext Trk Private Total
Len Code Grpi{s) Prefix Len

3

5

3842 2 1234565773

3844 2 1234565964

3845 2 123456577Y

T O O A O I o ol ol

NN~~~

Total Administered: 5
Maximum Entries: S48
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5.9. Inbound Routing
DID numbers received from CenturyLink were mapped to extensions using the incoming call
handling treatment of the receiving trunk group. Use the change inc-call-handling-trmt

command to create an entry for each DID number.

Service/
Feature
public-nturk
public-ntuwrk
public-ntuwrk
public-ntwrk
public-nturk
public-nturk
public-ntuwrk
public-ntuwrk
public-ntwrk
public-nturk
public-nturk
public-ntuwrk
public-ntuwrk
public-ntwrk
public-ntwrk
public-nturk
public-ntuwrk

change inc-call-handling-trmt trunk-qroup 2
IHCOMING CALL HANDLIHG TREATHEHT

Humber Humber Del Insert
Len Digits
18 1234565773 18 3842
18 1234565774 18 3845
1234565964 18 3844

iuhlic—ntwrk ::
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the Service Provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enterprise callers will dial 9 to reach an “outside line”.
This common configuration is illustrated below with little elaboration. Use the change dialplan
analysis command to define a dialed string beginning with 9 of length 1 as a feature access code

(fac).

change dialplan analysis

Dialed
String
13

Total Call
Length Type

udp

DIAL PLAH AHALYSIS TABLE
Location: all

Dialed
String

Dialed
String

Total Call
Length Type

Page
Percent Full: 3

Total Call
Length Type

1 of 12

dac

ext

ext

udp

ext

dac

ext

ext

fac

dac

£ | % ol oo [ o A i jea e = |

dac

N i il il vl
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Use the change feature-access-codes command to configure 9 as the Auto Route Selection
(ARS) — Access Code 1.

e
change feature-access-codes Page 1 of 18
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing List1 Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code: #7
Answer Back Access Code:
Attendant Access Code: _
Auto Alternate Routing {(AAR) Access Code: =81
Auto Route Selection {(ARS) - Access Code 1: 2 Access Code 2:
Automatic Callback Activation: Deactivation:
Call Forwarding Activation Busy/DA: All: Deactivation:
Call Forwarding Enhanced Status: Act: Deactivation:
Call Park Access Code:
Call Pickup Access Code:
CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:
Change COR Access Code:
Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation

Contact Closure Dien Code: Close Code

Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. See Section 2.1 for the complete list of call types tested. All dialed strings are
mapped to route pattern 2 which contains the SIP trunk to the Service Provider (as defined
next).

e e
1 of 2

change ars analysis 1786 Paqge
ARS DIGIT AMALYSIS TABLE
Location: all Percent Full: @
Dialed Total Route Call Hode AHNI
String Min Hax Pattern Type Hum Reqd
[1786 11 11 2 fnpa n |
179 k| 11 deny fnpa _ n
188 11 11 deny fnpa . n
[1860 11 11 2 fnpa n |
18808555 k| 11 deny fnpa _ n
1889 " 11 2 hnpa - n
181 11 i1 deny fnpa _ n
182 k| 11 deny fnpa _ n
183 1M1 11 deny fnpa - n
184 11 i1 deny fnpa _ n
185 bl h bl deny fnpa _ n
186 1M1 11 deny fnpa - n
187 k| 11 deny fnpa _ n
188 bl h bl deny fnpa _ n
189 1M1 11 deny fnpa - n
| .

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 25 of 108
SPOC 10/5/2015 ©2015 Avaya Inc. All Rights Reserved. CLCM63SM63SBC63



The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
Service Provider trunk route pattern in the following manner. The example below shows the
values used for route pattern 2 during the compliance test.

e Pattern Name: Enter a descriptive name.

e Grp No: Enter the outbound trunk group for the Service Provider. For the compliance
test, trunk group 2 was used.

e FRL.: Set the Facility Restriction Level (FRL) field to a level that allows access to this
trunk for all users that require it. The value of 0 is the least restrictive level.

e Pfx Mrk: 1 The prefix mark (Pfx Mrk) of one will prefix any FNPA 10-digit number
with a 1 and leave numbers of any other length unchanged. This will ensure 1 + 10 digits
are sent to the Service Provider for long distance North American Numbering Plan
(NANP) numbers. All HNPA 10 digit numbers are left unchanged.

e Numbering Format: Set to unk-unk. All calls using this route pattern will use the
private numbering table. See setting of the Numbering Format in the trunk group form
for full details in Section 5.7.

Page 1

Pattern Humber: 2 Pattern Hame: Serv. Prouvider
SCCAH? n Secure SIP? n
Grp FRL HPA Pfx Hop Toll Ho. Inserted DCS/ IXC
Ho Mrk Lmt List Del Digits 0sIG
Dgts Intuw
1:[ 2 8 ___ 1| . _ n  user
2: - _ _ n user
3: - _ _ n user
4: - - - n user
L: - - - n user
(i - - - n user
BCC UALUE TSC CA-TSC ITC BCIE Service/Feature PARM Ho. Humbering LAR
812HML4VY Request Dgts Format
Subaddress

rest none
rest

[ LN R
ke
ke
ik
kEkkEikEik=
ke

=== = ==
=== = ==
-
il
ol
-+

=]
TR
-
il
L
=
=
=
=
-]

Note: To save all Communication Manager provisioning changes, enter the command save
translations.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

SIP domain

Logical/physical Location that can be occupied by SIP Entities

SIP Entities corresponding to Communication Manager, the Avaya SBCE and Session
Manager

Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

Routing Policies, which control call routing between the SIP Entities

Dial Patterns, which govern to which SIP Entity a call is routed

Session Manager, corresponding to the Session Manager server to be managed by System
Manager.

It may not be necessary to create all the items above when configuring a connection to the
Service Provider since some of these items would have already been defined as part of the initial
Session Manager installation. This includes items such as certain SIP domains, Locations,
Adaptations, SIP Entities, and Session Manager itself. However, each item should be reviewed
to verify the configuration.

Note: Some of the default information in the screenshots that follow may have been cut out (not
included) for brevity.
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6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address
of System Manager. Log in with the appropriate credentials (not shown). The screen shown
below is then displayed. Click on Routing.
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The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items will be located under the Routing link
shown below.

+ Mome [ Elements [ Rowting [+]

Introduction to Network Routing Policy

Netwark Routing Policy cansists of several routing applications like "Damaing”, “Locations™, "SIP Entities”, etc

The recommended order to use the routing applications (that mesns the overall routing workflow | to configure your network configuration is
as follows:

Step 1: Create "Domains® of type SIP (other routing apoications are reférring domains of typs SIP)
Step 2: Create "Locations”
Step 3: Create "Adaptations”

Stap 4° Create "SIP Enmities”

- SIP Entities that are usad as "OCuthound Proxes” «.g. & certan "Gateway” or "SIP Trunk”

Create af “other SIP Erities” (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)

6.2. Specify SIP Domain

Create a SIP domain for each domain of which Session Manager will need to be aware in order
to route calls. For the compliance test the enterprise domain avaya.lab.com was used.

To add a domain Navigate to Routing = Domains in the left-hand navigation pane and click the

New button in the right pane (not shown). In the new right pane that appears (shown below), fill
in the following:

e Name: Enter the domain name.

e Type: Select sip from the pull-down menu.
e Notes: Add a brief description (optional).

e Click Commit to save (not show).

The screen below shows the entry for the enterprise domain avaya.lab.com.

« Momm { / g/ o
Domain Management :
@ [: [ | | | [Mere Actions <]

S Iema - Fikar: Enable
Narme Type Notes
O [avaya.lab.com up Lab.HG Doman
[ pzaft.nclabnst sip CerturyLink
seoccearovidar.com "y $8300 Doman
sl oy Sy Avavh.com up MA Lab Demain
0 sstrco.te wp TSTT Daman
Select | Al Nane
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6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
the purposes of bandwidth management and call admission control. To add a location, navigate
to Routing > Locations in the left-hand navigation pane and click the New button in the right
pane (not shown).

In the General section, enter the following values:
e Name: Enter a descriptive name for the location.
e Notes:  Add a brief description (optional).

Use default values for all remaining fields. Click Commit to save.

The screen below shows the HG Session Manager location. This location will be assigned later
to the SIP Entity corresponding to Session Manager. Note that the “Overall Managed
Bandwidth” section was removed for brevity, default values were used.

« Home { & / Rowting / ]
Location Detalls

Genaral

* Name: MG Sesson Manager l

Notes:

Dial Plan Transparency in Survivable Mode
Enabled:

Listed Directory Number

Assoclated CM SIP Entity: =~
Per-Call Bandwidth Paramelers
M Multimedia Bandwidth (Intra- o
L son): 1000 Khit/Sec
Maxl Mul B I (Intes-
L n)i 1000 Kbit/Sec
Haltimedia Dandwidth 64 Kbit/Sec
* Defauit Audio Bandwidth: 80 [Kotisec w|
Alarm Threshold
Overall Alarm Threshold: 80 v oy

Multimedia AMlarm Threshold: 50 v e
* Lutency before Overall Alarm Trigger: 5 Minutes

* Latency before Multimedia Alarm Trigger: 5 Minutes

Localion Pattern

(]
0 ftems Fiker; Enable
‘l’ Addvess Pattarn Notes
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The following screen shows the HG Communication Manager location. This location will be
assigned later to the SIP Entity corresponding to Communication Manager. Note that the
“Overall Managed Bandwidth” section was removed for brevity, default values were used.

« Womm / / g/t (-}
wip ?
Location Details
General
i' Name:  HG Communicaticn Manager |
Notes
T Dial Plan Transparency in Survivable Mode
Dial Pattesns
R Enabled: |
Regubar Exprossions
D;f-tll L Listed Diractary Number:
Assaciated CM SIP Entity: ~|
Par-Call Bandwidth Parameters
e A 1000/ Kbit/Sec
Maximum Multimedia llndwfllh (lm";r- 1000 Kbit/Sec
* Minimum Multimedia Bandwidt 64 Kbit/Sec
* Dafault Audio Bandwidth: 80| [Ket/sec V|
Alarm Threshold
Overall Alarm Threshold: 80 o
Multimedia Alarm Threshold: 80 Ve
* Latency before Overall Alarm Triggen 5 Minutes
* Latency before Multimedia Alarm Trigger: 5 Minutes
Location Pattern
[2d]
0 e o Fittar; Enasle
1P Addvess Pattern Notes
Cancel
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The following screen shows the HG ASBCE location. This location will be assigned later to the
SIP Entity corresponding to the Avaya SBCE. Note that the “Overall Managed Bandwidth”
section was removed for brevity, default values were used.

SPOC 10/5/2015

Wome | Rooting ™
« Mome / /R g/t (4]
Heip ?
Location Details
General
s [« Mame: 4G ASBCE
Entity Uinks Py - - —
Notes: MG Avayas SBCE
Tune Ranges
Roating Podicles
Dial Plan Transparency in Survivable Mode
Dial Potterns
g K Enabled: ||
Regular Exprossiony
M— e Listed Diractory Number:
Associsted CM SIP Entity: ~]
Per-Call Bandwidth Paramelers
Maxi Multimedia Bandwidth (Intras
et anng 1000/ Kbit/Sec
Maxl Multimedia Bandwidth (Inter-
el o% 1000/ Kbit/Sec
* Mini Itimnwdia Bandwidth 64 Kbit/Suc
* Defauft Audio Bandwidth: 80 [Ket/sec v|
Alarm Threshold
Owerall Alarm Threshold: 80 Ve
Mubtimedia Alarm Threshold: 50 Ve
* Latency before Overall Alarm Trigger: 5 Minutes
* Latency before Multimedia Alarm Trigge:: 5 Minutes
Location Pattern
o"‘,.-.’. = "lktr L»na_nlf_r
1P Address Pattern Notes
ol
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6.4. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes Communication Manager and the Avaya SBCE. Navigate to Routing =
SIP Entities in the left-hand navigation pane and click on the New button in the right pane (not
shown).

In the General section, enter the following values. Use default values for all remaining fields:

e Name: Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity interface
that is used for SIP signaling.

e Type: Enter Session Manager for Session Manager, CM for
Communication Manager and Other for the Avaya SBCE.

e Adaptation: This field is only present if Type is not set to Session
Manager. If applicable, select the Adaptation Name.

e Location: Select one of the locations defined previously.

e Time Zone: Select the time zone for the location above.

To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities.

In the Port section, click Add and enter the following values. Use default values for all
remaining fields:

e Port: Port number on which the Session Manager will listen for SIP
requests.
e Protocol: Transport protocol to be used to send SIP requests.

e Default Domain: The domain used for the enterprise.
e Click Commit to save.

For the compliance test, only two Ports were used:
e 5060 with TCP for connecting to the Avaya SBCE.

e 5070 with TCP for connecting to Communication Manager.
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The following screen shows the addition of the Session Manager SIP entity. The name HG
Session Manager, the IP address of the Session Manager signaling interface, the Location HG
Session Manager created in Section 6.3 and the corresponding Time Zone were used. Note that
the “Entity Links” and “SIP Response to an OPTIONS Request” sections were removed for
brevity.

« Home / &) /R / siP (-]
eip ¥
SIP Entity Details Cancel
General
SIP Entitles * Namw: HG Session Manager
Entity Links | * FQDN or IP Address: 172.16.5.32
Thne Ranges Type: ~
Vwoaq Policien Notes: HG Session Manager
Dial Potterny
!I.nc.lion: HG Session Macager :}
Outbound Proxy: ~
tnme Zone: Americy/New _York g
Credential name:
SIP Link Manitoring
SIP Link Monitoring: Use Session Marager Corfiguration y_}
Port
TCP Failover port:
TLS Fadlover port:
10 ftems o Fiker; Enoble
. Pan Motecnl  Detault Domain Nutes
0 [s060_ ree[v] fovaysabcom  v)
] 3060 oPlw] |eveyslsbcom vl
s063 res (] [avaya.lab.com ~]
[l =062 Tk [U] [avaya.len.com ~l
[ 3065 Tes [v] avays.lst.com )
| 5070 TP (W] |avayn lao.com !
[ sooo 1oP [w]  avaya.lsb.com v
s0o3 Ter [Vl [avaya.lsb.com )
[0 =sess LOP ] aveys.lab.com ~
| 5086 TeP vl avaya.ab.com ~)
Select : All, None
Cornmit}|Cancal
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The following screen shows the addition of the Communication Manager SIP Entity.

A separate SIP entity for Communication Manager is required in order to route traffic from
Communication Manager to the Service Provider.

The name HG CM Trunk 2, the IP address of the server running Communication Manager
created in Section 5.3, the Location HG Communication Manager created in Section 6.3 and
the corresponding Time Zone were used. Note that the “Entity Links” and “SIP Response to an
OPTIONS Request” sections were removed for brevity.

« Womm / / g / SIP [+

SIP Entity Detadls Cancel

General

‘ “ Name: HG CM Trunk 2
* PQON or 1P Address: 172 165 201
i Type:

Notes: CM SIP Trunk 2

Regular Exprossions Adaptation: v

Defaults L i HG C: nigation M

i<l

Time Zome: Amence/New York v

* S1IP Timer B/F (in ssconds): 4
Credential name;

Call Datail Recording: rove v

Loop Detection

Loop Detaction Mode: 'O vl

SIP Link Manitoring
SIP Link Monitoring: Usze Seszion Manager Cocfiguration V|

Suppocts Call Admisséon Contral:
Shared Randwidth Manager:
Primary Sesslon Manager 'MM”

Association: Ad
Backup Session Manager 'and:‘w:h _-'J
Cancal
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The following screen shows the addition of the SIP entity for the Avaya SBCE.

The name HG ASBCE, the inside IP address of the Avaya SBCE, the location HG ASBCE
created in Section 6.3 and the corresponding Time Zone were used. Note that the “Entity Links”
and “SIP Response to an OPTIONS Request” sections were removed for brevity.

Help ?

SIP Entity Details Cancel
Geoneral
SIP Entitles * Name: HG ASBCE
Entity Links * FQON or IP Address; 172.16.571
{in. llnou Type: v
Roaiting Policies MNotes: HG ASBCE
Dial Patterns
T Rogibhr Bipve: Adaptation: v
’ Location: HG ASECE v
Time Zone: America/New York v

* SIP Timer B/F (in seconds): 4
Credential name:

Call Detall Recording: rone W)

CommProfile Type Preference: |
Loop Detaction
Loop Detection Mode: O vl
SIP Link Manitoring

S1IP Link Monitoring: Use Session Manager Corfiguration ¥

Suppocts Call Admisséon Control: |

Shared Randwidth Manager:
Primary Session Manager Bandwidth ~ |

Association! e |
o e aeworiation: =
Commit||Cancel
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6.5. Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two entity links were created; one to Communication Manager and one to the Avaya SBCE, to
be used only for Service Provider traffic. To add an entity link, navigate to Routing > Entity
Links in the left-hand navigation pane and click on the New button in the right pane (not
shown). Fill in the following fields in the new row that is displayed:

e Name: Enter a descriptive name.
e SIP Entity 1: Select the Session Manager.
e Protocol: Select the transport protocol used for this link. For Communication

Manager this was matched to the Transport Method defined on the
Communication Manager signaling group in Section 5.6. For the
Avaya SBCE, this was matched to the Transport defined on the
Server Configuration for Session Manager (Call Server) in Section
7.2.4.

e Port: Port number on which Session Manager will receive SIP requests from
the far-end. For Communication Manager, this was matched to the
Far-end Listen Port defined on the Communication Manager
signaling group in Section 5.6. For the Avaya SBCE, this was matched
to the Port defined on the Server Configuration for Session Manager
(Call Server) in Section 7.2.4.

e SIP Entity 2: Select the name of the other system. For Communication Manager or
the Avaya SBCE select the respective SIP Entity defined in Section
6.4.

e Port: Port number on which the other system will receive SIP requests from

Session Manager. For Communication Manager, this was matched to
the Near-end Listen Port defined on the Communication Manager
signaling group in Section 5.6. For the Avaya SBCE, this was matched
to the TCP Port defined for the private Signaling Interface on the
Avaya SBCE in Section 7.4.3.

e Connection Policy: Select Trusted.

e Click Commit to save.

The following screens illustrate the entity links to Communication Manager and to the Avaya
SBCE. It should be noted that in a customer environment the entity link to Communication
Manager would normally use TLS. For the compliance test, TCP was used to aid in
troubleshooting since the signaling traffic is not encrypted.
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The following screen shows the entity link to Communication Manager:

‘Adaptations

SIP Entities

Entity Links

Tame Ranges

Rowting Policles

YRE—
 Rogular Rxpressions

Defaults

« Home / Elements / Rowting / Fntity Links

Salect : All None

Commit||Cancel

o
Help ?
Entity Links
1 Mtem 2 Fiter: Enabin
r
DNS Comamctian
t; L L = L

Naemn STH Entity 1 rotocal  Part 1P Entity 2 Ovesride "o Policy 1

[ | * HG Sassion Mamager | * S0 Sassion Manager (v) TOP v]| 5070 * 1G CH Trune 2 i~ o . 5070 trusted _v_]]

< >

The following screen shows the entity link to the Avaya SBCE:

« MWome [/ flements / Rowting / fintaty Lisks [+]
Entity Links 2
SIP Eotities
1 jtam O Fillar; Enable
Entity Uinks Y
m‘!nyg . o IV Entity 1 Protoenl  Port P Entity 2 m‘:"‘:‘. Part c°::.'.:_"”"' B
Routing Policles [ |* HG Session Managar.  * MG Session Manager ) TCP w| * 5060 * G ASBCE vl O =60 trustes v |
Dial Potterns < >
Selact : Al None
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The following screen shows the list of the newly added entity links. Note that only the
highlighted entity links were created for the compliance test, and are the ones relevant to these
Application Notes.

« Momm / Flements / Rosting / Fintaty Liskn o
Seip ¥
Entity Links
[ ] I ] |More Actions |
SIP Eatities
Entity Links 23] ,““ S ’ ﬂlf'E||1bh
Oan
= T"""{MIBA — ) S1P Entity 1 Motocol Port  SIP Entity 2 o::‘:u- nort c""‘p:"':‘:“" u-.»: Notes
Routlig Palicies temerl
Ldictsvde - . S O Sexvon - s - -] 3
Diat Putterns ! Manpaar fac. Soa0_Tce Haneger e et ecs Q: e ek D e
Regular Expressions 0 :(‘. Session Manager ,_‘:"""' :":as.‘_".”' Tce 063 Asme Packet 1lpl [0 sced  tustes ]
acket 1ol 8060 ¢ e
e | 3&:‘1@;{» SR D e ’:‘j"" upe S085  CS1K7.6 0 085  trustes (]
8| M"—"‘-"—;‘.—l’?ﬂ—& eiroarey TcE 060 MG ASBCE O 5060  tustes o |
| Zr‘;’.;‘;’ii'f" N“';g' HG CM ;‘i‘"".::‘,'“' ns 5063 4G CM Trumk & o 5061  trustes (=]
O ;’G ’nsf"":‘m.:’{“?‘?‘r Ha.LH :‘:’,‘:’:‘_” Yo 407 MG CM Trunk 2 O %7  tustes ] |
runk 2 5070 1€
Salect : All, Nooa M 4 Fage 1 of2 b
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6.6. Routing Policies

Routing Policies describe the conditions under which calls are routed to the SIP entities specified
in Section 6.4. Two routing policies must be added: one for Communication Manager and one
for the Avaya SBCE. To add a routing policy, navigate to Routing = Routing Policies in the
left-hand navigation pane and click on the New button in the right pane (not shown). The
following screen is displayed. Fill in the following:

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name.
e Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select.
The selected SIP entity displays on the Routing Policy Details page as shown below. Use
default values for remaining fields.

e Click Commit to save.

The following screen shows the routing policy for Communication Manager. Note that some of
the default information in the screenshots that follow may have been cut out (not included) for
brevity.

« Mome / /R a/l a [+
Routing Policy Details
Genaeral
| * Name: To HG CM Trunk 2
Disabiled: |
* Retries: 0
Notes: [nbound calls to HG CM Trunk 2
SIP Enlity as Destination
Select
Mame FQOUN ot 1P Adudress Type Notes
{ MG CM Trurk 2 172.46.5,20¢ o™ CM GIP Trure 3
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The following screen shows the routing policy for the Avaya SBCE. Note that some of the
default information in the screenshots that follow may have been cut out (not included) for
brevity.

« Momm / & / g/ g Polickes (<]

Routing Policy Detalls Cancel

General

* Name: To HG ASBCE ]

SO L.
‘l'bn-lu-o-A

Disabled:

* Retries: 0

Routing Policies

{Nclu: Outbound cals via ASBCE

Name FQDN or TF Addreass Type hatea

F*Q ASBCE 172.16.5.71 Othe HO ASSCE

Cancal

6.7. Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were needed to route calls from Communication Manager to CenturyLink and vice
versa. Dial patterns define which route policy will be selected for a particular call based on the
dialed digits, destination domain and originating location. To add a dial pattern, navigate to
Routing = Dial Patterns in the left-hand navigation pane and click on the New button in the
right pane (not shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values. Use default values for all remaining fields:

e Pattern: Enter a dial string that will be matched against the Request-URI of the
call.

e Min: Enter a minimum length used in the match criteria.

e Max: Enter a maximum length used in the match criteria.

e SIP Domain: Enter the destination domain used in the match criteria.

e Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

e Click Commit to save.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 41 of 108
SPOC 10/5/2015 ©2015 Avaya Inc. All Rights Reserved. CLCM63SM63SBC63



Examples of dial patterns used for the compliance testing are shown below.

The first example shows dial pattern 1, with destination SIP Domain of —ALL-, Originating
Location Name HG Communication Manager and Routing Policy name To HG ASBCE. This
dial pattern was used for outbound calls to the PSTN.

Note: The SIP Domain was set to —ALL- since dial pattern 1 is shared among multiple SIP
Domains in the Avaya lab, SIP Domain avaya.lab.com could have been used instead.

« Wome / /R / Diad Pat o
Dial Pattern Detadls
Ganaral
* Pattern: 1
- *Minr 1
R Max: 11
Déal Patterns Emergency Call:
Mr Im.—bm Emergency Priority:
Defsults Emergency Type:
SIP Domain: -AlL- vl
Notes:
Originating Locations and Routing Palicies
(=
S ftems Fiieer: Erable
Origimating Location Nama . ?::“"‘“ Location ::"::"" Fobey Rank R::::’ :2:22:-::"(' ::"‘:':‘ Ry
Disablod
CSik Node CSIKT.8 To WG ASECT MG ASSCE ﬁ;"__."s'“ cufis Vi
0 [ MG Commuanication Manager Te MG ASECT WG ASSCE ff_:)‘z"e'““ calls via
Seject : All, None
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The following dial pattern used for the compliance testing was for inbound calls to the enterprise.
It uses dial pattern 123 matching the first three digits sent by CenturyLink on inbound calls to the
enterprise. The pattern also matches the first three digits of DID numbers assigned to
Communication Manager in Section 5.9 Inbound Routing. This dial pattern was configured
with the destination SIP Domain of avaya.lab.com, Originating Location Name HG ASBCE, and
Routing Policy name To HG CM Trunk 2.

o Nome [ Viesonts J ating /D6 Panterns [+ ]
'
Dial Pattern Details
ymeal
* Pattarn: 1
* Min: 3
Max: 10

Emuergency Call: |
Emergency Priority:

Emerguncy Type:

I
| SIP Domain: svaya. lab com ~|

Notes:

Originating Locations and Routing Policie
Aad | Ramove

1jtam O Rilter= Eracis

Ongmtog Locstion Routing Polcy Nk Routing Pulicy Rowting Polcy
Notes

T Owigieartin e ot bons Waine .
v Srhoce s 2 Name Diswbded  Dwatwation

auting Plicy Motes

THOGUNS CARS T 15 LA
i ASBCY MG Aviye SECE T2 MG CM Trark 2 o MG OM Trusk 2 Trosk 3
Tunk 2

folect ; Ll Nure

Note: The same procedure should be followed to add other required dial patterns.
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6.8. Add/View Avaya Aura® Session Manager

The creation of a Session Manager element provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add Session Manager, navigate to Elements - Session Manager - Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). If Session Manager already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name: Select the SIP Entity created for Session
Manager.
e Description: Add a brief description (optional).

e Management Access Point Host Name/IP: Enter the IP address of the Session Manager
management interface.

In the Security Module section, enter the following values:

e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of the Session Manager
signaling interface.

e Network Mask: Enter the network mask corresponding to the IP address of
the Session Manager signaling interface.

e Default Gateway: Enter the IP address of the default gateway for Session
Manager.

Use default values for the remaining fields.
e Click Save (not shown).
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The screen below shows the Session Manager values used for the compliance test.

* Sassion Mannger « Mome / ! 8 ger / Manager
Dashboord el 7
Supsion Manager View Session Manager
Administration
Genural | Securtty Medule | NIC Sanding | Merstunng | COR | Pursanel Profile Manager (PPM) - Cennec “ g ot Serve
Communication Expand All | Calapse Al
Profile Editor
General «
' Network
SIP Entity Name MG Sws i
Configuration
. 7 = Descrippon  Lab-HG =M
¢ Devics snd Locutian
Management Access Peint Hast Name/IP 172.16.5.31
Configuration
* Applicatron Direct Routing to Encpoints. Lnabie
Configuration VMwars Vietus! Mackine [
» Systan Status
Security Module «
+ Sywiam Tools
S1P Entity 1P Address 1/2 165 10
* Pacformance
Network Mask 2552 o
Defaudt Gateway 177 1565354 ‘I
Call Control PHE 45
QOS Priority &
Speed & Duplex Auto
WAN 1D
*512 firemall Configuraton v
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the required configuration of the Avaya SBCE to connect to
CenturyLink’s SIP Trunking service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used; the configuration
shown here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning
step will have a screenshot associated with it. Some of the default information in the screenshots
that follow may have been cut out (not included) for brevity.

7.1. Log in Avaya SBCE

Use a web browser to access the Avaya SBCE web interface, enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the management IP address of the Avaya
SBCE.

Enter the appropriate credentials and then click Log In.

o v o Q Log In
Username: username

Password: [
SeSSion Border Controuer This system is restricted solely to authorized users for legitimate
= business purposes only. The actual or attempted unauthorized
for Enterprlse access, use or meodifications of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures
and or criminal and civil penalties under state, federal or other
applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasons. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

© 2011 - 2013 Avaya Inc. All rights reserved.
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The Dashboard main page will appear as shown below.

Alarms Inadents Status Dragnostics Users
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Admunistration 2
Appitation DEBUS b 1ag mossages see cuirertly pnased om one o mane subrsystemy. Lvmasg thie og lsaye sriatied {or sxiensec penoos of Aime
Backup'Restore P 2L Sain periormases degfldaticn
SRS oo
Global Parsmetors Systam Time 112240 PM GMT-0800  Aetesl  EMS
Global Profles
Vi 832-08-5478
PPM Senvicas iy 03 Avaya SBCE
Domain Polices Butld Cate Thu Agr 2065139 EDT 2015
TLS Managemen! License State oK
Device Speafic Settngs Aggregate Licensing Overages O
Peak Licansing Overage Count. 0
None found None found
A |
No notes found

To view the system information that has been configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name Avaya SBCE was already added.

Alarms  Incdents Status

Seltings Help

Diagnostics Users

Session Border Controller for Enterprise AVAYA

Dashboard
Admurustration
Backup/Restore
System Management |
Glebal Parameters
Global Profies
PPM Servcas
Damam Polices
TLS Management
Device Specific Settings

System Management

|| ssLven ] | Lisonsing |

[Dumﬂ“ Upes

Version

Mansgement
>

P

83208

Avays SBCE sa7s Commassioned  Moboct  Shundc on [WView | Egt
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To view the network configuration assigned to the Avaya SBCE, click View as shown on the
previous screen. The System Information window is displayed as shown below.

The System Information screen shows Network Configuration, DNS Configuration and
Management IP information provided during installation and corresponds to Figure 1. The Box
Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used for
all other fields.

System Information: Avays SBCE x
General Configuration ——————————————— r Devica Configurason ————————————— License Allocation ———————————————————
Appiiance Name  Avaya SBCE HA Mode No 1 Standard Sessons 2000
‘ 200K
Box Type s Two Bypass Mode No |
| Advarced Sessions 2000
2000

Degpioyment Mode  Proxy

Scopia Video Sessiom 500
son e

Encryption v

Network Configuration

P Pubic IP Netmask Csternny Inteciuce

128EMN 1721857 285256.255.0 172.16.5.254 Al
B1
81
At

t010.157.186 10.10.157 186 265255.255192 10.10.157.128 Bt

DNS Configuration - < r Management IP{s) — —

Primary DNS 172.18.5.102 P

Sacondary DNS

DS Location oMz

DINS Client @ 172.185.71

On the previous screen, note that the Al and B1 interfaces correspond to the inside and outside
interfaces of the Avaya SBCE, respectively. The Al and B1 interfaces and IP addresses shown
are the ones relevant to the configuration of the SIP trunk to CenturyLink.

The management IP was blurred out for security reasons. The IP addresses used for the remote
worker configuration was also blurred out since the remote worker configuration is beyond the
scope of these Application Notes and is not discussed in these Application Notes.

IMPORTANT! — During the Avaya SBCE installation, the Management interface, (labeled
“M1”), of the Avaya SBCE must be provisioned on a different subnet than either of the
Avaya SBCE private and public network interfaces (e.g., Al and B1). If this is not the case,
contact your Avaya representative to have this resolved.

7.2. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters
across all Avaya SBCE appliances.
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7.2.1. Server Interworking Avaya-SM

Interworking Profile features are configured to facilitate interoperability of implementations
between enterprise SIP-enabled solutions and different SIP trunk Service Providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since directly modifying a
default profile is generally not recommended, for the test configuration the default avaya-ru
profile was duplicated, or “cloned”, and then modified to meet specific requirements for the
enterprise SIP-enabled solution.

On the left navigation pane, select Global Profiles - Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone on top right of the screen.

Enter the new profile name in the Clone Name field, the name of Avaya-SM was chosen in this
example. Click Finish (not shown).

For the newly created Avaya-SM profile, click Edit (not shown) at the bottom of the General
tab:

e Check T.38 Support.
e Leave other fields with their default values.
e Click Finish in the Editing Profile window.
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The following screen capture shows the General tab of the newly created Avaya-SM Server
Interworking Profile.

Session Border Controller for Enterprise AVAYA

Dashboant Interworking Profiles: Avaya-SM

Agminstaton N Henama L [T

Sackup/Raston

RN qgm_

oL ]
Global Parsmsters = Goneral | Temars | URI Shan | Heater Mangutien e |

+ (5 Brofies] soc 1 .
Domain DsS OCS-Eape- Sovvat Mokt Suseon NONE
Firgerpmnt s
ai OROY-LSm 380 Harday Nove

Server interworking =

Ehone Imerworking W8} Hauing haund
Media Foarking Swatien R Hancdyg toee
Rouwing QCS-rontE o5 VS Hancirg Nose
Server Configuraten Avaya SN Reter Mosching w
Topology Hiding P Geseral
naing Manipdason WL oo, e
Signaing Menipd Ay CE1000
URI Groups Send Hold W
PPM Services a2 1o Huecheg o
Domain Policies ey ey Dworains Heades Spoza to
TLE Mansge Oubiyud S0P Haslirg ™
Device Spucifc Setings
Be-irntn Hancirg 1
I M Sppon You
R Schomm SiF
Vio Moador Formpd o
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The following screen capture shows the Advanced tab of the newly created Avaya-SM Server
Interworking Profile.

Session Border Controller for Enterprise AVAYA
Oashbeard Interworking Profiles. Avaya-SM
Admristraton Reoame  Oone || Deiee
BackupReswre - ———— —
s‘i,'em v.\-aageml LIen T i $dd a Sotongnin
=210
Global Paramatars =i (Gentrsl  Tmers || URI Manisulation | | Header Manipulation | 4cvenied |
+| Giobal Profies | byl Rocors Roules Hom Skey ~
Domain DaoS DCS-Edge-Server Topokegy Mang Change ColbiD No
:f‘qu.'m'* sacn-com Cad-fo NAT No
Server |nlomnrkmgl
Phone Inw"m_m ars Change Max Forwatts Y
Media Forking Spem-thak mckide End Point 1Pty Content Lookup Yea
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7.2.2. Server Interworking SP-General
A second Server Interworking Profile named SP-General was created for the Service Provider.

On the left navigation pane, select Global Profiles > Server Interworking. From the
Interworking Profiles list, select Add.

Enter the new profile name (not shown), the name of SP-General was chosen in this example.
Click Next:

On the General tab:
e Check T.38 Support.
e Leave other fields with their default values.
e Click Next until the Advanced tab is reached, then click Finish on the Advanced tab.

The following screen capture shows the General tab of the newly created SP-General Server
Interworking Profile.
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The following screen capture shows the Advanced tab of the newly created SP-General Server
Interworking Profile.
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7.2.3. Signaling Manipulation

The Signaling Manipulation feature of the Avaya SBCE allows an administrator to perform
granular header manipulations on the headers of the SIP messages, which sometimes is not
possible by direct configuration on the web interface. This ability to configure header
manipulation in such a highly flexible manner is achieved by the use of a proprietary scripting
language called SigMa.

The script can be created externally as a regular text file and imported in the Signaling
Manipulation screen, or they can be written directly in the page using the embedded Sigma
Editor. In the reference configuration, the Editor was used. A detailed description of the structure
of the SigMa scripting language and details on its use is beyond the scope of these Application
Notes. Consult [4] in the References section for more information on this topic.

Sigma scripts were created during the compliance test to correct the following interoperability
issues (refer to Section 2.2):

e T.38 fax support: CenturyLink’s Broadsoft soft switch only supports T.38 fax version 0,
Communication Manager supports T.38 fax versions 0 and 1. Although Communication
Manager supports fax versions 0 and 1, negotiation to version 0 was unsuccessful. The
T.38 fax version mismatch was causing T.38 fax to fail in both directions (CM < >
PSTN). A SigMa script was created to change the value in the “T38FaxVersion” field
from 1 to 0 in re-INVITESs sent by Communication Manager before passing the re-
INVITES to CenturyLink. The script was latter applied to the Session Manager side of
the server configuration profile (refer to Section 7.2.4). The name given to the script was
Chg fax version 1 to version 0, as shown below.

e Remove unwanted headers: A Sigma script was created to remove headers that should
not be exposed outside of the enterprise and to remove headers that have no value to the
service provider, such as “Remote-Address”. The script was latter applied to the Service
Provider side of the server configuration profile (refer to Section 7.2.4). The script was
included under the CenturyLink_Sigma script shown below.

e Music on hold: When calls from/to the PSTN were placed on-hold by Communication
Manager users, the PSTN users did not hear Music while on-hold. A SigMa script was
created to remove the “sendonly” message Communication Manager includes in the
SDP of re-INVITEs when calls from/to the PSTN are placed on-hold, this allowed the
PSTN users to hear Music while on-hold. The script was latter applied to the Service
Provider side of the server configuration profile (refer to Section 7.2.4). The script was
included under the CenturyLink_Sigma script shown below.

Note: Additional Avaya SBCE header manipulation will be performed by implementing
Signaling Rules, in Section 7.3.3 later in this document.

To create a SigMa script to change the T38FaxVersion value from 1 to 0 in the re-INVITESs sent
by Communication Manager, on the left navigation pane, select Global Profiles - Signaling
Manipulation. From the Signaling Manipulation Scripts list, select Add.
e For Title enter a name, the name Chg fax version 1 to version 0 was chosen in this
example.
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e Copy the complete script from Appendix A.

e Click Save.
The following screen capture shows the Chg fax version 1 to version 0 SigMa script after it was
added.
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To create a SigMa script to remove the Remote-Address and the a=sendonly value from the
SDP, on the left navigation pane, select Global Profiles - Signaling Manipulation. From the
Signaling Manipulation Scripts list, select Add.

e For Title enter a name, the name CenturyLink_Sigma was chosen in this example.

e Copy the complete script from Appendix A.

e Click Save.

The following screen capture shows the CenturyLink_Sigma script after it was added.
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7.2.4. Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (Session
Manager) and the Trunk Server which is the SIP Proxy at the Service Provider’s network.

To add a server configuration profile for the Call Server, from the Global Profiles menu on the
left-hand navigation pane, select Server Configuration. Click Add in the Server Profiles
section and enter the profile name: Session Manager.

Add Server Configuration Profile

Profia Name Seasion Manags

In the Add Server Configuration Profile window:
e Server Type: select Call Server.

e IP Address/FQDN: 172.16.5.32 (IP Address of the Session Manager SIP entity).
e Port: 5060 (This port must match the port number defined in Section 6.5).
e Transports: Select TCP.
e Click Next.

I:"wlv-,u Type Call Server v I

Add
IP Address / FQDN Port Transport
[ 172.16.5.32 | |s0s0] x| |TCP v] Detel
L Back _ Next
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e Click Next in the Add Server Configuration Profile - Authentication window (not
shown).
e Click Next in the Add Server Configuration Profile - Heartbeat window (not shown).

In the Add Server Configuration Profile - Advanced window:
e Check Enable Grooming.

e Select Avaya-SM from the Interworking Profile drop down menu, created in Section
7.2.1.

e Select Chg fax version 1 to version 0 from the Signaling Manipulation Script drop
down menu, created in Section 7.2.3.

e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Proteciion
Enable Grooming 4
Interworking Profile Avaya-SM Vi
Signaling Manipulation Script zChg fax version 1 to version 0 V
Connection Type SUBID v

| Back | Finish |

The following screen capture shows the General tab of the newly created Session Manager
Server Profile.

Alarms  Incidents  Stahus Logs Dingnostics  Users Sethings Help
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The following screen capture shows the Advanced tab of the newly created Session Manager
Server Profile.

Alarms  Incidents  Stafus Logs Disgnostics  Users hings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: Session Manager
Administration 1

[Rename | [Cone | [Daets |
Backup/Restore . i

System Management
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“ [Global Profiles)
Damain DoS Com Manages

f

Enatie CoS Protwecton

Enatie Geoomng ¥4

Fingerprint ce1000 nterworking Frofie Avaya-SM

Server Interaorkng >
Lrce

Phone Interworking IS’T"‘"-‘ Manpulason Script Chg fax versicn 1 % verson 0

Media Forking
Rowting
Server Configquration | N_g?i
Topolegy Hiding
Signaling Manpuiation
URI Groups

PPM Services

Domain Polcies

TLS Management

Device Specific Settings

Cennaction Type SUBID

To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles section and enter the profile name: Service Provider.

Add Server Configuration Profile

Profile Name [5ervice Provide "“
| Next |
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In the Add Server Configuration Profile window
e Server Type: select Trunk Server.
e IP Address/FQDN: 192.168.64.81 (CenturyLink’s SIP Proxy IP address).

e Port: 5100 (this port number was provided by CenturyLink. The port number may vary;
this information should be provided by CenturyLink).

e Transports: Select UDP.

e Click Next.
[Server Type I.’rur\l.(. Server v ]I
Add
IP Address / FQDN Port Transport
i|192168,64 81 | [s100 \ u] Delete
Back | | Next

On the Authentication tab:
e Check the Enable Authentication box.
e Enter the User Name credential provided by CenturyLink for SIP trunk registration.
e Leave the Realm blank.
e Enter Password credential provided by CenturyLink for SIP trunk registration.
e Click Next.

Add Server Configuration Profile - Authentication X

Enable Authentication v
User Name User123
Realm
(Ledne Diank 10 getact om server challange)
Password escssens
Confirm Password (s0ssscce
Back | | Next
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On the Heartbeat tab:
Check the Enable Heartbeat box.

HG; Reviewed:

Under Method, select REGISTER from the drop down menu.

Frequency: Enter the amount of time (in seconds) between REGISTER messages that
will be sent from the enterprise to the Service Provider Proxy Server to refresh the
registration binding of the SIP trunk. This value should be chosen in consultation with the
service provider; 60 seconds was the value used during the compliance test.

The From URI and To URI entries for the REGISTER messages are built using the

following:

- From URI: Use the trunk pilot number provided by the CenturyLink for SIP trunk
registration (1234565746) and CenturyLink’s domain name (voip.centurylink.com),
as shown on the screen below.

- To URI: Use the trunk pilot number provided by CenturyLink for SIP trunk
registration (1234565746) and CenturyLink’s domain name (voip.centurylink.com),
as shown on the screen below.

Click Next.

Add Server Configuration Profile - Heartbeat

Enable Heartbeat
Method
Frequency

From URI

To URI

|REGISTER Vv
iSG seconds

r A s
lif@voip.centurylink.com |

1234565746@voip.cen

Back Next
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In the Add Server Configuration Profile - Advanced window:
e Select SP-General from the Interworking Profile, created in Section 7.2.2.

e Select CenturyLink_Sigma from the Signaling Manipulation Script, created in Section
7.2.3.

e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection ]
Enable Grooming W
Interworking Profile | SP-General v
Signaling Manipulation Script CenturyLink_Sigma v
Connection Type @

| Back | [ Finish |

The following screen capture shows the General tab of the newly created Service Provider
Server Configuration Profile.
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The following screen capture shows the Authentication tab of the newly created Service
Provider Server Configuration Profile.
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The following screen capture shows the Heartbeat tab of the newly created Service Provider
Server Configuration Profile.
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The following screen capture shows the Advanced tab of the newly created Service Provider
Server Configuration Profile.
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7.2.5. Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other
types of domain policies, to determine the route that SIP packets should follow to arrive at their

intended destination.

Two Routing profiles were created; one for inbound calls, with Session Manager as the
destination, and the second one for outbound calls, which are sent to the service provider.

To create the inbound route, from the Global Profiles menu on the left-hand side:

e Select Routing.

e Click Add in the Routing Profiles section.
e Enter Profile Name: Route_to_SM.

e Click Next.

Profile Mame

Routs o SM| = |

et

On the Routing Profile screen complete the following:
e Click on the Add button to add a Next-Hop Address.

e Priority / Weight: 1

e Server Configuration: Select Session Manager.

e Click Finish.

Routing Profile X

UR! Group

Load Balancing

Transport

Next Hop In-Dialog

Priority /
Weight

Server Configuration

v| Time of Day
Prodty V] NAPTR
None Vv Next Hop Priority

Next Hop Address

[default V|

Ignore Route Header

l 1 ' |Session Manage V| [172.16.5.32:5060 (TCP)

VI None V| Delett

| Back | i”Fimsh ]
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The following screen capture shows the newly created Route_to_SM Routing Profile.
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Similarly, for the outbound route:
e Select Routing.
e Click Add in the Routing Profiles section.
e Enter Profile Name: Route_to_SP.
e Click Next.

|Praﬁ|e Mame Rowte to 3P| = |
| Next |
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On the Routing Profile screen complete the following:
e Click on the Add button to add a Next-Hop Address.
e Priority / Weight: 1
e Server Configuration: Select Service Provider.
e Click Finish.

Routing Profile X

URI Group [ Vv Time of Day default V|
Load Balancing [Priority v| NAPTR

Transport None Vv Next Hop Prionty ¥4

Next Hop In-Dialog ] lgnore Route Header il

Priority /

Weight Server Configuration Next Hop Address Transport

|[[___] [Sewics Provider v] [1921686481:5100(UDP) __vl| [None ¥ Delete

| Back | | Finisn

L

The following screen capture shows the newly created Route_to_SP Routing Profile.
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7.2.6. Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP
packets, preventing private enterprise network information from being propagated to the un-
trusted public network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP
headers like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains
expected by Session Manager and the SIP trunk Service Provider, allowing the call to be
accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on
the SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

To add the Topology Hiding profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

e Select the default profile in the Topology Hiding Profiles list, then click Clone on top
right of the screen.

e Enter the Profile Name: Session_Manager.

e Click Finish.

e Click Edit on the newly added Session_Manager Topology Hiding profile.

e For Request-Line under Header, choose Overwrite from the pull-down menu under
Replace Action; enter the domain name for the Enterprise (avaya.lab.com) under
Overwrite Value.

e For From under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the enterprise (avaya.lab.com) under Overwrite
Value.

e For To under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the Enterprise (avaya.lab.com) under Overwrite

Value.
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The following screen capture shows the newly created Session_Manager Topology Hiding

Profile.
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To add the Topology Hiding profile in the service provider direction, select Topology Hiding
from the Global Profiles menu on the left-hand side:

Select the default profile in the Topology Hiding Profiles list, then click Clone on top
right of the screen.

Enter the Profile Name: Service_Provider.

Click Finish.

Click Edit on the newly added Service_Provider Topology Hiding profile.

For Refer-To under Header, choose Overwrite from the pull-down menu under Replace
Action; enter the domain name for the service provider (voip.centurylink.com) under
Overwrite Value.

For From under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the service provider (voip.centurylink.com) under
Overwrite Value.

For Request-Line under Header, choose Overwrite from the pull-down menu under
Replace Action; enter the domain name for the service provider (voip.centurylink.com)
under Overwrite Value.

For To under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the service provider (voip.centurylink.com) under
Overwrite Value.
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The following screen capture shows the newly created Service_Provider Topology Hiding
Profile.
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7.3. Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from
or terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

Note: The default-trunk Application Rule could have been used instead of creating a new one,
but a new Application Rule was created to allow changes in the future.

7.3.1. Application Rules

Application Rules define which types of SIP-based Unified Communications (UC) applications
the UC-Sec security device will protect: voice, video, and/or Instant Messaging (IM). In
addition, Application Rules define the maximum number of concurrent voice and video sessions
the network will process in order to prevent resource exhaustion. From the menu on the left-hand
side, select Domain Policies - Application Rules.

e Click on the Add button to add a new rule.

e Rule Name: enter the name of the profile, e.g., 2000 Sessions.

e Click Next.

Application Rule

Rule Name 2000 Sessions = ||

Next
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e Under Audio check In and Out and set the Maximum Concurrent Sessions and
Maximum Sessions Per Endpoint to recommended values, the value of 2000 was used
in the sample configuration.

e Click Finish.

Application Rule X

Maximum Concurrent  Maximum Sessions
Sessions Per Endpoint

Application Type Out

IM O 0O
® None
CDR Support ) CORwI RTP
) COR wio RTP
RTCP Keep-Alive N
1; ‘Back | Finish ]

The following screen capture shows the newly created 2000 Sessions Application Rule.
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7.3.2. Media Rules
For the compliance test, the default-low-med Media Rule was used.
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7.3.3. Signaling Rules

Signaling Rules define the actions to be taken (Allow, Block, Block with Response, etc.) for
each type of SIP-specific signaling request and response message. They also allow the control of

the Quality of Service of the signaling packets.

Headers such as Alert-Info, P-Location, P-Charging-Vector and others are sent in SIP messages
from Session Manager to the Avaya SBCE for egress to the service provider’s network. These
headers should not be exposed external to the enterprise. For simplicity, these headers were
simply removed (blocked) from both requests and responses for both inbound and outbound

calls.

A Signaling Rule was created, to later be applied in the direction of the enterprise to block
unwanted headers coming from Session Manager from being propagated to CenturyLink’s
network. To add this header, in the Domain Policies menu, select Signaling Rules:

Click on default in the Signaling Rules list.
Click on Clone on top right of the screen.
Enter a name: SessMgr_CM_SigRule.
Click Finish.

Clone Rube
Rule Mame default
Clone Name Easshgr CM_E x |

Finish

Select the Request Headers tab of the newly created SessMgr_CM_SigRule Signaling Rule.

To add the AV-Global-Session-1D header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: AV-Global-Session-ID.
e Method Name: ALL.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.
e Click Finish.

To add the Alert-Info header:
e Select Add in Header Control.
e Header Name: Alert-Info.
e Method Name: ALL.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.
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e Click Finish.

To add the Endpoint-View header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: Endpoint-View.
e Method Name: ALL.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.
e Click Finish.

To add the History-Info header:
e Select Add in Header Control.

e Header Name: History-Info.

e Method Name: ALL.

e Header Criteria: Forbidden.

e Presence Action: Remove Header.
e Click Finish.

To add the P-AV-Message-1D header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: P-AV-Message-ID.
e Method Name: ALL.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.
e Click Finish.

To add the P-Charging-Vector header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: P-Charging-Vector.
e Method Name: ALL.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.
e Click Finish.

To add the P-Location header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: P-Location.
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e Method Name: ALL.

e Header Criteria: Forbidden.

e Presence Action: Remove Header.
e Click Finish.

The following screen capture shows the Request Headers tab of the SessMgr_CM _SigRule
Signaling Rule.
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Next, select the Response Headers tab of the newly created SessMgr_CM_SigRule Signaling
Rule.

To add the AV-Global-Session-1D header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: AV-Global-Session-ID.
e Response Code: 1XX.
e Method Name: ALL.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.
e Click Finish.

To add the AV-Global-Session-1D header:
e Select Add in Header Control.

e Check the Proprietary Request Header box.
e Header Name: AV-Global-Session-ID.
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Response Code: 200.

Method Name: ALL.

Header Criteria: Forbidden.
Presence Action: Remove Header.
Click Finish.

To add the AV-Global-Session-1D header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: AV-Global-Session-1D.
Response Code: 4XX.

Method Name: ALL.

Header Criteria: Forbidden.

Presence Action: Remove Header.

Click Finish.

To add the AV-Global-Session-1D header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: AV-Global-Session-1D.
Response Code: 5XX.

Method Name: ALL.

Header Criteria: Forbidden.

Presence Action: Remove Header.

Click Finish.

To add the Alert-Info header:

Select Add in Header Control.
Header Name: Alert-Info.
Response Code: 200.

Method Name: ALL.

Header Criteria: Forbidden.
Presence Action: Remove Header.
Click Finish.

To add the Endpoint-View header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: Endpoint-View.

Response Code: 1XX.
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Method Name: ALL.

Header Criteria: Forbidden.
Presence Action: Remove Header.
Click Finish.

To add the Endpoint-View header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: Endpoint-View.

Response Code: 200.

Method Name: ALL.

Header Criteria: Forbidden.

Presence Action: Remove Header.

Click Finish.

To add the P-AV-Message-ID header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: P-AV-Message-ID.
Response Code: 1XX.

Method Name: ALL.

Header Criteria: Forbidden.

Presence Action: Remove Header.

Click Finish.

To add the P-AV-Message-1D header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: P-AV-Message-ID.
Response Code: 200.

Method Name: ALL.

Header Criteria: Forbidden.

Presence Action: Remove Header.

Click Finish.

To add the P-Charging-Vector header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: P-Charging-Vector.
Response Code: 200.
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Method Name: ALL.

Header Criteria: Forbidden.
Presence Action: Remove Header.
Click Finish.

To add the P-Conference header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: P-Conference.

Response Code: 200.

Method Name: ALL.

Header Criteria: Forbidden.

Presence Action: Remove Header.

Click Finish.

To add the P-Location header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: P-Location.

Response Code: 1XX.

Method Name: ALL.

Header Criteria: Forbidden.

Presence Action: Remove Header.

Click Finish.

To add the P-Location header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: P-Location.

Response Code: 200.

Method Name: ALL.

Header Criteria: Forbidden.

Presence Action: Remove Header.

Click Finish.

To add the P-Location header:

Select Add in Header Control.

Check the Proprietary Request Header box.
Header Name: P-Location.

Response Code: 4XX.
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Method Name: ALL.

Header Criteria: Forbidden.
Presence Action: Remove Header.
Click Finish.

To add the P-Location header:

Select Add in Header Control.

Check the Proprietary Request Header box.

Header Name: P-Location.
Response Code: 5XX.

Method Name: ALL.

Header Criteria: Forbidden.
Presence Action: Remove Header.
Click Finish.

The following screen capture shows the Response Headers tab of the SessMgr_CM_SigRule
signaling rule.
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7.3.4. End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security,
etc.) to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select
End Point Policy Groups. Select Add Group:
e Under Group Name enter Enterprise.

e Click Next.
Puolicy Group
Group Mame Erterprise| x| |
]

e Application Rule: 2000 Sessions.

e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: SessMgr_CM_SigRule.

e Click Finish.
Policy Group X
Application Rule 2000 Sessions v
Border Rule default v
Media Rule default-low-med hd
Security Rule default-low WV
Signaling Rule SessMgr CM_SigRule V
[ Back | [ Finish |
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The following screen capture shows the newly created Enterprise End Point Policy Group.

Alprms Incidants Stahs gSs Diagnostics S215 Sethngs Help Log Cut

Session Border Controller for Enterprise AVAYA
Dashbeard Policy Groups: Enterprise =
Administration ‘:M‘nj— Eé,bi;i.;;.:i’y fm’. — [‘E;‘.:: ;.T|
BackupResiore o — - —
& an ot T M 0 2019 3 Ses s
System Manageme Setauhiow
Globol Farameters Chok fees to 307 0 row cesanptas
Giobet Profes efaubion-enc
Folcy Group
PPM Senices detaukr-meg S—
4 |Domasn Policies Salaur-mec-anc Summary
Applcation Rules etk high Agplcanion = Sgming
Barder Rules
Modia Rifes cwlsut-high-enc
Security Rutes OCS.defautttigh
Sgnaing Rules woaya-detlov-en:

Time of Day Rusiea RS e s

End Pomnt Palicy
Groups woaya-deligh-servms

Session Policles 'lEulmuml
TLS Management
Device Spaafic Seltings

Senvce Proader
Rem Werkers inside
foam Werkars SRTR

Rem Warkers RTF v

Similarly, to create an End Point Policy Group for the Service Provider SIP Trunk, select Add
Group:

e Under Group Name enter Service Provider.

e Click Next.

|Grnup Mame [Ben.'lr:e Provide a]
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e Application Rule: 2000 Sessions.
e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.

Policy Group X

Application Rule [2009 Sessions V]

Border Rule [default v|

Media Rule [defauit-low-med v

Secunty Rule @]

Signaling Rule Ido!aun VE
Back | | Finish |

The following screen capture shows the newly created Service Provider End Point Policy
Group.
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7.4. Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters,
which determine how a particular device will function when deployed in the network. Specific
server parameters, like network and interface settings, as well as call flows, etc. are defined here.

7.4.1. Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings on the left hand side, select Network
Management. Select the Network Configuration tab.

In the event that changes need to be made to the network configuration information, they can be
entered here.

Use Figure 1 as reference for IP address assignments.

Note: Only the highlighted entity items were created for the compliance test, and are the ones
relevant to these Application Notes. Blurred out items are part of the Remote Worker
configuration, which is not discussed in this Application Notes.
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On the Interface Configuration tab, click the Toggle control for interfaces Al and B1 to change
the status to Enabled. It should be noted that the default state for all interfaces is disabled, so it
is important to perform this step or the Avaya SBCE will not be able to communicate on any of
its interfaces.
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7.4.2. Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, the
default port range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface. Below is
the configuration of the inside, private Media Interface of the Avaya SBCE.

Select Add in the Media Interface area.

e Name: Private_med.

IP Address, Networks pull down menu select Network_Al (A1, VLAN 0).
IP Address, IP Addresses pull down menu select 172.16.5.71.

Port Range: 35000-40000.

e Click Finish.
Add Media Interface X

Name Private_med ]

Network A1 (A1, VLAN 0) v
IP Address ;

17216571 V|
Port Range 135000 |-[40000 |

Finish

Below is the configuration of the outside, public Media Interface of the Avaya SBCE.
e Select Add in the Media Interface area.
e Name: Public_med.
e IP Address, Networks pull down menu select Network B1 (B1, VLAN 0).
e IP Address, IP Addresses pull down menu select 10.10.157.186.
Port Range: 35000-40000.

e Click Finish.
Name [Public_med ]
Network_B1 (B1, VLAN O} V|
IP Address : : o <
10.10157.186 W
Port Range 35000 |-(40000 |
| Finish
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The following screen capture shows the newly created Media Interfaces.

Dashbeard
Adminsiradion
BackupRestore
System Management
Glcbal Parameters
Gicbal Profiles
PPM Senvices
Domain Polces
TLS Management
# | Devce Specfic Settings
" Neteors Maragement
Media Interface
Signaling inaerface
End Paint Flows
Session Flows
OMZ Services
TURNISTUN Service
ENMP
Sysiog Management
Advanced Oasons
Troubisshootng

Session Border Controller for Enterprise

Media Interface: Avaya SBCE

AVAYA

Avaya SBECE

Mpsaemen

SONING 20 @AY RGN 1TEOTACE w8 QU I AR apenaT Defory DG eTaCt Applcaton spesams Can be eies

Frioels_rres

10.10.157 138
’m-m Serwent SVIRL VAN D
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7.4.3. Signaling Interface

To create the Signaling Interface toward Session Manager, from the Device Specific menu on
the left hand side, select Signaling Interface.

Below is the configuration of the inside, private Signaling Interface of the Avaya SBCE.

Select Add in the Signaling Interface area.
Name: Private_sig.
IP Address, Networks pull down menu select Network Al (Al, VLAN 0).

IP Address, IP Addresses pull down menu select 172.16.5.71.
TCP Port: 5060.

e Click Finish.
Add Signaling Interface X
Narme [Private_sig
[Network_A1 (A1, VLANO) W
1P Address :
(17216571 V|
TCPPort 5060
Leave Dank %0 disable
UDP Pont
Leave Diank 10 disabls
TLS Port
save blank w0 disabp
TLS Profile None v
Enable Shared Control
Shared Control Pont
' Finish |
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Below is the configuration of the outside, public signaling Interface of the Avaya SBCE.
e Select Add in the Signaling Interface area.
e Name: Public_sig.
e IP Address, Networks pull down menu select Network_B1 (B1, VLAN 0).
e IP Address, IP Addresses pull down menu select 10.10.157.186.
e UDP Port: 5060.

e Click Finish.
Name Public_sig l
[Network_B1 (B1, VLANO) WV
IP Address .
110.10.157.186 v
TCP Port ]
Leawe Dlank 0 dsable
UDP Port
Leave blank fo dsable '5060 |
TLS Port { ]
Leave blank to asable
TLS Profile None v
Enable Shared Control
Shared Control Port
Fv;ush '
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The following screen capture shows the newly created Signaling Interfaces.

Session Border Controller for Enterprise

Dashboard Signaling Interface: Avaya SBCE
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BackupRestors . ——
Snatng muarace

System Maragement

Gicbal Parameters ocoemomea

Gicbal Profiles

PPM Services

Domain Polces

TLS Management i
Network Management = POTROTn
)J.;’.) Irdectace ‘ik-’a Narwrt_BE B4 VAN 3y

Signaling Interfacs

End Pamnt Flows
Session Flows
OMZ Services
TURN/'STUN Senvice
SNMP
Sysiog Marsoement
Advanced Optons
Troublesnootng

TR Fart

UDP Port  TLS Pod
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7.4.4. End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy group which contains several rules concerning processing, privileges, authentication,
routing, etc. Once routing is applied and the destination endpoint is determined, the policies for
this destination endpoint are applied. The context is maintained, so as to be applied to future
packets in the same flow. The following screen illustrates the flow through the Avaya SBCE to
secure a SIP Trunk call.

SIP Trunk Service Provider

Avaya SBCE

The End-Point Flows defines certain parameters that pertain to the signaling and media portions
of a call, whether it originates from within the enterprise or outside of the enterprise.
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To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows, and then the Server Flows tab. Click Add (not shown).
Flow Name: SIP_Trunk_Flow.
Server Configuration: Service Provider.

URI Group: *
Transport: *
Remote Subnet: *

Received Interface: Private_sig.
Signaling Interface: Public_sig.
Media Interface: Public_med.

e End Point Policy Group: Service Provider.
e Routing Profile: Route_to_SM (Note that this is the reverse route of the flow).
e Topology Hiding Profile: Service_Provider.

e File Transfer Profile: None.

e Signaling Manipulation Script: None.

e Remote Brach Office: Any.

e Click Finish.

Edit Flow: SIP_Trunk_Flow X

Flow Name

Server Configuration
URI Group

Transport

Remote Subnet
Recsived Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile

Topolegy Hiding Profile

ISIF’fTrunkﬁ Flow

x]

[Service Provider Vv

Vi

F |
[Public sig V]
[Public med_
]Serv e Provider V]
[Route to SM V|

[Service Provider V|

File Transfer Profile [None v
Signaling Manipulation Script ]None v
Remote Branch Office {Any v]

Finish
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To create the call flow toward the Session Manager, click Add.

e Flow Name: Session_Manager_Flow.
e Server Configuration: Session Manager.

e URIG

roup: *

e Transport: *
e Remote Subnet: *

e Received Interface: Public_sig.
e Signaling Interface: Private_sig.
e Media Interface: Private_med.

e End Point Policy Group: Enterprise.

e Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).

e Topology Hiding Profile: Session_Manager.

e File Transfer Profile: None.

e Signaling Manipulation Script: None.

e Remote Brach Office: Any.

e Click Finish.

Edit Flow: Session_Manager_Flow X
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Server Configuration
URI Group

Transport

Remote Subnet
Recelved Interface
Signaling Interface
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Routing Profile
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[Session Manager V]
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L

[
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[Enterprise
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[Session_Manager V|
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The following screen capture shows the newly created End Point Flows.
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8. CenturyLink SIP Trunking Service Configuration

To use CenturyLink’s SIP Trunking Service, a customer must request the service from
CenturyLink using the established sales processes. The process can be started by contacting
CenturyLink via the corporate web site at: http://www.centurylink.com/business/voice/sip-
trunk.html and requesting information.

During the signup process, CenturyLink and the customer will discuss details about the preferred
method to be used to connect the customer’s enterprise network to CenturyLink’s network.
CenturyLink will provide SIP Trunk registration credentials, Direct Inward Dialed (DID)
numbers to be assigned to the enterprise, etc. This information is used to complete the Avaya
Aura® Communication Manager, Avaya Aura® Session Manager and Avaya Session Border
Controller for Enterprise configuration discussed in the previous sections.
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9. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.

Verification Steps:

1.

w

Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active with two-way audio for more than 35 seconds.

Verify that the user on the PSTN can end an active call by hanging up.

Verify that an endpoint at the enterprise site can end an active call by hanging up.

9.1. Troubleshooting

9.1.1.

9.1.2.

Communication Manager

list trace station <extension number>

Traces calls to and from a specific station.

list trace tac <trunk access code number>

Traces calls over a specific trunk group.

status signaling-group <signaling group number>

Displays signaling group service state.

status trunk <trunk group number>

Displays trunk group service state.

status station <extension number>

Displays signaling and media information for an active call on a specific station.

Session Manager

traceSM -x — Session Manager command line tool for traffic analysis. Login to the
Session Manager management CLI interface to run this command.

Call Routing Test - The Call Routing Test verifies the routing for a particular source and
destination. To run the routing test, navigate to Home - Elements = Session Manager
—>System Tools = Call Routing Test. Enter the requested data to run the test.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 97 of 108
SPOC 10/5/2015 ©2015 Avaya Inc. All Rights Reserved. CLCM63SM63SBC63



9.1.3. Avaya SBCE

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can be used for diagnostic and troubleshooting.

Alarms: Provides information about the health of the Avaya SBCE.

Algrms Incidants Stahus Diagnostics
Session Border Controller for Enterprise AVAYA
Oashboard Dashboard
Adminstration Appristrin DEBUG (v 100 IMestiges ' SUmmendly srsted ot Sre ST mone sisyaienm. Lwang 116 1og ieped snmslen Sar peteniiaed Sandds oF i oy chuse
Backup'Resiore POVETE corrmanoe Segtadaion
ST N itormaton
Oloom Fwammse System Time 115104 PM GMT06.00 Refesh  EMS
Globe Profies
PPM Senvices N, 6.32-02-5478 Avayn SBCE
Doman Polices Butd Cane Thu Agr 208 59:39 EDT 2013
TLS Managemant Licanie State o
+ Device Spaafic Settings Aggregate Licansing Ovarages 0
Netwark Managamant
Peat Licensing Cverage Coune 0
Media Interface
Sigraing vistace
£nd Point Fows Nose fousd Nooe funs
Session Firws = A,
DMZ Senices LA |
TURNSTLN Sendce
SNMF No roles fourd
Syslog Managerment
Advanced Options
Troubleshaocting

The following screen shows the Alarm Viewer page.

Alarm Viewer

EMS
Avaya SBCE

=

No alarms found for this device

AVAYA

Ciear Selacted || Ciear All
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Incidents : Provides detailed reports of anomalies, errors, policies violations, etc.

Alarms Incidants Stahs ogs Diagnostics

Session Border Controller for Enterprise AVAYA
Oashboard Dashboard
Administration Appricsnin IS L L L L R L L T L R e e R B T =T
Backup'Resiore pevRrE corm :
SN Mesomnen

ot Freva System Time 115104 PM GMT-06 100 M3

Globet Profies

%

PPM Services e 632055478 Avaya SBCE

Doman Poiities Blutd Dase Thu Agr 2 08 53:39 EDT 2013

TLS Managemant Licane Stale o

+ Device Spacific Settings
Network Managamant
Media Interface
Sgnaing ntarfacse Alarms (pavt 24 haary| Noaures (el 24 by
End Point Fows Noaw fousd Nonw funs
Sassion Fires

OMZ Serices Add |
TURN'STUN Servce
SNMF No noles found
Syslog Managerment
Advanced Options

Troubteshocting

Aggregale Liosnsng Overages 0
Peal Licensing Overage Coune 0

The following screen shows the Incident Viewer page.

Incident Viewer AVAYA

Device [Avays SBCE V| Casegory [Protocol Discrepancy V| [ Ciaar Filters | [ Retresn || Generats Report
Displaying resutts O to 0 ot of O

Category

No Incikients found

o
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Algrms Incidants Stahs

Diagnostics Jsars

Session Border Controller for Enterprise AVAYA
Oashboard Dashboard
Administration -
Aptrizsriny DEBUG (vt 100 Messt iges e SUMndly srifted ot Sre or momm i8syaderms. Loy 1106 150 Ieped srisben Sar petenied andds o L oy cAUse

Backup'Resiore POVETE persrmanos Segradaion
Sy Myaon

K00 System Time 115104 PM GMT06 20 Rehest EMs

Globe Profies &

PPM Servces Versios 632025478 Avayn SBCE

Domen Poiities Bl Cate Thu Age 208 53:39 EDT 2013

TLS Managemant Licane State o

+ Device Spacfic Seltings
Natwark Managament
Media Interface

Aggregale Loensng Overages O
Peat Licensing Cverage Coure 0

Soring ersce

End Point Fows Nome fousd Nonw funs
Session Flrws S
OMZ Senices e N

TURWSTLN Senvice

SNMF No roles fourd
Syslog Management
Advanced Options

Troubleshocting

NOSeres (2l J4 b

The following screen shows the Diagnostics page with the results of a ping test.

Pingeng 1721

Aversge ping tem 172 16 E T1[At] o 172 014 0220ms
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings
- Troubleshooting - Trace. Select the Packet Capture tab, set the desired configuration for
the trace and click Start Capture.

Algrms  Incidents  Status Logs Dingnostics  Users
Session Border Controller for Enterprise AVAYA
Globek Profies Trace: Avaya SBCE
PPM Services
R Poudes [Fachar Catann | FEuphures]
] o
* [Device Spacihic Settings | b A e
E Na;\von'c" o Etats Reaay
Managemant Intarface m
Media Intesface
Local Addresy (a1 v
Soraing tertacs Wi Pt B
End Foint Flows Pmr.u _tm;rcss
Session Flows s kol
DMZ Services Prctocol (A v
{URN‘STLN Naximum Noamter of Packets 10 Castwe 1! 2000
Sarvice
SHMP GOt TR v [iamyte_Caphare peap.
Syslog Marngement
Advanced Options | Start Cappre | | Clear
+ 'Troutigshocting
Debugging
[Fesca]
o
Learning >
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Once the capture is stopped, click on the Captures tab and select the proper pcap file. Note that
the date and time is appended to the filename specified previously. The file can now be saved to
the local PC, where it can be opened with an application such as Wireshark.

Algrms  Incidents Stabus Logs Diagnostics

Sathngs Help Log Cut

Media Interface
Sgnaing artacs L N0 goag 4080

Session Border Controller for Enterprise AVAYA
Global Profies A Trace: Avaya SBCE
PPM Services
TLS Management Avirys SBCE e — e re—
+[Device Spachc Setiings) Last Modfied V| |Descendng V|| Bort || Reset | | Refresh |
Netwark File Name File Som Bytes) Las2 Moalied
Managamant 815 July 7, 2015 1220052 M GNT
£ i 0800

by 7, 2015 120500 AM GNT-
DED0

£nd Foint Flows
Session Flows

DMZ Services
TURNSTUN
Sarvice
SNMP
Syslog Manngement
Advanced Options

Debtugging

Trace)

Learning
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10.Conclusion

These Application Notes describe the procedures necessary for configuring Session Initiation
Protocol (SIP) Trunk service for an enterprise solution consisting of Avaya Aura®
Communication Manager Release 6.3, Avaya Aura® Session Manager Release 6.3, and Avaya
Session Border Controller for Enterprise Release 6.3 to support CenturyLink IQ® SIP Trunk
Services, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations outlined in
the scope of testing in Section 2.1 as well as under test results in Section 2.2.
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12. Appendix A: SigMa Script

Following are the Signaling Manipulation scripts that were used in the configuration of the
Avaya SBCE, Section 7.2.3. When adding these scripts as instructed in Section 7.2.3 enter a
name for the script in the Title (e.g., Chg fax version 1 to version 0 or CenturyLink_Sigma)
and copy/paste the scripts as shown below.

Title: Chg fax version 1 to version 0

/[This script changes the T38 Fax version from 1 to 0, on the T38 re-invites sent by
//[Communication Manager. Version 0 is the only fax version accepted by the
/[CenturyLink-Broadsoft softswitch. Apply the script ONLY to the Session Manager server
/[configuration profile of the ASBCE. If applied to the SP server configuration profile,

/las OUTBOUND and POST_ROUTING, the SBC sends the private IP address

//in the Connection Information of the ACK unchanged to the SP and all calls will drop.

within session "ALL"

{

act on request where %DIRECTION="INBOUND" and %ENTRY_POINT="PRE_ROUTING"
{
%BODY][1].regex_replace( "a=T38FaxVersion:1","a=T38FaxVersion:0");
}

}

Title: CenturyLink_Sigma

/[The following script removes the Remote-Address header from outbound INVITESs and
/1200 OK messages.

within session "ALL"
{
act on message where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"
{
remove(Y%HEADERS["Remote-Address"][1]);
}
}

/[The following script is required in order to play Music On Hold when a call is placed on
//hold at the PBX (CM). The script removes a=sendonly from the INVITE message sent by the
//PBX (CM) to CenturyL.ink.
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within session "INVITE"

{

act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{
%BODY[1].regex_replace("a=sendonly\r\n","");
}
}
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