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Abstract

These Application Notes describe the steps required to allow NetlQ AppManager to monitor
Avaya Aura® Communication Manager. NetlQ AppManager provides monitoring,
management and reporting for Avaya Aura® Communication Manager, including capturing
call records, configuration data using SNMP, SNMP traps, and call quality metrics using
RTCP. NetlQ AppManager performs event monitoring of the call server and gathers call
quality data in real-time to accurately and quickly reflect the end user call experience. NetlQ
AppManager also monitors call activity in order to track call usage and call failures.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps required to allow NetlQ AppManager to monitor Avaya
Aura® Communication Manager. NetlQ AppManager provides monitoring, management and
reporting for Avaya Aura® Communication Manager, including capturing call records,
configuration data using SNMP, SNMP traps, and call quality metrics using RTCP. NetlQ
AppManager performs event monitoring of the call server and gathers call quality data in real-time
to accurately and quickly reflect the end user call experience. NetlQ AppManager also monitors call
activity in order to track call usage and call failures.

NetlQ AppManager uses Knowledge Scripts to create jobs that gather data for call quality and call
activity metrics and stores the data in the Avaya CM supplemental database. Each Knowledge Script
can be customized to collect data for reporting and send proactive alerts for data in the supplemental
database. The following Knowledge Scripts were run during the compliance testing:

= CallQuery script monitors call activity via the CDR link.
= CallQuality and PhoneQuality scripts capture call quality metrics received in RTCP packets.

= AvayaCM script to discover Avaya Aura® Communication Manager components via
SNMP.

= RetrieveConfigData and Phonelnventory scripts retrieve the phone inventory on Avaya
Aura® Communication Manager using SNMP. Inventory data may then be used by other
Knowledge Scripts that require it.

= SNMPTrap script captures SNMP traps from Avaya Aura® Communication Manager. The
AddMIB script is used to install the Avaya MIBs in NetlQ AppManager.

To perform the monitoring functions, NetlQ AppManager uses the following interfaces on Avaya
Aura® Communication Manager.

= Simple Network Management Protocol (SNMP) — NetlQ AppManager uses SNMP to collect
configuration and status information and SNMP traps from Avaya Aura® Communication
Manager.

= Real-time Transport Control Protocol (RTCP) — NetlQ AppManager uses RTCP data from
Avaya IP telephones to gather call quality metrics for H.323 and SIP calls. The call quality
metrics include packet loss, latency, and jitter. From these metrics, the MOS (mean opinion
score) and the R-Value are computed, which measure overall call quality.

= Call Detail Recording (CDR) — NetlQ AppManager uses CDR records from Avaya Aura®
Communication Manager to track call activity.
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2. General Test Approach and Test Results

This section describes the compliance testing used to verify the interoperability of AppManager with
Communication Manager. This section covers the general test approach and the test results. The
testing covered feature and serviceability test cases. The feature testing covered the ability of
AppManager to capture call records, configuration data, and SNMP traps from Communication
Manager. In addition, call quality metrics from H.323 and SIP calls were also captured.

The CDR data displayed using the CallQuery script in AppManager was compared to the CDR data
received by an Avaya CDR test tool. CDR’s for various call types were generated, including internal
calls, inbound trunk calls, outbound trunk calls, transferred calls, and conference calls.

To verify the accuracy of the configuration data in AppManager, stations were added and removed
from Communication Manager to verify that AppManager updated its inventory information
accordingly after running the RetrieveConfigData and Phonelnventory scripts.

To verify call quality metrics, the general approach was to place various types of calls to and from
stations, inject errors, collect VVolP call quality data on AppManager using the CallQuality and
PhoneQuality script, and compare the quality data on AppManager with values displayed on the
Avaya IP telephones. During the compliance test, a network impairment tool was used to simulate
network delay and packet drop conditions in the LAN.

Lastly, SNMP traps were generated on Communication Manager and the G650 Media Gateway to
verify that AppManager displayed the SNMP traps properly using the SNMPTrap script.

The serviceability testing focused on the ability of the AppManager server to recover from adverse
conditions such as loss of network connectivity and power loss.

2.1. Interoperability Compliance Testing
Interoperability compliance testing covered the following features and functionality:

Sending CDR from Communication Manager to AppManager for various call types.
Displaying CDR on AppManager.

Sending RTCP data from H.323 and SIP phones to AppManager.

Displaying RTCP data in real-time on AppManager.

Retrieving phone inventory from Communication Manager using SNMP.

Capturing phone inventory in text file by AppManager.

Sending SNMP traps from Communication Manager and G650 Media Gateway to
AppManager.

= Displaying SNMP traps in AppManager.

= Proper system recovery after loss of network connectivity and power loss .
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2.2. Test Results
AppManager passed compliance testing with the observations noted below.

e The Reliable Session Protocol (RSP) for CDR collection is currently not supported by NetlQ.
CDR test cases were run with RSP disabled. NetlQ AppManager for Avaya Aura®
Communication Manager requires that a custom CDR format be applied. CDR test cases
were run with a custom CDR format as described in the AppManager for Avaya Aura®
Communication Manager Management guide.

Note: Since RSP is not currently supported by NetlQ, in case of AppManager application
losing network connectivity, there will be loss of data until the application can regain the
connectivity and communicate with Avaya Aura® Communication Manager. To eliminate the
impact of this failure, a secondary CDR link on Communication Manager may be configured
to output CDR records to another AppManager to collect CDR records in parallel with the
primary link. Due to the above reason Avaya recommends using RSP over TCP/IP.

e Authorization code and Account code are collected by the AppManager application and
stored in the AppManager supplemental database, but are not included in the AppManager
Event messages generated from the database. CDR test cases for Authorization and Account
codes were validated using the information in the AppManager application database rather
than using event displays.

¢ In the Phonelnventory knowledge script, the default path for the inventory file is,
C:\Program Files\NetlQ\Temp\NetlQ_Debug. When running AppManager from a 64 bit
machine, the path needs to be updated to C:\Program Files (x86)\NetlQ\Temp\NetlQ_Debug

Call quality metrics, SNMP traps, CDR records, and the phone inventory were accurately collected
on AppManager. The data was verified by running the CallQuery, CallQuality, PhoneQuality, and
RetrieveConfigData Knowledge Scripts. Sample reports are shown in Section 7.2.

2.3. Support

For technical support on AppManager, contact NetlQ Support by phone, through their website, or
email.

Phone: (888) 323-6768 (Toll free)
Worldwide: www.netig.com/support/contactinfo.asp
North and South America: 1-713-418-5555
Europe, Middle East, and Africa: +353 (0) 91-782 677

Web: http://www.netig.com/support
Email: support@netig.com
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3. Reference Configuration

Figure 1 illustrates the configuration used for the compliance test. In the sample configuration, two
sites, Sites A and B, are connected via a SIP trunk. AppManager only monitors the VolP calls and
SNMP traps at Site A. Site B is present primarily to generate inter-site traffic across the SIP trunk.
Site A has an Avaya S8800 server running Communication Manager with an Avaya G650 Media
Gateway. Site A also includes Avaya Aura® Session Manager and Avaya 9600 Series H.323 and
SIP Telephones. The configuration at Site B is similar to Site A. AppManager connects to Site A via
the corporate LAN. In this configuration AppManager is running on a Windows 7 Professional SP1
server. The AppManager installation includes the following core components on the same server:

= Operator Console is used to perform AppManager configuration
= Management Server manages the data and communicates with agents to start/stop jobs

= Repository includes a Microsoft SQL database

= Agent is the managed client

Site A
T P

Avaya Aura® Session Manager

Avaya Aura® System Manager

Avaya 58800 Serverrunning
Avaya Aura® CommunicationManager
10.10.97.201

Emulated PSTN

Avaya G650 Media Gateway

Avaya 9408 | CLAN: 10.10.97.217
Digital

Deskphone

E EE

Avaya 9600 Series|P (H.323 and 5IP) Deskphones

HetlQAppManaﬁ;ﬁeqrﬂn g?goﬂng Site A only

Site B

SSAvaya. Aura® Communication Manager o

n
300 server with Avaya G450 Media Gateway

Avaya 9600 Series|P (H.323 and 5IP) Deskphones

Figure 1: NetlQ AppManager with Avaya Aura® Communication Manager
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4. Equipment and Software Validated

The following equipment and release/version were used for the sample configuration provided:

Equipment

Release/Version

Avaya Aura® Communication Manager

running on Avaya S8800 Server with Avaya

G650 Media Gateway.

6.3-03.0.124.0

Avaya Aura® Communication Manager

running on Avaya S8300D Server with Avaya

G450 Media Gateway.

R016x.03.0.124.0

Avaya Aura® Session Manager

6.3.2.0.632023

Avaya Aura® System Manager

6.3.0.8.5682-6.3.8.1627

Avaya 9600 Series IP Telephones

Avaya 9408 Digital Phone

$3.220A (H.323)
6.4014 (H.323)
2.6.11.4 (SIP)
FW 12 Boot 29

NetlQ AppManager running on Windows 7
Professional SP1

8.2 (Build 8.2.3.37)
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5. Configure Avaya Aura® Communication Manager

This section describes the Communication Manager configuration at Site A that is required to
interoperate with AppManager. In the test configuration, AppManager did not monitor Site B so no
configuration of Communication Manager at that site is required. This section is divided into three
sub-sections describing the three interfaces used by AppManager to gather data on the VolP
infrastructure. Section 5.1 describes the SNMP configuration, Section 5.2 describes the RTCP
configuration, and Section 5.3 describes the CDR configuration.

The configuration of Communication Manager in Section 5.1 was performed using the Web
interface. The configuration described in Sections 5.2 and 5.3 was performed using the System
Access Terminal (SAT). After the completion of the configuration, perform a save translation
command to make the changes permanent.

5.1. Configure SNMP

To access the Avaya Aura® Communication Manager System Management Interface, enter the
IP address of the Avaya Server into a web browser. Log in using appropriate credentials. Navigate to
Administration = Server (Maintenance) (not shown) to display the following web page.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface {SMI)

ation

Welcome to the "Server Administration Interface". This interface sllows you to maintain, troubleshoot, and configure the sarver,

Please use the menu to the |eft for navigation,
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To allow AppManager to use SNMP to collect configuration and status information from
Communication Manager, navigate to Alarms - SNMP Agents in the left pane. Under IP
Addresses for SNMP Access, select Any IP address. Under SNMP Users / Communities,
configure the SNMP Version 2c section. Set the Community Name (read-only) field to public and
the drop-down box to the right to enabled. Click Submit at the bottom of the web page (not shown
in the figure).

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI}

Help Log Off administration
Administration / $erver (Maintenance] This Server: DevCM

-~ SNMP Agents [4

Alarms
Current Alarms

Agent Status
SHMP Agents The SHMP Agents SMI page allows modification of SNMP properties. SHMP allows the active server to monitar the SHMP port for incarming requests and commands (gets and sets),

SMMP Traps Note:

Filters A * Prior to making any cenfiguration changes the Master Agent should be putin a Down state, The Master Agent Status iz shown below for your convenience, Once the
configuration has been campleted, then the Master Agent should be placed in an Up state. Changes to both the confiquration on the SMMP Agents and/or SHMP Traps pages

should be completed before Starting the Master Agent, Please use the Agent Status page to Start or Stop the Master Agent.

Dia s
Restarts

Syster Lags Master Agent status: UP
Ping

ST L View G3-AWATA-MIB Data
Metstat T

IP Addresses for SNMP Access

m

Status Summary ) Mo Access

Process Status @
Shutdawn Server '@ Any IP address
Server Date/Time © Following IP addresses:
Delete
Delete
Metwork Configuration add
Static Routes
SNMP Users / Communities ||
SNMP Yersion 1
Community Mame (read-only):
Download IPST Firmuware ¥ ¢ ) hd
Download Status Community Mame (read-write): -
Activate IPSI Upgrade
Activation Status SNMP ¥ersion 2c
Data Backups e Community Mame (read-onl):  puplic enabled +
Backup Maw Community Mame (read-write):  priyate enabled «
Backup Histery

To configure AppManager as an SNMP trap receiver, navigate to Alarms = SNMP Traps in the
left pane. In the SNMP Traps web page, click the Add/Change button shown below.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Adminis

Administration / Gerver (Maintznance) This Serveri DevEM
- SNMP Traps
Current Alarms

Agent Status
SHMP Agents The SHMP Traps page allows specification of the alarms to be sent as traps.

SNMP Traps Notes
Filters A » Priorto making any configuration changes the Masrter Agent should be putin a Down stare, The Master Agent Status is shown belaw for your convenience, Once the
SNMP Test configuration has been completed, then the Master Aigent should be placed in an Up state, Changes to both the configuration on the SNMP Agents and/or SNMP Traps pages

Di s chould be completed before Starting the Master Agent. Please use the Agent Status page to Start or Stop the Master Agent.
Restarts » If changes are made on the SNMP Traps page itis recommended that s rest alarm be generated to ensure that SMMP Traps are operating properly, To generste a test alarm,
System Logs please use the SHMP Test page found in the left hand side menu,
Fing
TFrasarens | Master Agent status: UP
Netstat 3

Current Settings

Status Summary
FProcess Status

Shutdawn Server
Seruer Date/Time
Software Yersion

Mo trap destinations have been configured,

Server Role

Metwork Configuration
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In the subsequent SNMP Traps web page below, configure AppManager as an SNMP trap receiver
under the Add Trap Destination section, including the SNMP Version 2c parameters. Set the
Status field to enabled, specify the IP address of AppManager, set the Notification field to trap,
and set the Community Name to public. Click the Submit button.

Avaya Aura® Communication Manager {(CM)
System Management Interface (SMI)

Administration
This Server: DevCM

SNMP Traps

Current Alarms
Agent Status
SNIMP Agents
SNMP Traps
Filters

The SHMP Traps page allows specification of the alarms to be sent as traps.

Add Trap Destination

SHMP Test SNMP Yersion 1
Status -
1P address
Spemm Legs Motification trap
P Community Mame
Traceroute
Metstac SNMP Version 2
oS = Status enabled «
AT SUMmary
1P address
Process Status N 10.10.5.39
shutdown Server Motificatian trap -
Server Date/Time Community Name public
Software Version

Server Configuration
Server Role
Metwark Configuration
Static Routes
Display Configuration
Server Uparades
Manage Updates

SNMP ¥ersion 3

Status

1P address
Motification
User Mame

Authentication Protacal

IPSI Firmware Upgrades Authentication Password:
IPSI Yersion

Download IPST Firmuare
Download Status
Activate IPSI Upgrade
Activation Status

Minimum 8 characters, (for authentication and privacy)
Privacy Protocol
Privacy Password

Engine 1D

Submit | | Cancel | | Help

Minimur 8 characters, (for privacy)

Bckup Now
Bckup History
Schedule Backup
gackup Logs
WiewRestore Data

Restore Histary

Administrator Accounts i

Lastly, the SNMP agent must be started. Navigate to Alarms = Agent Status. If the Master Agent
status is Down, then click the Start Agent button. If the Master Agent status is UP, then the agent
must be stopped and restarted.

Avaya Aura® Communication Manager (CM)
System Management Interface {SMI)

Administration

Thiz Server: DevCM

- Agent Status

Current Alarms
Agent Status
SMMP Agents
SMMP Traps
Filters

The Agent Status SMI page shows the current state of the Master Agent and all the Sub Agents, It also allows for the ability to Start or Stop the
Master Agent.

Sub Agents are connected to the Master Agent,

m

Master Agent status: up

Swztem Logs

Sub Agent Status

Ping

Traceroute

Metztat FP Agent status: up
MySubhgent status: up

Status Summary

Process Status Load Agent status: up

Shiuichaun Sever MIB2 Agent status: up

Server Date/Time
Software Yersion

Stop Master Agent ] [ Help ]

Server Configuration

Server Role

Metwork Configuration
Static Routes

Display Configuration
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5.2. Configure RTCP

This section describes the RTCP configuration. It is performed using the Communication Manager
SAT interface.

Use the change system-parameters ip-options command to set the RTCP Monitor Server
parameters. These values will be sent from Communication Manager to each H.323 IP telephone so
that the telephones will know where to send RTCP data. Set the Server IPV4 Address to the IP
address of the AppManager agent that will collect the data. The IPV4 Server Port and RTCP
Report Period(secs) fields must match the AppManager configuration in Section 6.2. In the
compliance test, the default values of 5005 and 5 were used, respectively.

Note: For an Avaya SIP telephone, the RTCP configuration is specified in the 46xxsettings.txt file.
The RTCPMON parameter must be set to the IP address of the AppManager server.

change system-parameters ip-options Page 1 of 3
IP-OPTIONS SYSTEM PARAMETERS

IP MEDIA PACKET PERFORMANCE THRESHOLDS

Roundtrip Propagation Delay (ms) High: 800 Low: 400
Packet Loss (%) High: 40 Low: 15
Ping Test Interval (sec): 20

Number of Pings Per Measurement Interval: 10
Enable Voice/Network Stats? n
RTCP MONITOR SERVER
Server IPV4 Address: 10.10.5.39 RTCP Report Period(secs): 5
IPV4 Server Port: 5005
Server IPV6 Address:
IPV6 Server Port: 5005

AUTOMATIC TRACE ROUTE ON
Link Failure? y
H.323 IP ENDPOINT
H.248 MEDIA GATEWAY Link Loss Delay Timer (min): 5
Link Loss Delay Timer (min): 5 Primary Search Time (sec): 75
Periodic Registration Timer (min): 20
Short/Prefixed Registration Allowed? N

Use the change ip-network-region command to enable RTCP reporting for H.323 IP telephones. In
the compliance test, the H.323 IP telephones belonged to IP network region 1. Set the RTCP
Reporting Enabled field to y.

change ip-network-region 1 Page 2 of 20
IP NETWORK REGION

RTCP Reporting Enabled? y

RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? y
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5.3. Configure CDR

This section describes the CDR configuration. It is performed using Communication Manager SAT
interface. Use the change node-names ip command to associate the IP address of AppManager to a
node name. In the compliance test, the node name NetlQ was assigned to IP address 10.10.5.39.
Also, highlighted in the example below is the node name CLAN1, which represents the IP address of
the CLAN circuit pack used as the source of the CDR data.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
AES63 10.10.98.17
AVAYARDTT 10.10.98.71
CLAN1 10.10.97.217
CLAN2 10.10.97.238
GW 10.10.97.193
MedProl 10.10.97.218
MedPro?2 10.10.97.233
NetIQ 10.10.5.39
SM61 10.10.97.198
default 0.0.0.0
procr 10.10.97.201
(16 of 17 administered node-names were displayed )

Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name

Use the change ip-services command to define the CDR link between Communication Manager and
AppManager. In the Service Type field, enter CDR1 for the primary CDR link. In the Local Node
field, enter the node name that will terminate the CDR link on Communication Manager. In the
compliance test, which used an Avaya G650 Media Gateway, the Local Node was the CLAN circuit
pack discussed above. The Remote Node field is set to the node name defined above NetlQ for
AppManager. The Remote Port may be set to a value between 5000 and 64500 inclusive and must
match the port configured on AppManager in Section 6.2.

change ip-services Page 1 of 4

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS v CLAN2 8765
CDR1 CLAN1 0 NetIQ 9000
CDR2 CLAN1 0 AVAYARDTT 9001

On Page 3, set the Reliable Protocol field to n to disable the use of the Avaya Reliable Session
Protocol (RSP) for CDR transmission. In this case, the CDR link will use TCP without RSP.

change ip-services Page 3 of 4

SESSION LAYER TIMERS

Service Reliable Packet Resp Session Connect SPDU Connectivity
Type Protocol Timer Message Cntr Cntr Timer
CDR1 n 30 3 3 60
CDR2 % 30 3 3 60
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Use the change system-parameters cdr command to set the parameters for the type of calls to track
and the format of the CDR data. The settings for the compliance test are described below.
AppManager used a customized CDR format which is defined below. Other standard CDR formats
may be used, but would require the AvayaCDRFormat.txt file to be modified with the appropriate
CDR format on AppManager (see reference [3] for more details).

= CDR Date Format: month/day
= Primary Output Format: customized
* Primary Output Endpoint: CDR1

The remaining parameters define the type of calls that will be recorded and what data will be
included in the record. See reference [1] and [2] for a full explanation of each field. The test
configuration used some of the more common fields described below.

= Intra-switch CDR?y This allows call records for internal calls involving specific stations.

= Record Outgoing Calls Only? n This allows incoming trunk calls to appear in the CDR
records along with the outgoing trunk calls.

= QOutg Trk Call Splitting? y This allows a separate call record for any portion of an
outgoing call that is transferred or conferenced.

=  Suppress CDR for Ineffective Call Attempts? y This prevents calls that are blocked from
appearing in the CDR record.

= Inc Trk Call Splitting? y This allows a separate call record for any portion of an incoming
call that is transferred or conferenced.

Default values may be used for all other fields.

change system-parameters cdr Page 1 of 2
CDR SYSTEM PARAMETERS

Node Number (Local PBX ID): CDR Date Format: month/day
Primary Output Format: customized Primary Output Endpoint: CDR1
Secondary Output Format: unformatted Secondary Output Endpoint: CDR2
Use ISDN Layouts? n Enable CDR Storage on Disk?
Use Enhanced Formats? n Condition Code 'T' For Redirected Calls?
Use Legacy CDR Formats? n Remove # From Called Number?
Modified Circuit ID Display? n Intra-switch CDR?
Record Outgoing Calls Only? n Outg Trk Call Splitting?
Suppress CDR for Ineffective Call Attempts? y Outg Attd Call Record?
Disconnect Information in Place of FRL? n Interworking Feat-flag?
Force Entry of Acct Code for Calls Marked on Toll Analysis Form? n
Calls to Hunt Group - Record: member-ext
Record Called Vector Directory Number Instead of Group or Member? n
Record Agent ID on Incoming? n Record Agent ID on Outgoing? y

SKNKNKBD BB

Inc Trk Call Splitting? y Inc Attd Call Record? y
Record Non-Call-Assoc TSC? n Call Record Handling Option: warning
Record Call-Assoc TSC? n Digits to Record for Outgoing Calls: dialed
Privacy - Digits to Hide: 0 CDR Account Code Length: 3
Remove '+' from SIP Numbers? y
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On Page 2, the customized CDR format used by AppManager is defined. Each field in the CDR
record is entered in the Data Item column, followed by the expected length of the field in the
Length column. This is the format that Communication Manager will use when sending CDR
records to AppManager.

If the Intra-switch CDR field is set to y as seen earlier, use the change intra-switch-cdr command
to define the extensions that will be subject to call detail records. In the Assigned Members field,
enter a specific extension whose usage will be tracked with a CDR record. Add an entry for each
additional extension of interest. During compliance testing 53010, 53012 and 53116 were monitored
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For each trunk group for which CDR records are desired, verify that CDR reporting is enabled. To
do this, use the change trunk-group n command, where n is the trunk group number, to verify that
the CDR Reports field is set to y. This applies to all trunk group types.

The example below shows the ISDN-PRI trunk to the PSTN.

The example below shows the SIP trunk between Sites A and B.
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6. Configure NetlQ AppManager

This section describes the configuration of AppManager. It assumes that the application and all
required software components have been installed and properly licensed. The procedures fall into the
following areas:

= Launch AppManager for Communication Manager
= Add Computer

= Configure SNMP, CDR, and RTCP Parameters

= Discover Avaya Communication Manager

= Retrieve Configuration Data

= Add Avaya IP Telephones

6.1. Launch NetlQ AppManager for Avaya Aura® Communication
Manager

AppManager is configured using the Operator Console. Launch the Operator Console from the

Windows Start menu by navigating to All Programs = NetlQ - AppManager = Operator

Console. The logon screen is displayed as shown below. Enter the appropriate values for Server and

Repository fields and then click on the Logon button.

MetQ Apphdanager Operatar Console Logon X

Server:

Bepository: GoDE -

Connection [nformation:

@ Usze Windows authentication

IJze SOL Server authentication

NetlQ® AppManager®

| Logon || oOffiee || Est || Hep |
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The main NetlQ AppManager Operator Console window appears as shown below.

[ NetlQ AppManager Operator Console on \WNetiQ-PCYQDE (NetQ) = R
File Wiew TreeView List Graph KS Web Extensions ‘Window Help
Hws ? BEEEER 2 BRI EHEL @ [ BRBhmENED
= P Master [ ActiveDs [ Metfinit Dir HwTs
- NETIGPC [ aD-RT [l NetworkDevice [ xenspp
-4 CPU 5] AhHealth l Hetworks AT
- Memory D aMHealhUNI< [ Metworks RTPrasy
By File System B pachelINIX & MortsicT
gl Metwork 8 Avvaparht Bl Martelcs
: ?:;Dma”c Updates I!I BackupExec I!] MortelCS2x
[ [ 8Es ENT
’ g g‘g’fggi:”:;ﬁgﬂc ¥ CalDatabnalysic Focs
e % AppManager Server: NETIQ-PC H E‘M - Eg’aﬁ:e ar
iseaCalMar rache
- B AvapaCh:DevCM-Cluster |135.10.97.69] ) Ciscoh 5 OracleLinic
8] CiscoCM_dx [ PhoneQuaity
I!I CigcolCD I!] Reportégent
8 CiscolcM [l sharePaint
I!I CigcollC I!] Siemens
8] CiscalIE & SIPServer
8] Ciscallrity Bl snmp
¥ Cluster 5oL
[ Dell E saLrT
8] Damino DU L
¥l Exchange 8] WirtualCanter 3
I!I Exchange-RT I!] WolPLuality_CallPerf
8] E rehangs2007 [ VolPQuality_CallPerfPrasy
[ ExchangeDAG [l volPQualiy_Callsetup_H.323
I'_'I Hardware H YolPQuality_CallSetup_SIP
B HardwarelINIX [l volPQualiy_Ciscosin
Ens ] wetR T
8 Lyne
b 8] tFxp
8 Macs
8] NetBackup
MetB ackupLINEX
Hi [ [ [ M, ACTION }, 5D}y AMADMIN }, AMHEALTH J ASYNC A AVATACM } DIAG b DISCOVERY A GENERAL Ji NETWORKDEVICE A NORTELCS
Job E0@ @ Stus Children Computer  Knowledge Script User Submit Time Stop Time -
I - 1 Stopped 1 METIO-PC  Discovery_bvapaChi NetlQ PCANetD 9/2/2014 2:42.42 PM 9/15/2014 24507 PM
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6.2. Configure SNMP, SNMP Traps, CDR and RTCP Parameters

AppManager must be configured to connect to Communication Manager. From the Operator

Console, navigate to Extensions = Security Manager from the menu across the top of the window
as shown below.

;‘]{ Metl) Apphdanager Operator Console an YWWMNetIQ-PCVODE (MetI0))
File View TreeView List Graph KS ‘eb Window  Help
@ wl 7 EI = Security hManager L} P 3B

Repuository Browser

= Master R Viemey & ActiveDs
- @ METIQPC Chart Console B a0-RT
-5 CPU ADCheck ] AMHealth
+- 4 Memory [ AbH e althLINEX
+% File Syztem O -'*'-l:lan:heLlNIK
RS; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 34

SPOC 12/15/2014 ©2014 Avaya Inc. All Rights Reserved. CM63-AppMgr8



The following window appears. Highlight the agent host name NETI1Q-PC and click on the Custom
tab. The example below shows custom entries to communicate with Communication Manager via
SNMP, CDR, and RTCP. The AvayaCM_CallDataCollection entry covers CDR and RTCP. These
entries were originally created by clicking the Add button and will be covered next.

% MetIQ Spphdanager Security Manager on YWNetlQ-PCYODE (Metl() EI@
Security  Wiew Help
% -] 5 2
EI@ Apphdanager Security Com uter: NETlQ-PC
@ AppManager Roles P )
-3 AppManager Users Exchange | Exch2000/2003 | Oracle | SAP | SMS | SHMP| SOL | weblogic Custom |
- [ Computers
. H MNETIQ-FC Thiz information iz stored in the AppManager repository.
LCustom Label
Label Sub-Label
] sMMP 10.10.97.20
[ SNMPTrap 10.10.97.201 Add..
I!'I Awvapalhd_CallD ataCollection  10010.97. 201 -
El snmP 10.10.97.203 Modily...
[ SMMPTrap 10.10.97.203
Delete
4 n »
Help
For Help, press F1 MU
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Click on the Add button in the Security Manager window shown in the screen above to configure
the SNMP connection parameters. The dialog box as shown below is displayed. Enter SNMP for the
Label field. Enter the IP address of Communication Manager in the Sub-Label field. Enter the
SNMP community string (read-only) configured in Section 5.1 in the Value 1 field. Click OK.

Add Custorm Entry [

Y'ou can store custom values in the KPP table of the
Apphdanager repogitory. Enter at least a Label, Sub-label, and
Yaluel. Knowledge Scripts can access these values uzsing the
GetContextEx callback funchon.

Label: |SNMP

Sub-Label: |1 0.10.97.201

Walue 1: |F"-4|3'|i'3

Walue 2 |

Walle 3 ||

[ Extended application suppart
[Click Help far details.]

| k. | Cancel Help

Similarly click on the Add button in the Security Manager window to configure the SNMP
connection parameters. Enter SNMPTrap for the Label field. Enter the IP address of Communication
Manager in the Sub-Label field. Enter the SNMP community string (read-only) configured in
Section 5.1 in the Value 1 field. Click OK. (not shown).

RS; Reviewed: Solution & Interoperability Test Lab Application Notes 19 of 34
SPOC 12/15/2014 ©2014 Avaya Inc. All Rights Reserved. CM63-AppMgr8



Click the Add button in the Security Manager window again to configure the CDR and RTCP
connection parameters and enter AvayaCM_CallDataCollection for the Label field. Enter the IP
address of Communication Manager in the Sub-Label field. VValue 1 is the port number used for
CDR data. This must match the value configured on Communication Manager in Section 5.3. Value
2 is the port number used for RTCP data. Value 3 is the RTCP report period in seconds. These
values must match the values configured on Communication Manager in Section 5.2. Click OK.

RS; Reviewed:
SPOC 12/15/2014

Sdd Custorm Entry @

ou can store custom values in the KPP table of the
Appkdanager repository. Enter at least a Label, Sub-label, and
Yaluel., Knowledge Scripts can access these values using the
GetContextEx callback function.

Label ; |.i'-.va_l,laI:M_EaIIDataD:uIIeu:tiu:un

Sub-Label: |1 0.10.97.201

Walue 1; |E":":":|

Walue 2: |5|:":|5

Walue 3: |5'

| Extended application support
[Click Help for details.]

(] 4 | Cancel Help
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6.3. Discover Avaya Aura® Communication Manager

Once the connection parameters have been defined as shown in Section 6.2, then the components of
Communication Manager can be discovered using SNMP. To do this, select the DISCOVERY tab.
Drag the AvayaCM script to the agent host name (NETIQ-PC) in the tree view.

FA Metiey A pManager Operatar Console on WHetG-PCODE (MeQ)
File View Treeview List Graph K5 Web Extensions ‘Window Help

(o e

wus? aEEEWD G PNPEFED R eRBmE®R Bs ) Bn B 6B 0 ] )
= Master I!IActweDS I!] MetfinityDir ﬁWTS
& AD-AT [ NetworkDevice #xentpp
i CPU 8] &MHealth [l Metworks RT
o A Memory B M HealthLINES [l Metworks RTProsy
i & File System EE1 Apachel NI B Horteice
gy Metwork Bl Norteics
o ’;“‘”’"a‘m””dates B BackunErec il MortelC5 2+
TR [ees EluT
: g \é"u"l‘_d;'gi:”;“:ﬁgﬂc [ CalDatadnalysis Hocs
v %, AppManager Server. NETIGPC EII g:ioCaHMgl EEEZ:: -
&3 AvayalM DevCM-Cluster 135.10.97.89] ] Ciecach B Dl nix
H CiscoCM_dx Ij PhoneQuality
¥ CiscolCD Bl Repartagent
I!I CigzolCM I!] SharePoint
8 CiscollC [ Siemens
8] CiscallE & siPServer
8] Ciscallrity & Snmp
8] Cluster Bl saL
[ el [ soLRT
¥l Doming (=TI L
I!I Exchange I!] WirtualCenter 1
[ Exchange-RT [ volPQuality_CallPert
8 Exchange2007 [ volPQuali_CalPerProsy
[8] ErchangeDaAG [ VolPQuality_CallSetup_H 323
8] Hardware [ volPQualiy_Callsetup_SIP
{ Hardwarel NI H YolPQuality_CiscoSad
Ens & wenRT
% I!I Lync WebLuglcSwUN\X
[ PP D webspheratppsrUNIX
[ MsCs D wiebSphereMQUnix
8] MetBackup [ win-RT?
MetB ackupLINIX 8wl
T T
Hi [ M ACTION J, 4D A AMADMIN J AMHEALTH i ASTHC A AVATACH }, DIAG A DISCOVERY / GENERAL /i NETWORKDEVICE A NORTELCS

Job FE {4 @ & Status
5 ¥

Children
Stopped 1

Compuiter
METIO-PC

Knowledge Script
Discovery_Avayalh

User Submit Time
Netld-PCNetd 9/2/20114 2:42:42 PM

Stap Time
9415420114 3:45:07 PM
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The following pop-up window will appear. Enter the IP address of Communication Manager in the
field labeled Comma-separated list of active Communication Manager servers. Enable Discover
Trap Receiver?. Optionally, the Raise event if discovery succeeds? option may be enabled. Click
OK.

This action will continue to fill out the tree view with all the Communication Manager components
in the main Operator Console window, except for the individual IP telephones.

Properties for Discoveny SwayaChi @
Schedule | Yalues | Actions | Objects | Advanced
Description Yalue [Ihitg
- General Settings
+/ Job Failure MNotification
+' S5et up zupplemental database? W es
- SHMP
Global SMMP Meszsage timeout 120 =| Seconds
Global SMMP T ask meout 3E00 2 Seconds
Global SHMP retries 4 =| Atternpts
- Enable uze of SNMP GETBulk operations during discovery? [+ ez
Mumber of rovws to request for each GETBulk operation 10 ={ Mumber
Irtereal to pause between GETEulk operations 100 o Mzec
+ Raize event if dizcovery succeeds? W es
+ Raize event if dizcovery fails? W es
- Dizcover Avaya Communication Manager servers
Digcovery timeout for all servers 30 - Minutes
b amirmurn number of concurent discovernes 10 = Dizcoveries
Comma-zeparated lizt of active Communication b anager servers 10.10.97.20
Comma-geparated lizt of Communication Manager P address pairz in a zingle Me
Full path to file with ligt of active Communication banager servers |
+ Digcover Trap Receiver? [ ‘res

Digcovers an Ayvaya Communication Manager cluster. Specify a list of active Communication bManagers or the full path to a file
containing a list of servers. If the prose agent iz on the zame computer az the Operator Congole, you can uze the file selector to browse
for the file, athenwize enter the full path to the file. Befare running thiz Knowledge Script, configure the proper secunity parameters in
Securnity M anager. Click Help for instructions. The SMMP agent must be active on all the servers in the cluster.

@ (] H Cancel || Help
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6.4. Retrieve Configuration Data

Even though the tree view is now populated with the Communication Manager components,
additional detailed information must be retrieved using SNMP and stored in the Avaya CM
supplemental database. To do this, select the AVAYACM tab and drag the RetrieveConfigData
script to the Active SPE in the left pane.

A Metlty AppManager Operatar Consale on \WHetG-PCLDE (M)

File Wiew TreeWiew List Graph K3 ‘eb Exensions ‘Window Help

(el e +

Apptanager Server: NETIQ-PC
AvapaCh: DewCh-Cluster

@ active SPE [10.10.97.201)

= ® Servers

i Announcements

& Local Survivable Processars
@ Gatewaps

- Trunk Groups

-3 Hunt Groups

& H248G atewayStatus
@ HuntGroupllsage
E2L5P Status

@ PhoneCannectivity
(@ PhoneDeregistations
@ Phonelnventary

B Phonafualty

@ RegisteredRiesaurces

wwo 7 | aEEEnR R EXERPEYFLE B RobRGLES
= @ Master # AddMIB
= o [EIEEE & ddPhons

-4 CPU % Announcements

- Memory @ AttendaniCalls

- File System @ Callsctivity
Wetwork @ CalF ailres
?ulumallc Updates @ Caluaiiyy

1 8P Fa

i Jr— B

(=5 5OL ServerNETIGPC i

m

#-48) IP Stations @ RetisveConfigDala
b GNMP B Securiidlations
@ SetupS upplementalDE
¥ SNMPTrap
B Spstemptime
BB TrunkGouplsage
T T
i ‘ ‘ r ‘ 4] |\ACT\UN AD A AMADMIN A AMHEALTH ASYNC)LAVAYAEM ,F DIAG A DISCOVERY A GENERAL A NETWORKDEWICE A NORTELCS
Job FEF 4B & Status Children Computer Khowledge Seript User Submit Time Stop Time: n
@ 53 i Stopped 1 NETIG-PC AwapaCh_RetieveConfigD ata NetlQ-PCYNetD 9/2/2014 2:44:23 FM 5/15/20M4 34557 P
EE & Stopped 1 METIQ-PC Discovery_AvapaChM MNetl-PCNetD 9/2/2014 2:42:42 FM 9/15/2014 3:45:07 P
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The following pop-up window appears. Retain the default values. Optionally, the Raise event if
configuration retrieval succeeds? option may be enabled. Click OK.

rd

Properties for SvayaChi_RetrieveConfigData

-

=5

Schedulel Yalues |.-’-'-.u:tiu:|n$ I Objectsz I Advanced

Dezcription Yalue [Ihitg
General Settings

+ Job Failure Notification

Enable use of SNMP GETBulk operationz?

[ Wes
Murmber of rows to request for each GETBulk operation 10 = Mumber
Imterval to pause between GETBulk operations 100 = Maec
+ Raize event if configuration retrieval succeeds? [ Wes

Retrieves Communication kM anager configuration data about stations and gateways and stores it in the Avava Ch supplemental

databasze for uge by the PhoneCuality, Calllluality, CallF ailures, PhoneConnectivity, and Phonel ereqistrations scripts. Before running this
zoript, in the SetupSupplementalDB script to create the supplemental database for the cluster.

G 3

(] ” Cancel l[ Help

%
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6.5. Add Avaya IP Telephones

Lastly, in order to run a script (specifically the PhoneQuality script) on an individual IP telephone,
that IP telephone must be entered in the tree view. To add an IP telephone to the tree view, select the
AVAYACM tab and drag the AddPhone script to IP Stations in the left pane. The pop-up window
as seen in the next screen will appear.

3'14 MetIQ Apphdanager Operator Console on WNetlQ-PCVODB (NetIQ)
File ‘“iew TreeViiew List Graph KS ‘Web Extensions ‘indow Help

e e -

Hwo ? | DEFTEED 2 EROEBYERLD LEOHNBE® By by By by M EH
=@ Master
£ F NETIQ-PC

- CPU % Announcements

-4 Memory (B AtterdantCalls
B Callactivity
@ CallF ailures
B Calualiy

i @Cal\ﬂuew

-EE SUL ServerNETIOFC Pl Lsace

-l AprManager Server: METID-PC
—--% Awayalh:DevCh-Cluster
- hetive GPE (10.10.97.201)
= [ Servers
57 Announcements
-4 Local Survivable Procsssors

=43 |P Stations

& H248G atewayStatus
(4 HuntGroupl)sage
LR Status

@ PhaoneCannectivity
(B PhoneDeregistrations
@ Phanelnventary

@, Gateways & PhoneQuality
#-88 Trunk Groups @ RegisteredResources
(5 Hurk Groups & RiemovePhone

(B RetiieveConligData

gl GNMP (B Securityviolstions
(B SetunSupplementalDB L
# SNMPTrap i
By SystemlIplime
2 TrunkGroupllsage
f 1
Hi [« [ » [ W[ ACTION A AD } BMADMIN A AMHEALTH A ASYNC [h, SuiACM 4 DIAG J, DISCOVERY ) GENERAL A NETWORKDEVICE j NORTELCS
Job E 0@ Steus Childhen Computer  Knowledge Scipt User S ubmit Time Stop Time 2
& 55 3 Stopped 1 METIQ-PC AvayaCM_dddPhone NetlQ-PCyM et 9/2/2014 2:43:31 PM 9/2/204 2:493:41 PM
B & Stopped 1 NETIGFC  AvayaCh_RetieveConfigData NetlQ-PCYNet /242014 24423 PM 9A15/2014 34557 PM
G 3 Stopped 1 METIG-PC  Discoven_AvapaChi NetlD-PCYNeD 9/2/2014 242:42 PM 9/15/2014 34507 PM
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Enter the IP telephone extension or list of extensions in the List of phone extensions field as shown
below. Optionally, the Raise event if all phones are added successfully? option may be enabled.
Click OK. This action will fill out the tree view with the individual IP telephones shown in the tree
view as seen in the next screen. Sample AppManager reports are shown in Section 7.2,

Properties for SvayaChi_SddPhone @

Schedule| Yalues |.-’-'-.|:ti|:|n$ I Objectsz I Advanced

Dezcription Yalue [Ihitg

- General Settings
+ Job Failure Motification
Retrieve SHMP configuration data for these phones? [ Yes

- Configuration Settings

Fa1053012.53116

Lizt of phione extenzions oL | Lo
Full path to file with list of phone extenzions
- Event Motification
+ Raize event if all phones are added successfully? W ez

+ Raize event if configuration retrieval succeeds? [ Yes

Adds Avava [P phones az objects for monitoring with the Phoneluality Knowledae Script. Baizes events if phones are added
successiully or cannot be added.

@' (] H Cancel || Help
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After adding the Avaya IP telephones using the procedure above, the IP extensions are then

displayed under IP Stations in the tree view as shown below. Note that extensions 53012, 53010,
and 53116 are displayed under IP Stations. During the compliance testing these were the extensions
that were monitored as mentioned in Section 5.3.

4l MetQ AppManager Operatar Consale an WMeHQ-PCYODE (NetlQ)

=S R S

(@ Active SPE (10.10.97.201)
- # Servers
& Arnouncements
{2 Local Survivable Processors
4@, Gateways
-3 Trunk Groups
- (3 Hunt Groups
=& IP Stations
Ly sz
& 53010
L& sme
-aks SNMP

&R H24BG stemaySitatus
(3 HuntGroupUsage
ERIL5P_Status

(¥ PhoneConnectivity
@ PhoneD eregistrations
(@ Phonelnventory

é Phonelualty

(P FiegisteredRiesnuices
@ RemovePhane

(B RietrieveConfigD ats
(B 5 ecuiyviclations
@ SetupSupplementalDB
£ SNMPTiap

% Sustemlptime
TrunkGroupUsage

s

File Wiew TreeView List Graph KS \Web Extensions ‘Window Help
Swo 7| DEEEDD O XERRETES OB HEORNBE®R B @ By B G ] @
w5 CPU o F bddvilb
(el Memory & 4ddPhone
f Fils System &p Arnauncements
il Metwork (B attendantTals
- Automatic Updates B Callbctivi
Fax
E CallF zilures
i {Bll) Windows PowerShell gEa\lGuahw
@-{Z8 SOL ServerNETIO-PC @Ea\lﬂuer
) AppMansger Server: NETIC.PC B CPU_tige
599 AvapalMDevCM Cluster o

Hi [« »[mfi acTion A aD

AMADMIN A AMHEALTH A ASYNC A AWVATACH A DIAG A DISCOVERY

GEMERAL

METWORKDEVICE A NORTELCS
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7. Verification Steps

This section provides the tests that can be performed to verify the configuration of Communication
Manager and AppManager.

7.1. Verify Avaya Aura® Communication Manager
The following steps may be used to verify the configuration on Communication Manager.

= Use the ping command to verify network connectivity from AppManager to all devices.

= Verify that calls can be successfully completed between the IP and digital telephones.

= From the SAT, use the status cdr-link command to verify that the CDR link to AppManager
IS up.

status cdr-link
CDR LINK STATUS

Primary Secondary
Link State: up up
Date & Time: 2014/09/19 15:13:55 2014/09/19 15:14:03
Forward Seg. No: 0 111
Backward Seqg. No: O 0
CDR Buffer % Full: 0.00 0.00
Reason Code: OK OK

Note: CDR link from Communication Manager to Appmanager will only appear "up" if one or more
call data using Knowledge Scripts is running (CallActivity, CallQuality, CallFailures, CallQuery,
PhoneQuality).

= From the Communication Manager Web interface, click on the Agent Status link on the left
pane to verify that the Master Agent Status is up as shown in the screen below.

System Management Interface (SMI)

AVAyA Avaya Aura® Communication Manager {CM)
Hel f

Administration

stration f Server (Maintenance] Thiz Sarver: DewCM

- Agent Status

Current Alarms

Agent Status
SMME Agents Tgﬁ.é&gten;tst::tus SE;:MI E:giqshfws;he :urrent state of the Master Agent and all the Sub Agents. It also allows for the
SHMP Traps =| ability to Start or Stop the Master Agent.
Filters Sub Agents are connected to the Master Agent.
SHMMP Test
Master Agent status: (515}
Sysm Legs Sub Agent Status
Ring
Traceroute
Metstat FP Agent status: []=)
MyVSubfgent status; up
Status Summary
Ereccos S Load Agent status: up
Shutdown Server MIEZ Agent status: up
Server Date/Time
Software Version
Server Configuration S5top Master Agent I I Help I

Server Role
b ! &

2 2001-2013 Avaya Inc, All Rights Reserved.
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7.2. Verify NetlQ AppManager

The following steps may be used to verify the configuration of AppManager. This section covers
running various Knowledge Scripts to verify that data can be collected on AppManager. Note that
running a script causes a job to be created in AppManager.

= Once the AppManager configuration is complete as detailed in Section 6, scripts can be run
against the various components in the tree view. For example, to run the CallQuery script,
which queries call detail records retrieved from Communication Manager and stored in the
Avaya CM supplemental database, select the AVAYACM tab and drag the CallQuery script
to the Active SPE in the tree view. A pop-up window appears (not shown) that allows
parameters of the script to be modified, such as the date/time range. An example of the script
output is shown below. It displays calls that match the criteria specified in the script
parameters pop-up window.

Event Properties: 1489

| Event | Messade || Comments|

The number of calls found (4) exceeds the threshold (0).

Mumber of records matching the query |4

Starting disconnect time

91972014 3:12:00 PM

Ending disconnecttime

9M19/2014 3:13:00 PM

] Condition Code Calling Number Called Number |[Connect Time Disconnect Time Duration (seconds)

9 : Incoming or tandem call

6149754406 |53012

9/19/2014 3:12:53 PM

5/19/2014 3:13:00 PM

1

2 |7 :Call used the AAR or ARS feature |53012 16149754405 |9M19/2014 3:11:54 PM |9M19/2014 3:12:00 PM |6
3 |0 : Mo error 53012 53115 9/19/2014 3:11:57 PM |9/19/2014 3:12:00 PM |3
410 :Noerror 53010 53012 91972014 3:11:57 PM |9/19/2014 3:12:00 PM |3
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= To run the PhoneQuality script, which collects real-time voice quality statistics for active
calls on Avaya IP phones, select the AvayaCM tab and drag the PhoneQuality script to the
Active SPE to monitor in the tree view. A pop-up window appears (not shown) that allows
parameters of the script to be modified. Select the data in the bottom half of the Operator
Console and drag into the Data Pane to generate a graph. The following example shows a
real-time graph of latency for an active call on a monitored IP station.

[FA ety AppManager Operator Console on WHet0-PCYQOB (HetlQ) = =
File View TreeMiew List Graph KS Web Edensions Window Help
Hes? EEEEE R AERREYED R DEOHBE® EEABRRLED
[-%5 CPU ~ [ interval MOS\S3010] [DevCh-Cluster] W irterval MOSI53012] [DeveM-Cluster] [ nterval MOS\S3010] [DevCh-Cluster]
-ﬁ Memany — — —
& File System | | PhoneGualty
i Metwork,
wutomatic Updates 5.00
fo# Fax
[l \windows PowerShell 450
26 SOL ServerNETIOPC
- AppManager Server: NETIQ-PC 400
- Avapalh:D svCM-Cluster
- Active SPE [10.10.97.201) 350
i [ Servers
- Arnouncements 300
£ Locsl Survivable Processars
D, Gateways 250
Trurk Graups
{3l Hunt Groups 200
=43 IP Stations
4By 53008 130
By 53010 =
oy 53012 U
-a SNMP
é 050 =
WD | T T T T T T T
1527 1529 1.1
09003 09/03
] [ *
FL L [ Proneduslyy
:
A hddMIB @ CalFailes [ HunifGroupUsage & Phonelualiy B SetupSupplementalDE
B tddPhore @ Callualiy EIL5P_Status (B PegisteredRiesources £ SNMPTrap
& Announcements @ Callduery (B PhoneConnectiviy & RemovePhone By SystemUptime
@ AttendantCalls @ CPU_Usage @ Phonel eregistrations @ RetrieveConfigD ata 2 TrunkGroupUsage
@ Callsctivity & H2 4G atewaySitatus (B Phonelnventory @ Secuiyiolations
T AT »[#ACTION J, AT} AMATMIN b AMHEALTH b ASYHE )y AavACM fDIAG J, DISCOVERY i, GENERAL J, NETwORKDEVICE A NORTELCS
=L
Job E 1+ @ @ Status Children Computer Kniowledge Script Uszer Submit Time Stop Time: il
an ¥ £&) Punning 1 NETIG-PC  AvayaCh_PhoneQually NatlD-PCYNeD 9/3/2014 327.22 PM 9/15/2014 34131 PM =J
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= |n Section 6.4, the RetrieveConfigData script was run to retrieve Communication Manager
configuration data about stations and store it in the Avaya CM supplemental database. To
retrieve an inventory of all stations on Communication Manager, drag the Phonelnventory
script to the Active SPE item in the tree view. This script generates a data file with the phone
inventory as shown below. This data file is stored on the AppManager server in the Program
Files\NetlQ\Temp\NetlQ_debug directory by default. If AppManager is installed on a 64
bit machine then the default path needs to be changed to Program
Files(x86)\NetlQ\Temp\NetlQ_debug in the properties page of the Phonelnventory script.

Aotive SPE, Select By,Criteria, Status Filter, Start Time

r r r r

DevCM, Extension, , &ny, 2014-09-03 15:5B8:36

Extension, 8tationType, Hame, Building, Floor, Room, Status, Status Time
"3035385%089", "I511", "Test 089", "Unknown", "Unknown”, "Unknown™, "UnR
egistered”, "2014-05-03 15:58:3&"

"30353853020, "IE5083IP", "Test3050,

Test", "Unknown", "Unknown", "Unknown", "UnRegistered™, "2014-09-03
15:58:36"

"3035385091", "IE503TIF", "TestS051,

Test", "Unknown", "Unknown", "Unknown", "UnRegistered”, "2014-05-03
15:58:36"

"3035385092 ", "IA503IP", "TestI052,

Test", "Unknown", "Unknown", "Unknown", "UnRegistered™, "2014-09-03
15:58:36"

"3I0353830923 7, "IE503IP", "TestB053,

Test", "Unknown", "Unknown", "Unknown", "UnRegistered™, "2014-09-03
15:58:36"

"3035385094 ", "IE503IF", "TestS054,

Test", "Unknown", "Unknown", "Unknown", "UnRegistered™, "2014-09-03
15:58:36"

"30353830925", "IE503IP", "TestB055,

Test", "Unknown", "Unknown", "Unknown", "UnRegistered™, "2014-09-03
15:58:36"

"3035385096", "OE503TIR", "96508IR", "OGS0QIR™, "OES03TIR", "O96508IF", "U
nRegistered", "2014-0%-03 15:58:36"
"3035385097 ", "I9E503TIF", "TestI0597,

Test", "Unknown", "Unknown", "Unknown", "UnRegistered™, "2014-059-03
15:58:3&"

"I0353853098 ", "9E503IP", "Test3058,
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= To capture SNMP traps, drag SNMPTrap script into the SNMP item in the tree view. SNMP
traps will be displayed in the Events tab of AppManager. To view a detailed message of the
SNMP traps, right-mouse click on and SNMP trap and then select Detailed Message from
the pop-up menu. Below is a sample SNMP detailed message.

Ewvent Properties: 1345

Device Uptime (Trap OID

10.10.97 201 |[]:D1:[]4.15 GI-AVAYA-TRAP alarmResolved [1.3.6.1.4.1.6889.1.8.1.0.12]

Name Value

CMHostname DevCM

Maintenance Object |SWC_MON

Generation Time MiA

Resolution Time 09/07/2014 @ 15:27.37

New/Modified alarm | New

Derived G3 Alarm Port |senice crond was successfully restarted.

OID Type Value
G3-AVAYAMIB:g3clientExternalMame [1.3.6.1.4.1.6880.282.1.1.1.4] STRING |DevCM

GI-AVAYAMIBE g3alarmsProductlD [1.3.6.1.4.1.6889.2.81.46.1.18] STRING |1000000000

GI-AVAYAMIE g3alarms AlarmMumber [1.3.6.1.4.1.6889.2.8.1.46.1.17] | STRING |FPAO0000:0000000000.0907152737:N

GI-AVAYA-MIB:g3alarmsPort [1.3.6.1.4.1.6889.2.8.1.4.6.1.1]

STRING

Alsenvice crond was successfully restarted.\

G3-AVAYAME: g3alarmsMaintMame [1.3.6.1.4.1 6389.2.8.1.4.6.1.3] STRING |SVC_MON
G3-AVAYAMIE g3alarmsOnBrd [136.1.4 1638928 14 61.4] STRING |3
G3-AVAYAMIE g3alarms Alarm Type [1.3.6.1.4 163892 8 1.4616]
G3-AVAYAME: g3alarmsIPAddress [1.3.6.1.4.1.6839.281461.26]  |STRING [10.10.97.201
G3-AVAYAME: g3alarms Category [1.3.6.1.4.1.6880.2.81.4.6.1.27]
GI-AVAYAMIB g3alarmsErrorCodes [1.3.6.1.4.1.6889.28.1.46.1.28]
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8. Conclusion

These Application Notes describe the steps required to configure NetlQ AppManager to interoperate
with Avaya Aura® Communication Manager, including establishing a CDR link, sending RTCP
data from the Avaya H.323 and SIP Telephones to NetlQ AppManager, enabling SNMP for
collecting configuration data, and enabling AppManager as an SNMP trap receiver. All tests passed
as noted in Section 2.2.

9. Additional References
This section references the product documentation relevant to these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, October 2013, Release 6.3, Issue 9.0,
Document Number 03-300509.

[2] Avaya Aura® Communication Manager Feature Description and Implementation, June 2014,
Release 6.3, Issue 12.0, Document Number 555-245-205.

[3] NetlQ AppManager for Avaya Communication Manager Management Guide, December 2013,
available at : https://www.netig.com/documentation/appmanager-
modules/pdfdoc/appmanagerforavayacm/appmanagerforavayacm.pdf
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