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Abstract

These Application Notes describe a sample configuration using Session Initiation Protocol
(SIP) trunking between the Verizon Business IP Trunk SIP Trunk Service Offer and an Avaya
IP Office solution. In the sample configuration, the Avaya IP Office solution consists of Avaya
Session Border Controller for Enterprise Release 6.3, an Avaya IP Office 500 V2 Release 9.1
Preferred Edition, Avaya Voicemail Pro, Avaya Communicator for Windows, and Avaya SIP,
H.323, digital, and analog endpoints.

These Application Notes complement previously published Application Notes by illustrating
the configuration screens and Avaya testing of IP Office Release 9.1.

The Verizon Business IP Trunk service offer referenced within these Application Notes is
designed for business customers. The service enables local and long distance PSTN calling via
standards-based SIP trunks directly, without the need for additional TDM enterprise gateways
or TDM cards and the associated maintenance costs.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted in the Avaya Solution &
Interoperability Test Lab, utilizing a Verizon Business Private IP (PIP) circuit connection to
the production Verizon Business IP Trunking service.
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1. Introduction

These Application Notes describe a sample configuration using Session Initiation Protocol (SIP)
trunking between the Verizon Business IP Trunk SIP Trunk Service Offer and an Avaya IP
Office solution. In the sample configuration, the Avaya IP Office solution consists of an Avaya
IP Office 500 V2 Release 9.1 Preferred Edition; Avaya Voicemail Pro; Avaya Communicator for
Windows; Avaya SIP, H.323, digital, and analog endpoints.

These Application Notes complement previously published Application Notes by illustrating the
configuration screens and Avaya testing of IP Office Release 9.1.

Customers using Avaya IP Office with the Verizon Business IP Trunk SIP Trunk service are able
to place and receive PSTN calls via the SIP protocol. The converged network solution is an
alternative to traditional PSTN trunks such as ISDN-PRI.

In the sample configuration, An Avaya Session Border Controller for Enterprise (SBCE) is used
as an edge device between the Avaya IP Office and Verizon business. The Avaya SBCE
performs SIP header manipulation and provides topology hiding, as well as a variety of other
functions providing security and the presentation of a standardized SIP interface.

Verizon Business IP Trunk service offer can be delivered to the customer premises via either a
Private IP (PIP) or Internet Dedicated Access (IDA) IP network termination. Although the
configuration documented in these Application Notes used Verizon’s IP Trunk service
terminated via a PIP network connection, the solution validated in this document also applies to
IP Trunk services delivered via IDA service terminations.

For more information on the Verizon Business IP Trunk service, including access alternatives,
visit http://www.verizonbusiness.com/us/products/voip/trunking/.

2. General Test Approach and Test Results

The general test approach was to connect a simulated enterprise site to the Verizon Business IP
Trunk service, as depicted in Figure 1. The Avaya SBCE and IP Office were configured to use
the commercially available SIP Trunking solution provided by the Verizon Business IP Trunk
SIP Trunk Service. This allowed Avaya IP Office users to make calls to the PSTN and receive
calls from the PSTN via the Verizon Business IP Trunk SIP Trunk Service.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

Incoming calls from the PSTN were routed to the DID numbers assigned by Verizon
Business to the Avaya IP Office location. These incoming PSTN calls arrived via the SIP
Line and were answered by Avaya SIP telephones, Avaya H.323 telephones, Avaya
digital telephones, analog telephones, analog fax machines, Avaya Communicator for
Windows and Avaya Voicemail Pro. The display of caller ID on display-equipped Avaya
IP Office telephones was verified.

Incoming calls answered by members of circular Hunt Groups were verified.

Outgoing calls from the Avaya IP Office location to the PSTN were routed via the SIP
Line to Verizon Business. These outgoing PSTN calls were originated from Avaya SIP
telephones, Avaya H.323 telephones, Avaya digital telephones, analog endpoints, Avaya
Communicator for Windows and Avaya Voicemail Pro. The display of caller ID on
display-equipped PSTN telephones was verified.

Inbound / Outbound fax using G.711 and T.38 were verified.

Proper disconnect when the caller abandoned a call before answer for both inbound and
outbound calls.

Proper disconnect when the IP Office party or the PSTN party terminated an active call.
Proper busy tone heard when an IP Office user called a busy PSTN user, or a PSTN user
called a busy IP Office user (i.e., if no redirection was configured for user busy
conditions).

Various outbound PSTN call types were tested including long distance, international,
toll-free, operator assisted, and directory assistance calls.

Requests for privacy (i.e., caller anonymity) for IP Office outbound calls to the PSTN
were verified. That is, when privacy is requested by IP Office, outbound PSTN calls were
successfully completed while withholding the caller ID from the displays of display-
equipped PSTN telephones.

Privacy requests for inbound calls from the PSTN to IP Office users were verified. That
is, when privacy is requested by a PSTN caller, the inbound PSTN call was successfully
completed to an IP Office user while presenting an “anonymous” display to the IP Office
user.

SIP OPTIONS monitoring of the health of the SIP trunk was verified. Both Verizon
Business and IP Office were able to monitor SIP trunk health using SIP OPTIONS.

IP Office outbound calls were placed with simple short codes as well as using ARS.
Using ARS, the ability of IP Office to route-advance to an alternate route was exercised
when the primary SIP line was not responding. The Line Group associated with the
Verizon Business SIP Trunk was the primary line group chosen for a call, or an alternate
line group was selected upon failure of a primary line.

Incoming and outgoing calls using the G.729A and G.711MU codecs.

DTMF transmission (RFC 2833) with successful voice mail navigation using G.729A and
G.711MU for incoming and outgoing calls. Successful navigation of a simple auto-
attendant application configured on Avaya Voicemail Pro.
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Inbound and outbound long holding time call stability.

Telephony features such as call waiting, hold, transfer, and conference.

Attended call transfer using the SIP REFER method.

Unattended, or “blind” call transfer using the SIP REFER method.

Inbound calls from Verizon IP Trunk service that were call forwarded back to PSTN
destinations, presenting true calling party information to the PSTN phone, via Verizon IP
Trunk service.

Mobile twinning to a mobile phone, presenting true calling party information to the
mobile phone. Outbound mobile call control was also verified successfully (e.g., using
DTMF on a twinned call to place new calls and create a conference via a mobile phone).
DiffServ markings in accordance with network requirements for IP Office SIP signaling
and RTP media.

Mobility Features such as Mobile Callback and Mobile Call Control.

Avaya Remote Worker configuration via the Avaya SBCE.

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results. The
following observations were noted.

1.

HOLD: When a call is put on hold by an IP Office user, there is no indication sent via
SIP messaging to Verizon. This is expected behavior of IP Office, and transparent to the
users on the call.

SIP endpoint RFC2833: Although Avaya IP Office can specify the RFC2833 Telephone
Event 101 to use for Analog/Digital and H.323 sets, (see Section 5.2.5Error! Reference
source not found.), it was found that the Avaya Communicator for Windows uses
Telephone Event 120. No issues were found during testing as a result of this behavior.

SIP endpoint transfers: When Refer based call transfers are performed, VVerizon does
not send NOTIFY SIP messages to Avaya IP Office to signal transfer completion. Some
Avaya SIP endpoints (e.g., Avaya 1140E, and Avaya Communicator for Windows)
require receipt of a NOTIFY when Refer based call transfers are performed. The IP
Office SIP Line option, Emulate NOTIFY for Refer will send the necessary NOTIFY
messages to these endpoints (see Section 5.4.8).
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2.3. Support

2.3.1. Avaya

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

2.3.2. Verizon

For technical support on Verizon Business IP Trunk service offer, visit the online support site at
http://www.verizonbusiness.com/us/customer/.

3. Reference Configuration

Figure 1 illustrates an example Avaya IP Office solution connected to the Verizon Business IP
Trunk SIP Trunk Service. The Avaya equipment is located on a private IP subnet. An enterprise
edge router provides access to the Verizon Business IP Trunk service network via a Verizon
Business T1 circuit. This circuit is provisioned for the Verizon Business Private IP (PIP) service.

In the sample configuration, the Avaya SBCE receives traffic from the Verizon Business IP
Trunk service on port 5060 and sends traffic to port 5071, using UDP for network transport, as
required by the Verizon Business IP Trunk service. As shown in Table 1, the Verizon Business
IP Trunk service provided Direct Inward Dial (DID) numbers. These DID numbers were mapped
to IP Office destinations via Incoming Call Routes in the IP Office configuration.

Verizon Business used the Fully Qualified Domain Name (FQDN)
pcelban0001.avayalincroft.globalipcom.com.

The Avaya CPE environment was assigned FQDN adevc.avaya.globalipcom.com by Verizon
Business.
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Figure 1: Avaya Interoperability Test Lab Configuration

Additionally, the reference configuration included remote worker functionality. A remote worker
is a SIP endpoint that resides in the untrusted network, registered to IP Office via the Avaya
SBCE. Remote workers feature the same functionality as any other endpoint within the
enterprise. This functionality was successfully tested during the compliance test, using the
following endpoints and protocols:

e Avaya Communicator for Windows (using TLS and SRTP)
e Avaya one-X® Mobile Preferred for IP Office on Android (using TLS and SRTP)

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this document. For more information on
configuring the Avaya SBCE for IP Office remote workers, consult references [7] and [8].
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Table 1 shows the mapping of Verizon-provided DID numbers to IP Office users, groups, or
functions. The associated IP Office configuration is shown in Section 5.

Verizon Provided DID

Avaya IP Office Destination

Notes

732-945-0231 X 231 T7316E Digital Telephone
732-945-0232 X 232 9508 Digital Telephone
732-945-0234 X 234 Avaya Communicator for
Windows
732-945-0235 X 235 Avaya SIP 1140E
732-945-0237 X 237 Avaya H.323 - 9611
732-945-0239 X 239 one-X® Mobile

732-945-0240

Short Code: FNE31

FNE Service 31
(Mobile Call Control)

732-945-0241

X 241

Analog telephone or Fax
machine

732-945-0242

X 401 Hunt Group

Rotary Ring Mode to all Users

732-945-0243

Voicemail

Voicemail Pro Module

Table 1: Verizon DID to IP Office Mappings

4. Equipment and Software Validated
Table 2 shows the equipment and software used in the sample configuration.

Avaya IP Telephony Solution Components

Equipment

Software

Avaya Session Border Controller for
Enterprise

Release 6.3.1-22-4653

Avaya IP Office 500 V2

Release 9.1.100.10

Avaya Application Server

Release 9.1.1.0.10

Avaya IP Office Manager

Release 9.1.1.0 Build 10

Avaya 9611SW IP Telephone (H.323) Release 6.2209
Avaya 1140E IP Telephone (SIP) Release 04.04.18
Avaya 9508 Digital Telephone Release 0.55
Avaya T7316E Digital Telephone N/A

Avaya Communicator for Windows Release 2.0.3.30

Avaya one-X® Mobile Preferred for IP Office
on Android

Release 1.9.0.9989

Table 2: Equipment and Software Tested

Compliance Testing is applicable when the tested solution is deployed with a standalone 1P
Office 500 V2, and also when deployed with all configurations of IP Office Server Edition
without T.38 Fax service (T.38 fax is not supported on IP Office Server Edition). Note that IP
Office Server Edition requires an Expansion IP Office 500 V2 to support analog or digital

endpoints or trunks.
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5. Avaya IP Office Configuration

IP Office is configured via the IP Office Manager program. For more information on IP Office
Manager, consult reference [2]. From the IP Office Manager PC, select Start - Programs >
IP Office = Manager to launch the Manager application. Provided that the IP Office system is
accessible to IP Office Manager, the following will be displayed in the center of the opening
screen:

V'Conﬁ_guration Service User Login

1P Office: SIL (IP 500 V2)

Service User Name Administrator

Service User Password

| cancet ||

Log in with the appropriate configuration credentials. The appearance of the IP Office Manager
can be customized using the View menu. In the screens presented in this section, the View menu
was configured to show the Navigation pane on the left side, the Group pane in the center, and
the Details pane on the right side.
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5.1. Licensing and Physical Hardware

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in
the Navigation pane. Confirm a valid SIP Trunk Channels license with sufficient Instances
(trunk channels). If Avaya IP Telephones will be used as is the case in these Application Notes,
verify the Avaya IP endpoints license.
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In the sample configuration, looking at the IP Office 500 V2 from left to right, the first module is
a TCM 8 Digital Station Module. This module supports BCM / Norstar T-Series and M-Series
telephones. The second module isa COMBO6210/ATM4 module. This module is used to add a
combination of ports to an IP500 V2 control unit and is not supported by IP500 control units.
The module supports 10 voice compression channels. Codec support is G.711, G729A and G.723
with 64ms echo cancellation. G.722 is supported by IP Office Release 8.0 and higher. The
“Combo” card will support 6 Digital Station ports for digital stations in slots 1-6 (except 3800,
4100, 4400, 7400, M and T-Series), 2 Analog Extension ports in slots 7-8, and 4 Analog Trunk
ports in slots 9-12. Referring to Figure 1, the Avaya T7315E telephone with extension 231 is
connected to port 1 of the TCM8 module, and the Avaya 9508 telephone with extension 232 is
connected to port 1 of the “Combo” card. The analog extension or fax machine is connected to
the “Combo” card on port 7.

The following screen shows the modules in the IP Office used in the sample configuration. To
access such a screen, select Control Unit in the Navigation pane. The modules appear in the
Group pane. In the screen below, IP 500 V2 is selected in the Group pane, revealing additional
information about the IP 500 V2 in the Details pane.

-
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<
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5.2. System Settings

This section illustrates the configuration of system settings. Select System in the Navigation
pane to configure these settings. The subsection order corresponds to a left to right navigation of
the tabs in the Details pane for System settings. For all of the following configuration sections,
the OK button (not shown) must be selected in order for any changes to be saved

5.2.1. LAN Settings

The IP500/1P500 V2 control units have 2 RJ45 Ethernet ports, physically marked as LAN and

WAN. Within the system configuration, the physical LAN port is LAN1, the physical WAN port
is LAN2.

In the sample configuration, LANL1 is used to connect the IP Office to the enterprise network. To
view or configure the IP Address of LAN1, select the LANL1 tab followed by the LAN Settings
tab. As shown in Figure 1, the IP Address of the IP Office is 10.64.19.70. DHCP Mode is set to
“Server” so that IP phones will get an IP Address from the IP Office Server. Other parameters
on this screen may be set according to customer requirements.

i= SIL o v

LAN Settings | VolP | Network Topology | DHCP Pools|

IP Address 10 . 64 . 19 . 70

IP Mask 255 . 255 . 255 . 0

Primary Trans. IP Address 0 0 0 0

RIP Made None -
Enable NAT

Mumber Of DHCP IP Addresses 200 = (i)

DHCP Made
@ Server () Client () Dialin () Disabled [ Advanced
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Select the Vol P tab as shown in the following screen. The H323 Gatekeeper Enable box is
checked to allow the use of Avaya IP Telephones using the H.323 protocol, such as the Avaya
1616 and 9611 used in the sample configuration. The SIP Registrar Enable box is checked to
allow Avaya 1140E, Avaya one-X® Mobile Preferred for IP Office, and Avaya Communicator
usage. The SIP Trunks Enable box must be checked to enable the configuration of SIP trunks
to Verizon Business.

If desired, the RTP Port Number Range can be customized to a specific range of receive ports
for the RTP media paths from Avaya SBCE to IP Office. The defaults are used here.

= sIL i v | <

| Systemn | LANL |LAN2 | DNS | Voicemail | Telephony | Directory Services | Systemn E\rentsl SMTP | SMDR |Twinnir|g | VCM | Codecs | WolP Security | Contact| * | ¥

| LAN Settings| VoIP | MNetwork Topologyl DHCP Pools|

H323 Gatekeeper Enable
[[] Auto-create Extn Auto-create User [7] H323 Remote Extn Enable

1720
SIP Trunks Enable

SIP Registrar Enable

[[] Auto-create Extn/User [ SIP Remote Extn Enable
Domain Name avayalab.com |
upP UDP Port 5060 2 5060
Layer 4 Protocol TCP TCP Port 5060 = 5060
LS TLS Port 5061 : 5061
Challenge Expiry Time (secs) 10 =
RTP
Port Number Range
Minimum 49152 = Maximum 53246 =
Port Murmber Range (NAT)
Minimum 49152 < Maximum 53246 =

Enable RTCP Monitering on Port 5005

RTCP collector IP address for phones 0 0 0 0

Keepalives
Scope Disabled - 0
Disabled
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Scrolling down, IP Office can be configured to mark the Differentiated Services Code Point
(DSCP) in the IP Header with specific values to support Quality of Service policies. In the
sample configuration shown below, IP Office will mark SIP signaling with a value associated
with “Assured Forwarding” using DSCP decimal 28 (SIG DSCP parameter). IP Office will mark
the RTP media with a value associated with “Expedited Forwarding” using DSCP decimal 46
(DSCP parameter). This screen enables flexibility in IP Office DiffServ markings (RFC 2474) to
allow alignment with network routing policies, which are outside the scope of these Application
Notes. Other parameters on this screen may be set according to customer requirements.

DiffServ Settings
B8 2 DSCP(Hex) [B8 2 Video DSCP(Hex) |FC 2| DSCP Mask (Hex) (70 = SIG DSCP (Hex)
46 % Dscp 46 = Video DSCP 63 2| DSCP Mask 28 = SIG DSCP

Select the Network Topology tab as shown in the following screen. The Firewall/NAT Type is
set to Open Internet in the sample configuration. The Binding Refresh Time (seconds) can be
used to lower the SIP OPTIONS timing from the default of 300 seconds. During the testing, the
Binding Refresh Time was varied (e.g., 90 seconds, 120 seconds) to test SIP OPTIONS timing.

= SIL v

System | LAMNL | LAN2 | DNS Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | VCM | Codecs | VolP Security | Contact| + | ¥
LAN Settings | VoIP | Network Topolegy | DHCP Pools

MNetwork Topology Discovery

STUN Server Address STUN Part 3478 =
Firewall/NAT Type |Oper1 Internet A

Binding Refresh Time (seconds) 300 =

Public IP Address 0 0 0 0 Run STUN Cancel
Public Port

UDP 0 =

TCP 0 =

LS 0 =

Run 5TUN on startup
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5.2.2. Voicemail Settings

To view or change voicemail settings, select the Voicemail tab as shown in the following screen.
The settings presented here simply illustrate the sample configuration and are not intended to be
prescriptive. The Voicemail Type in the sample configuration is “Voicemail Lite/Pro”. Other
Voicemail types may be used. The Voicemail IP Address in the sample configuration is

10.64.19.69, the IP Address of the IP Office Application Server running the VVoicemail Pro
software, as shown in Figure 1.

= SIL v

System | LAN1 | LAM2 | DNS | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | VCM Codecs | VoIP Security | Contact Center

Voicemail Type Voicemnail Lite/Pro

-

| Messages Button Goes To Visual Voice

Voicemail Destination | Outcalling Control

Voicemail IP Address 10 64 19 69
Backup Voicemail IP Address | 0 0 0 0
Voicemail Channel Reservation

Unreserved Channels 4

Auto-Attendant 0 Voice Recording |0 Mandatory Voice Recording |0 :

Al ([4]w

Announcements 0 Mailbox Access |0

In the sample configuration, the “Callback’ application of Avaya Voicemail Pro was used to
allow Voicemail Pro to call out via the SIP Line to Verizon Business when a message is left in a
voice mailbox. The SIP Settings shown in the screen below enable IP Office to populate the SIP
headers for an outbound “callback” call from Voicemail Pro, similar to the way the fields with
these same names apply to calls made from telephone users (e.g., see Section 5.5).

SIP Settings
SIP Mame 7329450239

SIP Display Name (Alias) Voicemail

Contact 7329450239

Anonymous
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5.2.3. System Telephony Configuration

To view or change telephony settings, select the Telephony tab and Telephony sub-tab as
shown in the following screen. The settings presented here simply illustrate the sample
configuration and are not intended to be prescriptive. In the sample configuration, the Inhibit
Off-Switch Forward/Transfer box is unchecked so that call forwarding and call transfer to
PSTN destinations via the Verizon Business IP Trunk service can be tested. That is, a call can
arrive to IP Office via the Verizon Business IP Trunk, and be forwarded or transferred back to
the PSTN with the outbound leg of the call using the Verizon IP Trunk service. The
Companding Law parameters are set to “U-Law” as is typical in North American locales. Other
parameters on this screen may be set according to customer requirements.

Restrict Analogue Extension Ringer Voltage ]

=

Dial Delay Time (secs)

=
Ale| |[1]*

Dial Delay Count

Default Mo Answer Time (secs) 15

=
Alw| |[4]*

Hold Timeout (secs)

Park Timeout (secs) 300 =
Ring Delay (secs) 5 =
Call Priority Promotion Time (secs) |Disabled =
Default Currency uspD -
Default Name Priority

Media Connection Preservation Disabled

II

Phone Failback Manual

Legin Code Complexity
[7] Enforcement

Complexity

= sIL = v |«
| System | LAMNL | LANZ | DMS | Voicemail |TE|Eph0ﬂ}f| Directory Services | System Events | SMTP | SMDR | Twinning | VCM | Codecs | VolP Security | Contact Cen
Telephony | Park & Pagel Tones&Musicl Ring Tones | 5M | Call Log | TUI |
Analogue Extensions Companding Law
Switch Line

Default Qutside Call Sequence ’Normal VI

Default Inside Call Sequence ’Ring Typel v] @ U-Law @ U-Law Line

Default Ring Back Sequence ’Ring Type2 VI

O A-Law ) A-Law Line

[T DSS Status
Auto Held

Dial By Mame
Show Account Code
[ Inhibit Off-5Switch Forward/Transfer
[ Restrict Metwork Interconnect

Include location specific information

[] Drop External Only Impromptu Conference
[T Visually Differentiate External Call
[] Unsupervised Analeg Trunk Disconnect Handling
High Quality Conferencing
Digital/Analogue Auto Create User

[T] Directory Overrides Barring
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5.2.4. System Twinning Configuration

To view or change Twinning settings, select the Twinning tab as shown in the following screen.
The Send original calling party information for Mobile Twinning box is not checked in the
sample configuration, and the Calling party information for Mobile Twinning is left blank.
With this configuration, and related configuration of “Diversion header” on the SIP Line
(Section 5.4.3), the true identity of a PSTN caller can be presented to the twinning destination
(e.g., a user’s mobile phone) when a call is twinned out via the Verizon Business IP Trunk
service.

i= SiL (B v

| System | LANL | LANZ | DNS | Voicemail I Telephony | Directory Services | System Events | SMTP | SMDR | Twinning |VCM | Codecs | VolIP Security | Contact Center

Send original calling party infermation for Mobile Twinning

Calling party information for
Mobile Twinning

5.2.5. System Codecs Configuration

To view or change system codec settings, select the Codecs tab. On the left, observe the list of
Available Codecs. In the example screen below, which is not intended to be prescriptive, the
box next to each codec is checked, making all the codecs available in other screens where codec
configuration may be performed (such as the SIP Line in Section 5.4.6). The Default Codec
Selection area enables the codec preference order to be configured on a system-wide basis, using
the up, down, left, and right arrows. By default, all IP (SIP and H.323) lines and extensions will
assume the system default codec selection, unless configured otherwise for the specific line or
extension. The RFC2833 Default Payload parameter is set to “101”, the value preferred by
Verizon Business.

i= SiL (B v

| System | LAMNL | LANZ | DMS |‘u‘oicemai| |Telephony Directory Services | System Events | SMTP | SMDR |Twinning |VCM | Codecs |‘u‘oIP Security | Contact Center

RFC2833 Default Payload 101 =
Available Codecs Default Codec Selection
Unused Selected
V| G.711 ULAW 64K S G.722 64K
M| G711 ALAW 64K G711 ULAW 64K
| G722 64K G711 ALAW 64K
V| G.729(a) 8K CS-ACELP (G.729(a) BK CS-ACELP

| G.723.1 6K3 MP-MLQ cce G.723.1 6K3 MP-MLQ
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5.3. IP Route

In the sample configuration, the IP Office LANL port is physically connected to the local area
network switch at the IP Office customer site. The default gateway for this network is
10.64.19.1. The Avaya SBCE resides on a different subnet and requires an IP Route to allow SIP
traffic between the two devices. To add an IP Route in IP Office, right-click IP Route from the
Navigation pane, and select New (not shown). To view or edit an existing route, select IP Route
from the Navigation pane, and select the appropriate route from the Group pane. The following
screen shows the Details pane with the relevant route using Destination LANL1.

—
o

0.0.0.0

g -l X[ v <]

IP Route

IP Address

IP Mask

Gateway IP Address
Destination

Metric

10 64 19 1

LAMNL

Proxy ARP
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5.4. SIP Line

This section shows the configuration screens for the SIP Line in IP Office Release 9.1. Since IP
Office Release 9.1 introduced new SIP Line parameters and re-oriented existing parameters, this
section has the most substantive changes in these Application Notes, compared to the
configuration documented in references [IPOR81] and [IPOR9].

The recommended method for configuring a SIP Line is to use the template associated with these
Application Notes. The template is an .xml file that can be used by IP Office Manager to create a
SIP Line. Follow the steps in Section 5.4.2Error! Reference source not found. to create the SIP
Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

IP addresses

SIP Credentials (if applicable)

SIP URI entries

Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown in Sections 5.4.3 — 5.4.8.

In addition, the following SIP Line settings are not supported on Basic Edition:

IP Office Manager ldh-l

' Please note that the below SIP Line settings are not supported on Basic
Edition:

SIP Line Onginator number for torwarded and twinning calls
Transport Second Explicit DNS Server

SIP Credentlals < Registration Required.

SIP Advanced

Engineeting

Also note that SIP Credentials - User Name, Authentication Name,
Contact and Password will not be exported to template,

ok |

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation
Pane and select New = SIP Line. Then, follow the steps outlined in Sections 5.4.3 — 5.4.8Error!
Reference source not found..
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5.4.1. Importing a SIP Line Template

Therefore, binary templates should only be used for cloning trunks within a specific
customer’s environment.

Note — DevConnect generated SIP Line templates are always exported in an XML format.
These XML templates do not include sensitive customer specific information and are
therefore suitable for distribution. The XML format templates can be used to create SIP
trunks on both IP Office Standard Edition (500v2) and IP Office Server Edition systems.
Alternatively, binary templates may be generated. However, binary templates include all the
configuration parameters of the Trunk, including sensitive customer specific information.

1. Copy a previously created template file to a location (e.g., \temp) on the same computer
where IP Office Manager is installed. By default, the template file name will have the
format AF_<user supplied text>_SIPTrunk.xml, where the <user supplied text> portion

is entered during template file creation.

name must be maintained. For example, an original template file AF_TEST

name is selected in Section 5.4.2 to create a new SIP Line.

Note — If necessary, the <user supplied text> portion of the template file name may be
modified, however the AF_<user supplied text>_SIPTrunk.xml format of the file

SIPTrunk.xml could be changed to AF_Testl_SIPTrunk.xml. The template file

2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Check the box next to Enable Template

Options.

Preferences | Duectones | Discovery Visual Preferences Secunty | Vakdaton

Icon Sce  Smal -

¢ Multilne Taby

¢ Eneble Template Options

¢ Enable Tempiate Creation

O Concel Help

3. Import the template into IP Office Manager. From IP Office Manager, select Tools -

Import Templates in Manager.

File Edt  View | Tooh

Help

SiL

smber,.
Line Renumder
bpert » [

SCN Service User Manegement " LANL  LAMNQ (DNS | Yoscemail | Telephony | Directory Services | System Events | SMTP

Busy on Held Vahdaten '--m S Locale

MSN Corfigutation Location

Import Templates in Manages |

TTTTFIP Server I Addrens 10 & 19

SMDR | Ty

Unte

«Mor|
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4. A folder browser will open (not shown). Select the directory used in step 1 to store the
template(s) (e.g., \temp). In the reference configuration, template file AF_Verizon
SBCE_ SIPTrunk.xml was imported. The template files are automatically copied into
the IP Office default template location, C:\Program Files\Avaya\lP
Office\Manager\Templates.

5. After the import is complete, a final import status pop-up window will open stating
success or failure.

Ternplate Provisioning @

f . 1 Successfully imported templates to IP Office Manager from
W Citemp

5.4.2. Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and
select New SIP Trunk from Template.

O Sl e T
TN New >

214 ;r@ @9 New SIP Trunk from Template |
Pbesd —
£ ’T":" ] Creste SIP Trunk Template h
;r: % cut Ctrl+X
i.wy|5a  Copy Ctrl+C
{ Pase Ctrl+Y
-9 CO v
5@ B 7< Delete Ctrl+Del
¥ z Us & Validate

C ’3 Gr Connect To... Ctrl+T
+-@% Sh New fi T Bi
i @5: ew from Template (Binary)

ol RA Export as Template (Binary)
Lo N 1. T L T AT E IO

2. In the subsequent Template Type Selection pop-up window, from the Service Provider
pull-down menu, select the XML template name from Section 5.4.1. Click Create new
SIP Trunk.

Note — The drop down menu will display the <user supplied text> part of the template
file name (see Section 5.4.1). If the Display All box is checked, then the full template file
name is displayed.
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™ Template Type Selection El [=] @

Locale United States (US English)

Service Provider |Verzon SBCE - | Diisplay Al

| Create new SIP Trunk | | Cancel |

The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 18).

-7 Line (6)
..... TT;I 1

Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Sections 5.4.3 -5.4.8.

5.4.3. SIP Line = SIP Line Tab

The SIP Line tab in the Details pane is shown below for Line Number 17, used for Avaya SBCE
to the Verizon Business IP Trunk service. The ITSP Domain Name is configured with the inside
IP address of the Avaya SBCE as shown in Figure 1. By default, the In Service and Check
OOS boxes are checked. In the sample configuration, IP Office will use the SIP OPTIONS
method to periodically check the SIP Line. The time between SIP OPTIONS sent by IP Office
will use the Binding Refresh Time for LANL, as shown in Section 5.2.1.

Under Forwarding and Twinning, the Send Caller ID parameter is set to “Diversion Header”.
With this setting and the related configuration in Section 5.2.4, IP Office will include the
Diversion Header for calls that are directed via Mobile Twinning out the SIP Line to Verizon.
The Diversion Header will contain the number associated with the Twinning user, allowing
Verizon to admit the call. The From Header will be populated with the true calling party identity,
allowing the twinning destination (e.g., mobile phone) to see the true caller id. IP Office will also
include the Diversion header for calls that are call forwarded out the SIP Line to Verizon.

Under Session Timers, the Refresh Method is set to “Reinvite” and the Timer (seconds) is set
to “1800”. With this configuration, IP Office will send re-INVITESs every 15 minutes (half of the
set value) to keep the active session alive.
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Under Redirect and Transfer, the default automatic determination of Incoming Supervised
REFER and Outgoing Supervised REFER is “Auto”. Alternatively, the default can be
overridden with “Never” to explicitly disable use of supervised REFER, or “Always” to
explicitly enable use of supervised REFER. The Send 302 Moved Temporarily setting is
unchecked, as Verizon does not support receiving a 302 Moved Temporarily message.
Optionally, the Outgoing Blind REFER box can be checked to enable use of REFER for blind

transfers.

i= SIP Line - Line 17

g -M X[ v <

SIP Line |Transport|SIP URIlVoIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineering|

Line Mumber 17 =

ITSP Domain Name 10.64.51.199

URI Type [sip -
Location ICIoud v‘
Prefix

Mational Prefix

International Prefix

Country Code 1
Mame Priority Systern Default -
Description Avaya SBCE

In Service

Check 005
Session Timers
Refresh Method

Timer (seconds)

Forwarding and Twinning

Criginator number

Send Caller ID

Redirect and Transfer
Incoming Supervised REFER
CQutgoing Supervised REFER
Send 302 Moved Termnporarily
Outgoing Blind REFER

I Reinvite

1800

I Diversion Header

IAIways

IAIways

5.4.4. SIP Line - Transport Tab

Select the Transport tab. The ITSP Proxy Address is set to the inside IP address of the Avaya
SBCE as shown in Figure 1. In the Network Configuration area, “UDP” is selected as the
Layer 4 Protocol. The Send Port and Listen Port can retain the default value 5060. The Use
Network Topology Info parameter is set to “LAN 17, the LAN port connected to the Avaya

SBCE.

i= SIP Line - Line 17

ok -B I X v s

SIP Line| Transport |SIP URI|VoIP | T38 Fax|SIP Credentials| SIP Advanced | Engineering|

ITSP Proxy Address  10.64.91.199

MNetwork Configuration

Layer 4 Protocol IUDP v‘ Send Port 5060
Use Network Topology Info ILAN 1 v‘ 5060
Explicit DNS Server(s) 0 0 1} 0 0 0 0

Calls Route via Registrar

Separate Registrar

3
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5.4.5. SIP Line - SIP URI Tab

Select the SIP URI tab. To add a new SIP URI, click the Add... button. In the bottom of the
screen, a New Channel area will be opened. To edit an existing entry, click an entry in the list at
the top, and click the Edit... button. In the bottom of the screen, the Edit Channel area will be
opened. In the example screen below, a previously configured entry is edited. “Use Internal
Data” is selected for the Local URI, Contact and Display Name. Information configured on the
SIP Tab for individual users will be used to populate the SIP headers. The PAI parameter is set
to “None”. The Registration parameter is set to the default “0: <None>" since Verizon Business
IP Trunk service does not require registration. The Incoming Group parameter, set here to 17,
will be referenced when configuring Incoming Call Routes to map inbound SIP trunk calls to IP
Office destinations in Section 5.7. The Outgoing Group parameter, set here to 17, will be used
for routing outbound calls to Verizon via the Short Codes (Section 5.6). The Max Calls per
Channel parameter, configured here to 10, sets the maximum number of simultaneous calls that
can use the URI before IP Office returns busy to any further calls.

= SIP Line - Line 17 g - X v <

|SIP LinelTransport| SIP LRI |\u"DIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineering|

Channel  Groups “ia Local URI Contact Display Mame PAL Credential  Max Calls Add..,
M. 0 <Mon..

2 17 0 1. 732045.. 73294, 7320450240 M. 0: <Mon., 10 e

3 17 1. 732045, 73204, 7320450243 M. 0 <Mon., 10 Edit

Edit Channel

Wia 10.64.19.70 w
Local URT Use Internal Data - Gancs)
Contact Use Internal Data -

Display Mame Use Internal Data -

PAL Maone R

Reqistration 0: <Mones> -

Incoming Group 17

Qutgoing Group 17

Max Calls per Channel 10 =

In the sample configuration, the single SIP URI shown above was sufficient to allow incoming
calls for Verizon DID numbers destined for specific IP Office users or IP Office hunt groups.
The calls are accepted by IP Office since the incoming number will match the SIP Name
configured for the user or hunt group that is the destination for the call.
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Channels 2 and 3 display service numbers, such as a DID number routed directly to voicemail or
DID used for Mobile Call Control. DID numbers that IP Office should admit can be entered into
the Local URI and Contact fields instead of “Use Internal Data”. The numbers 732-945-0240

and 732-945-0243 will be assigned as service numbers in the Incoming Call Routes in Section

5.7.

5 ine] Transport 9P UR o | 138 Fax P C |18 Advanced

i 17 17
d 17 ©

£6t Channel

Vis

Local URI

Contact

Desplay Name

LN

Regutration
Incoming Geoup
Outgoing Group

Max Calle per Channed

|0 3
Channel  Groups Vie Local L¥T Coetact Ouplvy Nama PAS Credental Mac Calls Add..
N... D:<Nen.. 10 |

M. FFBTDM0 N 0 «MNon sstd 32

o TIM5. 732, 720450043 N, Di<MNon.. 10

Eait

10541570 ‘_ﬁ_ |
7229430240 ¥ : c‘“‘_“_l
TIMHUD v

TS0 .

None -

T —

- X v o«

Cheeel  Groupe
1 LU 1)

2 170

£dit Channe
Vis

Locat URY

Contect

Displey Name

L2

Tegatrstion
Incomng Group
Qutgong Group

Mae Calts per Channel

S Line| Transport S UFI ValP |73 Frx| 9P Credentiah | SIP Adyamced Eng

Via Locel UR] Comtact Display Neme PAI  Credertial Max Calis | Aadd

N.. & «Non. 1D

730045, 704 TR0 N O:<Nom.. 10 Pemone

13985 J3264 rR9aM 43

10541370 ook
730450043 [ Comcel
7320450243 =

TA29450243 =

Nene =

T —

1w

0
10
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5.4.6. SIP Line - VoIP Tab

Select the Vol P tab. The Codec Selection drop-down box System Default (default) will match
the codecs set in the system wide Default Selection list (System = Codecs). In the sample
configuration, “Custom” is selected and codecs preferred by Verizon are included as well as the
newly supported G.722 codec (i.e., G.722 64K, G.711 ULAW 64K and G729(a) 8K CS-
ACELP). This will cause IP Office to include G.722, G.711MU, and G.729a in the Session
Description Protocol (SDP) offer, in that order. Set the Fax Transport Support drop-down to
“T38 Fallback™. This enables T.38 to be used if supported and will fall-back to G.711 if not.
The DTMF Support parameter can remain set to the default value “RFC2833”. The Media
Security parameter can retain its default value of “Disabled” as Verizon does not support media
encryption. The Re-invite Supported parameter can be checked to allow for codec re-
negotiation in cases where the target of an incoming call or transfer does not support the codec
originally negotiated on the trunk. The Re-invite Supported parameter and the G.711 Fax
ECAN parameter should be checked and G.711 ULAW 64K as the first codec preference if the
SIP Line will be used for fax. For PSTN originations, Verizon preferred the G.729a codec in the
SDP, while also allowing the G.711MU codec. However, if an originator is at a SIP connected
location and offers G.722, Verizon will preserve this offer and allow G.722 to be negotiated and
used end to end. During testing, the IP Office configuration was varied such that G.729a was the
preferred or only codec listed, and G.729a calls were also successfully verified.

i= SIP Line - Line 17 o SR I RV

|SIF‘ LinelTransportlSIP URI| VelP |T38 FaxlSIP Credentials|SIP Advanced |Engineering

WolP Silence Suppression

| Re-invite Supported

Codec Selection |CU5t0m T Codec Lockdown

Unused Selected Allow Direct Media Path

G711 ALAW 64K . G722 64K ) o
G.7231 6K3 MP-MLQ G711 ULAW 64K Force direct media with phones
G.729(2) 8K CS-ACELP PRACK/100rel Supported

V| G711 Fax ECAM

Fax Transport Support |T38 Fallback v|

DTMF Support [RFc2833 -
Media Security [ Disabled -
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5.4.7. SIP Line — T38 Fax Tab

The settings on this tab are only accessible if Re-invite Supported is checked and a value for
Fax Transport Support other than “None” are selected on the VoIP tab. Fax relay is only
supported on IP500 V2 systems with an IP500 VCM card. The Disable T30 ECM must be
checked or fax errors may be experienced when using T38 Fax. When selected, it disables the
T.30 Error Correction Mode used for fax transmission. The T38 Fax Version is set to “0”. In the
Redundancy area, the Low Speed and High Speed parameters are set to “2”. All other values
are left at default. Since the Verizon Business IP Trunk service does not require registration, the
SIP Credentials tab need not be visited.

= SIP Line - Line 17 -9 X v
SIP Line| Trangpoet | SIP UL Vol | T35 Far Sip Credentials | S Advanced | Engneenng
138 Fax Version 0 -
/| Scan Line Fuop
Transport
4| TFOP Enhancement
Redundeecy
4| Disabie T30 ECM
Low Speed 2 :
Disabde EFlagy For First DS
e z Disable 130 MR Compression
TCF Mathod Teaans 1CF - NSF Qvemnds
Max Bit Rate (opz) 14400 -
EFlag Start Tumer (moecy) 2600
EFlag Stop Timr (mecs) 12300

Te Network Timeout (secs) 1%

Use Default Values
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5.4.8. SIP Line — SIP Advanced Tab

Select the SIP Advanced tab. In the Identity area, the Use PAI for Privacy box is checked to
include the caller’s DID number in the P-Asserted-ldentity (PAI) SIP header for a privacy
requested call. This PAI SIP header is required by Verizon Business to admit an otherwise
anonymous caller to the network. The Caller ID from From header box is checked to have IP
Office use the Caller ID information in the From SIP header rather than the PAI or Contact SIP
header for inbound calls. This will allow the Caller Name presented in the From SIP header by
Verizon Business to also be included in the Caller ID.

In the Call Control area, the Emulate NOTIFY for Refer box is check. This is required for SIP
endpoints that perform Refer based transfers across the SIP line. See Section 2.2 for more
details. The No Refer if using Diversion box is check to prevent IP Office from using the SIP
REFER method on call forwarded scenarios that use a Diversion SIP header. Verizon does not
support this type of refer, and would respond with a “603 Decline” SIP message.

= SiP Line - Line 17 of -2 X v

SP Line| Transpoa 5P URL Vol | 138 Fau SP Cendertualy, 9P Advanced Engueenng

Addresun 9 Media
Aussciation Methad By Seusca IP address s Alow Empty INVITE
- Send Emgty 12 INVITE
¥l Eoutng Method Pequest UR) v

Abew To Tag Omange

wis NS SRV Looksg P-Early-Media Suppont Nune -

Send SilencaSupg= OFf

cw Eardy Direct Macha

Disabilezt -

485 - Busy Here -

ADE- Regpuest Tenecut -

Mow Voeman -

Emudare NOTIFY for REFER

No BEFER f using Onverson ¥

Note — An IP Office user whose calling line identification is not typically withheld from the
network can request privacy in the sample configuration by dialing the short code *67 to access
the SIP Line, as described in Section 5.6. Certain Avaya telephones can also request privacy,
without dialing a unique short code, using Features = Call Settings = Withhold Number.
The Withhold Number parameter may be set to “On” (i.e., for privacy). Specific users may be
configured to always withhold calling line identification by checking the Anonymous field in
the SIP tab for the user (Section 5.5.1).
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5.5. Users, Extensions, and Hunt Groups

In this section, examples of an IP Office User, Extension, and Hunt Group will be illustrated. In
the interests of brevity, not all users and extensions shown in Figure 1 will be presented, since
the configuration can be easily extrapolated to other users. To add a User, right click on User in
the Navigation pane, and select New. To edit an existing User, select User in the Navigation

pane, and select the appropriate user to be configured in the Group pane.

5.5.1. Digital User 232

The following screen shows the User tab for User 232. As shown in Figure 1, this user
corresponds to the Avaya Digital 9508.

Avaya9508: 232

e -B X v <

User |Voicemai| | DND | Short Codes | Source Numbers | Telephony I Forwarding | Dial In IVoice Recording | Button Programming | Menu Programming | Mobility |

MName

Password

Confirm Password
Conference PIN
Confirm Conference PIN
Account Status

Full Name

Extension

Email Address
Locale

Prigrity

System Phone Rights

Profile

Device Type %

Avayads08

L1111

ases

Enabled -
232

| 2
E )
’None VI
’Power User VI

[] Receptionist

Enable Softphone

Enable one-X Portal Services
Enable one-X TeleCommuter
Enable Remote Worker

[7] Enable Communicator

[7] Enable Mobile VeIP Client
[] Send Maobility Email

[T] Ex Directory

[7] Web Collaboration

Avaya 9508
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The following screen shows the SIP tab for User 232. The SIP Name and Contact parameters
are configured with the DID number of the user, 732-945-0232. These parameters configure the
user part of the SIP URI in the From header for outgoing SIP trunk calls, and allow matching of
the SIP URI for incoming calls, without having to enter this number as an explicit SIP URI for
the SIP Line. The SIP Display Name (Alias) parameter can optionally be configured with a
descriptive name. If all calls involving this user and a SIP Line should be considered private,
then the Anonymous box may be checked to withhold the user’s information from the network.
See Section 5.6 for a method of using a short code (rather than static user provisioning) to place
an anonymous call.

= Avaya9508: 232 g - X w]|<]>

Voice Recerding | Button Programming | Menu Programming | Mebility | Group Membership | Announcements | SIP Personal Directory | Web Self-Administration| |+ | *
SIP Mame 7329450232
SIP Display Name (Alias) Avayad508

Contact 7329450232

Anonymous

From Figure 1, note that user 232 will use the Mobile Twinning feature. The following screen
shows the Mobility tab for User 232. The Mobility Features and Mobile Twinning boxes are
checked. The Twinned Mobile Number field is configured with the number to dial to reach the
twinned mobile telephone, including the dial access code for ARS, in this case 913035382177.
Other options can be set according to customer requirements.

ke Avaya9508: 232" ef - X | v | <

Button Programming | Menu Programming | Mobility | Group Membership | Announcements | SIP Personal Directory | Web Self-Administration ]k
Internal Twinning
<None>
1
Twin Bridge Appearances
Twin Coverage Appearances
Twin Line Appearances
V| Mobility Features

| Mobile Twinning

Twinne_d quile MNurmber 813035382177
(including dial access code)

Twinning Time Profile |<N0ne> -

Mobile Dial Delay (secs) i}

Mobile Answer Guard (secs) |0 =
Hunt group calls eligible for mobile twinning
Forwarded calls eligible for mobile twinning
Twin When Logged Out

one-¥ Mobile Client
| Mobile Call Control
| Mobile Callback
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The following screen shows the Extension information for this user. To view, select Extension
from the Navigation pane, and the appropriate extension from the Group pane.

Extansion |E Digital Extension: 26 232 e X v

» Btengon Module Pont Btn
41 B )
&2 02 801 besrman iz 5
© xl L1V 1 Bate Eden
YRS o a
P o] o1 . Caker Dnpiay Tyze
&t 0 {5} L] Payet Volarme After Cally
©7 W B 7
& M B¢ @ Device Type ‘

] NG 1
&x M (T8 ! Lbeasion Syviam (Neoef X
&7 M B2 3
ex m C Madue an
en n [T 5 Pont 1
&0 M B2 6
&1 Ml EP.
oxn 1 ap s Drisble Spasterphone

5.5.2. User 234 (Avaya Communicator for Windows)

A new SIP extension may be added by right-clicking on Extension in the Navigation pane and
selecting New SIP Extension. Alternatively, an existing SIP extension may be selected in the
group pane. The following screen shows the Extn tab for the extension corresponding to an
Avaya Communicator for Windows. The Base Extension field is populated with 234, the
extension assigned to the Avaya Communicator for Windows. Ensure the Force Authorization
box is checked.
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The following screen shows the VVoIP tab for the extension. The IP Address field may be left
blank. For the Reserve License parameter, select “Reserve Avaya IP endpoint license” from the
drop-down box. The Codec Selection parameter may retain the default setting “System Default”
to follow the system configuration shown in Section 5.2.5. Alternatively, “Custom” may be
selected to allow the codecs to be configured for this extension, using the arrow keys to select
and order the codecs. Other fields may retain default values.
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The following screen shows the User tab for User 234 corresponding to an Avaya

Communicator for Windows. The Extension parameter is populated with extension 234. In the
sample configuration, the Profile is set to “Power User”, with Enable Softphone, and Enable
Communicator checked.
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Select the Telephony tab. Then select the Supervisor Settings tab as shown below. The Login
Code will be used by the Avaya Communicator for Windows user as the login password.

= Softphone: 234 g - X w]|<]>

| User |Voicemai| | DD | Short Codes | Source Numbers| Telephony |Forwarding | Dial In |Voice Recording | Button Programming | Menu Programming | Mobility | * | *

Call Settings | Supervisor Settings |Multi-line B | CallLog | Tul |

Login Code LAl [C] Force Login

Confirm Login Code LAl

Login Idle Period (secs) [] Force Account Code
Menitor Group ’<None> v] [T] Force Authorization Code
Coverage Group ’<None> v] [ Incoming Call Bar

Status on No-Answer ’Logged On (Mo change) v] [] Outgoing Call Bar

[ Inhibit Off-Switch Forward/Transfer
Reset Longest Idle Time [C] Canlntrude
@ All Calls Cannot be Intruded

() External Incoming [C] Can Trace Calls

[T] Deny Auto Intercom Calls

Like other users previously illustrated, the SIP tab for the user with extension 234 is configured
with a SIP Name and Contact specifying the user’s Verizon IP Trunk service DID number.

= Softphone: 234 g-3 X v
Forwarding { DiadIn | Voice Recording 1 Sutton Programming | Menu Programening | Mobility [ Group Membership | Announcements = S° Persanal Directory | Web ¢+ *
5P Name 1325450234
S Dizplay Name (Alias}  Softphone
Contact 13250234
Anorymous

5.5.3. Hunt Groups

During the verification of these Application Notes, users could also receive incoming calls as
members of a hunt group. To configure a new hunt group, right-click Group from the
Navigation pane, and select New. To view or edit an existing hunt group, select Group from the
Navigation pane, and the appropriate hunt group from the Group pane.
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The following screen shows the Group tab for hunt group 401. The telephone extensions in the

User List are rung in order, one after the other. However, the last extension used is remembered.

The next call received rings the next extension in the list, due to the Ring Mode setting
“Rotary”. Click the Edit button to change the User List.
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The following screen shows the SIP tab for hunt group 401. The SIP Name and Contact are
configured with Verizon DID 7329450242. Later, in Section 5.7, an Incoming Call Route will
map 7329450242 to this hunt group based on the information entered on this tab.

Group | Quewang | Overfiow | Faltheck | Vocemasl | Vorce Recording Announcements F
P Nerrwe razaasoad2
SP Drsplay Neme (Alas)  Inbound
Contact TIIAS0042
Ancrymoun
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5.6. Short Codes

In this section, various examples of IP Office short codes will be illustrated. To add a short code,
right click on Short Code in the Navigation pane, and select New. To edit an existing short code,
click Short Code in the Navigation pane, and the short code to be configured in the Group pane.

In the screen shown below, the short code “9N;” is illustrated. The Code parameter is set to
“ON;”. The Feature parameter is set to “Dial”. The Telephone Number parameter is set to “N”.
The Telephone Number field is used to construct the Request URI and To Header in the
outgoing SIP INVITE message. The Line Group ID parameter is set to “17”, matching the

number of the Outgoing Group configured on the SIP URI tab of SIP Line 17 to Avaya SBCE
(Section 5.4.5).

This simple short code will allow an IP Office user to dial the digit 9 followed by any telephone
number, symbolized by the letter N, to reach the SIP Line to Verizon business. “N” can be any

number such as a 10-digit number, a 1+10 digit number, a toll free number, directory assistance
(e.g., 411), etc..

= an;: Dial s A
Ghort Code

Ciode AN

Featiag Dual

Telephone Mumbar 4]

Line Growg 1D 1) -

Lacale
Force Sccount Code

Force Swthorization Code
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Optionally, add or edit a short code that can be used to access the SIP Line anonymously. In the
screen shown below, the short code “*67N;” is illustrated. This short code is similar to the “9N;”
short code except that the Telephone Number field begins with the letter “W”, which means
“withhold the outgoing calling line identification”. In the case of the SIP Line connecting to
Verizon documented in these Application Notes, when a user dials *67 plus any number “N”, IP
Office will include the user’s telephone number in the P-Asserted-Identity (PAI) header (see
Section 5.4.8) along with “Privacy: 1d”. Verizon will allow the call due to the presence of a valid

DID in the PAI header, but will prevent presentation of the caller id to the called PSTN
destination.

= "67N;: Dial el X v <
hort Code
Code *EIM;
Feabure Dial
Telephons Murmber W
Lire Grsup D 1
Locals

Farce Accownt Code

Farce Butharnzation Code

The following screen illustrates a short code that acts like a feature access code rather than a
means to access a SIP Line. In this case, the Code “FNE31” is defined for Feature “FNE
Service” to Telephone Number “31” (Mobile Call Control). This short code will be used as
means to allow a Verizon DID to be programmed to route directly to this feature, via inclusion of
this short code as the destination of an Incoming Call Route. See Section 5.7. This feature is
used to provide dial tone to twinned mobile devices (e.g., cell phone) directly from IP Office;
once dial tone is received the user can perform dialing actions including making calls and
activating Short Codes.

FHE31: FNE Service e - F

i (| K

ot Code

Code FHEIL
Feature FME Senice
Telephans Mumbssr il

Lirie Gegap [0 1

Locals

Fame Account Code

Fornce Authorization Code
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5.7. Incoming Call Routes

In this section, IP Office Incoming Call Routes are illustrated. To add an incoming call route,
right click on Incoming Call Route in the Navigation pane, and select New. To edit an existing
incoming call route, select Incoming Call Route in the Navigation pane, and the appropriate
incoming call route to be configured in the Group pane.

In the screen shown below, a simple incoming call route is illustrated. The Line Group Id is
“17”, matching the Incoming Group field configured in the SIP URI tab for the SIP Line to
Verizon Business in Section 5.4.5. The Incoming Number field is left blank to match all details
of the To header.

Incoming Call Route LE 7 (= X

neGroeg (D Incoming Number  Destimation [Tyon

ard || Yeice Racordieg | Destiresom

609

EN
TN VM DavA Bearer Capatriey Aoy Yo -

Line Group I o

Hold Musr Source Sytem Source >

The following Destinations tab for the incoming call route contains the Destination “.” entered
manually. This will match the Incoming Number field as the destination and route the call
based on the information in the SIP tab for the User or hunt group as illustrated in Section 5.5.
For example, a call to 732-945-0232 will be routed to user 232, because this user has
7329450232 configured for the SIP Name and Contact parameters.

Incoming Call Route E 17 -1 X ¢
nedioup (D [ncoming Mumber  Destination Shandard | Vaice Recarding || Destinations
ov - s E Extens
01 ° IS0 - meFolie Deaanation "y ATboch Extension "
v TR0 VRA DA A i i ! | Z
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In the screen shown below, the incoming call route for Incoming Number “7329450240” is
illustrated. The Line Group Id is “17”, matching the Incoming Group field configured in the
SIP URI tab for the SIP Line to Verizon Business in Section 5.4.5.

Incoming Call Route §= 17 7329450240 =] X v
neGrop (D ncoming Number  Destination || [Sandiard || Veica Bacerding | Devtinasiam

o

ov TIBAN40 FHELL

v TN VM DavAA Bearer Capetriey Aay Yane -
Line Gegup 1D 7 -
Incoming Numaer TA2450080
Incomng Suh Asdress
Incoming CU
Locale ®
Prieoty I-low .
Tay
Hoid Music Source Systaem Scurce -
fng Tooe Dvernde None -

The following Destinations tab for the incoming call route contains the Destination “FNE31”
entered manually. The name “FNE31” is the short code for accessing the “Mobile Call Control”
application configured in Section 5.6, and 732-945-0240 was configured in Section 5.4.5 on the
SIP URI tab as an incoming number. An incoming call to 732-945-0240 will be delivered
directly to internal dial tone from the IP Office, allowing the caller to perform dialing actions
including making calls and activating Short Codes. The incoming caller ID must match the
Twinned Mobile Number entered in the User Mobility tab in Section 5.5.1; otherwise the IP
Office responds with a “486 Busy Here” and the caller will hear a busy tone

Incoming Call Route [}E 17 7320450240 [= BRI
Leve Group D  Inceming Nambet  Destination Standard | Vowe Recanding | Destnabons
7
@1 TeneProtile Destinaten Fallback Edrnsion
e 7329450240 RED : -— T :
oy 1335480343 MDA » Defauht Vabos |FHER -

Similarly, the following Destinations tab for an incoming call route contains the Destination
“VM:DayAA” entered manually. An incoming call to 732-945-0243 will be delivered directed
to the Voicemail Pro Module “DayAA”.

Incoming Call Route IE 17 7329450243 ok -3 %
Lie Group @ Incgenng Number  Destinstion Stardard | Verca fecording| Deatinatcns
en =ik — on Fallback Extensicn
ey XD B TarveProfile Dettination ‘ #liback B =
- o =)
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5.8. Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected, based on the nature of the
configuration changes made since the last save. Note that clicking OK may cause a service
disruption. Click OK if desired.
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6. Configure Avaya Session Border Controller for Enterprise

This section covers the configuration of the Avaya SBCE. It is assumed that the initial
provisioning of the Avaya SBCE, including the assignment of the management interface IP
Address and license installation have already been completed; hence these tasks are not covered
in these Application Notes. For more information on the installation and provisioning of the
Avaya SBCE consult the Avaya SBCE documentation in the Additional References section.

Use a WEB browser to access the Element Management Server (EMS) web interface, and enter
https://ipaddress/sbc in the address field of the web browser, where ipaddress is the management
LAN IP address of the Avaya SBCE.

Log in with the appropriate credentials. Click Log In.

Sesslon Border Controller
for Enterprise

Once logged in, the Dashboard screen is presented. The left navigation pane contains the
different available menu items used for the configuration of the Avaya SBCE. New in release 6.3
of the Avaya SBCE is the License State field. In the example below, the status OK indicates
that a valid license is present.

Dasnboard
putam T

“ iﬂ*ﬂ Do

8 ™ IR YT

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 40 of 73
SPOC 6/4/2015 ©2015 Avaya Inc. All Rights Reserved. VZBIPT-IPO91SBC



To view system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the case of the sample
configuration, a single device named “Micro SBC” is shown. To view the configuration of this
device, click View as highlighted below.

Ombtcard System M

anagamen

e

Session Border Controller for Enterprise

v (Shdates | | SSLVIN, | Licorming
[E— Verser

The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1. The

highlighted Al and A2 IP addresses are the ones relevant to the configuration of the SIP trunk to
Verizon. Other IP addresses assigned to these interfaces and interface B1 on the screen below are
used to support remote workers and are not the focus of these Application Notes.

System Information: Micro SBC X

General Configuration

Appliance Marme Micro SBC
Box Type SIF

Deployment Mode  Proxy

Device Configuration
HA Mode Mo

Two Bypass Mode Mo

r License Allocation

Standard Sessions 200

Advanced Sessions 200
Requested: 200

Scopia Video Sessions  3pp
Requested: 200

Encryption
r Hetwork Configuration
Public IP Metrmask Interface
10.64.91.200 10.64.91.200 255.265.2550 10.64.911 Al
192.168.80.72 50.207.80.72 255.265.255.128 192.168.80.1 B1
1.1.1.2 1.1.1.2 255.265.2550 1.1.11 A2
10.64.91.199 10.64.91.129 255.265.255.0 10.64.91.1 Al
192.168.80.92 192.168.80.92 255.255.255.128 192.168.80.1 B1
10.64.91.198 10.64.91.198 265.265.2550 10.64.91.1 Al
r DNS Configuration Management IPs)
Primary DMNS 172.30.209.4 I 10.80.150.199
Secondary DNE
DMS Location Dz
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6.1. Network Management

The Network Management screen is where the network interface settings are configured and
enabled. During the installation process of Avaya SBCE, certain network-specific information is
defined such as device IP address(es), public IP address(es), netmask, gateway, etc. to interface
the device to the network. It is this information that populates the various Network Management
tab displays, which can be edited as needed to optimize device performance and network
efficiency. Navigate to Device Specific Settings = Network Management and verify the IP
addresses assigned to the interfaces and that the interfaces are enabled. The following screen
shows the enterprise interface is assigned to Al and the interface towards Verizon is assigned to
A2. The public facing interface used for remote workers is B1.

The following Avaya SBCE IP addresses and associated interfaces were used in the sample
configuration:

e A2:1.1.1.2-IP address configured for the Verizon Private IP service. This address is
known to Verizon and is associated with the FQDN adevc.avaya.globalipcom.com. See
Section 3.

e Al:10.64.91.199 — IP address configured for Verizon Business IP Trunk SIP Trunk
Service to IP Office.

e Al:10.64.91.200 — IP address configured for Verizon Business IPCC VolIP Inbound
Service to IP Office. This address is used to connect IP Office to the Verizon Business
IPCC service as illustrated in [VZIPCC-IPO91SBC].

e Al:10.64.91.198 — IP address configured for Remote Workers access to the enterprise
private network. This address is relevant to the Remote Workers functionality and is not
discussed in this document.

e B1:192.168.80.92 - IP address configured for Remote Worker traffic. Remote Worker
SIP endpoints will use this “public” address to established connections to the IP Office
through the Avaya SBCE for registration and telephony functions. This address is
relevant to the Remote Workers functionality and is not discussed in this document.

Session Border Controller for Enterprise AVAYA

Network Management Micro SEC

[ Owi TR
Nioo S

Nare Gateary Semrel Mas rterocs 1" Adesens

Vertron §

1
10 G4 Ut 19

Management IF Office Netwod A USR] MR AL Al 10 68 91 1
10649
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The following screen shows interface Al, A2, and B1 are Enabled. To enable an interface click
the corresponding Disabled Status link to change it to Enabled.

Vomalnn Names VLAN Tag v

6.2. Server Interworking Profile

The Server Internetworking profile includes parameters to make the Avaya SBCE function in an
enterprise VoIP network using different implementations of the SIP protocol. There are default
profiles available that may be used as is, or modified, or new profiles can be configured as
described below.

In the sample configuration, separate Server Interworking Profiles were created for IP Office and
Verizon Business IP Trunk service.

6.2.1. Server Interworking Profile — IP Office

In the sample configuration, the IP Office Server Interworking profile was cloned from the
default avaya-ru profile. To clone a Server Interworking Profile for IP Office, navigate to
Global Profiles & Server Interworking, select the avayu-ru profile and click the Clone
button. Enter a Clone Name and click Finish to continue.
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The following screen shows the “IP Office Interwrk” profile used in the sample configuration,
with T.38 Support set to “Yes”. To modify the profile, scroll down to the bottom of the screen
and click Edit. Select the T.38 Support parameter and then click Next and then Finish (not
shown). Default values can be used for all other fields.
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6.2.2. Server Interworking Profile — Verizon

To create a new Server Interworking Profile for Verizon, navigate to Global Profiles = Server
Interworking and click Add as shown below. Enter a Profile Name and click Next.

Irderemiibing Privdle
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The following screens show the “Verizon Interwrk” profile used in the sample configuration.
On the General tab, default values are used with the exception of T.38 Support set to “Yes”.
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The Timers tab shows the values used for compliance testing for the Trans Expire field. The
Trans Expire timer sets the allotted time the Avaya SBCE will try the first primary server
before trying the secondary server.
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Click Next to accept default parameters for the URI Manipulation and Header Manipulation
tabs (not shown) and advance to the Advanced area. The default values remain unchanged on the
Advanced tab as shown below. Click Finish (not shown).
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6.3. Server Configuration

The Server Configuration contains parameters to configure and manage various SIP call server-
specific parameters such as TCP and UDP port assignments, heartbeat signaling parameters, DoS
security statistics, and trusted domains.

In the sample configuration, separate Server Configurations were created for IP Office and
Verizon Business IP Trunk service.

6.3.1. Server Configuration — IP Office

To add a Server Configuration Profile for IP Office, navigate to Global Profiles 2 Server
Configuration and click Add. Enter a descriptive name for the new profile and click Next.

£dd Serves Congarstion Profike

The following screens illustrate the Server Configuration for the Profile name “IP Office”. In the
General parameters, the Server Type is set to “Call Server”. In the IP Address / FQDN field,
the IP Address of the IP Office LAN 1 interface in the sample configuration is entered. This IP
address is “10.64.19.70”. Under Port, “5060” is entered, and the Transport parameter is set to
“UDP”. If remote workers will also be configured using the same Avaya SBCE, click the Add
button to create a second connection to IP Office using 5060 with the TCP transport. Remote
worker SIP traffic will use TCP between Avaya SBCE and IP Office. If adding the profile, click
Next (not shown) to proceed. If editing an existing profile, click Finish.

Edit Server Configuration Profile - General X

Server Type can not be changed while this Server Configuration profile is associated to a Server

F oy,

Server Type Call Server v
Add

[P Address / FQODM Transpart
10.64.19.70 5060 LIDP v | Delete
10.64.19.70 a060 TCP v | Delete
Finigh
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Click Next to accept default parameters for the Authentication and Heartbeat tabs (not shown),
and advance to the Advanced settings. On the Advanced tab, the Interworking Profile is set to
“IP Office Interwrk” created in Section 6.2.1 for IP Office. In the sample configuration, this
server configuration is also used for remote workers via TCP. Enable Grooming allows the
same TCP connection to be used for all SIP messages from this device. However, IP Office uses
different TCP connections to each endpoint, therefore Enable Grooming is unchecked.

Session Border Controller for Enterprise AVAYA
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6.3.2. Server Configuration - Verizon

To add a Server Configuration Profile for Verizon, navigate to Global Profiles = Server
Configuration and click Add. Enter a descriptive name for the new profile and click Next.

Add Server Confgaratian V'roftie
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The following screens illustrate the Server Configuration for the Profile name “Verizon IPT”. In
the General parameters, the Server Type is set to “Trunk Server”. In the IP Address / FQDN
field, the Verizon-provided IP address is entered. This is “172.30.209.21”. Under Port, “5071” is
entered, and the Transport parameter is set to “UDP”. If adding the profile, click Next (not
shown) to proceed. If editing an existing profile, click Finish.

Edit Server Configuration Profile - General

Server Type can not be changed while this Server Caonfiguration profile is associated 10 a Server
F o,
Sener Type Trunk Server v
Add
IP Address / FQODM Transport
172.30.209.21 S071 DR ¥ | Delete
Finish

Default values can be used on the Authentication tab, click Next (not shown) to proceed to the
Heartbeats tab. The Avaya SBCE can be configured to source “heartbeats” in the form of SIP
OPTIONS towards Verizon. This configuration is optional. Independent of whether the Avaya
SBCE is configured to source SIP OPTIONS towards Verizon, Verizon will receive OPTIONS
from the IP Office site as a result of the Check OOS parameter being enabled on IP Office (see
Section 5.4.3). When IP Office sends SIP OPTIONS to the inside private IP Address of the
Avaya SBCE, the Avaya SBCE will send SIP OPTIONS to Verizon. When Verizon responds,
the Avaya SBCE will pass the response to IP Office.

Select “OPTIONS” from the Method drop-down menu. Select the desired frequency that the
SBCE will source OPTIONS. The From URI and To URI may be filled in to configure easily
identifiable URIs to appear in SIP OPTIONS sourced by the Avaya SBCE. If adding a new
profile, click Next to continuing to the Advanced settings.

Session Border Controller for Enterprise AVAYA
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On the Advanced tab, Enable Grooming is not used for UDP connections and left unchecked.
The Interworking Profile is set to “Verizon Interwrk” created in Section 6.2.2 for Verizon.

Session Border Controller for Enterprise AVAYA
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6.4. Routing Profile

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Create a Routing Profile for IP Office and Verizon Business IP Trunk service. To add a routing
profile, navigate to Global Profiles = Routing and select Add. Enter a Profile Name and click
Next to continue.

Gauting ol be
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The following screen shows the Routing Profile “To IPO for SIP Trunk” created in the sample
configuration. The parameters in the top portion of the profile are left at their default settings.
The Priority / Weight parameter is set to “1”, and the IP Office Server Configuration, created
in Section 6.3.1, is selected from the drop-down menu. The Next Hop Address is automatically
selected with one of the values from the IP Office Server Configuration, and Transport becomes
greyed out. Select the UDP entry from the drop-down menu for the Next Hop Address, and
select Finish.

Profile : To IPO for SIP Trunk - Edit Rule X
URI Group * v Time of Day default
Load Balancing Priority v | NAPTR
Transport None v Next Hop Priority v
Mext Hop In-Dialog Ignore Route Header
Add

Priority / Weight Server Configuration Next Hop Address Transport

1 IP Office v 10.64.19.70:5060 (UDP) v None v | Delete

Finish

Similarly add a Routing Profile to Verizon Business IP Trunk.
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The following screen shows the Routing Profile “To Verizon IPT” created in the sample
configuration. The parameters in the top portion of the profile are left at their default settings.
The Priority / Weight parameter is set to “1”, and the Verizon Server Configuration, created in
Section 6.3.2, is selected from the drop-down menu. The Next Hop Address is automatically
selected with the values from the Server Configuration, and Transport becomes greyed out.

Click Finish.
Profile : To Verizon IPT - Edit Rule X
URI Group v Time of Day default ¥
Load Balancing Priority v | NAPTR
Transport None ¥ Next Hop Priority v
Mext Hop In-Dialog Ignore Route Header
Add

Priority / Weight Server Configuration Mext Hop Address Transport

1 Verizon IPT v 172.30.209.21:5071 (UDP) None v | Delete

Finish

6.5. Topology Hiding Profile

The Topology Hiding profile manages how various source, destination and routing information
in SIP and SDP message headers are substituted or changed to maintain the integrity of the
network. It hides the topology of the enterprise network from external networks.

Click the Add button to add a new profile, or select an existing topology hiding profile to edit. In
the sample configuration, the “default” profile was cloned for IP Office, and cloned and
modified for Verizon.

In the Replace Action column an action of Auto will replace the header field with the IP address
of the Avaya SBCE interface and the Overwrite will use the value in the Overwrite Value.
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In the example shown, “IPO Sip Trk TH” was cloned from the default profile and will later be
applied in the direction of IP Office.
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In the example shown, “Vz TH Profile” was cloned from the default profile and will later be
applied in the direction of Verizon. Overwrite is selected for the From header and domain of
“adevc.avaya.globalipcom.com” is inserted. This is the IP Office domain known to Verizon
Business IP Trunk service.
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6.6. Application Rule

Application Rules define which types of SIP-based Unified Communications (UC) applications
the Avaya SBCE security device will protect: voice, video, and/or Instant Messaging (IM). In
addition, you can determine the maximum number of concurrent voice and video sessions the
network will process in order to prevent resource exhaustion.

Select Domain Policies = Application Rules from the left-side menu as shown below. Click
the Add button to add a new profile, or select an existing topology hiding profile to edit. In the

DDT; Reviewed:
SPOC 6/4/2015

53 of 73
VZBIPT-IPO91SBC

Solution & Interoperability Test Lab Application Notes
©2015 Avaya Inc. All Rights Reserved.



sample configuration, the “ipo-sip-trunk” profile was created for IP Office. In an actual
customer installation, set the Maximum Concurrent Sessions for the Audio application to a
value slightly larger than the licensed sessions. For example, if licensed for 150 session set the
values to “200”. The Maximum Session Per Endpoint should match the Maximum
Concurrent Sessions.

Session Border Controller for Enterprise AVAYA
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A separate Application Rule “vz-sip-trunk” was created for Verizon Business IP Trunk.
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6.7. Media Rule

Media Rules define RTP media packet parameters such as prioritizing encryption techniques and
packet encryption techniques. Together these media-related parameters define a strict profile that
is associated with other SIP-specific policies to determine how media packets matching these
criteria will be handled by the Avaya SBCE security product.
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Select Domain Policies = Media Rules from the left-side menu as shown below. In the sample
configuration, the default media rule “default-low-med” was cloned for IP Office, “IPO
SIPTrk Med Rule”, and Verizon Business IP Trunk, “Vz SIPTrk Med Rule”. With the
“default-low-med” rule chosen, click Clone. Enter a descriptive name for the new rule and click
Finish (not shown).

In the sample configuration, media rule “IPO SIPTrk Med Rule” was used for IP Office as
shown below.
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The Verizon Media Rule, “Vz SIPTrk Med Rule” with the DSCP values “EF” for expedited
forwarding (default value) for Media QoS.
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6.8. Signaling Rule

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
received by Avaya SBCE, they are parsed and “pattern-matched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are
tagged for further policy matching.

Clone and modify the default signaling rule to add the proper quality of service to the SIP
signaling. To clone a signaling rule, navigate to Domain Policies = Signaling Rules. With the
“default” rule chosen, click Clone. Enter a descriptive name for the new rule and click Finish
(not shown). In the sample configuration, signaling rule “IPO SIPTrk Sig Rule” is unchanged
from the default rule.
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Signaling rule “Vz SIPTrk Sig Rule” was also cloned from the default rule and used for
Verizon. The DSCP value “AF32” for assured forwarding is changed from the default settings
for Signaling QoS as shown below.
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6.9. Endpoint Policy Groups

The rules created within the Domain Policy section are assigned to an Endpoint Policy Group.
The Endpoint Policy Group is then applied to a Server Flow in Section 6.12.

To create a new policy group, navigate to Domain Policies = Endpoint Policy Groups and
click on Add as shown below. The following screen shows the “IPO SIPTrk Policy” created for
IP Office. The details of the non-default rules chosen are shown in previous sections.

Duastbourd
Adremiston
FaRgReaie
Sysien Managenert
Gt Patmreiees
Ghctur Bkl

¢ Do Pobdes
Apphcaton Rudes
Boriee Hites
Meda Rubes
Securny Rues
Signalng Filses
Tieow of Dy Hidey
End Font Posicy
Oroups
Seanux Poboen

LS Mewageemrt

Dewn Soachc Sernge

Session Border Controller for Enterprise

Policy Groups IPO SIPTrk Policy

AM T By Dewicn Farwrw O

CAA b 06t o e
twalive

ki e

Oudicy L)

e e

It ret-ars

g
et d e g ea:
DCEcetndngn

P L T

0emd Cot bap- ratas B
Hrwes oot bickvnoe
PO SRR Pakey

V2 SPT Pokiy

PO W Py

W Poiey

The following screen shows the “Vz SIPTrk Policy” created for Verizon Business IP Trunk
service. The details of the non-default rules chosen are shown in previous sections.
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6.10. Media Interface

The Media Interface screen is where the SIP media ports are defined. Avaya SBCE will send SIP
media on the defined ports. Create a SIP media interface for the inside and outside IP interfaces.

To create a new Media Interface, navigate to Device Specific Settings = Media Interface and
click Add. The following screen shows the media interfaces defined for the sample
configuration.
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6.11. Signaling Interface

The Signaling Interface screen is where the SIP signaling ports are defined. Avaya SBCE will
listen for SIP requests on the defined ports. Create a signaling interface for the inside and outside

IP interfaces.

To create a new Signaling Interface, navigate to Device Specific Settings = Signaling
Interface and click Add. The following screen shows the signaling interfaces defined for the
sample configuration.
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6.12. End Point Flows - Server Flow

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy which contains several rules concerning processing, privileges, authentication, routing,
etc. Once routing is applied and the destination endpoint is determined, the policies for this
destination endpoint are applied. The context is maintained, so as to be applied to future packets
in the same flow. The following screen illustrates the flow through the SBC to secure a SIP

Trunk call.
"
1 B -G B

Avaya SBCE

|P-PEX

) )

8P Trunk Service Provider

Create a Server Flow for IP Office and Verizon Business IP Trunk service. To create a Server
Flow, navigate to Device Specific Settings = End Point Flows. Select the Server Flows tab
and click Add as highlighted below.
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The following screen shows the flow named “Verizon IPT Flow” viewed from the sample
configuration. This flow uses the interfaces, polices, and profiles defined in previous sections.
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Once again, select the Server Flows tab and click Add. The following screen shows the flow
named “IPO SIP Trunk to Vz IPT” viewed from the sample configuration. This flow uses the
interfaces, polices, and profiles defined in previous sections. In addition, the Transport is set to
“UDP”, and the Remote Subnet is configured with the Verizon-provided IP address for IP
Trunk service, along with /327, i.e., “172.30.209.21/32”. Using “/32” for the subnet mask
indicates that a single IP address, not a range of addresses, is the criteria to match for this
particular IP Office flow.
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The following screen summarizes the Server Flows configured in the sample configuration. The

highlighted flows are the ones relevant to the configuration of the SIP trunk to Verizon Business
IP Trunk.
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7. Verizon Business Configuration

Information regarding Verizon Business IP Trunk service offer can be found by contacting a

Verizon Business sales representative, or by visiting

http://www.verizonbusiness.com/us/products/voip/trunking/.

The reference configuration described in these Application Notes was located in the Avaya
Solutions and Interoperability Lab. The Verizon Business IP trunk service was accessed via a
Verizon Private IP (PIP) T1 connection. Verizon Business provided the necessary service

provisioning.

The following Fully Qualified Domain Names (FQDNSs) were provided by Verizon for the

reference configuration.

CPE (Avaya)

Verizon Network

adevc.avaya.globalipcom.com pcelban0001.avayalincroft.globalipcom.com

For service provisioning, Verizon will require the customer IP address used to reach the Avaya
SBCE. Verizon provided the following information for the compliance testing: the IP address
and port used by the Verizon SIP SBC, DNS server information, and the Direct Inward Dialed
(DID) numbers shown in Figure 1 and Table 1. This information was used to complete the

Avaya IP Office and Avaya SBCE configuration.
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8. Verifications

This section provides example verifications of the Avaya configuration with Verizon Business
Private IP (PIP) Trunk service.

8.1. Avaya SBCE
This section provides verification steps that may be performed with the Avaya SBCE.

8.1.1. Incidents

The Incident Viewer can be accessed from the Avaya SBCE Dashboard as highlighted in the
screen shot below.

Session Border Controller for Enterprise AVAYA
Cashbosrd Dashboard
nckoup Fevior Sesten T 02 1240 P M3 EMS

Use the Incident Viewer to verify Server Heartbeat and to troubleshoot routing failures.

Incident Viewer AVAYA

Device | Al ~  Category Al v rlilnl ionfm:n | | Generate Repon !

Cesplaying results 1 10 15 cut of 2000

Meszage Dropped 9374415657 23093 120913 225PM  Polkey Micro S8C No Subscnber Flow Matched

Message Drogped B937 44125365816 12113 224PM  Palicy Micro SBC  No Subsonber Flow Matched
Message Dropped BEI744096353104 24913 2Z3PM Polcy Micro SBC No Subscrber Flow Matched

Message Diopoad B93744081303710 12/913 22PM  Poicy Micro S8C No Subscnher Flow Matched

8.1.2. Server Status

The Server Status can be access from the Avaya SBCE Dashboard by selecting the Status
menu, and then Server Status.
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A pop-up window will appear with the Status of “UP” for the Verizon Business IP Trunk. The
Server Profile will only list servers with Server Configuration settings that have Heartbeats
enabled, see Section 6.3.2.

Status AVAYA

Micro S

Server Profile Server FQON Server IP Sewver Port Server Tranapot  Status

Verizon IPY 17230 209.21 172.30 209 21 50M1 upe upP 022002015 14:13:53 MST

8.1.3. Tracing

To take a call trace, navigate to Device Specific Settings = Troubleshooting = Trace and
select the Packet Capture tab. Populate the fields for the capture parameters and click Start
Capture as shown below.

Trace Micre SBC
Vi -
e e Raany
Sepuboy riwlecs
End Por Flows et
y.xl.v\(mx ’ |
N o ,u‘-u
Fredscod ]
Marygerrern Mncrvem herme of Fscels 15 Cgtuee mn
Adwrced Ogton »” - o
¢ Troutieshoomng --’:\-‘: et o — timidicpartend ke
Dbty Star Cagram Clae
Trace
Loaming
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When tracing has reached the desired number of packets the trace will stop automatically, or
alternatively, hit the Stop Capture button at the bottom.

Session Border Controller for Enterprise AVAYA
Trace Micro SBC

0 M S
Medko intertoce A Yool captuns b stavensdy i prapees THs page Wil srurestodly ieiwed Ll (e Cpfiee cowpieies

Scpubng rtwlecs Vatbet Cagarw Uindhpsstnn
End Pt Flows <aten I Pragoem
Saoomon Fiows
ko Tar
ONZ Seraces
TURNSTUN Local Acowss
Sarnce v
R fharrete Addwn

Sweing Maragemern
Adwwred Ogtons
¢ Troutieshoomng

Debrugrymg

Trace
Des S Lt
Loamiryg

Select the Captures tab to view the files created during the packet capture.

Session Border Controller for Enterprise AVAYA

Trace Micre SBC

Last Modbed ¢ Duscandrg * Sof || oot Habmah
Meodia tertnce

Sepubnyg riwlece

End Pomt Flows M e Febwxavy J8 2010 7 9 31 PY NNT
Semouon Fiowe s 121 . g Fabaumry 12 2015 T30 21 AM MST

OMNZ Serwces TTEM Fabauwey 12 2015 11 28 20 AM NNT
TURNSTUN
YUK 60 Fobwuaty 12. 2015 11 2408 AM MST
Sernca
SHEE 4 boe Maxh 27 2914 420 L 2w VOIT
Sweing Marsgerenm s x A Manh 27 2014 4 15 30 P MOT
Adwcst Otons ) 5520 Decorster 33 2911 2 28 41 PN MST
* Troutieshoc

routieshoomng Lom Felovary £ 2013 §.47 00 AM M5T

Debrugyg
Trace
Des
Loaming
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The packet capture file can be downloaded and then viewed using a Network Protocol Analyzer
like WireShark.

Eapture ¢ i
=8 2 ESiaaaD epss
Fhen [-Jm. Dy pphy e
e Titre Seune Detneroy Prvtocel Lesgh Iefo -
36 £.662773 1.1.1, 172,30, 209,132 aTe 14 FT=ITU-T G711 3CMU, SSRC-ONASCHDIZC, Seqe=20033, Time=172350104
377,130,200, 352 TP T34 FT-ITU-T G. 713 FCMU, BSRCOxIDM 3452 SEL9S, Timeeld
: == T4 PTeITINT & T13 oM .
17 T PT=1T0-T G711 wCVu, . seqe= T
60 4, 702720 1,%.1.2 172,30.209.12 are 214 FT=ITU-T G711 #CMY, SSRCOnASCINARC, Timewl72380454
O1 4, 737983 177.00,200.3 13 1,332 e T34 PTITU-T G. 711 #CMN, SSECeOx2034 467, Saqeiile?, Times2720
62.4.7272 31.1.1.2 272,20, 200,132 T 204 PT=ITU-T G.711 POMN, SSEC-ORAUCHOAIC, SOguJOTES, Timesl?2380644
61 4.735530  172.30.200.332 L,.801.2 LiLd 203 FraITULT G TIL FOVU, SSRCe0n2D543a50 . NoQeSEL9E, Time=2330
6 4742728 1,02 172.30,209.12 LAl 214 PT=ITO-Y G711 POV, SSRC-ONASCOOMLC, Seg=20787, Timex172380804
43 4.757927 172, 10.200.00 1322 TR 24 PT=ITU-T G, 711 SOV, FERC-CR20543AE2, Seqe3B199, Time=1040
46 4. 7683748 1.3.3.2 172,30, 200,142 &Te L4 PT=ITU-T G711 POMU, SERCOXACODIIC, 500=10788, Timeel?2150084
T ATIVEN  2172.30.200.32 1,1,1.2 L 244 PT=ITU-T G, 711 FONG, SSRC-0u2DS43a82, 50Q=58200, Time=3200 -
'y - . . - - ) - . . " .

(% Frame SST 234 bytes on wire {1712 bfrs), 214 bytes caprured (1712 bits)
& Ethermer II, Srcr Mortwell 3¢:50:cS (00:80:fb134:%01cs), Oots CiscooSc:21:41 (00:04:90:5cr21141)
|2 Internet Protoce] versfen &, Sros 1.1.1,2 (1,1,2.2), Dats 572,120,208, 132 (1772, 30,200.152)
version: 3
neader Length: 20 bytes
W Differentiated Services Field: Oxbd (DCF Ox2e! Expedited Formarding; KCN: Ox00! Not-€CY (Mot ECN-Capable Transport))
Total Length: 200
Idertiffcation: Ox06%4 (1588)

Tiee to liye: €3

protecel: une (17)

Hoadér checksum: O0xr403 [validatrfon disabled]

Sowce: 1.1,1.2 (1.1.1.2)

Destimation: 172.30.203,132 (172.30,209,132)

[{Sowrce GeoiP: unknown)

[oestipation GeoIP: wkrown]

¥ User oatagras Frotocol, =ec port: 35266 (35266), ost rorti 12232 (12232)
“ Real-Time Transpert Protocol

L]
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8.2. IP Office
This section provides verification steps that may be performed with the IP Office.

8.2.1. System Status

The System Status application is used to monitor and troubleshoot IP Office. Use the System
Status application to verify the state of the SIP trunk. System Status can be accessed from Start
-> Programs - IP Office - System Status. Or by opening an Internet browser and type the
URL.: http://ipaddress where ipaddress is the IP address of the Avaya IP Office LANL1 interface.
Click on System Status to launch the application.

€& =2 C [41064.19.70/index.html

AVAYA
IP Office R9.1

System Name: SIL
IP Address: 10.64.19.70

|P Office Self Administration
IP Office Web Manager
System Status

Knowledge Base

Avaya Support

© 2000 - 2014 Avaya Inc. All rights reserved.

The following screen shows an example Logon screen. Enter the IP Office IP address in the
Control Unit IP Address field, and enter an appropriate User Name and Password. Click
Logon.

| AVAYA IP Office System Status I
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Select the SIP line under Trunks from the left pane. On the Status tab in the right pane, verify
the Current State is Idle for each channel.

IP Office System Status

SIP Trusk Susremary
L Garacn Suae ir Gorvce
Pewr Jurnae N adiim
Gesohved 2adew ALY
L bt &

Hrte of Adrwmtared Currais m
e of Ourmeds & Ui o

At Coonreosce G732, BTN G20 A
raic Paststart o

Dot Sopremee o

Mo e Ld

Layw APwoncs u»

517 Jurk Chreet Laevves L] . o
S Tk O Loroane n e 0

T Duve Pontiren REPER (ncamng vt Outgarg)

Taed || mse ) - L e [T re— et (e

Select the Alarms tab and verify that no alarms are active on the SIP line.

AVAYA IP Office System Status

Awrrys for Line: 17 5P 05450198
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8.2.2. Monitor

The Monitor application can also be used to monitor and troubleshoot IP Office. Monitor can be
accessed from Start - Programs > IP Office - Monitor. The application allows the
monitored information to be customized. To customize, select Filters > Trace Options.

The following screen shows the SIP tab, allowing configuration of SIP monitoring. In this
example, the SIP Rx and SIP Tx boxes are checked. All SIP messages will appear in the trace

with the color blue. To customize the color, right-click on SIP Rx or SIP Tx and select the
desired color.

M Sestings
T | v | WaN SoN | Jade
ATM | Ca | DYE | ECowd Frame Relay GOp W33 Intetace |
1SON | KepAamp | Discsey | Mada | FPE | R2 Roulrg | Sevices S | Sputem |
Events
™ sip | ] V7 5TUN ™ SIP Dect
Packsts
[T SP Reppt B ~ SP Muc Rx
[ S Reg/Opt Tx =S Miso T
[~ SiFCalRy [ Can Nediy Rx
[T SPCalTy [ Con Notiy Tx
v Sip Rx IP Bl [non oy ene ron)
vV Sip Ty
Defauh All Clear All l TabClow bl | Tansains 0K Corcel
Save Fle Load Fie ] Load Patial File Seect Fle
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As an example, the following shows a portion of the monitoring window for an outbound call
from extension 233, whose DID is 732-945-0232, calling out to the PSTN via the Verizon
Business IP Trunk service. The telephone user dialed 9-1-303-538-1180.

B Lomn P EMar Spnbhtor « [STORPRTI) Mbrstunwny 1ESLTHTU SEL (hg Setbogs - EA01Rers . Lipymmradassth o ge on —
fis St View Flex Suna Ml

View Flae S
= AR Xy % €V
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9. Conclusion

IP Office is a highly modular IP telephone system designed to meet the needs of home offices,
standalone businesses, and networked branch and head offices for small and medium enterprises.
These Application Notes demonstrated how IP Office Release 9.1 with Avaya Session Border
Controller for Enterprise Release 6.3 can be successfully combined with a Verizon Business IP
Trunk SIP Trunk Service connection to create an end-to-end SIP Telephony business solution.
By following the example configurations provided in this document, customers using Avaya IP
Office and Avaya SBCE can connect to the PSTN via a Verizon Business IP Trunk SIP Trunk
service connection, thus eliminating the costs of analog or digital trunk connections previously
required to access the PSTN. Utilizing this solution, IP Office customers can leverage the
operational efficiencies and cost savings associated with SIP trunking while gaining the
advanced technical features provided through the marriage of best of breed technologies from
Avaya and Verizon.

10. Additional References

This section references documentation relevant to these Application Notes. In general, Avaya
product documentation is available at http://support.avaya.com

[1] IP Office ™ Platform 9.1, Deploying Avaya IP Office ™ Platform IP500 V2, Document
Number 15-601042, January 2015

[2] Administering Avaya IP Office ™ Platform with Manager, January 2015

[3] IP Office ™ Platform 9.1, Installing and Maintaining the Avaya IP Office ™ Platform
Application Server, Document Number 15-601011 Issue 10d, March 2015

[4] IP Office ™ Platform 9.1, Deploying Avaya IP Office ™ Platform Servers as Virtual
Machines, Document Number 15-601011 Issue 03c, January 2015

5] IP Office ™ Platform 9.1, Using Avaya IP Office ™ System Status, Document Number 15-
[ g Avay .
601758, October 2014

[6] Administering Avaya Communicator on IP Office, December 2014
[7] Configuring the Avaya Session Border Controller for IP office Remote Workers, Sept 2013

[8] Application Notes for configuring Avaya IP Office 9.0 and Avaya Session Border Controller
for Enterprise 6.3 to support Remote Workers— Issue 1.0, Feb 2015

[9] Deploying Avaya Session Border Controller for Enterprise, October 2014

[10] Administering Avaya Session Border Controller, October 2014
[11] RFC 3261 SIP: Session Initiation Protocol http://www.ietf.org/rfc/rfc3261.txt
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Additional IP Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

The Application Notes referenced below correspond to the formal compliance testing by Avaya
and Verizon Business for IP Office Release 9.1 with Avaya Session Border Controller for
Enterprise Release 6.3 with Verizon Business IPCC Service Suite.

[VZIPCC-IPO91SBC] Application Notes for Configuring SIP Trunking Using Verizon Business
IP Contact Center VoIP Inbound and Avaya IP Office Release 9.1 with Avaya Session Border
Controller for Enterprise Release 6.3 — Issue 1.0
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©2015 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ gare registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 73 0of 73
SPOC 6/4/2015 ©2015 Avaya Inc. All Rights Reserved. VZBIPT-IPO91SBC


mailto:devconnect@avaya.com

