AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Hua Pu Information Technology
SmartLog 4.1 with Avaya Voice Portal 5.1 — Issue 1.0

Abstract

These Application Notes describe the configuration steps required for Hua Pu Information
Technology SmartLog 4.1 to interoperate with Avaya Voice Portal 5.1. SmartLog is a network
management software product which provides network monitoring of Avaya Voice Portal.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Hua Pu Information
Technology SmartLog 4.1 to interoperate with Avaya Voice Portal 5.1. Hua Pu SmartLog is a
network management software product which provides network monitoring of Avaya Voice
Portal.

Hua Pu SmartLog integrates directly to Avaya Voice Portal using Secure Shell (SSH) to monitor
the status of the configured ports. It also queries the system resources of the Media Processing
Platform (MPP) such as CPU, disk and memory utilizations using SNMP.

2. General Test Approach and Test Results

The feature test cases were performed manually. Port outages were generated on Voice Portal
and verified on SmartLog's web-based alarm monitoring screen and notification emails. The
system resources obtained by SmartLog through SNMP were also compared against the values
reported on the Voice Portal Management System (VPMS) web interface.

The serviceability test cases were performed manually by disconnecting the network connections
to the SmartLog and Voice Portal servers, and rebooting the SmartLog and Voice Portal servers.

2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the proper reporting of the status of the configured ports,
and accuracy of the CPU, disk and memory utilizations retrieved using SNMP.

The serviceability testing focused on verifying the ability of SmartLog to recover from network
disruptions to the SmartLog and Voice Portal servers, and the rebooting of the SmartLog and
Voice Portal servers.

2.2. Test Results

All test cases were executed and passed.

2.3. Support
Technical support on Hua Pu SmartLog can be obtained through the following:

e Phone: 400-09-7987 (China only)
e Email: hotline_tech@huapu.com
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3. Reference Configuration

Figure 1 illustrates a test configuration consisting of an Avaya S8800 Server, Avaya G650 and
G450 Media Gateways, Avaya Voice Portal, Avaya IP and Digital Telephones and a Windows
2003 Server running Hua Pu SmartLog. The single server configuration is used for Avaya Voice
Portal, where a single server is running both the Voice Portal Management System (VPMS) and
Media Processing Platform (MPP) software. Microsoft Exchange Server 2007 was used for the
email notification feature of Hua Pu SmartLog.
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Figure 1: Test Configuration for Hua Pu SmartLog Solution
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya Voice Portal

5.1 Service Pack 1

(5.1.0.1.1602)

Avaya S8800 Server

Avaya Aura® Communication Manager

6.0.1
(Service Pack 4 00.1.510.

1-19100)

Avaya G650 Media Gateway

HWO07, FW054

e TN2312BP IP Server Interface

e TN799DP C-LAN Interface HWO01, FW040

e TN2302AP IP Media Processor HW20, FW121

e TN2602AP IP Media Processor HWO02, FW059

o TN2214CP Digital Line HWO08, FW015
Avaya G450 Media Gateway 31.20.0

Avaya 9600 Series IP Telephones

- 9640 3.1 SP2 (H.323)
Avaya 1600 Series IP Telephones
- 1616 1.300B (H.323)

Avaya 1416 Digital Telephone

V5.4.0.008

Avaya 4548GT-PWR Ethernet Routing Switch
Hua Pu SmartLog 4.1
JC; Reviewed: Solution & Interoperability Test Lab Application Notes 4 of 14

SPOC 2/7/2012 ©2012 Avaya Inc. All Rights Reserved.

SmartLog-VP51




5. Configure Avaya Voice Portal

This section provides the procedures for configuring SNMP on Avaya Voice Portal. The
procedures include the following areas:

e Launch maintenance web interface
e Administer SNMP Agent

5.1. Launch VPMS Web Interface

Access the Voice Portal VPMS web interface by using the URL https://<ip-address> in an
Internet browser window, where <ip-address> is the IP address of Voice Portal. Log in using the
appropriate credentials.

” AVAYA

Voice Portal 5.1 (VoicePortal)

User Name:

Change Pazsword
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The VPMS home screen is displayed.

AVAYA

Voice Portal 5.1 (VoicePortal)

Expand All | Collapse All

¥ User Management
Roles
Users
Login Options

¥ Real-Time Monitoring
System Monitor
Active Calls
Port Distribution

¥ System Maintenance
Audit Log Viewer
Trace Viewer
Log Viewer
Alarm Manager

¥ System Management
MPF Manager
Software Upgrade
System Backup

¥ System Configuration
Alarm Codes
Alarm/Log Options
Applications
MPP Sarvers
Report Data
SNMP
Speech Servers
VolIP Connections
VPMS Servers

¥ Security
Certificatas
Licensing

¥ Reports
Standard
Custom
Scheduled

Welcome, admin
Last logged in 11/24/11 at 11:31:02 AM SGT

# Home 2. Help

Voice Portal Management System version 5.1.0.1.1602

\oice Portal Management System (WPMS) is the consolidated web-based application for administering Voice
Portal. Through the VPMS interface, yvou can configure Voice Portal, check the status of a Voice Portal
component, and generate reports related to system operation.

Legal Notice

© 2005 - 2010 Avaya Inc. All Rights Reserved. -
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While reasonable efforts were made to ensure that the information in
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Avaya Inc. can assume no liability for any errors. Changes and
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in future releases.
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Avaya Inc. is not responsible for any modifications, additions, or
deletions to the original published version of this documentation
unless such modifications, additions, or deletions were performed by
Avaya. Customer and/or End User agree to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims, -
lawsuits, demands and judgments arising out of, or in conmnection

Last Login: 11/24/11 11:31:02 AM SGT

5.2. Administer SNMP Agent
Select System Configuration > SNMP from the left pane to display the SNMP screen. Click

SNMP Agent Settings.

AVAYA

Voice Portal 5.1 (VoicePortal)

Expand All | Collapse All

¥ User Management
Roles
Users
Login Options

* Real-Time Monitoring
System Monitor
Active Calls
Port Distribution

* System Maintenance
Audit Log Viewer
Trace Viewsr
Log Viewer
Alarm Manager

* System Management
MPP Manager
Software Upgrade
System Backup

* System Configuration
Alarm Codes
Alarm/Log Options
Applications
MPP Sarvers
Report Data
SHMP
Speech Servers
VoIP Connections

Welcome, admin
Last logged in 11/10/11 at 2:57:20 AM SGT

are he Home
SNMP
This page displays the destination servers to which Voice Portal sends Simple Metwork Management Protocol

(SNMP) notifications when certain alarms occur.

SNMP Traps
No SMNMP traps are configured.

[ Add |
SNMP Agent Settings SMNMP Device Notification Settings m
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Configure the following fields:

Enable SNMP Version 1:

Security Name:

Enable SNMP Version 2c:

Security Name:

Enable SNMP Version 3:

Authorized for SNMP Access:

Checked.

Enter an appropriate value. This value is used to configure
Hua Pu SmartLog in Section 6 to query Voice Portal.

Checked.

Enter the same value as above. This value is used to configure
Hua Pu SmartLog in Section 6 to query Voice Portal.

Un-checked.

Note: Hua Pu SmartLog does not support SNMP Version 3.

For this testing, this was set to Allow All IP Addresses to

allow SNMP queries from all IP addresses. This can also be
set to Allow Only the Following and then enter the IP address
of the SmartLog server in the blank field below for better

security.

Accept the default values for the remaining fields. Scroll to the bottom of the page and click

Save (not shown).

AVAYA

Voice Portal 5.1 (VoicePortal)
Expand All | Collapse All

¥ User Management
Roles
Users:
Login Options
Real-Time Monitoring
System Monitor
Active Calls
Port Distribution
¥ System Maintenance
Audit Log Viewer
Trace Viewsar
Log Viewer
Alarm Manager
¥ System Management
MPP Manager
Software Upgrade
System Backup
System Configuration
Alarm Codes
Alarm/fLog Options
Applications
MPP Servers
Report Data
SMMP
Speach Servers
VoIP Connections
VPMS Servaers
¥ Security
Certificates
Licensing
Reports
Standard
Custem
Scheduled

4

4

4

Last logged in 11/24/11 at 11:31:02 AM SGT

Home i = tic SNMP

SNMP Agent Settings

Use this page to configure the Simple Network Management Protocol (SNMP) agent in Voice Portal =a that

third-party network management software can guery Voice Portal status.

SNMP Version 1
[¥] Enable SNMP Version 1
Security Name: Smartlog

SNMP Version 2c
[¥] Enable SNMP Version 2c
Security Name: SmartlLog

SNMP Version 3

[7] Enable SNMP Version 3
Security Name:
Authentication Password:

Privacy Passwaord:

Authorized for SNMP Access

@ Allow All IP Addresses

O Allow Only the Following:
IP &ddress/Hostname 1:
IF Address/Hostname 2:

Welcome, admin

m
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6. Configure Hua Pu SmartLog

This section provides the procedures for configuring Hua Pu SmartLog. The current version of
SmartLog supports Chinese language only. The procedures include the following areas:

e Launch web interface
e Administer Location
e Administer Voice Portal

6.1. Launch Web Interface

Access the SmartLog web interface using the URL http://<ip-address> in an Internet browser
window, where <ip-address> is the IP address of the SmartLog server. Log in using the
appropriate credentials.

smartiog_t

oy qﬂn

HU®PUE
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6.2. Administer Location

1trp s

The SmartLog Main Page is displayed as shown below. From the left menu, expand = miEE
(Monitored System Setup) and click R (Add Location).

| AF&admin A &:

gy « o EER
FGREE +
BHHREE +
R EEE =
= S
= EREE —
AVAYATRL
Omams . [TH
e e —— —— A
13
e Smartiog
KERERS + )

In the new window that appears, enter an appropriate location name. In this testing, the name
AVAYA is used.

R X

it AVAYA

b RS
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6.3. Administer Voice Portal

From the left menu, expand = =HF%& (Monitored System Setup) and click mmve (Add VP).
Configure the following values. Click i Fi e i (Confirm setup) when done.

FIEREEL (Location) : Select the location administered in Section 6.2.
IREST (System Name) : Enter an appropriate value to describe the system.
VPMSHEAE (VPMS 1P) : Enter the IP address of VPMS Server, in this

case, it is the Voice Portal Server from Figure 1.
SNMPO (SNMP Community Name): Enter the community name defined in Section

5.2.
o SSHESEMFA (SSH Login) : Enter a valid Linux login for Voice Portal. In this
testing, the craft login was used.
o SSHER (SSH Password) : Enter the password for the Linux login account.
o SSHERRIRC (SSH Port) : Enter 22 to use the default SSH port.
FREH « | @ FEER i E i AE Fhve
FRALE +
B A TELE +
BIERERE - o
o R == =
H EEELE
© iEnER P B 4 AVAYA -
®-CM
& v PRk VP
Jigmve
Ompma g A VoicePortal1 i T PRI
VPMSHhhE 10.1.10.80
SNMPOI % SmariLog
SSHEFRHAPS craft
SSH%% EEEERAEE
SSHiERRRO |22 — 45422
B E I A e i
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From the left menu, select the system that was just added and click mMEFRELE (Monitor
Threshold Setup).

E= L « o EevER HIERERE  C STERE =
B +
WIS AECE +
SR ERE - SHECE HMETECE ‘
B i _
S 1EHF-RIT bt et &t REER
) e el AC-POWER AC Power AC-POWER —iRE
=-CM ADJP ASAl Adjunct TCPIP Link ADHP —RE
SITE1ELE AESV-SES AE Services Session AESV-SES — T
Ommen AN-LN-PT A [ &
AN-LN- nalog Line Port AN-LMN-PT —iRE

To monitor the CPU, disk and memory utilization, scroll to the bottom of the page and add a new
line entry for MppCpu, MppDisk and MppMem respectively as shown below. In this example,
SmartLog will raise a notification alarm when any of the monitored resources is over 80%

utilized.

FEE & | o FHETED wIERERE VoicePortallfif
e =
S ARE + |
BRREEE - SHECE | WOMSTECE
= wisgE |
¥ EEEE 15 45-EIT fetrfEit 1ETEE IFESS
U e MppStatus Mppitzs MppStatus —iEFE
& -CM online EBETEE 1:7EE, 00 Bk online — e
P WPChannel VPiEE VPChannel — R
VoicePortalB2E VPNIS VPMSHATS VNS — iR
Dgmve
[ e ot EtFEiE 1E1TiRIE g BB FEED IRE
MppCpu 80 % STHEMEE — EERE (]
MppDisk 80 % STHEEE — EEEE e
MppMem 80 % ETHEEE EERE (]
P
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7. Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya
Voice Portal and Hua Pu SmartLog.

From the Hua Pu SmartLog screen, expand = =!ZEEE (System Status) and select the Voice
Portal system added in Section 6. Verify that the status of Voice Portal displayed in the right
pane as shown below is accurate.

ez ]
FighLiE
Al ALE
Pl
BIERERS
o LIRS

= JEEET

=l AVRYARR.

SITE1
¥ EEESRE
+ E2ERAR

VoicePortal1

«
+
+
+

o FATER AMAYACR

BEEE | GiER

VoicePortal1 £

MppStatus{Mpp Status)
[VPChannel(VPChannel)

VPMS(VPMS)

MppCpu(MPPIE %33
CPUEA )
MppDisk(MPPJE % 235
A=)
MppMem(MPPJE %25
TFHEAEE)

2011-11-24
13:00:02
2011-11-24
12:18:01
2011-11-24
11:36:06
2011-11-24
11:36:00
2011-11-24
11:36:00
2011-11-24
13:10:02

2011-11-24
14:24:01
2011-11-24
14:24:01
2011-11-24
14:24:01
2011-11-24
14:24:00
2011-11-24
14:24:00
2011-11-24
14:24:00

8. Conclusion

These Application Notes describe the configuration steps required Hua Pu Information
Technology SmartLog 4.1 to successfully interoperate with Avaya Voice Portal 5.1. All feature
and serviceability test cases were completed.
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9. Additional References

This section references the product documentation relevant to these Application Notes.

1. Administering Voice Portal, Release 5.1, June 2010, available at http://support.avaya.com.

2. Troubleshooting Voice Portal, Release 5.1, June 2010, available at
http://support.avaya.com.

3. Hua Pu SmartLog 4.1 User Guide, provided by Hua Pu.

4. Hua Pu SmartLog 4.1 Installation Guide, provided by Hua Pu.

JC; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 14
SPOC 2/7/2012 ©2012 Avaya Inc. All Rights Reserved. SmartLog-VP51


http://support.avaya.com/
http://support.avaya.com/

©2012 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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