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Avaya Solution & Interoperability Test Lab

Application Notes for Grandsys LOG8000 with Avaya
Aura™ Communication Manager and Avaya Aura™
Application Enablement Services - Issue 1.0

Abstract

These Application Notes describe the procedures for configuring Grandsys LOG8000 to
monitor and record calls placed to and from Avaya IP telephones and agents on Avaya Aura™
Communication Manager. Grandsys LOG8000 uses the Device, Media and Call Control
(DMCC) API of the Avaya Aura™ Application Enablement Services to monitor stations to
obtain call information and to register DMCC softphones that Grandsys LOG8000 uses as
recording ports.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a compliance-tested configuration comprised of an Avaya
Aura™ Communication Manager, an Avaya Aura™ Application Enablement Services and
Grandsys LOG8000.

Grandsys LOG8000 is a recording solution made for the customers of the call center market.
Grandsys LOG8000 communicates with Application Enablement Services using the Device,
Media and Call Control (DMCC) API to monitor stations to obtain call information and to
register DMCC softphones that Grandsys LOGB8000 uses as recording ports. When a call starts
on an extension to be recorded, Communication Manager will send the audio stream to Grandsys
LOGB8000 which will then record the call and save the recording to the database. Detailed call
information obtained using DMCC is also stored for each call along with the recording.

1.1. Interoperability Compliance Testing

The interoperability compliance test included feature and serviceability testing. The feature
testing evaluated the ability of Grandsys LOGB8000 to monitor and record calls placed to and
from stations and agents. The serviceability testing introduced failure scenarios to see if
Grandsys LOGB8000 can resume recording after failure recovery.

1.2. Support
For technical support on Grandsys LOG8000, contact Grandsys at:

e Phone: +886-2-87682715
e Email: service@grandsys.com
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2. Reference Configuration

Figure 1 illustrates a sample configuration consisting of an Avaya S8500 Server, an Avaya
G650 Media Gateway, an Application Enablement Services Server, Avaya IP Telephones and a
Windows 2003 Server running Grandsys LOG8000. The Grandsys LOGB8000 Server monitors
the agent extensions using the DMCC Service to record the call and obtain call related
information. The DMCC Service is provided by the Application Enablement Services Server.

Avaya Aura™ Communication Manager
running on Avaya SE500 Server

IP: 10.0.10.10

ISDN-BRI

Grandsys LOGR00OD
Server
10.1.10.106

Avaya G650 Media Gateway
C-LAN IP: 10,1.10.21

MEDPRO IP: 10.1.10.31 I Telephone

Avava 1608

x10003

Avaya C3I64T-PWR | |
Converged Stackable Switch

S

Avaya Aura™ Avayva 9630 1P Telephones T
Application Enablement Services Ext 10001 to 10002 £ “E""t m[:]ﬁ"“t
IP: 10.1.10.71 2
Figure 1: Test Configuration
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Version

Avaya S8500 Server

Communication Manager
5.2
(Service Pack 02.0.947.3-17250)

Avaya G650 Media Gateway

- TN2312BP IP Server Interface HWO07, FW046
- TN799DP C-LAN Interface HWO01, FW032
- TN2602AP IP Media Processor HWO02, FW048
- TN2464BP DS1 Interface HWO05, FW022
Application Enablement Services 4.2.1 with Patch 2
Avaya 9630 IP Telephones 3.0 (H.323)
Avaya 1608 IP Telephone 1.1.0.0 (H.323)
Avaya IP Agent 7.0.32.198
Avaya C364T-PWR Converged Stackable Switch 45.18
Grandsys LOG8000 2.2.2

4. Configure Communication Manager

This section provides the procedures for configuring an ip-codec-set and ip-network region, a
switch connection and Computer Telephony Integration (CTI) links and recorded/monitored
stations on Communication Manager. All the configuration changes in Communication Manager
are performed through the System Access Terminal (SAT) interface. The highlights in the
following screens indicate the values used during the compliance test.

4.1. Codec Configuration

Enter the change ip-codec-set n command, where n is a number between 1 and 7, inclusive.
Ensure that the supported codecs for DMCC are used. In this compliance testing, the G.711MU

codec and no media encryption are used.

change ip-codec-set 1

IP Codec Set
Codec Set: 1

Page 1 of 2

Audio Silence Frames Packet

Codec Suppression Per Pkt Size(ms)
1: [6.711MU n 2 20
2: G.711A n 2 20
3: G.729 n 2 20

Media Encryption

1:
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4.2. IP Network Regions

During compliance testing, a C-LAN board dedicated for H.323 endpoint registration was
assigned to IP network region 1. The Avaya IP Telephones and IP Softphones used by Grandsys
LOGB8000 registered with the C-LAN board and were thus also assigned to IP network region 1.
As a result, the RTP traffic between them is governed by the codec set defined by the Codec Set
field. In this configuration, IP codec set 1 is used as defined in Section 4.1.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: Authoritative Domain:
Name:
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: yes
Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3929
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 46
802.1P/Q PARAMETERS
Call Control 802.1p Priority:
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 1P ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

g1 o o

4.3. Configure AES and CTI Links

Grandsys LOG8000 uses the DMCC API to communicate with Application Enablement Services
and to obtain call information, which requires the Telephony Services Application Programming
Interface (TSAPI) CTI link to be configured on Communication Manager. Application
Enablement Services communicates with Communication Manager over an AES link. Within the
AES link, a CTI link is configured to provide the required TSAPI service to Grandsys LOG8000.
The following steps demonstrate the configuration of the Communication Manager side of the
AES and CTI links. See Section 5 for the details of configuring the Application Enablement
Services side of the AES and TSAPI CTI links.
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Step | Description
1. | Enter the display system-parameters customer-options command. On Page 3, verify
that Computer Telephony Adjunct Links is set to y. If not, contact an authorized Avaya
account representative to obtain the license.
display system-parameters customer-options Page 3 of 11
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? n Audible Message Waiting? n
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? n Backup Cluster Automatic Takeover? n
A/D Grp/Sys List Dialing Start at 01? n CAS Branch? n
Answer Supervision by Call Classifier? n CAS Main? n
ARS? y Change COR by FAC? n
ARS/AAR Partitioning? y [Computer Telephony Adjunct Links? yj|
ARS/AAR Dialing without FAC? n Cvg Of Calls Redirected Off-net? n
ASAI Link Core Capabilities? n DCS (Basic)? n
ASAI Link Plus Capabilities? n DCS Call Coverage? n
Async. Transfer Mode (ATM) PNC? n DCS with Rerouting? n
Async. Transfer Mode (ATM) Trunking? n
ATM WAN Spare Processor? n Digital Loss Plan Modification? n
ATMS? n DS1 MSP? n
Attendant Vectoring? n DS1 Echo Cancellation? n
2. | Enter the add cti-link n command, where n is a number between 1 and 64, inclusive.
Enter a valid Extension under the provisioned dial plan in Communication Manager, set
the Type field to ADJ-IP, and assign a descriptive Name to the CTI link.
add cti-link 1 Page 1 of 2
CT1 LINK
CTI Link: 1
Extension: (19951
Type: |ADJ=IP
COR: 1
Name: [TSAP1 Svcs
3. | Enter the change node-names ip command. In the compliance-tested configuration, the
CLAN-01A02 IP address was utilized for registering H.323 endpoints (Avaya IP
Telephones) and for connectivity to Application Enablement Services.
change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
ﬁLAN—OlAOZ lO-l-lO-Zﬂ
MEDPRO-01A13 10.1.10.31
VAL-01A04 10.1.10.41
default 0.0.0.0
procr 10.1.10.10
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Step | Description
4. | Enter the change ip-services command. On Page 1, configure the Service Type field to
AESVCS and the Enabled field toy. The Local Node field should be pointed to the
CLAN-01A02 board that was configured previously in Step 3. During the compliance
test, the default port was utilized for the Local Port field.
change ip-services Page 1 of 3
IP SERVICES
Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y CLAN-01A02 8765
On Page 3, enter the hostname of the Application Enablement Services server for the AE
Services Server field. The server name may be obtained by logging in to the Application
Enablement Services server using Secure Shell (SSH), and running the uname —a
command. Enter an alphanumeric password for the Password field and set the Enabled
field to y. The same password will be configured on the Application Enablement Services
server in Section 5.1.
change ip-services Page 3 of 3
AE Services Administration
Server 1D AE Services Password Enabled Status
Server
1 laesl XHXXXXHXXXXXXKXXXX Y]
2:
3.
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4.4. Recorded (Monitored) Stations

Step | Description

1. | Enter the change station n command, where n is the extension of the agent station that is
required to be recorded. On Page 1 of the STATION form, set the IP Softphone field is
to y and specify the Security Code. For the compliance test, the agent stations from
10001 to 10004 were modified.

change station 10001 Page 1 of 5
STATION

Extension: 10001 Lock Messages? n BCC: O

Type: 9630 ISecurity Code: 000000 TN: 1

Port: S00002 Coverage Path 1: COR: 1

Name: Alice Coverage Path 2: Cos: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 10001
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0O
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y [IP_SoftPhone? y

IP Video Softphone? n

Customizable Labels? y

5. Configure Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:

Administer CTI User

Verify Application Enablement Services License
Administer Switch Connection

Administer TSAPI link

Administer Ports

Administer CTI user permission
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5.1. Administer CTIl User

Step | Description

1. | Launch a web browser and enter https://<IP address of AES server>/MVAP/ to access

displayed.

2N https://10.1.10.71/MVAP/forms/common/home. jsp - Microsoft Internet Explorer
File Edit “iew Favorites Tools Help

@Back A > | Iﬂ |EL| 7;\1 /.-" Search '\:‘\'.«’ Favorites @‘3 =" 7' ﬁ f“ Links QGUUQIE @']iFLV MRCP Server

Address \ﬁ:[ https://10.1.10.71fMyaP/ formsfcommonyhome. jsp

the Application Enablement Services OAM web based interface. Log in to OAM using an
administrative login and password (not shown), and the Welcome To OAM screen will be

CEX

v B

Home You are here: > Home

" N T T e o e
Application Enablement Services
..-'f AVAyA Operations Administration and Maintenance

®0aM Home @ Help @Logout

CTI OAM Administration
User Management

Welcome to OAM

Security Administration

The AE Services Cperations, Administration, and Management {(0AM) Web provides you with tools
for managing the AE Server. OAM spans the following administrative domains:

# CTIOAM Admin - Use CTI OAM Admin to manage all AE Services that you are licensed to use
on the AE Server.

+ User Management - Use User Management to manage AE Services users and AE Services
user-related resources.

» Security Administration - Use Security Administration to manage Linug user accounts and
configure Linux-PAM (Pluggable Authentication Modules for Linux).

Depending on your business requirements, these adminstrative domains can be served by one
administrator for both domains, or a separate administrator for each domain.

é e Internet
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Step | Description

2. | Click User Management, then User Management > Add User in the left pane. Specify a
value for User 1d, Common Name, Surname, User Password and Confirm Password.
Set CT User to Yes. Use the values for User Id and User Password to configure
Grandsys LOG8000 in Section 6.1 Step 1 to access the DMCC Services on the
Application Enablement Services. Scroll down to the bottom of the page and click Apply
(not shown).

EEX

File Edit  WView Favorites Tools Help l.f

@Back L > | |ﬂ Iﬂ 7;] /:'Search ‘E‘_‘:*Favorites €_1? - :4_ — |ﬁ ‘:“‘

Adddress | @] hitps /{10,110, 71:6443/MyAP actionfuser jprecresteuser.do

A Add User - Microsoft Internet Explorer

v-‘ o Lnks ?

///-\VA ‘A Application Enablement Services
;' y Operations Administration and Maintenance

Add User

~

¥ou are here: = User Management >

User Management Home

|+ User Management

i Add User
List All Users
Add User Fields marked with * can not be empty.
Search Users

— -
Modify Default User # User Id _ |

Change User Password
| |» Service Management
|» Help * SUMName Grandsys |

* Common Mame || ocan00

* User Password |geesssss

* Confirm Password jeessesss

|

Admin Note ‘

avaya Role [ None

|

Business Categm’y‘
Car License |
CcM Hnme‘

Css Home "

e User

Department Number‘

:‘é:l 2 S Local intranet
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5.2. Verify Avaya Application Enablement Services License

Step | Description

1. | Select OAM Home, then click on CTI OAM Administration from the left menu (not
shown). From the Welcome to CTI OAM screen, verify that the Avaya Application
Enablement Services license has proper permissions for the features illustrated in these
Application Notes by ensuring both the DMCC Service and TSAPI Service are licensed.
If they are not licensed, then contact the Avaya sales team or business partner for a proper
license file.

2 Welcome to CTI OAM Screens - Microsoft Internet Explorer

File Edit view Favorites Tools  Help

- . = a - 22
@ Back + |ﬂ ﬁ il p. ! Search ‘:'\ Favorites f"? <> ¢ = i | ﬁ' ‘:‘i Links &) Googls ] IFLY MRCP Server
Address gg https:n‘lu‘1‘10.?1jMVAPIFDrms;’&tu‘ctiHome.]sé v 5o
e —————————————————————————————— — e ——e | 1
AVAVA Application Enablement Services
y Operations Administration and Maintenance

® oo Home ®Help @Logout

CTI OAM Home You are here: > CTI OAM Home
Administration
Status and Gontrol

Maintenance

Welcome to CTI OAM Screens

[craft] Last login: Mon Jul 6 12:41:06 2009 from 10.1.10.152

vy vy v v v v w
b
=1
=
v

IMPORTAMT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not require a restart,

Service Status State Licenses Purchased
ASAI Link Manager RURNing MN/A /A

DMCC Service RuANing OMLINE Yesl

C¥YLAN Service RuAning OMLINE Yes

DLG Service Running OFFLINE Yes

;:.:is‘f;rt Layer Running N/& M/ &

|TsaPI service Running ONLINE ves |

SMS M8 MNAA Yes

For status an actual services, please use Status and Control,

License Information

You are licensed to run Application Enablement (CTI) version 4.2,

:g'] Done é a Internet
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5.3. Administer Switch Connection

Step | Description

1. | From the CTI OAM Home menu, select Administration > Switch Connections. Enter a

SITEA is used.

Fle  Ldk View  Fawontes

Qe - © -

T https:f10.1,10.71: 844 JIMVAR forms/ctifswitchConns. jsp - Microsoft Intarnat Deplorar
ookt Help

!1 2 : - seach ST pavertes D)

Adrese ] MmUY LT BAATMVAR e nrsfcbif sl eCnwes. g

descriptive name for the switch connection and click Add Connection. In this case,

| LUL0AMHome
- [Adminlsirailon]

» CYLLink Admin
» DMCC Conbgurataon
TSAPL G

+ Network Configuration

it > 23
—

' Switch Connections

Canmen tinn Hamn

Add Connection |

Mumbior of Actwvi
Cannections

b Host AA
SMS Configuration
v Blatus and Control

[ Edit Connection | [ Edit CLANIPs | [ Edit H.323 Gatekeeper | [

Delete Connection |

Sl

2. | The Set Password screen is displayed. Select CT1/Call Information for Switch

Click Apply.

Fle Edt View Favorites

[€ LR

Tocls  Help

\ﬂ @ _;‘, /r‘SEarEh \i’(hvuntes £ ) ’

Aclress | &] https:/j10.1.10.71:8443/MVAP/actionctijswitchComns.do

e 1 hitps:#10.1.10.71:8443/MVAP/action/ctifswitchConns. do - Microsoft Internet Explorer

J el el

Connection Type. For the Switch Password and Confirm Switch Password fields, enter
the password that was administered in Communication Manager using the IP Services
form in Section 4.3 Step 4. The SSL field needs to be checked for the S8500 Server.

EEX
;’l

v B nks 7
—

» B

7 AVAYA

| CTLOAM Home
~ Administration

» Hetwork Configuration

Switch Connections
» CTI Link Adrnin
» DMCC Configuration

TSPl Configuration
» Security Database
» Certificate Management
»+ Dial Plan

Enterprise Directory
b Host AA

SMS Configuration

» Status and Gontrol

You are here:

Application Enablement Services
Operations Administration and Maintenance

= Administration > Switch Connections

® 040 Home ®Help @Logout

Set Password - SITEA

Please note the following:

* & password is not required for a H323 Gatekeeper Connection.
* Changing the password affects only new connections, not open connections.

Switch Connection Type
Switch Passward
Confirm Switch Password

55L

| » Maintenance

| » Alarms
+ Logs

| v Utilities

| » Help

| CTUCall Information v |

& oo

& % Local intranet
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Step

Description

The Switch Connections screen is displayed. Select the newly added switch connection
name and click Edit CLAN IPs.

-2 hitps:/{10.1.10.71: 844 3/IMVAP/action/ctifswitchPwd. do - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

@Eack - @ - l_'] @ _;‘, /j‘Saarch ‘g.j:'.\JFavnr\tes & (- 4 =

Address @& https:/710.1.10.71:8443{MVAP action/ctifswitchPud. do

EIEX
;;r

»

—

Links.

» B

7 AVAYA

CTI OAM Home
Administration
Network Configuration
Switch Connections
CTI Link Admin

DMCC Configuration
TSAPI Configuration
Security Database
Certificate Management
Dizl Plan

Enterprise Directary

b Host AA

SME Configuration
Status and Control

Maintenance

You are here:

» Administration >

Switch Connections

A_ppiication Enablement Services

Operations Administration and Maintenance
® 0o Home ®Help @Logout

Switch Connections

Connection Mame

SITEA

| Add Connection

Mumber of Active

AR Rl Caonnection Type

CTI/Call Information

o
H.323 Gatekeeper ] [ Delete Connection ]

[ Edit Connection ”[ Edit CLAN IPs ][ Edit

2 N3 Local intranet

In the Edit CLAN IPs screen, enter the host name or IP address of the C-LAN used for
Application Enablement Services connectivity. In this case, 10.1.10.21 is used, which
corresponds to the IP address of the C-LAN administered on Communication Manager in
Section 4.3 Step 3. Click Add Name or IP.

a https:/10.1.10. 71: 844 3/MVAP/action/cti/switchConns. do - Microsoft Internet Explorer

i
1
{ v
L3
|
1S

D eeck -

File Edit Wew Favorites Tools Help

\il] @ _;\J /:‘Search *i}.\’FavuntEs £ ) ;

Address | ] https://10.1.10,71:8443/MAPfaction/ctifswitchConns. da

EEX
o

v BYco | tnks
=

~

7 AVAYA

CTI 0AM Home

~ Administration

» Metwork Configuration
Switch Connections

Vou are here: =

Administration >

Switch Connections

A;piication Enablement Services

Operations Administration and Maintenance

0AM Home @ Help @Logout

Edit CLAN IPs - SITEA

v CTI Link Admin
+ DMCC Configuration
TSAPI Configuration
» Security Database
+ Certificate Management
+ Dial Plan
Enterprise Directory
» Host an
SMS Configuration
Status and Control
Maintenance
Alarms
Logs
Utilities
Help

|1EI1 1021

Mame or IP Address

Status

[T a5 mzme or e

2 %4 Local intranet
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5.4. Administer TSAPI Link

Step

Description

1.

To administer a TSAPI link on AES, select Administration > CTI Link Admin >
TSAPI Links from the CTI OAM Home menu. Click Add Link.

2 hitps:/110.1.10.71:B443/MVAP/action/ctiftsapilinks. do - Microsoft Internet Explorer

File Edit View Favorites Toals

Help

@Eack L | |ﬂ @ A j-‘SEar(h f] Favarites &) (- i [ | ﬁ b 8

Address Eﬁhttps:HlD.T.-IH:6443p’MVAPfa;tion,ictiftsap\Links.do B o v'\ GD Links
'/AVA A Application Enablement Services
y Operations Administration and Maintenance
® 0o Home @®Help @Logout

You are here: >

TSAPI Links

CTI OAM Home Administration. >
~ Administration
» Metwork Configuration
Switch Connections
~ CTI Link Admin
[ Add Link ]l[ Edit Link_| [ Delete Link
CWLAN Links
DLG Links
» DMCC Configuration
TSAPI Configuration
» Security Datshase
v Certificate Management

CTI Link &dmin > TSAPI Links

Link Switch Connection Switch CTI Link #  ASAI Link Yersion Security

+_Dial Plan

E Dons & %J Local intranet

In the Add / Edit TSAPI Links screen, select the following values:

e Link: Select an available Link number from 1 to 16.

e Switch Connection: Administered switch connection in Section 5.3 Step 1.
e Switch CTI Link Number: Corresponding CTI link number in Section 4.3 Step 2.
e ASAI Link Version: Set to 5.

e Security: Unencrypted TSAPI Links are used.

Note that the actual values may vary. Click Apply Changes.

i https:1110.1.10.71:B443/MVAP/action/ctiftsapilinks. do - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

@Ba:k L ) | lﬂ @ _;\] /7.' Search \:_‘. Favorites {_‘) g~ g — Iﬂ ‘:‘i

Address E@ https:ff

EI@

71844 3/MY AP action/ctiftsapiLinks. do

A_pplication Enablement Services

Operations Administration and Maintenance
®0sM Home ®Help WLDLDut

Y¥ou are here: >  Administration >

Add / Edit TSAPI Links
» Network Configuration

Switch Connections —
+ CTL Link Adrmin Link (M

TSAPI Links Switch Connection: ?SITEA V'l
=

CTI 0AM Home CTI Link Admin > TSAPI Links

|+ Administration

':‘ Go Links **

CYLAN Links Switch CTI Link Number;:
DLG Links .
e e, ASAT Link Version 5 V|
TIS4PI Configuration Security _Unenc_r}f_pted__v_ll
» Security Database |[ Apply Changes ]l[ Cancel Changes ]
@Don; HHHHHHHHHHHHHHH 5| ¥ Localintranet
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Step | Description

Click Apply to confirm the changes.

7 hitps:/10.1.10.71:B443/MVAP/actionictifaddTsapiLinks. do - Microsoft Internet Explorer =1E3]
-

Flle Edit View Favorites Tools Help

@Back b > | |ﬂ lg _;\J /.-'Search c". Favarites {f? - 72’_ E _l ﬂ ‘:%
v Go  Lnks ®

Address ‘@ https:/f10.1,10,71:5443MY AP action/ctif add Tsapilinks. do

Application Enablement Services
Operations Administration and Maintenance

Home @ Help @Logout

CTI OAM Home Administration > CTI Link Admin > TSAPI Links

|~ Administration

Apply Changes to Link

» Network Configuration

Switch Connections
Warning! Are you sure you want to apply the changes?
~ CTI Link Adrmin = i v b 2

{ = e At These changes can only take effect when the TSAPI server restarts,

TSAPI Links Please use the Maintenance -> Service Controller page to restart the TS&PI server,
{ CYLAN Links [Apply
DLG Links

+ DMCC Configuration
TSaPI Configuration
v Security Database ~

;a Done 5 \j Localintranet

3. | To restart the TSAPI Service, select Maintenance > Service Controller from the CTI
OAM Home menu. Check the TSAPI Service checkbox and click Restart Service.

2l Service Controller - Microsoft Internet Explorer Q|EE|
'l‘r

File Edit Wiew Favorites Toadls  Help

Address |5§ https:j10,1,10,71:6443MVAP Forms/ctijserviceController jsp

A e ) O = o
@Back b > | x '”T (1 | S ! Search . Favorites {?‘ A = | ﬁ A_f‘
vl Go  Links ®

Application Enablement Services
Operations Administration and Maintenance
Home @ Help @Logout
CTI 0OAM Home are here: = Maintenance Controller
| Administrati -
e Service Controller
| » Status and Control
B w Service Controller Status
Service Controller i =
e B [ asal Link Manager unning
{ Pestore Datshase [ oMcc Service Running
Import SDB [ cvLAN Service Running
» Alarms [ DLG Service Running
K Luls [ Transpart Layer Service Running
|+ Utilities K
{ TSAPI Service Running
.+ Help
For status on actual services, please use Status and Control.
H Fiestart Service ]ll Fiestart AE Server I [ Fiestart Linux ] { FestartWeh Server ]
v
é ‘-j Local intranet
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Step

Description

Q= - ©

Acdress | @] https:110.1,10.71:8443MWAP/sction/eti/ServiceControlier_Action.do

Edit  View Favorites  Todls

Help

\ﬂ @ J\] p ) Search \(’( Favorites :3

Click Restart to confirm the restart.

a2 https:#/10.1.10.71:B443/MVAP/action/ctifServiceController_Action. do - Microsoft Internet Explorer
File

:!I'

v Bl Lnks
a—

|| CTI OAM Home
| ¢ Administration
| v Status and Control
| + Maintenance
Service Controller
Backup Database
Restore Database
Import SDB

|+ Alarms

> Maintenance >

Application_E_n_a_hE ment Services

Service Controller

A

Operations Administration and Maintenance
®04M Home @Help @Logout

Restart Service

Warning! Are you sure you want to restart?

Restarting will cause all existing connections to be dropped and associations lost,

&) 83 Local intranet

5.5. Administer Ports

Step

Description

1.

2 https://10.1.10. 71/MVAP/forms/cti/ports. jsp - Microsoft Internet Explorer

Navigate to the CTI OAM Home > Administration > Network Configuration > Ports
page to set the DMCC Server Ports. During the compliance test, the default port values
were utilized as shown below. Since the encrypted port was utilized during the
compliance test, set the Encrypted Port field to Enabled. Click the Apply Changes
button (not shown) at the bottom of the screen to complete the process.

EEX
;'a

File Edt View Favorites Tools  Help
> - = n T - s
@ Back ~ Iﬂ @ ol | ) search S Favorites & R-d § | ﬁ 3 Links ] Google ] FLY MRCP Server
scdress ] hpsuf10, LILT MR fomsctfports e B
CYLAN Ports Enabled Disabled [~
HIC Configuration i § e o socd m
e nencrypte or Agsst ® QO
Switch Connections Encrypted TCP Port 9998 ® O
» CTI Link Admin
» DMCC Configuration DLG Part TCP Port 5678
TSAPI Configuration
» Secutity Database TSAPI Ports Enabled Disabled
» Certificate Management TSAPI Service Port 450 [Oe}
+ Dial Plan
Enterprise Directory Local TLIMK Ports
ol TR Port Min 1024
Al Omilarad i TCR Part Max 1039
WebLM Configuration
Bridged alert Config Unencrypted TLINK Ports
» Sta.tus and Control O 1050
» Maintenance —
» Alarms TCP Port Max 1085
» Logs
v Utilities Encrypted TLINK Ports
» Help TCP Port Min
TCP Port Max
NG seruer Enabled Disabled
Ports
Unencrypted Paort 4721 ® O
Encrypted Port 4722 | (O] (9]
TR/B7 Port 23 | o6
v
& @ Internet
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5.6. Administer CTIl User Permission

Step

Description

1.

Select Administration > Security Database > CTI Users > List All Users from the CTI
OAM Home menu. Select the User ID created in Section 5.1 Step 2 and click Edit.

2 hitps:H10.1.10.71:B443/MVAPHorms/ctiflisiCtiUsers. jsp - Microsoft Internet Explarer EEX
File Edit Wiew Favorites Toals  Help l‘;’

3 5 e z
- &Y - Al \ ) =i . - 7 a

Q- @ M A G Pt Joreos @ -2 F - LK B

Acldress ] httpsij10.1.10.71 B443MyAP Forms/ctifliskCtLisers. sp v B ks

~

//AVA ‘A Application Enablement Services
;' y Operations Administration and Maintenance

Y¥ou are here: >  Administration > Security Datsbase >

CTI OAM Home

| |~ Administration CTI Users
» Metwork Configuration

Switch Connections
» CTI Link Admin
¢ DMCC Configuration
oltse iy U grandsys LOGB000 HONE HONE
~ Security Database
SDBE Control
~ CTI Users

| .
&] 2y %4 Local intranet

User ID Commion Mame Worktop Mame Device 1D

IE3

Assign access rights and call/device privileges according to customer requirements. For
simplicity in configuration, Unrestricted Access was enabled during compliance testing.
If Unrestricted Access is not desired, then consult [1] for guidance on configuring the
call/device privileges as well as devices and device groups. Click Enable.

EEX

X
3

) https:/110.1.10.71:844 IMYAP/actionictilctillsers. do - Microsoft Internet Explorer

File Edit “iew Favorites Tools Help f
7 = AN O T ; > B . ’ a8
@ Back, \ﬂ lﬂ () | /- Search 1. Faverices {-{! i@ 5 - J ﬁ _“‘
Ackiress [ €] https: /{10,110, 71 B443/1MvP action/ctifctilsers.do v B ks
1= -

Y

Application Enablement Services
Operations Administration and Maintenance

®
List

CTI 0AM Home You are here: > Administration > Security Database = CTIUsers >

|+ Administration P
; Edit CTI User
» Wetwork Configuration
7§:I‘tf_hkcign?mm5 User 1D grandsys
o Rl = Common Mame LOGEO00
» DMCC Configuration - —
TSAPI Configuration diissiautios LHONE v-.
- Security Database Unrestricted Access
SDB Control L
S Call Crigination and Termination erune ;:
List all Users - .
Search Users - —
e Dewvice / Device ‘__.Nﬂe :
Devices Call / Device LNone |
Device Groups call / call O
Tlinks
Think Groups Allow Routing on Listed Device ‘Nane :
» Certificate Management =
» Dial Plan I Apply Changes I [ Cancel I
e ot
&] Done 2y %4 Local intranet
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Step | Description

Click Apply to apply the changes.

2 hitps:#/10.1.10.71:844 3/MVAPJaction/ctifeditCliUser. do - Microsoft Internet Explorer

File Edt View Favortes Tools  Help

@Eack L > | \ﬂ @ 7:‘] /:'Search LE‘?\'\’Favorites {_1} :\':v N;’_ = | ﬁ ':%

Address | @] https:/10.1,10.71:8443{MV P action/ctifeditCtilser.do

EEX
;st

v‘ Go Links *

Application Enablement Services

Operations Administration and Maintenance
Home @Help @Logout

CTI 0AM Home ¥ou are here: = Administration > Security Database =
Administration
Metwaork Configuration

Switch Connections

Apply Changes to CTI User Properties

CT1 Link Admi Warning! Are you sure you want to apply the changes?

LTl Line Admin

DMCC Configuration Apply

TSAPL Configuration :
=] % Local intranet
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6. Configure Grandsys LOGS8000

Grandsys installs, configures, and customizes the Grandsys LOG8000 application for their end
customers. This section only describes the interface configuration for the Grandsys LOG8000
application to communicate with Application Enablement Services and Communication
Manager. Refer to [3] and [4] for configuring the Grandsys LOG8000 application.

6.1. Configure DMCC Settings

Step | Description

1. | On the Grandsys LOGB8000 Server, execute C:\Program Files\Grandsys
Software\Record System\Record Service\Grandsys_Contral.exe to configure the
DMCC settings. Click on the Board Info tab and configure the following:

e CallServer: Set to the C-LAN IP address in Section 4.3 Step 3 for the registration
of the DMCC stations.

ServerlP: Set to the IP address of the Application Enablement Services.
ServerPort: Set to the encrypted DMCC Server Port in Section 5.5.

UserName: Set to the User Id field in Section 5.1 Step 2.

Password: Set to the User Password field in Section 5.1 Step 2.
ProtocolVersion: Set to the value http://www.ecma-
international.org/standards/ecma-323/csta/ed3/priv3.

e Secure: Set to yes since encryption is used.

GRAMDSYS CONTROL |

System Infd FBeard Info I

—Board Infa
Bosrd Number —— [g CallServer “ 0.1 . 10 . 21
Board Type |3?1zn ServerlP 10 = " oz 90 = &

PB& Tupe I2EIEI1 ServerFort i4?22
Serial Mumber IUSELI Iz ame Igrands_l,ls

DateCode |20080302 Pacemod [
T atal Channels iEEIn T o "http: v ecma-international. ar
Start Chanrel !D B

" o 0 |pes

Cancel |
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6.2. Configure Recording Stations

Step | Description
1. | Launch a web browser and enter http://<IP address of Grandsys LOG8000
Server>/record/ to access the Grandsys LOG8000 web based interface. Log in using an
administrative login and password (not shown) and the following screen will be displayed.
A http://10.1.10.106 - ::RECSYSTEM:: - Microsoft Internet Ex.|.J.Iorer
(E72 7 23 L0G8000
LOGS8000 Main List .'.:;'.1_1};\111»:-.111_1
-l Users
Groups
@] sFEeeFE 7 A 2= ® Internet
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Step | Description
2. | Click System > Servers on the left-most pane. To configure the recording stations,
expand Servers > DefaultSite > Recorder Servers > REC106 in the center pane and
click on Channels. Note: “REC106” is the name defined for this compliance test and will
vary.
On the right-most pane, enter the following values in the Basic Setup tab:
e Line Name: Enter a descriptive name.
e Extension No.: Phone extension to be recorded.
e Password: Enter the Phone Security Code configured in Section 4.4, Step 1.
e Agent ID: Select from the list a user configured in Grandsys LOG8000.
e Activate: Check.
:%hl!!:l:ffjlo.1.10.1tlb - :RECSYSTEM:: ;Miu: rosoft Int:.rnﬂ Efglorer
(ETa T RV A LOGB000
SerEL L Li_ﬁi__ ._i__ : _ — I Pre-set Clear A Mey
. 5 & Defaultsite
"Enlinr Caniare Line code 032U
-I Servers .I"RecurderSEnrers Line name
é"REC106 ernsion Mo,
T Parameters & cranneis E)d dN
LineGroups REWRl
E3-Config Servers R u2u
--CTI Prowy Servers Channel ALL
- Index Serers Board Type DMCC card
- hlet Servers Agent|D _
EJ-communication Serve |0 group e
ShEnSanars Mechanically apply the recording plan v
~WinDogy Servers arrangement
- Backup Servers Notes
Record Line Guery 7
& Set Record arrangement ciiiate
é---wmrkday
. Ext1 0001
§3-Farameters
b | | S
Current Uzer:Administrator
&) aFRz009E 7B 50 Y= B Tnternet
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Step | Description
3. | Click the Detail Settings tab and configure the following:
e Activate the command: Check.
e DMCC Startup: Check.
e Call Server IP: Select the IP Address of the C-LAN configured in Section 6.1
Step 1.
e Codec: Select the codec to match the one configured on Communication Manager
in Section 4.1.
Click Add New to save the settings. Repeat this step for all the agent stations to be
recorded. In this configuration, the agent stations 10001 to 10004 are configured.
2 http://10.1.10.106 - ::RECSYSTEM:: - Microsoft Internet Explorer
|. - "' -F.!'-\-F\.l--f-\- o p— = -
| ETA2T: &= LOGS000
I LOGE000 Main Llst _I ) . —
&-seners | Basicsetup. | @ |
B Defaultsite
53 Crfity Servers . [0 © Continuous recordin Activate the command
-l Servers =-Eechrjer Servers RessnEe DMCC startup ;
ﬁ--REC1 0g Max Time 120 m irninute)
1 Parameters @ channels Call Server IP 10.1.10.21 b
- LineGroups Codec U-lawy B-bit PGM Gdk bps v
E3-Config Servers
Ed-CTI Prow Servers
- Index Servers
- Met Seners
E¥-communication Serve
~Yieh Servers
- YinDog Servers
... Backup Serers
-~ Record Line Cuery
& SetRecord arrangement
b kil ay
L Edtoom
. [Ed-Parameters
< ‘ |
Sreatermn Time: 1259
&) R Re00eE 7 A o 28T ® Internet
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7. General Test Approach and Test Results

The general approach was to place various types of calls to and from stations, agents, and Vector
Directory Numbers (VDNSs), monitor and record the calls using Grandsys LOG8000, and verify
the recordings. For feature testing, the types of calls included internal calls, inbound and
outbound trunk calls, transferred calls, and conferenced calls. For serviceability testing, failures
such as disconnecting the LAN cable to the Grandsys LOG8000 Server and Application
Enablement Services, and resetting the Grandsys LOG8000 Server and Communication Manager
were applied.

All test cases were executed and passed.

8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of
Communication Manager, Application Enablement Services and Grandsys LOG8000.

8.1. Verify Communication Manager

Verify the status of the administered AE Services Link by using the status aesvcs link
command. The following shows that the link between the Application Enablement Services and
the Communication Manager C-LAN is up.

status aesvcs link

AE SERVICES LINK STATUS

Srvr/ AE Services Remote IP Remote Local Node Msgs Msgs
Link Server Port Sent Rcvd
[01/01 aesl 10. 1. 10. 71 32856 s8500-clanl 226 211

Verify the status of the administered TSAPI CTI link by using the status aesvcs cti-link
command. The Service State field should display established.

status aesvcs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs

Link Busy Server State Sent Rcvd

L 5 no aesl established 33 45
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8.2. Verify Avaya Application Enablement Services

From the CTI OAM Admin web pages, verify the status of the TSAPI and DMCC Services by
selecting Status and Control > Services Summary from the left pane. The Status field for both
TSAPI Service and DMCC Service should display ONLINE.

File Edit ‘Wiew Favorites Tools  Help

@ Back - 2

2 https://10.1.10.71: 844 3/MVAP/action/ctifservicesSumm. do - Microsoft Internet Explorer

|ﬂ |EL| ;\] /f" Search ‘glj:’Favorites {T’? [}

Address | @] https: 0.1 10.71:0443/MYAP facti

ianfcti/servicesSumm. do

B
-

Links ™

:‘Go

¥ou are here:

CTI OAM Home

Application Enablement Services

Operations Administration and Maintenance

= Status and Control > Services Surnrmary

® 04 Home ®Help @Logout

' v+ Administration
| |~ Status and Control
Switch Conn Summar

Services Summary

2 Service Status  Since Cause
Services Summary 3
2 @ CVLAMN Service  OMLINE 2008-07-18 21;15:49  MORMAL
¢ Maintenance
Al O DLG Service OMNLINE ~ 2008-07-18 21:15:44  NORMAL
|| Logs © [T154PI Service OMLINE _ 2008-08-27 14:09:17 _ NORMAL |
| » Utilities O |pMce Service ONLINE  2008-08-26 20:42:41  NORMAL |
» nel
| ¥
2 S Lacal intranet
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8.3. Verify Grandsys LOG8000

Step | Description

1. | From the Grandsys LOGB8000 Server, launch a web browser and log in to the Grandsys
LOG8000 web based interface. Select Line Monitoring > By Recorder on the left pane
and click Link Connect on the right pane.

(:'-'::REESYSTEM:: - Windows Internet Explorer

@’.: - |?_j http:/{10.1.10.106/record/MainFameset, aspx j 'EH gl ILwe Search jé ]:‘
i g TERECSYSTEM: - Bl - deh - shpage v (iTodks v

f:_\ e ’:- __::-__‘: LOGS8000

LOGSE000 Main List T Line Monitor

Custom e ee 7] et [REcios =] son[Exthn
sevice Server

-I By Recorder
-I By ExiMo / Line Group

-I By Ageni {

Syster Time: 18:15

[67 2 20005 75 5H 255= [ [ [ | @ Trustedsies Hi00% -
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Step | Description
2. | Place a test call to an extension being recorded and verify that one of the recording
stations on Grandsys LOG8000 becomes active as it records the call.
ﬂ"“::REES\'STEM:: - Windows Internet Explorer
@1:; - Fﬁhttp:,l’,l’lD.l.10.1Dé,l’recurd,l’MainFameset.aspx j ‘_;i:zl ||-i“’E Search |El:|
5 @ TfmecsvsTEM: fy - B - s - |hpage - (G Tods + 7
e T — T~ .--F-- '
STV 2V 2 LOGB000
LOGB00O Main List |1 Lnevonter
g:rs\flzze DefauliSite =] Rescjr:ii:‘g [RECiDE =] son[Extio
DefaultSite - REC106
CHZ CHS CH4
000738 ’:ﬂ: 00:07:38 @ 000738
10003 10004
Crurrent User:bdmindstrator
S EIR:20005 7 F 6H 2EI= [T [ [C@ [ Trasted sites [®mm - 4
3. | Query for the recording of the test call. Verify that the recording can be played back
correctly.
ﬂ"l::RECSYSTEM:: - Windows Internet Explorer
&\; - F_ﬁhttn:,l’flﬂ.l.lﬂ.lﬂﬁirecord,l’Ma\nFameset.aspx j 'E‘ ‘ El |Live Search IEE'
©9 & SfurecsvstEm: - B -t v mhpage v (OfTaoks <
(=72 T == LOGB000
LOGB000 Main List [T Reenoey
FPlease choose the gquery rule @ RRELLEL i
[ Self define =l r o o
Start Time of =]
i 1 [ 032000948547 1F60310000007 D:Share\Record'2009\718118
2000-07-08 | [18:14.00
L
I e — @0
Crrpent User:Adiristrator
[&F R 20005 7H oH £51= [ [ & trostedsites EST
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9. Conclusion

These Application Notes illustrate the procedures for configuring Grandsys LOG8000 to monitor
and record calls placed to and from stations and VDNs on Avaya Aura™ Communication
Manager. In the configuration described in these Application Notes, Grandsys LOG8000 uses the
DMCC Service of Avaya Aura™ Application Enablement Services to perform recording. All test
cases were completed successfully.

10. Additional References

This section references the Avaya and Grandsys documentation that are relevant to these
Application Notes.

The following Avaya product documentation can be found at http://support.avaya.com .

[1] Avaya MultiVantage® Application Enablement Services Administration and Maintenance
Guide, Release 4.2, Document 1D 02-300357, Issue 10, May 2008.

[2] Avaya Aura™ Communication Manager Feature Description and Implementation, Issue 7,
May 2009, Document Number 555-245-205.

The following product documentation are available from Grandsys.
[3] Grandsys LOGB8000 System Installation Manual, Version 2.2.2, May 20009.
[4] Grandsys LOG8000 System Operation Manual, Version 2.2.2, May 2009.
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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