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Abstract

These Application Notes describe the procedures for configuring Bell Canada Session
Initiation Protocol (SIP) Trunking with Avaya IP Office Release 9.1.3 and Avaya Session
Border Controller for Enterprise Release 7.0.

Bell Canada SIP Trunking provides PSTN access via a SIP trunk between the enterprise and
the Bell Canada network as an alternative to legacy analog or digital trunks. This approach
generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Bell Canada is a member of the Avaya DevConnect Service Provider program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking between service provider Bell Canada (Bell) and an Avaya IP Office solution. In the
sample configuration, the Avaya IP Office solution consists of an Avaya IP Office 500v2 release
9.1.3, Avaya Session Border Controller for Enterprise release 7.0 (Avaya SBCE), Avaya Voicemail
Pro, Avaya IP Office Softphone, and Avaya H.323, SIP, digital, and analog endpoints.

The Bell SIP Trunking service referenced within these Application Notes is designed for business
customers. The service enables local and long distance PSTN calling via standards-based SIP trunks
as an alternative to legacy analog or digital trunks, without the need for additional TDM enterprise
gateways and the associated maintenance costs.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office to
connect to Bell SIP Trunking service via the Avaya SBCE. This configuration (shown in Figure 1)
was used to exercise the features and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
A simulated enterprise site with Avaya IP Office was connected to Bell SIP Trunking service via the

Avaya SBCE. To verify SIP trunking interoperability, the following features and functionality were
exercised during the interoperability compliance test:

e Response to SIP OPTIONS queries.

e Incoming PSTN calls to various phone types. Phone types included H.323, SIP, digital, and
analog telephones at the enterprise. All inbound PSTN calls were routed to the enterprise
across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, SIP, digital,
and analog telephones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from the Avaya IP Office Softphone.

e Inbound and outbound long holding time call stability.

e Various call types including: local, long distance, international, outbound toll-free, operator
service and directory assistance.

e Codec G.711MU and G.729A.

e Caller number/ID presentation.

e Privacy requests (i.e., caller anonymity) and Caller ID restriction for inbound and outbound
calls.
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DTMEF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

Telephony features such as hold and resume, transfer, and conference.

Use of SIP REFER for call transfer to PSTN.

e Fax G.711 Pass Through modes.

e Off-net call forwarding.

e Twinning to mobile phones on inbound calls.

e Remote Worker which allows Avaya SIP endpoints to connect directly to the public Internet as
enterprise phones.

2.2. Test Results
Bell SIP Trunking passed compliance testing.

Items not supported or not tested included the following:
e Inbound toll-free is supported but was not tested as part of the compliance test.
e Call Redirection (blind/consultative transfers) using REFER method is not supported by Bell.
e T.38 Fax is not supported.

Interoperability testing of Bell SIP Trunking was completed with successful results for all test cases
with the exception of the observations/limitations described below.

e OPTIONS - Bell responded to SIP OPTIONS from Avaya with 2000K in which IP address
in the Via header was altered to the IP address of the IP Office instead of the IP address of
the external interface of the Avaya SBCE. Bell has corrected this issue on Bell’s network.

e OPTIONS from Bell Canada — Bell was configured to send SIP OPTIONS messages with
Max-Forwards header with value equal to 0. This was by design from Bell. Avaya SBCE
responded correctly with 483 Too Many Hops. However, Bell would accept this and keep
the trunk up.

e Authentication on Avaya SBCE —Bell system authenticates every call coming from Avaya
IP Office. With an authentication issue found in the Avaya SBCE, a call from IP Office to
the PSTN will not be completed and there will not be a speech path on the outbound call. To
get around this issue, use IP Office to send call authentication to the Bell system for
outbound calling. Avaya is investigating and will provide a patch to resolve the
authentication issue.

2.3. Support

For technical support on the Avaya products described in these Application Notes, visit
http://support.avaya.com.

For technical support on Bell SIP Trunking, contact Bell Canada at
http://www.bell.ca/enterprise/EntPrd SIP Trunking.page.
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3. Reference Configuration

Figure 1 below illustrates the test configuration. The test configuration shows an enterprise site
connected to the Bell SIP Trunking service via the Avaya SBCE through the public IP network. For
confidentiality and privacy purposes, actual public IP addresses used in this testing have been
masked out and replaced with fictitious IP addresses throughout the document.

Located at the enterprise site is an Avaya IP Office 500v2 with the MOD DGTL STA16 expansion
which provides connections for 16 digital stations and the extension PHONE 8 card which provides
connections for 8 analog stations to the PSTN as well as 64-channel VCM (Voice Compression
Module) for supporting VVolP codecs. The LAN port of Avaya IP Office is connected to the
enterprise LAN while the WAN port is connected to the public IP network. Endpoints include an
Avaya 9600 Series IP Telephone (with H.323 firmware), Avaya 11x0 Series IP Telephone (with SIP
firmware) an Avaya 9508 Digital Telephones, an Avaya Symphony 2000 Analog Telephone and an
Avaya IP Office Softphone. A separate Windows XP PC runs Avaya IP Office Manager to configure
and administer the Avaya IP Office.

Mobility Twinning is configured for some of the Avaya IP Office users so that calls to these user
phones will also ring and can be answered at the configured mobile phones.

Bell Canada
SIP Trunking Services

192.168.195.200

SIP/
UDP |
8

Avaya Session Border
Controller for Enterprise Outside 10.10.98,106

- I Inside 10.10.97.174
WAN
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for Windows H.323IP Telephone IP Telephone
= .
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“Enterprise LAN ___Enterprise LAN|)

Avaya IP Office

£

Digital Phione Analog
Phone / Fax

Figure 1: Test Configuration for Avaya IP Office with Bell Canada SIP Trunking Service
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For the purposes of the compliance test, Avaya IP Office users dialed a short code of 9 + N digits to
send digits across the SIP trunk to Bell. The short code of 9 was stripped off by Avaya IP Office but
the remaining N digits were sent unaltered to Bell. For calls within the North American Numbering
Plan (NANP), the user would dial 11 (1 + 10) digits. Thus for these NANP calls, Avaya IP Office
would send 11 digits in the Request URI and the To field of an outbound SIP INVITE message. It
was configured to send 10 digits in the From field. For inbound calls, Bell SIP Trunking sent 10
digits in the Request URI and the To field of inbound SIP INVITE messages.

Bell uses the phone number in the From header of a SIP INVITE message to authenticate the calling
party. Thus, a call will be rejected by the network unless the From header contains a number known
to Bell. This is especially important for calls inbound from the PSTN which are redirected back to
the PSTN by call forwarding or twinning.

Note that the calling party authentication using the phone number by Bell, as mentioned above, is in
addition to the Digest Authentication by Bell during call setup SIP signaling exchanges, using a user
name and password as configured in Avaya IP Office for all calls from the enterprise to Bell.
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4. Equipment and Software Validated
The following equipment and software/firmware were used for the sample configuration provided:

Avaya Telephony Components

Enterprise (running on Portwell CAD-0208
platform)

Equipment Release
Avaya IP Office 500v2 9.1.300.120
Avaya IP Office Manager 9.1.300.120
Avaya Voicemail Pro for IP Office 9.1.300.120
Avaya Session Border Controller for 7.0.0-21-6602

Avaya 11x0 IP Telephone (SIP)

SIP11x0e04.03.12.00

Avaya 9630G IP Telephone (H.323)

Avaya one-X® Deskphone Edition S3.2

Avaya Communicator for Windows 2.0.3.30
Avaya Digital Telephone (9508) 0.45
Avaya Symphony 2000 Analog Telephone N/A

Bell Canada SIP Trunking Service Components

Component Release
Acme Packet Net-Net 4250 SBC 7.2.0 MR-5 Patch 3
Broadsoft SoftSwitch 20

Legacy Nortel CS2K Media Gateway

SN10 PVG/IW-SPM

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with all configurations of IP Office Server Edition without

T.38 Fax Service.
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5. Configure IP Office

This section describes the Avaya IP Office configuration to support connectivity to Bell SIP
Trunking service through Avaya SBCE. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From a PC running the Avaya IP Office Manager application, select Start
- Programs > IP Office - Manager to launch the application. Navigate to File = Open
Configuration, select the proper Avaya IP Office system from the pop-up window, and log in with
the appropriate credentials. A management window will appear similar to the one shown in the next
section. The appearance of the IP Office Manager can be customized using the View menu. In the
screens presented in this section, the View menu was configured to show the Navigation pane on the
left side, the Group pane in the center, and the Details pane on the right side. These panes will be
referenced throughout the Avaya IP Office configuration. Proper licensing as well as standard
feature configurations that are not directly related to the interface with the service provider (such as

LAN interface to the enterprise site and IP Office Softphone support) is assumed to be already in
place.

5.1. LAN Settings

In the sample configuration, the DevCon IPO2 was used as the system name and the WAN port was
used to connect the Avaya IP Office to the public network. The LAN2 settings correspond to the
WAN port on the Avaya IP Office.

To access the LAN settings, first navigate to System (1) - DevCon IPO2 in the Navigation and
Group Panes and then navigate to the LAN2 - LAN Settings tab in the Details Pane.

Set the IP Address field to the IP address assigned to the IP Office WAN port.

Set the IP Mask field to the mask used on the public network.

All other parameters should be set according to customer requirements.

Click OK.

IPOffices |  System || DevCon IPO 2* = v
& BOOTP 9) Narme

Onerator (3 Twinning | VM | Codecs | VoIP Security | Contact Center|

erator iy

' DevCon IPO 2 BDevSoNIEDE System | LANL || LAMNZ || DNS | WVoicemail | Telephony | Directory Services | System Events | SMTP | SMDR |
%9 Systern (1)

----- T4 Line (10)

----- <2 Control Unit (4)
----- 4 Extension (42)
----- § Usera) 1P Mask 255 . 255 . 255 . 224
..... % Group (7)

----- 8% Short Code (56) Primary Trans. IP Address 0 0 0 0

LAN Settings |I‘u’oIP | Metwork Topology|
1

IP Address 10 10 98 113

..... AL RAS (1) Firewall Profile I<None> v‘
----- Incoming Call Route
..... g WAN Po?‘t 0 RIP Mode INone v‘
""" = Directory (0) [ Enable NAT

-1 Time Profile (0)
""" B Firewall Profile (1) Number Of DHCP IP Addresses |1 z
----- Il P Route (2)

..... am Account Code (0) DHCP Mode

----- %= License (42)
..... % Tunnel (0)
----- §5 UserRights (8)

B8 o putendent ) [T e ) [ ip

) Serwer () Client () Dialin @ Disabled l Advanced ‘
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Select the Vol P tab as shown in the following screen.
e The H323 Gatekeeper Enable box is checked to allow the use of Avaya IP Telephones
using the H.323 protocol, such the 9600-Series IP Telephones used in the sample
configuration.
e The SIP Trunks Enable box must be checked to enable the configuration of SIP trunks to
Bell Canada.
e The SIP Registrar Enable box is checked to allow IP Office Softphone usage.
e The Layer 4 Protocol, check the UDP box and set UDP Port to 5060.
e All other parameters should be set according to customer requirements.
e Click OK.

R B00OTP )

Control Unet &)

& Edtension (42)
§ Userid)
& Group (7)
X Short Code (66)
@ Service )

& RAS (1)
@ Incoming Caft Route
@ WaANPon ()
= Directory D)

. Tune Profde )
@ Firewsll Profile (1)
B P Route 2)

IPOffices | System

Name

% DeCon P02 ||

| llodxs} VelP Securty | Contact Center

LAN Settings Network Topology

[J H323 Gatekeeper Enable ]

Ao -create Extn

<

S Trunks Enable

7! SIP Regotrar Enable

Auto-creste Extn/User

Domain Name

System , LANL DNS | Voicernail Telephony | Dwectory Seraces | Systermn Events } SMTP l SMODR | Twanning | VCM

H323 Remode Baan Enabile

SIP Remcte Extn Enable

& Account Code ) 74/ uDp UDP Port 3060
W License 42) =
. -"-,(»:::m‘x Layer d Protocol 4 Tce TCP Port 5060
§ User Rights (8) JIs TLSPort 5061
9 Auto Attendant D)
; ["fallf;'! - Challenge Expury Time (secs) 10
{8 Authorization Code
RTP
Port Number Range
Minimum &152 Maximum 33246
Port Number Range (NAT)
Minimum @152 Masimum 5346
¢ Enable RTCP Monitanng on Peat 5005
RTCP collector IP adderess for phones
Keepalroes
Scope |RTP w | Periodic timeout E )
Tnitsel keepalives | Enabled -
'
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On the Network Topology tab in the Details Pane, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. No firewall or network address translation (NAT) device was used in the
compliance test as shown in Figure 1, so the parameter was set to Open Internet. With this
configuration, STUN will not be used.

e Set Binding Refresh Time (seconds) to 60. This value is used as one input to determine the
frequency at which IP Office will send SIP OPTIONS messages to the service provider.

e Set Public IP Address to the IP address of IP Office WAN port. Public Port is set to 5060.

e All other parameters should be set according to customer requirements.

e Click OK.

IPOfices | System |7 DevCon IPO 2* v
300TP (9) L\ = -
R eoarr @) lig‘:] Codecs | Vol Security | Contsct Center
[ DevCon IPO 2 0o POZH Loaten [ LA DHS | Voicemail | Teleghory | Directory Services | System Events | SMTP | SMDR | Twinning | vem
LAN Settings | Vel | |[Network Topology
Control Unit (§) Network Topology Discovery
i 3
@ Extension 12) STUN Server Address 10101010 STUN Port #78
§ Use
i .;-m..;;f 7 Firewall/NAT Type | Open Internet Y.
9% Shart Code (66)
o Service f0) Binding Refresh Time (seconds) &0
& PAS{1
@ Incoming Cali Route Public 1P Address 104 10 98 113 Run STUN
@ WAN Port (0)
“u Dwectory (0) Public Port
Time Pralile D)
@ Firewall Profile (1) uopP 060
W P Route (2) .
&m Account Code {0) TP 5060
W License (42) = 061
& Tunnel 0) TLS e
§5 Vs Rights (8) =
8 Auto Attendant @ Run STUN on startup =
¢ ARS (2 ‘ i '
5 Location @
28 Authorization Code ( -
' 0K Cancel Help

In the compliance test, the LAN1 interface was used to connect IP Office to the enterprise site IP
network. The LANL1 interface configuration is not directly relevant to the interface with Bell Canada
SIP Trunking service, and therefore is not described in these Application Notes.
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5.2. System Telephony Settings
Navigate to the Telephony - Telephony Tab in the Details Pane.

e Choose the Companding Law typical for the enterprise location. For North America, ULAW

IS used.
e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call
transfer to the PSTN via the service provider across the SIP trunk.

e Click OK.
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5.3. Twinning Calling Party Settings

When using twinning, the calling party number displayed on the twinned phone is controlled by two
parameters. These parameters only affects twinning and do not impact the messaging or operation of
other redirected calls such as forwarded calls. The first parameter is the Send original calling party

information for Mobile Twinning box on the System = Twinning tab. The second parameter is
the Send Caller ID parameter on the SIP Line form (shown in Section 5.4).
e For the compliance testing, the Send original calling party information for Mobile
Twinning as shown below was unchecked. This setting allows Send Caller 1D parameter
that was set to P Asserted ID in Section 5.4.2 to be used.

e Click OK.
IPOffices | System [[:= DevCon IPO 2 ey v
o BOOW o fama 1 vem | Codecs | VolP Security ] Contact Center |

LANZ I DNS ] Voicemail | Telephony l Directory Services | System Events | SMTP I SMDR ‘ _'l’f_"!”""_u_‘

i~ Operator (3 W DevCon IPO 2 |
[ DevCon P02 ———_——J | System | LANI
Y System (1

‘[ || Send original calling party information for Mobile Twinning

T4 Line (10)
Contral Unit (4)
& Extension (42)

f User (44)
W Group (7) | ‘ Help
WX Short Code (66) | « ) )

Calling party information for
Mobile Twinning
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5.4. Administer SIP Line

A SIP line is needed to establish the SIP connection between IP Office and Bell Canada SIP
Trunking service. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by IP Office
Manager to create a SIP Line. Follow the steps in Section 5.4.1 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP Credentials (if applicable).

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Sections 5.4.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls.
e Transport — Second Explicit DNS Server.
e SIP Credentials — Registration Required.

Alternatively, a SIP Line can be created manually. To do so right-click Line in the Navigation Pane
and select New - SIP Line, then follow the steps outlined in Sections 5.4.2.

5.4.1. Create SIP line from Template

1. Copy the template file to the computer where IP Office Manager is installed. Rename the
template file to AF_Bell Canada_SIPTrunk.xml. The file name is important in locating the
proper template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File > Preferences. In the IP Office Manager Preferences window that appears,
select the Visual Preferences tab. Verify that the box is checked next to Enable Template
Options. Click OK.

%" IP Office Manager Preferences l. ? l&]

| Preferences l Directories | Discovery |; Visual Preferences | Security i Validation |

Icon Size [Small -

[¥] Multiline Tabs

<

| Enable Template Options

[

| Enable Template Creation

i) OK ‘ ‘ Cancel ’ ’ Help
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3. Import the template into IP Office Manager.
From IP Office Manager, select Tools - Import Templates in Manager. This action will
copy the template file into the IP Office template directory and make the template available
in the IP Office Manager pull-down menus in Step 5. The default template location is
C:\Program Files\Avaya\lIP Office\Manager\Templates.

'i Avaya IP Office Manager DevCon IPO 2 [9.1.300.120] [Administrator{Administrator}]
File Edit View | Tools | Help
. R ] E’ & Extension Renumber...
DevCon IPO 2 i Line Renumber... a;
Connect To... —
IP Offic Z
- Export 4 o —
¢ k BOOTP (9) SCN Service User Management SIP Line ETransportlSIP URIIVOIP
37 QOperator (3)
=-%=y DevConIPQO 2 Busy on Held Validation Line Number
539 System (1) ) )
-7 Line (10) MSN Cenfiguration ITSP Domain Name
<2 Control Unit Print Button Labels
-4 Extension (4 - URI Type
; i User (44) Import Templat_eim Manage_L~_

In the pop-up window that appears (not shown), select the directory where the template file
was copied in Step 1. After the import is complete, a final import status pop-up window will
appear (not shown) stating success or failure. Then click OK (not shown) to continue. If
preferred, this step may be skipped if the template file is copied directly to the IP Office
template directory.

4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane, then
navigate to New = New SIP Trunk from Template.

IP Offices Line =
& BOOTP (9) Line Mumnber Line Type ||| SIP Line |Tran5pmt|51p um|volp |T38 2
¢ Operator (3] a1 PRI 24 (Uni
=5 De\rQ 1 New > Line Mumber

e
""" % |15] Mew SIP Trunk from Template IT5P Domain Mame
..... oy T
_____ & B [ Create SIP Trunk Template URI Type
..... U
..... ;ﬂ G o L0 Ctrl+X Location
_____ 2 St EE] Copy Ctrl+C
..... B s Paste Ctrl+V
..... o R -
_____ @ In 75 Delete Ctrl+Del Prefix
..... Eﬂ w o Validate ) i
..... am [ Connect To... Ctrl+T Mational Prefix
----- €0 T .
..... @ Fi Mew from Template (Binary) International Prefix
----- KR 1P Export as Template (Binary)
..... - C try Cod
_____ - L Show In Groups ounty -ade
..... i Marne Pricri

T Custemize Columns... B
..... -y
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5. In the subsequent Template Type Selection pop-up window, select Bell Canada from the
Service Provider pull-down menu as shown below. These values correspond to parts of the
file name (AF_Bell Canada_SIPTrunk.xml) created in Step 1. Click Create new SIP

Trunk to finish creating the trunk.

" Template Type Selection e =)
Locale United States (US English
Service Provider | AF_Bell Canada_SIPTrunk vl (V] Display Al
| Create new SIP Trunk ] ‘ Cancel ]

6. Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Sections 5.4.2.
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5.4.2. Create SIP Line Manually

To create a SIP line, begin by navigating to Line in the left Navigation Pane, then right-click in the
Group Pane and select New - SIP Line. On the SIP Line tab in the Details Pane, configure the
parameters as shown below:
e Set ITSP Domain Name to the enterprise domain so that IP Office uses this domain as the
host portion of SIP URI in SIP headers such as the From header.
e Set Send Caller ID to P Asserted ID Header.
e Check the In Service box.
e Check the Check OOS box. With this option selected, IP Office will use the SIP OPTIONS
method to periodically check the SIP Line.
e Incoming Supervised REFER was set to Never as Bell does not support REFER method
the way IP Office does.
e Outgoing Supervised REFER was set to Never as Bell does not support REFER method
the way IP Office does.
e Other parameters are set as default values.
e Click OK.

SIP Line - Line 18 - X v

'¢ [Franipon SIP URL Vol | T38 Faw ) SIP Coedentials SP Aaume.:ﬁ&an«ung

Linwe Nurmber 19 - I Service

ITS% Dormam Naeme Iy N O Check 005 v

Clowd T Refresh Method At -

Times (saconds) On Demand

I 1
§ Send Calles © P Asverted 1D | -

Incaming Supenised REFER Never -
yme Prorty System Defait X e

Hever -

Help
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Select the Transport tab and enter the following information.
e The ITSP Proxy Address is set to the provided IP Address of Bell SIP trunk.
e Layer 4 Protocol is set to UDP.
e Send Port is set to the port number of IP Office, 5060.
e Use Network Topology Info parameter is set to LAN 2. This associates the SIP Line with
the parameters in the System - LAN2 - Network Topology tab.
e Other parameters retain default values in the screen below.
e Click OK.

IPOffices | Line [ SIP Line - Line 19° EEIEIZE

W

BOOTP (10) Line Numi| |5Jp | ing) Transport [SIP URI|VolP |38 Fax|SIP Credentials|SIP Advanced|Engineering

Operator (3) ol

D 2 | ITSP Proxy Address  10.10.97.174 |
. 17
_____ "= Control Unit (4) 18 Metwork Configuration
""" 4 Extension (42) Layer 4 Protocol ’UDP V] Send Port 5060 =
----- i Useri) ~20 — :
----- ﬂ Group (7) w21 Use Metwork Topology Info ’LAN 2 V] 5060
----- X Short Code (66) )
..... @ Servi (] 22

ervice (0) Explicit DNS Server(s) 0 0 0 0 0 0 0 0

..... WL RAS (1) o 23
..... @ Incoming Call Rou}| ™24 Calls Route via Registrar
----- 8 WAN Port (0)
----- @ Directory (0)
{11 Time Profile (0) .
_____ @ Firewall Profile (1) Separate Registrar
----- il IP Route (2)

m

----- #m Account Code (0)
..... o . m[ Cancel H Help

""" & Tunnel (0)
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A SIP Credentials entry must be created for Digest Authentication used by Bell Canada SIP trunking
service to authenticate calls from the enterprise to the PSTN. To create a SIP Credentials entry, first
select the SIP Credentials tab. Click the Add button and the New Channel area will appear at the
bottom of the pane. To edit an existing entry, click an entry in the list at the top, and click the Edit...
button. In the bottom of the screen, the Edit Channel area will be opened. In the example screen
below, a previously configured entry is edited. The entry was created with the parameters shown

below:

e Set User name, Authentication Name and Contact to the value provided by the service

provider.

e Set Password and Confirmed Password to the value provided by the service provider.

e The Expiry (mins) is set to 60.

e Uncheck the Registration required option. Bell Canada does not require registration for
Digest Authentication.
e Click OK.

IP Offices |

Line

7

SIP Line -Line 19

- K BOOTP (10)
; Operator (3)
=-%% DevCon IPO 2

T", Line (10)

= ontro nr

""" A Extension (42)

----- & User (44)

..... u Group (7)

----- ¥ Short Code (58]
----- B Service (1)

..... .«% RAS (1)

----- @ Incoming Call Rou
----- #8 WAN Port (0

----- @ Directory (0)
-7 Time Profile (0)

----- @ Firewall Profile (1)
----- B 1P Route (2)

----- 8 Account Code (0)
----- W License (42)

""" W Tunnel (0)

----- £ User Rights (10)
----- i Auto Attendant (0

""" & Location (0)
----- 4% Authorization Cod

Line Mum
1
w2

|SIP LinelTransportlSIP URIlVoIP |T38 FaxiSIp Credentials iSIP AdvancedlEngineering|

Index UserMame

Authentication Name

1 VEMND7_613XXX6509 01A VEND7_613XXX6509_01A

Contact Expiry (mins) Register

60

Edit SIP Credentials

User name
Authentication Name
Contact

Password

Confirm Password

Expiry (mins}

Registration required

VEND7_613XXX6509_01A

VEND7_613XXX6509_01A

60 z

]

False

Add... i

Remove

m

QK

Cancel
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A SIP URI entry must be created to match each incoming number that IP Office will accept on this
line. Select the SIP URI tab, click the Add button and then New Channel area will appear at the
bottom of the pane. To edit an existing entry, click an entry in the list at the top, and click the Edit...
button. In the example screen below, a previously configured entry is edited. For the compliance
test, a single SIP URI entry was created that matched any DID number assigned to an IP Office user.
The entry was created with the parameters shown below:

e Via field is pre-populated by IP Office.

e Set Local URI, Contact and Display Name to Use Internal Data. This setting allows calls
on this line which SIP URI matches the number set in the SIP tab of any User as shown in
Section 5.6.

e PAI field is set to None.

e For Registration, select the account credentials previously configured on the line's SIP
Credentials tab.

e Associate this line with an incoming line group in the Incoming Group field. This line
group number will be used in defining incoming call routes for this line. Similarly, associate
the line to an outgoing line group using the Outgoing Group field. For the compliance test, a
new incoming and outgoing group 19 was defined that only contains this line (line 19).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

e Other parameters retain default values and or set according customer requirements.

e Click OK.

IP Offices ‘ Line | i SIP Line - Line 19* i SR G RV R
o R BOOTP (9) Line Number |SIP LinelTransportl SIp URIIVOIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineering|
g7 Operator (3] 1
E-*=9 DevCon IPO 2 -2 Channel Groups Via Local URI Contact Display Name PAI  Credential Add... i
L“_' : 17 1 19 19 101098113 Mone  1: VEND7 613X
-1 Lined0) | 2 19 19 101098113 G13KKXE516 Mone 1:VEND7 613xy | Emove
----- = Control Unit | 18
----- & Extension (42 Edit...
----- § User)  |ng:
..... .ﬂ Group (7) e
----- 8% Short Code (¢ 22
----- B Service () '
..... ’% RAS (‘l] \23
----- @ Incoming Ca | ™24
----- B8 WAN Port (0)
----- @ Directory (0)
£ Time Profile |
----- @ Firewall Profi Edit Channel
----- gt =
..... & Account Cod Via 101098113 1
..... ‘._ L 42 ;}
_____ & TI:::ZIE((O] ) Local URI Use Internal Data - Eancel
& gzi;if:::d(: Contact Use Internal Data -
..... "¢ ARS (2) Display Name Use Internal Data -
""" @ Location (0)
----- 28 Authorizatior PAI None -
Registration 1: VEND7_613XXX6509_01A -
Inceming Group 19
Qutgeing Group 19
Max Calls per Channel 10 =
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SIP URI entry Channel 2 was similarly created for incoming calls appropriately to pre-define DID
numbers, which is provided by service provider, to access to Feature Name Extension 00 (FNEQO).
The Short Codes for FNEOO was defined in Section 5.5 to provide Dial Tone and Mobile Callback

for mobility extension.

The Channel 2, as shown in the screenshot below, was configured with following parameters.
e Via field is pre-populated by IP Office.

e Set the Local URI to pre-define DID number appropriately for Channel 2.
e Set Contact and Display Name to Use Internal Data. This setting allows calls on this line
which SIP URI matches the number set in the SIP tab of any User as shown in Section 5.6.
e PAI field is set to None.
e For Registration, select the account credentials previously configured on the line's SIP

Credentials tab.

e Associate Incoming Group and Outgoing Group to SIP Line 19.
e Set the Max Calls per Channel field to 10.
e Other parameters retain default values and or set according customer requirements.
e Click OK.
IPOffices || Line ¥ SIP Line - Line 19 ef - X v
& BoOTP (9) Line Number |SIP LinelTransportI SIP URI IVoIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineering|
=47 Operator (3) 1
2429 DevCon IPO 2 2 Channel Groups Via Local URI Contact Display Name PAI  Credential Add...
= : 1 19 19 10.10.98.113 Mone 1: VENDT_613Xx
[ ..... 17 Remove
) o 2 19 19 101098113 H13XXX6516 None 1: VEND7_613X3 . .
----- “2r Control Unit i
----- < Extension (42 Edit...
----- ﬁ User (44) "y, 20
..... “ Group (7) w21
----- BX Short Code (€
----- B senice ) | 2
..... Al RAS (1) 23
----- ) Incoming Ca | ™24
----- 8 WAN Port (0
----- @5 Directory (0)
£ 71 Time Profile |
----- {0 Firewall Profi Edit Channel
----- IP Route (2 oK
..... E Acczﬁni(c)od Via 101098113
o peense (0 Local URI 613006516 .
E ,Liiroift?:d(: Contact Use Internal Data -
----- ¥ ARS (2) Display Mame Use Internal Data -
----- &5 Location (0)
----- m Authaorizatior PAI Mone -
Registration 1: VEND7_613XXX6509_014 -
Incoming Group 19
Outgeing Group 19
Max Calls per Channel 10 =
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Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

e The Codec Selection can be selected by choosing Custom from the pull-down menu,
allowing an explicit ordered list of codecs to be specified.

e Selecting G.711 ULAW 64Kand G.729(a) 8K CS-ACELP codecs cause IP Office to include
these codes, supported by the Bell Canada SIP Trunking service, in the Session Description
Protocol (SDP) offer, in that order.

e Set Fax Transport Support to G711 from the pull-down menu (T.38 faxing is not currently
supported by Bell Canada).

e Set the DTMF Support field to RFC2833 from the pull-down menu. This directs IP Office
to send DTMF tones using RTP events messages as defined in RFC2833.

e Uncheck the VoIP Silence Suppression box. By unchecking the VVolP Silence Suppression
box, calls can be established with the G.729 codec but without silence suppression.

e Check the Re-invite Supported box.
e Check the PRACK/100rel Supported box.
e Default values may be used for all other parameters.
e Click OK.
1P Offices | Ll. | ¥ SIP Line - Line 19° of -8 X v
R 50077 ) : ne ”“;_ SP Lne Iun\pon;w U‘d ValP | 138 Fax ! SIP mam..njsv Advanced | Engineenng
= Operator (3) | |
bt [ VP Sience Suppression |
[ Re-imte Supportes |
= ; I Codec Selection Custom ] = SRR TR
0 | Unused Selected Allow Direct Media Path
& Geoup (71 1‘ 1 G711 ALAW 64K G.711 ULAW 64K
# Shart Code (66] " . GI2264K G.729(s) 8K C5-ACELP
@ Service () | w2 G731 66O MP-MLQ ¥ PRACK/100rel Supported
& rasql |2
@ Incoming Cal [ 28 G.711 Fax ECAN
@ WAN Port D)
% Directory ) |
Time Profie (0
@ Firewall Profile
B P Route (2)
& Account Code |
W License (42)
W Tunnel M)
‘ ; User FJgM: ) ‘ Fax Trarsport Suppent | GI1 -
7 w1 DTMF Suppert RFC2833 -
~dmarcrd] Media Secuty Dasbled -
focs | [ ey
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Select SIP Advanced tab.
e Check Use PAI for Privacy box to enable IP Office to send out PAI header to Bell for
privacy call.

e Others parameters are left as default.

e Click OK.

& $00TP 00y it || YT - 'fa-raiw'
= Openator 3 -1 I sl v I — m
2% DexCon PO 2 -2 Asdresung Meita
- § i1 Amosiation Meshod |y Souce 1¥ adaren Ak Empsty INVITE
" Cootiot Ut ) 3] ¢ Met & = Send Emipsty ra-INVITE
& Extenues |42) { il L. P Allow To Tag Change
Uo::", : ;’ Suppress ONS SRV Loshups P-Eaty Medhs Seppent | Neoe .
% Shon Cade 28 2 Send StenceSupga O
Sevice 0) < :3 Isbentity
RAS 1) X
Incoming Cail Route (1| e 2¢ Al oo Lats. Mede Comnection | Divabilust -
WAN Post 00) A4 users phine Preseriaticn —_—
= Dwrectory 10} Use = far Internaticos! E
L Tiowa Peafile ) M 2
& roeaar Frotie 1) (e Pt Povacy ';"'j Call Corprel
W 1P Route 21 Von Ocmein for PA Y Cobiniation Tmmeout sl &
8 Account Code (1) Suwap Fram wnd PAL
W Livense (42) Calter ID frov Frovs hasder » Col Queting Timepst tm) 5
™ Tuenel ) ; e ——— .
B Wser Rights (10) Sedad Fram In Clear Seroce Bury Response 5“"”” —-
B Acto Amendem () Cache duth Credentisls W -
. .0 on No User Bepending o 1,
::‘“;L o Uses-Agent ind Server Hesders :-M . “4’
Lhan an C Locetien
8 Acthonestion Code @ Lntt Mo vowcermal 3
Suppress Q9 feaon
Hancer
Errvalete NOTIFY for BEFER
e REFER i wring Diversicn
. - |
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5.5. Short Code

Define a short code to route outbound traffic to the SIP line. To create a short code, select Short
Code in the left Navigation Pane, then right-click in the Group Pane and select New. On the Short
Code tab in the Details Pane, configure the parameters for the new short code to be created. The
screen below shows the details of the previously administered “9ON;” short code used in the test
configuration.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. In this case, 9N, this short code will be invoked when the user dials 9 followed by any
number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to the value shown in the capture bellow. This field is used to
construct the Request URI and To headers in the outgoing SIP INVITE message. The value
N represents the number dialed by the user. The host part following the “@” is the domain of
the service provider network.

e Setthe Line Group Id to the outgoing line group number defined on the SIP URI tab on the
SIP Line in Section 5.4. This short code will use this line group when placing the outbound

call.
e Others parameters are at default values.
e Click OK.
IP Offices \ Short... |i= 9N;: Dial gf @8 X[ v <>

~ & BOOTP (10) Code “I|| Short Code
----- i Operator (3) PHD5SH
=% DevConIPO 2 9X*SON Code aN;

%5 System (1) .

..... 7 Line (10) BHSKN Feature Dial hd

----- “= Control Unit (4) Bx163N; . .

..... A& Extension (42) 9523000 Telephone Mumber N"@avayalab.com

""" : User (44) B 5400 Line Group ID 19 M

B 5800

----- X Short Code (66) 9XEN Locale I -

..... ol RAS (1) @MB:c00 Force Account Code [

""" g ‘I.:ffﬂijl\lml;n?t%” Route | ::;213; || Force Authorization Code [7]

..... o |

-2 Directory (0) loxan: | 1

£ Time Profile (0) =

----- @ Firewall Profle (1) | P10 :l T
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For incoming calls from mobility extension to FNE features hosted by IP Office to provide Dial
Tone functionality, Short Code FNEOO was created. The FNEOO was configured with the following

parameters.

¢ Inthe Code field, enter the FNE feature code as FNEOO for Dial Tone.
e Set the Feature field to FNE Service.

e Set the Telephone Number field to 00 for FNEOQO.
e Setthe Line Group ID field to 0.

e Retain default values for other fields.

e Click OK.
IP Offices | ShortC... || ¥ FNEOO: FNE Service* i X v =<
& BOOTP (9) Code T *||| Short Code
# Operator (3) HSDN
=% DevConIPQ 2 PSKN Code FNEOD
=) System (1)
Line {10} ;163N Feature FNE Service -
= Control Unit (4) | #6520 5
..... & Extension (42) 5400 5 Telephone Number 00
a User (44) B 5800 5t Line Group ID 0 -
X6 N
L Mo || Lol l -
----- e RAS (1) 7801 T Force Account Code [
""" g ‘If:f;DNmI;n?t((:;J” Ro ::;::02 N Force Authorization Code []
..... o , L
----- =m [Directory (0) 9% FNEDD DI
-7 Time Profile (0) - = ] l C— ] [ =
----- ) Firewall Profile (11| « [ R = =ANce 0ep
QT; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 55
SPOC 4/13/2016 ©2016 Avaya Inc. All Rights Reserved. BCIPO913SBCE70




5.6. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4. To configure these settings, first select User in the left Navigation Pane, then
select the name of the user to be modified in the center Group Pane. In the example below, the name
of the user is “H323-29225”. Select the SIP tab in the Details Pane.

The values entered for the SIP Name and Contact fields are used as the user part of the SIP URI in
the From header for outgoing SIP trunk calls. They also allow matching of the SIP URI for incoming
calls without having to enter this number as an explicit SIP URI for the SIP line (Section 5.4). The
example below shows the settings for user H323-29225.
e The SIP Name and Contact are set to one of the DID numbers assigned to the enterprise
from service provider.
e The SIP Display Name (Alias) parameter can optionally be configured with a descriptive
name.
e If all calls involving this user and a SIP Line should be considered private, then the
Anonymous box may be checked to withhold the user’s information from the network.
e Click OK.

IP Offices | User 7 Extn29225: 20225 ef - X v <>

-
& BOOTP (9) flame User | VYoicemail | DND | Short Codes | Source Mumbers | Telephony | Forwarding | Dial In |‘u’oice Recording |
Operator (3) § Ean20223

Ly DevCon IPO 2 Personal Directory | Web Self-Administration|
Extn20224 |
5 System (1) [gﬁ Button Programming | Menu Programming | Mobility | Group Membership | Announcementsl SIP |
..... 7 Line (10) Extn20225 A
..... “o Control Unit (4) | - Extn20236 SIP Name 613XXX6500
----- ion42) #rExtn29227 _ _ 3
|: ..... § User(an) i En20233 SIP Display Mame (Alias) H323-29225
9% Short Cote (66) f-een2023t | 1| Contact 6136509
----- @ senice (0) i Exin20235
..... ol RAS (1) fExtn29236
----- @ Incoming Call Rout §Extn20237 I [C] Anonymaus -
""" £ WAN Port (0) frExtn29238 1 m b
..... @u Directory (0) &"E)¢ﬂ29239
-7 Time Profile (0) & o ocnman 34 |’ oK ll’ Cancel ] ’ Help
----- & Firewall Profile (1) [ ¢ I ’
QT; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 55

SPOC 4/13/2016 ©2016 Avaya Inc. All Rights Reserved. BCIPO913SBCE70



One of the H.323 IP Phones at the enterprise site uses the Mobile Twinning feature. The following
screen shows the Mobility tab for User H323-29225.
e The Mobility Features and Mobile Twinning boxes are checked.
e The Twinned Mobile Number field is configured with the number to dial to reach the
twinned mobile telephone, in this case 916139675281
e Other options can be set according to customer requirements.

e Click OK.
IP Offices | User 7 Extn29225: 29225" e -8 X v <>
o ’! BOOTP (9) flame User Voicemail | DND | Short Codes | Source Numbers | Telephony | Forwarding | Dial In |Voice Recording |
Operator (3) a Extn29213
-39 DevCon IPO 2 § B2 Web Self-Administration —_—
“ ET:ZE(T(]](D § Btn2021s Button Programming | Menu Programmingl Mability I Group Membership | Announcements | SIP | Personal Directory |
: Control Unit (4] % Exn20216 [T Internal Twinning
- Evtencinn (4 % EBxnzo217 <None»
& User (44) § Bdn20218
Uk Lroup Extn20219 1
----- 9 Short Code (66) i B
..... B service (0) g Extn29220 1 Twin Bridge Appearances
..... ol RAS (1) Extn29221 Twin Cov . i
----- @ Incoming Call Route (| § Extn20222 N -everagE Appearances
""" €2 WAN Port (0) % Exinz0223 Twin Line Appearances
----- == Directory (0)
1% Time Profile (0) | § Extn20225 Mobility Features
- . n
----- & Firewall Profile (1) | Mobile Twinning
----- Bl 1P Route (2) n Twinned Mobile Numb
..... 8 Account Code (0] ﬂHExtn2922? (i:clTundein l:IDiaII aecc:sr:c:rde] 96133675281
----- % License (42) §rExtn20233 3
----- @& Tunnel (0) - Extn29234 Twinning Time Profile <MNone>» -
-4 User Rights (8)
: i Exn20235 Mobile Dial Delay (secs) 2
Auto Attendant (0) y
- ARS (2) § Exin29236 = _
_____ & Location (0) aHE)ctnEQB? Mohile Answer Guard (secs) [0 =
""" % Authorization Code (( | f Extn29238 [T] Hunt group calls eligible for mobile twinning
g:zniziii [] Forwarded calls eligible for mobile twinning
n
ﬂHExtn}_‘gi‘*ll [] Twin When Logged Out
§ Exin20242 [] one-X Mobile Client
g:rvr{zgzzs Mobile Call Control
VR 29229
aHIVREQBO 7] Mobile Callback
§=1vR 20271 < - . :
§-1vR 20232 m
frNoUser -
< [ . ’ oK ] ’ LCancel ] ’ Help
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5.7. Incoming Call Route

An incoming call route maps an inbound DID number on a specific line to an internal extension.
This procedure should be repeated for each DID number provided by the service provider. To create
an incoming call route, select Incoming Call Route in the left Navigation Pane, then right-click in
the center Group Pane and select New. On the Standard tab of the Details Pane, enter the
parameters as shown below:

e Set the Bearer Capacity to Any Voice.

e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.4.

e Set the Incoming Number to the incoming number on which this route should match.

e Default values can be used for all other fields.

e Click OK.
IP Offices || Incomi... [|:= 19 613XXX6509 g -8 X[ v<]>
-~ & BOOTP (9) Line GroupID ||| Standard |Voice Recording | Destinations|
+ Operator (3) @0 o
I, @1
""" T‘_ Eﬁte(;ﬂﬂ;lrl] @18 Bearer Capability ’Any Voice -
..... 1 Line
----- “= Control Unit (4) @19 Line Group ID 19 -
----- & Extension (42) [ T30
----- § Userag 19 Incoming Nurnber 613X0X6509
..... .ﬂ Group (7) o
..... % Short Code (66) 5 Incoming Sub Address
----- D Service () ) E
_____ S BAc 1) @10 Incoming CLI
I_ ----- Incoming Call Route (14) @20 Locale ’ ,]
----- WAN Port (0) @1
----- 2= Directory (0) Priori 1-L T
£ Time Profile (0) gg florty ’ ™ ]
----- @ Firewall Profile (1) Tag
----- Hll 1P Route (2) ®n
..... & Account Code (0) Hold Music Source ’System Source V]
----- e License (42) . ! N
_____ & Tunnel (0) Ring Tone Override one - il
----- §5 UserRights (8)
----- Wl Auto Attendant (0) I:l
..... ( ARS (2) 4 2

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. In this example, incoming calls to 613XXX6509 on line 19 are routed to
extension 29225. Click OK.

IP Offices | Incomi... ||z 19 613XXX6509 ok -BIXIvi<l>
%% DevConIPO 2 Line Group . * | Standand | Voice Recording I Destinations | |
-5 System (1) o
..... 17 Line (10) 1 3 TimeProfile Destination Fallback Extension
----- o Sho¢ Code (66) Default Value [B?—E Extn29225 |v |[ |v|
----- @ Service (0] 19
19
D19 4 |:|
2

5.8. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.
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6. Configure the Avaya Session Border Controller for
Enterprise

This section covers the configuration of the Avaya SBCE. It is assumed that the software has already
been installed. For additional information on these configuration tasks, see Section 10.

The compliance testing comprised the configuration for two major components, Trunk Server for the
service provider and Call Server for the enterprise. Each component consists of a set of Global
Profiles, Domain Policies and Device Specific Settings. The configuration was defined in the Avaya
SBCE web user interface as described in the following sections.

Trunk Server configuration elements for the service provider - Bell:
e Global Profiles:

o

O O O O

(@]

URI Groups

Routing

Topology Hiding
Server Interworking
Signaling Manipulation
Server Configuration

e Domain Policies:

@)
©)
@)
©)

Application Rules
Media Rules

Signaling Rules
Endpoint Policy Group
Session Policy

e Device Specific Settings:

o

o O O O

Network Management

Media Interface

Signaling Interface

End Point Flows = Server Flows
Session Flows

Call Server configuration elements for the enterprise - IP Office:
e Global Profiles:

©)
@)

O

@)
@)

URI Groups

Routing

Topology Hiding
Server Interworking
Server Configuration

e Domain Policies:

@)
@)
@)
@)
@)

Application Rules
Media Rules

Signaling Rules
Endpoint Policy Group
Session Policy

e Device Specific Settings:

o

Network Management
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O O O O

Media Interface

Signaling Interface
End Point Flows = Server Flows
Session Flows

6.1. Log into the Avaya Session Border Controller for Enterprise

Use a Web browser to access the Avaya SBCE Web interface, enter https://<ip-addr>/sbc in the
address field of the web browser, where <ip-addr> is the management IP address.

Enter the appropriate credentials then click Log In.

AVAYA

Session Border Controller
for Enterprise

Log In
Username. |

Continue |

Thin aystem s resiricted solaly 1o authorized uxers for legtimate
business purposes only. The actual or attampted unauthorized acceas,
use or modifications of this system Is strictly prohibited. Unauthorized
users are subject to company disciplinary procadures and or criminal
nnd civil penaltes under stnte, faderal or othar applicable domestic and
forelgn laws

The use of thix xystem may be montorsd wsnd recorded for
ndministrative snd securty resasons. Anyons accessing this system
expressly consents to such monitoring and recording, and Is advised
that If it reveals possible evidence of criminal activity, the esvidence of
such activity may be provided to law enforcement officials

All users must comply with all corporate instructions regarding the
protaction of information nssets

® 2011 - 2015 Avaya Inc_All righta reserved

The Dashboard main page will appear as shown below.

Dashboard
JAdministration
Backup/Restore
System Management

Global Parameters

Dashboard

Application DEBUG level log mess:

for extended periods of time may ca

Session Border Controller for Enterprise AVAYA

s are currently enabled on one or more subsystems. Leaving this log level enabled
severe performance degradation.

Global Profiles System Time Refresh EMS
PPM Services . SBCETO
) o Version
Domain Policies
TLS Management Build Date Sun Aug 9 21:08:40
Device Specific Settings )
License State
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6.2. Global Profiles
Global Profiles allows for configuration of parameters across all Avaya SBCE appliances.

The naming convention in this entire section is using as follow:
e SPis for Service Provider, which is Bell in this case.
e ENis for Enterprise Network, which is referred to Avaya IP Office.

6.2.1. Uniform Resource Identifier (URI) Groups

URI Group feature allows user to create any number of logical URI groups that are comprised of
individual SIP subscribers located in that particular domain or group. These groups are used by the
various domain policies to determine which actions (Allow, Block, or Apply Policy) should be used
for a given call flow.

For this configuration testing, “*” is used for all incoming and outgoing traffic.

6.2.2. Server Interworking Profile
Interworking Profile features are configured differently for Call Server and Trunk Server.

To create a Server Interworking profile, select Global Profiles = Server Interworking. Click on
the Add button.

In the compliance testing, two Server Interworking profiles were created for SP and EN respectively.

6.2.2.1 Server Interworking profile for SP
Profile SP-SI was defined to match the specification of SP. The General, Header Manipulations

and Advanced tabs are configured with the following parameters while the other tabs for Timers,
Privacy and URI Manipulation are kept as default.

General tab:

e Hold Support = NONE. The Avaya SBCE will not modify the hold/ resume signaling from
EN to SP.

e 18X Handling = None. The Avaya SBCE will not handle 18X, it will keep the 18X
messages unchanged from EN to SP.

e Refer Handling = No. The Avaya SBCE will not handle REFER. It will keep the REFER
message unchanged from EN to SP.

e T.38 Support = No. SP does not support T.38 fax in the compliance testing.

e Others are left as default values.
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The screenshots below illustrate the Server Interworking profile SP-SI, General.

Session Border Controller for Enterprise AVAYA
Dashboard Interworking Profiles: SP-Si
A =
dministration Add Renome Clone Delet
Backup/Restore ;
e king t 3 = O0ss g
Sysier Management Pf;,:.z' ng Click hem {1 add 3 description
i €s2100 | General || Timers || Privacy | | UR| Manipulaion | | Hoader Manipulation || Advanced_
+ Global Profiles
Server Interworking OCSEdge-Se Hold Support NONE
Media Forking e i 180 Handing Naone
Routing 181 Handling None
Se Confguration =
DEVEE LOMGUIRK 182 Handing None
Topology Hiding Sipera-Halo
183 Handing None
Signaling Manipulation OCS-FronEn
URI Groups 55 Refer Handling Ne
SNMP Traps URI Group None
T MTSAllstream
Time of Day Rules Send Heold No
PM Service ENSI
PPM Services Delayed Offee Na
Domain Policies "C
3
s w nent wr Jx Mandiing No
Device Specific Settings PhinkTel Diersion Header Support No
SP-5) Delayed SDP Handing (
SP4 Re-Invte Handling No
PO_%4 Prack Handling No
Alaw 18X SOP Nao
T.38 Suppont ho
URS Schame SiP
Via Header Format RFC3261
£ar

Header Manipulation tab:

Bell’s Static/Dynamic ONND (Outbound Calling Name and Number Display) and Trunk Group
Selection features require header manipulation in Avaya SBCE. However, this Header Manipulation
is NOT required under a normal configuration. This is provided as reference configuration for this
specific testing. For more details, refer to Bell Canada SIP Trunking Service Interface Specification,
version 2.0.7.

For Static ONND in this compliance testing, the From, PAI and Diversion headers should always be
including parameter user=phone. And for Trunk Group Selection, it is optional that the PAI and
Diversion headers include parameter otg=trunk-group-id. With the presence of a Trunk Group
Selection the display will be as in the From header. The display will be as in the PAI with an implicit
Trunk Group Selection (i.e. without a Trunk Group Selection). Even though, these user and otg
parameters are not required in the From header, it is being included in here for completeness. When
using a Trunk Group Selection, the otg tag must be present in the From, PAI and Diversion headers
when applicable.
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Note: For multi-trunk group and geographic redundant configuration refer to document: Application
Notes for Bell Canada SIP Trunking Service using Least Cost Routing with Avaya Aura®
Communication Manager R6.0.1, Geographic Redundant Avaya Aura® Session Managers R6.1 and
Avaya Session Border Controllers for Enterprise R4.0.5 —Issue 1.0
https://www.devconnectprogram.com/fileMedia/download/f1603e7f-a6¢c4-4555-bea5-3b0a8deb61e0

Below is sample header rules configuration that is used in this testing.

Header rules are added to include the parameter otg=trunk-group-id and user=phone to the From,
Diversion and P-Asserted-1dentify headers as Bell required.

e Header: This field is where From, Diversion and P-Asserted-ldentity is selected.

e Action: Add Parameter w/[value] is selected.

e Parameter = otg.

e Value = trunk-group-id;user=phone.

The screenshots below illustrate the Server Interworking profile SP-SI, Header Manipulation.

Header Manipulation

Header P-Asserted-Identity ~

Action Add Parameter w/ [Value] -
Parameter otg

Value VEND7_613XXX6509_01A;user=phon

Leave blank for wildcard
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For Dynamic ONND in this compliance testing, the From and PAI headers will not require
user=phone parameter. However, Diversion header should always be including parameter
user=phone. And for Trunk Group Selection, the From, PAI and Diversion headers should always
be including parameter otg=trunk-group-id. For domain name in URI of the From header, general
domain name is specified but not the specific vendor domain name. For example, vendor specific
domain is vendor7.lab.xxxxxxxxvoice.ca, then the domain should be used is lab.xxxxxxxxvoice.ca
(general domain). Section 6.2.5 shows sample of this specific domain setting.

Below is sample header rules configuration that is used in this testing.

Header rules are added to include the parameter otg=trunk-group-id and user=phone to the From,
Diversion and P-Asserted-1dentify headers as Bell required.

Header: This field is where From, Diversion and P-Asserted-ldentity is selected.

Action: Add Parameter w/[value] is selected.

Parameter = otg.

Value = trunk-group-id;user=phone.

The screenshots below illustrate the Server Interworking profile SP-SI, Header Manipulation.

Mote: Only Diversion header has user=phone parameter

Edit Rule
Header Manipulation
Header Diversion hd
Action Add Parameter w [Value] -
Parameter btg
Val A
Bt for wildard VEND7_613XXX6509_01A;user=phon
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Advanced tab:

e Record Routes = Both Sides. The Avaya SBCE will send “Record-Route” header to both
call and trunk servers.

e Include End Point IP for Context Lookup = No.

e Extensions = Avaya.

e Has Remote SBC = Yes. SP has a SBC which interfaces its Central Office (CO) to the
enterprise SIP trunk. This setting allows the Avaya SBCE to always use the SDP received
from SP for the media.

e DTMF Support = None. The Avaya SBCE will send original DTMF method from EN to
SP.

e Others are left as default values.

The screenshots below illustrate the Server Interworking profile SP-SI, Advanced.

Session Border Controller for Enterprise AVAYA

Dashboard Interworking Profiles: SP-SI
IAdministration

Add ’ Rename ” Clone ” Delete ]

Backup/Restare
Interworki Click here escription.

System Management Fr]ne:;;:crr ing lick here to add a description
» Global Parameters EN-SJ General | | Timers | | Privacy | | URI Manipulation || Header Manipulation || Advanced L
4 Global Profiles

Domain DoS RC Record Routes Both Sides

Server Interworking ThinkTel Include End Point IP for Context Lookup Mo

Media Forking sp.g| Extensions Avaya

Routing sp4 Diversion Manipulation Mo

Server Configuration
Topology Hiding IPD_14
Signaling Manipulation

URI Groups
SHNMP Traps

Has Remote SBC Yes

Route Response on Via Port Mo

Time of Day Rules DTMF Support None
> PPM Services
Diovnain Policios
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6.2.2.2 Server Interworking profile for EN
Profile EN-SI was defined to match the specification of EN. The General and Advanced tabs are

configured with the following parameters while the other settings for Timers, Privacy, URI
Manipulation and Header Manipulation are kept as default.

General tab:

e Hold Support = None.

e 18X Handling = None. The Avaya SBCE will not handle 18X, it will keep the 18X
messages unchanged from SP to EN.

e Refer Handling = No. The Avaya SBCE will not handle REFER, it will keep the REFER
messages unchanged from SP to EN.

e T.38 Support = No. EN does support T.38 fax, but SP doesn’t in the compliance testing.

e Others are left as default values.

The screenshots below illustrate the Server Interworking profile EN-SI, General.

Session Border Controller for Enterprise AVAYA
Dashboard Interworking Profiles: EN-SI
Administreavon [ Add | [ Rename || clone || Delete |
Backup/Restore - . . " -
Systern Management Click here to add o description
Global Parameters 82100 General H Timers H Privacy H URI Manipulation I Header Manipulation || Advanced I
4 Global Profiles .
Domain DoS mayau
Server Interworking OCS-Edge-S Hold: Suppart NONE
Media Forking el 180 Handling None
Routing 181 Handling Nona
Server Configuration o5pe
ve 9 182 Handling None
Topology Hiding Sipera-Halo
k > : . 183 Handling None
Signaling Manipulation OCS-FrontEn
URI Groups e Refer Handling No
SNMP Traps URI Group None
Time of Day Rules T atrearm Sand Hold No
S EN-SI
PPM Services Delayed Offer No
* Domain Policies RC .
TLS Management S SRS i
Device Specific Settings uiadhy Diversion Header Support No
SP-si Delayed SDP Handling No
SPa Re-Invite Handling No
IPO_14 Prack Handling No
Allow 18X SDP No
T.38 Support No
URI Schemea SIP
Via Header Format RFC3261
[ Edit |
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Advanced tab:

e Record Routes = Both Sides. The Avaya SBCE will send Record-Route header to both call
and trunk servers.

e Include End Point IP for Context Lookup = No.

e Extensions = Avaya.

e Has Remote SBC = Yes. This setting allows the Avaya SBCE to always use the SDP
received from EN for the media.

e DTMF Support = None. The Avaya SBCE will send original DTMF method from SP to
EN.

e Others are left as default values.

The screenshots below illustrate the Server Interworking profile EN-SI, Advanced.

Session Border Controller for Enterprise AVAYA
Dashboard Interworking Profiles: EN-SI
Administration Add ’ Rename ] ’ Clone ] ’ Delete ]
Backup/Restare
System Management Interworking Click here to add a description.
Profiles

» Global Parameters 52100 General | | Timers | | Privacy || URI Manipulation | | Header Manipulation || Advanced L
4 Global Profiles

Domain DoS avaya-ru Record Routes Both Sides

Server Interworking 0CS-Edge-S... Include End Point IP for Context Lookup Mo

Media Forking cisco-cem Extensions Avaya

Routing cups Diversion Manipulation No

Server Configuration

o si Hal Has Remote SBC Yes

Topology Hiding Ipera-nalo

Signaling Manipulation OCS-FrontEn. . Route Response on Via Port No

URI Groups PO OTMF

SHNMP Traps

DTMF Support MNone

Time of Day Rules MTSAllstream pp

> PPM Services EN-SI

6.2.3. Server Configuration

Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. These tabs are used to configure and manage various SIP Call Server specific parameters
such as TCP and UDP port assignments, heartbeat signaling parameters, DoS security statistics and
trusted domains.

To create a Server Configuration entry, select Global Profiles > Server Configuration. Click on
the Add button.

In the compliance testing, two separate Server Configurations were created, server entry SP-SC for
SP and server entry EN-SC for EN.
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6.2.3.1 Server Configuration for SP

Server Configuration named SP-SC was created for SP. It will be discussed in detail below.
General and Advanced tabs are provisioned for SP on the SIP trunk for every outbound call from
enterprise to PSTN. The Authentication is disable to allow IP Office to send out authentication to
SP. Heartbeat tab is kept as disabled as default to allow the Avaya SBCE to forward the OPTIONS
heartbeat from EN to SP to query the status of the SIP trunk.

General tab:
Click on the Edit button and enter following information.
e Set Server Type for SP as Trunk Server.
e In the compliance testing, SP supported UDP and listened on port 5060.

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: SP-SC
Administration Add [ Rename ” Clone ” Delete ]
|4 Global Profiles
i Server Profiles General | | Authentication || Heartbeat | | Advanced |

Domain DoS

Server Interworking PO Senver Type Trunk Server

Media Forking EN-SC

. IP Address / FQDN Transport

Routing Sp.SC

Server Configuration 192.168.195.200 5060 uppP

Topology Hiding e [ Edit ]
Advanced tab:

Click on the Edit button and enter following information.
e Interworking Profile drop down list, select SP-SI as defined in Section 6.2.2.
e The other settings are kept as default.

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: SP-SC
Administration Add ’ Rename ” Clone ” Delete ]
Backup/Restare
General | | Authentication | | Heartbeat || Advanced |
System Management
s IPO
Global Parameters Enable DoS Protection ]
4 Global Profiles EN-SC
Domain DoS . Enable Grooming ]
Server Interworking Interworking Profile SP-SI
. . ThinkTel
Media Forking Signaling Manipulation Script None
i SP.SC
Routing Connection Type SUBID
Server Configuration PO 14
Topology Hiding - TIE O
Signaling Manipulation ’ Edit ]
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6.2.3.2 Server Configuration for EN

Server Configuration named EN-SC created for EN is discussed in detail below. General and
Advanced tabs are provisioned but no configuration is done for Authentication tab. The Heartbeat
tab is kept as disabled as default to allow the Avaya SBCE to forward the OPTIONS heartbeat from
SP to EN to query the status of the SIP trunk.

General tab:
Click on the Edit button then specify the following.
e Server Type for EN as Call Server.
e IP Address/FQND is Session Manager IP address.
e Transport, the link between the Avaya SBCE and EN was UDP.
e Listened on Port 5060.

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: EN-SC
Administration Add ’ Rename ” Clone ” Delete ]
Backup/Restore
General | | Authentication | | Heartbeat || Advanced |

4 Global Profiles

Domain DoS PO Server Type Call Server

Server Interworking EN-SC

IP Address / FQDN Yo Transport
Media Forking RC
. 10.10.98.113 5060 UDP

Routing ThinkTel

Server Configuration
Advanced tab:

Click on the Edit button to enter the following information.
e Interworking Profile drop down list select EN-SI as defined in Section Error! Reference
source not found..
e Signaling Manipulation Script drop down list select None.
e The other settings are kept as default.
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Session Border Controller for Enterprise AVAYA

Dashboard Server Configuration: EN-SC
Administration Add | Rename | | Clone | | Delete |
Backup/Restore
Server Profiles General | | Authentication | | Heartbeat | | Advanced |
System Management
. IPO
Global Parameters Enable DoS Protection
|4 Global Profiles EN-SC
) Enable Grooming
Domain DoS RC
Server Interworking Interworking Profile EN-SI
. . ThinkTel
Media Forking Signaling Manipulation Script None
i SP-3C
Routing Connection Type SUBID
Server Configuration PO 14
. - Securable
Topology Hidin
.p .QY .Q _ SP4
Signaling Manipulation | Edit |

6.2.4. Routing Profiles

Routing profiles define a specific set of packet routing criteria that are used in conjunction with other
types of domain policies to identify a particular call flow and thereby ascertain which security
features will be applied to those packets. Parameters defined by Routing profiles include packet
transport settings, name server addresses and resolution methods, next hop routing information and
packet transport types.

To create a Routing profile, select Global Profiles & Routing then click on the Add button.

In the compliance testing, Routing profile SP-RP was created to be used in conjunction with Server
Flow (see Section 6.4.4) defined for EN. This entry is to route outgoing calls from the enterprise to
SP.

On the opposite direction, Routing profile EN-RP was created to be used in conjunction with Server
Flow (see Section 6.4.4) defined for SP. This entry is to route incoming calls from SP to the EN.

6.2.4.1 Routing Profile for SP

The screenshot below illustrate the routing profile from Avaya SBCE to the SP network, Global
Profiles & Routing: SP-RP. As shown in Figure 1, the SP SIP trunk is connected with
transportation protocol UDP. If there is a match in the “To” or “Request URI” headers with the URI
Group SP defined in Section Error! Reference source not found., the call will be routed to the Next
Hop Address which is the IP address of SP SIP trunk.
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Session Border Controller for Enterprise

Dashboard

[+ Global Profiles
Domain DoS
Server Interworking
Media Forking
Routing
Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups

Routing Profiles: SP-RP

Add

Routing Profiles

EN-RP
Ta_RC

SP-RP

Routing Profile

Click here to add a description.

AVAYA

Rename ” Clone ” Delete ]

URI

Priority Group

Time of
Day

default

Load
Balancing

Priority

MNext Hop
Address

192.168.195.200

Add

Transport

UDP Edit  Delete
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6.2.4.2 Routing Profile for EN

The Routing Profile for SP to EN, SP-to-EN, was defined to route call where the “To” header
matches the URI Group SP defined in Section Error! Reference source not found. to Next Hop
Address which is the IP address of Session Manager as a destination. As shown in Figure 1, the SIP
trunk between EN and the Avaya SBCE is connected with transportation protocol UDP.

Session Border Controller for Enterprise AVAYA

Dashboard Routing Profiles: EN-RP
IAdministration

Add Rename ” Clone ” Delete ]

Backup/Restore

System Management Routing Profiles Click here to add a description.

> Global Parameters LEE Routing Profile
4 Global Profiles To_IPO_MTS
ol Profies -Pe-
oman e EIRP URI  Timeof Load Next H
. . 1 ime o oa \ext Hop S
Server Interworking To RC Priority Group Day Balancing Address N
Media Forking -
Routing To_ThinkTel 1 * default Priarity 10.10.98.113 UDP Edit Delete
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6.2.5. Topology Hiding

Topology Hiding is a security feature of the Avaya SBCE which allows changing certain key SIP
message parameters to ‘hide’ or ‘mask’ how the enterprise network may appear to an unauthorized

or malicious user.

To create a Topology Hiding profile, select Global Profiles > Topology Hiding then click on the
Add Profile (not shown).

In the compliance testing, two Topology Hiding profiles were created: SP-TH and EN-TH.

6.2.5.1 Topology Hiding Profile for SP

Topology Hiding profile SP-TH was defined for outgoing calls to SP to:
e Mask URI-Host of the “Request-Line” and “To” headers with service provider SIP domain to

meet the requirements of SP.

e Mask URI-Host of the “From” header to SP SIP domain as shown in capture below.

This implementation is to secure the enterprise network topology and also to meet the SIP
requirements from the service provider.

The screenshots below illustrate the Topology Hiding profile SP-TH.

Dashboard
dministration
Backup/Restare
System Management
> Global Parameters
1 Global Profiles
Domain DoS
Server Interworking
Media Forking
Routing
Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups
SNMP Traps
Time of Day Rules
> PPM Services
> Domain Policies

Topology Hiding Profiles: SP-TH

Add

Topology Hiding

Profiles

default
cisco_th_profile
To_IPO

EN-TH

To_RC
To_ThinkTel
SP-TH
To_IPO_14

To_SP4

Topology Hiding

Session Border Controller for Enterprise

Click here to add a description.

AVAYA

Rename ” Clone ” Delete ]

Header

Via
Referred-By
Record-Route
From
Request-Line
SDP

To

Refer-To

Criteria

IP/Domain
IP/Domain
|P/Domain
IP/Domain
IP/Domain
IP/Domain
IP/Domain

IP/Domain

Replace Action

Auto
Auto
Auto
Cwverwrite
Overwrite
Auto
Cwerwrite

Auto

Crwverwrite Value

vendor? lab.cococoomoice.ca
sipocoooood bell.ca

siproooooood bell.ca
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6.2.5.2 Topology Hiding Profile for EN

Topology Hiding profile EN-TH was defined for incoming calls to IP Office to:
e Mask URI-Host of the “Request-Line”, “To”, and “From” headers with the enterprise SIP
domain.

e |eave the “Record-Route”, “Via” headers and SDP to default Auto.

The screenshots below illustrate the Topology Hiding profile EN-TH.

Session Border Controller for Enterprise AVAYA

Dashboard Topology Hiding Profiles: EN-TH

JAdministration

Add Rename ][ Clone H Delete ]

Backup/Restore

Topology Hiding

Click here to add a description.

ISystem Management Profiles

" Global Parameters default Topology Hiding
¢ Global Profiles
Domain DoS cisco_th_profile Header Criteria Replace Action Overwrite Value
Server Interworking To_IPO Via IP/Domain Auto
Media Forking EN-TH Referred-By IP/Domain Auto -
Routin | J i
] - - To_RC Record-Route IP/Domain Auto
Server Configuration . From IP/Domain Overwrite avayalab.com
Topelogy Hiding To_ThinkTel
. . . i Request-Line IP/Domain Overwrite avayalab.com
Signaling Manipulation SP-TH
SDP IP/Domain Auto —
URI Groups To_IPO_14
SNMP Traps To IP/Domain Owerwrite avayalab.com
To_SP4
Time of Day Rules Refer-To IP/Domain Auto =
" PPM Services
I _Domain Policies
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6.3. Domain Policies

The Domain Policies feature configures various rule sets (policies) to control unified
communications based upon criteria of communication sessions originating from or terminating at
the enterprise. These criteria can be used to trigger policies which, in turn, activate various security
features of the Avaya SBCE security device to aggregate, monitor, control and normalize call flow.
There are default policies available for use, or a custom domain policy can be created.

6.3.1. Signaling Rules

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
received by the Avaya SBCE, they are parsed and “pattern-matched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are
tagged for further policy matching.

To clone a signaling rule, navigate to Domain Policies = Signaling Rules, select the default rule
then click on the Clone Rule button (not shown).

In the compliance testing, two Signaling Rules were created for SP and EN.

6.3.1.1 Signaling Rule for SP
Clone the Signaling Rule default with a descriptive name e.g. SP-SR and click on the Finish button
(not shown). Verify that General settings of SP-SR with Inbound and Outbound Request were

set to Allow, and Enable Content-Type Checks was enabled with Action and Multipart-Action
were set to Allow (not shown).

On the Signaling QoS tab and enter the following information.
e Select the proper Quality of Service (Qo0S).
e The Avaya SBCE can be configured to mark the Differentiated Services Code Point (DSCP)
in the IP packet header with specific values to support Quality of Services policies for
signaling.

The following screen shows the QoS value used for the compliance testing.

Session Border Controller for Enterprise AVAYA
Dashboard Signaling Rules: SP-SR
pAdministration | Add | Filter By Device... - I Rename H Clone H Delete I
Backup/Restore —
System Management Click here to add a description.
> Global Parameters SP-SR Lﬂﬂﬂ]ﬂ | Requests | | Responses | | Request Headers | | Response Headers | | Signaling QoS |
[« Domain Palicies ucip

Application Rules Signaling QoS

Border Rules

Media Rules 210 i psce

Security Rules DSCP EF

Slgnall.ng Ru.les IHI
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6.3.1.2 Signaling Rule for EN

Clone the Signaling Rule default with a descriptive name e.g. EN-SR for EN and click on the
Finish button (not shown). Verify that General settings of EN-SR with Inbound and Outbound
Request were set to Allow, and Enable Content-Type Checks was enabled with Action and
Multipart-Action were set to Allow (not shown). Similarly the Signaling QoS rules are set as
shown in Figure below.

Similarly the Signaling QoS rules are set as shown in Figure below.

Session Border Controller for Enterprise AVAYA

Pashboard Signaling Rules: EN-SR

Aidministration

Add Filter By Device... - [ Rename ” Clone ][ Delete ]

Packup/Restore

Signaling Rules Click here to add a description.

[System Management

W L] g [Rops Rt oo tssen] S 5
¥ Domain Policies SP-SR ucip

Application Rules Signaling QoS

Border Rules

Media Rules QoS Type DSCP

Security Rules DSCP EF

Stonaling Rule [ear]
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6.3.2. Application Rules

Application Rules define which types of SIP based Unified Communications (UC) applications the
Avaya SBCE security device will protect: voice, video, and/or Instant Messaging (IM). In addition,
user can determine the maximum number of concurrent voice and video sessions the network will
process in order to prevent resource exhaustion.

Select Domain Policies Application Rules from the left side menu as shown below. In the sample
configuration, a single default application rule “default” was used. For field deployment create an
application rule with the concurrent sessions purchased.

6.3.2.1 Application Rule for SP

Clone the Application Rule default with a descriptive name e.g. SP-AR for service provider and
click the Edit button to change value of Maximum Concurrent Sessions and Maximum Session
Per Endpoint to 500 respectively as shown and then click the Finish button (not shown). Others are
left as default.

Session Border Controller for Enterprise AVAYA

Dashboard Application Rules: SP-AR
Idministration

| Add |  Filter By Device... b | Rename | | clone || Delete |
Packup/Restore - | .
System Management Application Click here to add a deseription
e e Rules
Global Parameters SP.AR Application Rule
Global Profiles i
N RW-AR : aximum Concurrent  Maximum Sessions
PPM Services Application Type U Sessions Par Endpoint
i Domain Policies EN-AR
Audio vl @ 600 500
Application Rules
Border Rules Videa =

6.3.2.2 Application Rule for EN

Similarly, clone the Application Rule default with a descriptive name e.g. EN-AR for IP Office and
click the Edit button to change value of Maximum Concurrent Sessions and Maximum Session
Per Endpoint to 500 respectively as shown and then click the Finish button (not shown). Others are
left as default.

Session Border Controller for Enterprise AVAYA
Dashboard Application Rules: EN-AR
Fanvston [ Add |  Filter By Device... % [ Rename | [ clone || Delete |
Backup/Restore ‘
Global Parameters SP-AR Application Rule I
Global Profiles o o i =
PPM Services RW-AR Application Type S::;?;t:r: soncurrent p:rxgzzozfssmns
4 D P :
Lomam. oll'mes EN.AR Auidio W ® 50 500
Application Rules
Border Rules Video (] O
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6.3.3. Endpoint Policy Groups

The rules created within the Domain Policy section are assigned to an Endpoint Policy Group.

The Endpoint Policy Group is then applied to Server Flow defined in Section 6.4.4.

Endpoint Policy Groups were separately created for SP and EN.

To create a policy group, navigate to Domain Policies = Endpoint Policy Groups and click on the

Add Group button (not shown).

6.3.3.1 Endpoint Policy Group for SP
The following screen shows SP-PG created for SP.

Set Media Rule to default-low-med.

Set Border Rule to default.
Set Security Rule to default-high.

Set Signaling Rule to SP-SR which was created in Section 6.3.1.1.

Set Application Rule to SP-AR which was created in Section 6.3.2.1.

Session Border Controller for Enterprise

Dashboard
Administration

Policy Groups: SP-PG

Add Filter By Device... -
Backup/Restore

Policy Groups

4 Domain Policies

AVAYA

Rename ][ Clane ” Delete ]

Click here to add a description.

Application Rules EN-PG Hover over a row to see its description.
Border Rules RC_PG m‘
Media Rules ThinkTel PG
Security Rules SPPG
Signaling Rules ’ Order Application Border Media Security Signaling
End Point Policy LLORES default- _ _
Groups . 1 SP-AR default low-med default-high SP-S5R Edit
6.3.3.2 Endpoint Policy Group for EN
Similarly, the following screen shows policy group EN-PG created for EN.
Session Border Controller for Enterprise AVAYA

Dashboard

Administration

Policy Groups: EN-PG

Add Filter By Device... -
Backup/Restore

Paolicy Groups

4 Domain Policies

Rename ” Clone ” Delete ]

Click here to add a description.

Hover over a row to see its description.

o EN-PG
Application Rules
Border Rules RC_PG I
Policy Group
Media Rules ThinkTel_PG
S ity Rul
ecurity Rules SPPG

Signaling Rules Order Application Border Media Security Signaling

g'::u?:"t Policy 1 EN-AR default fetaut defaulthigh ~ ENSR Edit
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6.4. Device Specific Settings

The Device Specific Settings feature allows aggregate system information to be viewed and various
device-specific parameters to be managed to determine how a particular device will function when
deployed in the network. Specifically, it gives the ability to define and administer various device-
specific protection features such as Message Sequence Analysis (MSA) functionality and protocol
scrubber rules, end-point and session call flows, as well as the ability to manage system logs and
control security features.

6.4.1. Network Management

The Network Management page is where the network interface settings are configured and enabled.
During the installation process of the Avaya SBCE, certain network-specific information is defined
such as device IP address, public IP address, subnet mask, gateway, etc. to interface the device to the
networks. This information populates the various Network Management tabs which can be edited as
needed to optimize device performance and network efficiency.

Navigate to Device Specific Settings = Network Management, under Interfaces tab, enable the
interfaces connecting to the inside enterprise and outside service provider networks. To enable an

interface, click on “Disable” Status. The following screen shows interface Al and B1 were
Enabled.

Session Border Controller for Enterprise AVAYA

Dashboard Network Management: mSBCE
Administration

LS Management

4 Device Specific Settings INGELTNCA% ‘ Netwarks
Network mSBCE | Add vian |
S~ Interface Name VLAN Tag Status
Media Interface
Signaling Interface A Enabled
End Point Flows B1 Enabled

On the Networks tab and verify the IP addresses assigned to the interfaces and that the interfaces
were enabled. The following screen shows the private interface was assigned to Al and the public
interface was assigned to B1 appropriate to the parameters shown in the Figure 1.

Session Border Controller for Enterprise AVAYA

Dashboard Network Management: mSBCE
Global Parameters
Global Profiles

PPM Services M Interfaces | Networks |
Domain Policies mSECE | Add |
TLS Management Name Gateway Subnet Mask Intetface IP Address
4 Device Specific Settings
N Network_A1 10.10.97.129 266266266192 A1 10.10.97.174 Edit  Delet:
etwork
Management
Media Interface Network_B1  10.10.98.97 265 266 266,224 B4 10.10.98.106 Edit  Delote
Signaling Interface
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6.4.2. Media Interface

The Media Interface screen is where the media ports are defined. The Avaya SBCE will open
connection for RTP traffic on the defined ports.

To create a new Media Interface, navigate to Device Specific Settings = Media Interface and
click on the Add Media Interface button (not shown).

Two separate Media Interfaces are needed for both the inside and outside interfaces. The following
screen shows the Media Interfaces InsideMedia and OutsideMedia were created for the compliance
testing.

Note: After the media interfaces are created, an application restart is necessary before the changes
will take effect.

Session Border Controller for Enterprise AVAYA
Dashboard Media Interface: mSBCE

Administration

Backup/Restore :

System Management Devices

> Global Parameters

Maodifying or deleting an existing media interface will require an application restart before taking
> (Global Profiles effect. Application restarts can be issued from System Management.

> PPM Services
> Domain Policies

[ELIER Port Range

> TLS Management

= Device Specic Sefings | InsideMedia 10.10.97.174 35000 - 40000 Edit Delete
Network Management OutsideMedia 10.10.98 106 35000 - 40000 Edit Delete
Media Interface
Signaling Interface
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6.4.3. Signaling Interface

The Signaling Interface screen is where the SIP signaling port is defined. The Avaya SBCE will
listen for SIP requests on the defined port.

To create a new Signaling Interface, navigate to Device Specific Settings - Signaling Interface
and click on the Add Signaling Interface button (not shown).

Two separate Signaling Interfaces are needed for both inside and outside interfaces. The following
screen shows the Signaling Interfaces InsideSIP and OutsideSIP were created in the compliance

testing with UDP/5060 configured for inside and outside interfaces.

Session Border Controller for Enterprise

Dashboard
Administration
Backup/Restore
System Management
> Global Parameters
> Global Profiles

> PPM Services

> Domain Policies

Signaling Interface: mSBCE

Devices Signaling Interface

AVAYA

Madifying or deleting an existing signaling interface will require an application restart before

taking effect. Application restarts can be issued from S

stem Management.

> TLS Management Name Signaling IP EI:E -'lz-,ll‘li TLS Profile
| 4 Device Specific Settings | InsideSIP 10.10.97.174  — ~ None Edit Delete

Network Management QutsideSIP 10.10.958.106 = — None Edit Delete
Media Interface
|Signa|ing Interface |
End Point Flows
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6.4.4. End Point Flows - Server Flow

When a packet is received by the Avaya SBCE, the content of the packet (IP addresses, URISs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
which contains several rules concerning processing, privileges, authentication, routing, etc. Once
routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

*Call Server* — Trunk Server “Trurk
Policy Group iy Flow Server” Policy
el : DD
ow =
; “Call Server”
<] gfﬂlme'
r =

In the compliance testing, two separate Server Flows were created for SP and EN.

1P-POX

24
]
-
2
2
)
i3
:
SP Trunk Service Provider
V &
-

To create a Server Flow, navigate to Device Specific Settings = End Point Flows, select the
Server Flows tab and click on the Add Flow button (not shown). In the new window that appears,
enter the following values while the other fields were kept as default.
e Flow Name: Enter a descriptive name.
e Server Configuration: Select Server Configuration created in Section 6.2.3.1 which the
Server Flow associates to.
e URI Group: Select “*”.
e Received Interface: Select the Signaling Interface created in Section 6.4.3 which is the
Server Configuration is designed to receive SIP signaling from.
e Signaling Interface: Select the Signaling Interface created in Section 6.4.3 which is the
Server Configuration is designed to send the SIP signaling to.
e Media Interface: Select the Media Interface created in Section 6.4.2 which is the Server
Configuration is designed to send the RTP to.
e End Point Policy Group: Select the End Point Policy Group created in Section 6.3.3.1.
¢ Routing Profile: Select the Routing Profile created in Section 6.2.4.2.
e Topology Hiding Profile: Select the Topology Hiding profile created in Section 6.2.5 to
apply toward the Server Configuration.
e Use default values for all remaining fields. Click Finish to save and exit.
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The following screen shows the Server Flow SP-SF for SP.

Edit Flow: 5P-5F X

Flow Name SP-5F

Senver Configuration SP-5C -
URI Group * -
Transport * -

Remote Subnet

Received Interface InsideSIP -

Signaling Interface OutsideSIP -

Media Interface OutsideMedia -

End Paint Palicy Group SP-PG -
Routing Profile EMN-RF -
Topology Hiding Profile SP-TH -

File Transfer Profile Mone -

Signaling Manipulation Script Mone -

Finish
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Similarly, the following screen shows the Server Flow EN-SF for IP Office.

Edit Flow: EN-SF X

Flow Name EN-SF

Server Configuration EN-SC v
URI Group x ‘ -
Transport i b4

Remote Subnet

Received Interface OutsideSIP v

Signaling Interface InsideSIP v

Media Interface InsideMedia v

End Point Policy Group EN-PG |~
Routing Profile SP-RP A g
Topology Hiding Profile EN-TH -

File Transfer Profile None ~

Signaling Manipulation Script None -

Finish
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7. Bell SIP Trunking Configuration

Bell is responsible for the configuration of Bell SIP Trunking service. The customer will need to
provide the IP address used to reach the Avaya IP Office at the enterprise, this address will be the
outside interface of the Avaya SBCE. Bell will provide the customer the necessary information to
configure the Avaya IP Office SIP connection to Bell. The provided information from Bell includes:

IP address of the Bell SIP proxy.

Supported codecs.

DID numbers.

IP addresses and port numbers used for signaling or media through any security devices.

8. Verification Steps
The following steps may be used to verify the configuration:

e Use the Avaya IP Office System Status application to verify the state of the SIP connection.
Launch the application from Start = Programs > IP Office = System Status on the PC
where Avaya IP Office Manager was installed. Select the SIP line of interest from the left
pane. On the Status tab in the right pane, verify that the Current State is Idle for each
channel (assuming no active calls at present time).

AVAYA IP Office System Status

Help Snapshot LogOff Exit  About

K System
Bt & Alarms (10) Status | |tilization Summary: Alarms

K Extensions (27)
B Trunks (9)

SIP Trunk Summary

Line: 1 Peer Domain Name: avayalab.com
[EHIE Resolved Address: 10.10.97.174
t::: :; Line Number: 19
» m Number of Administered Channels: 30
Line: 20 Number of Channels in Use:
Line: 21 Administered Compression: G711 Mu, G729 &
Line: 22 Silence Suppression: Off
Ac(::lt“z:afli Layer 4 Protocol: UppP
Ff Resources SIP Trunk Channel Licenses: Unlimited Q 0%
K Voicemail SIP Trunk Channel Licenses in Use: 1}
K IP Networking SIP Device Features: REFER {Incoming and Outgoing)
Locations [ Al
ic I Call  Current  Timein Remote Ca... Conne... CallerID Other Patty on Direction Round Rece d & sroil
. Ref  State State Media A... or Dial.., Call of C. itk et.. et
Ide |16:50:38 »
2 Ide |22:58:57
3 Idle |23:08:23
4 Idle |23:08:23
S Idle |23:08:23 v
Trace [ Trace Al ] [ Pause ] [ Ping ] [ Print... ] [ Save As... ]
433580 | | Online |
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e Select the Alarms tab and verify that no alarms are active on the SIP line.

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

X System i ‘
& & Alarms (10) Status Utilization Summary Alarms
& Extensions (27)
= Trunks (9)
Line: 1

Alarms for Line: 19 SIP avayalab.com

Line: 2 Last Date OF Error QCcurrences Error Description
Line: 17
Line: 18

10:47:09 AM

e Verify that a phone connected to PSTN can successfully place a call to the Avaya IP Office
with two-way audio.

e Verify that a phone connected to Avaya IP Office can successfully place a call to the PSTN
with two-way audio.
e Using a network sniffing tool e.g. Wireshark to monitor the SIP signaling between the

enterprise and Bell. The sniffer traces are captured at the public interface of the Avaya
SBCE.

9. Conclusion

The Bell SIP Trunking passed compliance testing. These Application Notes describe the procedures
required to configure the SIP connection between Avaya IP Office, Avaya SBCE and the Bell SIP
Trunking service as shown in Figure 1.
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10. Additional References

[1] IP Office 9.1 Administering Avaya IP Office Platform with Manager, Release 9.1.0, Issue 10.03,
February 2015.

[2] Administering Avaya IP Office™, Platform Voicemail Pro IP Office™ Platform 9.115-601063,
Issue 10c - (09 December 2014).

Additional Avaya IP Office information can be found at:

[3] http://marketingtools.avaya.com/knowledgebase/ IP Office Embedded Voicemail User Guide (IP
Office Mode), Document number 15-604067, Issue 9.0, 10 September 2013.

[4] Avaya Session Border Controller for Enterprise Overview and Specification, Release 7.0, Issue
1, August 2015.

[5] Deploying Avaya Session Border Controller for Enterprise, Release 7.0, Issue 1, August 2015.

[6] Deploying Avaya Session Border Controller in Virtualized Environment, Release 7.0, Issue 1,
August 2015.

[7] Administering Avaya Session Border Controller for Enterprise, Release 7.0, Issue 1, August
2015.

Product documentation for Avaya products may be found at http://support.avaya.com. Additional IP
Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

Product documentation for Bell SIP Trunking is available from Bell.
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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