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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.1 and Avaya Session
Border Controller for Enterprise Release 6.3, to interoperate with Alestra SIP Trunking
Service on the Broadsoft platform.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

Alestra SIP Trunking Service provides PSTN access via a SIP Trunk between the enterprise
and Alestra’s network as an alternative to legacy analog or ISDN-PRI trunks. This approach
generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Alestra is a member of the Avaya DevConnect Service Provider Program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps necessary for configuring Session Initiation Protocol
(SIP) Trunking service between Alestra and an Avaya SIP-enabled enterprise solution.

In the sample configuration, the Avaya SIP-enabled enterprise solution consists of Avaya IP Office
500v2 Release 9.1 (hereafter referred to as IP Office), Avaya Session Border Controller for
Enterprise Release 6.3 (hereafter referred to as Avaya SBCE), Avaya Communicator for Windows,
Avaya IP Office Video Softphone and Avaya Deskphones, including SIP, H.323, digital, and analog.

Alestra SIP Trunking Service referenced within these Application Notes is designed for business
customers. Customers using this service with the IP Office solution are able to place and receive
PSTN calls via a broadband WAN connection using the SIP protocol. This converged network
solution is an alternative to traditional PSTN trunks such as analog and/or ISDN-PRI trunks. This
approach generally results in lower cost for the enterprise.

The terms “service provider” and “Alestra” will be used interchangeable throughout these
Application Notes.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Solution & Interoperability Test
Lab by connecting IP Office and the Avaya SBCE to Alestra’s SIP Trunking service across the public
internet. The configuration in Figure 1 was used to exercise the features and functionality tests listed
in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1 Interoperability Compliance Testing

To verify SIP Trunk interoperability, the following features and functionalities were exercised
during the compliance testing:

e SIP OPTIONS queries and responses.

e Incoming calls from the PSTN were routed to the DID numbers assigned by Alestra.
Incoming PSTN calls were terminated to the following endpoints: Avaya 96x0 Series IP
Deskphones (H.323), Avaya 96x1 Series IP Deskphones (H.323), Avaya 1100 Series IP
Deskphones (SIP), Avaya Communicator for Windows, Avaya IP Office Video Softphone,
Avaya 1400 Series Digital Deskphones, Avaya 9500 Series Digital Deskphones, and analog
Deskphones.

e Outgoing calls to the PSTN were routed via Alestra’s network to various PSTN destinations.
e Caller ID presentation.
e Proper disconnect when the caller abandons the call before the call is answered.
e Proper disconnect via normal call termination by the caller or the called parties.
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Proper disconnect by the network for calls that are not answered (with voicemail off).
Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Proper Codec negotiation and two way speech-path. (Testing was performed with codecs:
G.729A, G.711A and G.711MU, Alestra’s preferred codec order).

No matching codecs.

Proper early media transmissions.

Voicemail and DTMF tone support (leaving and retrieving voice mail messages from PSTN
phones).

Outbound Toll-Free calls, interacting with IVR (Interactive Voice Response systems).
Calling number blocking (Privacy).

Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

Mobility twinning of incoming calls to mobile phones.

Simultaneous active calls.

Long duration calls (over one hour).

Proper response/error treatment to all trunks busy.

Proper response/error treatment when disabling SIP connection.

T.38 and G.711 pass-through fax.

Note

: Remote worker was tested as part of this solution; the configuration necessary to support

remote workers is beyond the scope of these Application Notes and is not discussed in these
Application Notes, see References [11].

Items not supported or not tested included the following:

e Inbound toll-free calls, 911 calls (emergency), “0” calls (Operator), 0+10 digits calls
(Operator Assisted), were not tested.
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2.2 Test Results

Interoperability testing with Alestra was successfully completed with the following
observations/limitations.

Caller ID on incoming calls from the U.S.: Calls originating from PSTN telephones in the
U.S. to DIDs numbers in Mexico assigned to the IP Office SIP trunk displayed a caller 1D
“anonymous” on the enterprise extensions. The “From” header on the INVITE of these
incoming calls was “anonymous@anonymous.invalid”. This seems to be a PSTN restriction
for all international inbound calls from the U.S. to Mexico, not limited just to Alestra. This
behavior is not necessarily indicative of a limitation of the combined Alestra/Avaya solution,
and it is listed here simply as an observation.

No matching codec on outbound call: On outbound calls containing only one codec in its
SDP offer that was not supported by Alestra, Alestra would reply with “480 Temporarily
Unavailable”, instead of the expected “488 Not Acceptable Here”. There is no impact to the
user, the user will hear error tones.

Caller ID on call forward to the PSTN: For Calls from the PSTN to IP Office, that were
forwarded back out to the PSTN, the caller ID number displayed at the PSTN was always of
the DID number assigned to the SIP Trunk , regardless of the PSTN number being used to
originate the call.

Caller ID display on Mobile Twinning: For Mobile Twinning calls the Caller ID display at
the mobile/cellular station was always of the DID number assigned to the SIP Trunk,
regardless of the PSTN number being used to originate the call.

Outbound Calling Party Number (CPN) Block: When an enterprise user activated
“Withhold Number” on an outbound call, IP Office sent “anonymous” in the From header,
included the “Privacy:id” header, and the complete DID number in the

P-Asserted-Identity (PAI) header of the outbound INVITE, as expected. In this scenario,
Alestra returned a “404 Not Found” resulting in call failure.

Voice quality when using codec G.729A: During the compliance test poor voice quality was
observed on calls when codec G729A was used. The voice quality was normal (good quality)
when using codecs G.711A and G.711U. This condition may be limited to the testing
environment and not be present in a real customer scenario. It is listed here as an observation.
This observation was reported to Alestra.

Fax support: Inbound and outbound fax calls using the T.38 protocol or G.711 fax pass-
through mode failed during the test. The use of T.38 fax or G.711 fax pass-through is not
recommended with this solution.

Response to OPTIONS: During the compliance test, Alestra responded to OPTIONS
messages sent from the IP Office with a “405 Method Not Allowed” message. Since the
OPTIONS messages were used to check the status of the network connectivity to the service
provider, any response received from Alestra was sufficient to achieve that purpose.

2.3 Support
For support on Alestra systems visit the corporate Web page at: http://www.alestra.com.mx/

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAY A (866-462-8292)

provides access to overall sales and service support menus.
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3. Reference Configuration

Figure 1 below illustrates the test configuration used. It shows a simulated enterprise site connected
to Alestra’s network through the public internet.

For confidentiality and privacy purposes, actual public IP addresses and PSTN routable phone
numbers (DIDs) used during the compliance testing have been replaced with fictitious IP addresses
and PSTN non-routable phone numbers throughout the Application Notes.

The Avaya components used to create the simulated enterprise customer site includes:
e Auvaya IP Office 500v2.
e Auvaya Session Border Controller for Enterprise.
e Avaya Voicemail Pro for IP Office.

Avaya 96x0 Series H.323 IP Deskphones.

Avaya 96x1 Series H.323 IP Deskphones.

Avaya 11x0 Series SIP IP Deskphones.

Avaya Communicator for Windows.

Avaya IP Office Video Softphone.

Avaya 1408 Digital Deskphones.

Avaya 9508 Digital Deskphones.

Located at the edge of the enterprise is the Avaya SBCE. The Avaya SBCE has two physical
interfaces, interface B1 is used to connect to the public network, interface Al is used to connect to
the private network. All SIP and RTP traffic entering or leaving the enterprise flows through the
Avaya SBCE. The Avaya SBCE provides network address translation at both the IP and SIP layers.

Also located at the enterprise site is Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM®64 (Voice Compression Module) for supporting VVolP codec’s.
The IP Office LANL interface connects to the inside (Al) interface of the Avaya SBCE across the
enterprise LAN (private) network. The outside interface of the Avaya SBCE (B1) connects to
Alestra’s network via the public Internet.

The transport protocol between the Avaya SBCE and Alestra, across the public Internet, is SIP over
UDP. The transport protocol between the Avaya SBCE and IP Office, across the enterprise private
IP network, is also SIP over UDP.

For inbound calls, the calls flowed from Alestra to the Avaya SBCE, then to IP Office.

Outbound calls to the PSTN were first processed by IP Office. Once IP Office selected the proper
SIP trunk, the call was routed to the Avaya SBCE for egress to Alestra’s network.

For the purposes of the compliance test, users dialed a short code of 9 + N digits to make calls across
the SIP trunk to Alestra’s network (refer to Section 5.7). The short code 9 was stripped off by IP
Office but the remaining N digits were sent unaltered to the network.
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Figure 1: Avaya Interoperability Test Lab Configuration.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration.

Equipment/Software

| Release/Version

Avaya
Avaya IP Office 500v2 9.1.1.0 Build 10
Avaya IP Office DIG DCPx16 V2 9.1.1.0 Build 10
Avaya IP Office Manager 9.1.1.0 Build 10
Avaya Voicemail Pro Client 9.1.1.0 Build 3

Avaya Session Border Controller for Enterprise
(running on Portwell CAD-0208 platform)

6.3.1-22-4653

Avaya 96x0 IP Deskphones (H.323)

Avaya one-X® Deskphone Edition
S3.230A

Avaya 96x1 Series IP Deskphones (H.323)

Avaya one-X® Deskphone H.323
Version 6.4014

Avaya 1140E IP Deskphones (SIP)

SIP1140e Ver. 04.04.18.00

Avaya IP Office Video Softphone 3.2.3.49 68975
Avaya Communicator for Windows 2.0.3.30
Avaya Digital Deskphones 1408 40.0

Avaya Digital Phone 9508 0.55

Lucent Analog Phone

Alestra
Broadsoft Softswitch Release 17 SP 4
Acme Packet SBC V6.2
Lucent 5ESS V16.1

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500v2 and also when deployed with all configurations of IP Office Server Edition without

T.38 Fax Service.
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5. Configure IP Office

This section describes the IP Office configuration required to interwork with Alestra. IP Office is
configured through Avaya IP Office Manager (IP Office Manager) which is a PC application. On the
PC, select Start = Programs - IP Office = Manager to launch IP Office Manager. A screen that
includes the following may be displayed.

WELCOME to IP Office Administration

What would you like to do?

Create an Offline Configuration

| Open Configuration from System|

Read a Configuration from File

Select Open Configuration from System. If the above screen does not appear, the configuration
may be alternatively opened by navigating to File = Open Configuration at the top of the Avaya
IP Office Manager window. Select the proper IP Office from the pop-up window, and log in with the
appropriate credentials.

The appearance of the Avaya IP Office Manager can be customized using the View menu. In the
screens presented in this document, the View menu was configured to show the Navigation pane on
the left side, omit the Group pane in the center, and show the Details pane on the right side. Since
the Group pane has been omitted, its content is shown as submenus in the Navigation pane. These
panes (Navigation and Details) will be referenced throughout the IP Office configuration. All
licensing and feature configuration that is not directly related to the interface with the service
provider is assumed to already be in place.

In the sample configuration, the MAC address 00E00706530F was used as the system name. All
navigation described in the following sections (e.g., License = SIP Trunk Channels) appears as
submenus underneath the system name 00E00706530F in the Navigation Pane.
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5.1 Licensing

The configuration and features described in these Application Notes require the IP Office system to
be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact
an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in the
Navigation pane and examine SIP Trunk Channels in the Detail pane. Confirm that there is a valid
license with sufficient “Instances” (trunk channels) in the Details pane. Note that the full License
Keys in the screen below are not shown for security purposes.

IP Offices |

Lxenie  Remote Server

Licenze Mode License Normal
Ucenied Versiee

Serial Namibet (A00)

PLDS Hon ID

PLOS File Status Not Presant £ brwalid

Festure Lizense Key batances Status Exptry Date Source

Obsclets Never ADE Nodel
Vald Never ALDE Nodal
Vehd Never ALY hrmll

P00 Upgrade Standand te Profess

Networing Channets

Obsclete Never ALC Nodal
Vaid Never AL Nodal
Valid Never ADI Nodel
Valvd Never ADE Nodal
255 Valid Never ADI Nodal
Valid Ny ADY Nedal
Vahd Never ADE Nodal

Valud Never ADS Nodal

Obscdete Never ALG Nodal

By @AbtsSiGd 155

[TBvedel 7

ADE Nodal
ADI Nodal
ALS Nodal
ADi Nodal
ADI Nodal

5.2 System

Configure the necessary system settings. In an Avaya IP Office the LANZ2 tab settings correspond to
the Avaya IP Office WAN port (public network side) and the LANL1 tab settings correspond to the
LAN port (private network side). For the compliance test, the LANL1 interface was used to connect
IP Office to the enterprise private network (LAN), LANZ2 was not used.

5.2.1 System - LAN1 Tab

In the sample configuration, the MAC address 00E00706530F was used as the system name and the
LAN port connects to the inside interface of the Avaya SBCE across the enterprise LAN (private)
network. The outside interface of the Avaya SBCE connects to Alestra’s network via the public
internet. The LAN1 settings correspond to the LAN port in IP Office. To access the LANL1 settings,
navigate to System (1) = 00E00706530F in the Navigation Pane, then in the Details Pane navigate
to the LAN1-> LAN Settings tab. The LANL1 settings for the compliance testing were configured
with following parameters:

e Set the IP Address field to the LAN IP address, e.g., 172.16.5.60.

e Set the IP Mask field to the subnet mask of the enterprise private network, e.g.,

255.255.255.0.
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 89
SPOC 7/7/2015 ©2015 Avaya Inc. All Rights Reserved. Altr_IPO91ASBCE



e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

IP Offices ‘ = 00E00706530F

‘F BOOTP (3) Systeml LANL |LAN2 | DMNS | Voicemail | Telephony | Directory Services | System Events
# Operator (3)
-5 00EO0T06530F LAN Settings |‘M’OIP | Metwork T0P°|°9)‘|

%37 System (1)

%5 O0EDOT06530F IP Address 172 16 5 60

T4 Line (3)

[ Control Unit {4} IP Mask 255 255 255 0

-4 Extension (38) )

g User(32) Primary Trans. IP Address 0 0 0 0

=-53§ Group (1) RIP Mode [None -

[#-@% Short Code (65)

..... @ Service (0) [7] Enable NAT

-y RAS (1)

----- $8 WAN Port (0)

----- #m Directory (0)

----- £ Time Profile (0)
[]---@ Firewall Profile (1)
(-l IP Route (4)

----- #® Account Code (0)
----- B License (75)

----- @& Tunnel (0)

[-fq User Rights (8)
- ARS (1)

..... i@ Location (0)

EJ"'@ Incoming Call Route (7}

----- « RAS Location Request (0)

----- ﬂ Authorization Code (0)

Number Of DHCP IP Addresses (2000
DHCP Mode

) Server () Client () Dialin @ Disabled
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The VoIP tab as shown in the screenshot below was configured with following settings:

Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphone using the
H.323 protocol to register.

Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to
Alestra.

Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphone to register using
the SIP protocol.

Enter the Domain Name of the enterprise under Domain Name.

Verify the UDP Port and TCP Port numbers under Layer 4 Protocol are set to 5060.
Verify the RTP Port Number Range settings for a specific range for the RTP traffic. The
Port Range (Minimum) and Port Range (Maximum) values were kept as default.

In the Keepalives section at the bottom of the page, set the Scope field to RTP, Periodic
Timeout to 30, and Initial keepalives to Enabled. This will cause the IP Office to send RTP
keepalive packets at the beginning of the calls and every 30 seconds thereafter if no other
RTP traffic is present.

All other parameters should be set according to customer requirements.

Click OK to commit (not shown).

Auto-creste Fxtn to-creste Use H321 Remote Bt Enatle
Controd Unit |4)
& Drenvon 33)
i vead
’ : ¥ SIP Trusks Enabie
7| S Registisr Enalile
Auto-creste BxtryUser SF Remate Eatn Enable
Joman Mame avnyalat: ;‘.v-]
2 0 uo UDP Pert 060
& Firewall Profile (1)
+- 1 W Route (4) syer 4 Protocol ¥ Cp TCP Port 5060
8w Accoum Code )
o Licerae (75) 2 TS TiSPert 5061
W Tunnel @0)
s Challenge Expary Time (secy) 10
3 Lty
» o
08 Asthorastion Code ) Port Humber Range
Myrearare 19152 Manmum 53208

= 00E00706530F

System AN }UNS Voscemal | Telephony i Deectory Services | System Events | SMTP | SMDR 3 Twinnmg | WM i(o:leu
LAN Settings Network Tepology

v H323 Gatekaspor Eratin

Port Number Renge (NAT)

Miswrrary L) b ¥ Maimum 33204

4| Enable RTCP Monitanng on Pert 5005

RICP collector I address for phones

Keepabves
Scope RiP w | Penods temeow X
bl keepaives Enabled ».

DiffSesv Settings

B4 . DSCPHe) B2 = Vides DSCP M) FC DSCP Mask (Hew) 38
4 - DSCP 46 + Video DSCP & = DSCP Mask i
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In the Network Topology tab, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. In the compliance testing, it was set to Open Internet. With this
configuration, the default STUN settings will not be used.

e Set the Binding Refresh Time (seconds) to a desired value, the value of 300 (or every 5
minutes) was used during the compliance testing. This value is used to determine the
frequency that IP Office will send OPTIONS heartbeat to the service provider.

e Verify the Public IP Address is set to 0.0.0.0.

e Set the Public Port to 5060 for UDP.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

’!; Avaya IP Office Manager COECOP06520F 9.1 0437] (AdminstaorAdministrater]

Fle Edit View Took Help

SO L v 28
D0E00206530 v Sysem - COEDOTO6S30F .
¥ 800 3 284 c | z a |le » -
R - 'Tr ‘] Symem | LANL | LAN2 | DNS | Voicemasl | Telephomy | Dwectory Services | System Events | SM19 | SMOR | Twanning | VCM | Cadecs
= Uperator | i
e

w 0
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v G Growp (1) Binding Refrech Tome (seconds; 30
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@ serace ) Public P Address 0 v v 0 Run 5TUN
Vool RAS(L

fncoming Cal Route (7) it Port

WAN Poat 1)

= Directory 10)

Tirme Pechile D) -
i € Firewall Profite (1)
B P Route 4) ns 0
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Note: In the compliance test, the LAN1 interface was used to connect IP Office to the enterprise
private network (LAN), LAN2 was not used.
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5.2.2 System - Telephony Tab
Navigate to the Telephony = Telephony Tab in the Details Pane, configure the following

parameters:

e Choose the Companding Law typical for the enterprise location, U-Law was used.

e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call
transfers to the PSTN via the SIP trunk to the service provider.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

P Offices
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=R 8OO 3)
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= S 1
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Telephary | #am & Page. Tones & Muoc| Ring Tones | 54 | Calllog | TW
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Default Ounode Call Sequence Notmal -
Defautt Insige Call Sequence (Mg Typel \
Default Ring Back Sequence Fie Type 2 -
Rastect Analagee Edermizn Ringer Yokage

Dial Deday Tirrwe (sece) 3

Dial Dulwy Courn 0

Defamalt No Aawwer Trma (teca) X

Haldd Tunaoct [sece) 0

Pack Tirnecut (secx| £}
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Call Prgry Proematicn Teme (secs)  Daabied

Defuskt Currency ush -
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Exforcemant

v Show Actount Code

penpandeng Lyw

Sewtch Lne
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DSS Status

v Ao Meld
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¥ Hgh Quality Corderenong
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Rastnct Network Imerconnect

Drop Eernad Daly lmgromgty Conterence
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5.2.3 System - Twinning Tab
Navigate to the Twinning tab on the Details Pane, configure the following parameters:

e Uncheck the Send original calling party information for Mobile Twinning box. This will
allow the Caller ID for Twinning to be controlled by the setting on the SIP Line (Section

5.4). This setting also impacts the Caller ID for call forwarding.
e Click OK to commit (not shown).

|| [ sen arigna calling party inferemation fer Mekile Twinning |

Caking party informatian for
Mobie Twinning

Sapvick (U
& RAS (1)
@ Inzoming Cal Rosse 7,
8 WaNPart )

ol

+ B P Route 4)
& Account Code 0)
W Licens= 75
W™ Tunnel )
§i Uver Rights 8)

i ARS ()
- RAS
% Lo

& a

on Request I

Syteon | LANL | tAM2 [ OMS | Veicamail [ Telmphony | Diectory Survics | System Events | stwte | smp M | Coders
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5.2.4 System - Codecs Tab

For Codec’s settings, navigate to the System (1) = 00E00706530F in the Navigation Pane, select
the Codecs tab and configure the following parameters:

Select or enter 101 for RFC2833 Default Payload. This setting was recommended by
Alestra for use with out-band DTMF tone transmissions.

For codec selection, select the codecs and codec order of preference on the right, under the
Selected column. The Default Codec Selection area enables the codec preference order to be
configured on a system-wide basis. The buttons between the two lists can be used to move
codecs between the Unused and Selected lists, and to change the order of the codecs in the
Selected codecs list. By default, all IP phones (SIP and H.323) will use the system default
codec selection shown here, unless configured otherwise for a specific extension. The
example below shows the codecs used for IP phones (SIP and H.323). The system’s default
codecs and order was used.

JEOFSTA™

\\?tlll?

IP Offices B 00E00706530F
. R opootPy

ar 3)

Opesate

System | LAND LAND | DINE Volcemal  Telephony Deectory Senices | Symem Events - SMTP | SMDI | Twinoing | ¥OM | Lo0e

<5 | VoiP Secusty | Contact Center

Note: The codec selections defined under this section (System — Codecs Tab) are the codecs selected
for the IP phones/extensions. The codec selections defined under Section 5.4.6 (SIP Line — VVoIP
tab) are the codecs selected for the SIP Line (Trunk).
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5.3 IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the Avaya
SBCE resided on the same IP subnet, so an IP route was not necessary. In an actual customer

configuration, these two interfaces may be in different IP subnets, and in that case an IP route would
have to be created to specify the IP address of the gateway or router where IP Office needs to send

the packets, in order to reach the IP subnet where the Avaya SBCE resides.

To create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to reach the IP subnet where the Avaya SBCE resides (if located in
different IP subnets), on the left navigation pane, right-click on IP Route and select New.

enter 0.0.0.0 to make this the default route.

Set Destination to

LANZ1 from the pull-down menu.

Click OK to commit (not shown).

Set the IP Address and IP Mask of the IP subnet of the private side of the Avaya SBCE, or

Set Gateway IP Address to the IP Address of the default router in the IP Office IP subnet.

IP Offices

0.0.0.0

=R BOOTP (3)
A% Operator (3)
% O0E00706530F

=27 System (1)

ity OEN0T06530F

F7 Line (3)

= Control Unit (4)

-4 Extension (38)

o0-§  User (32)

+-ixg Group (1)

+-@% Short Code (65)

B Service (0)

oy RAS (1)

- Incoming Call Route (7)
----- £8 WAN Port (0)

----- 22 Directory (0)

----- £ Time Profile (0)

-} Firewall Profile (1)
S Wl P

e e e e Y

Route (4)

-l 192.168.188.0

-l 192.168.99.0

----- Bl Account Code (0)

----- . License (75)

""" & Tunnel (0)

+-§3 User Rights (8)

- ARS (1)

----- " RAS Location Request (0]
----- &8 Location (0)

----- ﬂ Authorization Code (0]

IP Route

IP Address
IP Mask
Gateway IP Address

Destination

172 16 5

LANL

Metric

Proxy ARP
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5.4 SIP Line

A SIP Line is needed to establish the SIP connection between IP Office and Alestra SIP Trunking
Service. The recommended method for configuring a SIP Line is to use the template associated with
these Application Notes. The template is an .xml file that can be used by Avaya IP Office Manager
to create a SIP Line. Follow the steps in Sections 5.4.1 and 5.4.2 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP trunk Registration Credentials.

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Section 5.4.3t0 5.4.7.

Alternatively, a SIP Line can be created manually. To do so, right-click on Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.4.3 to 5.4.7

5.4.1 Importing a SIP Line Template

Note — DevConnect generated SIP Line templates are always exported in an XML format. These
XML templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML format templates can be used to create SIP trunks on both IP Office Standard
Edition (500v2) and IP Office Server Edition systems. Alternatively, binary templates may be
generated. However, binary templates include all the configuration parameters of the Trunk,
including sensitive customer specific information. Therefore, binary templates should only be used
for cloning trunks within a specific customer’s environment.

1. Copy a previously created template file to a location (e.g., C:\Temp) on the same computer where
IP Office Manager is installed. By default, the template file name will have the format
AF_<user supplied text>_SIPTrunk.xml, where the <user supplied text> portion is entered
during template file creation.

Note — If necessary, the <user supplied text> portion of the template file name may be modified,
however the AF_<user supplied text>_SIPTrunk.xml format of the file name must be
maintained. For example, an original template file AF_TEST _SIPTrunk.xml could be changed
to AF_Testl SIPTrunk.xml. The template file name is selected in Section 5.4.2, step 2, to create
a new SIP Line.

2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager, navigate
to File = Preferences. In the IP Office Manager Preferences window that appears, select the
Visual Preferences tab. Check the box next to Enable Template Options. Click OK,
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i K
" IP Office Manager Preferences “ M

| Preferences | Directories | Discovery | Visual Preferences | Security | 1\u’alidati-:m|

Icon Size [‘m"“ Ll
[ Multiline Tabs
| Enable Template Optionsl
Enable Template Creation

(i) ‘ OK | | Cancel | | Help

3. Import the template into IP Office Manager. From IP Office Manager, select Tools = Import
Templates in Manager.

File Edit View Tu:u:ulslHeIp

25 3 E Extension Renumber...
OOEOOTO530F Line Renumber...
Connect To...
IP Office
Export »
‘5 BOOTP (3) SCHN Service User Management elP 738 Fax
[H-ire Operator (3)
=+ Q0EQ0708530F Busy on Held Validation
-5 System (1)
E‘T’. Line (3) MSMN Configuration
: ----- 1 Print Button Labels stemn Default
e 2 -
: Ly, 17 | Import Templates in Manager
(¥ Control Unit (4) | |G.7LL ALAW 64K
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4. A folder browser will open. Select the directory used in step 1 to store the template(s) (e.g.,
C:\Temp).

Browse For Folder Iﬁ

Select a folder to import templates from -

» ) ProgramData -
40 SUPPORT
) swtools
» L swwaork
. Temp
| tmp
» Lo Trilogy
* | Users il
4 ] b

[ Ok ] I Cancel I

In the reference configuration, template files AF_Alestra_SIPTrunk.xml was imported. The
template files are automatically copied into the IP Office default template location, C:\Program
Files\Avaya\lP Office\Manager\Templates.

5. After the import is complete, a final import status pop-up window will open stating success or
failure. Click OK.

” S
Template Provisioning &I

' Successfully imported templates to IP Office Manager from
@ C\Temp

o)
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Note —Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it cannot be
viewed. To enable browsing of the \Templates directory, open Windows Explorer, navigate to
C:\Program Files\Avaya\lIP Office\Manager (or C:\Program Files (x86)\Avaya\IP
Office\Manager), and then click on the Compatibility files option shown below. The \Templates
directory and its contents can then be viewed.

4—&: » Computet » Avaya eS0E(CH » Program Flles (6] » Avays » 2 Office » Manager »
Fin  Edt View Teclr Help
Orgenus = chude in Abiary = Shire with © Bum Compatibdity Nes HNew lolder
2 Favores Poattia
M Desitop L de-DE
& Downiceds b oenUs
Noes-MX
S Libanes 4 fefR
* Documents b PSET-LNSTIVL.CTM oter
o Mumic bonar 4
o Pictures b L\Mﬁr«ung foddey
B videos . MemonyCardy cidder
bonbRE File 4cicdar
1™ Computer 4 Phonelmages File faloar
B mveya eS0E (T J pt-BR 15800 AM  File tolder
w N v AppData » Local » VirtualStore » Program Files (x86) » Avaya » IP Office » Manager »
© File Edit View Tools Help
Organize « Include in library « Share with + Burn MNew folder
o~
P Favorites MName Date modified Type
Bl Desktop | Templates 2/10/201511:46 AM  File folder

‘ufme £ Tocls  Help
Grgsnus ®  fCpen »  Swewith e  Bum  Newloke =. 17 ®
o Fovertes HName A Nate mosthied Tupe
B Dwsktop I . AF_Alestra_SIPTrunkam| WIWIIIAS I A Decument u:]
% Dowrloads

2 Pecent Places
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5.4.2 Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and select
New SIP Trunk from Template.

IP Offices =
=-& BOOTP (3) |SIP Line| Transport|SIP URI VeIP T3
4% Operator (3) [
El-""-_w Q0EDDTT J Mew ;
(-5 Syt
=11 m ] Mew SIP Trunk from Template
_____ :_, 1#] Create SIP Trunk Template efau
""" w1y Cut Ctrl+X
&2 Con LAWY
W Exte o2 COPY Crl+C 54K
g Use Paste Ctrl+V a) 8K
Efl"'ﬂ Grol 1 GE3
Drelet Ctrl+Del
8K Sho| 7+ Dt e
..... @ Gerd v Validate
E""% RAS Connect To... Ctrl+T
[ Y Inca i
_____ £ wa Mew from Temnplate (Binary]
----- 25 Dire Export as Template (Binary)
----- £ Time Profile 10 I |
- o

2. In the subsequent Template Type Selection pop-up window, from the Service Provider pull-
down menu, select the XML template name from Section 5.4.1. Click Create new SIP Trunk.

Note — The drop down menu will display the <user supplied text> part of the template file name
(see Section 5.4.1). If you check the Display All box, then the full template file name is displayed.

r Y
" Template Type Selection P
Locale United States (US English)
Service Provider |Alestra v] [] Display Al

Create new SIP Trunk 1 [ Cancel
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The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 17).

IP Offices

=& BOOTP (3)

+-{# Operator (3}

;---L-;- DOEDO706530F
+-4%9 System (1)

=79 Line (3]

It is important that the SIP Line configuration be reviewed and updated if necessary after the SIP
Line is created via the template. The resulting SIP Line data can be verified against the manual
configuration shown in Sections 5.4.3 to 5.4.7.
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5.4.3 SIP Line - SIP Line Tab
On the SIP Line tab in the Details Pane, configure or verify the parameters as shown below.

Leave the ITSP Domain Name blank. Note that if this field is left blank, then IP Office
inserts the ITSP Proxy Address from the Transport tab as the ITSP Domain in the SIP
messaging.

Verify that URI Type is set to SIP.

Verify that In Service box is checked, which is the default value. This makes the trunk
available to incoming and outgoing calls.

Verify that Check OOS box is checked, the default value. IP Office will use the SIP
OPTIONS method to periodically check the SIP Line. The time between SIP OPTIONS sent
by IP Office will use the Binding Refresh Time for LAN1, as shown in Section 5.2.1.
Verify that Refresh Method is set to Auto.

Verify that Timer (seconds) is set to On Demand.

Set the Originator number for forwarded and twinning calls to 8128121041. This is the
authentication name or User Name credentials used for SIP Trunk registration purposes in
the Avaya SBCE (Refer to Section 6.2.4). This setting was required for forwarded and
twinned calls to be accepted by Alestra. SIP Trunk registration is done by the Avaya SBCE;
credentials information should be provided by Alestra.

Set Send Caller ID to Diversion Header.

Under Redirect and Transfer, set Incoming Supervised REFER and Outgoing
Supervised REFER to Always.

All other parameters should be set to default or according to customer requirements. Click
OK to commit (not shown).

|E SIP Line - Line 17 ef -3

' L] o w <
i@ Frewall Profite (1 Descaprion

Authoraation Code (D)

Transport P URL ol T38 Fox| SIP Credentiois | SIP Advanced | Engineening

Lirw Mumber 7 In Service 7

{T5° Domam Neme Check O0S

URI Type bid - Session Timess

Location Cloud - Refresh Method Auto -

Timer [seconds Un Demand

Ovignator numbe 8128121041

Send Caker D Drvermen Header -

Name Pronty System Delaut -

e Profile () Abwayy *

Ourgoing Blind REFER

von Regquest 10
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5.4.4 SIP Line - Transport Tab

Select the Transport tab; configure the parameters as shown below:
e Setthe ITSP Proxy Address to the inside IP Address of the Avaya SBCE or 172.16.5.71 as
shown in Figure 1.

e Setthe Layer 4 Protocol to UDP.
e Set Use Network Topology Info to LAN1 as configured in Section 5.2.1
e Set the Send Port to 5060.

e Default values may be used for all other parameters.
e Click OK to commit (not shown).

E Avaya IP Office Manager 00E00706530F [9.1.0.437] [Administrator{Administrator]]

File Edit View Tools Help
AEE A v 28

00E00706530F - Line |17 2

IP Offices [= SIP Line - Line 17

=-R BOOTP (3) [SIP Ling| Transport [sIp URI|VolP |38 Fax|SIP Credentials | SIP Advanced | Engineering

Operator (3)
00ED0706530F | ITSP Prosy Address 17216571 |
Metwork Configuration
Layer 4 Protocel ’UDP vl Send Port  |5060 | =
[~ Caontral Unit {4) | Use Netwerk Topology Info ILAN 1 | vl 5060
(-4 Extension (38)
w-f User 32) Explicit DNS Server(s) 0 0 0 0 0 0 0 0
-3§ Group (1)
8% Short Code (65) Calls Route via Registrar
----- B Service (0)
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EJ---@ Incoming Call Route (7)
----- $8 WAN Port (0)

----- == Directory (0]

-1 Time Profile (0)

- Firewall Profile (1)
=-Jll IP Route (4)

----- @8 Account Code (0

----- 8 License (75)

""" & Tunnel (0)

&-fiy User Rights (8)
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----- " RAS Location Request (0)
""" &5 Location (0)

----- m Authorization Code (0)

Separate Registrar
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5.4.5 SIP Line - SIP URI Tab

A SIP URI entry needs to be created to match each incoming number that IP Office will accept on
this line. Select the SIP URI tab, and then click the Add... button and the New Channel area will
appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and
click the Edit... button. In the example screen below, a previously configured entry was edited. For
the compliance test, a single SIP URI entry was created that matched any DID number assigned to
an IP Office user. The entry was created with the parameters shown below:

Set Local URI, Contact, Display Name to Use Internal Data.
Set PAI to None.

Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call routes
for this line. Similarly, associate the line to an outgoing line group using the Outgoing
Group field. The outgoing line group number is used in defining short codes for routing
outbound traffic to this line. For the compliance test, a new incoming and outgoing group 17
was defined that only contains this line (line 17).

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

Click OK to commit.

Click OK to commit again (not shown)

P Offices |E SIP Line - Line 17
S Line| Transpon ol | 138 Fax| P Credentiahs ‘ a9 .‘.:hmad{frguumg
= 00 Channel Grougt Va localURl Contact Deplay Name PAL Credential Max Calle
it 1 7 17 = N, eMon. 10
A
3
Edt Channed
0K
Vo 17216550
Locst URL Use Internal Data . Concel
Contact Use Intermal Data -
Desplay Name Use Interrmal Data v
oAl m .
) Regatation & «None» -
" RAS Location Regues (0)
% Location M) Incemng Group 17
88 Authoeizaticn Code 1)
Dutgaing Geoup by
Max Calls per Channel 10
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5.4.6 SIP Line - VoIP Tab

Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

In the sample configuration, the Codec Selection was configured using the Custom option,
allowing an explicit order of codecs to be specified for the SIP Line. The buttons allow
setting the specific order of preference for the codecs to be used on the SIP Line. As shown,
codec’s G.729(a), G.711ALAW and G.711ULAW were selected for audio.

Set Fax Transport Support to None (Refer to Section 2.2).

Set the DTMF Support field to RFC2833. This directs IP Office to send DTMF tones using
RTP events messages as defined in RFC2833.

Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on the
trunk.

Check the PRACK/100rel Supported box, to advertise the support for reliable provisional
responses and Early Media to Alestra.

Default values may be used for all other parameters.

Click OK to commit (not shown).

IP Offices |E SIP Line - Line 17

- Firewsl Profile (1)

% Location (0
8% Authonzation Code (0

| -SIP Line Transpost | SIP UPT}G Fa-iSlP Credentialz | SI° t«oancedl{n;meenn;

[Lodc( Selection Custom l >.4 Codec Lockdewn

hvos Solec ..
Unused Selected Allow Direct Media Path

G722 6K 5 G.729(a) BK CS-ACELP
G131 6G MP-MLQ G WB4K

[ ¢ PRACK10lve Supc-:-'lcd]

Fax Tramport Support | None -

DTME Support REC2833 NG

Media Secunty Desabied »

Note: The codec selections defined under this section (SIP Line — \VVolIP tab) are the codecs selected
for the SIP Line (Trunk). The codec selections defined under Section 5.2.4 (System —Codec tab) are
the codecs selected for the IP phones/extension (H.323 and SIP).
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5.4.7 SIP Line — SIP Advanced Tab

Select the SIP Advanced tab. For outbound calls with privacy enabled, Avaya IP Office will replace
the calling party number in the From and Contact headers of the SIP INVITE message with
“anonymous”. IP Office can be configured to use the P-Preferred-ldentity (PPI) or P-Asserted-
Identity (PAI) header to pass the actual calling party information for authentication and billing
purposes. By default, IP Office will use the PPI header for privacy. To configure IP Office to use the
PAI header for privacy calls:

e Check the box for Use PAI for Privacy.

e Default values may be used for all other parameters.

e Click OK to commit (not shown).
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5.5 Users

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP Line
defined in Section 5.4. To configure these settings, first navigate to User - Name in the Navigation
Pane where Name is the name of the user to be modified. In the example below, the name of the user
is Ext3041 H323. Select the SIP tab in the Details Pane. The values entered for the SIP Name allow
matching of the SIP URI for incoming calls without having to enter this number as an explicit SIP
URI for the SIP Line (Section 5.4.5). The SIP Name and Contact are set to one of the DID numbers
assigned to the enterprise by Alestra. The SIP Display Name (Alias) parameter can optionally be
configured with a descriptive name. If all calls involving this user and a SIP Line should be
considered private, then the Anonymous box may be checked to withhold the user’s information
from the network. This can also be accomplished by activating Withhold Number on H.323
Deskphones (not shown). Click the OK to commit (not shown).

IP Offices

Ext3041 H323: 3041

T---a BOOTP (3]
+-¢% Operator (3)
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&7 Systemn (1)
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+ = Control Unit (4)
+-4 Extension (38)
| -: User (32]'
----- i MNolser
----- ; RemoteManager
----- 3040 Ext3040 H323
g 3041 Bxt3041 H333 |
----- & 3042 BExt3042 H323

-

|‘u‘oir_e Recording | Button Programming | Menu Programming | Mobilityl Group Membership Announcementsl sIP [

SIP Mame

Contact

SIP Display Mame (Alias) Ext3041 H323

8128121041

8128121041

Ancnymous
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5.6 Incoming Call Route

An incoming call route maps inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system. In a scenario like the one used for the
compliance test, only one incoming route is needed, which allows any incoming number arriving on
the SIP trunk to reach any predefined extension in IP Office. The routing decision for the call is
based on the parameters previously configured for Call Routing Method (Section 5.4.7) and SIP
URI (Section 5.4.5) and the users SIP Name and Contact, already populated with the assigned
Alestra DID numbers (Section 5.5).

5.6.1 Incoming Call Route — Standard Tab

To create an incoming call route, right-click Incoming Call Routes in the Navigation Pane and
select New.

On the Standard tab of the Details Pane, enter the parameters as shown below.
e Set the Bearer Capacity to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.4.
e Default values can be used for all other fields.

o

IP Offices = 17

+x BOOTP (3) Standard |Voice Recording | Destinations|

4% Operator (3]
|=-== 00E00706530F |
- System (1) Bearer Capability \Any Voice -
-y QOEQOT0B530F
-1 Line (4] Line Group ID 17 -
~“2r Control Unit (4)
-4y Extension (37) Incoming Number
-§  User (32)
+# Group (1) Incoming Sub Address
+-BX Short Code (65)
@B Service (0)
+-all RAS (1)
—-§ Incoring Call Route (3)

B oy O (O O e O

Incoming CLI

Locale \ v]

Priorty \l - Low v]

e a0 Tag
----- B8 WAN Port (0)
..... sz Directory () Hold Music Source \System Source "I
----- £ Time Profile () _ _
+1-@@ Firewall Profile (1) Ring Tone Owverride MNone -
-l IP Route (3)
----- @ Account Code (0)
----- % License (75)
""" % Tunnel (0)
+-§5 User Rights (8)
- ARS (1)
----- " RAS Location Request (0)
----- & Location (0)
----- @ Authorization Code (0)

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 31 of 89
SPOC 7/7/2015 ©2015 Avaya Inc. All Rights Reserved. Altr_IPO91ASBCE



5.6.2 Incoming Call Route — Destinations Tab

e Under the Destinations tab, enter ““.” for the Default VValue. This setting will allow the call
to be routed to any destination with a value on its SIP Name field, entered on the SIP tab of
that User, which matches the number present on the user part of the incoming Request URI.

e Click OK to commit (not shown).

IP Offices i= 17
+a BOOTP (3) | Standard | Voice Recording | Destinations I
i~ Operator (3)
T0EO0706530F TimeProfile Dlestination Fallback Extension
| System (1) » Default Value |v “

-5y O0BOOT06530F
T4 Line (4)

= Control Unit (4)
-dp Extension (37)
i@ User (32)

+-53@ Group (1)

+“ Short Code (65)
-G8 Service (0)

H-afs RAS (1)
Incoming Call Route (3)
e 17

[ [ [ e [ e

-8 WAN Port (0)

-8 Directory (0]

-7 Time Profile (0)

+-{@) Firewall Profile (1)
-Jill IP Route (3)

-l Account Code (0)
- License (75)

- il Tunnel (0}

+-§q User Rights (8)

- ARS (1)

- RAS Location Request (0)
- Location (0)

ﬂ Authorization Code (0)
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5.7 Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection
(ARS) entries are used. With ARS, features like time-based routing criteria and alternate routing can
be specified so that a call can re-route automatically if the primary route or outgoing line group is
not available. While detailed coverage of ARS is beyond the scope of these Application Notes, and
alternate routing was not used in the reference configuration, this section includes some basic screen
illustrations of the ARS settings used during the compliance testing.

5.7.1 Short Codes and Automatic Route Selection

To create a short code to be used for ARS, right-click on Short Code on the Navigation Pane and
select New. The screen below shows the short code 9N created (note that the semi-colon is not used
here). In this case, when the IP Office user dials 9 plus any number N, instead of being directed to a
specific Line Group ID, the call is directed to Line Group 50: Main, which is configurable via
ARS.
e Inthe Code field, enter the dial string which will trigger this short code. In this case, 9N was
used (note that the semi-colon is not used here).
e Set Feature to Dial. This is the action that the short code will perform.
e Set Telephone Number to N. The value N represents the number dialed by the user after
removing the 9 prefix. This value is passed to ARS.
e Setthe Line Group ID to 50: Main to be directed to Line Group 50: Main, which is
configurable via ARS.
e Click the OK to commit (not shown).

IP Offices F 9N: Dial*
----- B 33N + || Short Code
..... “ *34[.'].:
..... “ *BS*N# ':Elle QN
..... “ *36
----- B “37NE Feature |Dia|
----- X 35N
..... B *39 Telephone Mumber M
----- % =40 )
o]
..... “ =41 Line GF'I"-'F] o m
""" B =42 Locale |
..... “ =43
----- x 44 Force Account Code
'''' B 457N Force Authorization Code
..... “ *45 Heerere
..... ; : k
[oxcon]
----- % FMEDD E
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The following screen shows a sample ARS configuration for the route 50: Main. Note the sequence
of X’s used in the Code field of the entries to specify the exact number of digits to be expected,
following the access code and the first set of digits on the string. This type of setting results in a
much quicker response in the delivery of the call by IP Office.

To create a short code to be used for ARS, select ARS - 50: Main on the Navigation Pane and
click Add (not shown).

In the Code field, enter the dial string which will trigger this short code. In this case, 8
followed by 9 X’s to represent the exact number of digits.

Set Feature to Dial. This is the action that the short code will perform.

Set Telephone Number to 8N. The value N represents the additional number of digits dialed
by the user after dialing 8 (The 9 will be stripped off).

Set the Line Group ID to the Line Group number being used for the SIP Line, in this case
Line Group ID 17 was used.

Set Locale to United States (US English).

Click OK to commit.

re N
Edit Short Code o vt
Code BXOOOOOOOK 0K
Feature [ Dial A
Cancel

Il‘ Telephone Number &N —'I
Line Group 1D 17 v

Ih Locale .
Force Account Code
Force Authorization Code [ |

|

Repeat the above procedure for additional dial patterns to be used by the enterprise to dial out from
IP Office.
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The first entry highlighted below shows another example ARS dial string used during the
compliance test., The user dialed 9, followed by 001 and 10 digits (represented by 10 X’s). The 9 is
stripped off, the remaining digits, including the 001, are included in the SIP INVITE message IP
Office sends to Alestra. This dial string was used to make international calls to PSTN numbers in the
U.S.

The second highlighte entry below of 8 plus 9 digits (represented by 9 X’s) was used to make call
within Mexico.

 IPOffices | = WMain o -
ARS
- ARS Route la 3 V! Secondary Disl tone
[34]
0 00EDON0ES0F I
F T Lee ) Route Name U SystemTone >
Control Une 1)
+ 4 Ecencion () Dl Delay Teme System Defauk (3) : 71 Check User Coll Barning
e L 3n
i 9 Group (1)
¢ 9% Short Code (65) Description l
o Servce (U
o RAS(1)
+ Tncoming Coll Route (4) In Seraice J Ot of Service Route «Nene» .
WAN Port i) 1
. Directory )
Timse Profile [0) Time Profile Ve et 22 of Hours Route <None» o
i @ Frowall Pretie 1)
i Il P Route (1) l

&8 Account Code (U
& Lcense (18)

& Turenel ) Code Telephone Number Feature Line Group 0 x Add..
i | Rights &) 1 a1 Dial Emergency 0 ,
11 Disl Emergency 0 Remove
S0 Man 2013 Di 17
" RAS Location Request (0 ;.‘ y c:;: 9 Edit.
5% Locwtion 0) - - --
R Authonzation Code 1) l N Dial 17
N Dl 17
™ Dial 7 -
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5.8 Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected, based on the nature of the
configuration changes made since the last save. Note that clicking OK may cause a service
disruption. Click OK to proceed.
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Save Configuration l = | |_ﬂhr

IP Office Settings
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Configuration Reboot Mode
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Immediate
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the required configuration of the Avaya SBCE to connect to Alestra SIP
Trunking Service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used; the configuration shown
here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning step
will have a screenshot associated with it. Some of the default information in the screenshots that
follow may have been cut out (not included) for brevity.

6.1 Log in Avaya SBCE

Use a Web browser to access the Avaya SBCE Web interface. Enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the Avaya SBCE management IP address.

Enter the appropriate credentials and click Log In.

o v o 0 Log In
Username: username

Password: [

Session Border Contro"er This system is restricted solely to authorized users for legitimate
- business purposes only. The actual or attempted unauthorized
for Enterprlse access, use or modifications of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures
and or criminal and civil penalties under state, federal or other
applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasens. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

© 2011 - 2013 Avaya Inc. All rights reserved.
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The Dashboard main page will appear as shown below.

Dashboard Dashboard

BackupRestore
System Time
System Managerment
Global Parameters R
Global Profles Buid Date
PPM Services License State

Domain Folcies
TLS Management

Aggregote Loemsng Ovecages

¥ Peak Liconang Ovemge Count
Dence Specific Settngs

Nene found

Session Border Controller for Enterprise

A T S

08 50 52 Prd GMT-46 00 akest EMS
631223853 Avryn SBCE

FrnoNaw 29 173509 E5T 204

Alarrs (pant 24 howrs) Inodares (paxt 24 hours)

Avoyn SBCE. No Server Flow Matched for Incoming Meszage

Mvaya SBCE: No Seever Fiow Matched for iIncaming Message
Avirgn SBCE No Seavwi Flow Matctad for incoming Message
Avorys SBCE. No Sewver Flow Maiched for incoming Message

Maya SBCE No Seevar Flaw Matched for Incaming Measage

N2 notas found

To view the system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name Avaya SBCE was already added. To view the configuration of this device,

click on View as shown in the screenshot below.

Session Border Controller for Enterprise

Dashboard System Management
Admenesraton

| [ | 5w [Gaaiog

BackupRestore
[f.\w.
Ghobat Parameters )
Ghobal Profles
Aaya 5B
PFPM Servces gy b
Doman Pokickes

TLS Maragement

Devica Specic Settngs

Cammasona
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To view the network configuration assigned to the Avaya SBCE, click View on the screen above.
The System Information window is displayed as shown below.

The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1. The Box
Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used for all
other fields.

Deployment Mode  Proxy

System Information: Avaya SBECE X
[ General Configuration | 1 Device Configuration 11 License Allocation
Appliance Name Avaya SBECE HA Mode No Standard Sessions 2000
i 2000 I
Box T SiP Two ass Mcde No
e P Advanced Sessions 2000 ‘
- 2000

Scopia Video Sessions g4
: g 500

Encryption ‘
r Network Configuration -
P Public 1P Netmask Gateway Interface ||
172.16.5.71 172.16.5.71 255.255.255.0 172.16.5.254 Al
10.10.157.186 10.10.157.186 255.255.255.192 10.10.157.129 B1
; DNS Configuration - Management IP(s) —
Primary DNS 172.16.5.102 P

Secondary DNS
DNS Location DMZ

DNS Client IP 172.16.5.71

On the previous screen, Al correspond to the inside interface (Private Network side) and B1
correspond to the outside interface (Public Network side) of the Avaya SBCE. (Refer to Figure 1).

The management IP was blurred out for security reasons. The IP addresses used for the remote
worker configuration were also blurred out since the remote worker configuration is beyond the
scope of these Application Notes and is not discussed in these Application Notes.

IMPORTANT! - During the Avaya SBCE installation, the Management interface (labeled
“M1”) of the Avaya SBCE must be provisioned on a different subnet than either of the Avaya
SBCE private and public network interfaces (e.g., Al and B1). If this is not the case, contact
your Avaya representative to have this resolved.
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6.2 Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters across
all Avaya SBCE appliances.

6.2.1 Server Interworking — Avaya-IPO

Interworking Profile features are configured to facilitate interoperability of implementations between
enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since directly modifying a
default profile is generally not recommended, for the test configuration the default avaya-ru profile
was duplicated, or “cloned”. If needed, the profile can then be modified to meet specific
requirements for the enterprise SIP-enabled solution. For Alestra, this profile was left with the
avaya-ru default values.

On the left navigation pane, select Global Profiles & Server Interworking (not shown). From the
Interworking Profiles list, select avaya-ru. Click Clone on top right of the screen (not shown).

Enter the new profile name in the Clone Name field, the name of Avaya-1PO was chosen in this
example. Click Finish.

Clone Profile X

Profile Name avaya-ru
|Clone MName Avaya-lPO |
Finish
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The following screen capture shows the General tab of the newly created Avaya-1PO Server
Interworking Profile.

Session Border Controller for Enterprise

Dashboard Interwerking Profiles Avaya.IPO
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e ———hh -
Domran DoS OCSEdge Sen Held Support NONE
Fingerpont
asceLon w0 "mo Neow
19 Herehog o
Phore nlerworking e
2 Mareth
Nedia Forkng Syperatins V02 Huriging Pore
183 Handlog Nerw
Routng OCS ¥ romEng Senat
Server Corfiguration Aeler Hprthrg He
- s Maya SM
opology Hdeg 2 Goeo T
Sgnaing NManpulation P Cererdd
Sarvdd Holf Ns
URI Grougess Avaya£SH00
Doman Polces Divarsion Heater Sugpont Ne
! Maya M
TLS Maragomert Maya LM Delayed EOF Huntieg T
» Devce Spechc Settings Aedrie 0 e
Network Managesnent 3L
T 38 Suppant e
Nedia Fterface
Sgnaleg Fterface UR Scteme L
End Pord Flows Via Meader Farman RFC2N1
Session Flows
DMZ Services =
TURNSTUN Sanace Praacy Exatied e
SNUP Uinet Hime
Syslog Management P Assatad-idectmy o
Acvanced Options e i ety e
Troubleshocting
Prvecy Masde
OINF Suppos Parm
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The following screen capture shows the Advanced tab of the newly created Avaya-1PO Server
Interworking Profile.
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6.2.2 Server Interworking - SP-General
A second Server Interworking profile named SP-General was created for the Service Provider.

On the left navigation pane, select Global Profiles > Server Interworking (not shown). From the
Interworking Profiles list, select Add (not shown) (note that Add is being used to create the SP-
General profile instead of cloning the avaya-ru profile).

Enter the new profile name, the name of SP-General was chosen in this example.
e Click Next.

Interworking Profile X

| Prafilke Namea SP-Ganaral |

Next

e Accept all other default values by clicking Next and then Finish (not shown).

The following screen capture shows the General tab of the newly created SP-General Server
Interworking Profile.

Dashooard nterworking Profies SP-General
Admensicaton
BackupRestore
taraiding Frfht a
Systen Managemen he i Cheh hove 1 28 & doscriptate
. 2100
Ghobal Parameters e
« | Global Proties Fayatu
Comain DoS OC3-Edge- Sver Hol Sapgen NONE
Fingerpent .
ot PR 130 Hasilng tiee
Server m?-rwarrngl
Y A 131 Hasding Moo
Phooe blerworking o
142 '
Wedia Forvig Sputs Haio 1! Haeding S
s 14 Hardng Hone
Y OCHFromEns Sevvet o
Serwer Configurason Riske HindWg =
Yamols P FrayeSd
Topakgy Hidng RS Groap Kieme
St Do
25 Send Hoie Mo
URI Gruups P
PPM Serwces - ox Hesdng Mo
Fary PO
Doman Policies Owersion Header Suppot o
P ] s
LS Maragement e Datayed S0P Handing e
Dence Specic Settings Reante Handeg =
T 3% Sugpos ™
R Scheme sp
Wia Headar Format AFCE
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Dy Headeo
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The following screen capture shows the Advanced tab of the newly created SP-General Server
Interworking Profile.

Alarms ncidents Suatus Logs Diagnostics Users
Session Border Controller for Enterprise
Dashbosrd Interworking Profiles: SP-General
Administration v
Backup/Restore
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2100 i § ] . ]
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+[Giobal Profiles A
3 = Record Rowes Both
Domain DoS DCS-Edga-Senmt
Fingerprint o dom Topology Hideg Crange Cakil Yes
Calnto NAT e
- i .
Phene Interworki : 3
o Ing Sipers.Halo Changs Max Formards Yos
ia Forking . . 3
OGS ErontEnd-Sarver nchde End Point IF Sor Contess Lookup No
Routing
= QCS BExersions Mo
Server Configuration Aoaye-SM
T 2 Hiding AVAYA Edansions No
Signaling Manipulation Avaya-C51000 NORTEL Extensions No
pp:Rs‘ Groups Ay B0 Diversion Marnpetason NGO
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Domain Policies e
Reset on Tak S No
TLS Management i’ o “
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Cisco Extensions o
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6.2.3 Signaling Manipulation

The Avaya SBCE is capable of doing header manipulation by means of Signaling Manipulation (or

SigMa) Scripts. The scripts can be created externally as a regular text file and imported in the

Signaling Manipulation screen, or they can be written directly in the page using the embedded Sigma

Editor. For the test configuration, the Editor was used to create the script needed to handle the

header manipulation described below.

The Signaling Manipulation Script shown below is needed to remove unwanted headers to prevent

them from being sent to the Service provider.

From the Global Profiles menu on the left panel, select Signaling Manipulation. Click on Add

Script to open the SigMa Editor screen (not shown).

e For Title enter a name, the name of Remove Remote Address was chosen in this example.

e Enter the script as shown on the screen below (Note: The script can be copied from

Appendix A).
e Click Save.
Signaling Manipulation Editor AVAYA
|Tnje Remove Remote Address ] Save
/ /Remove Remote-Address header in ocutbound INVITEs and 200 OK messages
ithin session "ALL"
act on message where $DIRECTION="OUTBOUND" and $ENTRY POINT="POST_.
remove ($HEADERS ["Remote—-Address™] [1])
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The following screen capture shows the newly added Remove Remote Address Signaling
Manipulation Script.
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6.2.4 Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (IP Office) and
the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration (not shown). Click Add Profile (not shown) and enter the profile
name: IP Office.

e Click Next.

Add Server Configuration Profile

Profie Name IP Office
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On the Add Server Configuration Profile window:

Server Type: Select Call Server.
IP Address / FQDN: 172.16.5.60 (IP Address of IP Office).

Port: 5060 (This port must match the port number defined in Section 5.2.1).

Transports: Select UDP.

Click Next.
Server Type
Add
IP Address / FQDN Port Transport
||1?2_16.5.GD | [5080 | [upP v|| Delete

Note: UDP transport protocol was used on the connection between the Avaya SBCE and IP Office.
However, TCP can be used instead if necessary.

Click Next on the Authentication window (not shown).
Click Next on the Heartbeat window (not shown).

On the Add Server Configuration Profile - Advanced tab:

HG; Reviewed:
SPOC 7/7/2015

Select Avaya-1PO from the Interworking Profile drop down menu.

Leave the Signaling Manipulation Script at the default None.
Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection O
Enable Grooming Il
| Interworking Profile [Avaya-IPO v| |
Signaling Manipulation Script |Ncme V|
Connection Type
| Back | | Finish |
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The following screen capture shows the General tab of the newly created IP Office Server
Configuration Profile.
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The following screen capture shows the Advanced tab of the newly created IP Office Server
Configuration Profile.
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To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles (not shown) section and enter the profile name: Service Provider.

Click Next.

Add Server Configuration Profile

Profike Mame

Service Provider

On the Add Server Configuration Profile window:
Server Type: Select Trunk Server.
IP Address / FQDN: 192.168.26.150 (IP Address of the Service Provider SIP Proxy).

HG; Reviewed:

Port: 5060.
Transports: Select UDP.
Click Next.
Server Type Trunk Server E|

IP Address / FQDN

Transport

192.168.26.150

5060

UDP

Delete
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On the Authentication tab:
e Check the Enable Authentication box.
e Enter the User Name credential provided by the service provider for SIP trunk registration.
e Leave Realm blank.
e Enter Password credential provided by the service provider for SIP trunk registration.
e Click Next.

Add Server Configuration Profile - Authentication

Enable Authentication
User Name a128121041
Realm
{Leave blank to detect from server challenge)
Password snescsenene
Confirm Password ssesssssens
Back Next
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On the Heartbeat tab:

e Check the Enable Heartbeat box.

e Under Method, select REGISTER from the drop down menu.

e Frequency: Enter the amount of time (in seconds) between REGISTER messages that will
be sent from the enterprise to the service provider proxy server to refresh the registration
binding of the SIP trunk. This value should be chosen in consultation with the service
provider, 60 seconds was the value used during the compliance test.

e The From URI and To URI entries for the REGISTER messages are built using the
following:

- From URI: Use the User Name entered above under the Authentication screen
(8128121041) and the service provider’s domain name (asbw.alestravoip.com), as
shown on the screen below.

- To URI: Use the User Name entered above under the Authentication screen
(8128121041) and the service provider proxy provider’s domain name
(asbw.alestravoip.com), as shown on the screen below.

Note: The User Name and domain name should be provided by the service provider.

e Click Next.

Add Server Configuration Profile - Heartbeat X

Enable Heartbeat v
Method REGISTER [+ ]
Fregquency 60| seconds
From URI 8128121041@asbw.ales
To URI @asbw.alestravoip.com
Back Next
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In the Add Server Configuration Profile - Advanced window:
e Select SP-General from the Interworking Profile.

e Select Remove Remote Address from the Signaling Manipulation Script, script created in
Section 6.2.3.

e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection

Enabie Grooming

Interworking Profile SP-General ot
Signaling Manpulation Scnpt Remove Remote Address .
Connechon Type SUBID -

Back Finish

The following screen capture shows the General tab of the newly created Service Provider Server
Configuration Profile.

Session Border Controller for Enterprise AVAYA

Dashooary < Server Configuration: Service Provides
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The following screen capture shows the Authentication tab of the newly created Service Provider
Server Configuration Profile.
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Session Border Controller for Enterprise

Server Configuration: Service Provider
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Service Proviger |
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Caom Manager
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C51000
1P Ofica Edt

AVAYA

Clone

The following screen capture shows the Heartbeat tab of the newly created Service Provider
Server Configuration Profile.
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The following screen capture shows the Advanced tab of the newly created Service Provider
Server Configuration Profile.
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6.2.5 Routing Profiles
Routing profiles define a specific set of routing criteria that are used, in conjunction with other types
of domain policies, to determine the route that SIP packets should follow to arrive at their intended
destination.

Two Routing profiles were created, one for inbound calls, with IP Office as the destination, and the
second one for outbound calls, which are sent to the Service Provider SIP trunk.

To create the inbound route, from the Global Profiles menu on the left-hand side (not shown):

Select Routing (not shown).
Click Add in the Routing Profiles section (not shown).

Enter Profile Name: Route _to IPO.

Click Next.

Routing Profile

Profile Mame Route_io_IPC

Mzt

On the Routing Profile screen complete the following:

Click on the Add button to add a Next-Hop Address.
Priority / Weight: 1
Server Configuration: Select IP Office.

Next Hop Address: Select 172.16.5.60:5060 (UDP) (IP Office IP address, Port and
Transport).
Click Finish.

Routing Profile X

URI Group Time of Day

Load Balancing | Priority v| NAPTR

Transport None v Mext Hop Priority

Next Hop In-Dialog O Ignore Route Header ]
Add

Priority /

Weight Server Configuration Next Hop Address Transport

||1 | [IP Office wv| [172.16.5.60:5060 (UDP) v|| None ‘| Delete
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The following screen shows the newly created Route_to_IPO Routing Profile.

Dashboard Routing Profides: Route_to_IPO
Admmatrason s Fansmw || Clow || Dsists |
BackupRestore
2 CHER D 1 ad ! & icrighion
System Management
> cwlah
Global Parameters Raoating Profike
« [Gictat Pronies Roste_to_34 '
| Updatw Pramy Add
Domain DoS Roue_to_SP
Fingerpret Ruste. 10 CM Load Nalancng Noot Hop Addrocs
Server Interwork o
derbixalpabal Fious_ts_CS1000 [ i detan Priceity 172165 60 uoe
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Topology Hidng
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Similarly, for the outbound route:
e Select Routing (not shown).
e Click Add in the Routing Profiles section (not shown).
e Enter Profile Name: Route_to_SP.
e Click Next.

Prodike Mame Foute_1o_SF
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On the Routing Profile screen complete the following:
e Click on the Add button to add a Next-Hop Address.
e Priority / Weight: 1
e Server Configuration: Select Service Provider.

e Next Hop Address: Select 192.168.26.150:5060 (UDP) (Service Provider SIP Proxy IP

address, Port and Transport).
e Click Finish.

Routing Profile X

URI Group . . Time of Day default =
Load Balancing Priority » NAPTR
Transport None Next Hop Pricrity
Next Hop In-Dialog Ignore Route Header
Add
:,:,'.:2:31“' Server Configuration Next Hop Address Transpont
| 1 Service Provider 192,168 26.150:5060 (UDP) . | None Daleta
Back Finish

The following screen capture shows the newly created Route_to_SP Routing Profile.
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6.2.6 Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP packets,
preventing private enterprise network information from being propagated to the un-trusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP headers
like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains expected
by IP Office and the SIP trunk service provider, allowing the call to be accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on the
SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the Enterprise to the public network.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side (not shown):

e Click on default profile and select Clone Profile (not shown).
e Enter the Profile Name: IP Office.
e Click Finish.

Clone Profile X

Profile Marme default
In::lnn- Namae IP Office |
Finish

The following screen capture shows the newly added IP Office Topology Hiding Profile. Note that
for IP Office no values were overwritten (left with default values).
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To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding from
the Global Profiles menu on the left-hand side (not shown):

e Click on default profile and select Clone Profile (not shown).

e Enter the Profile Name: Service_Provider.

e Click Finish.
Profile Name default
[CIooe Name Service_Provider 1

Finish

e Click Edit on the newly created Service_Provider Topology Hiding profile.

e On the Request-Line choose Overwrite from the pull-down menu under Replace Action;
enter the domain name for the service provider (asbw.alestravoip.com) under Overwrite
Value.

e On the From choose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the service provider (asbw.alestravoip.com) under Overwrite Value

e Onthe To choose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the service provider (asbw.alestravoip.com) under Overwrite Value.

e Click Finish.

Header Crtaria Replace Acton Overwree Value

Record-Route * IPDomain = Aup 2

SOP * IP/Domain = Auo . Deleta
Refered-By + IP/Domain = Auo =z

Request-Line = IP/Domain = Overwrze = asbw.alesyavop com | Dotate
From *  IP/Domain = Overwrme *  asbw.alesravop.com | Oelels
Via = [P/Domain = Autlo

‘! To = IP/Domain *  Overwrse +  esbw.alesyavop.com
Refer-To + IPIDomain < Aup
Finesh
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The following screen capture shows the newly added Service_Provider Topology Hiding Profile.
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6.3 Domain Policies

Domain Policies allow configuring, managing and applying various sets of rules designed to control
and normalize the behavior of call flows, based upon various criteria of communication sessions
originating from or terminating in the enterprise.

6.3.1 Application Rules
Application Rules defines which types of SIP-based Unified Communications (UC) applications the
Avaya SBCE will protect: voice, video, and/or Instant Messaging (IM). In addition, Application

Rules defines the maximum number of concurrent voice and video sessions the network will process
in order to prevent resource exhaustion.

From the menu on the left-hand side, select Domain Policies - Application Rules (not shown).
e Click on the Add button to add a new rule (not shown).
e Rule Name: enter the name of the profile, e.g., 500 Sessions.

e Click Next.

Application Rule

Rule Name 500 Session

Mext

e Under Audio check In and Out and set the Maximum Concurrent Sessions and Maximum
Sessions Per Endpoint to recommended values; the value of 500 was used in the sample
configuration.

e Click Finish.

Application Rule X

Application Type out Maximg;nﬁggrntgunenl Il.l'lz-nlggulgr:| c?;.slﬁtom
Audio [s00 | [500 ||
Video O Od
M o O
® None
CDR Support ) CDR w/ RTP
) CDR wio RTP
RTCP Keep-Alive O
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The following screen capture shows the newly created 500 Sessions Application Rule.
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6.3.2 End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security, etc.)
to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select End
Point Policy Groups (not shown).

e Click on the Add button to add a new policy group (not shown).

e Group Name: Enterprise.
Click Next.

Group Mame Enterprise

Next

e Application Rule: 500 Sessions.
e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.
Policy Group X
Application Rule [500 Sessions v
Border Rule |default v|
Media Rule |default-low-med v|
Security Rule default-low v
Signaling Rule [default v
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The following screen capture shows the newly created Enterprise End Point Policy Group.

Session Border Controller for Enterprise AVAYA
Dastboard Policy Groups: Enlerprise
Admpistration Axd Filler By Device L Aeneme  Clone  Delste

Backpfasion

Chon hevo 10 &30 & doacnobon
System Mansgemert P —
celatiow
Global Profies Sylostriow-ac
Palicy Group
PPM Services cmbnid-rmd
# | Domain Pobicies | caluut rusarc Surnrary
Applcaton Riues Jrstmt cecter T Smcurty
Culaud-tagh -
Barder Rues
Meda Rues k- hoh-dee :
Sacurty Rues OCE-defoutngt
Signaiing Rues arye-del-on-ece

Time of Day Rutes

genmieaeumtammsnendmen wreye-del-highwabe:.
End Point Policy

Groups aenaedel-high senw
Seamon Polties |Emerprise
TLE Management Senvice Frovder

Device Specific Setings

Similarly, to create an End Point Policy Group for the Service Provider SIP Trunk.
e Click on the Add button to add a new policy group (not shown).
e Group Name: Service Provider.
e Click Next.

Group Name Service Provider
Mext
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e Application Rule: 500 Sessions.
e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.

Policy Group X

Application Rule [500 Sessions M
Border Rule default v

Media Rule |default-low-med v|
Security Rule

Signaling Rule |default v

The following screen capture shows the newly created Service Provider End Point Policy Group.
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6.4 Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters, which
determine how a particular device will function when deployed in the network. Specific server
parameters, like network and interface settings, as well as call flows, etc. are defined here.

6.4.1 Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings on the left hand side, select Network
Management. Select the Networks tab.

In the event that changes need to be made to the network configuration information, they can be
entered here.

Use Figure 1 as reference for IP address assignments.

Note: Only the highlighted entity items were created for the compliance test, and are the ones
relevant to these Application Notes. Blurred out items are part of the Remote Worker configuration,
which is not discussed in these Application Notes.

Session Border Controller for Enterprise AVAYA
oot Network Management: Avaya SBCE
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Globat Profies Hame amnwy Satnel Nuss el P Adiwes
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Notwork
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Meda interface
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OMZ Services
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Service
SNMP
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On the Interfaces tab, click the Toggle control for interfaces Al and B1 to change the status to
Enabled. It should be noted that the default state for all interfaces is disabled, so it is important to
perform this step or the Avaya SBCE will not be able to communicate on any of its interfaces.

Alams 1 Incdents Stans Logs Users Seattings Help Log Ouwn

Session Border Controller for Enterprise AVAYA

Dashboard Network Management: Avaya SBCE
Adminsiration
BackupRestore ]
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Notwork

Imartace Neyne

| A1

VLAN Tag

A2

[0t

82
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End Point Flows
Session Flows
OMZ Services
TURNISTUN Service
ENMP
Sysiog Management
Advanced Opsons
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6.4.2 Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, the port
range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface (not shown).
e Select Add in the Media Interface area (not shown).
e Name: Private_med.
e Select IP Address: 172.16.5.71 (Inside IP Address of the Avaya SBCE, toward IP Office).
e Port Range: 35000-40000.

e Click Finish.
%Nama [Prwatc med| "]
P Address (17216571 V]
}‘Parl Renge 35000 |-[40000 |
i Finish [

e Select Add in the Media Interface area (not shown).

e Name: Public_med.

e Select IP Address: 10.10.157.186 (Outside IP Address of the Avaya SBCE, toward the
Service Provider).

e Port Range: 35000-40000.

e Click Finish.
[Name " Public_med
’IP Address 10.10.157.188 | -
| Port Range 35000 - 40000
Finish
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The following screen capture shows the newly created Media Interfaces.

Dasttoard
Admnsiration
BackupTastore
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Global Porameters
Global Proties
PPM Senvices
Domain Polces
TLS Management
[Soon Spmeio Seegs |
Network
Maragement

Signaiing Intertace

End Polet Flows

Session Flows
OMZ Services

TURNISTUN
Service

SNMP

Sysiog Mansperment

Acvanced Cptions
Troublestoatng

Session Border Controller for Enterprise AVAYA

Media Interface: Avaya SBCE

| oo EEECEES

Avays SBCE

Motk tang 0 Sowang an wartng Mede Aeaie wil inques a0 PR ston adlir! Satore AT ¥l APLELanon s Can D eeund bam

e Satagamerm

Privane_med TZ1857 JE000 - 42000

Puséc_med 10 10187 180 35000 - 42000 Nt Y
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6.4.3 Signaling Interface
To create the Signaling Interface toward IP Office, from the Device Specific menu on the left hand
side, select Signaling Interface (not shown).
e Select Add in the Signaling Interface area (not shown).
e Name: Private_sig.
e Select IP Address: 172.16.5.71 (Inside IP Address of the Avaya SBCE, toward IP Office).
e UDP Port: 5060.

e Click Finish.
Add Signaling Interface X

MName | Private_sig |
IP Address 17216511 W
TCP Port | |
Lesve blank to disable
UDP Port
Leave b E’nk fo disable |505CI |
TLS Port | |
Lesve blank to disable

TLS Profile MNone W

Enable Shared Control

Shared Control Port
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e Select Add in the Signaling Interface area (not shown).

e Name: Public_sig.

e Select IP Address: 10.10.157.186 (outside or public IP Address of the Avaya SBCE, toward
the Service Provider).

e UDP Port: 5060.
e Click Finish.

Add Signaling Interface X

Name Public_sig

IP Address 10.10.157.186 | -

TCP Port
Leave tank 10 dsatie

UDP Port
Loavwe UA‘:H 10 dsatio 5060

TLS Port

Lasiroe Dlark fo disatie

TLS Profile None

Enable Shared Control

Shared Control Port

Finish

The following screen capture shows the newly created Signaling Interfaces.
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Session Border Controller for Enterprise . 2\\7AYA°

Castbosrd *  Signaling Interface: Avaya SBCE
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BackupRestore

o s [ oo [

Global Parameters NPIORE

Gioba! Profies fore Bastem Monaseras
PPM Secvices
Comam Foloes
TLS Management

| Prvane_sg
« [ Dovice Specific Semngs |

e — | Puséz_ag 10.10.157 148 - £040 - Nave it e

MOGTARG G GOMONG #0 BOKING HOMMNG FIATRE0 wl reue 0 AOPLCEON et Sa1000 NG SMACT AQLACAIGN FEBTE (AN DO KEeed

Maragement

Meda Imerface

End Poirt Flows

Seszon Flows
OMZ Senvices

TURNISTUN

Service

SNMP

Sysicg Management

Adaanced Options
Troubishootng
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6.4.4 End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URISs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
group which contains several rules concerning processing, privileges, authentication, routing, etc.
Once routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

1P-PBX

J

SIP Trunk Service Provider

Avaya SBCE

S
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The End-Point Flows define certain parameters that pertain to the signaling and media portions of a
call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows (not shown), then the Server Flows tab. Click Add (not shown).

Name: SIP_Trunk_Flow.

Server Configuration: Service Provider.

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Private_sig.

Signaling Interface: Public_sig.

Media Interface: Public_med.

End Point Policy Group: Service Provider.

Routing Profile: Route_to IPO (Note that this is the reverse route of the flow).

e Topology Hiding Profile: Service_Provider.
e File Transfer Profile: None.
e Signaling Manipulation Script: None.

e Remote

Brach Office: Any.

e Click Finish.

HG; Reviewed:
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Flow Name

Server Configuration
URI| Group
Transport

Remote Subnet

End Point Policy Group
Routing Profie

Topolegy Hiding Profile

SIP_Trunk_Flow

Service Provider

Service Provider
Route to IPO

Service Provider

File Transfer Profile None | =

Signaiing Manipulation Script None

Remote Branch Office Any| =
Finish

Received Interface Private_sig -
Signaling Interface Public_sig A
Media Interface Public_med

Edit Flow: SIP_Trunk_Flow X
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To create the call flow toward IP Office, click Add (not shown).
e Name: IP_Office_Flow.
e Server Configuration: IP Office.

e URI Group: *

e Transport: *

e Remote Subnet: *

e Received Interface: Public_sig.

e Signaling Interface: Private_sig.

e Media Interface: Private_med.

e End Point Policy Group: Enterprise.

e Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).

e Topology Hiding Profile: IP Office.

e File Transfer Profile: None.

e Signaling Manipulation Script: None.
e Remote Brach Office: Any.

e Click Finish.

Edit Flow: IP_Office_Flow X

HG; Reviewed:
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Flow Name IP_Office_Flow
Server Configuration IP Office b
URI Group . .
Transport . =
Remote Subnet
Received Interface Public_sig z
Signaiing Interface Private_sig
Media Interface Private_med
End Point Policy Group Enterprise
Routing Profile Route_to_SP
Topolegy Hiding Profile IP Office
File Transfer Profile None | =
Signaling Manipulation Script None
Remote Branch Office Any =

Finish
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The following screen capture shows the newly created End Point Flows.

Session Border Controller for Enterprise
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Giobal Profiles
PPM Services
Domain Poloes
TLS Maragement
:
Natwore Manageemnent
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Advanced Optors
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End Point Flows. Avaya SBCE

Avays SBCE
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7. Alestra SIP Trunking Configuration

To use Alestra’s SIP Trunk service, a customer must request the service from Alestra using the
established sales processes. The process can be started by contacting Alestra via the corporate web
site at: http://www.alestra.com.mx/ and requesting information.

During the signup process, Alestra and the customer will discuss details about the preferred method
to be used to connect the customer’s enterprise network to Alestra’s network. Alestra will provide IP
addresses, Direct Inward Dialed (DID) numbers to be assigned to the enterprise. The customer will
need to provide the IP address used to reach the Avaya Session Border Controller for Enterprise at
the customer’s enterprise site. This information is used to complete the Avaya IP Office and Avaya
Session Border Controller for Enterprise configuration discussed in the previous sections.
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8. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.

8.1 Verification Steps

The following steps may be used to verify the configuration:
e Verify that endpoints at the enterprise site can place calls to the PSTN.
e Verify that endpoints at the enterprise site can receive calls from the PSTN.
o Verify that users at the PSTN can end active calls to endpoints at the enterprise by hanging
up.
e Verify that endpoints at the enterprise can end active calls to PSTN users by hanging up.
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8.2 IP Office System Status
The following steps can also be used to verify the configuration.

Use the Avaya IP Office System Status application to verify the state of SIP connections. Launch the
application from Start - Programs - IP Office - System Status on the PC where Avaya IP
Office System Status is installed, log in with the proper credentials.

AVAYA IP Office System Status

. it Offvre
, Logon

Control Unit TP Address: BEFSURE T

Sarvices Base TCP Port: B0

Local IV Address:

User Rame:

Password:

W Auto recannact

M Secure connection
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Select the SIP Line of interest from the left pane. On the Status tab in the right pane, verify that the
Current State is Idle for each channel (assuming no active calls at present time).

IP Office System Status

SIP Trenk Summary

Line Servoe Sate in Service

Peer Doman Nave: oI %S

Resoved Address %57

Lt Moo 134

Nurber of Admewstered Channeis: 0

PMasrber of Churvwls n L 0

Advwesterad Conpresson! G729 A, GTILA, G74MN

Erable Fastytars: o

Shence Suppreston: or

Medes Streen: L

Layer 4 Protocel: e

SIP Trunk Crenvel Licerees Unbmies . -
SIP Trurk Onarvel Lesrss n Lse: 0

SIP Dewos Features| REFER {Incorwng and Dutpong), UPDATE (Incoming and Ougong)

e
2 33
3 e
< e
) =
s S
7 e
s 15 | 2y 18369 |
3 e | 2dags 3828 |
10 “ide [ Pep @iy |
Trace Al | Fouse || Prg ol Deta | GraAdSwidown || FarceGuinfSerwee | Peml,, | Seveds..

e Select the Alarms tab and verify that no alarms are active on the SIP Line.

AVAYA IP Office System Status

Aarro for Linec 17 SI9 W/ /17216571
»3 Omar M Graceld Shustomn Parce Out of Serves Ao || SewedAs,.
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8.3 IP Office Monitor

The IP Office Monitor application can be used to monitor and troubleshoot signaling messaging on
the SIP trunk. Launch the application from Start = Programs = IP Office = Monitor on the PC
where IP Office Manager was installed. Click the Select Unit icon on the taskbar and Select the IP
address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit “iew Filkers Status Help

=8| »8T| x|V @ ==

' F4 4

Start/Stop Trace Select
Trace Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows modifying the
threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting the desired color.

All Settings — [
T1 | YPN | WAN | SCH | Jade |
a4TM | Cal | DTE | EConf | FameRelsy | GOD | H322 | Intedace |
IS0OM ] Ke_l,l.fLamp] Direch:ur_l,l] tedia ] PP ] RZ ] Houting] Semvices S_I,Istem]
Events
¥ Sip [vebose = ™ STUN [~ SIP Dect
||
|| "
[ 1
FPackets
i
|| [~ 5IP Reg/Opt Rx [~ SIF Misc Rx
1 [ SIP Reg/Opt Tx [ SIP Misc Tx
I
[~ SIPCallRx [~ Cm Motify Rx
I [~ SIPCall T [~ Crn Motify Tx
v Sip Bx IP Filter [nnm.nnn.nnn.nnn)
W Sip Tx |
"
Default .a.u‘ Clear All ‘ Tab Clear.&ll‘ Tab semu| Corad
S s ‘ Lazd Fle ‘ Load Partial File| &l ‘
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8.4 Avaya Session Border Controller for Enterprise

There are several links and menus located on the taskbar at the top of the screen of the web interface
that can provide useful diagnostic or troubleshooting information.

Alarms: Provides information about the health of the Avaya SBCE.

Session Border Controller for Enterprise AVAYA
Dashboard Dashbeard
E———
BacaupRestore Sysass Tire 115108 PM GMT-06.00 Fahush EMS
Syslem Managerment s 5
v 3122408 =

Global Parameters anzs e s

Globel Profies Bubd Date Fii Mov 21 $7.35.00 £5T 2014

PPM Services Loense Seate cK

Domain Polcies Apgregate Lrarsng Overages 0

TLE Management

Feah Ucassng Overage Cout 0

Device Spocific Setings

nedenty (past 24 hosrs|

None fourd Avayd SECE 8o Server Flow Makched v heomng Messape
Avys SBCE Mo Server Flaw Matched for ncomng Mesiape
Avayd SBCE No Server Fiow Matcsed Ity hcomieg Message
Avayd SBCE No Server Fiow Masched for insoming Messape
Avaya SBCE No Server Flow Maiches for insoning Massape
Mad
. Nmw |
Ne roles ‘ours a
The following screen shows the Alarm Viewer page.
Alarm Viewer AVAYA
s
s ) 4] Details State Time Dewee
My S0k No alanms found for s devics
Clear Selectad  Clear Al
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Incidents: Provides detailed reports of anomalies, errors, policies violations, etc.

Session Border Controller for Enterprise AVAYA
Dsshboard Dashboard
BachpRestore Systwen Trrw 11/57:08 PM GMT-08.00 Fafesn  EMS
System Management
Versine 831224853 Fomps S5CE

Gictel Paramaters

Giobal Profies Bedd Oate FriNow 21 17:35:08 E57 2004

PPM Sendces Licerme Staln ax

Doman Polcies Aggrepate Licersing Overages O

TLS Management Peak Leersing Overape Count O

Denvice Specilic Setings

AL (past 24 bowrs vesdlerms (past J4 howrs

Aowye SHCE No Sanvwr Faw Makcsed for Iscomng Message

Avaya SBCE No Server Flow Manhed for Iscoming Message
Awaya SBCE No Server Flow Manoted for Incoming Message
Jormpa SSCE o Setver Flow Macted for Iscomng Message

Fompa SHTE No Server Flow Menched for lscoming Message

No nctes found

The following screen shows the Incident Viewer page.

Incident Viewer AVAYA

Devce Avays SBCE - Catsgary Protocel Discrepancy > Clest Filtars Refrash | Gansrats Report
Displaying resuts Oto Dot of O

Calegory

No inaidents found

,‘,
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Session Border Controller for Enterprise AVAYA
Deshboard Dashboard
A
BachpRestore Systnen Tirw 115108 PM GMT-0800 Pairesh  EMS
System Management
v 1
e m ersne £3.1-22-4553 forwpa SECE

Giobal Profies Budd Oate FriNow 21 17:35%:08 EST 2004

PPM Seraces Licerme Staln oK

Doman Polcies Aggrepale Licersisg Overages O

TLS Msnagement Pk L o

Denvice Specilic Setings

Noow fourd Aowye SHCE No Sanver Faw Makcsed for lscomng Message
Ayaya SBCE No Server Fow Manhes for Iscoming Message
Avaya SBCE No Server Flow Manoted for Iscoming Message
Jompa SHCE No Server Flow Maiched for Iscoming Message

Fompa SHTE No Server Flow Munched fof Iscoming Message

&

No nctw lound

The following screen shows the Diagnostics page with the results of a ping test. Note that IP
addresses have been blurred out for security reasons.

Finging X

Average ping from 172 16 5 169 10 5 48 373ms
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings >
Troubleshooting = Trace. Select the Packet Capture tab, set the desired configuration for the
trace and click Start Capture.

Dagnestes Semngs
Session Border Controller for Enterprise AVAYA
Giotal Profies = Trace: Avaya SBCE
PPM Servicas
e [Packes Capmure |
TLS Management — | Packet Capture | GEuphine
B ribidia — Avaya SSCE < ~
| Denice Specric Settings Packet Capare Contguraton
Network Staon Ready
R infertace Any|»
Meda intefacs
Signaing interface :?5 'Ao'n” als
End Poirt Flows Bancte Addees
Session Flows TEFTe
DWZ Services Provcol Al
TURNSTUN Service
Maemum Nember of Fazkets to Capture 10000
SNMP
Sysiog Menmguetert S At aytmettseeria Test 1.peap
Agvanced Opticns
« [ Troutreshooting | Stan Capture Ciear
Debugzng
Trace
DoS
Leaming
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Once the capture is stopped, click on the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Semngs

Session Border Controller for Enterprise AVAYA

Giotel Profiles * Trace: Avaya SBCE
PPM Senvices
Damain Polcles

TLS Management m Facket Capture l Captures

RN Avays 5BCE

T Network
Management - — -
Mada interface 1 s NIV 0800
Signaing interface
End Polrt Flows

Filw Biow (brotes | Last Mol

Sesslon Flaws

DMZ Services
TURNSTUN Service
SHNMFP
Sysiog Managemant
Agvanced Ophions

* | Troubleshootng I

Debuagng

! Trace
DoS
Leaming
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9. Conclusion

These Application Notes describe the configuration steps necessary for configuring Session
Initiation Protocol (SIP) Trunk Service for an enterprise solution consisting of Avaya IP Office
Release 9.1 and the Avaya Session Border Controller for Enterprise Rel. 6.3 to interoperate with
Alestra SIP Trunking Service, as shown in Figure 1.

Alestra SIP Trunking Service passed compliance testing with the observations/limitations outlined in
the scope of testing in Section 2.1 as well as under test results in Section 2.2
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11. Appendix A: SigMa Script

The following Signaling Manipulation script was used in the configuration of the Avaya SBCE,
Section 6.2.3:

Title: Remove Remote Address
/I[Remove Remote-Address header in outbound INVITEs and 200 OK messages

within session "ALL"

{
act on message where %DIRECTION="OUTBOUND" and

%ENTRY_POINT="POST_ROUTING"

{
remove(%HEADERS["Remote-Address"][1]);

¥
k
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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