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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between the Alestra Enlace IP SIP Trunk service and an Avaya SIP-enabled
enterprise solution. The Avaya solution consists of Avaya IP Office 9.0 and Avaya Session
Border Controller for Enterprise 6.2.

The SIP Trunk service offered by Alestra provides customers with PSTN access via a SIP
trunk between the enterprise and the Alestra network, as an alternative to legacy analog or
digital trunks. This approach generally results in lower cost for the enterprise.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between the Alestra Enlace IP SIP Trunk service and an Avaya SIP-enabled enterprise
solution. The Avaya solution consists of Avaya IP Office release 9.0, Avaya Session Border
Controller for Enterprise (Avaya SBCE) release 6.2 and various Avaya endpoints.

The Alestra Enlace IP SIP Trunk service referenced within these Application Notes is designed
for enterprise business customers in Mexico. Customers using this service with the Avaya SIP-
enabled enterprise solution are able to place and receive PSTN calls via a broadband WAN
connection and the SIP protocol. This converged network solution is an alternative to traditional
PSTN trunks such as analog and/or ISDN-PRI.

2. General Test Approach and Test Results

A simulated enterprise site containing all the Avaya equipment for the SIP-enabled solution was
installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured to
connect to the Alestra Enlace IP SIP Trunk service via a broadband connection to the public
Internet.

The configuration shown in Figure 1 was used to exercise the features and functionality tests
listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Testing was performed with IP Office 500 v2 R9.0, but it also applies to IP Office Server Edition
R9.0. Note that IP Office Server Edition requires an Expansion IP Office 500 v2 R9.0 to support
analog or digital endpoints or trunks.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

Response to SIP OPTIONS queries.

Incoming PSTN calls to various phone types. Phone types included SIP, H.323, digital
and analog telephones at the enterprise. All inbound PSTN calls were routed to the
enterprise across the SIP trunk from the service provider.

Outgoing PSTN calls from various phone types. Phone types included SIP, H.323,
digital, and analog telephones at the enterprise. All outbound PSTN calls were routed
from the enterprise across the SIP trunk to the service provider.

Inbound and outbound PSTN calls to/from Avaya IP Office Softphone.

Inbound and outbound PSTN calls to/from Avaya Flare® Experience for Windows
softphones.

Inbound and outbound PSTN calls to/from SIP remote workers using Avaya Flare®
Experience for Windows sofphones.

Various call types including: local, long distance, international, outbound toll-free, etc.
Codecs G729A and G.711A.

G.711 Fax.

Caller ID presentation and Caller ID restriction.

DTMF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, and conference.

Off-net call forwarding and twinning.

Items not supported or not tested included the following:

Inbound toll-free and emergency calls are supported but were not tested as part of the
compliance test

Network Call Redirection using the REFER method is not supported by Alestra and it
was not tested.

Operator services such as dialing 0 or 0 + 10 digits are not supported.
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2.2. Test Results

Interoperability testing of the Alestra Enlace IP SIP trunk service was completed with successful
results for all test cases with the exception of the observations and limitations described below:

Calls to Busy Numbers: Alestra did not send “486 Busy Here” for calls made from an
enterprise extension to busy PSTN numbers. Since busy tone was heard by the caller, this
observation had no direct impact to the user.

Caller ID on incoming calls from the U.S.: Calls originating from PSTN telephones in
the U.S. to DIDs numbers in Mexico assigned to the IP Office SIP trunk displayed
“Restricted/Unavailable” on the enterprise extensions. This seems to be a PSTN
restriction for all international inbound calls to Mexico from the U.S., not limited just to
Alestra. This behavior is not necessarily indicative of a limitation of the combined
Alestra/Avaya solution, and it is listed here simply as an observation.

“To” header on incoming calls: Alestra sent in the Request-URI of incoming calls to the
IP Office the last 4 digits of the DID number assigned, but in the To header it sent the
complete 10 digit DID number, preceded by a constant 8 digit prefix. This issue was
referred to Alestra for investigation. Since the Call Routing Method in the IP Office SIP
Line was set to “Request URI”, this issue had no noticeable effect to the user.

T.38 Fax: When using T.38 for Fax Transport Support on the IP Office SIP line, Alestra
responded with “488 Not Acceptable Here” to the re-invite sent from the IP Office to
switch from voice to T.38, and the fax call dropped. This issue was sent to Alestra for
investigation.

Inbound and outbound fax calls using G.711 pass-through were successfully tested
Direct Media: Direct media had to be disabled in the IP Office, by unchecking Allow
Direct Media Path in the SIP Line/VolIP tab, to avoid a noticeable clipping that was
observed on outbound calls at the beginning of the audio stream. This issue is currently
under investigation by the IP Office team (JIRA IPOFFICE-52060).

2.3. Support

For technical support on the Alestra Enlace IP SIP Trunk service offer, visit
http://www.alestra.com.mx/
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3. Reference Configuration

Figure 1 illustrates the sample Avaya SIP-enabled enterprise solution, connected to the Alestra
Enlace IP SIP Trunk service through a public Internet WAN connection.
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Figure 1: Test Configuration

Note that for security purposes, all public IP addresses and phone numbers shown throughout
these Application Notes have been edited so that the actual IP addresses of the network elements
and public PSTN numbers are not revealed.
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The enterprise site contains the IP Office 500v2 with analog and digital extension expansion
modules, as well as a VCM64 (Voice Compression Module) for supporting VolP codecs. The
LANL1 port of the IP Office is connected to the enterprise LAN. Endpoints include Avaya 1600
and 9600 Series IP Telephones (with H.323 firmware), Avaya 1140E IP Telephones (with SIP
firmware), Avaya 1408 and 9508D Digital Telephones, analog telephones and PCs running
Avaya IP Office Softphone and Avaya Flare® Experience for Windows. The site also has a
Windows PC running Avaya IP Office Manager to configure and administer the IP Office
system, and Avaya Voicemail Pro providing voice messaging service to the IP Office users.
Mobile Twinning is configured for some of the IP Office users so that calls to these users’
extensions will also ring and can be answered at the configured mobile phones.

Additionally, the reference configuration included the support for IP Office soft-clients in a
remote worker environment. This functionality was introduced with the software releases of
Avaya IP Office 9.0 and the Avaya Session Border Controller for Enterprise (SBCE) 6.2. A
remote worker is a SIP endpoint that resides in the untrusted network, registered to the IP Office
at the enterprise via the Avaya SBCE. Remote workers feature the same functionality as any
other endpoint at the enterprise. The remote worker functionality was successfully tested during
the compliance test. The Avaya Flare® Experience for Windows soft-client was used for this
purpose, using Transport Layer Security (TLS) as the signaling protocol and Secure Real Time
Protocol (SRTP) for the audio.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this document. Consult [9] in the References
section for more information on this topic.

In an actual customer configuration, the enterprise site may include additional network
components between the service provider and the Avaya SBCE, such as a router, data firewall,
etc. A complete discussion of the configuration of these devices is beyond the scope of these
Application Notes. However, it should be noted that all SIP and RTP traffic between the service
provider and the IP Office system must be allowed to pass through these devices.

During the compliance test, in addition to the DID numbers assigned to the SIP trunk, Alestra
provided a local test number in Monterrey, Mexico. A SIP-based softphone was registered to this
local PSTN number and was used to originate and terminate local calls to and from the PSTN to
the enterprise
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Component | Version

Avaya

Avaya IP Office 500v2 9.0.0.829
Avaya IP Office Digital Expansion Module 9.0.0.829
DCPx16

Avaya IP Office Manager 9.0.0.0.Build 829
Avaya IP Office Voicemail Pro 9.0.0.311
Avaya 1608 IP Telephone (H.323) 1.3 SP3
Avaya 9640 IP Telephone (H.323) Avaya one-X Deskphone Edition 3.2
Avaya 1140E IP Telephone (SIP) 04.03.18.00
Avaya Digital Telephone 1408 32.0
Avaya Digital Phone 9508 0.45
Avaya IP Office Softphone 3.2.3.49.68975
Avaya Flare® Experience for Windows 1.1.4.23
Avaya Session Border Controller for 6.2.0.Q48
Enterprise, on a Portwell CAD-0208 server

Alestra Enlace IP

Sonus Softswitch VV07.03.06 R003
Acme Packet SBC V6.2
Lucent 5ESS V16.1

5. Configure Avaya IP Office

This section describes the IP Office configuration necessary to support connectivity to the
Alestra Enlace IP SIP Trunk service. IP Office is configured through the Avaya IP Office
Manager PC application. From the PC running IP Office Manager, select Start = Programs 2>
IP Office = Manager to launch the application. Navigate to File = Open Configuration (not
shown), select the proper IP Office system from the pop-up window, and log in with the
appropriate credentials. A management window will appear similar to the one shown in the next
section.

The appearance of the IP Office Manager can be customized using the View menu. In the
screens presented in this section, the View menu was configured to show the Navigation pane on
the left side and the Details pane on the right side. These panes will be referenced throughout the
IP Office configuration.

Standard feature configurations that are not directly related to the interfacing with the service
provider are assumed to be already in place, and they are not part of these Application Notes.
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5.1. Licensing

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in
the Navigation pane. Confirm that there is a valid license with sufficient “Instances” (trunk
channels) in the Details pane. Note that the entries under PLDS Host ID and License Key in the
screen below were edited for security purposes.

I N -

=K BOOTP(2)

License | Remote Server

fl-gee Operator (3) V.
=%y IPS00_2 (WSBCE) License Mode  License Marmal
=I5 System (1)
=2y 1PS00. 2 (wSBCE) PLoS Host 100 113
#f Line (19] . Feature License Key Instances Status Expiry Date Source L
#1-< Control Unit (4) Report Yiewer RwdDdywavRInd?... 255 Walid Never ADI Nodal
-4 Extension (47) Mobility Features @KNCIMBKESmitP.,, 255 Obsolete hever ADI Nodal Remove
# o User (49) Advanced Small Community Metworking  MTaebdBnESERYn... 255 Chsolete Mewer ADT Modal
5 Group (1) IPSO0 Yoice Netwarking Channels ynBHHUBREVEQIK, .. 255 Walid Hever ADI Modal
+- 8% Shart Code (65) IPS00 Uporade Standard to Professio...  IykKkoGSMPOXIU... 255 Obsolete Mewer ADI Nodal
@ Service (0) IPS00 Voice Networking Channels @qCDnSLuvijusk... 4 Valid Mever ADI Nodal
W, RAS (1] W Channel Migratian z4MuouwwSwibhlz... 255 Valid hever ADIL Nodal
4 @ Incoming CallRaute (11) [C5IF Tronk Channels uarDRAMVACPI@ ... 255 Yalid Herver DI Nodal ]
PN IP Extensions S40UIFS6RGxwnF.,, 255 Obsolete Never ADI Nodal
&g warkort (1) IPS00 Uriversal PRI (Additional chan...  nqWAZaSGtDiwd... 255 Yalid Mever ADI Nodal
@ Directory (0} RAS LRG Support (Rapid Response) olc2gPmyADimd... 255 Valid Mever ADT Modal
(f‘ Time Profile (0 IP Office Dealer Suppart - Standard E...  PR2D74gwlKebF... 255 Yalid Mever ADI Nodal
+ @ Firewall Profile (1) IP Cffice Dealer Support - Profession,,,  FUMSFYmhLY _9n... 255 Yalid Mever ADI Nodal
+ [l 1P Route (3) IP Office Distributor Support - Standa,., 6tlo8RSwAsPYng.., 255 Yalid Mever ADI Nodal
IP Office Distributor Suppart - Profes..,  kGEMolSqQM_XIc... 255 Yalid Mever ADI Nodal
UMS Web Services 3UusIPBxDSINVE... 255 Valid Mewer ADI Modal
- Customer Service Agent FAMEQbS4gsallp,.. 255 Yalid Mever ADI Nodal
B Tunnel (0) Third Party APL nHrbxECAXagFDb. . 255 Walid Never ADI Nodal
#-fiq User Rights (&) software Upgrade 255 g4Coxrd@ds1Ziz.,.. 1 alid Mever ADT Modal
o Auto Attendant (09 one-% Portal For 1P Office LyahZn@pdvoM3l,,, 255 Yalid Mever ADI Nodal
#-g ARS (1) Avaya IP endpoints pryEWRmMIStzBDL,,, 255 Yalid Mever ADI Nodal
@ RAS Location Request (0 Customer Service Supervisar ddmGkxo¥QIdoG, . 2585 Walid Mever ADL Nodal
5 Lacation (0) Essential Edition Additional Yoicemal ... Ytcm_Ldg®3Qah.., 255 Walid Mever ADL Nodal
Teleworker K I00sBAMMESH, . 255 Yalid Mevwer ADI Modal
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5.2. LAN Settings

In the sample configuration, IP500V2(w_SBCE) was used as the system name, and the LAN1
port was used to connect the IP Office to the enterprise network. To access the LAN1 settings,
first navigate to System (1) - IP500V2(w_SBCE) in the Navigation pane and select the LAN1
- LAN Settings tab in the Details pane. Set the IP Address field to the IP address assigned to
the IP Office LAN1 port. Set the IP Mask field to the mask used on the public network. All
other parameters should be set according to customer requirements.

~Pomces |5

=K B0OTR (2) Systern|| LANL  llamz | DNS || Voicerail | Telephony || Direckory Services | System Events | SMTP | SMDR || Twinning | YCM | CCR | Codecs

#-¢7% Operator (3)

= %% IPSO0VZ(w_SBCE)
==y Syskem (1)
= IPSO0YZ(w_SBCE) ligaddices

T4 Line (19 1P Mask 255 . 255 . 256 . O

= Control Unit {4)

IPS00V2(w_SBCE) [

LAN Settings | voIP | Metwork Topology
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- ] ]
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@ Service ()
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@ WanPort {07
a4 Directory (0)
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On the VolIP tab in the Details pane, the H323 Gatekeeper Enable box is checked to allow the
use of Avaya IP Telephones using the H.323 protocol, such as the Avaya 1600 and 9600 Series
IP Telephones present in the sample configuration. The SIP Trunks Enable box must be
checked to enable the configuration of SIP trunks on this interface. The SIP Registrar Enable
box is checked to allow the registration of Avaya 1140E Telephones, Avaya Flare® Experience
and Avaya IP Office Softphones using the SIP protocol. On the Domain Name field, the local
SIP registrar domain name sil.miami.avaya.com was used. This domain name will need to be
configured on the SIP endpoints in order to register with the system. On the Layer 4 Protocol
section, the default UDP and TCP protocols and ports were used.

L& Settings IVDIP | Metwork Topology

| H323 Gatekeeper Enable |
[] auto-create Extn

Auto-create User [ H323 Remote Extn Enable

3IF Trunks Enable

SIP Registrar Enable
[ auto-create ExtnfUser

[] s1P Remate Extn Enable

Dornain Marne sil miami, avaya.com

LD UDP Port  [S080 = Remate LIDP Port
Laver 4 Protocal TCP TCP Pork (5060 - Remote TCP Port

s TLS Port (5061 - Remote TLS Port
Challenge Expiry Time (secs) 10 £
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The RTP Port Number Range can be customized to a specific range of receive ports for the
RTP media. Based on this setting, IP Office would request RTP media be sent to a UDP port in
the configurable range for calls using LANL.

IP Office can also be configured to mark the Differentiated Services Code Point (DSCP) in the
IP header with specific values to support Quality of Services policies for both signaling and
media. The DSCP field is the value used for media and the SIG DSCP is the value used for
signaling. The specific values used for the compliance test are shown in the example below.

All other parameters should be set according to customer requirements.

LAM Settings |'\"01P | Metwark Topology

RTP

Port Mumber Range

4k

Minirmurn 49152 3 Maxirmurm 53246

Port Murmber Range (MAT)

4

Minimum 49152 Maximum 53246

Enable RTCP Maonitaring on Port 5005

Keepalives

Scope Disabled v

DiffSery Settings
BE 3| DSCP{Hex) B8 | video DSCP{Hex) FC 3| DSCP Mask(Hex) [88 3| 5IG DSCP (Hex)

43

46 |3 | DScP 46 % | Video DSCP 63 DSCP Mask 34 |3 sIaDScP
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On the Network Topology tab in the Details pane, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu to the option that matches the
network configuration. Since no network address translation (NAT) was used in the
compliance test, the parameter was set to Open Internet. With this configuration, settings
obtained by STUN lookups are ignored. The IP address used is the one assigned to the
interface.

e Set Binding Refresh Time (seconds) to 180. This value is used to determine the
frequency at which IP Office will send SIP OPTION messages to the service provider.

e Defaults were used for all other fields.

LAM Settings | woIP | Metwork Topology

Metwiark Topology Discovery

STUM Server Address 59,90,168.13 STUM Pork 3478 -
Firewall/MNAT Type Cpen Internet w
Binding Refresh Time (seconds) 130 %
Public IP Address n n n n Cancel
Public Part
UDP 0 e
TCP o
TLS 0 v

|:| Run 5TUM on skartup
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5.3. System Telephony Settings

Navigate to the Telephony - Telephony Tab in the Details Pane. Choose the Companding
Law typical for the enterprise location. In Mexico, A-Law is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfers to the PSTN via the
SIP trunk to the service provider.

B IPS00V2(w_SBCE) =

Swskern || LAML || LAMZ || DNS Woicemnail f; Pirectary Services | System Events | SMTP | SMDR || Twinning | WCM CCR Codecs

Telephory | park & Page | Tones & Music | Ring Tones | 5M Call Log || TUI

Analogue Extensions Carnpanding Law

Swibch Line
Default Qutside Call Sequence Marmal w
Default Inside Call Sequence Ring Type 1 v O U-Law U-Law Line
Default Ring Back Sequence Ring Tvpe 2 -

@ A-Law @ A-Law Line
Restrick Analogue Extension Ringer Yolkage F

Dial Delay Time (secs) 4 % [ D55 Stabus
Dial Delay Count u g Auto Hold
Defaulk Mo Answer Time (secs) 15 3 LI [ 1Eme
W
Hold Timeout: {secs) i = Shews Account Code
Park Ti o ) o0~ ] Inhibit OFF-Switch Forward) Transfer
ark Timeout (secs B
Ring Delay ¢ ) 5 = |:| Restrict Metwork, Interconnect
ing Delay (secs >
- [ orop External Only Impromptu Conference
Call Priotity Promotion Time (secs)  |Disabled £
[ wisually Differentiate External Call
Default Currency usD v
] unsupervised Analag Trunk Disconnect Handling
Defaulk Mame Prioriby Favor Trunk W
High Quality Conferencing
Media Connection Preserwvation Disabled A
[] strick SIPS
DigitalfAnalogue Auto Create User
MAA,; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 58

SPOC 2/11/2014 ©2014 Avaya Inc. All Rights Reserved. Altr_IPO_9_SBCE



5.4. Twinning Calling Party Settings

Navigate to the Twinning tab on the Details Pane. Uncheck the Send original calling party
information for Mobile Twinning box. This will allow the Caller 1D for Twinning to be
controlled by the setting on the SIP Line (Section 5.6). This setting also impacts the Caller ID
for call forwarding.

IPS00V2({w_SBCE)

Swskem | LAML || LAMNZ || DNS Voicemail | Telephorvy | Directory Services | System Events | SMTP || SMODR ETWiI'II'IiI'I';IE Wi

[1 send ariginal calling party information For Mobile Twinning

Calling party information For
Mobile Twinning

5.5. System Codecs Settings

Navigate to the Codecs tab in the Details Pane. The RFC2833 Default Payload field is new in
IP Office release 9.0. It allows the manual configuration of the payload type used on SIP calls
that are initiated by the IP Office. The default value 101 was used. The list of Available Codecs
shows all the codecs supported by the system, and those selected as usable. The Default Codec
Selection area enables the codec preference order to be configured on a system-wide basis. The
buttons between the two lists can be used to move codecs between the Unused and Selected
lists, and to change the order of the codecs in the Selected codecs list. By default, all IP (SIP and
H.323) lines and extensions will use this system default codec selection, unless configured
otherwise for a specific line or extension.

B IP500V2(w_SBCE) of -8 X[ v |

Swstern || LAML || LANZ2 || DNS Voicemail | Telephony | Direckory Services | Syskem Events | SMTP | SMDR | Twinning | WCM CCR

| RFC2833 Default Payload 101 % |
Awailable Codecs Default Codec Selection
Unused Selected
G711 LLAW a4k G711 LLAW Bk B G711 ALAY 64K
G711 ALAW G4K G.723.1 6K3 MP-MLQ G.729(3) 8K C5-ACELP
[ G722 64k

5.729(a) 8k CS-ACELP

<
G, 7231 6K3 MP-MLO

Pdrd
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5.6. Administer SIP Line

A SIP line is created to establish the SIP connection between the IP Office and the private
interface of the Avaya SBCE. This line will carry outbound and inbound traffic between to and
from the service provider. To create the SIP line, navigate to Primary = Line in the Navigation
pane. Right-click and select New = SIP Line (not shown).

5.6.1. SIP Line Tab
On the SIP Line tab in the Details Pane, configure the parameters as shown below:

e Leave the ITSP Domain Name blank. IP Office will use the ITSP Proxy Address,
defined on the Transport tab on Section 5.6.2, as the host portion of the SIP URI in the
From headers of messages sent to the network.

e Check the In Service box.

e Check the Check OOS box. With this option selected, IP Office will check the
responses to SIP OPTIONS messages sent to the service provider to determine the
operational status of the SIP Line.

e Set Call Routing Method to Request URI.

e Set Send Caller ID to Remote Party ID. This was required to allow the presentation of
the PSTN originator caller ID, for call forwarding of inbound calls back to the PSTN
and some extension to cellular (twinning) scenarios.

e Uncheck the REFER support box. REFER is not supported by Alestra.

e Default values may be used for all other parameters.

IP Offices B SIP Line - Line 17
- R BOOTP (2) # [||51P Line [Transport| SIP URI | YoIP || T3 Fax | SIP Credentials

e - X

+-{7 Operator (3)
=)= IPSO0Y2(w_SBCE)

=7 Syskem (1)

=y IPSO0YZ{w_St
=7 Line (19)

1

a2

", 17

7 2010

1 202

7 203

7 204

7 205

71 206

7 207

7 208

7 209

7 210

F7 211

1 212

7 213

7 214

7 218

7 216
=+ Control Unit (4)
+ -4 Extension (47)
H-§ User (49)

Line Mumber

17

~
-

| ITSP Dannain Mare

| I In Service

I

Prefix

Mational Prefix
Country Code

Inkernational Prefix

]

URI Type

SIF A

| Check 005

|

| Call Routing Method

Request LRI v

Originator number Far
farwarded and bwinning calls

Mame Priority

Send Caller 1D

Remote Party ID

Caller 10 from From header

Association Method

[] REFER Suppart

Bw Source IP address

Send From In Clear

User-Agent and Server
Headers

Service Busy Response

Action on CAC Location Limit

Systemn Defaulk L

4]
3]

486 - Busy Here w

Allow Yoicemail w
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5.6.2. Transport Tab
Select the Transport tab and set the following:

e Setthe ITSP Proxy Address to the IP address of the private interface of the Avaya
SBCE.

e Setthe Layer 4 Protocol to UDP.

e Set Use Network Topology Info to LAN1 as configured in Section 5.2.

e Set the Send Port to 5060.

e Default values may be used for all other parameters.

= SIP Line - Line 17

SIP Line| Transport |SIF‘ RI|%oIP | T35 Fax SIP Credentials

ITSP Proxy Address |10.5.5.152 |

Metwork Configuration

Layer 4 Praotocal |LIDF‘ w | Send Part |5':"5":' = |
IJse Metwork Topology Info |LF'.N 1 w | | |
Explicit DNS Server(s) | O 0 0 o || o 0 0 0|

Zalls Route via Reqistrar

Separakte Registrar | |
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5.6.3. SIP URI Tab

A SIP URI entry needs to be created to match each number that the IP Office and Alestra will
accept on this line. Select the SIP URI tab, click the Add button and the New Channel area will
appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and
click the Edit... button. In the example screen below, a previously configured entry is edited.

For the compliance test, in the outbound direction, a single SIP URI entry was created that will
populate the user part of the origination headers on outbound calls with the 10 digit DID number
set in the SIP tab of that User, as shown in Section 5.7. The entry was created with the
parameters shown below:

e Set Local URI, Contact and Display Name to Use Internal Data. Set PAI to None.

e Associate the line to an outgoing line group using the Outgoing Group field. The
outgoing line group number is used in defining short codes for routing outbound traffic to
this line. For the compliance test, a new outgoing group 17 was defined that only contains
this line (line 17).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

SIP Line -Line 17

SIP Line || Transpory SIF URID boIP |73 Fax||SIP Credentials

Channel  Groups Wia | Local URI  Contact  Display Mame = PAI add...
1 0 17 1... M...|
2 17 0 1... 3040 3040 3040 M. Remove
3 17 0 1... 3041 3041 3041 M...
4 17 0 1... 3042 3042 3042 M... Edit...
5 17 0 1... 3043 3043 3043 M...
& 17 0 1... 3044 3044 3044 M...
7 17 0 1... 3045 3045 3045 M...
g 17 0 1... 3046 3046 3046 M...
Edit Channel
Via 10.5.5.150
Local URI Ise Internal Data W
Contack IUse Internal Data W
Display Mame IUse Internal Data W
PAL Mone w
R.eqistration 0: <Mone:= W
Incoming Group 1]
Cutgoing Group 17
Mazx Calls per Channel & %
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On inbound calls, Alestra sent in the Request-URI header to the IP Office the last 4 digits of the
DID numbers assigned to the enterprise.

A SIP URI entry needs to be created to match each incoming number that the IP Office will
accept on this line. The example below shows the entry for the DID number ending in digits
3040:

e Set Local URI, Contact and Display Name to 3040. Set PAI to None.

e Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call
routes for this line. For the compliance test, a new incoming group 17 was defined that
only contains this line (line 17).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

i . .

= SIP Line -Line 17

SIP Line| Transpary| SIF URI koIP | 738 Fax |SIP Credentials
Channel  Groups Wia Local URI | Contact | Display Mame = PAI add...
1 o 17 iLooo M.

L 1/ U 1... a4l JeTag 1] JeTag 1] M. Remove
3 17 0 1... 3041 3041 3041 M...
4 17 0 1... 3042 3042 3042 M., Edit...
5 17 0 1... 3043 3043 3043 M.
& 17 0 1... 3044 3044 3044 M.
7 17 0 1... 3045 3045 3045 M.
g 17 0 1... 3046 3046 3046 M.
Edit Channel
Via 10,5.5,150
—

Local URI 2 -
Contack 3040 w
Display Mame 3040 w
Pal Mone W
Reqistration 0: <Mone:= W
Incoming Group 17 -
Qukgoing Group 1]
Mazx Calls per Channel ) -
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5.6.4. VoIP Tab

Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

¢ In the sample configuration, the Codec Selection was configured using the Custom
option, allowing an explicit ordered list of codecs to be specified. The buttons allow
setting the specific order of preference for the codecs to be used on the line, as shown.

e Set Fax Transport Supportto G.711.

e Set the DTMF Support field to RFC2833. This directs the IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

e Leave Allow Direct Media Path unchecked. Direct media was not used during the
compliance test. See Section 2.2 for more details.

e Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on
the trunk.

e Check the PRACK/100rel Supported box, to advertise the support for provisional
responses and Early Media to Alestra.

e Default values may be used for all other parameters.

SIP Line|| Transport | SIP URSS Fax| SIP Credentials
|:| YalIP Silence Suppression
| [ Allow Direct Media Path |
Codec Selection Custam “ I Re-invite Supported I
Unused Selected
G711 LLAW 64K s> | [G729(a) 8K C5-ACELP | Goeclles
13,723.1 BK3 MP-MLG 3,711 ALAW 54K | PRACK/ 100rel Supparted |
Farce direct media with phones
== [] 5.711 Fax ECAM
=
Fax Transport Suppork G711 b I
Location Cloud A4
Call Initiation Timeauk (s) [+ -
DTMF Support RFC2833 o
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5.7. Users

Configure the SIP parameters for each user that will be placing calls via the SIP line defined in
Section 5.6. To configure these settings, navigate to User in the left Navigation Pane, and select
the name of the user to be modified.. Select the SIP tab in the Details Pane.

The values entered for the SIP Name and Contact fields are used as the user part of the SIP URI
in the From and Contact headers for outgoing SIP trunk calls. The example below shows the
settings for user “Extn1101dcp”. The SIP Name and Contact are set to one of the DID numbers
assigned to the enterprise by Alestra. In the example, the DID number 8111113040 was used.
The SIP Display Name (Alias) parameter can optionally be configured with a descriptive name.

IP Offices B Extn1101dcp: 1101 ef -
1§ User (48 ;I Faorwarding | Dial In | Voice Recording | Buttan Programming | Menu Programming | Iahbility: I Group Membership | Announcements
----- g Mollser
----- i RemoteManager [ st ame fp11i113040 |
@ 1101 Extn1101dep |
..... Tz iy SIP Display Mame {Alias) [Extni10tdep
""" 1103 Extn1103dep [ Contact [eiiitia04n |
----- 1104 Extni104
----- 1105 Extn1105
----- § 1108Extni106 W AramimEs
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5.8. Incoming Call Route

Incoming call routes map inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc, within the IP Office system. Incoming call routes are defined for each
DID number assigned by the service provider.

To add a new incoming call route, from the left Navigation Pane, right-click on Incoming Call
Route and select New (not shown). The screen below shows the route for one of the DID
numbers assigned to the enterprise by Alestra, 8111113040 in this example.

On the Details Pane, under the Standard tab, set the parameters as show below:

e Set Bearer Capacity to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.6.

e Set the Incoming Number to the last 4 digits of the DID number assigned by Alestra.
(Alestra sent in the Request-URI to the IP Office only the last 4 digits of the DID

numbers).

e Default values may be used for all other parameters.

—
IP Offices = 175040
H- BOOTF (8) Standard Jyoice Recording I Destinations |
-4 Operator (3}
E|--->-~_;- IPS00YZ Main
=) System (1) Bearer Capability |y oice =
Lmmy IPSO0YZ Main .
'T‘, Line (22) Line Group ID Il? j
v Conkrol Unik {43 Incorming Mumber |3':'4':'
[ Extension (45)
: User (43) Incoming Sub Address I
g Group (13 )
[+ 8 Short Cade (68) s e I
(B8 Service (0)
; Locale —
AT (1) I J
Incoming Call Route (12) | Priarity Il -Low j
= 15
e e 19 =i I
""" g E Hald Music Source IS\,-stem Source j
..... e 17 3040 Ring Tane Cwverride INU"'E j
- 17 3041

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. Click the OK button (not shown). In this example, incoming calls to
8111113040 on line 17 are routed to extension 1101.

17 3040 X v <]
Standard I Ynice Recording |DEStinatiDns I
TimeProfile Destination Fallback Extension
3 Default value | 1101 Extnl101ldep ﬂ | j
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5.9. Short Code

Define a short code to route outbound traffic to the SIP line. To create a short code, right-click
on Short Code in the Navigation Pane and select New. On the Short Code tab in the Details
Pane, configure the parameters as shown below.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a
semi-colon. In this case, 8N;. This short code will be invoked when the user dials 8
followed by any number.

e Set Feature to Dial. This is the action that the short code will perform.
e Set Telephone Number to N”@10.5.5.152”. This field is used to construct the Request
URI and To headers in the outgoing SIP INVITE message. The value N represents the

number dialed by the user. The IP address 10.5.5.152 is the IP address of the private
interface of the Avaya SBCE.

e Setthe Line Group Id to the outgoing line group number defined on the SIP URI tab on
the SIP Line in Section 5.6.3. This short code will use this line group when placing
outbound calls.

e Default values may be used for all other parameters.

IP Offices B 8N:: Dial

# || short Code

B *o0
B *01 Code an;

% 0z -
B *03 Feature Dial w
o *o4

Telephone Number  |N'@10.5.5.152"
B *0s

X 06 Line Group ID 17 -
B 0T
X *03 Lacale United States {US English) -
x *09 Force Account Code [
L1 Rl TraadE3
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5.10. Automatic Route Selection

Optionally, Automatic Route Selection (ARS) can be used rather than the simple short code
approach described above. With ARS, secondary dial tone can be provided after the access code.
Other features like time-based routing criteria and alternate routing can be specified so that a call
can re-route automatically if the primary route or outgoing line group is not available. ARS also
facilitates a more granular treatment for different types of calls, and permits a more specific
matching of the telephone number dialed following the access code. While detailed coverage of
ARS is beyond the scope of these Application Notes, and alternate routing was not used in the
reference configuration, this section includes some basic screen illustrations of the ARS settings
used during the compliance test.

To create a short code to be used for ARS, right-click on Short Code in the Navigation Pane and
select New 9 (not shown). The screen below shows the short code 9N created. Note that the
semi-colon is not used here. In this case, when the IP Office user dials 9 plus any number N,
instead of being directed to a specific Line Group ID, the call is directed to Line Group 50:
Main, which is configurable via ARS.

] —

= 9N: Dial
Short Code
Code =]
Feature Ciial v

Telephone Mumber M
Line Group ID a0 Main w

Locale Inited States (LS English) w

Force Account Code [
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The following screen shows the example ARS configuration for the route Main. Note the
sequence of Xs used in the Code column of the entries to specify the exact number of digits to be
expected, following the access code and the first digit on the string. This type of setting results in
a much quicker response in the delivery of the call by the IP Office. For example, for local calls,
the user dialed 9 plus the 8 digit local number, starting with a 1 or a 2, which was the range of
local numbers used during the compliance test. For national long distance calls in Mexico, the
user dialed 9, then 01, followed by 10 digit numbers.

IP Offices =] Main ek -# X%
=R BOOTR (2) aRS
#-i Operator (3)
=5 IPSO0YZ{w_SBCE) ARS Route Id Secondary Dial kone
=%y Syskem (1)
2y IPS00Y2{w_SECE) Route Mame SystemTone v
+-79 Line (19)
- Cantral Unit (4 Dial Delay Time System Default (4) & Check User Call Barring
+-4p Extension (47)
w-@  User (49)
* ﬂ Group (1) In Service Qut of Service Route <Mone e
+-@% Short Code (B5)
B service (0) l
ol RAS (1)
+ @ Incoming Call Route (11) Tirne Profile —— O0E Of Hours Route <Mone> v
@ “WanPart (0) l
a4 Directory {0}
£ Time Profile (00
H @ Firewall Profile (1) Code Telephone Mumber Feature Line Group 1D -~
[l IF Route (3) ZRRESIAS, 2M Dial 17
#m Account Code (0) JERRER 1M Dial 17 Remove
., License (72) 040 040 Diial 17 Edit...
& Tunnel {0) 11 911 Dial Emergency 17
+ ﬁ_‘. User Rights (8) [ opismsn 01N Dial 17 |
§ Auto Attendant (0} D1B00HHEEERY 018000 Diial 17
- ARS(1) P en ot - A
¢ 50: Main < b4
# RAS Location Request (1) l
& Location (0)
et AlbEtTIEEE RiOUEE <Mone> v
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5.11. Privacy/Anonymous Calls

For outbound calls with privacy (anonymous) enabled, IP Office will replace the calling party
number in the From and Contact headers of the SIP INVITE message with “restricted” and
“anonymous” respectively. IP Office can be configured to use the P-Preferred-Identity (PPI) or
P-Asserted-Identity (PAI) header to pass the actual calling party information for authentication
and billing. By default, IP Office will use PPI for privacy. For the compliance test, PAI was used
for the purposes of privacy.

To configure IP Office to use PAI for privacy calls, navigate to User = NoUser in the
Navigation Pane. Select the Source Numbers tab in the Details Pane. Click the Add button.

IP Offices ﬁ NoUser: * ek-E Xl vl=<]>
=)= System (1) “1 | User | Woicemail | DMD | Short Codes elephony | Forwarding || Dial In | Yoice Recording | Button Programming | Menu Programming | Mobility | (4 ¥
% IPS00V2{w_SBCE)
#-17 Line {19) Source Mumber

+-“2 Control Unit {4)

+ -4 Extension (47) Remove

= User {490
RemaoteManager

§ 1101 Extni101dep
§ 1102 Extni10zdep

At the bottom of the Details Pane, the Source Number field will appear. Enter
SIP_USE_PAI _FOR_PRIVACY. Click OK.

Mew Source Mumber
94 |
Source Mumber ISIP_USE_PAI_FOR_PRIVACV
Cancel |

The SIP_USE_PAI_FOR_PRIVACY parameter will appear in the list of Source Numbers as
shown below.

g Nouer ________ CEEIKIFRE

User || Yoicemai | DND || Short Codes | Source Murmbers | Telephony || Forwarding | Dial In | Voice Recording || Button Programming | Menu Programming | Mobility | 4 #

SIP_USE_PAI_FOR_PRIVACY

Remaove

Edit...

5.12. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections (not shown).
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6. Configure Avaya Session Border Controller for Enterprise

In the sample configuration, the Avaya SBCE is used as the edge device between the Avaya CPE
and the Alestra Enlace IP SIP Trunk service. It is assumed that the initial installation of the
Avaya SBCE and the assignment of the management interface IP Address have already been
completed; hence these tasks are not covered in these Application Notes. For more information
on the installation and initial provisioning of the Avaya SBCE consult [6] and [7] in the
Additional References section.

6.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Log in using the appropriate credentials.

AVAYA =

Password |
Session Border Controller This system is restricted solely to suthorized users for legtimate
. business purposes only. The aclual or attempted unauthorized acoess,
for Enterprise Use o moifcatone o 1S System 1 ity poribtes. Unaorzed

users are subject to company disciplinary procedures and or criminal
and civil penatties under state, federal or other applicable domestic and
foreign laws

The use of this system may be montored and recorded for
administrative and security ressons. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if i reveals possikle evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

Al ugers must comply with all corporate instructions regarding the
protection of informetion assets.

B 2011 - 2013 Avaya Inc. Al rights reserved

Once logged in, the Dashboard screen is presented. The left navigation pane contains the
different available menu items used for the configuration of the Avaya SBCE.

Alarms  Incidents  Statistics  Logs  Diagnostics  Users Seffings  Help  Lag Qut
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard

Administration Infarmation Installed Devices

BackupMestore Systern Time 12:14:01 PM GMT Refresh EMS

System Management .

» Global Parameters Version B:20.048 S SECE

> Global Profiles Build Date Wed May 22 22:52:47 UTC 2013

> SIP Cluster

. Domain Policies Alarms (past 24 hours) Incidents (past 24 hours)

- TLS Managerent MNone found Avaya_SBCE: Mo Server Flow Matched for Incoming Message

» Device Specific Settings Avaya_SBCE: Mo Server Flow Matched for Incoming Message

Avaya_SBCE: No Server Flow Matched for Incoming Message

Avaya_SBCE: No Server Flow Matched for Incoming Message

Avaya_SBCE: Mo Server Flow Matched for Incoming Message
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6.2. System Management

To view current system information, select System Management on the left navigation pane. A
list of installed devices is shown in the Devices tab on the right pane. In the reference
configuration, a single device named Avaya SBCE is shown. The management IP address that
was configured during installation and the current software version are shown here. Note that the
management IP address needs to be on a subnet separate from the ones used in all other
interfaces of the Avaya SBCE, segmented from all VVolP traffic. Verify that the Status is
Commissioned, indicating that the initial installation process of the device has been previously
completed, as shown on the screen below.

Alarms  Incidents  Statistics 0gs Jiagnostics  Users Settngs Help Log Cut
Session Border Controller for Enterprise AVAYA
Dashhoard System Management

Administration
Backup/Restare

Devices || Updates || SSL VPN || Licensing |

System Management

» Global Parameters
> Global Profiles :
. SIP Cluster fwaya SOCE 1321881075 20048 Commissioned |Rebost Shutdown Restert Application Edit Delete

Management \areinm
3 Vergion

> Damain Palicies

> TLS Management

> Device Specific Settings

To view the network configuration assigned to the Avaya SBCE, click View on the screen
above. The System Information window is displayed, containing the current device and the
network settings.

System Information: Avaya_SBCE

rG al Configuration 7 Device Configuration
Appliance Mame  Avaya_SBCE HA Mode ho
Box Type SIP Two Bypass Mode Mo

Deplayment kode  Proxy

r Metwork Configuration

Public IP
10.5.5.152 1055 152 255 265 28510 1055254 Al
172.16 157 151 172.16.157 151 255,266 266,192 172.16 157 129 a1
10.6.5.153 1055153 25626620510 10565254 Al
172.16 157 160 172.16 157 160 255,256 255,192 17216 157 129 81
DN5 Configuration - Mlanagement IP(s}
Frimary DNS 192.163.10.100 P 192.16B.10.75

Secondary DNS
DNE Location DI

DS Client IP 1055152
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On the previous screen, note that the A1 and B1 interfaces correspond to the inside and outside
interfaces for the Avaya SBCE. The highlighted Al and B1 IP addresses are the ones relevant to
the configuration of the SIP trunk to Alestra. Other shown IP addresses assigned to these
interfaces are used to support remote workers and they are not discussed in this document.

6.3. Global Profiles

The Global Profiles Menu on the left navigation pane allows the configuration of parameters
across all Avaya SBCE appliances.

6.3.1. Server Interworking

Interworking Profile features are configured to facilitate the interoperability between the
enterprise SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).
In the compliance test, the IP Office functions as the Call Server and the Alestra SIP Proxy as the
Trunk Server.

To configure the interworking profile in the enterprise direction, select Global Profiles >
Server Interworking on the left navigation pane. Click Add.

Dashboard

Administration

Interworking Profiles: ¢s2100

| v

Backup/Restore

It is not recommmended to edit the defaults. Try cloning or adding a new profile instead
System Management

» Global Parameters cs2100 General H Timers H URI Manipulation H Header Manipulation H Advanced ‘
4 (Slobal Profiles - =
Dormain DoS avayanl General
Hold 5 it RFC3264
Fingerprint 0OCS-Edge-Server old =uppo
Server T 180 Handling Monhe
Interworking 181 Handling None =
Cups
Phi Int ki
one Intenwarking . 0 Handing Mo
Wedia Forking = Sipera-Halo
. 183 Handling Mone
Routing OCS-FrontEnd.-...
Server Configuration Refer Handling Mo
Topology Hiding 3wx Handling Mo
Signaling - o e " hL ~

Enter a descriptive name for the new profile. Click Next.

Interworking Profile

Profile MName IAvaya
=3
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On the General screen, all parameters retain their default values. Click Next.

Interworking Profile X

General

% None
Hold Support  RFC2543 - c=0.0.0.0
' RFC3264 - a=sendonly
180 Handling ® MNone © SDP Mo SDP
181 Handling % MNone © SDP 0 Mo SOP
182 Handling ® MNone © SDP Mo SDP
183 Handling % MNone © SDP 0 Mo SOP
Refer Handling r
Sxx Handling r
Diversion Header Support r
Delayed SDP Handling r
T35 Support r
URI Scherne @ ogp OTEL T oANY
“ia Header Format i Eiggéi;
Back Iext
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Click Next on the Privacy/DTMF and SIP Timers/Transport Timers tabs (not shown). On the
Advanced Settings tab, uncheck the Topology Hiding: Change Call-1D box and check the
AVAYA Extensions box. Click Finish to save and exit.

Interworking Profile X

© None
Record Routes T Single Side
@ Both Sides
Topology Hiding: Change Call-ID -
Call-Infa MAT [
Change Max Forvwards cd
Include End Point IP for Contest Laookup -
OCS Extensions r
AN AN A Extensions I+
WORTEL Extensions 1
Diversion Manipulation [l
Diversion Header URI |
Metazwitch Extensions r
Reset on Talk Spurt r
Reset SRTP Contesd on Session Refresh [
Has Remate SBC il
Route Responze on Via Port -
Cisco Extensions r
Back Finizh
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A second interworking profile named Service Provider in the direction of the SIP trunk to
Alestra was similarly created. For this profile default values were used for all parameters.

Interworking Profile

Profile Marne

IServic:e Provider

Mext

General tab:

Interworking Profile X

* PNone
Hold Support ' RFC2543 - c=0.0.0.0
' RFC3264 - a=sendonly
180 Handling % MNone © SDP Mo SOP
181 Handling ® MNone © SDP Mo SDP
182 Handling % MNone © SDP Mo SOP
183 Handling ® MNone © SDP Mo SDP
Refer Handling r
3ux Handling r
Diversion Header Support r
Delayed SOP Handling r
T.358 Suppaort r
URI Scheme & 5P O TEL O ANY
“ia Header Format i EES;E;
Back Iext
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Advanced Settings tab:

Interworking Profile x

. Mone
Record Routes © Single Side
& Buth Sides
Topology Hiding: Change Call-I0 [~
Call-Info MAT r
Change Max Forwards I
Include End Point IP for Context Lookup r
OCE Extensions r
A A48 Extensions r
MORTEL Extensions r
Diversion Manipulation -
Diversion Header URI |
Metazwitch Extensions -
Reset on Talk Spurt -
Reszet SRTP Cartext on Session Refresh [
Hasz Remote SBEC [
Route Responze on Via Port r
Cizca Extensions r
Back | Firish
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6.3.2. Server Configuration

Server Profiles are created to define the parameters for the Avaya SBCE two peers, i.e., IP Office
(Call Server) and the SIP Proxy at the service provider’s network (Trunk Server). From the
Global Profiles menu on the left-hand navigation pane, select Server Configuration and click
the Add button (not shown) to add a new profile for the Call Server. Enter an appropriate Profile
Name similar to the screen below. Click Next.

Add Server Configuration Profile

Profile Mame IF Otfice
Mt

On the Add Server Configuration Profile - General Tab select Call Server from the drop
down menu for the Server Type. On the IP Addresses / Supported FQDNs field, enter the IP
address of the IP Office LANL, as defined in Section 5.2. Select UDP for Supported
Transports, and enter 5060 under UDP Port. The transport protocol and port selected here must
match the values used on the IP Office SIP line on Section 5.6. Click Next.

Add Server Configuration Profile - General X

Senver Type |CaIIServer j
1@.5.5.15@ =]
IP Addresses / Supported FQDNs
Separate entries with commas
[
[ o
Supparted Transparts ¥ upp
r 1.
TCP Port |
UDP Port 5060
TLS Port |
Back | Mext
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Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, select
Avaya from the Interworking Profile drop down menu. Click Finish.

Add Server Configuration Profile - Advanced

Enable Do Protection r

Enable Grooming I

Intersarking Profile [ Avaya =]

Signaling Manipulation Script Im

UDP Connection Type = SuUBID © PORTID T MAPPING
Back | Finish |

Similarly, to add the profile for the Trunk Server, click the Add button on the Server
Configuration screen (not shown). Enter an appropriate Profile Name similar to the screen
below. Click Next.

Add Server Configuration Profile

Prafile Marme ISen.r e Provider
Mext
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On the Add Server Configuration Profile-General Tab select Trunk Server from the drop
down menu for the Server Type. On the IP Addresses / Supported FQDNSs field, enter

192.168.145.9, the IP Address of the Alestra’s SIP proxy server. Select UDP for Supported
Transports, and enter 5060 under UDP Port, as specified by Alestra.

Add Server Configuration Profile - General X

Server Type

Separate antrieswith commaz

Supported Transports

TCP Part
UDP Port

TLE Pant

IP Addresses / Supported FODMNs

ITrunk Server j

192,168,145, 9

I Tcp
M uoP
TS

5060
|

Back |

st |

Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, select

Service Provider from the Interworking Profile drop down menu. Click Finish

Add Server Configuration Profile - Advanced X

Enable DoS Protection
Enable Grooming
Interworking Profile

Signaling Manipulation Script

LIDP Connection Type

-
-

IService Provider j

INDne j

& SUBID © PORTID T MAPPING

Back | Finish |
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6.3.3. Routing Profiles

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the
Avaya SBCE interfaces.

Two Routing Profiles were created in the test configuration, one for inbound calls, with the IP
Office as the destination, and the second one for outbound calls, which are routed to the Alestra
SIP trunk. To create the inbound route, select the Routing tab from the Global Profiles menu on
the left-hand side and select Add (not shown). Enter an appropriate Profile Name similar to the
example below. Click Next.

Routing Profile

Profile Marme IRDute to IF Office

Mt

On the Next Hop Routing tab, enter the IP Address of the IP Office LAN1 interface as Next
Hop Server 1. Since the default well-known port value of 5060 for UDP was used, it is not
necessary to enter the port number here. Check Routing Priority based on Next Hop Server.
Choose UDP for Outgoing Transport. Click Finish.

Routing Profile X

Each URI group may only be used once per Routing Profile.

URI Group I* 'I

MNext Hop Server 1
IP,IP:PortF,JDomain, or Domain:Fort I‘I 055150

Mext Hop Server 2 I
IF, IP:Port, Domain, or bomain:Part

Ty >
Usze Mext Hop r
for In Dialog Messages
lgnore Route Header r
for Messages Outside Dialog
MAPTR r
SRY r
Qutgoing Transport CoTls COTCP * UDP
Back Finish
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Back at the Routing tab, select Add (not shown) to repeat the process in order to create the
outbound route. Enter an appropriate Profile Name similar to the example below. Click Next.

Profile Mame Iﬁnme to SF

_Next |

On the Next Hop Routing tab, enter the IP Address of the service provider SIP proxy server as
Next Hop Server 1. Since the default well-known port value of 5060 for UDP was used, it is not
necessary to enter the port number here. Check Routing Priority based on Next Hop Server.
Choose UDP for Outgoing Transport. Click Finish.

Routing Profile X

Each URI group may only be used once per Routing Profile.

Mext Hop Routing

URI Group I* 'I
Mext Hop Server 1
IF, IP:Pc-rlF.]Dornain. or bomain:Port I-I 92.168.145.3
Mext Hop Server 2 I
IF, IF:FPort, Domain, or Domain:Port
Routing Priority based on
Mext Hop Server W
Use Mext Hop r
for In Dialog Messages
lgnare Route Header r
for Messages Outside Dialog
MNAPTR r
SRY r
Outgoing Transport CoTlE O TCP ® UDP
Back Finish
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6.3.4. Topology Hiding

Topology Hiding is a security feature that allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in the SIP
headers to the IP addresses or domains expected on the service provider and the enterprise
networks. For the compliance test, only the minimum configuration required to achieve
interoperability on the SIP trunk was performed. Additional steps can be taken in this section to
further mask the information that is sent from the enterprise to the public network.

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side and click the Add button (not shown). Enter a
Profile Name such as the one shown below. Click Next.

Topology Hiding Profile

Profile Marne IIP Office

Iext

On the Topology Hiding Profile screen, click the Add Header button repeatedly to show the
rest of the headers in the profile.

Topology Hiding Profile X

Add Header |
Header Criteria Replace Action Overwrite YValue
Feguest-Line j |IP,’DDmain j |Aut0 j | Delete
Back | Finish |
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During the compliance test, IP addresses instead of domains were used in all SIP messages
between the IP Office and the Avaya SBCE. Note that since the default action of Auto implies
the insertion of IP addresses in the host portion of these headers, it was not necessary to modify
any of the headers sent to the enterprise. Default values were used for all fields. Click Finish.

Topology Hiding Profile

Header Criteria Replace Action Cwarwrite Value

|Request-Line =| |IFDomain =] |Auo = | Dilete
|Fr|:um j |IP,u’DDmam j |Aut|:u :] | Dalata
[To =l |IFDomain =] [Autc = Delete
| Record-FRoute =l |IPiDomain x| |Auto = Delete
[\-'la EI |IPrDDma;n E| [Autl:u El [ Delete
[soP = [IFDoman =] [Auto = | Delete

Back | Finish |

A Topology Hiding profile named Service Provider was similarly configured in the direction of
the SIP trunk to Alestra. Since IP addresses instead of domains were used in all SIP messages
between the Alestra SIP proxy server and the Avaya SBCE, the default action of Auto was also
used in this profile. Even though both profiles used the same default settings, they were
separately defined with the purpose of allowing possible future changes to be made to the profile
in one of the directions, without affecting the settings in the other direction.

The screen below shows the Service Provider profile once the configuration was completed.

Dashboard = Topology Hiding Profiles: Service Provider
Admnistration Rename | Clane | Delete |
Backup/Restare
Systern Management op e g Click here to add a description
> Global Parameters default Topology Hiding
4 Global Profiles — == - . I
Criteria eplace Action Overwrite Walus
Domain DS cisco_th_profile . riteria pla ion rwrite Yalu
Fingerarint P Office Reguest-Line IP/Damain Auta
Server Interworking Via IP/Domain Auta
Phone Interworking S —— SDP IPfDiomain Auta
Mecia Forking Frarn IF/Domain Auto
Routing Tao IP/Damain Auto
Server Canfiguration
. Record-Route IP/Domain Auto
Topology Hiding
Signaling Edit |
Wanipulation _—
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6.4. Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from
or terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

In the reference configuration, only a new Application Rule was defined. All other rules under
Domain Policies, linked together on End Point Policy Groups, used one of the default sets
already pre-defined in the configuration. Please note that changes should not be made to any of
the defaults. If changes are needed, it is recommended to create a new rule by cloning one the
defaults and then make the necessary changes to the new rule.

6.4.1. Application Rules

Application Rules define the types of SIP-based Unified Communications (UC) applications to
be protected by the Avaya SBCE, as well as the maximum number of concurrent sessions
allowed to be processed by the device. A single new Application Rule was created, by cloning
the pre-defined default-trunk rule.

Select Application Rules under the Domain Policies menu on the left hand side, select the
default-trunk Application Rule and click Clone.

Dashboard 41 Application Rules: default-trunk

Administration Add |Fi|terEly Device... j |
Backup/Restare

System Management Application Rules .

> Global Parameters defautt m‘

> Global Prafiles

Application Type

> SIP Cluster

default-subscriber..

default-subscriber Voice W 2000 2000
Border Rules default-server-low Videa O O
Media Rules default-serer-high M O
Security Rules
Signaling Rules Miscellaneous
Time of Day Rules CDR Support Mone
End Point Policy RTCP Keep-Alive Mo
Groups
Session Policies ﬂl

Tl hdmmanornont

Under Clone Name enter the new rule name. Click Finish to save.

Clone Rule X

Fule Mame default-trunk
Clone Mame Sasgions=500

Finish
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On the Application Rules screen, select the newly created rule and click Edit (not shown). For
SIP trunking, Maximum Concurrent Sessions and Maximum Sessions Per Endpoint should
have the same value. In the example below, they are set to 500, which is the number of
maximum simultaneous sessions supported on the Avaya SBCE Portwell CAD-0208 platform.
This parameter can have a different value on the field, and should be set according to customer
requirements. Click Finish.

Editing Rule: Sessions=500

- b airrirm et Maxirum
Apphcation Type AT aximum urran ¥ dFll:E:Irug:-"jl
Voice W [500 [500
Wideo N N | |
M i |

Mizcellaneous

* None
COR Suppor T COR w/RTP
© COR wio RTP
RTCP Keap-Alive r

Finish

6.4.2. End Point Policy Groups

End Point Policy Groups associate the different sets of rules (Media, Signaling, Security, etc) to
be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the enterprise, select End Point Policy Groups under
the Domain Policies menu. Select Add.

Administration 2l Policy Groups: default-low
Backup/Restore [Fitter By Device... |
Systern Management oups It is not recommended to edit the defaults. Try adding a new group instead
> Global Parameters defaultlow
> Global Profiles
default-low-enc
> SIP Cluster Policy Graup
il e
Application Rules default-med-enc ml jadlt
Border Fules Order Application Border Media Security Signaling Titne of Day
) default-high
Media Rules [ defaun defaut defaultlon  deaultdow  defaul defaul Edit Clone
5 . default-high-enc e
ecurity Rules
Signaling Rules OC S-default-high
Time of Day Rules avaye-defloweenc
End Point Policy .
Groups avaya-def-high-su
Session Palicies avaya-defhigh-se
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Enter an appropriate name in the Group Name field. Click Next.

Group Mame

IEnIErane

_Next |

In the Policy Group tab, defaults were used for all fields, with the exception of the Application
Rule, where the Sessions=500 rule created in Section 6.4.1 was selected. Click Finish.

Application Rule
Border Rule
Media Rule
Security Rule
Signaling Rule

Time of Day Rule

Palicy Group X

I Sessions=600 = I
I detault j

|detauttlow-med =]

| default-low "I
I dletaul EI
I dafault =

Back | Finish |

A second End Point Policy Group was created for the service provider, repeating the steps
described above. This is done with the purpose of allowing changes to be made to one of the
groups in the future if needed, without affecting the settings in the other group. The screen below
shows the Service Provider End Point Policy Group after the configuration was completed.

Policy Groups: Service Provider

Puolic y Srou ps

default-low

default-lowe-anc

default-rmed

default-rmed-enc

A IFiIterElyDevice... =l Fename | Delete |

Policy Group

Click here to add a description.

Click here to add a row description.

Summary | Add

Order Application Border hedia Security Signaling Time of Day
default-high
_ fi Sessions=500  defaul defaultlows  gofauitlow  defaul default Edit Clone
default-high-enc me
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6.5. Device Specific Settings

The Device Specific Settings determine server specific parameters that determine how the
device will work when deployed on the network. Among the parameters defined here are IP
addresses, media and signaling interfaces, call flows, etc.

6.5.1. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need to be made to the network configuration,
they can be entered here.

Select Network Management from Device Specific Settings on the left-side menu.

Under Devices in the centre pane, select the device being managed, Avaya SBCE in the sample
configuration. On the Network Configuration tab, verify or enter the network information as
needed. Note that the Al interface is used for the internal side and B1 is used for the external
side of the Avaya SBCE.

Dashhoard = Network Management: Avaya_SBCE

Administration

Backup/Restore

Devices

—_—
Network Configuration ||| Interface Configuration |

Systern Management

> Global Parameters Avaya SBCE

> Global Profiles
> SIP Cluster

data require an application restart before taking effect.

AT Metmask |255.255 255.0

A2 Metmask

B1 Metmask |255.255 255,782

> Domain Policies
> TLS Management

Add

Save Clear

IP Address

|4 Device Specific Settings |

Public [P

Interface

Media Interface

[t0551852 [105.5.2854 [ =] Delete
Management
2 [i72.16.187.181 f72.16.157 128 [B1 =] Delete

On the Interface Configuration tab, verify the Administrative Status is Enabled for both the
Al and B1 interfaces. Click the Toggle buttons if necessary to enable the interfaces.

Network Management: Avaya_SBCE

Hetwork Configuration Interface Configuration
Avaya_SBCE Administrative Status
Al Enabled Toggle
A2 Dizabled Toggle
B Enabled Toggle
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6.5.2. Media Interface

Media Interfaces were created to specify the IP address and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address and one of the ports in this range as the listening IP address and
port in which it will accept media from the Call or the Trunk Server.

To add the Media Interface in the enterprise direction, select Media Interface from the Device
Specific Settings menu on the left-hand side, select the Avaya SBCE device and click the Add
button (not shown). On the Add Media Interface screen, enter an appropriate Name for the
Media Interface. Select the private IP Address for the Avaya SBCE from the IP Address drop-
down menu. The Port Range was left at the default values of 35000-40000. Click Finish.

Add Media Interface X

Marre |Private_med
IP Address [foss152 =]
Port Range {35000 - [40000

Finish |

A second Media Interface facing the public network side was similarly created with the name
Public_med, as shown below. The outside IP Address of the Avaya SBCE was selected from the
drop-down menu. The Port Range was left at the default values.

Add Media Interface X

Mame IPuinc_med
IP Address [172.16157.151 7]
Part Range [35000 - 40000

Finish |
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Once the configuration is complete, the Media Interface screen will appear as follows.

Media Interface: Avaya_SBCE

Media Interface

Avaya_SBCE

or deletir

Marne
Private_med

Fublic_med

will require an application restart before taking effect. Application

Media IP Port Range
10.5.5.152 35000 - 40000 Edit Delate
172.16.157 151 35000 - 40000 Edit Delate

6.5.3. Signaling Interface

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will listen for signaling traffic in both the inside and outside networks.

To add the Signaling Interface in the enterprise direction, select Signaling Interface from the
Device Specific Settings menu on the left-hand side, select the Avaya SBCE device and click
the Add button (not shown).On the Add Signaling Interface screen, enter an appropriate Name
for the interface. Select the private IP Address for the Avaya SBCE from the IP Address drop-
down menu. Enter 5060 for UDP Port, since UDP port 5060 is used to listen for signaling traffic
from the IP Office in the sample configuration. Click Finish.

Add Signaling Interface X

Marne

IP Address

TCP Part

Leave blank to disable

UDP Part

Leawe blank to dizable

Enable Stun

TL=S Port

Leave blank to disable

TLS Profile

Enable Shared Control

Shared Control Part

|Private_sig

|1D.5.5.152 'I
|

5060

-

|AvayaSElCSewerj

-

|
Finish |
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A second Signaling Interface with the name Public_sig was similarly created in the network

direction. The outside IP Address of the Avaya SBCE was selected from the drop-down menu.
Under UDP Port, enter 5060 since these are the protocol and port used by the Avaya SBCE to
listen to the service provider’s SIP traffic.

Add Signaling Interface X

Marne

IP Address

TCP Part

Leave blank to disable

UDP Part

Leave blank to disable

Enable Stun

TLS Port

Leave blank to disable

TLS Profile

Enable Shared Contral

Shared Contral Port

[Public_sig

|‘172.‘1I3.15?.151 'I

(5060

r

|AvayaSElCSewerj

r

|
Finish |

Once the configuration is complete, the Signaling Interface screen will appear as follows:

Devices

Avaya SBCE

Signaling Interface: Avaya_SBCE

Signaling Interface

Add

. P UDP  TLS oo
MNarne Signaling IP Port Port TLS Profile
Private_sig 1055152 a060 Maone Edit Delate
Public_sig 172.16.157.151 5060 Mone Edit Delste
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6.5.4. End Point Flows

End Point Flows determine the path to be followed by the packets traversing through the Avaya
SBCE. They also combine the different sets of rules and profiles previously configured, to be
applied to the SIP traffic traveling in each direction.

To create the call flow toward the enterprise, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown). The screen below shows the
flow named IP Office Flow created in the sample configuration. The flow uses the interfaces,
policies, and profiles defined in previous sections. Note the Routing Profile selection, which is
the reverse route of the flow. Click Finish.

Edit Flow: IP Office Flow X

Flow Narne [IP Otfice Flow
Server Caonfiguration |IP Office j
LRI Graup Iﬁ
Transpart m
Remate Subnet |*
Received Interface |Pub|ic:_sig j
Signaling Interface |Private_sig j
Media Interface |Private_med j
End Point Policy Group |Enterpise j
Rauting Profile |F’ic:ute to 5P j
Topalagy Hiding Profile [IP Office =
File Transfer Profile IW

Finizh |
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A second Server Flow with the name SIP Trunk Flow was similarly created in the network
direction. The flow uses the interfaces, policies, and profiles defined in previous sections. Note
the Routing Profile selection, which is the reverse route of the flow. Click Finish.

Edit Flow: SIP Trunk Flow X

Flow Marme

Server Configuration

URI Group I* 'I
Transport I* 'I
Remote Subnet |*

Received Interface
Signaling Interface
Media Interface

End Paint Policy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

[SIP Trunk Flow

IService Pruviderj

| Frivate_sig j

[ Public_sig =

[ Public_med =

|Servic:e Fraovider j

I Fuoute to IP Office j

IService Pruviderj

INDne 'I
Finish |

The two Server Flows created in the sample configuration are summarized on the screen below.

Devices

Awvaya_ SBCE

Subscriber Flows | | Server Flows |

Click here to add a row description

r Server Configuration: IP Office
End Point
Falicy

(3] up

URI Recemed

Group  Intedace

'1_ IP Office .
Flawy

Signaling

Interface

Raouting
Prafile

Friorty

Floer Mame

Route

Public_sig  Private_sig  Enterpize to SP “Wiew Clone  Edit  Delete

r Semnver Configuration: Service Provider

End

it b Signaling Foint  Routing
Priority  Flow Name Inteface  Palicy  Profile
Group
Route
SIF Trunk . - - o Semice . - -
1 Private_sig  Fublic_sig ; to IF View  Clone  Edit  Delete
Flow Prowider Office
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7. Alestra Enlace IP SIP Trunking Configuration

Alestra is responsible for the configuration of the Alestra Enlace IP SIP Trunk service. The
customer will need to provide the IP address used to reach the Avaya SBCE at the enterprise.
Alestra will provide the customer the necessary information to configure the SIP trunk
connection in the Avaya IP Office and Avaya SBCE, including:

IP address of the Alestra SIP Proxy server.

Supported codecs and order of preference.

DID numbers.

All IP addresses and port numbers used for signaling or media that will need access to the
enterprise network through any security devices.

8. Verification Steps

The following sections include steps that may be used to verify the configuration of the IP Office
and the Avaya SBCE with the Alestra Enlace IP SIP Trunk Service.

8.1. Avaya IP Office

The Avaya IP Office System Status and Monitor applications are useful tools used for the
verification and troubleshooting of the SIP connection to the service provider via the Avaya
SBCE.

8.1.1. System Status

The Avaya IP Office System Status application can be used to verify the service state of the SIP
line. Launch the application from Start = Programs => IP Office = System Status on the PC
where IP Office Manager was installed. Under Control Unit IP Address select the IP address of
the IP Office system under verification. Log in using the appropriate credentials

Online [Gffline

Logon

Control Unit IP Address: EERER-E)

Services Base TCP Port: [slhP!

Local IP Address: WAl
User Name:
Password:

ﬂ Auto reconnect
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Select the SIP line of interest from the left pane (Line 17 in the reference configuration). On the
Status tab in the right pane, verify that the Current State is Idle for each channel (assuming no
active calls at present time).

IP Office System Status

it About

System

& Alarms (5)
Extensions (27)
Trunks (3}

Status | |tilization Summary Alarms

SIP Trunk Summary

Line: 1 Peer Domain Mame: sipiff10.5.5.152
Line: 2 Resolved Address: 10.5.5.152
’ ; .
3 Line Murmber: 17
Active Calls B
Mumber of Administered Channels: [=1:]
Resources
Voicemail MNumber of Channels in Use: ]
IP Hetworking Administered Compression: G729 4, G711 A
Locations Silence Suppression: CFf
Layer 4 Protocol: LDP
SIP Trunk Channel Licenses: Unlimited . 0%
3
SIP Trunk Channel Licenses in Use: ]

SIP Device Features:

her Party on D
L Call
1 H
2 Ide [01:53:16
3 Ide [01:53:16
4 Ide [01:53:16
5 Ide [01:53:16
3] Ide |01:53:16
7 Ide [01:53:16
g Ide [01:53:16
9 Ide [01:53:16
10 Ide [01:53:16
11 Ide [01:53:16
12 Ide [01:53:16
13 Ide [01:53:16 LI
Trace | Trace all | Pause | Fing | Call Details | Print... | Save As... |

e Select the Alarms tab and verify that no alarms are active on the SIP line.

Status  Ukilization Surnmary Alarms

Alarms for Line: 17 SIP sip://10.5.5.152

Last Date OF Error

OCoUrreEnces Error Description
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8.1.2. Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling

messaging on the SIP trunk. Launch the application from Start - Programs - IP Office 2>
Monitor on the PC where IP Office Manager was installed. Click the Select Unit icon on the
taskbar and Select the IP address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit Wiew Fikers Status Help

=8| »lE[T| x[)

G| e

*

Start/Stop
Trace

K

Trace Select
Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows to modify the

threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting to the desired color.

atM | cal | DTE | ECont | FrameRelsy | GOD | H323 | Intesface |
T1 | VPN | WAl | SCN ] Jade
ISOH ] K.w.ﬂ.-un‘pl Dilel::h:lr:,'] Media | PPP | A2 I Hl:luling] Servicez Ej.'slem
Everts
¥ Sip [Low = ™ STUN ™ SIP Dect
Packets
[~ SIP Reg/Opt Rx [~ SIP Misc Rx
[~ SIP Reg/Opt Tx [~ SIP Mise Tx
¥ SIP Call Fx ™ CmMotily Ry
W SIPCal Ty ™ Con Nty T
¥ Sip Ax [~ hes IF Fiter [man.ninm nrn e
¥ Sip Tx [ hex |
Defouk All | Cloar Al | TabClesrat | Tabseran oK Cancel
Save Fie J LoadFie |  SelectFie J
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The sample screen below shows an outbound OPTIONS message and the 200 OK response from

the service provider, received via the Avaya SBCE.

EJ: Avaya IP Office SysMonitor - [STOPPED] Monitoring 10.5.5.150 ; Log Settings - C,Documents and Settings',...\sysmonitorsettings.ini
File Edit View Filkers Status Help

(@ »l8l7] x[7 5] ¢l=l=

16:11: 28 2920394n3 Sip: AIP Line (17): Options timer expired
1g:11:28 2920394w3 SFip: AIPDialog £44918b5 created, size 1
16:11: 28 Z920395m3 Sip: (£4d4918b&) OPTIONS SENT TO 10.5.5.152 5060
16:11: 28 Z920395m3 SIF Tx: UDP 10.5.5.150:5060 -> 10.5.5.152:5060
OPTIONS sip:l0.5.5.152 3IR/2.0
Via: SIP/2.0/UDF 10.5.5.150:5060:rport;branch=z0hGdbEaz207de7c53417e06E73cfaddf0375aed
From: <sip:10.5.5.152%;cag=9bh742936decc0la?
To: <sip:10.5.5.152>%
Call-ID: db759c3523e406a32100e4ea918E0e52
Cieq: 924215074 OPTIONS
Contact: <3ip:10.5.5.150:5060; transpor t=udps
Max-Forwards: 70
Allow: INVITE,ACE,CANCEL,OPTIONS,EYE,INFO,NOTIFY,TEDATE
Supported: timer
User-agent: IP 0ffice 9.0.0.0 build 329
Content-Length: 0

l6:11:28 2920398w% 3IP Bx: UDP 10.5.5.152:5060 -» 10.5.5.150:5060
SIP/2.0 200 0K
From: <sip:l0.5.5.152>:tag=90742936decc0la?
To: <=ip:10.5.5.152> tag=diliedzZelcht
Cheq: 924215074 OPTIONS
Call-TD: db759c3523ed06a32100e4ea9]18f8e52
Via: JIFS2.0/UDF 10.5.5.150:5060;rport branch=z%hFrdbE6207dc7o53417e0af73cfaddf937 5aed
Content-Length: 0

4 |

8.2. Avaya Session Border Controller for Enterprise

There are several links and menus located on the taskbar at the top of the screen of the web

interface that can provide useful diagnostic or troubleshooting information.

Alarms: Provides information about the health of the SBC.

* Incidents 5 cz  Logs  Diagr

Settings  Help L

Cf'nlarms - Windows Internet Explorer
& | https:(f192.168.10.75/sbcflisk

1H[=1 E3

Il Certificate Error || )

Alarm Viewer

AVAYA

Devices Alarms
Ems Details Tirme Device
Avaya_SBCE Mo alarms found for this device.
Claer Selected | Clear Al |
Done lililiyili’ilo Internet fa - | H100% v g
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Incidents : Provides detailed reports of anomalies, errors, policies violations, etc

ent Yiewer - Windows Internet Explorer

| https:[f192,168,10,75/sbe/list '@' Cerbficate Errar | 55

Incident Viewer AVAYA
DevicelAH j CalegoryIAH j Clear Refreshl GenerateRepDrtl

Displaying results 1 to 2 out of 2.

Time Category Device ause
tesgage Dropped B93386750161104 12A113 3:58 PM Policy Avaya_SBCE Iethod Prohibited Out-of-Dialog
Message Dropped B93388660179776 12411413 355 PM Palicy Avaya_SBCE Method Prohibited Out-of-Dialog

e [

Diagnostics: This screen provides a variety of tools to test and troubleshoot the SBC network
connectivity.

Logs  Diagn

I

£ | https:/f192,168,10,75/sbc/list bz}

) cenfiatoeror |
Diagnostics AVAYA

Full Diagnostic H Ping Test | | Application || Protocol |

Avaya_SBCE Start Diaghostic | |

Task Description

EMS Link Check
SBC Link Check: Al
SBC Link Check: B1

Ping: SBC (10.5.5.152) to
Ping: Gateway (10.5.5.254)

Ping: SBC (10.5.5.152) to
Ping: Prirary DMNS (192.168.10.100)

O 0 0 0O
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings
- Troubleshooting - Trace. Select the Packet Capture tab, set the desired configuration for
the trace and click Start Capture.

Session Border Controller for Enterprise AVAYA
> Domain Policies =l Trace: Avaya_SBCE
> TLS Management
4| Device Specific Settings

[N— Call Trace | | Packet Capture || Captures ‘

Management Avaya_SBCE Packet Capture Configuration

Media Interface Status Ready

Signaling Interface

Signaling Forking Interface IAnij

End Pairt Flows Local Adress Al CH

Session Flows

. Remote Address I*

Relay Services = =Pa, IP, IF:Port

ShMP Pratocaol Al =

Syslog Management

Advanced Options Maximurm Number of Packets to Capture |1DDDD

4 [Troubleshooting Captura Fil

Debugging u;?fgﬁ'rff na'rfffmf existing capture will ovenarite it, ItESﬂ Peap
. Start Capture | Clear |
D03 -

Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Call Trace ‘ ‘ Packet Capture | ‘ Captures |

Refresh |

File Mame File Size (bytes) Last Modified
test] 20131211161644.peap 208 596 December 11, 201341724 palete
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9. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office release 9.0 and Avaya Session Border Controller with the Alestra
Enlace IP SIP Trunk service, as shown in Figure 1.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the exception of the observations/limitations described in Section 2.2.
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Product documentation for Avaya products may be found at http://support.avaya.com.
Product documentation for the Alestra Enlace IP SIP Trunk Service is available from Alestra.
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Appendix: SIP Line Template

IP Office Release 9.0 supports a SIP Line Template (in xml format) that can be created from an
existing configuration and imported into a new installation to simplify configuration procedures

as well as to reduce potential configuration errors.

Not all of the configuration information is included in the SIP Line Template, therefore, it is
critical that the SIP Line configuration be verified/updated after a template has been imported,
and additional configuration be supplemented using Section 5.6 in these Application Notes as a

reference.

The SIP Line Template created from the configuration as documented in these Application Notes

is as follows:

<?xml version="1.0" encoding="utf-8" ?>
<Template xmIns="urn:SIPTrunk-schema">
<TemplateType>SIPTrunk</TemplateType>
<Version>20131212</Version>
<SystemlLocale>enu</SystemLocale>
<DescriptiveName>Alestra (with SBCE)</DescriptiveName>
<ITSPDomainName>10.5.5.152</ITSPDomainName>
<SendCallerID>CallerIDRPID</SendCallerID>
<ReferSupport>false</ReferSupport>
<ReferSupportincoming>1</ReferSupportIncoming>
<ReferSupportOutgoing>1</ReferSupportOutgoing>
<RegistrationRequired>false</RegistrationRequired>
<UseTelURI>false</UseTelURI>
<CheckOOS>true</CheckO0S>
<CallRoutingMethod>1</CallRoutingMethod >
<OriginatorNumber />
<AssociationMethod>SourceIP</AssociationMethod>
<LineNamePriority>SystemDefault</LineNamePriority >
<UpdateSupport>UpdateAuto</UpdateSupport>
<URIType>SIPURI</URIType>

<UserAgentServerHeader />
<CallerIDfromFromheader>false</CallerIDfromFromheader>
<PerformUserLevelPrivacy>false</PerformUserLevelPrivacy >
<ITSPProxy>10.5.5.152</ITSPProxy>
<LayerFourProtocol>SipUDP</LayerFourProtocol>
<SendPort>5060</SendPort>
<ListenPort>5060</ListenPort>
<DNSServerOne>0.0.0.0</DNSServerOne>
<DNSServerTwo>0.0.0.0</DNSServerTwo>
<CallsRouteViaRegistrar>true</CallsRouteViaRegistrar>
<SeparateRegistrar />

<CompressionMode>AUTOSELECT </CompressionMode>
<UseAdvVoiceCodecPrefs>true</UseAdvVoiceCodecPrefs>
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<AdvCodecPref>G.729(a) 8K CS-ACELP,G.711 ALAW 64K</AdvCodecPref>

<CallInitiationTimeout>4</CalllnitiationTimeout>
<DTMFSupport>DTMF_SUPPORT_RFC2833</DTMFSupport>
<VoipSilenceSupression>false</VoipSilenceSupression>
<ReinviteSupported>true</ReinviteSupported>
<FaxTransportSupport>FOIP_G711</FaxTransportSupport>
<UseOffererPrefferedCodec>false </UseOffererPrefferedCodec>
<CodecLockdown>false</CodecLockdown>
<Rel100Supported>true</Rel100Supported>
<T38FaxVersion>3</T38FaxVersion>
<Transport>UDPTL</Transport>
<LowSpeed>0</LowSpeed>
<HighSpeed>0</HighSpeed>
<TCFMethod>Trans_TCF</TCFMethod>
<MaxBitRate>FaxRate_14400</MaxBitRate>
<EflagStartTimer>2600</EflagStartTimer>
<EflagStopTimer>2300</EflagStopTimer>
<UseDefaultValues>true</UseDefaultValues>
<ScanLineFixup>true</ScanLineFixup>
<TFOPEnhancement>true</TFOPEnhancement>
<DisableT30ECM>false</DisableT30ECM>
<DisableEflagsForFirstDIS>false</DisableEflagsForFirstDIS>
<DisableT30MRCompression>false</DisableT30MRCompression>
<NSFOverride>false</NSFOverride>

</Template>
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To import the template into a new IP Office system, copy and paste the exported xml template
file into the Templates directory (C:\Program Files\Avaya\IP Office\Manager\Templates) on the
PC where IP Office Manager for the new system is running.

Next, import the template into the new IP Office system by creating a new SIP Line as shown in
the screenshot below. In the Navigation Pane on the left, right-click on Line then navigate to
New, New SIP Trunk From Template:

IP Offices SIP Line -Line 17
- R BOOTP (3) || stp Line |Transp0rt| S1p URI|voIP | T38 Fax| SIP Credentials|
‘o Operatar (3)
-y IPS00OYZ Main Line Murnber Il? 3:
s" ] Mew 4 | H323 Line In Service v
IF DECT Line
Generate SIP Trunk Template LRI Type |51p j
cut e SIF Line
I -
L i i Check 005 3
Copy Chrl+C -
o - SIP DECT Line Call Routing Method IRequest LRI j
aste 1]
1 | Mew SIF Trunk From Template |' Originakor number For
Delete Chrl+Del T Forwarded and bwinning calls I
Yalidate IUD Marne Priotity ISystem Default j
Conneck Ta, .. Chrl+T

IDiversion Header Caller 1D From From header [

Mew from Template (Binary)

Export as Template (Binary) IBY Source IP address

Lef Lo

Send From In Clear I

User-Agent and Server I
Headers

Service Busy Response |486 - Busy Here

|
|

Action on CAC Location Limit Inllow Woicemail

|—|_ REFER Suppart |

On the next screen, Template Type Selection, verify that the information in the Country and
Service Provider fields is correct. If more than one template is present, use the drop-down
menus to select the required template. Click Create new SIP Trunk to finish the process.

ﬁ Template Type Selection =]

Locale | Urited States [US Englsh] =]

County I b Ewico j

Service Provider  |BERENGE=N ~| [ Digplay Al

Create new SIP Trunk | Cancel
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