7.13.2. End Point Flow *Service Provider

A second Server Flow with the name SIP_Trunk_Flow_UDP was similarly created in the
Service Provider direction. The flow uses the interfaces, policies, and profiles defined in
previous sections. Note that the Routing Profile selection is the profile created for Session
Manager in Section 7.9.1, which is the reverse route of the flow. Also note that there is no
selection under the Signaling Manipulation Script field. Click Finish.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 72 of 82
SPOC 11/15/2017 ©2017 Avaya Inc. All Rights Reserved. TeImCMSM70SBC72



8. Telmex SIP Trunk Service Configuration

To use Telmex SIP Trunk Service, a customer must request the service from Telmex using the
established sales processes. The process can be started by contacting Telmex via the corporate
web site at: http://telmex.com/en/web/empresas

During the signup process, Telmex and the customer will discuss details about the preferred
method to be used to connect the customer’s enterprise network to Telmex’s network. Telmex
will provide their SIP Proxy public IP address, Direct Inward Dialed (DID) numbers to be
assigned to the enterprise, etc. This information is used to complete the Avaya Aura®
Communication Manager, Avaya Aura® Session Manager and Avaya Session Border Controller
for Enterprise configuration discussed in the previous sections.

9. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of commands that can be used
to troubleshoot the solution.

9.1. General Verification Steps

o Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

o Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.

o Verify that the user on the PSTN can end an active call by hanging up.

o Verify that an endpoint at the enterprise site can end an active call by hanging up.

9.2. Communication Manager Verification

The following commands can be entered in the Communication Manager SAT terminal to verify
the SIP trunk functionality:
o list trace station <extension number>
Traces calls to and from a specific station.
e list trace tac <trunk access code number>
Trace calls over a specific trunk group.
e status signaling-group <signaling group number>
Displays signaling group service state.
e status trunk <trunk group number>
Displays trunk group service state.
e status station <extension number>
Displays signaling and media information for an active call on a specific station.
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9.3. Session Manager Verification

Log in to System Manager. Under the Elements section, navigate to Session Manager -
System Status - SIP Entity Monitoring. Click the Session Manager instance (smS in the
example below).

Home | Session Manager

* Seasion Mannger 4 Home / Elements / Session Manager / System Status / SIP Entity Monitoring o
Dashboard Help ?
msssssssae STP Entity Link Monitoring Status Summary
Eromi s This page provides 3 summary of Session Managar STPartity link
Communication menitoring status.

Profile Editor
SIP Entities Status for All Monitoring Session Manager Instances
» Network
Configuration Run Moniter |
+ Device and Location
O — 1 Itams  Refresh Filter: Enabla
+ Application Monitored Entities
-~ H| Session Manager Type
Configuration Down Partially up Hot Deny Total
m O [sms Core 0 0 a ) ) 4
SIP Entity
Managed
Security Module
Status
o —— Select: All, None

Status

Verify that the state of the Session Manager links to Communication Manager and the Avaya
SBCE under the Conn. Status and Link Status columns is UP, like shown on the screen below.

Home | Session Manager ¥ |
¥ Session Manager « Home / Elements / Session Manager / System Status f SIP Entity Monitoring
Help 7
PRRSRRSE  Session Manager Entity Link Connection Status
Administration This pags disdlays detmiled connaction stetus for all entity inks fram s
Communication Session Managar,
Profile Editor
All Entity Links for Session Manager: smS
-
ur Status Details for the selected Session Manager:
FADEs Sad T dton mimary Via
Configuration
4 Items Refresh Filter: Enable
SIP Entity Hame S|P Entity Resolved IP Port Proto. Deny Conn. Status Reason Code Link Status
S |O ems 10.2.20.12 sos1 TS FALSE e 200 oK ue |
ARG O sBCTelmex 10.2.141.93 5060 uop FALSE up 200 QK up
Monitoring
QO |emm 10.2.20.26 5061 TLS FALSE ur 200 QK ueP
Managed =
Bandwidth Usage | AvayaSBC 10.2.20.19 S061 TLS FALSE up 200 OK uep |
SIP Firewall
Status
Ragistration
Summary
User
Registrations
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Other Session Manager useful verification and troubleshooting tools include:

e traceSM — Session Manager command line tool for traffic analysis. Login to the Session
Manager command line management interface to run this command.

e Call Routing Test - The Call Routing Test verifies the routing for a particular source and
destination. To run the routing test, from the System Manager Home screen navigate to
Elements > Session Manager - System Tools = Call Routing Test. Enter the
requested data to run the test.

9.4. Avaya SBCE Verification

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: This screen provides information about the health of the SBC.

Alarms  Incidents  Status Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard ~
Backup/Restaore

System Time 02:33:53 PM CDT Refresh EMS
System Management
- Global Parameters Version 7.2.0.0-18-13712 SBC1
> Global Profiles Build Date Thu Jun 1 00:12:50 UTC 2017
> PPM Services License State OK

> Domain Policies Aggregate Licensing Overages 0
TLS Management
_ . _ Peak Licensing Overage Count 0
» Device Specific Settings

Last Logged in at 081472017 13:25:07 COT
Failed Login Aftempts 1]

None found None found.

(poirr [

The following screen shows the Alarm Viewer page.

Alarm Viewer AVAYA

EMS

™M D Details State Time Device
SBC1

No alarms found for this device.

| Clear Selected || Clear All |
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Incidents : Provides detailed reports of anomalies, errors, policies violations, etc.

Alarms  Incidents  Status Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard ~
paminisyaton R
Backup/Restaore

System Time 02:33:53 PM CDT Refresh EMS
System Management
. Global Parameters Version 7.2.0.0-18-13712 SBC1
= Global Profiles Build Date Thu Jun 1 00:12:50 UTC 2017
> PPM Services License State OK

» Domain Policies Aggregate Licensing Overages 0
TLS Management
_ . _ Peak Licensing Overage Count 0
» Device Specific Settings

Last Logged in at 081472017 13:25:07 COT
Failed Login Aftempts 1]
None found None found.

(poirr [

The following screen shows the Incident Viewer page.

Incident Viewer AVAYA

Device[All_v] Category [Licensing ~| [ Clear Filters Refresh || G Report |

Displaying results 0 to 0 out of 0.

Type D Date Time Category Device Cause

No incidents found.
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Alarms  Incidents  Status Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard A
Backup/Restore

System Time 02:33:53 PM CDT Refresh EMS
Systemn Management
> Global Parameters Version 7.2.0.0-18-13712 SBC1
> Global Profiles Build Date Thu Jun 1 00:12:50 UTC 2017
> PPM Services License State OK

> Domain Policies
TLS Management

Aggregate Licensing Overages 0
| ) | Peak Licensing Overage Count 0
+ Device Specific Settings
Last Logged in at 08/14/2017 13:25:07 COT

Failed Login Attempts 0

Active Alarms (past 24 hours)

Incidents (past 24 hours)

Nene found None found.

<

The following screen shows the Diagnostics page with the results of a successful ping test.

Pinging 10.2.20.17
MAverage ping from 10.2.20.19 [A1] t0 10.2.20.17 is 0.211ms.
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings

- Troubleshooting - Trace. Select the Packet Capture tab, set the desired configuration for

the trace and click Start Capture.

Alarms  Incidents Status~ Logs~ Diagnostics Users Settings v Help v Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Trace: : Avaya_SBCE
Administration
Backup/Restore |
System Management w Packet Capture ‘ Captures ‘
Avaya_SBCE
Global Parameters ve- A packet capture is currently in progress. This page will autematically refresh until the capture
Global Profiles completes.
Domain Policies e . 1
Status In Progress
TLS Management
4| Device Specific Settings Interface AT
Network Management Local Address All v
IP[:Port]

Media Interface
. . Remote Address
Signaling Interface * *Port, IP. IP:Port

End Point Flows Protacal A
Session Flows
DMZ Services Maximum Number of Packets to Capture 10000

TURN/STUN Service Capture Filename

Using the name of an existing capture will overwrite it
SNMP

Syslog Management Stop Capture
Advanced Options v

4 [Troubleshooting

Debugging

DoS Learning

Test_Capture pcap
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Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the

local PC, where it can be opened with an application such as Wireshark.

Alarms

Incidents  Status v

Logs v

Diagnostics  Users

Settings v

Help v

Log Out

SYSLEIT IVIANdyermeriu
Global Parameters
Global Profiles
PPM Services
Domain Policies
TLS Management

« |Device Specific Setiingsl
Network
Management

Media Interface
Signaling Interface
End Point Flows
Session Flows
DMZ Services

TURN/STUN
Service

SNMP

Syslog Management

Advanced Options

+ [Troubleshactng]
Debugging

DoS
Learning

Session Border Controller for Enterprise

Trace: : Avaya_SBCE

Devices

Packet Capture || Captures I

AVAYA

Avaya_SBCE

File Size

(bytes)

File Name

Last Modified

Capture_20170705164248 pcap 172,032

July 5, 2017 4:43:08
PM EDT

Refresh
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10. Conclusion

These Application Notes describe the procedures required to configure Avaya Aura®
Communication Manager 7.0, Avaya Aura® Session Manager 7.0 and Avaya Session Border
Controller for Enterprise 7.2, to connect to the Telmex SIP Trunk service, as shown in Figure 1.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the observations/limitations described in Sections 2.1 and 2.2.
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12. Appendix A: SigMa Script

Following is the Signaling Manipulation scripts that was used in the configuration of the Avaya
SBCE, Section 7.8.2. When adding these scripts as instructed in Section 7.7 enter a name for the
script in the Title (e.g., change_sendonly) and copy/paste the scripts as shown below.

within segsion "INVITE" {
act on request where SDIRECTION="CUTEOND" and SENTRY POINT="POST_ ROUTING"

/ /Removes the a=sendonly from the re-INVITE messages.

tBODY[1] .regex replace|“a=sendenly","a=sendrecv");
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