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Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between Vodafone Netherlands Office Voice, Vodafone Netherlands OneVoice
Corporate SIP Trunk Services and an Avaya SIP enabled enterprise solution. The Vodafone
Netherlands Office Voice trunk is used for calls to and from fixed line PSTN locations,
Vodafone Netherlands OneVoice Corporate trunk is used for calls to and from mobile
telephone numbers as well as providing the ability for enterprise users to reach Vodafone
mobile telephone numbers assigned to their account by dialing a four digit short code. The
Avaya solution consists of Avaya Aura® Session Border Controller, Avaya Aura® Session
Manager and Avaya Communication Server 1000E Vodafone Netherlands are a member of the
DevConnect Service Provider program.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between Vodafone Netherlands and an Avaya SIP enabled enterprise solution using
Vodafone Netherlands Office Voice and Vodafone Netherlands OneVoice Corporate SIP Trunk
Services. These services are offerred in conjunction with each other as a total solution, for clarity
theses services will be collectivly refrered to in this document as Vodafone Netherlands SIP
Trunk Solution. The Avaya solution consists of Avaya Aura® Session Border Controller
(AASBC), Avaya Aura® Session Manager and Avaya Communication Server 1000E
(CS1000E). Customers using this Avaya SIP enabled Enterprise solution with Vodafone
Netherlands SIP Trunk Solution are able to place and receive calls via standards-based SIP
trunks as an alternative to legacy Analogue or digital trunks.

The Vodafone Netherlands SIP Trunk Solution referenced within these Application Notes is
designed for business customers. The solution provides two connections to the enterprise,
Vodafone Netherlands Office Voice is a fixed line SIP trunk and Vodafone Netherlands
OneVoice Corporate is a mobile SIP trunk. The Vodafone Netherlands Office Voice trunk is
used for calls to and from fixed line PSTN locations, Vodafone Netherlands OneVoice Corporate
trunk is used for calls to and from mobile telephone numbers as well as providing the ability for
enterprise users to reach Vodafone mobile telephone numbers assigned to their account by
dialing a four digit short code.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of CS1000E, Session Manager and AASBC. The enterprise site
was configured to use the SIP Trunk Solution provided by Vodafone Netherlands.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability test included the following:

e Incoming PSTN calls to various phone types. Phone types included SIP, Unistim and
digital telephones at the enterprise. All inbound PSTN calls were routed to the enterprise
across the SIP trunk from the Service Provider.

e Outgoing calls from the enterprise site were completed via Vodafone Netherlands to
PSTN destinations.

e Outgoing calls from the enterprise to the PSTN were made from SIP, Unistim and Digital
telephones.

¢ Inbound and outbound PSTN calls to/from the Avaya one-X® Communicator soft phone.

e C(Calls to Emergency Services (112).
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2.2.

Calls using G.729, and G.711A codec’s.

Fax calls to/from a fax machine at the enterprise to a PSTN connected fax machine.
User features such as hold and resume, transfer, conference, call forwarding, etc.

Caller ID Presentation and Caller ID Restriction.

Call coverage and call forwarding for endpoints at the enterprise site.

Transmission and response of SIP OPTIONS messages sent by Vodafone Netherlands
requiring Avaya response and sent by Avaya requiring Vodafone Netherlands response.

Test Results

Interoperability testing of the sample configuration was completed with successful results for the
Vodafone Netherlands SIP Trunk Service with the following observations:

2.3.

No inbound toll free numbers were tested, however routing of inbound DID numbers and
the relevant number translation was successfully tested.

Mobile-X handoff works from twinned desk phone with patch p30260 1.ntl loaded on
the CS1000E. INVITE sent to PSTN mobile contains no SDP information without the
patch loaded, Vodafone do not support an INVITE with no SDP.

Fax calls using T.38 for inbound and outbound with G.711 or G.729 do not work. Still
under investigation.

Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Vodafone Netherlands SIP trunk services, contact Vodafone
Netherlands support at http://www.vodafone.nl/zakelijk/totaal _oplossingen/vast_en_mobiel/.

HD; Reviewed: Solution & Interoperability Test Lab Application Notes 3 of 65
SPOC 6/11/2012 ©2012 Avaya Inc. All Rights Reserved. VFNLCS1K75AASBC


http://support.avaya.com/
http://www.vodafone.nl/zakelijk/totaal_oplossingen/vast_en_mobiel/

3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an enterprise site
connected to the Vodafone Netherlands SIP Trunk Solution. The Vodafone Netherlands Office
Voice connection is represented in Figure 1 as (Fixed) and the Vodafone Netherlands OneVoice
Corporate connection is represented in Figure 1 as (Mobile). Located at the Enterprise site is a
Session Border Controller, Session Manager and CS1000E. Endpoints are Avaya 1140 series IP
telephones, Avaya 1200 series (not shown in Figure 1) IP telephones (with Unistim and SIP
firmware), Avaya one-X® Communicator, Avaya Digital telephone, Analogue telephone (not
shown) and fax machine.
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Figure 1: Avaya SIP Telephony Solution using Vodafone Netherlands Office Voice and
Vodafone Netherlands OneVoice Corporate services
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Software

Avaya Aura® Session Manager R6.1
Service Pack 4 (6.1.4.0.614005)

Avaya Aura® System Manager R6.1
Service Pack 4 (6.1.8.1.1551)

Avaya Aura® Session Border Controller
R6.1 (System Platform 6.0.3.3.3, Template
E362M1)

Avaya Communication Server 1000E R7.5
Version 7.50.17

Deplist: X21 07.50Q

All CS1000E patches listed in Appendix A
CSP Version: MGCC CDO01

MSP Version: MGCM ABO1

APP Version: MGCA BAO7

FPGA Version: MGCF AA18

BOOT Version: MGCB BAO07

DSP1 Version: DSP2 AB06

Avaya Equipment
Avaya S8800 Server

Avaya S8800 Server

Avaya S8800 Server

Avaya Communication Server 1000E
running on CP+PM server as co-resident
configuration

Avaya Communication Server 1000E
Media Gateway

Avaya 1140e and 1230 Unistim Telephones

FW: 0625C8A

Avaya 1140e and 1230 SIP Telephones

FW: 04.01.13.00.bin

Avaya One-X ® Communicator

Version ¢s6.1.0.10-263

Avaya Analogue Telephone N/A

Avaya M3904 Digital Telephone N/A

Vodafone Netherlands

Vodafone Office Voice 1.0

Vodafone OneVoice Corporate 1.0

ACME Packet Net-Net 4500 SCX6.2.0 MR-6 Patch 2 (Build 876)

5. Configure Avaya Communication Server 1000E

This section describes the steps required to configure Communication Server 1000E for SIP
Trunking and also the necessary configuration for terminals (Analogue, SIP and IP phones). SIP
trunks are established between Communication Server 1000E and Session Manager. These SIP
trunks carry SIP signaling associated with Vodafone Netherlands SIP Trunk Service. For
incoming calls, the Session Manager receives SIP messages from the AASBC, through which
directs incoming SIP messages to Communication Server 1000E (see Figure 1). Once a SIP
message arrives at Communication Server 1000E, further incoming call treatment, such as
incoming digit translations and class of service restrictions may be performed. All outgoing calls
to the PSTN are processed within Communication Server 1000E and may be first subject to
outbound features such as route selection, digit manipulation and class of service restrictions.
Once Communication Server 1000E selects a SIP trunk, the SIP signaling is routed to the
Session Manager. The Session Manager directs the outbound SIP messages to the SBC and on to
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Vodafone’s network. Specific Communication Server 1000E configuration as performed using
Element Manager and the system terminal interface. The general installation of the
Communication Server 1000E, System Manager and Session Manager is presumed to have been
previously completed and is not discussed here. Appendix A has a list of all CS1000E patches,
deplist and service packs loaded on the system.

5.1. Logging into the Avaya Communication Server 1000E

Log in using SSH to the ELAN ip address of the Call Server using a user with correct privileges.
Once logged in type csconsole (not shown), this will take the user into the vxworks shell of the
call server. Next type logi (not shown), the user will then be asked to login with correct
credentials. Once logged in the user can then progress to load any overlay.

5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. Ifa
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Use the Communication Server 1000E system terminal
and manually load overlay 22 to print the System Limits (the required command is SLT ), and
verify that the number of SIP Access Ports reported by the system is sufficient for the
combination of trunks to Vodafone Germany’s network, and any other SIP trunks needed. See
the following screenshot for a typical System Limits printout. The value of SIP ACCESS
PORTS defines the maximum number of SIP trunks for the Communication Server 1000E.

System type is - Communication Server 1000E/CPPM Linux
CPPM - Pentium M 1.4 GHz

IPMGs Registered: 1
IPMGs Unregistered: 0
IPMGs Configured/unregistered: 0

TRADITIONAL TELEPHONES 32767 LEFT 32766 USED 1
DECT USERS 32767 LEFT 32767 USED 0
IP USERS 32767 LEFT 32744 USED 23
BASIC IP USERS 32767 LEFT 32766 USED 1
TEMPORARY IP USERS 32767 LEFT 32767 USED 0
DECT VISITOR USER 10000 LEFT 10000 USED 0
ACD AGENTS 32767 LEFT 32752 USED 15
MOBILE EXTENSIONS 32767 LEFT 32767 USED 0
TELEPHONY SERVICES 32767 LEFT 32767 USED 0
CONVERGED MOBILE USERS 32767 LEFT 32767 USED 0
NORTEL SIP LINES 32767 LEFT 32765 USED 2
THIRD PARTY SIP LINES 32767 LEFT 32761 USED 6
SIP CONVERGED DESKTOPS 32767 LEFT 32767 USED 0
SIP CTI TR87 32767 LEFT 32767 USED 0
SIP ACCESS PORTS 32767 LEFT 32752 USED 15
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Load overlay 21, and confirm the customer is setup to use ISDN trunks (see below).

REQ: prt
TYPE: net
TYPE NET DATA
CUST O

TYPE NET DATA

CUST 00

OPT RTD

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

ISDN YES

5.3. Configure Codec’s for Voice and FAX operation

Vodafone Netherland SIP Trunk service supports G.711A/G.729A voice codec’s transmissions.
Using the Communication Server 1000E element manager sidebar, navigate to the IP Network
- IP Telephony Nodes = Node Details = Voice Gateway VGW and Codecs property page
and configure the Communication Server 1000E General codec settings as in the next screenshot.
The values highlighted below are system defaults but are required for correct operation.

Node ID: 11 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

General 2
Echo cancellation: Use canceller, with tail delay: | 12§

Dynamic attenuation

Voide activity detection threshold: |-17 (-20 - +10 DBM
Idle noise level: |-65 (-327 - +327 DBEM
Signaling options: OTMF tone detection
[] Low latency mode
Remove DTMF delay (squelch DTMF from TOM ta 1R)
ModemiFax pass-thraugh
V.21 Faxtone detection

— -
[ TECOT TAITTT e
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Scrolling down the page, configure G.711 and G.729 codec settings. G.711 is enabled as default
and cannot be disabled or enabled on the CS1000E.However, G.729 can be enabled or disabled,
in this test G.729 was enabled and system defaults were used for payload size, jitter and delay.
The relevant settings are highlighted in the following screenshot.

General | Voice Codecs | Fax

Node ID: 11 - Voice Gateway (VGW) and Codecs

Woice playout (jitter buffer) delay: (40 | |80 v | (milizeconds

Codec G711: Enabled (required} ~

per frame

7]

Woice payload size: | 20 % | (milizecond

MNominal Maximum

s

ARt Oetay ray OE autormatcaly adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)
Codec G722: [] Enabled

Voice payload size: (milizeconds per frame

Woice playout (jitter buffer) delay: (milizeconds

Mominal Maximum
Maximum delay may be automatically adjusted based on nominal
etting

Codec G729 Enabled

Voice payload size: | 20 v | (milizeconds per frams

ce playout (jitter buffer) delay: |40 | |80 | (milizeconds .

Finally configure Fax settings as highlighted in the screenshot below. System defaults were
used. Please note T.38 cannot be disabled or enabled at the Node level and by default is enabled.
Turning T.38 on or off is done at the endpoint level, by using different class of service as shown
in Section 5.7 Configure Analogue, Digital and IP Telephones.

General | Voice Codecs | Fax

Fax

Fax

3

Node ID: 11 - Voice Gateway (VGW) and Codecs

Codec G723.1: [] Enabled A

Voice payload size: 30 (millzeconds per frame

Yoice playout (jitter buffer) delay: (milizeconds

Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

Coding rate: (kbp=

Codecname: T.28 FAX

Maximum rate: | 14400 % | (bps
Fax TCF method: |2

layout nominal delay: (100 (0 - 300 milisecgnds

R AX no activity timeout: |20 (10 - 32000 miligeconds

Packet size: | 30 % (bps
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5.4. Virtual Trunk Gateway Configuration

Use Communication Server 1000E Element Manager to configure the system node properties.
Navigate to the System = IP Networks = IP Telephony Nodes = Node Details and verify
the highlighted section is completed with the correct IP addresses and subnet masks of the Node.
At this stage the call server has an ip address and so too does the signalling server. The Node ip
is the ip address that the IP phones use to register. When an entity link is added in Session
Manager for the CS1000E it is the Node IPv4 address that is used (see Section 6.5 — Define SIP
Entities for more details).

MNode Details (ID: 11 - SIP Line, LTPS, PD, Gateway ( SIPGw })
e
Mode 1D: * (0-9993
Call server IP address: [192.166.2.50 . TLAM address type: & 1Pv4 only
O IPvd and IPVG
Embedded LAN (ELAN) Telephony LAN (TLAN)
Gateway IP address: [192.168.21 : Mode IPv4 address: (10.10.6.71
Subnet mask: |255 255 2550 : Subnet mask: |255 255 2650
o
* Required Value. Save ] [ Cancel ]
Associated Signaling Servers & Cards
Select to add % Erint | Refresh
[] Hostname Tvpe Deploved Applications ELAM IP TLAM [Pv4 Rale
SIP Line, LTPS, Gateway, FD,
[] cppm7-5 Signaling_Server Presence Publisher, IF Media 192 168.2.50 1010.6.70 Leader
Senices
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The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
System = IP Networks = IP Telephony Nodes = Node Details 2> Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.
e Vtrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H.323Gw, and SIPGw and H.323Gw
e SIP domain name: The SIP Domain Name is the SIP Service Domain, in this case
avaya.com. The SIP Domain Name configured in the Signaling Server properties must
match the Service Domain name configured in the Session Manager, see Section 6.2
e Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is 5060
e Gateway endpoint name: This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for registration of the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used
e Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 11
e Proxy or Redirect Server: Primary TLAN IP address is the SIP signalling interface ip
address of the Session Manager. The Transport protocol used for SIP, in this case is
TCP
e SIP URI Map: Public E.164 — National, Subscriber and Private — Vacant Number
are left blank. All other fields in the SIP URI Map are left with default values

MNode ID: 11 - Virtual Trunk Gateway Configuration Details

General | SIPF Gateway Seftings | SIF Gateway Services

Virk gateway application: Enahle gateway service on this node A
General Virtual Trunk Network Health Monitor
Virk gateway application: | SIP Gateway (SIPGw) + [] Monitor IP addresses (listed below)
SIP domain name: |avaya com :iETaticl1 will be captured for the |P addresses listed
Local SIP port: |3060 “(1-65535) || | Monitor IP

Gateway endpoint name: [cppm7-5 { | Monitor addresses

Gateway password

Application node ID- |11 (09989

Enable failsafe MRS: []
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Proxy Or Redirect Server:

Proxy Server Route 1:

Primary TLAM IP address: [10.10.6.30

aadar:

Transport protocol: | TCP »

Port: |5060 (1 - 85538

Oplions: [ ] Suppor registration
[] Primary CD2 proxy

SIP URI Map:

Fublic E. 164 domain names Private damain names
Maticnal: UDP: |udp

Subscriber: COF: |cdp.udp

Special number: |PublicSpecial Special number: |PrivateSpecial
Unknown: [PublicUnknown Yacant number:
Unknown: |UnknownUnknown
5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for Bandwidth
Management. SIP trunks require a unique zone that are not shared with other resources and best
practice dictates that IP telephones and Media Gateways are all placed in a separate zone than
SIP trunks. In the sample configuration SIP trunks use zone 20 and IP Telephones use zone 10,
system defaults were used for each zone other than the parameter configured for Zone Intent.
For SIP Trunks (zone 20), VITRK is configured for Zone Intent. For IP Telephones (zone 10),

MO is configured for Zone Intent.

Use Element Manager to define bandwidth zones as in the following highlighted example. Use
Element Manager and navigate to System = IP Network 2 Zones 2 Bandwidth Zones and

add new zones as required.

AVAYA €S$1000 Element Manager

- UCH Network Services &

-Home
- Links

Hanaging: 192.168.0.2  Username: admin
System » PP Network » Zone:

s » Bandwidin Zones
Bandwidth Zones

[Add ]

- Virtual Terminals
+Alarms

- Maintenance

+ Core Equipment

I\mpnn J [ Export I Ih‘lamlenance

Zone « Intrazone Bandwidth Inirazone Strateqy Interzone B

Interzone Strateay Besource Tvpe

Refresh

Zone Intent D

- Peripheral Equipment
[ IP Network]
~Modes: Bervers, Media Cards

- Maintenance and Reports

10 10
20 20

1000000
1000000

BQ
BQ

1000000
1000000

BQ
BQ

SHARED
SHARED

WMo MAINOFFICE
VTRK VTRK

- Media Gateways
-Zones

-Host and Route Tables
- Network Address Translation
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5.6. Configure SIP Trunks

Communication Server 1000E virtual trunks will be used for all inbound and outbound PSTN
calls to Vodafone Netherland’s SIP Trunk Service. Five separate steps are required to configure
Communication Server 1000E virtual trunks:-
e Configure a D-Channel Handler (DCH); configure using the Communication Server
1000E system terminal and overlay 17
e Configure a SIP trunk Route Data Block (RDB); configure using the Communication
Server 1000E system terminal and overlay 16
o Configure SIP trunk members; configure using the Communication Server 1000E system
terminal and overlay 14
e Configure a Route List Block (RLB); configure using the Communication Server 1000E
system terminal and overlay 86
e Configure Special Prefix Numbers (SPN’s); configure using the Communication Server
1000E system terminal and overlay 90

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the
Communication Server 1000E system terminal and enter the following values. The highlighted
entries are required for correct SIP trunk operation. Exit overlay 17 when completed.

Overlay 17
ADAN DCH 10
CTYP DCIP
DES VIR TRK
USR ISLD
ISLM 4000
SSRC 1800
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 5
RCAP ND2
MBGA NO
H323
OVLR NO
OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the Communication Server 1000E
system terminal and overlay 16. Load Overlay 16, enter RDB at the prompt, press return and
commence configuration. The value for DCH is the same as previously entered in overlay 17.
The value for NODE should match the node value in Section 5.4 The value for ZONE should
match that used in Section 5.5 for SIP_VTRK, which is zone 20. The remaining highlighted
values are important for correct SIP trunk operation.
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Next, configure virtual trunk members using the Communication Server 1000E system terminal
and Overlay 14. Configure sufficient trunk members to carry both incoming and outgoing PSTN
calls. The following example shows a single SIP trunk member configuration. Load Overlay 14
at the system terminal and type new X, where X is the required number of trunks. Continue
entering data until the overlay exits. The RTMB value is a combination of the ROUT value
entered in the previous step and the first trunk member (usually 1). The remaining highlighted
values are important for correct SIP trunk operation.

Configure a Digit Manipulation Index (DMI) in overlay 87. Load Overlay 87 at the system
terminal and type new, at the FEAT prompt type dgt and at the DMI prompt set this to a unique
DMI value. DMI 1 is used for all traffic outgoing to the PSTN. No digits were deleted as the
DEL prompt is set to 0. Call type (CTYP) set to UKWN.
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Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB. This RLB was defined
for international traffic and uses the DMI 1as previously entered in overlay 87.

Next, configure Trunk Steering Codes(s) (TSC) which users will dial to reach PSTN numbers.
Use the Communication Server 1000E system terminal and overlay 87. The following are some
example TSC entries used. The highlighted RLI value previously configured in overlay 86 is
used as the Route List Index (RLI); this is the default PSTN route to the SIP Trunk service.

e FE
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5.7. Configure Analogue, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration for
the Avaya 1140e Unistim IP telephone. Load overlay 20 at the system terminal and enter the
following values. A unique five digit number is entered for the KEY 00 and KEY 01 value. The
value for CFG_ZONE is the same value used in Section 5.5 for VIRTUALSETS, which is

zone 10.
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Digital telephones are configured using the Overlay 20, the following is a sample 3904 digital
set configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.
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Analogue telephones are also configured using Overlay 20, the following example shows an
Analogue port configured for Plain Ordinary Telephone Service (POTS) and also configured to
allow T.38 Fax transmission. A unique value is entered for DN, this is the extension number. In
the class of service (CLS) field DTN is required if the telephone uses DTMF dialing. Values
FAXA and MPTD configure the port for T.38 Fax transmissions.
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5.8. Configure the SIP Line Gateway Service

SIP terminal operation requires the Communication Server node to be configured as a SIP Line
Gateway (SLG) before SIP telephones can be configured. Prior to configuring the SIP Line node
properties, the SIP Line service must be enabled in the customer data block. Use the
Communication Server 1000E system terminal and overlay 15 to activate SIP Line services, as in
the following example where SIPL._ON is set to YES.

SLS_DATA
SIPL_ON YES
UAPR 78
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the IP Network = IP Telephony Nodes = Node Details =
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters. The value for SIP Domain Name must match that configured in Section 7. 1.
e SIP line Gateway Application: Enable the SIP line service on the Node, check the box
to enable.
¢ SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration.
¢ SLG Local Sip port: Default value is 5070.
e SLG Local TLS port: Default value is 5071.

_UCH Network Services 4| Managing: 192.163.2.50 Username: hardip
I System » IP Network » [P Telephony Nodes » Node Details » SIP Line Configuration
— Links Node ID: 11 - SIP Line Configuration Details
= Virtual Terminals
General | SIP Line Gateway Seftings | SIP Line Gateway Service
-Maintenance |SIP Line Gateway Application: Enahle gateway service on this node 2
+ Caore Equipment
- Peripheral Equipment
tEtetwoT General Virtual Trunk Network Health Monitor
- Modes: Servers. Media Cards| . -
~Waintenance and Repors SIP domain name: |avaya.com : [ Monitor IP addresses (listed below)
- Media Gateways
-Zones SLG endpoint name: |cppm7-4
-Host and Route Tables
- Metwork Address Translation - . Manitor IP
- QoS Thresholds SLG Group ID:
- Personal Directories _ Monitor addresses
- Unicode Name Directory SLG Local Sip pert: (5070 (1-65535
+Interfaces
-Engineered Values SLG Local Tis port: [5071 (1-65535
+Emergency Senvices
+Sljﬂ-l"va[e T N IO S R JUp T S
HD; Reviewed: Solution & Interoperability Test Lab Application Notes 21 of 65

SPOC 6/11/2012 ©2012 Avaya Inc. All Rights Reserved. VFNLCS1K75AASBC



5.9. Configure SIP Line Telephones

When SIP Line service configuration is completed, use the Communication Server 1000E system
terminal and overlay 20 to add a Universal Extension (UEXT). See the following example of a
SIP Line extension. The value for UXTY must be SIPL. This example is for an Avaya SIP
telephone, so the value for SIPN is 1. The SIPU value is the username, SCPW is the logon
password and these values are required to register the SIP telephone to the SLG. The value for
CFG_ZONE is the value set for MAINOFFICE in Section 5.5 A unique telephone number is
entered for value KEY 00. The value for KEY 01 is comprised of the UAPR value (set to 78
previously in this section) and the telephone number used in KEY 00.
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5.10. Save Configuration

Expand Tools = Backup and Restore on the left navigation panel and select Call Server.
Select Backup (not shown) and click Submit to save configuration changes as shown below.
Backup process will take several minutes to complete. Scroll to the bottom of the page to verify
the backup process completed successfully as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 10.80.561.60 Username: admin
—Home Tools » Backup and Restore » Call Server Backup and Restore » Call Server Backup
- Links
- Virtual Terminals Call Server Backup
- System
+Alarms
- Maintenance . -
+ Core Equipment Action | Backup b’
- Peripheral Equipment
+|P MNetwork
+Interfaces

-Engineered Values
+ Emergency Senvices
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
-Templates
-Reports
-Views
-Lists
- Properties
- Migration
-Tools
- Backup and Restore
- Call Server
- Fersonal Directories

Backing up reten.bkp to “faroptinortelicsifsicf2/backupl/single”
Database backup Completel

TEMUZ07

Backup process to local Removable Media Device ended successfully.

Configuration of Communication Server 1000E is complete.
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6. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The Session Manager is
configured via the System Manager. The procedures include the following areas:
Login to Avaya Aura® System Manager

6.1.

Administer SIP Domain
Administer SIP Entities
Administer Entity Links
Administer Routing Policies
Administer Dial Patterns

Log in to Avaya Aura® System Manager

Access the System Manager using a Web Browser by entering http:/<FQDN >/SMGR, where
<FQDN> is the fully qualified domain name of System Manager. Log in using appropriate
credentials (not shown) and the Home tab will be presented with menu options shown below.

AVAYA

Users

Administrators
Manage administrative Users

Groups & Roles
Manage groups, roles and assign roles
to users

Subscribers
Manage users and shared resources
associated with C51000, including
LDAR/file import and export

Synchronize and Import
Synchronize users with the enterprise
directory, import users from file

UCM Roles
Manage UCM Raoles, assign roles to
users

User Management
Manage users, shared user resources
and provision users

Avaya Aura™ System Manager 6.1

Elements

Application Management
Manage applications and application
certificates
Communication Manager
Manage Communication Manager
objects
Conferencing
Conferencing
Inventory
Manage, discover, and navigate to
elements, update element software
Messaging
Manage Messaging System objects
Presence
Presence

Routing

MNetwork Routing Policy
SIP AS 8.1

SIP AS B.1

Session Manager
Session Manager Element Manager

Help | About | Change Password | Log off admin

Services

Backup and Restore
Backup and restore System Manager
database

Configurations
Manage system wide configurations

Events
Manage alarms,view and harvest logs

Licenses
Wiew and configure licenses

Replication
Track data replication nodes, repair
replication nodes

Scheduler
Schedule, track, cancel, update and
delete johs

Security
Manage Security Certificates

Templates
Manage Templates for Cammunication
Manager and Messaging System
objects

UCM Services
Manage UCM applications and
navigation such as C51000
deployment, patching, 1555 and SNMP
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6.2. Administer SIP Domain

To add the SIP domain that will be used with Session Manager, select Routing from the Home
tab menu (not shown) and in the resulting tab select Domains from left hand menu. Click the
New button to create a new SIP domain entry. In the Name field enter the domain name (e.g.,
avaya.com) and optionally a description for the domain in the Notes field. Click Commit to
save changes (Not shown). The screen below shows the SIP domain that was previously
configured.

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin
Routing % Home
Domains Help 2
Domain Management
Locations
Adaptations New
SIP Entities
Entity Links i Item Refresh Filtar: Enable
F— 7] | Name Type Default Notes
Routing Policies |D avava.com sip O
Dial Patterns Select :All, None
Regular Expressions
Defaults
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6.3. Administer Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside, for
the purposes of bandwidth management. One location is added to the sample configuration for
all of the enterprise SIP entities. On the Routing tab select Locations from the left hand menu.
Under General, in the Name field enter an informative name for the location and optionally a
description for the location in the Notes field. Scroll to the bottom of the page and under
Location Pattern, click Add, then enter an IP Address Pattern in the resulting new row, ‘*’ is
used to specify any number of allowed characters at the end of the string. Below is the location
configuration used for the simulated enterprise.

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin

Routing % Home

Routing MlHome [ Elements / Routing / Locations - Location Details

Domains Help ?
Location Details

Locations

SLEHETITS Call Admizsion Control has been ==t to ignore SDP. Al calls will be counted wsing the Default Audic Sandwidth

SIP Entities s== Session Manager -> Session Manager Administration -> Global Setting

Entity Links
General

Time Ranges

* Name: |Enterprise
Routing Policies

Dial Patterns Notes: |Avaya lab network

Regular Exprassions

Defaults Overall Managed Bandwidth

Managed Bandwidth Units: | Kbit/sec [«

Total Bandwidth:

Per-Call Bandwidth Parameters

#* Default Audio Bandwidth: 80| [Kbit/sec[+]

Location Pattern

i Itemn Refresh Filter: Enable
[ | IP Address Pattern MNates

| E  *[i0106*

Selact :All, Hone
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6.4. Administer Adaptation Module

Session Manager is installed with a module called DigitConversionAdapter, which can convert
digit strings in various message headers as well as host names in the Request-URI (Uniform
Resource Identifier). In this configuration the adaptation is used by the Session Manager to
ensure ingress messages have the hostname avaya.com when they are sent to the CS1000E. Also
the adaptation was used to strip MIME messages before being sent on to Vodafone. Vodafone
does not support MIME. To add an adaptation, select Adaptations on the left panel menu and
then click on the New button (not shown). Under General:

e Adaptation Name:

e Module Name:

e Module Parameter:

Enter an informative name, in the sample configuration strip +
from incoming PSTN calls was used

<click to add module> from the drop down list and enter
“DigitConversionAdapter” in the resulting New Module Name
field

Enter fromto=true to allow the From and To headers to be
modified by Session Manager (i.e., in addition to other headers
such as the P-Asserted-Identity and Request-URI headers)

Enter MIME=no to have Session Manager strip MIME message
bodies on egress to Vodafone SBC, such that only SDP is present
in the message body sent to Vodafone’s SBC

The whole string in module parameter is MIME=no fromto=true

AVAyA AVaya Aura® S\/Stem Manager 6.1 Help | About | Change Password | Log 4
Routing &
Domains
T TS Adaptation Details
SIP Entities General
Entity Links * Adaptation name: |strip + from incoming PSTN calls
Time Ranges Module name: |DigitConversionAdapter ¥
Koating Eolicie: Module parameter: |MIME=no fromto=true
Dial Patterns
. Egress URI Parameters:
Regular Expressions
Defaults Notes:
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Scroll down and make corresponding changes in the Digit Conversion for Outgoing Calls from
SM section for calls from Vodafone to CS1000E users.
e Matching Pattern: In the sample configuration, + was used

e Min: Enter minimum number of digits (e.g., 1)

e Max: Enter maximum number of digits (e.g., 36)
e Delete Digits: Enter 1 to strip off +

¢ Insert Digits: Enter digits that need to be inserted

e Address to modify: Select both

Click Commit to save .

Digit Conversion for Outgoing Calls from SM

1 Item ' Refresh Filter; Enable

I~ | Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Motes
o *+ L |38 *1 both v
elect : All, None

6.5. Administer SIP Entities

A SIP Entity must be added for each SIP-based telephony system supported by a SIP connection
to the Session Manager. To add a SIP Entity, select SIP Entities on the left panel menu and then
click on the New button (not shown). The following fields will need to be populated for each SIP
Entity.
Under General:
e Inthe Name field enter an informative name.
e Inthe FQDN or IP Address field enter the IP address of Session Manager or the
signaling interface on the connecting system.
e Inthe Type field use Session Manager for a Session Manager SIP entity, SIP TRUNK
for CS1000E SIP entity and Gateway for the AASBC SIP entity.
¢ Inthe adaptation field select the created adapatation in Section 6.4 for the CS1000E and
AASBC SIP entities.
e Inthe Location field select the appropriate location from the drop down menu.
e Inthe Time Zone field enter the time zone for the SIP Entity.

In this configuration there are three SIP Entities.
e Session Manager SIP Entity
e Communication Server 1000E SIP Entity
e Session Border Controller SIP Entity
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6.5.1. Avaya Aura® Session Manager SIP Entity

The following screens show the SIP entity for Session Manager. The FQDN or IP Address field
is set to the IP address of the Session Manager SIP signaling interface.

AVAy‘& Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin
Routing ®| Home
[T Ml Home [ Elements / Routing / SIP Entities - SIP Entity Details
Domains Help ?
SIP Entity Detail [Commit [Cancel
Locations ntity Details [Commit [cancel
Adaptations General
SIP Entities * Name: |sesmngr02
Entity Links * FQDN or IP Address: [10.10.6.30
Time Ranges Type: [Session Manager
Routing Palicies
Notes:
Dial Patterns
Defaults
srau Outbound Proxy: =]
‘ Time Zone: |Etc/GMT E||

Credential name:

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration |«

The Session Manager must be configured with the port numbers on the protocols that will be
used by the other SIP entities. To configure these scroll to the bottom of the page and under
Port, click Add, then edit the fields in the resulting new row.
e Inthe Port field enter the port number on which the system listens for SIP requests.
¢ Inthe Protocol field enter the transport protocol to be used for SIP requests.
¢ Inthe Default Domain field, from the drop down menu select avaya.com as the default
domain.

Port

3 Items Refresh Filter: Enable
[] | Part Protocol Default Domain Notes
[ |sos0 TCP El avaya.comlzl
D 5061 TLS lz‘ avaya.comlz‘

Select : All, None
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6.5.2. Avaya Communication Server 1000E SIP Entity

The following screens show the SIP entity for Communication Server 1000E. The FQDN or IP
Address field is set to the [P address of the Node IP configured in Section 5.4. Note the
adapation created in Section 6.4 is applied to this entity link.

AVAYA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off ad
Routing *| Hi
Routing Ol Home /Elements / Routing / SIP Entities- SIP Entity Details
Domains H
Locations SIP Entity Details can
Adaptations General
* Name: [cppm7-5
Entity Links

* FQDN or IP Address: |10.10.6.71
Time Ranges

Routing Policies Type:
Dial Patterns Notes:
Regular Expressions
Defaults Adaptation: |5tr\p + from incoming PSTN calls v‘
Location: s
Time Zone: |Eumpe;Dublm Vl
Fat ida Dort & T with DNG GEY- [

6.5.3. Avaya Aura® Session Border Controller SIP Entity

The following screen shows the SIP Entity for the AASBC. The FQDN or IP Address field is
set to the IP address of the AASBC private network interface. Note the adapation created in
Section 6.4 is applied to this entity link.

AVAyA AVaya AU ra® S\/Stem Manager 6 1 Help | About | Change Password | Log off adr

Routing *| Hoi

Routing [l Home /Elements / Routing / SIP Entities- SIP Entity Details

Domains He
SIP Entity Details Canc

Adaptations General

SIP Entities * Name: AASBCO1

Entity Links

Locations

* FQDN or IP Address: [10.10.6.38

Time Ranges

Routing Policies Type:
Dial Patterns Notes:
Regular Expressions
Defaults Adaptation: ‘ strip + from incoming PSTN calls v‘
Location:
Time Zone: ‘ Europe/Amsterdam V‘
Override Port & Transport witr DNS SRV

* SIP Timer B/F (in seconds): 4
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6.6. Administer Entity Links

A SIP trunk between a Session Manager and another system is described by an Entity Link. To
add an Entity Link, select Entity Links on the left panel menu and click on the New button and
in the resulting screen fill in the following fields in the new row that is displayed.

e Inthe Name field enter an informative name.

e Inthe SIP Entity 1 field select the SIP Entity for SessionManager i.e. sesmngr02.

e Inthe Port field enter the port number to which the other system sends its SIP requests.

e Inthe SIP Entity 2 field enter the other SIP Entity for this link, created in Section 6.5

e Inthe Port field enter the port number to which the other system expects to receive SIP

requests.
e Select the Trusted tick box to make the other system trusted.
e Inthe Protocol field enter the transport protocol to be used to send SIP requests.

Click Commit to save changes (not shown). The following screen shows the Entity Links used
in this configuration.

F‘vh\yk‘ nva yu Ad gy J,’DLCIII I'IUIIUHCI .l HISIH | AUVUL | SHGHgS Fa2awuiy | ey wee an
Routing * H
Routing il Home /Elements / Routing / Entity Links- Entity Links
Domains F
. Entity Links
Locations
SIP Entities
-
6 Items = Refrash Filter: Ena
Time Ranges
| N SIP Entity-1 1 Port SIP Entiby 2 Pert i Peli
Routing Policies = U =
Dial Patterns [0 AASBCO1 TCP sesmngro2 TCP 5060 AASBCO1 5060 Trusted
T ST [0 sesmngr02 cppm7-5 5060 TCP sesmngro2 TCP 5060 cppm7-5 5050 Trusted
Defaults
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6.7. Administer Routing Policies
Routing policies must be created to direct how calls will be routed to a system. To add a routing
policy, select Routing Policies on the left panel menu and then click on the New button (not
shown).

e Under General enter an informative name in the Name field.

e Under SIP Entity as Destination, click Select, and then select the appropriate SIP entity

to which this routing policy applies.
e Under Time of Day, select the default 24/7 time range.

The following screen shows the routing policy for Communication Server 1000E

Routing fll Home /Elements / Routing / Routing Policies- Routing Policy Details
Domains
(e TS Routing Policy Details E

Adaptations

SIP Entities General

Entity Links * Name: |cs1k7-5sig_server ‘
Time Ranges Disabled: [

Routing Policies Notes:

Dial Patterns

Regular Expressions . : .
SIP Entity as Destination
Defaults

Name EQDMN or TP Address Type Notes
cppm7-5 10.10.6.71 SIP Trunlc
Time of Day
[ Remove ] [ View Gaps/Overlaps
1Item Refresh Filter: En
[1 Ranking 1.  Name 2.  Mon Tue wed Thu Fri sat Sun Start Time End Time Notes.
O [o 24/7 00:00 23:58 Time Range 24/3
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The following screen shows the routing policy for the AASBC

AVAyA Avaya Aura® System Manager 6.1

Help | About | Change Password | Log off admin

Routing *| Home

Routing MlHome [ Elements / Routing / Routing Policies - Routing Policy Details
Domains Help 2
Locations Routing Policy Datails [Commit [Cancel
Adaptati
aptations General
SIP Entities |
| * Name: |CallsToSBC i
Entity Links
— Disabled: [
Routing Policies Notes: |Calls routing to swisscom |
Dial Patterns
Regular Expraessions SIP Entity as Destination
Defaults
Name __FQDM or 1P Address Type Notes |
| AASBCOL 10.10.6.38 Gateway ‘
Time of Day
[Remove [View Gaps/Ovariaps
1 tem Refresh Filter: Enzble
D‘H'-g lA|I—e 2A|Hu-|T-e|ll|l'ad‘Th‘ﬁi|Sat|S-|Shﬂ:T-e End Time
‘ B b ] 24/7 00:00 23:59 Time Range 24/7
Select :All, None
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6.8. Administer Dial Patterns

A dial pattern must be defined to direct calls to the appropriate telephony system. To configure a
dial pattern select Dial Patterns on the left panel menu and then click on the New button (not

shown).

Under General:
e Inthe Pattern field enter a dialed number or prefix to be matched
e Inthe Min field enter the minimum length of the dialed number
e Inthe Max field enter the maximum length of the dialed number
e Inthe SIP Domain field select —ALL- to allow calls from any domain to match the dial

pattern

Under Originating Locations and Routing Policies. Click Add, in the resulting screen (not
shown), under Originating Location select ALL and under Routing Policies select the
appropriate routing policy defined in Section 6.7. Click the Commit button to save. The
following screen shows an example dial pattern configured for AASBC which will route the calls
out to the Vodafone Netherlands SIP Trunk Solution.

Routing

Domains

i Home /Elements / Routing / Dial Patterns- Dial Pattern Details

Help

el ris Dial Pattern Details Cance
Adaptations
SIP Entities General
Entity Links * pattern: 06
Time Ranges * Min: |2
Routing Policies + Max: 36
'
Regular Expressions Emergency Call: []
Defaults SIP Domain: |-ALL- ~
Notes:
Originating Locations and Routing Policies
1Item Refresh Filter: Enable
riginating Location outing Poli Routing outing Poli outing Reli
[] | originating Location Name 1 L ge ey e i "fe g Policy Rank 2 D:’;;;’cly‘:d gesti"gtfﬂrll v Eﬂt; o Rolicy
0 -al- Zny Locations CallsTosSEC 0 AASBCO1
Select : All, None
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The following screen shows an example dial pattern configured for Communication Server
1000E.

Routing [l Home /Elements / Routing / Dial Patterns- Dial Pattern Details

Domains Hel)

Locations Dial Pattern Details Canc

Adaptations

SIP Entities General

Entity Links * pattern: |[+31

Time Ranges * Min:
Routing Policies + Max:

Dial Patterns

Regular Expressions Eergency Call: []

Defaults SIP Domain: |-ALL- 3

Notes: |

Originating Locations and Routing Policies

1Item  Refresh

Filter: Enable
I T ) I . . I | Routing___ . " [ ; "
= = ar tocation Routing Policy 7 Routing Policy RoutingPolicy
] ‘ Originating Location Name 1 . ™ o Rank 0 . D:‘:ahbclv Destination Notes

O -au- Any Locations cs1k7-Ssig_server 0 cppm7-5

Select : All, None

HD; Reviewed: Solution & Interoperability Test Lab Application Notes 36 of 65
SPOC 6/11/2012 ©2012 Avaya Inc. All Rights Reserved. VFNLCS1K75AASBC




7. Configure Avaya Aura® Session Border Controller

This section describes the configuration of the AASBC. This configuration is done in two parts.
The first part is done during the AASBC installation via the installation wizard. These
Application Notes will not cover the AASBC installation in its entirety but will include the use
of the installation wizard. For information on installing the System Platform and the loading of
the AASBC template see [1] & [2].The second part of the configuration is done after the
installation is complete using the AASBC web interface.

7.1. Installation Wizard
During the installation of the AASBC template, the installation wizard will prompt the installer
for information that will be used to create the initial configuration of the AASBC. The first
screen of the installation wizard is the Network Settings screen. Fill in the fields as described
below and shown in the following screen:

e Inthe IP Address field enter the IP address of the private side of the AASBC

e Inthe Hostname field enter a host name for the AASBC

e Specify a domain in the Domain and Default Domain fields

Click Next Step (not shown) to continue

AVAYA
o mm—— e m—"—

» Configuration

Network Settings

4 Installation
Load
K Network Settings

Enter network settings

Q Logins
) WPN Access

i Domain-0 IP Address 10.10.6.36

Summary

Cave CDom IF Address 10.10.6.37
Gateway IF Address 10.10.6.1
MNetwork Mask 255.255.255.0
Primary DNS 10.10.6.10
Secondary DNS
(Optional)
Default Search List
(Optional)
HTTPS Proxy (Opticnal)
[IP Address:Port
Mumber]

Virtual Machine IP Address Hostname Domain
SBC 10.10.6.38 AASBCOLVIans avaya.com (Cpticnal)
Default Domain
avaya.com (Cptional)
Apply to all VMs
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From the Logins screen specify passwords for the services logins to the AASBC.

AVAYA

» Configuration "
Logins
4 Installation
P Services logins for SBC (optional)
Network Settings
= or LS Login name Password Re-type password
Q Logins
f) VPN Access craft sesenne oy
X sBC
Summary init seeane sesene
Save
dadmin oy sesnene

VPN remote access to the AASBC was not part of the compliance test. Thus, on the VPN
Access screen, select No to the question, Would you like to configure the VPN remote access

parameters for System Platform?

AVAYA

+ Configuration
VPN Access

- Installation
Load
& Network Settings

Configure VPN Access

% Logins

o) VPN Access

K SBC Would you like to configure the VPN remote access parameters for System Platform?
P
L st O ves @ no
Save
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On the SBC screen, in the SIP Service Provider Data section fill in the fields as described
below and shown in the following screen:

In the Service Provider select the name of the Service Provider to which the AASBC
will connect. This will allow the wizard to select a configuration file customized for this
Service Provider. At the time of the compliance test, a customized configuration file did
not exist for Vodafone Netherlands. Thus, Generic was chosen

In the Port field enter the port number that Vodafone Netherlands uses to listen for SIP
traffic

In the IP Address1 field enter the IP addresses provided by Vodafone Netherlands for
the Vodafone Office Voice SIP Trunk Service (fixed). The IP address for the Vodafone
OneVoice Corperate SIP Trunk Service (mobile) used during testing will be added after
the AASBC template is installed (Section 7.3)

In the Signaling/Media Networkl field enter the Vodafone Netherlands provided subnet
where media traffic will originate. An additional subnet can be provided for
Signaling/Media Network2

In the Media Netmask field enter the netmask corresponding to the Media Network
Scroll down to continue

» Configuration
SBC
- Installation
i Session Border Controller Data
Bt s i
# Logine Service Provider Port
i) VPN Access
O =8C Generic v 5060
Summary
Save Signalling/Media Signalling/Media
IP Address1 Network1l Netmask1
62.140.143.68 62.140.143.0 255.255.255.0
- Signalling/Media Signalling/Media - -
IP Address2 (Optional) Metwork2 (Optional) Metmask2 (Optional) Hunting (Optional)
v
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Further down on the same SBC screen, in the SBC Network Data section fill in the fields as
described below:

In the Public IP Address field enter the enterprsielP address that will be used for the
Vodafone Netherlands Office Voice SIP Trunk Service on the public side of the AASBC
In the Public Net Mask field enter the netmask associated with the public network to
which the AASBC connects

In the Public Gateway field enter the default gateway of the public network

In the Enterprise SIP Server section fills in the fields as described below:

In the SIP Domain field enter the enterprise SIP domain

In the IP Address field enter the IP address of the Enterprise SIP Server to which the
AASBC will connect. In the case of the compliance test, this is the IP address of the
Session Manager SIP signaling interface

In the Transportl field select the transport protocol to be used for SIP traffic between
the AASBC and Session Manager

Click Next Step to continue. A summary screen will be displayed (not shown). Check the
displayed values and click Next Step again to install the template with the values entered.

SBC Network Data

Interface IP Address Met Mask Gateway

Private (Management) 10.10.6.38 255.255.255.0 10.10.6.1

Public 62.140.151.114 255.255.255.240 62.140.151.113
Enterprise SIP Server

SIP Domain

IP Address1 Transportl

10.10.6.30

IP Address2 (Optional) Transport2 (Optional) Hunting (Optional)

1 | v]
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7.2. Access Avaya Aura® Session Border Controller

Access the AASBC using a web browser by entering the URL https://<ip-address>, where <ip-

address> is the private IP address configured in Section 7.1. Log in with the appropriate
credentials.

Acme Packet Net-Net OS-E
To access the NMOS-E management interface, you must first log in. Please provide your user name and password.

Usernama: [

Password: |

Legn

7.3. Configure Outside Interfaces

To allow two logical connections to be created between the enterprise and Vodafone Netherlands
an additional IP address is created on the outside interface of the AASBC. Rename the IP
address configuration created in Section 7.1 by expanding cluster -

box: AASBC01Vlan6.avaya.com > interface eth2 = ip outside and enter a descriptive name
in the name field. The name outsidefixed is used as this is the IP address that will be used for
the Vodafone Office Voice SIP Trunk Service. Scroll down to continue.

AVAYA |’ me/Amockel] Configuration
a ¥ L,a acme/¢ packet
Status Summary  Logout admin Home™| Configuration | Status™Call Cogs™Event Logs™ | "Actions ™ "SeTvices ™ Reys ™ TACCESS T TTools
Configuration: all Configure clusteribox:AASBC01Vlan6.avaya.comiinterface eth2lip outsidefixed Help Index
| Configuration | Setup | Wiew E Reset Back Copy Delete
= cluster Add allow rule, Add deny rule

E box:AASBCO1VIans.avaya.com

| * name outsidefixed |
= vsp _ admin enabled « (Resource is active)

# defauli-session-config . :

. tslsessicln config-pool *ip-address

- diak-plan o *type static - (static IP address)

[+ enterprise -

& dns P * address/mask 52.140.151.114/28 (n.n.n.n/n}

settings
geolocation 0
security-domain enter or select from <Not configured= -
address-scope enter or select from <Not configured= -
filter-intf disabled v (Resource is inactive)
Emedia-ports
[Delete]
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Further down on the same screen in the routing section click the edit link relating to the route

external-sip-media-1 route.
Hrouting
Delete route route admin |destination gateway metric
Edit Delate | route Default disahled | default 0.0.0.0 1
Edit Delete |route external-sip-media-1|enabled |network 621400143 024 |62.140.151.113 (1
Add route

In the resulting screen in the destination section, select host from the type drop down menu. In

the address field enter the IP address of the Vodafone Netherlands Office Voice SIP trunk

service.

Help Index
Set Resst Back Copy
admin enabled v
“route-name external-sip-media-1

Configure clusteribox:AASBCO1Vlan6.avaya.comlinterface eth2lip outsidefixediroutinglroute external-sip-media-1

Delete

(Resource is active)

* destination

{host route)

| “type host v
“address 55 140 143,68 {n.n.n.n
" gateway B2.140.151.113 {n.n.n.n
metric 1 ffrom 0 to 1,000, default=1)
Set Reset Back Caopy
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To create another IP address configuration navigate to box: AASBC01Vlan6.avaya.com =
interface eth2 - ip outsidefixed and click copy (Not shown). In the resulting screen update the
fields as shown below:

e Inthe name field enter a descriptive name. The name outsidemobile is used as this is
the IP address that will be used for the Vodafone OneVoice Corporate SIP Trunk
Service. Scroll down to continue.

e Inthe address/mask field enter the IP address that will be used on the public side of the
AASBC for the Vodafone OneVoice Corporate SIP Trunk Service.

Scroll down to continue.

oA 1
;\vm,fl;\r e/ e Configuration
a L a powered
Status Summary  Logout adrmin mulluy Configuration Al K 0 M K 5 |
Configuration: all Configure clusteribox;AASBCO01VIan6.avaya.comlinterface eth2lip outsidemobile Help Index
Configuration | Setup Wiew Set Reset | Back | Copy | Delete |
= cluster

= box: AASBECOTYlanG. avaya.cam Add allow rule, Add deny rule

interface ethd

© meace sth2
ip outsidefixed s
w - fame nutsidernaohile ‘
ip outsidemobile
cli .
g vsp admin (Resaurce is activa)
default-session-config )
tls *ip-address
i “type i
session-config-pool L {static IP address)
dial-plan - )
Enterprise addressimask |55 140.151.115/25 fn.n.n.ndn)
dns
Feinee geolocation g ]

security-domain enter l:l or select from | <Mat configured= %
addressscope enter l:l or select from | <Mat configureds v
filter-intf disabled || (Resource is inactive)

Further down on the same screen in the routing section click the edit link relating to the route
external-sip-media-1 route.

[FHrouting
Delete route route admin |destination gateway metric
Edit Delete |route Default disabled | default 0000 1
lrﬂDelete route external-sip-rnedia-1 [enabled |network 6214001430524 (62 140151113 |1
Add route
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In the resulting screen in the destination section, select host from the drop down menu for type.

In the address field enter the IP address of the Vodafone Netherlands OneVoice Corperate SIP
trunk service.

Configure clusteribox:AASBCO1VIan6.avaya.comlinterface eth2lip outsidemobilelroutingiroute external-sip-media-1
Help Index

Set I Resat I Back I Copy I Delete |

admin enabled v | (Resource is active)

* route-name

|externa|—sip—media-1 |

* destination

‘ “type host w | (host route) |

‘ ~address 153 140.143.75 | (n-n-n-nJ‘
* gateway [62.140.151.113 | tn.n.n.n)
metric 1 |frorn O to 1,000 default=1)

Set | Reset | Back | Copy |

7.4. Session Config Pool

Navigate to vsp > session-config-pool - entry ToTelco and extend the entry in the name field
to ToTelcofixed.

. A" i
AVA\’I]AF EJ{'.’I'?('_é packet Conﬁguratlon
a ]\ a powered
Status Summary  Logout admin Wiy Configuration | En ;| Actions fices | Keys | Access |
Configuration: all Configure vsplsession-config-poollentry ToTelco  Show advanced | Help Index
Configuration | Setup iew Set Reset | Back | Copy | Delete |
= cluster
B box: AASECO1YIank. avaya.com Set Qo3
interface ethd
B interface eth2
ip outsidefixed sip-directive
ip outsidernobile P Laviigure
cli : :
sett]
o vep sip-settings Configure
default-session-canfig log.alert
Ha 9 Configure
= session-config-pool registration
entry ToTelco Y i
entry ToPEX " hame ToTelcoFixed ‘
entry Discard
= dialnlan
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7.4.1. Stripping SIP Headers

The AASBC can be used to strip SIP headers to prevent the header from being sent to the public
SIP Service Provider. To strip a SIP header navigate to vsp > session-config-pool = entry
ToTelco 2> header-settings and click on the Edit blocked-header link.

oA
AVAY‘AV ;nc-m:-_/} p.-n'kc':
aura

Status Summary  Logout admin

Configuration: all

‘Conﬁguratiun| Setup | iew

g cluster
B box: AASBCOTYIanG. avaya. com
interface ethd
= interface eth2
ip outsidefixed
ip outsidemobile
cli
B vEp
default-session-config
tls
B session-config-pool
= entry ToTelcoFixed
to-uri-specification
from-uri-specification
request-uri-specification
p-asserted-identity-uri-specificatio

Configuration

Configuration

Set Reset Back

allowed-header
hMocked-header
altered-header
reg-ex-header
headernormalization

altered-hody

reg-ex-collector

Delete

Edit allowed-header

Edit blocked-header

Add altered-header

Add reg-ex-header

Add header-normalization

Add altered-body

Add reg-ex-caollector

Configure vspisession-config-poollentry ToTelcoFixed\header-settings  Show advanced Help Index

In the resulting page click the Add button to open a new entry field and enter the name of the
header to be removed, repeat this action for all the headers to be removed. Click the OK button

when finished.

A"
AVAYA eJ{'m:'_ﬂ packet

|
aura
Status Summary  Logout sdmin

Configuration: all

Configuration | Setup Wi

= cluster
2 box AASBCO1YlanG. avaya.com
interface ethd
= interface ethz
ip outsidefixed
ip outsidemobile
cli
B v¥sp
default-session-config
tls

=_sessinnranfin-non

muluy Configuration g

Configuration

Back

P-Charging-Vector
P-Location

Alert-Info

Add Remave All

0K

Configure vsplsession-config-poollentry ToTelcoFixediheader-settings blocked-header
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The following screen shows the headers being stripped during testing.

oA H
AVN’!IAV ;J('.rr):'/(l'pm'kc[ Confi gu ration
AUNA gz
Status Summary  Looout admin Bl Configuration i i 0 o " < -
Configuration: all Configure vspisession-config-poollentry ToTelcoFixediheader-settings  Show advancedl Help  Index
| Cnnﬂguratmn| Setup Wiews Set Reset | Back | Delete |
= cluster

= box AASBCOYIanG. avaya.com
interface ethl
[ interface eth2
ip outsidefixed
ip outsidermobile

allowed-header Edit allowed-header

blocked-header P-Charging-ector

el P-Location
B vsp
default-session-config Alert-Info
tls

= session-config-pool Edit blocked-header

= entry ToTelcoFixed

: ! . altered-header Add altered-header
to-niti- s erifieation —

Navigate to vsp = session-config-pool = entry ToTelco = from-uri-specification and enter
the IP address used on the public side of the AASBC for the Vodafone Netherlands Office Voice
SIP trunk into the first host field. This will ensure that the host part of the From header is always
set as the entered IP address. Click Set to save changes.

e 7
AVAV‘AF ac m;'_/? packet Conﬁg uration

AUl e

Status Summary  Locout admin Bilucw Configuration eyl - - 0 i e : )

Configuration: all Configure vspisession-config-poollentry ToTelcolfrom-uri-specification Help Index
Configuration | Setup Vigw Set Resat Back I Delete

= cluster

= box AASBCOTVIanG. avaya.com
:::2::22 ng user enter ar select from (Met-hNet O5-F uses the walue from

ip outsidefized the incoming FROM URL)
ip outsidemobile

i host enter [62.140.143.114 or select from [62.140.143.114 % |
= vep
default-sessian-config port enter or select fram (Met-hlet O5-E uses the value from the

tls |
= session-config-pool incoming FROM URL)

= entry ToTelco

to-uri-specification play enter |from-uri or select frorm | fram-uri + | (Met-Net OS-E uses the value from the

frarm-uri-specification incorming FROM URL)
request-uri-specification
p-asserted-identity-uri-specificatio user-agent-aware-display- [dicahled Bl {Besoume is inactivel
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Navigate to vsp => session-config-pool = entry ToTelco and click Copy (not shown). This will
produce an exact copy of the session config including the stripped SIP headers. In the resulting
screen alter the entry in the name field to ToTelcomobile.

A" H
évf\/IArd ;J{'(r?n'_é'p.‘?t‘k(‘t Conﬁguratlon
Status Summary  Logout admin My Configuration | A | Actions sices | Keys | Access ]
Configuration: all Configure vspisession-config-poollentry ToTelcoMobile Show advanced | Help Index

Configuration | Setup Wiew Set Reset | Back | Copy | Delete |
= cluster
2 box AASECOTY]anG. avaya. com Set Qo3

interface ethd
& ineface i
ip outsidefixed
ip outsidernohile
cli

sip-directive  Configure

sip-settings Configure

B vsp
& default-session-confi
e g log-alert Configure
0

= session-config-pool
entry ToTelcoFixed

entry ToPBX

entry Discard

entry ToTelcoMobile

registration Configure

F =

[“name ToTelcoMobile |

2]

Navigate to vsp => session-config-pool = entry ToTelcomobile - from-uri-specification and
enter the [P address used on the public side of the AASBC for the Vodafone Netherlands
OneVoice Coporate SIP trunk into the first host field. This will ensure that the host part of the
From header is always set as the entered IP address. Click Set to save changes.

L i

AVAV‘AF ac mc'é packet Cﬂnﬁguratlon

AU e

Stetus Summary  Logout admin Buliuy Configuration geijil Al i ons" 'S || i a |
Configuration: all Configure vsplsession-config-poolientry ToTelcoMobilelfrom-uri-specification Help Index
Configuration | Setup Vigw Setl Reset Back Delete

= cluster

= boxAASECOTVIank. avaya.com
interface ethd

@ interface eth2 Enter M or select from | from-uri v (Net-Met OS-E uses the value fram
ip outsidefixed the incaming FROM URL)
ip outsidemobile
cli host enter _52 140143115 or zelect from __52 140,143,115+ ‘
B vep
default-session-config port enter or select from (Met-Met OS-E uses the value from the
tls

= session-config-pool incaming FROM URL)

entry ToTelcoFixed

entry TePBX display enter ar select fram (Met-Met OS-E uses the value from the
entry Discard incoming FROM URL)
= entry ToTelcoMobile
to-uri-specification user-agent-aware -display- disabled % (Resource is inactive)
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7.5. SIP Servers

Navigate to vsp => enterprise => servers = sip-gateway Telco and alter the entry in the name
field to Telcofixed. Click Set to save changes.

AU e
Status Summary  Logout admin

Configuration: all

Configuration | Setup Wiew

#H ®H

IEE eS|

= cluster
box: AASBCO1 anG. avaya. com

|
=
i
=

default-session-config

tls

session-config-pool

dial-plan

enterprise

= servers

sip-gateway PBEX
sip-gateway Telco

dns

settings

Configuration

“Home™etniGITELLT N - Status= = Call"Cogs™“Event Cogs—[“Actions™["Services | “Keys—“Access ™| Tools™

Configure vsplenterpriselserversisip-gateway Telco  Show advanced | Help  Index

Set Reset I Delete |

Back | Copy |

Manage connections, Log instant messages, Becord media, Becord files,
Set up accounting, Change "from:" URI, Change "to:" URI

general:

‘ ame |Te|coﬁxed| |‘
admin {Resource is active)

domain | |

failover-detection

(Use OPTIONS to detect failures)

Navigate to vsp => enterprise => servers > sip-gateway Telcofixed and click Copy (Not
shown). In the resulting screen alter the entry in the name field to Telcomobile. In the
outbound-session-config-pool-entry field select the ToTelcomobile session config created in
Section 7.4 from the drop down menu. Click Set to save changes.

;\v;\yl;\r Configuration
AU e
Status Summary  Logout adimin FHome™ e DUTTTELL T Status™ " CallCogs™ "Event'Logs™ " Ons™ S eV | REYST il
Configuration: all Configure vsplenterpriselserversisip-gateway Telcomobile  Show advanced I Help  Index
Configuration | Setup Wiew Sat Reset I Back I Capy I Delete I
o cluster
bax:AASECO1VIanG. avaya. com Wanage connections, Loginstant messages, Record media, Record files,
o vap Set up accounting, Change "from:” URI, Change "to:" LRI
default-session-confi
s
session-config-pool | “hame Telcorabile |
dial-plan |—|
enterprise .
- = spemars admin {Resource is active)
sip-cateway PBX domain
sip-gateway Telcoficed ‘ ]
sip-gateway Telcomobile ) )
dns failover-detection (Use OPTIONS to detect failures)
settings
FEserver-pool
Delete
inbound-session-config-pool-entry | v| Craate
outhound-session-config-pool-entry |vsp\sessmn-conﬁg-puoI\emry TaTelcoMaobile V| Edit Create
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Navigate to vsp => enterprise => servers - sip-gateway Telcomobile = server-pool 2>
server Telcol and enter the IP address provided by Vodafone Netherlands for the Vodafone
Netherlands OneVoice Corporate SIP trunk connection in to the host field. Click Set to save
changes.

Avnv‘z\r Configuration
dUS e
Status Summary Logout admin iy Configuration geieiil o i ons™ ™S ! i a |
Configuration: all Configure vsplenterpriselserversisip-gateway Telcomobilelserver-pooliserver Telcol  Show advanced Help
Inde
Configuration Setup Wiew
= cluster Set Reset I Back | Copy I Delete I
bos: AASBCOTVanE. avaya. com
= vsp
defu-sessio-cony Gonerar
tls .
dial-plan .
= enterprise admin (Resource is active)
B seners _
sip-gateway PEX ‘ host B2.140.143.75 thost name ar non.nn) ‘
B sip-yateway Telcofixed
wsphsession-config-poalientry transpert
= senver-pool transporn (User Datagram Protocal)
server Telool
[ sip-gateway Telcomohile
vsphsession-config-poolientry port (at minimum 1,default=5060)
= server-pool
server Telcol
o | Policy- |
settings
outbound-normalization  Add gutbound-normalization
inbound-noermalization Add inbound-normalization
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7.6. Dial Plan Configuration

The dial plan is used to define how calls route between SIP entities. For the compliance test four

routes are required.

e The route FromTelcofixed will be used to route fixed calls from Vodafone Netherlands

to the Session Manager.

e The route FromPBXfixed will be used to route fixed calls from the Session Manager to

Vodafone Netherlands.

e The route FromTelcomobile will be used to route mobile calls from Vodafone

Netherlands to the Session Manager.

e The route FromPBXmobile will be used to route mobile calls from the Session Manager

to Vodafone Netherlands.

Navigate to vsp = dial-plan = source-route FromTelco (not shown) and alter the entry in the
name field to FromTelcofixed. Click Set to save changes.

AVAYA acme /2 pr.:c'k(‘l
&tfra

Status Summary  Logout admin Myl Configuration

Configuration

Configuration: all

Configure vspldial-planisource-route FromTelcofixed  Show advanced Help Index

route Default
source-route FromTelcofixed
source-route FromPB:
enterprise
dns
settings

* source-match

peer

priority

condition-list

location-match-preferred

condition-list-match-secondary

“type server b

Y source-server

type servet ~| (Peeris a SIP serer)

server vaphenterprisel\serversisip-gateway PEX v | Edit Create

up-to-outbound-peer (¥ | (Cuthound peer determines whether preferred)

100 (from O to 959 999 default=100)

Configure

false [+

Configuration | Setup “iew Zat Reset Delete
g cluster
b AAZBCO1YIanE. avaya.com
=
default-session-config "
tlg | name FromTelcofixed |
session-config-poal o
o diakplan description

vsplenterprisetserversisip-gateway Telcofixed v | Edit Create
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Navigate to vsp = dial-plan = source-route FromTelcofixed and click Copy (not shown). In
the resulting screen alter the entry in the name field to FromTelcomobile. In the source-server
field select the Telcomobile SIP server created in Section 7.5. Click Set to save changes.

o :
AVAYN acme/Qpacket Configuration

A9 e

Status Summary - Logout admin “Home™ RN B TTEL LT = Status™ “Call Cogs™"Event Togs™ “Actions™ “Services™ “Keys~“Access™ “Tools™

Configuration: all Configure vsp\dial-planisource-route FromTelcomobile Show advanced | Help _Index
Configuration | Setup Wiew Sat Reset I Back | Copy | Delete I
= cluster
box AASBECO1Y]anG. avaya. com
B vep

default-session-config

e | name FromTelcomohile |

session-config-pool o
= diakplan description l:l
route Default
source-route FromTelcofixed “ source-match
source-raute FromPEX “type

source-route FromTelcomabile
enterprise
dns
settings

‘ “source-senver  [yepenterprise\serversisip-gateway Telcomobile v | Edit Create

peer

ype server v| (Peeris a SIP senver)

server

|\rsp\emErprise\ser\rers\sip-gateway PEX "| Edit Create

location-match-preferred up-to-outhound-peer | (Outbound peer determines whether preferred)
priority 100 {from O to 999,999 default=100)

Navigate to vsp = dial-plan = source-route FromTelcofixed and alter the entry in the name
field to FromPBXfixed. Click Set to save changes.

oAt i

A\myr\r el{'m:'_é packet Conﬁguratlon
a L a powered
Status Summary  Lagout admin Wil Configuration i K 0 B B |
Configuration: all Configure vspldial-planisource-route FromPBXfixed  Show advanced | Help Index

CoaTgnIEED || Seiug iz Set | Resst| Back| Copy| Delate |
= cluster

box ALSECOTVIanGE, avaya.com

o

default-session-canfig

tls | ~hame FromPEXfixed ‘

session-config-pool

Rl fescption 1

route Default

source-route FromTelcofixed * source-match
source-route FromPEX “type
source-route FromTelcomobile
source-route FromPBXfixed " source-server \vsp\emerprise\sewers\sip-gateway PEX w | Edit Create
enterprise
dns
settings peer

type setver w | (Peeris a SIP sener)

server

|vsp\enterprise\senfers\swp-gateway Telcofixed "| Edit Create

location-match-preferred up-to-outbound-peer v (Outhound peer determines whether preferred)
priority {frarn 0 to 999 599, default=100)
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Navigate to vsp = dial-plan = source-route FromPBXfixed and click Copy (not shown). In
the resulting screen update the fields as shown below:
e Alter the entry in the name field to FromPBXmobile.
e Under the source-match section, select condition-list from the drop down box in the
type field.
e Under the peer section, in the server field select the Telcomobile SIP server created in
Section 7.5
Click Set to save changes and then click the configure link under the condition-list section.

T i

AV‘\VIAF :u'mc'_/? packet Confi g uration
a L a powered
Status Summary  Losout adrmin maliuy Configuration i i - K - a
Configuration: all Configure vspidial-planisource-route FromPBXmobile _Show advanced | Help _Incex

Configuration | Setup Wiew Set Reset I Back I Copy I Delete I

g cluster

box AASBCO1YlanG.avaya.com
=

default-session-confiy

e || name FromPExmobile |

session-config-pool .
route Default
source-route FromTelcofived * source-match -
source-route FromPEXmaobile | type conditior-list % |
source-route FromTelcomobile
source-route FromPEXfixed
enterprise peer

dns type {Peeris a SIP sener)

settings

| server |vsp\enterprlse\ser\fers\sm-gateway Telcornobile V| Edit Create

location-match-preferred up-to-outbaund-pear | (CDuthound peer determines whether preferrad)
priority o0 |ifrom 0 to 999 999 default=100)

condition-list Configure ‘

condition-listmatchsecondary false v

In the resulting screen select the operation OR from the drop down menu and click the Add-to-
uri-condition link under the to-uri—condition section.

oA i
M\V\AV acme/Mpacket Configuration
AUlA e
Status Summary  Logout admin mulius Configuration il s B ons" "5 | B - |
Configuration: all Configure vspldial-planisource-route FromPBXmobilelcondition-list Help Index
Configuration | Setup View Set Reset Back Delete
= cluster
box AASECO1YlanG. avaya.com
B vep operation ‘
default-session-confiy | ! OR
tls
sessian-config-pool « evaluate w | (The Met-Met OS-E runs the conditions to determine whether to apply session configuration
= diakplan settings.)
route Default )
source-route FromTelcofixed sip-message- Ld sig-message-condition
source-route FromPEXmaobile condition
source-route FromTelcomobile from-uri-condition - .
source-route FramPEXfixed ! B
enterprise - —
dns P | to-uri-condition Add to-uri-condition |
settings request-uri-condition Add request-uri-condition
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In the resulting screen define the dial patterns that the condition list should match by updating
the fields as shown below:

e For attribute select user from the drop down menu. This means that the condition will
try to match the user part of the uri.

e For match select contains from the drop down menu. This means that the condition list
will match anything that contains the entry in the value field.
e Inthe value field enter the digits to match using regular expression.

Click Create to save the condition.

PR 7
AVAYA S e packe Configuration
aura
Status Summary  Logout admin wuluy Configuration
Configuration: all Create vspldial-planisource-route FromPBXmobilelcondition-listito-uri-condition - Step 1 of 1: Edit to-uri-condition Help
Index
Configuration | Setup Wiew
Please provide some basic information for to-uri-condition. Then press "Create”.
= cluster
box: AASBCOTYlanE avaya. com
ER attribute user w | [particular resource located at host)
default-session-confiy
tls match containg | (allow values which contain the specifisd expression)
sessign-config-pool
= diakplan value +00316| reqular expression

route Default
source-route FromTelcofixed
source-route FromPBExmobile

Create Reset Cancel

The AASBC can be used to create the regular expression for the value field. Click the (regular
expression) link next to the value field as seen in the previous screen. The following pop up box
is displayed. Enter the digits to be matched and select the appropriate radio button for the type of
match. The example below will match any digits beginning with 210, this will produce a regular
expression of #210.

(regular expression)

You can set the match option so that the system matches the entire string, the
beginning or end of the string, or any part of the string

Enter String 210
Pattern
Match option {3 Exact Match &) Match Beginning & Match End (O
Match Aoy
Ok Cancel
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The following screen shows the to-uri-conditions used during the compliance test.

A" I
AVA\."‘AF eme A paetet Configuration
AUl \emmm
Status Summary  Logout admin wuluce Configuration gegegil i i ons | S A | : ]
Configuration: all Configure vspldial-planisource-route FromPBXmobilelcondition-list Help Index
Configuration | Setup View Set I Reset I Back Delete
= cluster
box: AASBCOTIanG. avaya.com Press "Set" to keep these values.
EREH
default-session-config
tls operation OR ~
session-config-pool
&= diakplan mode {The MNet-Met O5-E runs the conditions to determine whether to apply session configuration
route Default settings.)
source-rodte FromTeleofixed ’
source-route FromPEXmobile sip-message- Add sip-message-condition
source-route FromTelcomobile condition SR e
source-route FromPExRfixed
enterprise from-uri-condition Add from-uri-condition
dns
settings to-uri-condition attribute
v Edit Delete |user contains “00316
AY Edit Delete |user contains *210
AY Edit Delete |user contains *06
A Edit Delete |user contains M+316

Add to-uri-condition

7.7. Mobile-X Mid call features

To allow Mobile-X mid-call features to work using DTMF tones from the mobile device, the
tones need to be passed to the CS1000E as SIP INFO messages. In order to do this RFC2833
tones are converted into INFO messages using the AASBC. Navigate to vsp > session-config-
pool = entryToPBX -> in-dtmf-translation and click Configure (not shown). In the resulting
screen update the fields as shown below and then click on Set to save:

— -
évf\/lAra EJ{'.’I'?('_‘é.{}(?L‘k(‘[ Conﬁguratlon
Status Summary Logout admin “Home™| Configuration "Status™"Call'Cogs™| "Event Cogs™ "Actions™|"Services™"Keys™|"Access™|"Tools™
Configuration: all Configure vsplsession-config-poolientry ToPBXl\in-dtmf-translation|  Show basic
| Configuration | Setup | View Set Reset | Back | Delete |
B cluster

box AASBCO1VIan6.avay .
. 0X anb.avaya.com info Mc-2833 |¥| (RFC-2833 packets)

default-session-config

B session-config-pool
entry ToTelcoFixed rfe-2833 (SIP INFO message)

B entry ToPBX

to-uri-specification drop-rfc-2833 m

request-uri-specification

in-gtmf-translation info-dtmf-body (SIP INFO message with DTMF-relay body)

out-dtmftranslation
header-settings timeout-ric-2833 |1000

entry Discard ms
entry ToTelcoMohile
dial-plan
enterprise E Resel Hlank
dns
settings Help Index
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Navigate to vsp = session-config-pool = entryToPBX - out-dtmf-translation and click
Configure (not shown). In the resulting screen update the fields as shown below and then click

on Set to save:

AVRYA
alla

Status Summary  Logout admin

:wmc_é packet
powered

Configuration

et o e it s ettt e ittt sttt . ittt ettt

Configuration: all

|Conﬁgurat\on| Setup | View

B cluster
box AASBCO1VIan6.avaya.com
B vsp
default-session-config
tls
=l session-config-pool
entry ToTelcoFixed
E entry ToPBX
to-uri-specification
request-uri-specification
in-dtmif-translation
out-dtmftranslation
header-settings
entry Discard
entry ToTelcoMobile
dial-plan
enterprise
dns
settings

[

Back | Delete

E Reset |
info (RFC-2833 packets)

drop-info
rfc-2833 (SIP INFO message)

drop-rfc-2833

true v

info-dtmf-body

timeout-rfc-2833  [4qg e

dtmf-relay | (SIP INFO message with DTMF-relay body)

Configure vsp\session-config-poolientry ToPBX\out-dtmf-translation Show basic

E Reset Back

Help Index

7.8. Save the Configuration

To save the configuration, click on Configuration in the left pane to display the configuration
menu. Next, select Update and save configuration.
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8. Verification Steps

8.1. Verify Avaya Communication Server 1000E Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select
Group table as shown below.

AVAYA €S1000 Element Manager

- UCM Network Services
- Home
- Links

Managing: 10.80.51.60 Username: admin
System » Maintenance

- Virual Terminals
- System
+ Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
+ P Network
+Interfaces
- Engineered Values
+Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
Dialing and Humbering Plans
+Phones
-Tools
+ Backup and Restore
- Date and Time
+Logs and reports
- Security
+Passwords
+Policies
+Login Options

¥

Maintenance

@ Select by Overlay O Select by Functionality

«Select by Overlay=

LD 30 - Network and Signaling

LD 32 - Network and Peripheral Equipment
LD 34 - Tone and Digit Switch

LD 36 - Trunk

LD 37 -Input/Qutput

LD 38 - Conference Circuit

LD 39 -Intergroup Switch and System Clock
LD 45 - Background Signaling and Switching
LD 46 - Multifrequency Sender

LD 48 -Link

LD 54 - Multifrequency Signaling

LD 60 - Digital Trunk Interface and Primary Rate Interface
LD 75 - Digital Trunk

LD 80 - Call Trace

LD 117 - Ethernet and Alarm Management
LD 135 - Core Common Equipment

LD 137 - Core Inputoutput

LD 143 - Centralized Software Upgrade

D-Channel Diagnostics
MSDL Diagnostics
TMDI Diagnostics

Select Status for D-Channel (STAT DCH) command and click Submit to verify status of
virtual D-Channel as shown below. Verify the status of the following fields:

e Appl Status
e Link_ Status

Verify status is OPER
Verify status is EST ACTV

D-Channel Diagnostics

Status for D-Channel (STAT DCH}
Disable Automatic Recovery (DIS AUTO)
Enable Autornatic Recovery (ENL AUTO)

Test Interrupt Generation (TEST 100)

;
v ALL
.
F

Establish D-Channel (EST DCH}

|_|ocHloeslaepL_sTaTus

O 010 virk OPER EST ACTV

Command executed succeszfully.

AUTO
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8.2. Verify Avaya Aura® Session Manager Operational Status

8.2.1. Verify Avaya Aura® Session Manager is Operational

Navigate to Elements = Session Manager = Dashboard (not shown) to verify the overall
system status for Session Manager. Specifically, verify the status of the following fields as
shown below.

* Tests Pass .
e Security Module —
e Service State Accept New Service

[l Home /Elements / Secsion Manager- Session Manager
Session Manager ‘

Dashboard H
Session Manager Session Manager Dashboard
Administration This page provides the overall status and health summary of each administered Session Manager.

Communication Profile .
Session Manager Instances

Editor
Network Configuration [ Service State ~ ] [ Shutdown System - ] As of 3:07 PM
Device and Location
Configuration 1Item ' Refresh = Show Filter: Ena
Applicati Sessi Tests Securi - Enti Active call A q n
Cppf'.':ﬂ "): I~ | H:T:;:r | Type Alarms o M?);I:Jrlle:v Service State Mr:)rlngoring CDIJI:te a Registrations Version
onfiguration

’ [ Session Core  0/1/63 u Accept New 0/2 0 0 6.1.4.0.614

System Status Manager P Service 6.1.4.0.6

System Tools Select : All, None

Navigate to Elements - Session Manager - System Status - Security Module Status (not
shown) to view more detailed status information on the status of Security Module for the specific
Session Manager. Verify the Status column displays Up as shown below.

Security Module Status

This page allows vou to view the status of each Session Manager's Security Module and to perform certain actions.

[ Reset ] I Synchronize ] [ Certificate Management = ] [ Connection Status
1 Item | Refresh = Show Filter: Enable
‘ Details ;‘j'lisrlsai;:r ‘ Type  Status Connections IP Address ‘ VLAN ‘ g::::_l;y NIC Bonding I(E;;g:;clilgdkf’ (] ﬁz::;ficate
(@] Show  sesmngr02 sM Up 13 10.10.6.30/24  --- 10.10.6.1 Disabled /8 SIF CA
Select : None
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8.2.2. Verify SIP Entity Link Status

Navigate to Elements = Session Manager = System Status = SIP Entity Monitoring (not
shown) to view more detailed status information for one of the SIP Entity Links. Select the SIP
Entity for Network Routing Server from the All Monitored SIP Entities table (not shown) to
open the SIP Entity, Entity Link Connection Status page. In the All Entity Links to SIP
Entity: cppm?7-5 table, verify the Conn. Status for the link is Up as shown below.

SIP Entity, Entity Link Connection Status

Thi= page displays detailed connection status for all entity links from all Session Manager instances to a =single SIP entity.
All Entity Links to SIP Entity: cppm7-5

Summary View

1 Item | Refresh Filter: Enable

Details Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status
Show  sesmngro2 10.10.6.71 5080 TCP Up 200 OK Up

Verify the SIP link is up between the Session Manager and AASBC by going through the same

process as outlined above but selecting the SIP Entity for AASBC in the All Monitored SIP
Entities table.

SIP Entity, Entity Link Connection Status

Thi= page displays detailed connection status for all entity links from all Session Manager instances to a =single SIF entity.
All Entity Links to SIP Entity: AASBCO1

Summary View

1 Item | Refresh

Filter: Enable
Details Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status
Show sesmngr02 10.10.6.38 5080 TCP Up 200 OK Up
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8.3. Verify Avaya Aura ® Session Border Controller

From the AASBC Actions tab it is possible to send a SIP OPTIONS message to a specified IP
address to confirm the correct response. Select sip from the left hand menu and select ping from
the drop down menu in the type field. Enter the required IP address in the server field and

specify the appropriate transport type and port. Click Invoke and the result of the test are
shown towards the top of the page.

AR e Actions
11 acme /¢l packet

aulrg

Stslus Summsry - Loooul sdmin W —

registration -

remove-device 5|p

restart

restore-defaults Actions for SIP transport connections
restore-stick-create

route

route-server -
lled Sending OPTIONS to 62.140.143.75:5060 UDP
route-server-controlle Success! Received OPTIONS Response 200:
rtp-cache-delete From: sip:62.140.151.115
rtp-header To: sip:62.140.143.75
Contact: <sip-62.140.143.75>
rtp-stream
rule-failover

script

* action

secret " type ping ~ (Query a SIP endpoint with SIP option)
send-notify-event * server W
Sensor

server
service-route-lookup
set-call-forwarding port 5060 (at minimum 1,default=5060)
set-chassis-config-boot
set-chassis-config-

Invoke
console 4

transport UDP ~ (User Datagram Protocol)

1. Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active.

2. Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active.

3. Verify that the user on the PSTN can end an active call by hanging up.
4. Verify that an endpoint at the enterprise site can end an active call by hanging up.

HD; Reviewed: Solution & Interoperability Test Lab Application Notes 59 of 65
SPOC 6/11/2012 ©2012 Avaya Inc. All Rights Reserved. VFNLCS1K75AASBC



9. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Communication
Server 1000E, Avaya Aura® Session Manager and Avaya Aura® Session Border Controller to
Vodafone Netherlands SIP Trunk Solution comprising of Vodafone Office Voice and Vodafone
OneVoice Corporate. Vodafone Netherlands SIP Trunk Solution is a SIP-based Voice over [P
solution providing businesses a flexible, cost-saving alternative to traditional hardwired
telephony trunks. Vodafone Vodafone Netherlands SIP Trunk Solution comprising of Vodafone
Office Voice and Vodafone OneVoice Corporate passed compliance testing. Please refer to
Section 2.2 for any observations or workarounds relating the testing covered by these
Application Notes.
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Please e-mail any questions or comments pertaining to these Application Notes along with the
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DevConnect Program at devconnect@avaya.com.

HD; Reviewed: Solution & Interoperability Test Lab Application Notes 65 of 65
SPOC 6/11/2012 ©2012 Avaya Inc. All Rights Reserved. VFNLCS1K75AASBC


mailto:devconnect@avaya.com

