AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuring Avaya Aura®
Communication Manager Server R6.0, Avaya Aura®
Session Manager R6.1, and Avaya Session Border Controller
for Enterprise R4.0.5 with Windstream — Issue 1.0

Abstract

These Application Notes illustrate a sample configuration using Avaya Aura® Session
Manager Release 6.1, Avaya Aura® Communication Manager Release 6.0.1, and Avaya
Session Border Controller for Enterprise (Avaya SBCE) Release 4.0.5 with the Windstream
system.

The Windstream offer referenced within these Application Notes is designed for business
customers with an Avaya SIP trunk solution. The service provides local and/or long distance
PSTN calling via standards-based SIP trunks directly, without the need for additional TDM
enterprise gateways or TDM cards and the associated maintenance costs.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution Interoperability Test Lab, utilizing a Windstream circuit
connection to the production Windstream Service.
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1. Introduction

These Application Notes illustrate a sample configuration using Avaya Aura® Session Manager
Release 6.1, Avaya Aura® Communication Manager Release 6.0.1, and Avaya Session Border
Controller for Enterprise Release 4.0.5 with the Windstream service. The Windstream Service
provides local and/or long-distance calls (with PSTN endpoints) via standards-based SIP trunks.

2. General Test Approach and Test Results

Communication Manager connects to Avaya SBCE via Session Manager using a SIP connection.
Avaya SBCE connects to the Windstream system using SIP signaling. Various call types were
made between Communication Manager and the Windstream service to verify the
interoperability.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

Compliance testing scenarios for the configuration described in these Application Notes included the
following:

e General call processing between Communication Manager and Windstream service
including:
e Codec/ptime ( G.711 u-law / 20ms, G.729 / 20ms)
Hold/Retrieve on both ends
Caller ID (CLID) display
Ring-back tone
Talk path
Dial plan support
Advanced features (Call on Mute, Call Park, Call Waiting)
Abandoned Call
o Call redirection verification: all supported methods (blind transfer, consultative transfer,
call forward, and conference) including CLID. Call redirection is performed from both
ends
UUI (User to User Information) - Call Redirect Capability
DTMEF in both directions
SIP Transport UDP, TCP: Used TCP within CPE and UDP with Windstream
Early Media Transmission
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The following assumptions were made for this lab test configuration:
e Avaya Aura® Communication Manager is implemented R6.0.1 software and the latest
service packs.
e Windstream provides support to setup, configure and troubleshoot on carrier switch
during test execution.

During testing, the following activities were performed for each test scenario:

e Calls were checked for the correct call progress tones and cadences.

¢ During the ringing state, the ring back tone and destination ringing were verified.

e Calls were verified for both hands-free and handset mode due to internal Avaya
requirement.

o Calls were verified for quality and talk path in both directions.

e The display(s) of the sets/ VoIP software phone involved were checked for consistent and
expected CLID and redirection information both prior to answer and after call
establishment.

¢ The Communication Manager maintenance terminal window was open during the test
cases execution for the monitoring of BUG(s), ERR messages. Eg: Use command: list
trace tac *010 to monitor the call.

2.2. Test Result
No limitations were found during testing.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com

For technical support on Windstream system, please contact Windstream technical support at:
e Toll Free: 1-800-843-9214
e http://www.windstreambusiness.com/support-center.html
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3. Reference Configuration

Figure 1 illustrates the test configuration used during the compliance testing between
Communication Manager and Windstream systems. For confidentiality and privacy purposes,
actual public IP addresses used in this testing have been masked out and replaced with fictitious
IP addresses throughout the document.

Avaya Aura ® System Manager Avaya Aura ® Session Manager Avaya Aura® Communication Manager

.196

.193

189
Avaya SBCE Avaya 9600 Series IP Phones (H323/SIP)

T er— “
IS Avaya G650 Media Gateway
112 ﬁ ﬁ lll-
LN ~H~~-
2
Analog Phone AX Digital Phone
at
e
2 DevConnect Test LAB

Sonus Switch Gateway

SIP Signaling: 20.20.49.125

SIP Media: 20.20.49.124

Windstream
Network Cloud

Internet

Digital/IP Phones FAX

Figure 1- Reference Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Avaya system:

Equipment

Release

Avaya S8800 Server

Avaya Aura® Communication Manager R6.0.1
(R016x00.1.510.1-19350

Avaya G650 Media Gateway

TN2224B (Digital Line Card) HW12

TN793B (Analog Line Card) HW6

MediaPro FW95

Avaya S8800 Server Avaya Aura® Session Manager R6.1.1.0.611023
Avaya S8800 Server Avaya Aura ®System Manager R6.1.4.0 +

SP0.r873

Avaya Dell R210 V2 Server

Avaya Session Border Controller for Enterprise

R4.0.5 Q02

Avaya 9611 Phone (H323) 3.11

Avaya 96xx IP Phone (SIP) 6_0 3-120511

Avaya 9404 Digital Phone N/A

Analog Phone N/A
Windstream system:

Equipment Software

Sonus Switch 7.35

Gateway 7.3.5
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5. Configure Avaya Aura® Communication Manager

This section describes the steps for configuring Communication Manager for SIP signaling. SIP
trunks are established between Communication Manager and Session Manager. These SIP trunks
will carry SIP signaling associated with Windstream SIP Trunk Service. For incoming calls, the
Session Manager receives SIP messages from Windstream via Session Border Controller and
directs the incoming SIP messages to Communication Manager. Once the message arrives at
Communication Manager, further incoming call treatment, such as incoming digit translations
and class of service restrictions may be performed. All outgoing calls to the PSTN are processed
within Communication Manager and may be first subject to outbound features such as automatic
route selection, digit manipulation and class of service restrictions. Once Communication
Manager selects a SIP trunk, the SIP signaling is routed to Session Manager. Session Manager
directs the outbound SIP messages to Windstream network via Session Border Controller.
Communication Manager configuration was performed using the System Access Terminal
(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity in
presentation.

5.1. Verify Licensed Features

The Communication Manager license file controls the maximum values for licensed features.
Contact an authorized Avaya sales representative for assistance if a required feature needs to be
enabled or there is insufficient capacity.

Use the display system-parameters customer-options command and on Page 2, verify that the
Maximum Administered SIP Trunks are sufficient for the combination of trunks to the
Windstream and any other SIP applications.

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES

IP PORT CAPACITIES SED
Maximum Administered H.323 Trunks: 450

Maximum Concurrently Registered IP Stations: 450

Maximum Administered Remote Office Trunks:

Maximum Concurrently Registered Remote Office Stations:
Maximum Concurrently Registered IP eCons:

Max Concur Registered Unauthenticated H.323 Stations:
Maximum Video Capable Stations:

Maximum Video Capable IP Softphones:

Maximum Administered SIP Trunks:

Maximum Administered Ad-hoc Video Conferencing Ports:
Maximum Number of DS1 Boards with Echo Cancellation:
Maximum TN2501 VAL Boards:

Maximum Media Gateway VAL Sources:

Maximum TN2602 Boards with 80 VoIP Channels:

Maximum TN2602 Boards with 320 VoIP Channels:

Maximum Number of Expanded Meet-me Conference Ports:

(@)

[eNeoNoNeoNoNoNolNNoNolNoNoNoNoN Lol
Ul

O OO OO OO O OOOOo
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On Page 3, verify that ARS is setto y.

display system-parameters customer-options
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call ID?

A/D Grp/Sys List Dialing Start at 01?2
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASAI Link Core Capabilities?

ASAI Link Plus Capabilities?

Async. Transfer Mode (ATM) PNC?
Async. Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?

ATMS?

Attendant Vectoring?

8B BB BBOKKKNKKNKDBBDBBDB

Page 3 of 11

Audible Message Waiting?
Authorization Codes?
CAS Branch?
CAS Main?
Change COR by FAC?
Computer Telephony Adjunct Links? n
Cvg Of Calls Redirected Off-net? n
DCS (Basic)? n
DCS Call Coverage? n
DCS with Rerouting? n

|9 B3B3

Digital Loss Plan Modification? n

DS1 MSP? n
DS1 Echo Cancellation? y

On Page 5, verify that Private Networking and Processor Ethernet are set to y.

display system-parameters customer-options

OPTIONAL

Multinational Locations?
Multiple Level Precedence & Preemption?
Multiple Locations?

Personal Station Access (PSA)?
PNC Duplication?

Port Network Support?

Posted Messages?

Uniform Dialing Plan?

Private Networking?

Processor and System MSP?
Processor Ethernet?

Remote Office?
Restrict Call Forward Off Net?
Secondary Data Module?

Page 5 of 11

FEATURES
n Station and Trunk MSP? n
n Station as Virtual Extension? n
n

System Management Data Transfer? n
% Tenant Partitioning? n
n Terminal Trans. Init. (TTI)? y
n Time of Day Routing? n
n TN2501 VAL Maximum Capacity? y
Yy
y Usage Allocation Enhancements? y
n
y Wideband Switching? n

Wireless? n

n
Yy
Yy
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5.2. Configure Dial Plan

In the sample configuration, the Avaya CPE environment uses 4 digits to dial the local
extensions (ext), such as 45xx. For outbound calls via SIP trunk to Windstream, the feature

access code (fac) 9 is used to access the Automatic Route Selection (ARS) table. The dial plan
illustrated here is not intended to be prescriptive; any valid dial plan may be used.

Use the change dialplan analys
e Enter the Dialed String
e Enter the Dialed String

is command to make following changes:
45 with Total Length 4
9 with Total Length 1

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type

0 3 fac

1 3 fac

45 4 ext

3 5 ext

4 10 ext

6 10 ext

8 1 fac

9 1 fac

us 2 fac

& 3 fac

= 4 dac

# 2 fac

# 3 fac
HV; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 72
SPOC 07/25/2012 ©2012 Avaya Inc. All Rights Reserved. WSCM601SM61SBCE




5.3. Configure IP Node Names

The node names are mappings of names to IP addresses that can be used in various screens. The
following abridged change node-names ip output shows relevant node-names used in the
sample configuration. The node name for Session Manager is DevASM with IP Address
10.10.97.198. The node name and IP Address for the Processor Ethernet (procr) is procr and
10.10.97.201. The procr is the interface that Communication Manager will use as the SIP
signaling interface to Session Manager.

change node-names ip
IP NODE NAMES

Name IP Address
DevASM 10.10.97.198
default 0.0.0.0
procr 10.10.97.201

5.4. Configure IP Interface for procr

Use the change ip-interface procr command to change the Processor Ethernet (procr)
parameters. The following screen shows the parameters used in the sample configuration. While
the focus here is the use of the procr for SIP Trunk signaling, observe that the Processor Ethernet
will also be used for registrations from H.323 IP Telephones. Ensure Enable Interface is y and
Network Region is 1

change ip-interface procr
IP INTERFACES

Type: PROCR
Target socket load: 1700

Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5

IPV4 PARAMETERS
Node Name: procr IP Address: 10.10.97.201
Subnet Mask: /26
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5.5. Configure IP Network Regions for Gateway Telephones

Network regions provide a means to logically group resources. Use the change ip-network-
region 1 command to set the following values:

e The Authoritative Domain field is configured to match the domain name configured on
Session Manager in Section 7.1. In this configuration, the domain name is
bvwdev7.com.

e By default, IP-IP Direct Audio (both Intra- and Inter-Region) is set to yes to allow
audio traffic to be sent directly between endpoints without using gateway VolIP resources.
The Codec Set is set to the number of the IP codec set to be used for calls within the IP
network region. In this case, codec set 1 was used.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: bvwdev7.com
Name: procr
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

a1 o

5.6. Configure IP Codec Set

The following screen shows the configuration for codec set to be used for local and external
calls. In general, an IP codec set is a list of allowable codecs in priority order. Use the change ip-
codec-set command for the codec set specified in the IP Network Region 1 form above. Enter
the list of audio codecs eligible to be used in order of preference. For the interoperability test, the
codecs supported by Windstream were G.711MU and G.729

change ip-codec-set 1 Page 1 of 2
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
2: G.729 n 2 20
HV; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 72
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5.7. Configure SIP Signaling Groups

This section illustrates the configuration of the SIP Signaling Groups that will be used for
inbound and outbound PSTN calls to Windstream Trunk Service. Use the add signaling-group x
(where x is the signaling-group number) command to set the following values:

e Group Type is set to sip

e Transport Method is set to tcp

e [IMS Enabled issetton

e Near-end Node Name is set to procr. This value is taken from the IP Node Name form
shown in Section 5.3

e Far-end Node Name is set to DevASM (Node name of the Session Manager entered in
Section 5.3)

e Near-end Listen Port is set to 5060

e Far-end Listen Port is set to 5060

e Far-end Network Region is set to 1 (The IP Network Region is configured in Section
5.5)

e Far-end domain is set to bvwdev7.com (domain name as configured in Section 5.5) in
signaling group 1 for outbound calls and set to blank in signaling group 2 for inbound
calls

e DTMF over IP is set to rtp-payload. This value enables Communication Manager to
send DTMF transmissions using RFC 2833

e Enable Layer 3 Test is set to y to enable Communication Manager to maintain heartbeat
using the SIP OPTION method

add signaling-group 1
SIGNALING GROUP

Group Number: 1 Group Type: sip
Transport Method: tcp
IMS Enabled? n
IP Video? n

Near-end Node Name: procr Far-end Node Name: DevASM
Near-end Listen Port: 5060 Far-end Listen Port: 5060
Far-end Network Region: 1
Far-end Domain: bvwdev7.com

Bypass If IP Threshold
Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Direct IP-IP Early Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
HV; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 72
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add signaling-group 2
SIGNALING GROUP

Group Number: 2 Group Type: sip
Transport Method: tcp
IMS Enabled? n
IP Video? n

Near-end Node Name: procr Far-end Node Name: DevASM
Near-end Listen Port: 5060 Far-end Listen Port: 5060
Far-end Network Region: 1
Far-end Domain:

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Direct IP-IP Early Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6

5.8. Configure SIP Trunk Groups

This section illustrates the configuration of the SIP Trunks Groups corresponding to the SIP
signaling groups from the previous section.

Use the add trunk group x (where x is the trunk group number) command to set the
following values on Page 1:
e Choose a descriptive Group Name
e Specify a trunk access code (TAC) consistent with the dial plan, i.e. *010, *011
e The Direction is set to outgoing to allow outgoing calls and set to incoming to allow
incoming calls
e The Service Type field should be set to public-ntwrk for the trunks that will handle calls
with Windstream
e Specify the signaling group associated with this trunk group in the Signaling Group field
as previously configured in Section 5.7
e Specify the Number of Members supported by this SIP trunk group

add trunk-group 10 Page 1 of 21
TRUNK GROUP

Group Number: 10 Group Type: sip CDR Reports: y
Group Name: OUTSIDE CALL COR: 1 TN: 1 TAC: *010
Direction: outgoing Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public-ntwrk Auth Code? n

Signaling Group: 1
Number of Members: 50
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On Page 3 of the trunk-group screen set Numbering Format field to private.

add trunk-group 10 Page 3 of 21
TRUNK FEATURES

ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Use the add trunk group 11 command to set the values of trunk group which will be used for
PSTN calls to Windstream. Trunk group 11 is associated with Signaling Group 2.

add trunk-group 11 Page 1 of 21
TRUNK GROUP

Group Number: 11 Group Type: sip CDR Reports: y

Group Name: INSIDE CALL COR: 1 TN: 1 TAC: *011
Direction: incoming Outgoing Display? n

Dial Access? n Night Service:

Queue Length: O

Service Type: public-ntwrk Auth Code? n

Signaling Group: 2
Number of Members: 15

On Page3 of trunk-group form set Numbering Format to private.

change trunk-group 11 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n
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5.9. Configure Route Pattern

Use the change route-pattern 1 command to route calls to the SIP trunk group described in Section
5.8. This allows route pattern 1 to destine the calls between the PSTN and the Windstream Service by
using the SIP trunk group 10. Digit manipulation can be performed on the called number, if needed,
using the No. Del Dgts and Inserted Digits fields. Digit manipulation can also be performed by
Session Manager.

change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: PSTN
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk ILmt List Del Digits QSIG
Dgts Intw
1: 10 0 n user
23 n user
38 n user
4: n user
OF n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4wW Request Dgts Format
Subaddress
l: yyyyyn n rest none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: y yyyyn n rest none
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5.10. Configure Public Numbering

Use the change public-unknown-numbering command to define the format of numbers sent to
Windstream in SIP headers such as the From and PAI headers. In general, the mappings of
internal extensions to Windstream DID numbers may be done in Session Manager (via Digit
Conversion in adaptations) or in Communication Manager (via public-unknown-numbering, and
incoming call handling treatment for the inbound trunk group).

In the bolded rows shown in the example abridged output below, all Communication Manager
extensions are mapped to a DID numbers by adding the sequence 864263 to the beginning of the
number, when the call uses trunk group 10. Alternatively, Communication Manager can send the
extension to Session Manager by leaving the CPN Prefix field blank and setting the CPN Len to
4 and Session Manager can adapt the number to the Windstream DID.

change public-unknown-numbering 1 Page 1 of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp (s) Prefix Len
Total
Administered: 8
4 4500 10 864263 10 Maximum Entries: 240
4 4501 10 864263 10
4 4502 10 864263 10
4 4503 10 864263 10
4 4504 10 864263 10
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5.11. Configure ARS Routing For Outbound Calls

Although not illustrated in these Application Notes, location-based routing may be configured so
that users at different locations that dial the same telephone number can have calls choose
different route-patterns. Various example scenarios for a multi-location network with failover
routing are provided in reference [PE]. In these Application Notes, all locations table directs
ARS calls to specific SIP Trunks to Session Manager. Appropriate ARS entries can be added to
match the various dial patterns (e.g., long distance, service numbers, etc.) to be sent to
Windstream.

Use the change ars analysis 0 command to specify ARS configuration . For example if a user
dials the ARS access code defined in Section 5.2, followed by the number beginning with
Dialed String 1 with a length of 11 digits and Call Type as pubu, the call will select Route
Pattern 1.

change ars analysis 0 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
0 7 18 1 pubu n
011 13 24 1 intl n
1 11 11 1 pubu n
3 5 5 3 pubu n
4 10 10 1 pubu n
6 10 10 1 pubu n

5.12. Configure Incoming Call Handling Treatment

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming call if necessary. Since Session Manager is present, Session
Manager can be used to perform digit conversion, and digit manipulation via Communication
Manager incoming call handling table may not be necessary. If the DID number sent by
Windstream is unchanged by Session Manager, then the DID number can be mapped to an
extension using the incoming call handling treatment of the receiving trunk-group 11. As an
example, use the change inc-call-handling-trmt trunk-group 11 to convert incoming DID
numbers 864263xxxx to 4 digit extension xxxx by deleting 6 of the incoming digit.

change inc-call-handling-trmt trunk-group 11 Page 1 of 3
INCOMING CALL HANDLING TREATMENT
Service/ Number Number Del Insert
Feature Len Digits
public-ntwrk 10 864263 6
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5.13. Configure Avaya Aura® Communication Manager Stations

In the sample configuration, four digit station extensions were used with the format 4xxx. Use
the add station 4500 command to add an Avaya H.323 IP telephone

add station 4500 Page 1 of 5
STATION
Extension: 4500 Lock Messages? n BCC: O
Type: 9620 Security Code: 1234 TN: 1
Port: S00021 Coverage Path 1: 1 COR: 1
Name: IP 4500 Coverage Path 2: Ccos: 1
Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 4500
Speakerphone: 2-way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n

IP Video? n

Customizable Labels? Y

5.14. Save Avaya Aura® Communication Manager Configuration

Changes

Use the save translation all command to save the configuration.
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6. Avaya Aura® Communication Manager Configuration for
UUI-Call Redirect Capability
This section describes the additional administration steps on Communication Manager necessary

for supporting interaction with the Windstream Transfer Connect service. The steps are
performed from the Communication Manager System Access Terminal (SAT) interface.

Note: In the following sections, only the highlighted parameters are applicable to these
Application Notes. Other parameters shown should be considered informational.

6.1. Configure System Parameters

This section reviews the additional Communication Manager licenses and features that are
required for supporting the interaction with the Windstream Transfer Connect service. For
required parameters that are not enabled in the steps that follow, contact an authorized Avaya
account representative to obtain the necessary licenses.

Enter the display system-parameters customer-options command. On Page 4 of the system-
parameters customer-options form, verify that the ISDN/SIP Network Call Redirection? field

issettoy.

display system-parameters customer-options

OPTIONAL FEATURES

Page 4 of 11

HV; Reviewed:

Emergency Access to Attendant? y IP Stations? y
Enable 'dadmin' Login? y

Enhanced Conferencing? n ISDN Feature Plus? n

Enhanced EC5007? y ISDN/SIP Network Call Redirection? y

Enterprise Survivable Server? n ISDN-BRI Trunks? y

Enterprise Wide Licensing? n ISDN-PRI? y

ESS Administration? n Local Survivable Processor? n

Extended Cvg/Fwd Admin? y Malicious Call Trace? n

External Device Alarm Admin? n Media Encryption Over IP? n

Five Port Networks Max Per MCC? n Mode Code for Centralized Voice Mail? n
Flexible Billing? n

Forced Entry of Account Codes? n Multifrequency Signaling? y

Global Call Classification? n Multimedia Call Handling (Basic)? y

Hospitality (Basic)? y Multimedia Call Handling (Enhanced)? y

Hospitality (G3V3 Enhancements)? n Multimedia IP SIP Trunking? y
IP Trunks? y
IP Attendant Consoles? y

(NOTE: You must logoff & login to effect the permission
Solution & Interoperability Test Lab Application Notes 20 of 72
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On Page 6 of the system-parameters customer-options form, verify that the vectoring features
outlined below are setto y.

display system-parameters customer-options Page 6 of 11
CALL CENTER OPTIONAL FEATURES

Call Center Release: 5.0

ACD?

BCMS (Basic)?

BCMS/VuStats Service Level?

BSR Local Treatment for IP & ISDN?
Business Advocate?

Call Work Codes?

DTMF Feedback Signals For VRU? Vectoring (Basic)?
Dynamic Advocate? Vectoring (Prompting) ?

vy Reason Codes?
n
n
n
n
n
n
n
Expert Agent Selection (EAS)? y Vectoring (G3V4 Enhanced)?
n
n
n
Yy
n
n
n

Service Level Maximizer?

Service Observing (Basic)?

Service Observing (Remote/By FAC) ?
Service Observing (VDNs) ?

Timed ACW?

EAS-PHD? Vectoring (3.0 Enhanced)?

Forced ACD Calls? Vectoring (ANI/II-Digits Routing)?

Least Occupied Agent? Vectoring (G3V4 Advanced Routing) ?

Lookahead Interflow (LAI)? Vectoring (CINFO) ?

Multiple Call Handling (On Request)? Vectoring (Best Service Routing)?
Multiple Call Handling (Forced)? Vectoring (Holidays)?
PASTE (Display PBX Data on Phone)? Vectoring (Variables)?

MKMKMKMKMKMKMKKNK B B B B

6.2. Configure SIP Trunks

This section describes the steps for modifying the SIP trunk to the Avaya SBCE to support the
interaction with the Windstream Transfer Connect service.

Enter the change trunk-group 11 command, where 11 is the number of the trunk group
administered in section 5.8 for inbound Windstream service calls. On Page 4 of the trunk-group
form, set Network Call Redirection to y. Verify Support Request History? field is set to n and
Telephone Event Payload Type field is set to 100..

change trunk-group 11 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? n
Prepend '+' to Calling Number? n

Send Transferring Party Information? y
Network Call Redirection? y

Send Diversion Header? y

Support Request History? n

1

Telephone Event Payload Type: 100

6.3. Configure Inbound Call Routing

This section describes the steps for routing inbound Windstream Transfer Connect service calls
to reach Vector Directory Numbers (VDNSs) with corresponding programmable vectors. These
vectors contain steps that invoke the Communication Manager SIP Network Call Redirection
(NCR) functionality (see Section 6.2 above). Two different inbound call routing scenarios are
described in these Application Notes:
1. Pre-Answer Redirection - An inbound Windstream Transfer Connect service call that
invokes SIP NCR (using a SIP 302 message) prior to the call being answered.
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2. Post-Answer Redirection - An inbound Windstream Transfer Connect service call that
invokes SIP NCR (using a SIP REFER message) after the call has been answered by a
vector.

These Application Notes provide rudimentary vector definitions to demonstrate and test the SIP
NCR and UUI functionalities. In general, call centers will use vector functionality that is more
complex and tailored to their individual needs. Call centers may also use customer hosts running
applications used in conjunction with Avaya Application Enablement Services (AES) to define
call routing and provide associated UUI. The definition and documentation of those complex
applications and associated vectors are beyond the scope of these Application Notes.

6.3.1. Pre-Answer Redirection

This section provides an example of Pre-Answer Redirection. The following screen shots show
how to route inbound Windstream Transfer Connect service calls to reach Vector Directory
Numbers (VDNs) with corresponding programmable vector. The vector instructs
Communication Manager to redirect the call to a designed number. In the example, the inbound
call is routed to the vdn 4503, which invokes the vector 22,

change vdn 4503 Page 1 of 3
VECTOR DIRECTORY NUMBER

Extension: 4503
Name*: 302
Destination: Vector Number 22

Allow VDN Override? n
COR: 1
TN*: 1

Measured: none

l1st Skill*:
2nd Skill*:
3rd Skill*:

Note: The parameters for ASAI UUI variables A and B, and other vector variables are defined
using the change variables command.

change variables Page 1 of 39
VARIABLES FOR VECTORS

Var Description Type Scope Length Start Assignment VAC

A UuiTestl asaiuui L 16 1

B UuiTest2 asaiuui L 16 17

©
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The vector 22 does the following:
e Plays ringback for 3 seconds (vector step 02).

e Assigns the data 1234567890123456 to ASAI UUI variable A (vector step 05).

e Redirects the call to the number 8642634504 (vector step 08). Note that since this vector
did not answer the call, the presence of the ~r in the route-to number instructs
Communication Manager to send a SIP 302 message with the number 8642634504 in the
user part of the Contact header URI, e.g., 8642634504 @<host/domain>, to the
Windstream Transfer Connect service (via the Avaya SBCE)

change vector 22 Page 1 of 6
CALL VECTOR

Number: 22 Name: 302RingUUI
Multimedia? n Lock? n
Basic? y EAS? vy G3V4 Enhanced? y ANI/II-Digits? y ASAI Routing? n
Prompting? y LAI? y G3V4 Adv Route? y CINFO? y BSR? vy Holidays? y
Variables? y 3.0 Enhanced? y
01 # Ringing
02 wait-time 3 secs hearing ringback
03
04 # Define UUI variable
05 set A = none CATR 1234567890123456
06
07 # Redirect
08 route-to number ~r8642634504 with cov n if unconditionally
09 stop
10
11
12

6.3.2. Post-Answer Redirection

This section provides an example of Post-Answer Redirection. In this example, the inbound call
is routed to the vdn 4502, which invokes the vector 15.

change vdn 4502 Page 1 of 3
VECTOR DIRECTORY NUMBER

Extension: 4502
Name*: REFER
Destination: Vector Number 15

Allow VDN Override? n
COR: 1
TN*: 1

Measured: none

1st Skill*:
2nd Skill*:
3rd Skill*:
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The vector 15 does the following:

e Assigns the data 1234567890123456 to ASAI UUI variable B (vector step 02).

e Answers the call to play an announcement 3003 (vector step 05) and attempts to redirect
the call to the number 8642634504 (vector step 08). Note that since this vector answered
the call, the presence of the ~r in the route-to number instructs Communication
Manager to send a SIP REFER message with the number 8642634504 in the user part of
the Refer-header URI, e.g., 8642634504@<host/domain> to the Windstream Transfer
Connect service (via the Avaya SBCE).

e |f the redirection fails (e.g. network denies the call), then announcement 3004 (vector
step 10) is played to the caller.

change vector 15 Page 1 of 6
CALL VECTOR

Number: 15 Name: Refer UUI
Multimedia? n Lock? n
Basic? y EAS? vy G3V4 Enhanced? y ANI/II-Digits? y ASAI Routing? n
Prompting? y LAI? y G3V4 Adv Route? y CINFO? y BSR? vy Holidays? y
Variables? y 3.0 Enhanced? y

01 # Generate UUI

02 set B = none CATR 1234567890123456

03

04 # Play Refer announcement

05 announcement 3003

06

07 # Refer occurs since this is post answer

08 route-to number ~r8642634504 with cov n if unconditionally
09 # If Refer fails play announcement and disconnect

10 disconnect after announcement 3004

11

12
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6.3.3. Provision Station to display UUI

In order to display the UUI information defined in the Sections 6.3.1 and 6.3.2 above, the
Agent’s station must have a UUI display button defined via the Communication Manager
change station x form, where X is a station extension associated with the Agent. On Page 4 of
the change station 4503 form, add the uui-info feature to any available button appearance (e.g.

button appearance 4).

change station 4503 Page 4 of 5
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: O
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:
BUTTON ASSIGNMENTS
1: call-appr 4: uui-info
2: call-appr 5:
3: call-appr 6:
HV; Reviewed: Solution & Interoperability Test Lab Application Notes 25 of 72
SPOC 07/25/2012 ©2012 Avaya Inc. All Rights Reserved. WSCM601SM61SBCE




7. Configure Avaya Aura® Session Manager

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note: The following sections assume that Session Manager and System Manager have been
installed and that network connectivity exists between the two. For more information on Session
Manager see Section 11 of these Application Notes.

Session Manager is managed via System Manager. Using a web browser, access https://<ip-
addr of System Manager>/SMGR In the Log On screen, enter appropriate User ID and
Password and press the Log On button

AVAYA Avaya Aura® System Manager 6.1

Home / Log On

Log On

This system is restricted solely to authorized users for
legitimate business purposes only. The actual or
attempted unauthorized access, use, or modification
of this system is strictly prohibited

Unauthorized users are subject to company lUser 1D: ‘
disciplinary procedures and or criminal and civil 5
penalties under state. federal, or other applicable I Password: l

domestic and foreign laws

The use of this system may be monitored and

recorded for administrative and security reasons Clear
Anyone accessing this system expressly consents to

such monitoring and recording, and is advised that if it

reveals possible evidence of criminal activity. the

evidence of such activity may be provided to law

enforcement officials

All users must comply with all corporate instructions
regarding the protection of information assets
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Once logged in, a Home Screen is displayed as below:

AVAYA

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and assign roles
to users

Synchronize and Import
Synchronize users with the enterprise
directory, import users from file

User Management
Manage users, shared user resources
and provision users

Avaya Aura® System Manager 6.1

Application Management
Manage applications and application
certificates
Communication Manager
Manage Communication Manager
objects
Conferencing
Conferencing
Inventory
Manage, discover, and navigate to
elements, update element software
Messaging
Manage Messaging System objects
Presence
Presence
Network Routing Policy
Session Manager
Session Manager Element Manager

SIP AS 8.1
SIP AS 8.1

Help | About | Change Password | Log off admin

Home

Services

Backup and Restore
Backup and restore System Manager
database
Configurations
Manage system wide configurations
Events
Manage alarms,view and harvest logs
Licenses
View and configure licenses
Replication
Track data replication nodes, repair
replication nodes
Scheduler
Schedule, track, cancel, update and
delete jobs
Security
Manage Security Certificates
Templates
Manage Templates for Communication
Manager and Messaging System
objects

When Routing is selected, the right side outlines a series of steps.

HV; Reviewed:
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Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Reqular Expressions

Defaults
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The sub-sections that follow are in the same order as the steps outlined under Introduction to
Network Routing Policy (NRP) in the abridged screen shown below. In these Application
Notes, all these steps are illustrated with the exception of Step 3 and Step 9, since Regular
Expressions were not used.

Introduction to Network Routing Policy

Metwork Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.

The recommended order to use the routing applications (that means the overall routing workflow) to configure
wvour netwark configuration is as follows:

Step 1. Create "Domains" of type SIP (other routing applications are referring domains of type SIPY.
Step 2! Create "Locations"
Step 3 Create "Adaptations"
Step 4! Create "SIP Entities"
- SIP Entities that are used as "Outbound Proxies" e.q. a certain "Gateway" or "SIP Trunk"
- Create all "other SIP Entities" {Session Manager, CM, SIF/PSTH Gateways, SIP Trunks)
- Assign the appropriate "Locations", "adaptations" and "Outbound Proxies"
Step 5 Create the "Entity Links"
- Between Session Managers
- Between Session Managers and "other SIP Entities"
Step §: Create "Time Ranges"
- align with the tariff information received from the Service Prowviders
Step 7: Create "Routing Policies"
- Assign the appropriate "Routing Destination" and "Time Of Day"
{Time Of Day = assign the appropriate "Time Range" and define the "Ranking")
Step 8 Create "Dial Patterns"
- &ssign the appropriate "Locations" and "Routing Palicies" to the "Dial Patterns”
Step 9: Create "Reqgular Expressions"
- Assign the appropriate "Routing Policies" to the "Regular Expressions”

Each "Routing Policy" defines the "Routing Destination” (which is a "SIP Entity") as well as the "Time of Day"
and its associated "Ranking".

IMPORTANT: the appropriate dial patterns are defined and assigned afterwards with the help of the routing
application "Dial patterns". That's why this overall routing workflow can be interpreted as

"Dial Pattern driven approach to define Routing Policies"
That means (with regard to steps listed abowve?:
Step 7: "Routing Polices" are defined
Step 8 "Dial Patterns" are defined and assigned to "Routing Policies" and "Locations" {one step)

Step 9 "Regular Expressions" are defined and assigned to "Routing Policies" {one step)
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7.1. Configure Domains

To add SIP domains that will be used with Session Manager, select Routing - Domains. Click
the New button to add a new SIP domain entry. Click the Commit button after changes are
completed.

The following screen shows the list of configured SIP domains. The domain bvwdev7.com is not
known to the Windstream production service. The domain name should match the one used in
the ip-network-region described in Section 5.5.

7
AVAyA AVaya Au ra® System Manager 6 ’ 1 Help | About | Change Password | Log off admin
Routing *| Home
Pl Home /Elements / Routing / Domains- Domain Management
e 7
5 Domain Management
Locations
Adaptations Edit Blpicate| [bEieeel| More Actions ~ |
SIP Entities
Entity Links E
18 Items Refresh Filter: Enable
Time Ranges :
Routing Policies - e Type Default Notes
Dial Patterns B sip a For Windstream
Regular Expressions
Defaults

7.2. Configure Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside, for
the purposes of bandwidth management. One location is added to the sample configuration for
the enterprise SIP entities. To add locations, select Routing - Locations. The following screen
shows an abridged list of configured locations. Click on the checkbox corresponding to the name
of a configured location or Click on the New button to add a new location. Click the Commit
button after changes are completed. Assigning unique locations can allow Session Manager to
perform location-based routing, bandwidth management, and call admission control.

AVAyA AVaya Au ra® System Manager 6.1 Help | About | Change Password | Log off admin
Routing * Home
‘
Domains . Help ?
Location
Adaptations Edit Duplicate | Delete | More Actions ~ |
SIP Entities
Entity Links 1idtom | Rafresh Filter: Enable
Time Ranges
Routing Policies - Name Nowes
Dial Patterns O M@M
Regular Expressions Select : All, None
Defaults
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The following screen shows the location details for the location named Belleville,Ont,Ca, to be
assigned to SIP Entities in Section 7.3.

A\VAyA AVaya Au ra® System Manager 6 1 Help | About | Change Password | Log off admin
Routing *| Home
Routing Pll Home /Elements / Routing / Locations- Location Details
Domains Help ?
Locations Location Details Commit | Cancel
Adaptations
Call Admission Control has been set to ignore SDP. All calls vill be counted using the Default Audio Bandvidth.
SIP Entities See Session Manager -> Session Manager Administration -> Global Setting
Entity Links

Time Ranges General

Routing Policies * Name: | Belleville,Ont,Ca

Dial Patterns Notes: [Belleville DevConnect lab
Regular Expressions

Defaults Overall Managed Bandwidth

Managed Bandwidth Units: |Kbit/sec 'I

Total Bandwidth: 1000000

Per-Call Bandwidth Parameters

* Default Audio Bandwidth: 80| |Kbit/sec ¥

7.3. Configure SIP Entities
A SIP Entity must be added for each SIP-based telephony system supported by a SIP connection
to the Session Manager. To add a SIP Entity, select Routing - SIP Entities and then click on
the New button (not shown) and configure as follows:
Under General:
¢ In the Name field enter an informative name
e Inthe FQDN or IP Address field enter the IP address of Session Manager or the
signaling interface on the connecting system
e Inthe Type field use Session Manager for a Session Manager SIP entity, CM for a
Communication Manager SIP entity and Other for the SBC SIP entity
¢ Inthe Location field select the appropriate location (configured in section 7.2) from the
drop down menu
¢ Inthe Time Zone field enter the time zone where the SIP Entity is located

Following SIP Entities were configured for this reference configuration:
e Communication Manager SIP Entity
e Session Manager SIP Entity
e Session Border Controller SIP Entity
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7.3.1. Configure Avaya Aura® Communication Manager SIP Entity

The following screen shows a portion of the SIP Entity Details corresponding to an
Communication Manager SIP Entity named DevCM201. The IP Address field contains the IP
Address of the processor ethernet (10.10.97.201). The Type field is set as CM. Location is set to
Belleville, Ont,Ca. and Time Zone is set as America/Toronto.

Domains
Locations
Adaptations
Entity Links
Time Ranges
Routing Policies
Dial Patterns

Regular Expressions

SIP Entity Details

General

* Name: [DevCM201 ] ]

* FQDN or IP Address: [10.10.97.201 |

| Type:

cM X |

Notes: |CM_procr

Routing % Home ;I

'l Home /Elements / Routing / SIP Entities- SIP Entity Details

Help ?

_Commit | _cancel |

Defaults Adaptation: ] _'_]
|Location: ]Belleville,Ont,Ca;l |
rTime Zone: [America/Toronto zl|
Override Port & Transport with DNS SRV: [
* SIP Timer B/F (in seconds): |4 i
Credential name:
Call Detail Recording: [none >
SIP Link Monitoring
SIP Link Monitoring: ]Link Monitoring Enabled j
* Proactive Monitoring Interval (in seconds): 900 |
* Reactive Monitoring Interval (in seconds): 120 =
* Number of Retries: |1
Entity Links
Add Remove
2 Items Refresh Filter: Enable
| SIP Entity 1 Protocol = Port | SIP Entity 2 [ Port Trusted
- [Devasm ~1 TCP = * 5060 DevCM201 ~ * 5060 | v
- [Devasm - UbP =] * (5060 DevCM201 ~ * (5060 v —
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7.3.2. Configure Avaya Aura® Session Manager SIP Entity

The following screens show the SIP entity for Session Manager named DevASM. The IP
Address field is set to the IP address 10.10.97.198 of the Session Manager SIP signaling
interface. Type is set as Session Manager. Location is Belleville, Ont,Ca. Time Zone is
America/Toronto

AVAYA

Domains

Locations
Adaptations

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System Manager 6.1

Help | About | Change Password | Log off admin

Routing *| Home

Pl Home /Elements / Routing / SIP Entities- SIP Entity Details

SIP Entity Details
General

*|Name: DevASM i

*[FQDN or 1P Address: [10.10.97.198 |

Notes: [For Se;sion Manager

lLocation: Belleville,Ont,Ca 'lt
Outbound Proxy: VI

]Time Zone: |America/Toronto ;||

Credential name:

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Conﬁguration;]

Help ?
Commit | Cancel

Click the Add button to configure a new port. Protocol TCP is used in the sample configuration
for improved visibility during testing. Port is 5060 and Default Domain is bvwdev7.com.

Remove
5 Items Refresh Filter: Enable
?W Port } - 7\7Protocoil 7Defia||7|l Domain Notes
r |isos0 i |Fer=l ||[ovwdevz.com = T
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7.3.3. Configure Avaya SBCE SIP Entity

The following screen shows the SIP Entity Details for the Avaya SBCE.
The IP Address field is set to the IP address 10.10.97.189 of the Avaya SBCE interface. Type is

set as Other. Location is Belleville, Ont,Ca. and Time Zone is America/Toronto

Domains

Locations

Routing *| Home

til Home /Elements / Routing / SIP Entities- SIP Entity Details

SIP Entity Details

Help 2

Commit | Cancel

Adaptations General
* Name: |Avaya SBCE |
:?:?Rj:::s |* FQDN or IP Address: 10.10.97.189 |
Routing Policies |Type: ,:t"“"—;”
Dial Patterns Notes: |Avaya SBCE
Regular Expressions
Defaults Adaptation: | ﬂ
|Location: 'm”
|Time Zone: IAmerlca/Toronto ;]|
Override Port & Transport with DNS SRvV: [
* SIP Timer B/F (in seconds): 47
Credential name: |
Call Detail Recording: 'm
SIP Link Monitoring
SIP Link Monitoring: ILink Monitoring Enabled ;]
* Proactive Monitoring Interval (in seconds): 200 =
* Reactive Monitoring Interval (in seconds): 120 |
* Number of Retries: |1
Entity Links
A_dd, Remove
11Item Refresh Filter: Enable
i = ‘ QIP Entity 17 T P;oiocol ‘ Port ‘ SIP Entity 2 P;rt \ }rus(ed i
r [oevasm 5] [fce=l  *[s060 | [avayasece =] * (5060 4
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7.4. Configure Entity Links

A SIP trunk between a Session Manager and another system is described by an Entity Link. To
add an Entity Link, select Routing - Entity Links. Click the New button to add a link for
Communication Manager (not shown). Assign an appropriate Name, and select the Session Manager
entity as SIP Entity 1, and the Communication Manager entity as SIP Entity 2. Assign the Protocol
as TCP, select Port 5060, and click Commit.

H
AvAyA AVaya ALI ra® SyStem Manager 6 1 Help | About | Change Password | Log off admin
Routing *| Home
Bl o /Elements / Routing / Entity ik Entty s
Domains Help ?
Locations Entity Links Cancel
Adaptations
SIP Entities
Time Ranges 1Item Refresh Filter: Enable
Routing Policies Name SIP Entity 1 | Protocol | Port i SIP Entity 2 " Port | Trusted | Notes i
Dial Patterns * DevASM_DevcM20!  * [Devasm =] [tcP=l  *[s0e0 | *[Devamzor =]  *[s060 ~ '
Regular Expressions
Defaults
* Input Required Commit Cancel

Click the New button to add a link for the Avaya SBCE (not shown). Assign an appropriate Name,
and select the Session Manager entity as SIP Entity 1, and the Avaya SBCE entity as SIP Entity 2.
Assign the Protocol as TCP, select Port 5060, and click Commit.

= |
AVAyA AVaya Au ra® System Manager 6. 1 Help | About | Change Password | Log off admin
Routing *| Home
Bl o/ ements / Routing / Enity L= ity Limee
Domains Help ?
Locations Entity Links Cancel
Adaptations
SIP Entities
Time Ranges 11Item | Refresh Filter: Enable
Routing Policies Name T SIP Entity 1 ‘ Protocol ‘ Port ‘ SIP Entity 2 ‘ Port ‘ Trusted I Notes i
Dial Patterns * |DevASM_Avaya-SB( * |DevASM 'l TCP 'l * 5060 * | Avaya SBCE A * |5060 ~
Regular Expressions
Defaults r
* Input Required Commit Cancel
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The following screen shows the list of configured entity links. Each of the links uses the entity
named DevASM as SIP Entity 1, and the appropriate entity, such as DevCM201, Avaya SBCE

for SIP Entity 2.

Defaults

=
AVAyA AVaya Au ra® system Manager 6 1 Help | About | Change Password | Log off admin
Routing *| Home
Pl Home /Elements / Routing / Entity Links- Entity Links
Domains Help 2
R Entity Links

Locations

Adaptations Edit New Duplicate | Delete | More Actions ~ I

SIP Entities

-

57 Items  Refresh Filter: Enable

Time Ranges S

Routing Policies J_ Nami - =i | 7SlP Entity 1 2 LProtocnl Port | 7SIP Entity72 E 7P$ | Trufted Notes

Dial Patterns " | DevASM Avaya-SBCE 5060 TCP DevASM Tcp 5060 | Avaya SBCE 5060 =

Regular Expressions [ | DevASM DevCM201 5060 TCP DevASM TCP 5060/ | DevcM201 5060 _

7.5. Configure Time Ranges

Time Ranges are configured for time-based-routing. In order to add a time range, select Routing
- Time Ranges and then click New button. The Routing Policies shown subsequently will use
the 24/7 range since time-based routing was not the focus of these Application Notes.

AVAYA

Avaya Aura™ System Ma nager 6.1 Help | About | Change Password | Log off

admin
Routing * Home
Domains Help ?
. Time Ranges
Locations
Adaptations -
SIP Entities
Entity Links 2 Items Refresh Filter: Enable
Time Ranges [ | | Mame | Mo | Tu | We | Th Fr Sa | Su | Start Time End Time Notes
Routing Policies O  24/7 00:00 23:59 Time Range 24/7
Dial Patterns [0 always 00:00 2359
Regular Expressions
Select : All, None
Defaults
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7.6. Configure Routing Policies

Routing policies must be created to direct how calls will be routed to a system. To add a new
routing policy, select Routing = Routing Policies and then click on the New button to create a
routing policy (not shown).
Under General:
e Enter an informative name in the Name field
e Under SIP Entity as Destination, click Select, and then select the appropriate SIP entity
to which this routing policy applies

The following screen shows the Routing Policy Details for the policy named
Windstream_To_CM601 associated with incoming PSTN calls from Windstream to
Communication Manager. Observe the SIP Entity as Destination is the entity named
DevCM201.

Domains

Locations
Adaptations

SIP Entities

Entity Links

Time Ranges

Dial Patterns
Regular Expressions

Defaults

Routing Policy Details

General

* Name: \Windstream_To_CM601 ’

Disabled: [~

Notes: |Windstream_To_CM601

| SIP Entity as Destination

Select

Name
DevCM201

| FQDN or IP Address Type
10.10.97.201 CcM

=
AVAyA AVaya AU ra® System Manager 6, 1 Help | About | Change Password | Log off admin
Routing % Home
«

Help ?

. Notes

CM_procr

The following screen shows the Routing Policy Details for the policy named
CM601_to_Windstream associated with outgoing calls from Communication Manager to the
PSTN via Windstream through the Avaya SBCE. Observe the SIP Entity as Destination is the
entity named Avaya SBCE.

AVAYA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin
Routing *| Home
:
Domains Help 2
Locations Commit Cancel
Adaptations i
SIP Entities Genticay
Entity Links * Name: CM601_To_Windstream
Time Ranges Disabled: [~
Notes: CMGOI_TO_Winastream
Dial Patterns
Regular Expressions
e |SIP Entity as Destination
Select
FQDN or IP Address Type Notes
Avaya SBCE 10.10.97.189 Other Avaya SBCE
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7.7. Configure Dial Patterns

A dial pattern must be defined to direct calls to the appropriate telephony system. To add a new
dial pattern, select Routing = Dial Patterns and then click on the New button to create a dial
pattern (not shown).
Under General:

¢ Inthe Pattern field enter a dialed number or prefix to be matched

¢ In the Min field enter the minimum length of the dialed number

¢ Inthe Max field enter the maximum length of the dialed number

e Inthe SIP Domain field select the domain configured in Section 7.1

The following screen illustrates an example dial pattern used to verify inbound PSTN calls to the
enterprise. When a user on the PSTN dials a number assigned to the Windstream Service, such as
8642634500, Windstream delivers the number to the enterprise, and the Avaya SBCE sends the
call to Session Manager. Under Originating Locations and Routing Policies, the Routing
Policy Name Windstream_to_CM®601 is selected, which sends the call to Communication
Manager as described previously and Routing Policy Destination is set as DevCM201.

AvAyA AVaya Au ra® SyStem Manager 6.1 Help | About | Change Password | Log off admin
Routing *| Home
0 Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains Help 2
Locations Dial Pattern Details Commit | Cancel
Adaptations
SIP Entities Geleral
Entity Links * pattern: 864
Time Ranges * Min: |10
Routing Policies
* Max: 10
:

. Emergency Call: [~
Regular Expressions mency

Defaults SIP Domain: |bvwdev7.com he

Notes: Windstream_To_CM601

Originating Locations and Routing Policies

Add Remove

1Item Refresh Filter: Enable

Originating Routing
[~ Originating Location Name ! .  Location Routing Policy Name Rank 2 . Policy
Notes Disabled
Belleville
DevConnect lab

Routing Policy Routing Policy
Destination Notes

[~ Belleville,Ont,Ca Windstream To CM601 (i | DevCM201 Windstream_To_CM601

Select : All, None —
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The following screen illustrates an example dial pattern used to verify outbound calls from the
enterprise to the PSTN. When a Communication Manager user dials a PSTN number such as 1-
613-967-5206, Communication Manager sends the call to Session Manager. Session Manager will
match the dial pattern shown below and send the call to the Avaya SBCE via the Routing Policy
Name CM601_to_Windstream. The Routing Policy Destination is set as Avaya SBCE.

>

AvAyA AVaya ALI ra® System Manager 6 1 Help | About | Change Password | Log off admin

Routing *| Home

Pl Home /Elements / Routing / Dial Patterns- Dial Pattern Details

Domains Help ?

Locations Dial Pattern Details Commit | Cancel

Adaptations

SIP Entities Geleral
Entity Links * pattern: 161396752
Time Ranges * Min: |11 |
Routing Policies L@

* Max: 11
Dial Patterns

= Ei Call:
Regular Expressions mergency:ta r
Defaults SIP Domain: |bvwdev7.com he

Notes: @Lgt’[:qund_‘lfo_wiinﬁrstream

Originating Locations and Routing Policies

_Add| _ Remove

1Item Refresh

Filter: Enable
| Originating 3 1 Routing  |[pore— | 2
St A a = & . g Policy Routing Policy
g | Originating Location Name | . Location Routing Policy Name Rank 2 . f’ollcy Destination Notes
. Notes | Disabled
i Belleville | ; i i [ ; |
— Belleville,Ont,Ca R — CM601 To Windstream 1] ] Avaya SBCE CM601_To_Windstream

Select : All, None

The following screen shows the dial patterns used to verify inbound and outbound calls between
the enterprise and the PSTN.

=
AVAyA AVaya Au ra® System Managel" 6 1 Help | About | Change Password | Log off admin
Routing *| Home
fll Home /Elements / Routing / Dial Patterns- Dial Patterns
Domains Help ?
= Dial Patterns
Locations
Adaptations Edit New Duplicate | Delete | More Actions ~ l
SIP Entities
Entity Links
mutvih 110 Items Refresh Filter: Enable
Time Ranges :
e | pattern ‘ Min | Max ‘ Emergency Call ‘ SIP Domain | Notes
Dial Patterns r o 1 11 a bvwdev7.com Outbound_To Operator
Regular Expressions r oi1 14 14 a bvwdev7.com Outgoing Call to Windstream International
Defaults r 161396752 11 11 m| bvwdev7.com Outbound_To_Windstream
I~ 1800 1 1 a bvwdev7.com Outbound, to Windstream Toll free
I~ 1864 11 1 a bvwdev7.com CM_601_To_Windstream
O #11 3 3 [m] bvwdeyv7.com Outbound to Windstream 411
I~ 864 10 10 a bvwdev7.com Windstream_To_CM601
I o11 3 3 a bvwdev7.com Outbound to Windstream 911
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8. Configure Avaya SBCE
This section describes the configuration of the Avaya SBCE necessary for interoperability with
the Avaya Session Manager and Windstream systems.

In this testing, according to the configuration reference Figure 1, the Avaya elements reside on
the Private side and the Windstream system reside on the Public side of the network.

Note: The following section assumes that Avaya SBCE has been installed and that network
connectivity exists between the systems. For more information on Avaya SBCE, see Section 11
of these Application Notes.

8.1. Log in Avaya SBCE

Access the web interface by typing “https://x.x.x.x”* (where x.x.x.X is the management IP Address of
Avaya SBCE) and select UC-Sec Control Center from the screen below.

{2 Welcome to Sipera UC-Sec - Windows Internet Explorer - & xi

— =
@«:,xv [ https:fj10.10.98.85¢ [ centficate Error || 42| X | ]| |-

file Edt View Favorites Tools Help

E S »
0 @ @ welcome to Sipera UC-Sec ) v B - e - hPage v () Tooks v

©) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer

Enter the Login ID and Password in the screen below and click on Sign in.

Signin

|Login ID [ucsec |

©) Sipera

Systems | PasswWord [eeesecsceeeses | |

LEARN ~ VERIFY ~ PROTECT

The UC-Sec ™ family of products from Sipera Systems delivers comprehensive
VolIP security by adapting the best practices of internet security and by using unique,
sophisticated techniques such as VolP protocol misuse & anomaly detection,
behavioral learning based anomaly detection and voice spam detection to protect
VolIP networks

Visitthe Sipera Systems website to learn more.

NOTICE TO USERS: This system is for authorized use only. Unauthorized use of this
system is strictly prohibited. Unauthorized or improper use of this system may
resultin civil and/or criminal penalties. Use of this system constitutes consent to
security monitoring. All activity is logged with login info, host name and IP address.
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8.2. Global Profiles
When selected, Global Profiles allows for configuration of parameters across all UC-Sec appliances.

8.2.1. Configure Server Interworking - Avaya Side
Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold, etc.

e Select Global Profiles from the menu on the left-hand side

e Select the Server Interworking

e Select Add Profile and enter Internetworking profile SM

e Inthe General Tab:

@)
o Check Hold Support as RFC2543
o Check Diversion Header Support as Yes
o All other options on the General Tab can be left at default
¢ Inthe Timers, URI Manipulation, Header Manipulation and Advanced Tabs: All
options can be left at default
e Click Finish (not shown)

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Current server time is 11:30:03 AM EDT
@ Alarms incidents | [l Statistics =] Logs | & Diagnostics |[f Users @ Hel
5 uc-sec Control Center
e
o Administration
[‘B‘j Backup/Restore Interworking Profiles Click here to add a description.
System Management P = 2
g ﬂ 4 el S General ‘ ‘ Timers I | URI | I Header ‘ ‘ ‘
2 Global Parameters
4 [D[Global Profiles
@ oomain 0os 0000000000 oo
&) Fingerprint [Hold Support RFC2543 |
"1 Server Interworking 180 Handi N
@] Phone Interworking anciing one
ﬁ Media Forking 181 Handling None
E";Routing 182 Handli N
% Server Configuration Aging ong
&5 Subscriber Profiles 183 Handling None
a|= Topology Hidin
: 2 ‘gy .g - Refer Handling No
Signaling Manipulation
£° URI Groups 3xxHandling No
> |2 SIP Cluster = e eaaaa = 3
& Domain Polidies iversion Header Suppo es
» |2 Device Specific Settings Delayed SDP Handling No
> ) Troubleshooting 1388 = o
P |3 TLS Management uppo L
(2 IM Logging URI Scheme siP
Via Header Format RFC3261
Privacy
Privacy Enabled No
User Name
P-Asserted-Identity No
P-Preferred-Identity No
Privacy Header
DTMF Support None

8.2.2. Configure Server Interworking — Windstream side

e Select Global Profiles from the menu on the left-hand side
e Select the Server Internetworking
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Select Add Profile and enter Internetworking profile Windstream

e Inthe General Tab:

o Check Hold Support as RFC2543
o Check Diversion Header Support as Yes
o All other options in the General Tab can be left at default.

e Inthe Timers, URI Manipulation, Header Manipulation and Advanced Tabs: All options

can be left at default
e Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:27:07 AM EDT

(& users

@ Alarms incidents | [Jfj Statistics =] Logs i Diagnostics

() UC-Sec Control Center Global Profiles > Server Interworking: Windstream
.7 Administration
H Backup/Restore Interworking Profiles

ﬂ System Management
I |2 Global Parameters
=
E Domain DoS
) Fingerprint
{ﬂ Phone Interworking
£ Media Forking
;"g Routing
& Server Configuration
& Subscriber Profiles
=l Topology Hiding
Signaling Manipulation
2% URI Groups
v (2 SIP Cluster
I |23 Domain Policies
I |22 Device Specific Settings
> |2 Troubleshooting
© 1) TLS Management
> (23 IM Logging

3] Logout | @ Help

Rename Profile Clone Profile Delete Profile

Click here to add a description.

General l | Timers J J URI i | i Header i | i l

HoSwpot  Rrozse]

180 Handling None

181 Handling None

182 Handling None

183 Handling None

Refer Handling No

3xHandling No
Diversion Header Support Yes

Delayed SDP Handling No

T.38 Support No

URI Scheme siP

Via Header Format RFC3261

Privacy Enabled
User Name
P-Asserted-ldentity
P-Preferred-ldentity

Privacy Header

DTMF

DTMF Support

None
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8.2.3. Configure Routing — Avaya side

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

e Select Global Profiles from the menu on the left-hand side
e Select the Routing tab
e Select Add Profile and enter Routing Profile Windstream_To_SM
o Next Hop Server 1: 10.10.97.198 (Session Manager IP address)
o Check Next Hop Priority
o Outgoing Transport: TCP
o Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:31:39 AM EDT
@ Alarms Incidents | [|fy Statistics = =] Logs | & Diagnostics | [& Users
Global Profiles > Routing: Windstream_To_SM

@) Logout | @ Help

|3 UC-Sec Control Center

@X‘;"'?"f"f i Add Profile Rename Profile Clone Profile Delete Profile
< Administration
ﬂgj Backup/Restore Routing Profiles Click here to add a description.

B :
> [ Global Parameters S Routing Profile

4 |2|Global Profiles

Domain DoS Add Routing Rule

i Fingerprint

% i Next Next | lgnore =
e Priority URI Group Next Hop Server 1 Next Hop Server 2 Hop NAPTR Hopin| Route | Outgoing
(ﬁ] Phone Interworking e S ) = =
Media Forking - e iority Heade ATLSpO ’
£4Routing | [ _10.10.97 198 = -,7 -0t F r 2

% Server Configuration
&8 Subscriber Profiles
ol Topology Hiding

Signaling Manipulation
£3 URI Groups
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8.2.4. Configure Routing - Windstream side

The Routing Profile allows users to manage parameters related to routing SIP signaling
messages.

e Select Global Profiles from the menu on the left-hand side

e Select the Routing tab

e Select Add Profile and enter Routing Profile SM_To_Windstream
o Next Hop Server 1: 20.20.49.125 (IP Address provided by Windstream)
o Check Next Hop Priority
o Outgoing Transport as UDP

UC-Sec Control Center

Welcome ucsec, you signed in as Admin, Current server time is 14:32:30 AM EDT
@ Alarms Incidents | [Jfj Statistics

3] Logout | @ Help

I3 UC-Sec Control Center > R dst
> Welcome Remme Profile Clone Profile Delete Profile
< Administration
[]l Backup/Restore Routing Profiles Click here to add a description.
System 3
§ _To_SM i
> (2 Global F Routing Profile
4+ =[Giohal Profies | | SM_To_Windstream l
E Domain DoS Add Routmg Rule

&) Fingerprint o T

S Server nterworking URI Group Next Hop Server 1 Next Hop Server 2 Hop NAPTR| SRV| Hopin| Route | OUtg0ind

{)] Phone Interworking Dialog| Headet Transpon
Rouling 20 2049125

ﬁ Media Forking

% Server Configuration
&5 Subscriber Profiles
ala Topology Hiding

Signaling Manipulation
23 URI Groups
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8.2.5. Configure Server — Avaya Session Manager

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs are used to configure and manage various SIP call server-
specific parameters such as TCP and UDP port assignments, IP Server type, heartbeat signaling
parameters and some advanced options.

Select Global Profiles from the menu on the left-hand side
Select the Server Configuration

Select Add Profile, and enter Profile name SM

On General tab:

Server Type: Call Server

o [P Address: 10.10.97.198 (Session Manager IP Address)
o Supported Transports: Check TCP

o TCP Port: 5060

O

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:33:53 AM EDT
@ Alarms incidents | [Iy Statistics = =] Logs | & Diagnostics [ users 8] Logout | @ Help
L2 UC-Sec Control Center Global Profiles > Server Configuration: SM

\
& welcome Add Profile Rename Profile Clone Profile Delete Profile

< Administration

()| Backup/Restore Profile General | | Authentication | | Heartbeat | | Advanced | [ Dos whitelist | | Dos Protection |
System Management sm
- Giobal
= %obal Profiles Server Type Call Server
Domain DoS
& Fingerprint IP Addresses / FQDNs 10.10.97.198

3 Server Interworking Supported Transports TCP
Qﬂ Phone Interworking
&% Media Forking
&% Routing UDP Port
£ Subscriber Profiles m
ol Topology Hiding
Signaling Manipulation
£ URI Groups

TCP Port 5060

e On the Advanced Tab, select SM for Interworking Profile
e Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:36:43 AM EDT
@ Alarms Incidents |[Jy Statistics =] Logs | & Diagnostics ' [& Users @] Logout @ Help

(2 Uc-Sec Control Center Global Profies > Server Configuration: SH
P
© welcome Add Profile Rename Profile Clone Profile Delete Profile

& Administration
[] Backup/Restore Profile General | | ication | | [ [ [ [ pos whitetist | [ Dos protection |

ﬂ System Management sm
4 |D|Global Profiles| Enable DoS Protection ~
Domain DoS

& Fingerprint Enable Grooming |

% Server Interworking l Interworking Profile SM I
@ Phone Interworking

ﬁ Media Forking Signaling Manipulation Script CM_To_Windstream
&% Routing TCP Connection Type SUBID
& Subscriber Profiles UDP Connection Type SUBID
ol Topology Hiding
Signaling Manipulation m
£% URI Groups
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8.2.6. Configure Server — Windstream Sonus Switch

Select Global Profiles from the menu on the left-hand side
Select the Server Configuration

Select Add Profile, enter Profile:Windstream

In General tab:

o Server Type: Trunk Server

o |IP Address: 20.20.49.125 (Windstream Trunk Server)
o Supported Transports: Check UDP

o UDP Port: 5060

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:34:46 AM EDT
@ Alarms incidents | [Jfj Statistics =] Logs & users
(5 UC-Sec Control Center Global Profiles > Ser figuration: Windstream

iagnostics

< Administration
| Backup/Restore Profile General | | icati ‘ | | I \ [ DoS Whitelist | [ DoS Protection ‘
ﬂ System Management SsM
4 [D[Global Profiles i Server Type Trunk Server
&4 Domain DoS
%) Fingerprint IP Addresses / FQDNs 20.20.49.125
% Server Interworking Supported Transports UDP
Q Phone Interworking
&% Media Forking UDP Port 5080
5% Routing
2| Server Configuration m

&8 Subscriber Profiles
ala Topology Hiding

Signaling Manipulation
£% URI Groups

e On the Advanced Tab:
o Select Windstream for Interworking Profile
o Click Finish (not shown)

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 11:38:21 AM EDT Systems

@ Alarms incidents | [Iy Statistics =] Logs | & Diagnostics | [& uUsers 3] Logout @ Help

| UC-Sec Control Center

@ Welcome Add Profile Rermme Profile Clone Profile Delete Profile
< Administration

Global Profiles > Server Configuration: Windstream

 — |
ﬂ-i;‘JElackup/Restore General | | icati J | | H dy "“ l DoS Whitelist | l DoS Protection l
System Management M
4 (={Global Profies|] ) Enable DoS Protection %
E Domain DoS
%) Fingerprint Enable Grooming m
a2 Server Interworking i Interworking Profile Windstream |
Qﬂ Phone Interworking
f\n Media Forking Signaling Manipulation Script None
o g Routing UDP Connection Type SUBID
e ortrsin |
&5, Subscriber Profiles m
ol Topology Hiding

Signaling Manipulation
£ URI Groups
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8.2.7. Configure Topology Hiding — Avaya side

The Topology Hiding screen shows how various source, destination and routing information in
SIP and SDP message headers are substituted or changed to maintain the integrity of the
network. It hides the topology of the enterprise network from external networks.

Select Global Profiles from the menu on the left-hand side
e Select the Topology Hiding
e Click Add Profile and enter Topology Hiding Profile Name in the pop-up screen (not
shown): SM, then click Next (not shown) to Add Headers.
e For the Header To,
o Inthe Criteria column select IP/Domain
o Inthe Replace Action column select: Overwrite
o Inthe Overwrite Value column: bvwdev7.com
e For the Header Request-L.ine,
o Inthe Criteria column select IP/Domain
o Inthe Replace Action column select: Overwrite
o Inthe Overwrite Value column: bvwdev7.com
e For the Header From,
o Inthe Criteria column select IP/Domain
o Inthe Replace Action column select: Overwrite
o Inthe Overwrite Value column: bvwdev7.com

UC-Sec Control Center @ Sipera
Welcome ucsec, you signed in as Admin. Current server time is 11:39:16 AM EDT

Systems

@ Alarms incidents | [Iy Statistics = =] Logs | & Diagnostics [ users @ Help
) UC-Sec Control Center Global Profiles > Topology Hiding: SM

@ welcome

<4 Administration
u:,j Backup/Restore Topology Hiding Profiles Click here to add a description.
@ System Management default —‘
> () Global Parameters EI Tonoloay cing
i %ga;mp’a‘:';zs Header Criteria Replace Action Overwrite Value
) Fingerprint Request-Line IP/Domain Overwrite bvwdev7.com
a Server Interworking SDP IP/Domain Auto =
49 Phone Interworking
£ Media Forking Via IP/Domain Auto =
£ Routing Record-Route IP/Domain Auto —
% Server Configuration
£ Subscriber Profiles From IP/Domain Overwrite bvwdev7.com
=l Topology Hiding To IP/Domain Overwrite bwdev7.com
Signaling Manipulation
£ URI Groups
2 SIP Cluster m
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8.2.8. Configure Topology Hiding — Windstream side

e Select Global Profiles from the menu on the left-hand side
e Select the Topology Hiding
e Click Add Profile and enter Topology Hiding Profile Name in the pop-up screen (not
shown): Windstream, then click Next (not shown) to Add Headers.
e For the Header To,
o Inthe Criteria column select IP/Domain
o Inthe Replace Action column select: Overwrite
o Inthe Overwrite Value column: 20.20.49.125
e For the Header Request-L.ine,
o Inthe Criteria column select IP/Domain
o Inthe Replace Action column select: Overwrite
o Inthe Overwrite Value column: 20.20.49.125

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:39:59 AM EDT

@ Alarms incidents | [l Statistics = =] Logs | & Diagnostics [ users 8] Logout | @ Heip
(5 uc-Sec Control Center Global Profiles > Topology Hiding: Windstream
© welcome AG rolse [ Renamerrofie | cloneprofile | petete profic |
<4 Administration
|2 Backup/Restore Topology Hiding Profiles Click here to add a description.
System Management
x default 4\ .
> 2 Global Parameters Topology tding
4 [)Global Profiles SM

Request-Line IP/Domain Overwrite 20.20.49.125

&) Fingerprint

3 Server Interworking SDP IPDomain Auto =

{E] Phone Interworking
£ Media Forking

£ Routing Record-Route IP/Domain Auto —
% Server Configuration
&8 Subscriber Profiles

Via IP/Domain Auto =

To IP/Domain Overwrite 20.20.49.125

“lefTopology Hiding ]
| Signaling Manipulation m
£ URI Groups
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8.2.9. Configure Signaling Manipulation

Avaya SBCE SIP signaling header manipulation feature is used for the UC-Sec product. This
feature provides the ability to add, change and delete any of the headers and other information in
a SIP message

Select Global Profiles from the menu on the left-hand side

Select the Signaling Manipulation

Select Add Script and enter Signaling Manipulation Script CM_To_Windstream
Add the script to remove unwanted headers from the body of the SIP message
Click Save (not shown)

UC-Sec Control Center

Welcome ucsec, signed in as Admin. Current server time is 11:41:01 AM EDT
@ Alarms [If statistics s | Diagnostics |[B Users
) UC-Sec Control Center Global Profiles. fing Manipulation: CM_To_Windstream

Upload Scripf Download Script Clone Script Delete Script
Add Script

Click here to add a description.

Incidents

@ Welcome
.2 Administration
|| Backup/Restore

B3 system Management Signaling Manpulation SErpe —‘
L2 Global Parameters
—
Domain DoS
:'“‘ Fingerprint act on message where $DIRECTION="OUIBOUND" and $METHOD="INVITE" and $ENTRY_ POINT="POST_ROUTING"
‘:l Server Interworking {

@] Phone Interworking remove ($8HEADERS ["P-Location"] [1]);
f?. Media Forking remove ($HEADERS ["P-Charging-Vector"] [1]);

(S

within session "ALL" - |

£ Routing remove ($HEADERS [ "Accept-Language™] [1])
& Server Configuration remove ($HEADERS ["Alert-Info"] [1]):

&5 Subscriber Profiles ¥
1 s
“|= Topology Hiding act on message where $DIRECTION="INBOUND" and $METHOD="INVITE" and $ENTRY POINT="AFTER_NETWORK"

Signaling Manipulation {

2% URI Groups $HEADERS["From"] [1] .regex replace(";otg=LAB2PROD",":5060");
2 SIP Cluster
> (23 Domain Policies !
1= |2 Device Specific Settings }
> |2 Troubleshooting
) TLS Management
> |2 IM Logging
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8.2.10. Configure URI Groups
The URI Group feature helps to create any number of logical URI groups that are
comprised of individual SIP subscribers located in a particular domain or group.
o Select Global Profiles from the menu on the left-hand side
e Select URI Groups

e Select Add Groups and enter URI Group URI Groupl in the next screen (not shown),

then click Next (not shown)

Select the URI Type: Plain

Add URI: *@bvwdev7.com
Click Finish

UC-Sec Control Center

Weicome ucsec, you signed in as Admin. Current server time is 6:16:00 PM EDT

% Fingerprint

3 Server Interworking
f}) Phone Interworking
ﬁ Media Forking

URI Listing

*@bvwdev7.com

@ Alarms Incidents | [l statistics = =] Logs & Logout |
() UC-Sec Control Center Global Profiles > URI
@ Welcome Rename Group Delete Group
“+ Administration
|| Backup/Restore URI Groups Click here to add a description.
System Management URL_Group1
> () Global = Rt Group,
4 |2)|Global Profiles
B Domain DoS

S"g Routing

% Server Configuration
&5 Subscriber Profiles
alm Topology Hiding

Signaling Manipulation
1 URI Groups

e Select Global Profiles from the menu on the left-hand side
Select the URI Groups

e Select Add Groups and enter Group Name: URI_group?2 in the screen (not shown) and

then click Next
e Select the URI Type: Plain
e Add URI: *@bvwdev7.com
e Click Finish (not shown)

=
@\:\/ ~ [© hetpsifines.10.98 esjucsec] 1% contcateerror | 42| x| [eelee L~
File Edit View Favorites Tools Help

LY e — T R L (i HCRCE Gs+n

55| ~ | @ Routing Policies ) UC-Sec Control Center x

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 6:16:48 PM EDT

@ Alarms Incidents | [Jf Statistics =] 5 Diagnostics | [& Users
3 UC-Sec Control Center Global Profies ps: URL group2
@ Welcome A Group
o Administration
[] Backup/Restore URI Groups Click here to add a description.

B3 system Management
> |2 Global Parameters

URI_Group1

URI Group

2 - B - # v |=hPage » (G Tooks » 7

3] Logout | @ Help

oo

URI_group2

4 |3|Global Profiles
Domain DoS
&) Fingerprint
B Server Interworking

€9 Phone Interworking
£ Media Forking

URI Listing

*@bwvwdev7.com

Add URI

2K

2 Routing
& Server Configuration
&8 Subscriber Profiles
ala Topology Hiding
Signaling Manipulation
> |2 sIPCluster
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8.3. Domain Policies

The Domain Policies feature allows users to configure, apply, and manage various rule sets (policies)
to control unified communications based upon various criterion of communication sessions
originating from or terminating at the enterprise. These criterion can be used to trigger different
policies which will apply to call flows, change the behavior of the call, and make sure the call does
not violate any of the policies. There are default policies available for use, or users can create custom
domain policies.

8.3.1. Create Application Rules

Application Rules allow users to define which types of SIP-based Unified Communications (UC)
applications the UC-Sec security device will protect: voice, video, and/or Instant Messaging
(IM). In addition, users can determine the maximum number of concurrent voice and video
sessions the network will process in order to prevent resource exhaustion.
e Select Domain Policies from the menu on the left-hand side
o Select the Application Rules
e Select the default Rule
e Select Clone Rule button
o Enter Clone Name: CM_AppR
o Click Finish (not shown)

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 11:43:00 AM EDT Systems

@ Alarms Incidents | [Jfj Statistics =] Logs | & Diagnostics (& Users @] Logout @ Help
(= UC-Sec Control Center Domain Policies > Application Rules: CM_AppR
@ Welcome - -
LTIl | [Fiter By Device.. 2
“# Administration - I Y J
U.ﬂ Backup/Restore Click here to add a description.
ﬂ System Management default Application Rule
> 2 Global Parameters
CM_AppR
2 Global Profiles . . " . . .
53 SIP Cluster Appication Type |_in | Out | __Maximum Concurrent Sessions | __Maximum Sessions Per Endpoint
4 2[Domain Policies] Voice F & 1000 1000
~|Application Rules
& Border Rules e |
[E Media Rules m m
|2} security Rules
{ Signaiing Rules
=) Time of Day Rul
.:) , yRues CDR Support None
= EndPointPolicy Groups
{ity} Session Policies IM Logging No
> | Device Specific Settings RTCP Keep-Alive No
(=) Troubleshooting
) TLS Management
> (2 M Logging m
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Select Domain Policies from the menu on the left-hand side
Select the Application Rules
Select the default Rule
Select Clone Rule button
o Enter Clone Name: Windstream_AppR
o Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:43:52 AM EDT
@ Alarms incidents | [Iy Statistics =] Logs | & Diagnostics [ uUsers 8] Logout | @ Help
) UC-Sec Control Center Domain Policies > Application Rules: Windstream_AppR

< Administration
|2 Backup/Restore Application Rules Click here to add a description.
B8 system Management

% - s 3 g Application Rule

| Global Parameters
Application Type nm Maximum Concurrent Sessions Maximum Sessions Per Endpoint

@ |2 Global Profiles
> |2 SIP Cluster

(2)IDomain Policies

[

Voice vV [ 1000 1000
[_“|Application Rules
| Border Rules Vo O o
[ Media Rules M (mill i !
i;j Security Rules
J Time of Day Rules CDR Support None

| End Point Policy Groups
{ty Session Policies 1M Logging No
> |2 Device Specific Settings
i |2 Troubleshooting
> |0 TLS Management
= [ IM Logging m

RTCP Keep-Alive No
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8.3.2. Create Border Rules

Border Rules allow control of NAT Traversal. The NAT Traversal feature determines whether or
not call flowing through the DMZ needs to traverse a firewall and the manner in which pinholes
are kept open in the firewall to accommodate traffic.
e Select Domain Policies from the menu on the left-hand side
e Select the Border Rules
e Select the default Rule
e Select Clone Rule button
o Enter Clone Name: CM_BorderR
o Click Finish (not shown)

@ Alarms Incidents  [Ify Statistics

(53 UC-Sec Control Center Domain Policies > Border Rules: CM_BorderR
& welcome PECLES | [Filter By Device... =l Clone Rule i
<5 Administration
|| Backup/Restore Border Rules Click here to add a description.
System Management —|
g ? G{obal Pvaram?ﬂers detaut AT Travessal
> |2 Global Profiles
5 5P Cluster |
“@ Enable Natting 9
(=] Application Rules
o Refresh Interval 80
=1 Media Rules Refresh For All Clients | mf
Q Security Rules
' Signaling Rules
2 Time of Day Rules Use SIP Published IP 12
2  End Point Policy Groups T "
{& Session Policies = - G
> |2 Device Specific Settings
> |2 Troubleshooting m
() TLS Management

> |23 IM Logging

Select Domain Policies from the menu on the left-hand side
Select the Border Rules
Select the default Rule
Select Clone Rule button
o Enter Clone Name: Windstream_BorderR
o Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:43:52 AM EDT
@ Alarms Incidents | [Jfj Statistics =] Logs
[ uc-Sec Control Center Domain Policies = Application Rules: Wind:

@ welcome

# Diagnos!

\
<& Administration
ﬂI‘J Backup/Restore Click here to add a description.
System Management
default —\ <
> |2 Global Parameters Sppcation fake
> X Global Profiles CM_AppR
5 SIP Cluster Application Type | n [out|  maximum Concurrent Sessions Maximum Sessions Per Endpoint

(D)Domain Policies

Voice vV [ 1000 1000
[_“|Application Rules
| Border Rules Mo O o
[ Media Rules U] (milll ]
{_j Security Rules
J Time of Day Rules CDR Support None

2 End Point Policy Groups
{ty Session Policies IM Logging No
> |2 Device Specific Settings
|23 Troubleshooting
> ) TLS Management

= [ IM Logging m

RTCP Keep-Alive No
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8.3.3. Create Media Rules

Media Rules allow definition of RTP media packet parameters such as prioritizing encryption
techniques and packet encryption techniques. Together these media-related parameters define a
strict profile that is associated with other SIP-specific policies to determine how media packets
matching these criteria will be handled by the UC-Sec security product
e Select Domain Policies from the menu on the left-hand side
e Select the Media Rules
e Select the default-low-med Rule
e Select Clone Rule button
o Enter Clone Name: CM_MediaR
o Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:46:10 AM EDT
@ Alarms incidents |[Jy Statistics =] Logs | & Diagnostics  [& Users

\2) UC-Sec Control Center Domain Policies > Media Rules: CM_MediaR

-+ Administration
,_"BJ Backup/Restore Media Rules Click here to add a description.
ﬂ System Management defaultlow-med - = = = — - - =
= Media Encryption | | Media Anomal; Media Silenci Media QoS | | Turing Test
> 2 Global Parameters Mediahat ‘ ] b ‘ ‘ b I \ 2 [ ‘ g0 | | 2 I
> (22 Global Profiles default-low-med-enc
- 53 5P Cluster pop—— I —————————————
4 j T Media NAT Learn Media IP dynamically
‘3 Application Rules defauit-high-enc
{& Border Rules avaya-Jow-med-enc m
[Ed[media Rules SR
|2} Security Rules =

1! Signaling Rules
J Time of Day Rules
= End Point Policy Groups
> |2 Device Specific Settings
|2 Troubleshooting
> |0 TLS Management

> L) IM Logging

Select Domain Policies from the menu on the left-hand side
Select the Media Rules
Select the default-low-med Rule
Select Clone Rule button
o Enter Clone Name: Windstream_MediaR
o Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:52:14 AM EDT

@ Alarms incidents | [Jfj Statistics =] Logs @ ® Diagnostics [Ql Users
(2 uc-Sec Control Center Domain Policies > Media Rules: Windstream_MediaR
<& Administration
JGJ Backup/Restore Click here to add a description.
ﬂ System Management defaultlow-med w 5 - = ST 5 =
= = Media Encryption | | Media Anomal; Media Silenci Media QoS | | Turing Test
> 2 Global Parameters Mediahat ‘ ] bl ‘ ‘ b I \ 2 [ ‘ g0 | | 2 I
> (22 Global Profiles default-low-med-enc
- 5P Cluster per— I ————————————————————————
4 ._"l 7 Media NAT Learn Media IP dynamically
[Z] Application Rules defauit-high-enc
|48 Border Rules avaya-low-med-enc m
Ed|Media Rules
|2} Security Rules CM_WediaR
{! Signaling Rules Windstream_MediaR
J Time of Day Rules
= End Point Policy Groups
{@) Session Policies
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8.3.4. Create Security Rules

Security Rules define which enterprise-wide VolIP and Instant Message (IM) security features
will be applied to a particular call flow. Security Rules allows configuration of Authentication,
Compliance, Fingerprinting, Scrubber, and Domain DoS. In addition to determining which
combination of security features are applied, user can also define the security feature profile so
that the feature is applied in a specific manner to a specific situation
e Select Domain Policies from the menu on the left-hand side
e Select the Security Rules
e Select the default-med Rule
e Select Clone Rule button
o Enter Clone Name: CM_SecurityR
o Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:52:50 AM EDT

@ Alarms incidents | [l Statistics = =] Logs | & Diagnostics [ users &) Logout @ Help
(5 UC-Sec Control Center Domain Policies > Security Rules: CM_SecurityR
@ welcome
<4 Administration - I ¥ J
&;j Backup/Restore Click here to add a description.
System Management = = = =
" ?G{nbax il default-low Authentication | [ Compliance ] I Fingerprint ‘ [ Scrubber [ [ Domain DoS ]
Db ouser = L eewee
- Authentication
& SIP Cluster default-high
4 (2[Domain Policies] : Enabled No
[ Application Rules CM_SecurityR
|8 Border Rules m
[ Media Rules
|-l security Rules
2! Signaling Rules
J Time of Day Rules
= End Point Policy Groups
{its} Session Policies

Select Domain Policies from the menu on the left-hand side
Select the Security Rules
Select the default-med Rule
Select Clone Rule button
o Enter Clone Name: Windstream_SecurityR
o Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:53:18 AM EDT

@ Alarms Incidents | [Ifj Statisics =) Logs & Diagnostics [f& Users @] Logout | @ Help
(5 UC-Sec Control Center Domain Policies > Security Rules: Windstream_SecurityR
¢ Administration
L‘;jj Backup/Restore Click here to add a description.
System Management
Wbt irag defauitiow roston | |icepatescel [Hwvpniet] [Ecamien] [Dmsnios]
> |2 Global F
2 Global Profiles defauitmed
v B Authentication
5 SIP Cluster = L awewcto |
4 [Z{Domain Policies| Enabled No
[=] Application Rules CM_SecurityR
o Border Rules Windstream_SecurityR m
El Media Rules
|| Security Rules

{! Signaling Rules
J Time of Day Rules
% End Point Policy Groups
i Session Policies

8.3.5. Create Signaling Rules

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
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received by the UC-Sec, they are parsed and “patternmatched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are
tagged for further policy matching

e Select Domain Policies from the menu on the left-hand side

e Select the Signaling Rules

e Select the default Rule

e Select Clone Rule button

o Enter Clone Name: CM_SigR
e Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:53:59 AM EDT
@ Alarms Incidents | [Jfj Statistics
(&) uc-Sec Control Center Domain Policies > Signaling Rules: CM_SigR

nostics

& users

<2 Administration
[LJ| Backup/Restore Click here to add a description.
ﬂ System Management default = =
b & Global Parameters General I I ‘ ‘ lesponses ‘ ‘ Request Headers l | Response Headers | | QoS [
e — . woww____________________________|
> 2 SIP Cluster
4 5 Requests Allow
&3] Application Rules Non-2XX Final Responses Allow
|45 Border Rules
[El Media Rules Optional Request Headers Allow
= ,
=4 Security Rules Optional Response Headers Allow
J'[Signaling Rules

L Time of Day Rules

% End Point Policy Groups

|

% Session Policies Requests Allow
4+ Device Spaciic SEtings Non-2XX Final Responses Allow
Eg Network Management
E Media Interface Optional Request Headers Allow
=4- Signaling Interface Optional Response Headers Allow
*’\* Signaling Forking
{5} SNMP
End Point Flows Content-Type Policy
% Session Flows Enable Content-Type Checks V
uy
% Two Factor = = =
s Action Allow Multipart Action Allow
&9 Relay Senvices pal
> |2 Troubleshooting Exception List Exception List

I I TLS Management

> |2 1M Logging m
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Select Domain Policies from the menu on the left-hand side
Select the Signaling Rules
Select the default Rule
Select Clone Rule button
o Enter Clone Name: Windstream_SigR
o Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:54:32 AM EDT
@ Alarms Incidents | [Jfy statistics =] Logs | & Diagnostics (B Users
(5 UC-Sec Control Center

@] Logout | @ Help

Domain Policies > Signaling Rules: Windstream_SigR

@ Welcome i _ _ _
Add Rule Filter By Device... b Rename Rule Clone Rule Delete Rule
<& Administration - I i ‘J
%J Backup/Restore Signaling Rules Click here to add a description.
ﬁ System Management default = =
P P General | | Requests | | Responses | | Request Headers | [ Response Headers | | signaling Gos |
b |2 Global Profiles CM_sigR

N

> |2 SIP Cluster Windstream_SigR
(=] Requests Allow

[ Application Rules
& Border Rules
E Media Rules Optional Request Headers Allow
(2 securty Rutes Optional Response Headers Allow
J Time of Day Rules
% | End Point Policy Groups Outbound
& Session Policies Requests Allow

|2 Device Specific Settings

Non-2XX Final Responses Allow

(S

Non-2XX Final Responses Allow
[‘_E‘E Network Management
E_ Media Interface Optional Request Headers Allow
- S?gnal?ng Interface Optional Response Headers Allow
Signaling Forking
SNHP .
End Point Flows LOFGLTypa RORCY
i Session Flows Enable Content-Type Checks V
i Two Fact
g Action Allow Multipart Action Allow
&) Relay Senvices
> |2 Troubleshooting Exception List Exception List
|2 TLS Management

> |23 IM Logging m
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8.3.6. Create Time of Day Rules

A Time-of-day (ToD) Rule allows to determine when the domain policy it is assigned to will be
in effect. ToD rules provide complete flexibility to fully accommodate the enterprise by not only
determining when a particular domain policy will be in effect, but also where it will apply to, and
for how long it will remain in effect.

e Select Domain Policies from the menu on the left-hand side
e Select the Time of Day Rules

e Select the default Rule

e Select Clone Rule button

o Enter Clone Name: CM_ToDR
o Click Finish (not shown)

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Current server time is 11:54:59 AM EDT
@ Alarms incidents | [Ifj Statistics =] Logs 5 Diagnostics [&] Users @ Logout | @ Help
5 UC-Sec Control Center
“ Administration
|| Backup/Restore Time of Day Rules Click here to add a description.
System Management
default i
5  Global P Time of Day
> (2 Global Profiles CHacOn
|53 SIP Cluster Date
4 (=[Domain Policies] Start Date 0211912007 End Date Never
SApplication Rules
IR M Riles Start Time 12:00 AW End Time 11:59 PM
|22} security Rules
& Elanaling Rules
J|Time of Day Rules
Z |End Point Policy Groups @ Daily © EveryDay
< i\%j?esslon Pol|c|e§ ' Weekly ' Every Weekday
4 [ Device Specific Settings & Bl Weakeng
2 Network Management 7 Monthly oy
F_.! Media Interface
.- Signaling Interface m
#£¥ signaling Forking
& SNMP
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Select Domain Policies from the menu on the left-hand side
Select the Time of Day Rules
Select the default Rule
Select Clone Rule button
o Enter Clone Name: Windstream_ToDR
o Click Finish (not shown)

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Curres
@ Alarms Incidents | [Ifj Statistics
(=) uc-sec Control Center L_ToDR

<& Administration

H Backup/Restore Time of Day Rules Click here to add a description.

ﬂ System Management

default ——}
& (2 Global Parameters Time of Day

> (22 Global Profiles CM_ToDR
> £8P Cluster o |
4 (=[Domain Policies] Start Date 0111072012 End Date Never
[ Application Rules
IRl Vedla Rules Start Time 12:00 AM End Time 1159 PM
|2} security Rules
ffmeror o]
= End Point Policy Groups @ Daily © EveryDay
= {5 Session Policies  Weekly ' Every Weekday
« 2 ice Specific Settings € Every Weekend
2 Network Management € Monthly %
_E Media Interface
2! Signaling Interface m
f\t Signaling Forking
{5 SNMP
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8.3.7. Create Endpoint Policy Groups

The End-Point Policy Group feature allows users to create Policy Sets and Policy Groups. A
Policy Set is an association of individual, SIP signaling-specific security policies (rule sets):
application, border, media, security, signaling, and ToD. (Each of which was creating using the
procedures contained in the previous sections.) A Policy Group is comprised of one or more
Policy Sets. The purpose of Policy Sets and Policy Groups is to increasingly aggregate and
simplify the application of UC-Sec security features to very specific types of SIP signaling
messages traversing through the enterprise

e Select Domain Policies from the menu on the left-hand side

e Select the End Point Policy Groups

e Select Add Group

e Enter Group Name: CM_PolicyG, in a pop-up screen (not shown) and then click Next

o Application Rule: CM_AppR

Border Rule: CM_BorderR
Media Rule: CM_MediaR
Security Rule: CM_SecurityR
Signaling Rule: CM_SigR
Time of Day: CM_ToDR
Select Finish (not shown)

O O O O O O

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 12:00:25 PM EDT Systems

@ Alarms incidents | [If Statistics =] Logs | #i Diagnostics [@ Users 8] Logout | @ Help
5 UC-Sec Control Center
Svome [Fiorsyomve.
el ini i
;:;[ Backup/Restore Click here to add a description.
ﬂ System Management ¥
> ) Global Parameters defaiktiow Click here to add a row description.
default-low-enc
_BGIUbaIFroﬁles Policy Group
LD SIP Cluster default-med
4 Glpomain Policies] .
et g etackt ot | appicaton | Border | __Meda | _Securiy |
| ime of Day
El vedia Rules m ..
i‘] Security Rules default-high-enc 11 CM_AppR CM_BorderR CM_MediaR CM_SecurityR CM_SigR CM_ToDR 2 odr
2! Signaling Rules 0CS-default-high
J Time of Day Rules
= |End Point Policy Groups avaya-def-low-enc
{ty; Session Policies SM_PolicyG
4 D Device Specific Settinas
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Select Domain Policies from the menu on the left-hand side
Select the End Point Policy Groups
Select Add Group
Enter Group Name: Windstream_PolicyG, in the pop-up window (not shown) and then
click Next
o Application Rule: Windstream_AppR
Border Rule: Windstream_BorderR
Media Rule: Windstream_MediaR
Security Rule: Windstream_SecurityR
Signaling Rule: Windstream_SigR
Time of Day: Windstream_ToDR
Select Finish (not shown)

O O O O O O

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 12:01:39 PM EDT
@ Alarms incidents |[Jy Statistics =] Logs | & Diagnostics [ Users 8] Logout | @ Help
(5 UC-Sec Control Center Domain Policies > End Point Policy Groups: Windstream_PolicyG

.2 Administration
CBJ Backup/Restore Policy Groups Click here to add a description.

ﬂ System Management default-low

B~ nle Hover over a row to see its description.
= default-low-enc
g _3 Global Profiles Policy Group
2 SIP Cluster default-med

4 |y Domain Policies % 5
[=] Application Rules default-med-enc AOLPosey 5ok
i 1y
[ Media Rules
N ; fault-high-enc [1 indstream_AppR Windstream_BorderR W edial ecurityR v igR Windstream_ToDR .
22 Security Rules default-high Windstream_AppR Windstream_BorderR 1_MediaR Wi 1_SecurityR _SigR Windstream_ToDR > 4

! Signaling Rules 0CS-default-high
J Time of Day Rules

% [End Point Policy Groups avaya-def-low-enc

SM_PolicyG

4 D E;évice Specific Settings -
@ Network Windstream_PolicyG

E Media Interface
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8.3.8. Create Session Policy

Session Policies allow users to define RTP media packet parameters such as codec types
(both audio and video) and codec matching priority. Together these media-related
parameters define a strict profile that is associated with other SIP-specific policies to
determine how media packets matching these criterion will be handled by the UC-Sec
security product.

Select Domain Policies from the menu on the left-hand side

Select the Session Policies

Select Add Policy

Enter Policy Name: Windstream, in the pop-up screen (not shown) and then click Next
o Check Codec Prioritization and Allow Preferred Codecs Only

Set Preferred Codec #1: PCMU (0)

Set Preferred Codec #2: G729 (18)

Set Preferred Codec #3: Dynamic (101)

Select Finish (not shown)

@)
©)
@)
®)

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 12:02:25 PM EDT Systems
@ Alarms incidents | [Ifj Statistics =] Logs 5 Diagnostics [& Users 8] Logout | @ Help
(2 UC-Sec Control Center Domain Policies > Session Policies: Windstream

i icy ilter By Device... icy licy icy
L:"j Backup/Restore Click here to add a description.
8 system Management default ﬁ =
5 Global Goec fody
[ Global Profiles Windstream

L SIP Cluster
4 (5[Domain Policies] Codec Prioritization [
[Z Application Rules
£ Border Rules

[l Media Rules Preferred Codec #1 PCMU (0)

[22 security Rules
2! Signaling Rules
(& Time of Day Rules Preferred Codec #3 Dynamic (101)
= End Point Policy Groups

{iyi|Session Policies. Video Codec

4 |3 Device Specific Settings
2! Network Management
Bl Media Interface m
.4 Signaling Interface

#3 signaling Forking

Allow Preferred Codecs Only 12

Preferred Codec #2 G729 (18)

Codec Prioritization =

8.4. Device Specific Settings

The Device Specific Settings feature for SIP allows users to view aggregate system information,
and manage various device-specific parameters which determine how a particular device will
function when deployed in the network. Specifically, users have the ability to define and
administer various device-specific protection features such as Message Sequence Analysis
(MSA) functionality, end-point and session call flows and Network Management.
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8.4.1. Manage Network Settings

e Select Device Specific Settings from the menu on the left-hand side
e Select Network Management
e Click Add IP and enter the IP Address and Gateway Address for both the Inside and the

Outside interfaces:
o IP Address for Inside interface: 10.10.97.189; Gateway: 10.10.97.129

o IP Address for Outside interface: 10.10.98.112; Gateway: 10.10.98.97
e Select the physical interface used in the Interface column:

o Inside Interface: Al

o Outside Interface: B1

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is
@ Alarms Incidents

|5 UC-Sec Control Center
@Welcome
< Administration
[l Backup/Restore Network C: ion || < ion |
ﬂ System Management sipera

i 2 Global Parameters
I (2 Global Profiles

Modifications or deletions of an IP address or its associated data require an application restart before taking effect. Application

b 2 SIP Cluster restarts can be issued from
; 3 gomamSPqu:esS v A1 Netmask A2 Netmask B1 Netmask B2 Netmask
evice Specific Seftings [2ss255 255192 | | | 255.255.255.224 | | |

@ Network Management

Wedia Interface [ —
2! Signaling Interface Add IP
£ signaling Forking Clear Changes

P rars T T R T
x
X

) session Flows [10.1097.188 I Ill10.1097.120 a1 =l
B woracor [1w.10se.112 [ | [Fe:0se57 [ =

@ Relay Semvices
b |2 Troubleshooting
> |2 TLS Management
> 12 IM Logging

e Select the Interface Configuration Tab
e Toggle the State of the physical interfaces being used to enable them

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Current server time is 8:00:05 PM EST
@ Alarms Incidents [y Statistics =] Logs & Diagnostics |8 Users @] Logout | @ Help
(52 UC-Sec Control Center Device Specific Seftings > Network Management: sipera

@Welcome

<. Administration

H Backup/Restore Network Configuration | | Interface Configuration |
ﬁ System Management sipera
» 2 Global Parameters [ Meme | dmstatvestws | |
> [ Global Profiles Al Enabled
b |2 SIP Cluster
A2 Disabled

P |2 Domain Policies
o o e
@ Network Management
=1 Media Interface B2 Disabled Toggle State
4" Signaling Interface
* Signaling Forking
MP
End Point Flows
2 ¥ Session Flows
% Two Factor
& Relay Senvices

Systems
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8.4.2. Create Media Interfaces

Media Interfaces define the type of signaling on the ports. The default media port range on the
Avaya SBCE can be used for both inside and outside ports

o Select Device Specific Settings from the menu on the left-hand side
e Select Media Interface
e Select Add Media Interface and configure as follows:
o Name: InsideMedia
o Media IP: 10.10.97.189 (Internal Address toward Avaya Session Manager)
o Port Range: 35000 - 40000
o Click Finish (not shown)
e Select Add Media Interface and configure as follows:

o Name: OutsideMedia_Avaya

o Media IP: 10.10.98.112 (External Internet Address toward Winstream trunk)
o Port Range: 35000 - 40000

o Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is

@ Alarms [If statisties =] L

() UC-Sec Control Center Device Specifi ledia Interface: sipera
@Welcome

<& Administration

ﬂ System Management sipera

i [ Global Parameters

Incidents iagnostics | (B Users

2 Global Profiles System Management.
> |23 SIP Cluster

-
> I Domain Policies

Netyork Menagemeik InsideMedia 10.10.97.189 35000 - 40000 2%
=1 Media Interface

_. Signaling Interface OutsideMedia_Sipera 10.10.98.112 35000 - 40000 2 X
,"t Signaling Forking

&, Session Flows
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8.4.3. Create Signaling Interfaces

Signaling Interfaces define the type of signaling on the ports.
Inside SIP Avaya SBCE signaling interface was created as followings:

@)
©)

Select Device Specific Settings from the menu on the left-hand side
Select Signaling Interface
Select Add Signaling Interface

Name: InsideSIP
Media IP: 10.10.97.189 (Internal Address toward Avaya Session Manager)

o TCP Port: 5060

©)
@)

UDP Port: 5060
Click Finish (not shown)

Similarly Outside SIP Avaya SBCE signaling interface was created as followings:

°

°

°
o
o
(©]
o
o

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 8:04:20 PM EST

@ Alarms Incidents

[Ify statisties =] Logs

Select Device Specific Settings from the menu on the left-hand side
Select Signaling Interface
Select Add Signaling Interface

Name: OutsideSIP_Sipera

Media IP: 10.10.98.112 (External Internet Address toward Windstream trunk)
TCP Port: 5060

UDP Port: 5060

Click Finish (not shown)

& Diagnostics | [ Users 3] Logout @ Help

|5 UC-Sec Control Center
@ Welcome
“¢ Administration
[aj Backup/Restore
ﬂ System Management
P 10 Global Parameters
> |2 Global Profiles
> | SIP Cluster
) Domain Paolicies
4 o[Device Specific Sefings|
Eﬁ Network Management
E Media Interface
¥ Signaling Forking
& SNMP
@9 End Point Flows
& Session Flows
. Two Factor
Q Relay Services

Device Specific Settings > Signaling Interface: sipera

sipera

[ Weme | omwmgw | tcopon | uoppon e

InsideSIP 10.10.97.189 5060 5060 None PIX
=

OutsideSIP_Sipera 10.10.98.112 5060 5060 — None
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8.4.4. Configuration Server Flows
Server Flows allow users to categorize trunk-side signaling and apply a policy.

8.4.4.1 Create End Point Flows - To Avaya side

e Select Device Specific Settings from the menu on the left-hand side
Select End Point Flows

e Select the Server Flows tab and click Add Flow (not shown). A pop-up screen (not
shown) is displayed and configured as follows:

o Flow Name: Windstream_To_SM

Server Configuration: Windstream

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: InsideSIP

Signaling Interface: OutsideSIP_SBCE

Media Interface: OutsideMedia_SBCE

End Point Policy Group: Windstream_PolicyG

Routing Profile: Windstream_To_SM

Topology Hiding Profile: Windstream

File Transfer Profile: None

Click Finish (not shown)

©)
@)
©)
@)
©)
@)
®)
@)
®)
@)
©)
@)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 12:04:22 PM EDT
@ Alarms Incidents  [Jf stati

iagnostics

& users

& Logout @ Help

I3 UC-Sec Control Center d Point Flows: sipera
@ welcome
< Administration
[LJ] Backup/Restore Subscriber Flows ‘ ] Server Flows ‘

B8 system Management s Configuration: Windst
> |2 Global Parameters SR S

P |2 Global Profiles

A R e S e P

I |2 Domain Policies

4 | Windstream_To_SM InsideSIP OutsideSIP_SBCE O _SBCE Windstream_PolicyG W _To_SM Winds
@Nelwork Management
E Media Interface

» Signaling Interface

A Slgnahng Forking

~J End Point Flows

; Session Flows
guTwo Factor
wRela[Sewlces
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8.4.4.2 Create End Point Flows — To Windstream side

o Select Device Specific Settings from the menu on the left-hand side
Select End Point Flows

e Select the Server Flows tab and click Add Flow (not shown). A pop-up window (not
shown) is displayed and configured as follows:

o Flow Name: SM_To_Windstream

Server Configuration: SM

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: OutsideSIP_SBCE

Signaling Interface: InsideSIP

Media Interface: InsideMedia

End Point Policy Group: SM_PolicyG

Routing Profile: SM_To_Windstream

Topology Hiding Profile: SM

File Transfer Profile: None

Click Finish (not shown)

O
O
O
O
O
O
O
O
O
O
O
O

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 12:04:22 PM EDT

@ Alarms incidents | [Iy Statistics =] Logs | & Diagnostics [ users 8] Logout | @ Help
(2 uc-Sec Control Center Device Specific Seftings > End Point Flows: sipera
Welcome
< Administration
Lijlackup/Restore Subscriber Flows H Server Flows ‘

- System Management
> [2) Global Parameters

© [ Global Profiles
>[5 SIP Cluster Remote Received End Point Policy
I |2 Domain Policies .m it Interface AN miptiaes lnlen‘ace Group HoRsg vt

4 | )|Device Specific Settings|

@Nemork Managarian ‘ SM_To_Windstream t OutsideSIP_SBCE InsideSIP InsideMedia SM_PolicyG SM_To_Windstream SM

Bl Media Interface
! Signaling Interface Server Configuration: Windstream

Server Configuration: SM

" Signaling Forking

e L o | | e | P e L
i [t ] windstream_To_sm InsideSIP outsi _SBCE OutsideMedia_SBCE 1_PolicyG Wil . To_SM Winds
m Two Factor
@I Relay Senvices
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8.4.5. Create Session Flow

Session Flow determines the media (audio/video) sessions in order to apply the appropriate
session policy
o Select Device Specific Settings from the menu on the left-hand side
e Select the Session Flows
e Select Add Flow(not shown) and in the pop-up window displayed (not shown) configure
as follows:
o Flow Name: Windstream
¢ URI Group#1: URI_Groupl
o URI Group#2: URI_group2
o) Session Policy: Windstream
o Select Finish (not shown)

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 6:14:45 PM EDT

Systems

@ Alarms incidents | [Ifj Statistics =] Logs @ #5 Diagnostics (8 Users ] Logout @ Help

(5 UC-Sec Control Center Device Specific Settings > Session Flows: sipera
@ Welcome
“# Administration
] Backup/Restore Session Flows
ﬂ System Management
L2 Global Profiles
2 SIP Cluster Hover over a row to see its description.

» | Domain Policies
- —3 Flow Name URI Group #1 URIGroup#2 | Subnet#1 | Subnet#2|  SessionPoiicy | | |
&% Network Management " .

E!_Media Interface h \ Windstream URI_Group1 URI_group2 P Xi®
! Signaling Interface

f\*_ Signaling Forking
) SNMP

@9 End Point Flows
5 Two Factor

&5 Relay Senices

HV; Reviewed: Solution & Interoperability Test Lab Application Notes 67 of 72
SPOC 07/25/2012 ©2012 Avaya Inc. All Rights Reserved. WSCM601SM61SBCE



9. Verification Steps

The following steps may be used to verify the configuration.

9.1. General

Place an inbound or outbound call between a PSTN phone and an internal Avaya phone, answer
the call, and verify that two-way speech path exists. Verify that the call remains stable for several
minutes and disconnects properly.

9.1.1. Example for Inbound Call from PSTN via Windstream SIP Trunk

Incoming PSTN calls arrive from Windstream at the Avaya SBCE, which sends the call to
Session Manager. Session Manager routes the call to Communication Manager via the entity link
corresponding to the Communication Manager .On Communication Manager, the incoming call
arrives via signaling group 2 and trunk group 11.

The following Communication Manager list trace output shows a an incoming call on trunk
group 11. The PSTN telephone dialed 8642634500. The incoming call handling table for trunk
group 11 converted the number to X4500. X4500 is a H323 Telephone with IP Address
10.10.97.137. Initially, the G650 Media Gateway (10.10.97.207) is used, but as can be seen in
the final trace output, once the call is answered, the final RTP media path is ip-direct from the IP
Telephone (10.10.97.137) to the inside of the Avaya SBCE (10.10.97.189).

list trace tac *011 Page 1
LIST TRACEtime data

16:25:51 SIP<INVITE sip:8642634500@bvwdev7.com SIP/2.0

16:25:51 Call-ID: 658200e7-7533-122£f-6b8e-00259010ee66

16:25:51 active trunk-group 11 member 1 cid Oxff

16:25:51 SIP>SIP/2.0 180 Ringing

16:25:51 Call-ID: 658200e7-7533-122£f-6b8e-00259010ee66

16:25:51 dial 4500

16:25:51 ring station 4500 cid Oxff

16:25:51 G711MU ss:0ff ps:20

rgn:1 [10.10.97.137]:4752
rgn:1 [10.10.97.207]:4052
16:25:51 G711MU ss:0ff ps:20
rgn:1 [10.10.97.189]:40414
rgn:1 [10.10.97.207]:4054
16:25:51 xoip options: fax:Relay modem:PT tty:US uid:0x50033
xoip ip: [10.10.97.207]:4054

list trace tac *011 Page 2
LIST TRACE

time data

16:25:52 SIP>SIP/2.0 200 OK

16:25:52 Call-ID: 658200e7-7533-122f-6b8e-00259010ee66

16:25:52 active station 2057 cid Oxff

16:25:53 SIP>SIP/2.0 200 OK

16:25:53 Call-ID: 658200e7-7533-122f-6b8e-00259010ee66

16:25:54 SIP>SIP/2.0 200 OK

16:25:54 Call-ID: 658200e7-7533-122f-6b8e-00259010ee66

16:25:56 idle station 4500 cid Oxff
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9.1.2. Example for Outbound Call to PSTN via Windstream SIP Trunk

The following trace shows an outbound ARS call from IP Telephone x4500 to the PSTN number
6139675206. The call is routed to route pattern 1 and trunk group 10. The call initially uses the
gateway (10.10.97.207), but after the call is answered, the call is shuffled to become an ip-direct
connection between the IP Telephone (10.10.97.137) and the inside of the Avaya SBCE
(10.10.97.189)

list trace tac *010 Page 1
LIST TRACE
time data
16:27:18 dial 916139675206 route:ARS
16:27:18 route-pattern 1 preference 1 location 1/ALL cid 0x101
16:27:18 seize trunk-group 10 member 13 cid 0x101
16:27:18 Calling Number & Name 4500 IP 4500
16:27:18 SIP>INVITE sip:16139675206@bvwdev7.com SIP/2.0
16:27:18 Call-ID: 04aa07143ell5ec4eafd7dd00
16:27:18 Setup digits 16139675206
16:27:18 Calling Number & Name 6477252057 IP 4500
16:27:18 SIP<SIP/2.0 100 Trying
16:27:18 Call-ID: 04aa07143ell5ec4eafd7dd00
16:27:18 Proceed trunk-group 10 member 13 cid 0x101
16:27:19 SIP<SIP/2.0 183 Session Progress
16:27:19 Call-ID: 04aa07143ell5ecd4eafd7dd00
16:27:19 G711MU ss:0ff ps:20
rgn:1 [10.10.97.189]:40418
list trace tac *010 Page 2

LIST TRACE

time data
rgn:1 [10.10.97.207]:4500
16:27:19 xolp options: fax:Relay modem:PT tty:US uid:0x5000d
xoip ip: [10.10.97.247]:4500
16:27:20 SIP<SIP/2.0 200 OK
16:27:20 Call-ID: 04aa07143ell5ecd4eafd7dd00
16:27:20 SIP>ACK sip:16139675206@135.10.97.189 5060; transport=udp SI
16:27:20 SIP>P/2.0
16:27:20 Call-ID: 04aa07143ell5ecd4eafd7dd00
16:27:20 active trunk-group 10 member 13 cid 0x101
16:27:20 SIP>INVITE sip:161396752060@135.10.97.189:5060; transport=udp
16:27:20 SIP> SIP/2.0

16:27:20 Call-ID: 04aa07143ell5ec4eafd7dd00

16:27:20 SIP<SIP/2.0 100 Trying

16:27:20 Call-ID: 04aa07143ell5ec4eafd7dd00

16:27:20 SIP<SIP/2.0 200 OK

16:27:20 Call-ID: 04aa07143ell5ec4eafd7dd00

list trace tac *010 Page 3
LIST TRACE

time data

16:27:20 G711MU ss:o0ff ps:20

rgn:1 [10.10.97.137]1:4752

rgn:1 [10.10.97.184]1:40418
16:27:20 SIP>ACK sip:16139675206@135.10.97.189:5060; transport=udp SI
16:27:20 SIP>P/2.0
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16:27:20 Call-ID: 04aa07143ell5ec4eafd7dd00
16:27:20 G711MU ss:o0ff ps:20
rgn:1 [10.10.97.184]:40418
rgn:1 [10.10.97.137]:4752
16:27:23 SIP>BYE sip:16139675206@135.10.97.189:5060; transport=udp ST
16:27:23 SIP>P/2.0
16:27:23 Call-ID: 04aa07143ell5ec4eafd7dd00
16:27:23 idle station 4500 cid 0x101
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10. Conclusion

As illustrated in these Application Notes, Avaya Aura® Communication Manager R6.0.1, Avaya
Aura® Session Manager R6.1, and the Avaya SBCE R4.0.5 Q02 can be configured to
interoperate successfully with Windstream. This solution allows Avaya Aura® Communication
Manager and Avaya Aura® Session Manager customers to access the PSTN using a Windstream
public SIP trunk service connection.

11. Additional References

Product services for Avaya SBCE may be found at:
http://www.sipera.com/products-services/eshc

Product documentation for Avaya, including the following, is available at:
http://support.avaya.com/
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™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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