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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.1 and Avaya Session
Border Controller for Enterprise Release 7.0 to support Cincinnati Bell Business SIP Trunking
Service.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

Cincinnati Bell Business SIP Trunking Service provides PSTN access via a SIP Trunk
between the enterprise and Cincinnati Bell’s network as an alternative to legacy analog or
ISDN-PRI trunks. This approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Cincinnati Bell is a member of the Avaya DevConnect Service Provider Program. Information
in these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps necessary for configuring Session Initiation Protocol
(SIP) Trunking service between Cincinnati Bell and an Avaya SIP-enabled enterprise solution.

In the configuration used during the testing, the Avaya SIP-enabled enterprise solution consists of
Avaya IP Office 500v2 Release 9.1 (hereafter referred to as IP Office), Avaya Session Border
Controller for Enterprise Release 7.0 (hereafter referred to as Avaya SBCE), Avaya Communicator
for Windows and Avaya Deskphones, including SIP, H.323, digital, and analog.

The Cincinnati Bell Business SIP Trunking Service referenced within these Application Notes is
designed for business customers. Customers using this service with the Avaya IP Office solution are
able to place and receive PSTN calls via a broadband WAN connection using the SIP protocol. This
converged network solution is an alternative to traditional PSTN trunks such as analog and/or ISDN-
PRI trunks. This approach generally results in lower cost for the enterprise.

The terms “service provider” or “Cincinnati Bell” will be used interchangeable throughout these
Application Notes.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Solution & Interoperability Test
Lab by connecting IP Office and the Avaya SBCE to the Cincinnati Bell Business SIP Trunking
service via the public Internet, as depicted in Figure 1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.
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2.1 Interoperability Compliance Testing

To verify the Cincinnati Bell Business SIP Trunking service offering with Avaya IP Office and the
Avaya SBCE, the following features and functionalities were exercised during the compliance
testing:

e Response to SIP OPTIONS queries.

e Incoming PSTN calls to various Avaya endpoints, including SIP, H.323, digital and analog at
the enterprise. All incoming calls from the PSTN were routed to the enterprise across the SIP
trunk from the service provider network.

e Outgoing PSTN calls from Avaya endpoints including SIP, H.323, digital and analog
telephone at the enterprise. All outgoing calls to the PSTN were routed from the enterprise
across the SIP trunk to the service provider network.

Incoming and outgoing PSTN calls to/from Avaya Communicator for Windows.
Dialing plans including long distance, outbound toll-free, etc.

Caller ID presentation and Caller ID restriction.

Proper disconnect when the caller abandons the call before the call is answered.
Proper disconnect via normal call termination by the caller or the called parties.
Proper disconnect by the network for calls that are not answered (with coverage to voicemail
off).

Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Codec G.711MU and G.729(a) (Cincinnati Bell supported audio codec).

Proper response to no matching codecs.

T.38 fax.

G.711 fax pass-through.

Proper early media transmissions.

Voicemail and DTMF tone support using RFC 2833 (leaving and retrieving voice mail
messages, etc.).

Outbound Toll-Free calls, interacting with IVR (Interactive Voice Response systems).
Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

Mobility twinning of incoming calls to mobile phones.

Note: Remote Worker was tested as part of this solution. The configuration necessary to support
remote workers is beyond the scope of these Application Notes and is not included in these
Application Notes.

Items not supported or not tested included the following:
e Inbound toll-free calls and 911 emergency calls are supported but were not tested as part of
the compliance test.
¢ Notification of intermediate call states (via NOTIFY messages) for a call that is redirected
with a REFER message.
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2.2 Test Results

Interoperability testing with Cincinnati Bell Business SIP Trunking service was successfully
completed with the exception of observations/limitations described below:

e No ring back tone on PSTN stations after Blind Transfers to the PSTN: When a PSTN
endpoint (P1) calls an IP Office H.323 station and that station blind transfers the call to
another PSTN endpoint (P2), no ring back tone is heard by the calling party (P1) while P2 is
ringing. This issue is only seen on IP Office H.323 endpoints, this issue is not seen on IP
Office SIP endpoints. This issue is under investigation.

e No matching codec on outbound calls: If an unsupported audio codec is received by
Cincinnati Bell on the SIP Trunk (e.g., G.711A), Cincinnati Bell will respond with “503
Service Unavailable” instead of “488 Not Acceptable Here”. The user will hear a series of
tones. This issue does not have any user impact and should not be seen since the codecs will
be matched during the installation. It is listed here simply as an observation.

e Operator —assisted calls: Operator-assisted calls (0 + 10 digits) are routed the same as direct
dialed calls (1 + 10 digits).

2.3 Support

For support on Cincinnati Bell Business SIP Trunking service visit the corporate Web page at:
https://www.cincinnatibell.com/customer support/

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.

3. Reference Configuration
Figure 1 illustrates the test configuration used. The test configuration simulates an enterprise site

with an Avaya SIP-enabled enterprise solution connected to the Cincinnati Bell Business SIP
Trunking service through the public Internet.

The Avaya components used to create the simulated enterprise customer site includes:
Avaya IP Office 500v2.

Avaya IP Office Voicemail Pro.

Avaya Session Border Controller for Enterprise.

Avaya 96x0 Series H.323 IP Deskphones.

Avaya 96x1 Series H.323 IP Deskphones.

Avaya 1100 Series SIP IP Deskphones.

Avaya Communicator for Windows.

Avaya 1408 Digital Telephones.

Avaya 9508 Digital Telephones.

Located at the edge of the enterprise is the Avaya SBCE. The Avaya SBCE has two physical
interfaces, interface B1 is used to connect to the public network, interface Al is used to connect to
the private network. All SIP and RTP traffic entering or leaving the enterprise flows through the
Avaya SBCE. The Avaya SBCE provides network address translation at both the IP and SIP layers.
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Also located at the enterprise site is Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM®64 (Voice Compression Module) for supporting VolP codec’s.
The IP Office LANL1 interface connects to the inside (A1) interface of the Avaya SBCE across the
enterprise LAN (private) network. The outside interface of the Avaya SBCE (B1) connects to
Cincinnati Bell’s network via the public Internet.

For inbound calls, the calls flowed from the PSTN to Cincinnati Bell’s network to the Avaya SBCE,
then to IP Office.

Outbound calls to the PSTN were first processed by IP Office. Once IP Office selected the proper
SIP trunk; the call was routed to the Avaya SBCE, across the public Internet, to Cincinnati Bell’s
network.

The transport protocol between the Avaya SBCE and Cincinnati Bell, across the public Internet, is
SIP over UDP. The transport protocol between the Avaya SBCE and IP Office, across the enterprise
private IP network, is also SIP over UDP.

For the purposes of the compliance test, users dialed a short code of 9 + N digits to make calls across
the SIP trunk to Cincinnati Bell (refer to Section 5.8). The short code 9 was stripped off by Avaya IP
Office but the remaining N digits were sent unaltered to the network. Since Cincinnati Bell isa U.S.
based company, a country member of the North American Numbering Plan (NANP), the users dialed
7 or 10 digits for local calls, and 11 (1 + 10) digits for other calls between the NANP.

In an actual customer configuration, the enterprise site may also include additional network
components between Cincinnati Bell and the enterprise. A complete discussion of the configuration
of these devices is beyond the scope of these Application Notes. However, it should be noted that
SIP and RTP traffic between the service provider and the enterprise must be allowed to pass through
these devices.

For confidentiality and privacy purposes, actual public IP addresses and DID numbers used during
the compliance test have been replaced with fictitious IP addresses and DID numbers throughout
these Application Notes.
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Figure 1: Avaya Interoperability Test Lab Configuration.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the compliance testing.

Equipment/Software

|

Release/Version

Avaya

Avaya IP Office 500v2

9.1.6.0 Build 153

Avaya IP Office DIG DCPx16 V2

9.1.6.0 Build 153

Avaya IP Office Manager

9.1.6.0 Build 153

Avaya Voicemail Pro Client

9.1.6.0 Build 2

Avaya Session Border Controller for Enterprise
(running on Portwell CAD-0208 platform)

7.0.1-03-8739

Avaya 96x0 IP Deskphones (H.323)

Avaya one-X® Deskphone Edition

S3.230A
Avaya 96x1 Series IP Deskphones (H.323) 6.6029
Avaya 1120E IP Deskphones (SIP) SIP1120e Ver. 04.04.18.00
Avaya Communicator for Windows 2.0.3.40
Avaya Digital Deskphones 1408 40.0
Avaya Digital Deskphones 9508 0.55
Lucent Analog Phone --

Cincinnati Bell

Broadworks R20
Acme Packet 6300 Series SBC Scz7.2.0

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500v2 and also when deployed with all configurations of IP Office Server Edition without

T.38 Fax Service.
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5. Configure IP Office

This section describes the IP Office configuration required to interwork with Cincinnati Bell
Business SIP Trunking service. IP Office is configured through Avaya IP Office Manager (IP Office
Manager) which is a PC application. On the PC, select Start = Programs = IP Office =
Manager to launch IP Office Manager. Navigate to File » Open Configuration, select the proper
IP Office from the pop-up window, and log in with the appropriate credentials. A management
window will appear as shown in the next sections. The appearance of IP Office Manager can be
customized using the View menu (not shown). In the screenshots presented in this section, the View
menu was configured to show the Navigation Pane on the left side and the Details Pane on the right
side. These panes will be referenced throughout these Application Notes.

These Application Notes assume the basic installation and configuration of IP Office have already
been completed and are not discussed here. For further information on IP Office, please consult
References in Section 10.

5.1 Licensing

The configuration and features described in these Application Notes require the IP Office system to
be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact
an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License, then
from the license tab, locate SIP Trunk Channels. Confirm that there is a valid license with
sufficient “Instances” (trunk channels) in the Details pane. Note that the full License Keys in the
screen below is not shown for security purposes.

IP Offices |
=-& BOOTP (3) License | Remote Server
+-¢# Operator (3)
=I-%=3 DOEOOT0G530F License Mode License Mormal
- ! System (1)
] Licensed Version a1
-
+ = Control Unit (4) Serial Number (ADI)
-4 Extension (37)
+§ User (32) PLDS Host ID
-4 Group (1) PLDS File Status Not Present / Invalid
8% Short Code (65)
-G Service (0)
5ol RAS (1)
+% Incoming Call Route (4) Feature License Key  Instances Status Expiry Date Source
""" WARN Port (0
_____ 2= Directory (éJ] IPSec Tunnelling MIKcnXtM.., 255 Valid Mewver ADI Medal
..... £ Time Profile (0) Proactive Reporting ttDpénbsd.. 255 Valid Mever ADI Nedal
+® Firewall Profile (1) Report Viewer Twetl3mdg... 255 Valid Mewver ADI Modal
=il IP Route (4) Mobility Features OICIuRgHw... 255 Obsolete Never ADI Nodal
""" : 'E“”“”t C;de @ Advanced Small Community Netw... DaQI7VeSv... 255 Obsolete Never ADI Nodal
m IP500 Vioice Metworking Channels  T39BkgBXv... 255 Valid Mewver ADI Modal
+§ ; User Rights (8) IP500 Upgrade Standard to Profess...  QaHgn76v.. 255 Obsolete Mewver ADI Modal
+- ARS (1) IP500 Voice Metworking Channels JaHLHAVF.. 4 Valid Mever ADI MNodal
----- @ RAS Location Request 0) || |[SIP Trunk Channels 13CQzGBYD... 255 Valid MNever ADI Nodal |
""" &8 Location (0) VPN IP Extensions @qm3f0o.. 255 Obsolete Mever ADINodal
28 Authorization Code (0 1
uthorization Code (0) 1PS00 Universal PRI (Additional cha... 2TXC@00... 255 Valid Mever ADI Nodal
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5.2 System

Configure the necessary system settings. In an Avaya IP Office, the LAN2 tab settings correspond to
the Avaya IP Office WAN port (public network side) and the LANL1 tab settings correspond to the
LAN port (private network side). For the compliance test, the LANL1 interface was used to connect
Avaya IP Office to the enterprise private network (LAN), LAN2 was not used.

5.2.1 System - LAN1 Tab

In the sample configuration, the MAC address 00E00706530F was used as the system name. The
LAN port connects to the Avaya SBCE across the enterprise LAN (private) network. The LAN1
settings correspond to the LAN port in IP Office. To access the LAN1 settings, navigate to System
(1) > 00E00706530F in the Navigation Pane, then in the Details Pane, navigate to the LAN1->
LAN Settings tab. The LANL1 settings for the compliance testing were configured with following
parameters:

e Setthe IP Address field to the LAN IP address, e.g., 172.16.5.60.

e Setthe IP Mask field to the subnet mask of the private network, e.g., 255.255.255.0.
e All other parameters should be set according to customer requirements.
e Click OK to commit (not shown).
IP Offices 7
+{‘ BOOTP (3) Systeml LAML | Lam2 | DMS | Yoicemail | Telephony | Directory Services | System Events
-7 Operator (3)
=53 DOEO0706530F LAN Settings | volp | Metwork Topologﬂ
i =2 System (1)
¢ | -2 DOEO0706530F IP Address 172 16 5 60
-4 Line (5)
+ = Control Unit (4) IP Mask 255 255 255 0
:? ﬁ:rnggjn &7 Primary Trans. IP Address 0 0 0 0
+;u Group (1) RIP Mode \None -
8% Short Code (65)
- Service (0) [T] Enable NAT
ol RAS (1)
+® Incoming Call Route (4) Nurnber Of DHCP IP Addresses 200 =

""" & WaN port () DHCP Mode
----- #2 Directory (0] I —
----- £ Time Profile (0) ) Server () Client ) Dialin @ Disabled Advanced
+1-(@) Firewall Profile (1)

+-Jill IP Route (4)

----- B Account Code (0)

----- % Licensze (75)

----- % Tunnel [0

+-f3 User Rights (8)

- ARS (1)

----- « RAS Location Request (0)
""" & Location (0)

----- m Authorization Code (0)
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The VoIP tab as shown in the screenshot below was configured with following settings:

e Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphone using the
H.323 protocol to register.

e Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to
Cincinnati Bell.

e Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphone to register using
the SIP protocol.

e Enter the Domain Name of the enterprise under Domain Name.

e Verify the UDP Port and TCP Port numbers under Layer 4 Protocol are set to 5060.

e Verify the RTP Port Number Range settings for a specific range for the RTP traffic. The
Port Range (Minimum) and Port Range (Maximum) values were kept as default.

e Inthe Keepalives section at the bottom of the page, set the Scope field to RTP, Periodic
Timeout to 30, and Initial keepalives to Enabled. This will cause the IP Office to send RTP
keepalive packets at the beginning of the calls and every 30 seconds thereafter if no other
RTP traffic is present.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

IP Offices |E 00E00706630F
: “ °)t:m‘"'h System| LAM1 | Lan2 [ DNS | eicemail | Teiephony | Directary Services | System Events | SMTP | SMOR | Tuwinming | vCM | Codecs
- IKIHII!-‘IVJH(‘IF tANSﬂlmg\anml Topalogy
3 ~‘:"l;’;'(‘<:;’;';%sgar I ¥ H323 Gatekeeper [nzt-'e]
#-19 Une (5) Auto-creste Extn fu-creste Uses 4| H323 Remote Extn Enable
Control Unit (4)
i 4 Btension 37) Remote Call Sigralling Port 1720
i User 32
i Group (1) 7! SIP Trunks Enable
il 9% Short Code $%5)
9 Eclr.u:‘c ) v SP Registrar Enable
: é ;in:mg Calf Route (4) Auto-create Extn/User ¢ SIP Remote Extn Enable
2 :';:1:0“"" If-amem Narne avayalsb f.::m]
-1l P Route (4) Layer 4 Protocol v TP TCP Pont 5060 3 Remote TCP Port 5060
& Account Code )
W License (75) i TS TLS Port 5061 2 Remote TLS Port 5061
W Tunnel 0)
il §3 User Rights &) Chalienge Expiry Teme (secs) 10
i ARS 1)
#~ RAS Location Request [0) 2Tp
5 Locaton (0) %
W% Authorzstion Code (0) Port Number Range
Mirenum 9152 s Maxemaim 53246
Port Number Range (NAT)
Mirvenum 52 : Maomum 53245
7! Enable RTCP Monitoring on Port 5005
ATCP collector P acddress for phones
Keepahives
Scope RTP w | Penodic imeout 30
[rtinl keepalives Enabled -
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In the Network Topology tab, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu to the option that matches the
network configuration. In the compliance testing, it was set to Open Internet. With this
configuration, even though the default STUN settings are populated, they will not be used.

e Set the Binding Refresh Time (seconds) to a desired value. The value of 300 (or every 5
minutes) was used during the compliance testing. This value is used to determine the
frequency that IP Office will send OPTIONS heartbeats to the service provider.

e Verify the Public IP Address is set to 0.0.0.0.

e Set the Public Port to 5060 for UDP.

e All other parameters should be set according to customer requirements.

e Click OK to commit (not shown).

IP Offices ‘ i= 00EO00706530F
‘s BOOTP (3) | Systern | LANL ILANZ | DNS | Voicemail |Telephony| Directory Services | System Events | SMTP | SMDR | Twinning | YCM
Qperator (3)

| LAN Settings | volp | Network Topolagy |

-3 ODEQD706530F

Metwork Topolegy Discovery
2T Line (5) STUN Server Address £9.90.168.13 STUNPort 3478 z

B
-2 Control Unit (4)
[+ Extension (37) Firewall/NAT Type [Open Intemet ']
B-§  User 32)
-8 Group (1) Binding Refresh Time (seconds) 300 =
[-8X Short Code (65)

..... B senice (0) Public IP Address 0 0 0 0 Canc
E-olf; RAS (1)
- Incoming Call Route (4) Public Port

----- 2 WAN Port (0 =

..... = Directory (0) uoe 0% =

----- 7% Time Profile (0) 0 z
@ Firewall Profile (1) P .
- Jll IP Route (4) TLS 0 =

0 Account Code (0)
> License (75) [] Run STUN on startup

Tunnel (0}
B-§g User Rights (8)
- g ARS (1)

----- " RAS Location Request ()

----- i Location (0)

----- m Authorization Code (0)
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5.2.2 System - Telephony Tab

Navigate to the Telephony = Telephony Tab in the Details Pane, configure the following
parameters:
e Choose the Companding Law typical for the enterprise location, U-Law was used.
e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call
transfers to the PSTN via the SIP trunk to the service provider.
e All other parameters should be set according to customer requirements.
e Click OK to commit (not shown).

i e ) { I I 1 i
4 f;olfo'fd System | Lt [Lan [ ONS | voicemai| Telephony | Directory Services | System vents | sMTP | SMOR | Twinning | vEM | Codecs
ot (™ er ) — — e | Dbt - e = =i Bt | et ) <2 Bt Sl
& 000650 [Tetephony | Park & Page] Tones & Music| fing Tones [ sM | CatiLog | Tut
0 System (1) q o ' o '
“& D0E0OT06530F Analogue Extensions Companding Law
£ 4 Lne (5) Switch Line
Control Unt (4) Default Outside Call Sequence Normal -
i 4 Extension (37) ———— - o
i WeB32) Default Inside Call Sequence Ring Typel - @ Uiaw ) EEEN The
. ' Group (1) -
+- 9% Shon Code (83) Default Ring Back Sequence Ring Type 2 -
4 A-L A-Lawl
: :"S"" LY Restrict Analogue Extensicn Ringer Voltage /23 cipi
+ RAS ()
. s Incaming Call Route (4)
WAN Past €) Dial Debay Time (secs) 3 .
= Directory (0) : N
) Time Profile (1) Oial Defay Cour DR N Aot
& @ Firewall Profile (1) Dial Sy Name
P foute (&) Defau No Answer Time (secs) 2 a :
& Account Code {0} ¥ Show Account Code
W, License (75) Hold Timeout (secs) 0 .
W Tunnel @) ok T . 200 [ Inkibit Of-Switch Foeward/ Teanaler ]
-84 User Rights @) ack Timeout (secz) 3
5 Restrict Network Interconmect
¥ ARS 1) Ring Delay (secs) 5 s
" RAS Location Reguent 0) ' - R Inclisde location specific mfoer
% Location M) Call Prority Promotion Tame (secs)  Disabled :
u Autherzation Code ) ‘ ~ DOrop External Only Iimpromptu Conference
Defauk Currency |USD v
Vizually Diferentiate Edernat Call
Defaut Name Priority | Favor Trunk -
s . Unsuperised Analog Trunk Dsconnect Handling
Media Connection Preservation | |
: ' 4| High Queity Conferencing
Phone Failback | Manual - 5
! ¥! Digital/Analogue Auto Create Uses
Legn Code Complexity
Eof Directory Overrides Barring
nforcement
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5.2.3 System - Twinning Tab
Navigate to the Twinning tab on the Details Pane, configure the following parameters:
e Uncheck the Send original calling party information for Mobile Twinning box. This will
allow the Caller ID for Twinning to be controlled by the setting on the SIP Line (Section
5.4). This setting also impacts the Caller ID for call forwarding.
e Click OK to commit (not shown).

IP Offices \[sz 00E00706530F"
o4& apind Systen | LANL | LANG | ONS | Voscemail | Telephony | Directory Services | System Events | st | smoR VM | Codecs
£ 4+ Operator (3) 1o 2 ORa S | 2 1 - :
¥ DOECOP0OES530F l Send original calfing party informetion for Mobde Twinning I

~N Y (1 -
» System (3) Calling party smformatson for

Mobile Twanrng

= D0ESONESIOF

14 Une(d)
Control Unit (4)
i 4p Extension (37)
i § UserB2)
il 4 Geowp (1)
il 9% Short Code $65)
, Service )
i M, RASQ)
< § Incoming Call Route (4)
@ wan Port (0)
“n Dwectory )
Time Profile 10)
3 @B Firewall Profile (1)
L ' P Route (4)
& Account Code (0)
W Licens= (75)
¥ Tunnel {0)
i s User Rights (8}
3 ARS (1)
# RAS Location Reques: (0)
B Location 1)
“ Authorustion Code (D)
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5.2.4 System - Codecs Tab

For Codecs settings, navigate to the System (1) = 00E00706530F in the Navigation Pane, select
the Codecs tab and configure the following parameters:

e The RFC2833 Default Payload field allows for the manual configuration of the payload
type used on SIP calls that are initiated by the IP Office. The default value 101 was used.

e For Codec Selection, select the codecs and codec order of preference on the right, under the
Selected column. The Default Codec Selection area enables the codec preference order to be
configured on a system-wide basis. The buttons between the two lists can be used to move
codecs between the Unused and Selected lists, and to change the order of the codecs in the
Selected codecs list. By default, all IP lines and phones (SIP and H.323) will use the system
default codec selection shown here, unless configured otherwise for a specific line or
extension. The example below shows the codecs used for IP phones (SIP and H.323), the
system’s default codecs and order was used.

e Click OK to commit (not shown).

S 00E00706530F"
Systemn | LANL | LAN2 | DNS | Vocemad | Telephony | Dwectary Serices | System Events | SMTP | SMOR | Twanning | YCM
I RFC2833 Defauk Payload 101
Available Codecs Default Codec Selection
Urused Selected
v { G722 64K G711 ULAW 64K
v G711 ALAW 64K
4! G722 64K G.729(s) BX CS-ACELP
7 GI29(a) BK CS-ACELP G.723.1 652 MP-MLQ

Y G231 6k3 MPALQ

+ I P Route (4)
& Account Code (U)
e Licenie (75
W Tunnel ©

J 3 User Rights @)

s ARS Q)

" RA

25 Locaton ()
Q8 Authorizstion Code (0)

Note: The codec selections defined under this section (System — Codecs Tab) are the codecs selected
for the IP phones/extensions. The codec selections defined under Section 5.4.6 (SIP Line — VolP
tab) are the codecs selected for the SIP Line (Trunk).
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5.3 IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the Avaya
SBCE resided on the same IP subnet, so an IP route was not necessary. In an actual customer

configuration, these two interfaces may be in different IP subnets, and in that case an IP route would
have to be created to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to reach the IP subnet where the Avaya SBCE resides.

To create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to reach the IP subnet where the Avaya SBCE resides (if located in
different subnets), on the left navigation pane, right-click on IP Route and select New.
e Set the IP Address and IP Mask of the subnet of the private side of the Avaya SBCE, or
enter 0.0.0.0 to make this the default route.
e Set Gateway IP Address to the IP Address of the default router in the IP Office subnet.
e Set Destination to LAN1 from the pull-down menu.

e Click OK to commit (not shown).

IP Offices

= 0.0.0.0

T---R BOOTP (3]
f-":j' Operator (3)
' DOEDOT06530F

2 Systemn (1)
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-y Extension (37)
-§  User (32)
~%@ Group (1)
-@% Short Code (65)
-8 Service (0)
ol RAS (1)
e Incoming Call Route (4]
- $E WAN Port (0)
- Directory (0]
£ Time Profile (0)
@8 Firewall Profile (1)
IP Route (4)
1]
172.31.20.0
Bl 192.168.188.0

-l 192.168.99.0

-l Account Code ()
B License (75)
il Tunnel 0]
-fi5 User Rights (8)
- ARS (1)
- RAS Location Request (0)
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B e O s IO O Y Oy Ny
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+

-

IP Route

IP Address 0 0
IP Mask 0 i

Gateway IP Address

Destination LANL

Metric 0

Proxy ARP
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5.4 SIP Line

A SIP Line is needed to establish the SIP connection between IP Office and Cincinnati Bell Business
SIP Trunking Service. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by Avaya IP
Office Manager to create a SIP Line. Follow the steps in Sections 5.4.1 and 5.4.2 to create the SIP
Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP trunk Registration Credentials.

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Sections 5.4.3 to 5.4.8.

Alternatively, a SIP Line can be created manually. To do so, right-click on Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.4.3 t0 5.4.8.

5.4.1 Importing a SIP Line Template

Note: DevConnect generated SIP Line templates are always exported in an XML format. These
XML templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML format templates can be used to create SIP trunks on both IP Office Standard
Edition (500v2) and IP Office Server Edition systems. Alternatively, binary templates may be
generated. However, binary templates include all the configuration parameters of the Trunk,
including sensitive customer specific information. Therefore, binary templates should only be used
for cloning trunks within a specific customer’s environment.

1. Copy a previously created template file to a location (e.g., C:\Temp) on the same computer where
IP Office Manager is installed. By default, the template file name will have the format AF_<user
supplied text>_SIPTrunk.xml, where the <user supplied text> portion is entered during
template file creation.

Note: If necessary, the <user supplied text> portion of the template file name may be modified,
however the AF_<user supplied text>_SIPTrunk.xml format of the file name must be
maintained. For example, an original template file AF_TEST _SIPTrunk.xml could be changed
to AF_Testl SIPTrunk.xml. The template file name is selected in Section 5.4.2, step 2, to create
a new SIP Line.
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2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager, navigate
to File - Preferences. In the IP Office Manager Preferences window that appears, select the
Visual Preferences tab. Check the box next to Enable Template Options. Click OK.

i . ™y
" IP Office Manager Preference- &Iﬂ

| Preferences | Directories | Discoveryl Visual Preferences || Security | 1«n"ali-::latiru'r1|

Icon Size ’Small vl
[T Multiline Tabs
| Enable Template Optiunsl
Enable Termnplate Creaticn

(i) | OK ‘ | Cancel ‘ | Help

b A

3. Import the template into IP Office Manager. From IP Office Manager, select Tools = Import
Templates in Manager.

File Edit View | Tools | Help

2E-d 3 E Extension Renumber...
Homo_IPC_SEC Line Renumber...
I Connect To...
Export 3

---R BOOTP (3) SCM Service User Management

1% Operator (3]

EI""":-\.J Homo_IPO_SBC Busy on Held Validation Number
(-5 System (1) ) )
E‘T?. Line (5) MSM Configuration Domain Mar
CoTeS Print Button Labels
=i £
¥':I g Import Templates in Manager [}rp
T?I 8 Location
...... 17|
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4. A folder browser will open. Select the directory used in step 1 to store the template(s) (e.g.,

C:\Temp).

=

Browse For Folder

S5CS)

Select a folder to import templates from -

. ProgramData
. SUPPORT
» L. swtools

) swwork

. Temp

| tmp
J Trilogy

» 1 Users

F

[ Ok ] [ Cancel ]

e

=

In the reference configuration, template files AF_Cincinnati Bell IPO 9.1 ASBCE
7.0_SIPTrunk.xml was imported. The template files are automatically copied into the IP Office
default template location, C:\Program Files\Avaya\lP Office\Manager\Templates.

5. After the import is complete, a final import status pop-up window will open stating success or
failure. Click OK.
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Note: Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it cannot be
viewed. To enable browsing of the \Templates directory, open Windows Explorer, navigate to
C:\Program Files\Avaya\lIP Office\Manager\Templates (or C:\Program Files (x86)\Avaya\IP
Office\Manager\Templates), and then click on the Compatibility files option shown below. The
\Templates directory and its contents can then be viewed.

o A"‘" » Computet » Avaya eS0E(CH » Program Flles (6] » Avays » 2 Office » Manager »
Fie Edt View Toolr Help
Orgenus = Inchude in Abary = Shase wth © Bum Compalibdity lles Hew foldes
b Faoomes Nt - D difed Typ
BB Destrcp i de-DE
# Dowriceds L oenUS da1
Moes-MX 132
4 Libanes L fefR Ader
* Documents b IPSET-LBESTIM.CTM
o Mumc b nar
o Pictre L LMGreeting 13y
B videos 4. MemonCary 4o
LonbNG et
1 Computer 4 Phonelmages ohsbar
& Fveya eSO (T L pt-BR ide!

I@! .. ¥ Gonzalez, Helmut (Helmut) =CTR*™ » AppData » Local » VirtualStore » Program Files (x86) » Avaya » IP Office » Manager » |

File Edit View Tools Help
Organize « = Open Include in library Share with + Burn Mew folder
% Favorites i MName ° Date modified Type Size
M Desktop | | . Templates 12/8/2015 2250 PM  File folder
& Downloads | _end_of_phone_binaries.td 3/19/2014 1:09 PM Text Document 1KB

G@;i“' » Gorasler, Helmut (Helmut) “CTR™ » AppOsta » Locsl » Vituslieore » Prograen Files (86) » Aveys » 1P Office » Manager » Templates

File Edit View Tools Melp
Ovgenie v Inchode in Wmry « Share with = Bum New folder

o Favortes Name g Date modified Type
B Desktop [; AF_Cincinati Bell [P0 5.1 ASSCE 2.0 SIPTrunksmi T T T — e
& Downloads
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5.4.2 Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and select
New SIP Trunk from Template.

=- R BOOTP (3) SIP Line [Transport| SiP URI|velP |
[#-¢# Operator (3)
EI"“.H 00EDOT0E530 Line Nurmber
===y S}f o
i e 1] MNew ’
a -Er' 9  Mew SIP Trunk frem Template
g ] Create SIP Trunk Template
NPT Ctri+X
------ w58 Copy Ctrl+C
Dt& Ce Paste Ctrl+V
G- B, .
EEI---a Us 75 Delete Ctrl+Drel
- Gr| o/ Validate
Eﬂ"'g zh Connect To... Ctrl+T
..... c
ol R Mew from Template (Binary)
EE""@ Ing Export as Template (Binary)
""" Ei:‘ Warrrore ToT il

2. In the subsequent Template Type Selection pop-up window, from the Service Provider pull-
down menu, select the XML template name from Section 5.4.1. Click Create new SIP Trunk.

Note: The drop down menu will display the <user supplied text> part of the template file name (see
Section 5.4.1). If you check the Display All box, then the full template file name is displayed.

p
%" Template Type Selection

Locale United States (LIS English]

Service Provider |Cincinnati Bell PO 9.1ASBCE7.0 | [ Display Al

Create new SIP Trunk J [ Cancel
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The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 17).

IP Offices

#- K BOOTP (3)
4;.----;:1 Operator (3)
%5 Homo_IPO_SBC

It is important that the SIP Line configuration be reviewed and updated if necessary after the SIP
Line is created via the template. The resulting SIP Line data can be verified against the manual
configuration shown in Sections 5.4.3 to 5.4.8.
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543

SIP Line - SIP Line Tab

On the SIP Line tab in the Details Pane, configure or verify the parameters as shown below:

Leave the ITSP Domain Name blank. Note that if this field is left blank, then IP Office
inserts the ITSP Proxy Address from the Transport tab as the ITSP Domain in the SIP
messaging.

Verify that URI Type is set to SIP.

Verify that In Service box is checked, which is the default value. This makes the trunk
available to incoming and outgoing calls.

Verify that Check OOS box is checked, the default value. IP Office will use the SIP
OPTIONS method to periodically check the SIP Line. The time between SIP OPTIONS sent
by IP Office will use the Binding Refresh Time for LAN1, as shown in Section 5.2.1.

Verify that Refresh Method is set to Auto.

Verify that Timer (seconds) is set to On Demand.

Set Send Caller ID to Diversion Header.

Under Redirect and Transfer, set Incoming Supervised REFER Support and Outgoing
Supervised REFER to Always.

All other parameters should be set to default or according to customer requirements.

[ ]
e Click OK to commit (not shown).
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5.4.4 SIP Line - Transport Tab

Select the Transport tab; configure the parameters as shown below:

e Setthe ITSP Proxy Address to the IP address of the inside interface (or private side)
assigned to the Avaya SBCE, as shown on Figure 1 (Note: On interface Al of the Avaya
SBCE, IP address 172.16.5.71 was used to connect to IP Office, refer to Sections 6.1 and

6.4).

e Setthe Layer 4 Protocol to UDP.
e Set Use Network Topology Info to LAN1 as configured in Section 5.2.1.
e Set the Send Port to 5060.

e Default values may be used for all other parameters.
e Click OK to commit (not shown).

i

=37 System (1)
: -y O0EQOT06530F
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-4 Incoming Call Route (4)
-8 WAN Port (0]
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-7 Time Profile (D)
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+-Jill IP Route (4)
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- RAS Location Request (0]
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-4 Operator (3)
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Use Metwork Topelogy Info ILAN 1 v] 5060

Explicit DMS Server(s) 0 0 ] 0 0 i] 0 i]
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5.4.5 SIP Line - SIP URI Tab

A SIP URI entry needs to be created to match each incoming number that Avaya IP Office will
accept on this line. Select the SIP URI tab, and then click the Add button and the New Channel

area will appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the

top, and click the Edit... button. In the example screen below, a previously configured entry was

edited. For the compliance test, a single SIP URI entry was created that matched any DID number

assigned to an Avaya IP Office user. The entry was created with the parameters shown below:
e Set Local URI, Contact, Display Name to Use Internal Data.

e Set PAI to None.

e Associate this line with an incoming line group by entering a line group number in the

Incoming Group field. This line group number will be used in defining incoming call routes

for this line. Similarly, associate the line to an outgoing line group using the Outgoing
Group field. The outgoing line group number is used in defining short codes for routing

outbound traffic to this line. For the compliance test, a new incoming and outgoing group 17

was defined that only contains this line (line 17).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using

this SIP URI pattern.
e Click OK.
e Click OK again to commit (not shown).

= System (1) 1 17 17 1.
s DDEODT06530F

{17 Line )

w1

-2 Control Unit (4)
-4 Bxtension (37)
G-§  User (32

-9 Group (1)
-@% Short Code (85)
B Service (0)

- alfy RAS (1)

EJ---@ Incoming Call Route (4) Via

Edit Channel

172.16.5.60

B} WAN Pert (0
~-a¥s Directory (0)
-1 Time Profile (0)
G-@@} Firewall Profile (1)
-l IP Route (4)

-l Account Code (0)
W License (75) PAT
i Tunnel (0)

Lecal URI
Contact

Display Mame

Use Internal Data

Use Internal Data

Use Internal Data

M. 0:<Nen.. 10

&g User Rights (8) Registration

[0: <MNone>

- ARS (1)

- RAS Location Request (0]
-G Location (0)

'ﬁ Authorization Code (0]

Incoming Group

Outgeing Group

Max Calls per Channel

17

17

10 =

IP Offices ‘ i= SIP Line - Line 17
"'a BOOTP (3) |SIP LinelTransportl SIP URI |VoIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineering|
# Operator (3)
=7 0DEQO70G520F Channel Groups Wia Local URI Contact Display Name PAI Credential Max Calls Add...

Remaove

Edit...

HG; Reviewed:
SPOC 6/7/2016

Solution & Interoperability Test Lab Application Notes
©2016 Avaya Inc. All Rights Reserved.

26 of 94
CinlPO91SBCE7




5.4.6 SIP Line - VoIP Tab

Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

e Inthe sample configuration, the Codec Selection was configured using the Custom option,
allowing an explicit order of codecs to be specified for the SIP Line. The buttons allow
setting the specific order of preference for the codecs to be used on the SIP Line, as shown.
Cincinnati Bell supports codec G.711ULAW and G.729(a) for audio, with G.711ULAW
being the preferred codec.

e Select T.38 for Fax Transport Support (Refer to Section 2.1).

e Setthe DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

e Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on the
trunk.

e Check the PRACK/100rel Supported box, to advertise the support for reliable provisional
responses and Early Media to Cincinnati Bell.

e Default values may be used for all other parameters.

e Click OK to commit (not shown).

IP Offices = SIP Line - Line 17
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Fas Transport Support | 138 -

DTMF Suppoet RFC2233 -
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Note: The codec selections defined under this section (SIP Line — VVolIP tab) are the codecs selected
for the SIP Line (Trunk). The codec selections defined under Section 5.2.4 (System — Codecs tab)
are the codecs selected for the IP phones/extension (H.323 and SIP).
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5.4.7 SIP Line — T.38 Fax Tab
Select the T38 Fax tab to set the Fax over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:
e Uncheck Use Default Values at the bottom of the screen.
e Set T38 Fax Version to 0. Cincinnati Bell Business SIP Trunking supports T.38 fax version
0.
e Set Max Bit Rate (bps) to 14400, the highest fax bit rate that Avaya IP Office supports for
T.38 faxing.
e Check the Disable T30 ECM option.
e Default values may be used for all other parameters.
e Click OK to commit (not shown).
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_____ - Redundancy
1 Disable T30 ECM
..... a2 0 =

; Low Speed - - .
..... 17 [C] Disable EFlags For First DIS

Ty, 18 High Speed 0 2

[] Disable T30 MR Compressicon

H-“2+ Control Unit (4) TCF Methed [Trans TCF "] [C] NSF Override
t-4 Extension (37)

[

[

i@ User (32) Masx Bit Rate (b [ = 0
ps) 14400

I:I-"ﬂ Group (1)

[H- 9% Short Code (65) EFlag Start Timer (msecs) 2600 = 0

""" Service (0
[]...E RAS (1]( : EFlag Stop Tirmer (msecs) (2300 =

- Incoming Call Route (4)
----- $8 WAN Port (0)

----- 2= Directory (0)

----- £ Time Profile (0)

F-@8) Firewall Profile (1)
F-Jll TP Route (4)

----- Ml Account Code (0)

----- B License (759)

----- W% Tunnel (0)

-§q User Rights (8)

- ARS (1)

----- " RAS Location Request (0)
----- & Location (0)

----- 'm Authorization Code (0)

13

»

13

Tx Metwork Timeout (secs) (130 =

[7] Use Default Values
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5.4.8 SIP Line — SIP Advanced Tab

Select the SIP Advanced tab. For outbound calls with privacy enabled, Avaya IP Office will replace
the calling party number in the From and Contact headers of the SIP INVITE message with
“anonymous”. IP Office can be configured to use the P-Preferred-ldentity (PPI) or P-Asserted-
Identity (PAI) header to pass the actual calling party information for authentication and billing
purposes. By default, IP Office will use the PPI header for privacy. To configure IP Office to use the
PAI header for privacy calls:

e Check the box for Use PAI for Privacy.

e Check No REFER if using Diversion. This directs IP Office not to send the REFER

message with the Diversion message.
e Default values may be used for all other parameters.
e Click OK to commit (not shown).

.[‘: SIP Line - Line 17 -3 X
S Line| Transport | SIP USS | ValP | T36 Fax| 3P Credentials, % Aovanced Engineenng
Addreszing Mudia
Aswociation Method By Seucce P addrem - Allow Emnpry PIVITE
3 Send Empty re-INVITE
Coll Routing Method fequet Ul >
Allow To Tag Change
Suppeess ONS SRY Laokups P-Early-Meda Suppont None -
Send SilenceSupp= Off
Tdentty
|:v-.- Phore Cordent :1r.1u Connecton Disobled S
Add user=phone Preveraation
| Cal Contred
Call Intiaticns Timeout (5 i
te 4 Swap From and PAl
Calter B from From hesder Call Quewing Timesut (m) 3
Time Peofile ) Send From In Claer Service Basy Respense 486 - Busy Here

v @ Firewal Profile (1 Cache Auth Credentials Mo Usei R "
+ I P Route (§) A m b e 408-Request Teneout

& Accoum Coda U] User-Agent and Server Headers Send
: ;,,..,., 75) f.)'u:n en CAC Lecation Allow Yeicemsil
unnel M o x
By Ve Rights @ Seppress Q350 Rasson
¥ ARS () Meader
# RAS Locaten Reguent 10} Erudete NOTFY for REFER
'; lL:/‘:.L_‘.aD, ki | e PEFER if using Diversen 9]
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5.5 Extension

In this section, an example of an Avaya IP Office extension will be illustrated. In the interests of
brevity, not all users and extensions will be presented, since the configuration can be easily
extrapolated to other users and extensions. To add an extension, right click on Extension then select
New -> Select H323 or SIP.

Select the Extn tab. Following is an example of extension 3041; this extension corresponds to an
H.323 extension.

IP Offices = H323 Extension: 8002 3041
=-& BOOTP (3) « || Extn |v01p
4% Operator (3)
=% 00E00T06530F Extension ID 8002
E| =7 System (1)
- sy 00E00706530F Base Extension 304
- Line (5)
- Control Unit (4) Phone Password
B[@’ Extension (37) '
. 80121502 Confirm Phone Password
™ 8011 1540 Caller Display Type On
g, 50101542 Py P
. 8003 3040 Reset Volume After Calls [
1 EFE
-, 8008 3042 . Avaya 96
D T Avaya 9641
o 101 3043 svice ype !
oy 102 3044
-y, 8000 3047 Location | Automatic
iy 25 3049 =
-y, 8001 3050 Fallback As Remote Worker [Auto
g, 8003 3055
oy 26 4002 Medule g
ey 27 4003
0
- 28 4004 Port
oy 29 4005
-4y 30 4006 Disable Speakerphone ]
- 31 4007
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Select the VOIP tab. Use default values on VoIP tab. Following is an example for extension 3041;
this extension corresponds to an H.323 extension.

By default, all IP phones (SIP and H.323) will use the system default codec selection configured
under the System Codecs tab (Section 5.2.4), unless configured otherwise for a specific extension by
selecting Custom under Codec Selection on the screenshot shown below. The example below
shows the codecs used for IP phones (SIP and H.323).

IP Offices E _
& R BOOTP 3) + | Extn

v Dperstor 3)
& Q0EQOT06530F
W System (1)
¥ DOEQ0706530F Enable Faststan for
& T4 Lnes) MAC Address | : X non-Aveya IP phones
3 Control Unit (4)
8012 1502
. 8011 1540 .
., 80101542 G722 64K . G711 ULAW 64K
S, 8003 3040 G711 ALAW 64K
6.729(0) BK CS-ACELP
.y 8008 3042 GI31 663 MPAALQ
& 101 3043
& 102 3084
. 8000 3047
& 253990 &
=, 5001 3050

H323 Extension: 8002 3041

P Add 0 0 0 0 VolP Sdence Suppression
dress ] ¢ 0 0

Codec Selection System Defaun = v Cut Of Band DTMVF

Local Tones

7 Allow Deect Medis Psth

& 294005 Reserve License None -

4 30 4006 TOM->P Gain Default -
& 314007

& 324008 IP->TDM Gam Default x
& 1034011

& 104 4012 Supplementary Services None -
& 1054013

& 1064014 Madia Secunity Same as Systern (Desabled) -
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5.6 Users

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4. To configure these settings, first navigate to User in the left Navigation Pane,
and then select the name of the user to be modified. In the example below, the name of the user is
Ext3041 H323.

H—

IP Offices | = Ext3041 H323: 3041

=-& BOOTP (3)
- Operator (3)

»

|| User IVoicemaiI | DND | Short Codes | Source Numbers | Telephonyl Forwarding | Dial In |‘u’oice Recording | Button Programming

-+ 00E00706530F Mame Ext3041 H323
S System (1)
=7 00E00706530F Password waes

#-F9 Line (5)
(-2 Control Unit (4) Confirm Password eeee
[+-48 Extension (37)
=) User (32) Conference PIN

i NoUser Confirm Conference PIN

RemoteManager
""" a" 3055 3055 Account Status Enabled h

----- 3040 Ext3040 H323
= @l3041 Bd3041 H323 Full Name Ext3041 H323

----- 3042 Ext3042 H323

""" 3043 Ext3043 Digita Extension 3041
""" 3044 Ext3044 Digita
..... ' 3047 Ext3047 SIP Ernail Address

----- 3049 Ext3049 Fax |

----- 4002EBdand002 | ||| Locdle ’ 7
----- 4003 Extnd003 Priority ’5 v]
----- 4004 Extnd004

""" 4005 Extnd005 System Phone Rights ’None VI

----- 4006 Extnd006

----- 4007 Extnd007 Profile [Basic User -

----- 4008 Extnd008 .

_____ 4011 Extnd011 = Receptionist

""" 4012 Extnd012 Enable Softphone

----- 4013 Extnd013

..... 4014 Extnd014 [] Enable ocne-X Portal Services

----- 4015 Extnd015
----- 4016 Extn4016

Enable one-X TeleCommuter

..... 4017 Extnd017 [] Enable Remote Worker
----- 4018 Extnd018 i
..... 4019 Extnd019 Enable Communicator

""" 4020 Extnd020
""" 4021 Extnd021
..... 4022 Extnd022 Send Mobility Email
""" 4023 Extnd023
----- 4024 Extnd024
----- e 3050 sip3050

(-4 Group (1)
(@ Short Code (65)
""" B Senvice 0) Device Type Avaya 9641

Enable Mohbile VoIP Client

[C] Ex Directory

Web Collaboration

el

]ag‘ RAS (1)
EJ---@ Incoming Call Route (4
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In the example below, the name of the user is “Ext3047 SIP”. This is a Softphone user, set the
Profile to Power User and check Enable Softphone.

IP Offices

H—

Ext3047 SIP: 3047

& BoOTR(3)

# Operator (3)
00EQO706530F

7 System (1)

=7 00EDOT706530F
9 Line (5)

-2 Control Unit (4)
-4 Extension (37)

= User (32)
MNolser

(LI E e E B

-G RemoteManager
- 3055 3055

----- § 3040 Ext3040 H323
----- $+ 3041 Bxt3041 H323
----- § 2042 B43042 H323

3049 Ext3049 Fax
4002 Extnd002
4003 Extnd003
4004 Extnd004
4005 Extnd005
4006 Extnd006
4007 Extnd007
4008 Extnd008
4011 Extnd011
4012 Extnd012
4013 Extnd013
4014 Extnd014
4015 Extnd015
4016 Extnd016
4017 Extnd017
4018 Extnd018
4019 Extnd019
4020 Extnd020
4021 Extnd021
4022 Extnd022
4023 Extnd023
@ 4024 Extnd024
----- & 2050 sip3050
(-3 Group (1)

(#-8X Short Code (65)
----- B Service ()

EH-alfy RAS (1)

E]---@ Incoming Call Route (4

User |‘u’oicemai| | DD |Shor‘t Codes | Source Numbers | Telephony | Forwarding | DialIn |‘u’oice Recording | Button Programming

MName

Password

Confirm Password

Conference PIN

Confirm Conference PIN

Account Status

Ext3047 5IP

[Enabled

Full Name Softclient 3047

Extension 3047|

Email Address

Locale ’ v]
Priority E -
System Phone Rights ’None v]
Profile ’Power User | v]

[T Receptionist

Enable Softphone

Enable one-X Portal Services
Enable one-X TeleCommuter

[] Enable Remote Worker
Enable Communicator

Enable Mobile VoIP Client
[T Send Mobility Email
[T Ex Directory

[7] Web Collaboration

Device Type ﬁ Unknown SIP device
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Select the Voicemail tab. The following screen shows the VVoicemail tab for the user with extension
3041. The Voicemail On box is checked. Voicemail password can be configured using the
Voicemail Code and Confirm Voicemail Code parameters. In the verification of these Application
Notes, incoming calls from Cincinnati Bell to this user were redirected to VVoicemail Pro after no
answer. Voicemail messages were recorded and retrieved successfully. Voice mail navigation and
retrieval were performed locally and from PSTN telephones to test DTMF using RFC 2833.

IP Offices = Ext3041 H323: 3041

=R BOOTP (3) -
t-¢#% Operator (3)

00E00706530F Voicemail Code sassee Voicemail On
20 System (1)

| User | Voicemail |DND | Short Codes | Source Numbers | Telephony | Forwarding | Dial In |Voice Recording | Button Programming

= 00ED0706530F Confirm Voicemail Code  ssssss Voicemail Help
-9 Line (5]
= Control Unit (4) Voicemail Email ] Voicemail Ringback
E—i$ Sit:rn(si‘j;)n G Voicemail Email Reading
----- MNolser [T] UMS Web Services
----- frg RemoteManager
----- = 3055 3055

""" 3040 Ext3040 H323 _ i
[ 3041 Ext3041 H323I @ Off Copy Forward Alert
""" 3042 Ext3042 H323
""" 3043 Ext3043 Digita
""" 3044 Ext3044 Digita
""" e 3047 Ext3047 SIP

""" 3049 Ext3049 Fax | _ (i)
""" 4002 Extnd002

DTMF Breakout
Reception / Breakout (DTMF 0} Systern Default () -

_____ 4003 Extnd003 Breakout (DTMF 2) System Default () -
----- 4004 Extnd004 (D

----- 4005 Extnd005

..... 4006 Extnd006 Breakout (DTMF 3) Systern Default () -
----- 4007 Extnd007 ®

----- 4008 Extn4008
----- 4011 Extnd4011

Select the Mobility tab. In the sample configuration user 3041 was one of the users configured to
test the Mobile Twinning feature. The following screen shows the Mobility tab for user 3041. The
Mobility Features and Mobile Twinning boxes are checked. The Twinned Mobile Number field
is configured with the number to dial to reach the twinned telephone, including the dial access code
“9”, in this case 917861238616. Other options can be set according to customer requirements.

Ext3041 H323: 3041 -5 X
7 j Vowemal | DD Short Codes | Source Numbers | Teiephony | Formardng | Dislln | Voice Recoeding | Button Prog: g | Menu Prog .,Cwu
Internal Twnneg
¢! Mobiry Festures
17561233516
Nose -
Mutsle Dwd Deley {secs)
Motsle Arpwer Guard (gece) 9
Hunt group cals eligitie for snchide twnning
Forwarded calls hgitie for mobele twnnng
Twin When Legged Out
ore-X Mobie Clamt
Motdle Cat Contrel
Moizibe Calbach
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To program a key on the telephone to turn Mobile Twinning on and off, select the Button
Programming tab on the user, then select the button to program to turn Mobile Twinning on and
off, click on Edit = Action->Emulation, select Twinning (not shown). In the sample below, button
4 was programmed to turn Mobile Twinning on and off for user 3041.

IP Offices = Ext3041 H323: 3041

=K BOOTP (3) A
+-{# Operator (3)

-5 0E0DT06530F

37 System (1)

=7 D0EDOTO6530F 1 Appearance a=
Appearance b=

| User |Voicemai| | DND | Short Codes | Source Numbers | Telephony | Forwarding | Dial In |Voice Recording I Butten Pregramming [

Button .. Label Action Action Data

-5 Line (3)

<= Control Unit (4)

+-4 Extension (37)

— User (32)

; NoUser
RemoteManager
3055 3055

3040 Ext3040 H323
3041 Ext3041 H323|
3042 Ext3042 H323
3043 Ext3043 Digita
----- 3044 Ext3044 Digita

Appearance c=

Twinning

[l = - IR W} S PR

=]

Select the SIP tab. The values entered for the SIP Name and Contact fields are used as the user part
of the SIP URI in the “From” and “Contact” headers for outgoing SIP trunk calls. In addition, these
settings are used to match against the SIP URI of incoming calls without having to enter this number
as an explicit SIP URI for the SIP line (Section 5.4). The example below shows the settings for user
“Ext3040 H323”. The SIP Name and Contact are set to one of the DID numbers assigned to the
enterprise by Cincinnati Bell. In the example, DID number 5131233393 was used. The SIP Display
Name (Alias) parameter can optionally be configured with a descriptive name.

If all calls involving this user should be considered private, then the Anonymous box may be
checked to withhold the Caller 1D information from the network.

IP Offices |E Ext3041 H323: 3041
R ::‘r:-.: p 441‘ VYoice Recordng | Buston Programming | Menu Programming | Mobilty | Group Membership | Announcements Pesscnal Dwectory
si¢ Operson (3)
“% DOEC0706530F SIP Name 5131233393
W Systen (1)
0 D0ECOTO6530F SIP Display Name (Alas) E3041 H3Z3
T4 Line (5)
Control Unit (4) Contact 5131233393

ii- 4y Bxtension 37)

r Anomymous
I RemoteManager
g~ 30553055

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 35 0f 94
SPOC 6/7/2016 ©2016 Avaya Inc. All Rights Reserved. CinlPO91SBCE7



5.7 Incoming Call Route

An incoming call route maps inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system.

In a scenario like the one used for the compliance test, only one incoming route is needed, which
allows any incoming number arriving on the SIP trunk to reach any predefined extension in IP
Office. The routing decision for the call is based on the parameters previously configured for Call
Routing Method and SIP URI (Section 5.4.5) and the users SIP Name and Contact, already
populated with the assigned Cincinnati Bell DID numbers (Section 5.6).

From the left Navigation Pane, right-click on Incoming Call Route and select New.

On the Details Pane (not shown), under the Standard tab, set the parameters as show below:
e Set Bearer Capacity to Any Voice.
e Set the Line Group ID to the incoming line group of the SIP line defined in Section 5.4.
e Default values may be used for all other parameters.

L1

IP Offices = 17
+a BOOTP (3] Standard |Vaice Recording | Destinations‘
+-3#% Operator (3)
== O0E00706530F
i System (1) Bearer Capability IAn},r Voice -
¢ %2y 00EQOT708530F
-4 Line (5) Line Group ID 17 -
+-<=7 Control Unit (4)
-4 Extension (37) Incoming Number
+-§  User (32)
+,ﬂ Group (1) Incoming Sub Address
+-@% Short Code (65) Incorming CLI
B Service (0) neoming
+oaly BAS ':1? Locale l VI
= e Incoming Call Route (4)
""" e Pricn 1 - Low -
ty
= BN
..... eg Tag
~{P 18
..... BB WAN Port (0) Haold Music Source ISystem Source 'I
----- @5 Directory (0
..... ) TimePrru}:.rfli:IEJ ) Ring Tone Override Mone -
1@ Firewall Profile (1)
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Under the Destinations tab, enter “.” for the Default Value. This setting will allow the call

“© D0ED0TOS530F

4 T4 Une(3)

Control Unit (4)

i 4 Extensicn (37)

i e

i} a Group (1)

+ 9% Short Code 85)

O Service 0)

ool BaS gl

[ ]
to be routed to any destination with a value on its SIP Name field, entered on the SIP tab of
that User, which matches the number present on the user part of the incoming Request URI.
e Click OK to commit (not shown).
IP Offices |E _ 17
i R 800TP 3) gand-c]voxgkcwmg[m
it wersed 5 TemeProtile Destinabon Fallback Extension
" System (1) »  DefaultVaiue [, .

€ Incoming Call Route (4)

w WAN Port 0)
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5.8 Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection
(ARS) entries are used. With ARS, features like time-based routing criteria and alternate routing can
be specified so that a call can re-route automatically if the primary route or outgoing line group is
not available. While detailed coverage of ARS is beyond the scope of these Application Notes, and
alternate routing was not used in the reference configuration, this section includes some basic screen
illustrations of the ARS settings used during the compliance testing.

5.8.1 Short Codes and Automatic Route Selection

To create the short code used for ARS, right-click on Short Code in the Navigation Pane and select
New (not shown). The screen below shows the creation of the short code 9N used in the reference
configuration. When the Avaya IP Office users dialed 9 plus any number N, calls were directed to
Line Group 50: Main, configurable via ARS and defined next in this section.

Ll

IP Offices = 9N: Dial

..... X <37 + || Short Code

..... gX *39 Code 9N

..... ot +41 Feature [Dial

..... B 42 Telephone Number N

Line Group ID 50: Main

Locale

..... “ *4? \
..... ot +48 Force Account Code [
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The following screen shows the example ARS configuration for the route Main. Note the sequence
of Xs used in the Code column of the entries to specify the exact number of digits to be expected,
following the access code and the first digit on the string. This type of setting results in a much
quicker response in the delivery of the call by IP Office. The first example highlighted below shows

that for calls to area codes in the North American Numbering Plan, the user dialed 9, followed by 11
digits, starting with a 1.

(= Main -3 X
ARS
ARS Foute 1D £ V' Secondary Dial tone
W COEDOT0ES20¢ -
£ 47 Lise (9) Route Name 0 Sysemione >
Contrel Uit (4)
74 Edension (37) Dval Delay Time Systers Defaul (3 ¥ Check Lses Cal Bamng
Descnption
wving Call Route (4 In Service ) Out of Servce Route <None>
P wanPet @ 1
& Directory 1)
T Time Profie oo Out of Hours Route <None»
’ F oh i)
B [P Route (4) |
& Account Code ()
: L,'::l: 'l;ls) Code Telephone Number Feature Line Groop ID - Add..
funnel
+ i User Rights &) u 21 Dial Emergency 0
g11 1 Dial Emergency 0
OLOOOCOUON.  00LN Dial bV
o > r.~zl!..:r' Reguent 0 LERERES R N Dial 1)
% Location ()
051 a‘-mm-n-,.r,. Code &3 [DECo000000 N Dl 17 |
T BIO000 €N Disl 17
FAXARXX IN Dul 17 ¥
Aberute Route <MNenar
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5.9 Save Configuration

When desired, send the configuration changes made in Avaya IP Office Manager to the Avaya IP
Office server in order for the changes to take effect.

Navigate to File=>Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections.

Once the configuration is validated, a screen similar to the following will appear, with either the
Merge or the Immediate radio button chosen based on the nature of the configuration changes made
since the last save. Note that clicking OK may cause a service disruption due to system reboot. Click
OK if desired.

p —_—
Save Configuration l‘:" L S

IP Office Settings
00E00706530F

Configuration Reboot Mode
© Merge

1 Immediate
"1 When Free
) Timed

Reboot Time

15:46

Call Barring

—T— T — ]HJ
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6. Configure Avaya Session Border Controller for Enterprise

(Avaya SBCE).

This section describes the required configuration of the Avaya SBCE to connect to Cincinnati Bell

Business SIP Trunking Service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used. The configuration
shown here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning step

will have a screenshot associated with it. Some of the default information in the screenshots that
follow may have been cut out (not included) for brevity.

6.1 Log in Avaya SBCE

Use a Web browser to access the Avaya SBCE Web interface. Enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the Avaya SBCE management IP address.

Enter the appropriate credentials and click Log In.

AVAYA

Session Border Controller
for Enterprise

Login

Username: username

Password: l

1 Log In

This system is restricted sclely to authonzed users for legitimate
business purposes only The actual or attempted unauthorized

access, use or modifications of this system is sinictly prohibiled
Unauthonzed users are subject to company discipnary proocedures
and or cnminal and ciwvil penalbes under state, federal or other
applicable domeshc and foresgn laws

The use of this system may be montored and recorded for
administrative and securnty reasons. Anyone accessing this system
axpressly consents to such mondoning and recording, and 15 advised
that if it reveals possible evidence of cnminal activity, the evidence of
such activity may be provided to law enforcement officials

All users must comply with all corporate mnstructions regarding the
protection of information assets

© 2011 - 2015 Avaya Inc. All rights reserved
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The Dashboard main page will appear as shown below.

Alarms incadents Status v Logs v S Settings v Help v Log Qut

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard -~
Akttt informaten

Backup'Restore

Sywieen Tme 004901 PM COT mlrwe Em3
System Managemant
Global Parameters h sz oo 7.0.1-03-8738 Avays SBCE
Gloval Profiles Buld Dove Fri Jan 15 22:63:12 §ST 2018
PPM Services License State © oK

Domain Policies AQyogae Licensng Overages O
TLS Management

Pask Licensing Cvernge Count 0
Device Specific Settings A

Last Logged n at 03242016 21:43.42 COT
Failnd Login Atlemat 3
None found Avoya SBCE: Max forwar

A ]

I

To view the system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name Avaya SBCE was already added. To view the configuration of this device,
click on View as shown in the screenshot below.

Alarms Incidents  Status « Logs v Dagnastics Users Seltings v Help ~ Log Out

Session Border Controller for Enterprise AVAYA
Dashooard System Management

Administration

Backup/Restore

"Devices { [ Updates ] Bﬂ.m ~ Licensing

[System Management]
CGlobal Parameters
Globa! Profiles
PPM Services Avirys SECE ;;'3;'0':’ Commissioned Reboot  Shulown  Restan Applicador _ |

Managemant

Dervics Name Version  Status

Domam Polcies
TLS Managament
Devica Spacific Settings
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To view the network configuration assigned to the Avaya SBCE, click View on the screen above.

The System Information window is displayed as shown below.

The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1.

System Information: Avaya SBCE x

General Configuration
Applance Name
Box Type SIP

Deployment Mode  Proxy

~ Network Confguration -

1

[17218571

(182 162 157 188

DNS Configuration
Prmary DNS
Secondary ONE

DNS Location Dz

DNS Clare IP

Avaya SBCE

Device Configuration

HA Mode No

Two Bypass Mcde No

Public P

230.<

17218571 256.255.265.0

SN2 10A%487. 180

Management IP(s)
)

192168 157 160

Nutmash

-1 1 License Allocation -

Stancard Sessions
Advanced Sessions
2000
Scopla Vides Sedsions
CES Sessians
i o

Encryption

Catwnay

172.16.5.254

2000

2000

€00

0

-

_256.285.285 162

192.168 157.120

On the previous screen, note that A1 corresponds to the inside interface (Private Network side) and
B1 corresponds to the outside interface (Public Network side) of the Avaya SBCE. (Use Figure 1 as
reference for IP addresses assignments). The configuration required for Remote Worker is beyond
the scope of these Application Notes and is not discussed in these Application Notes, thus IP
addresses used for Remote Worker assigned to interfaces Al and B1 were blurred out. The
management IP address and DNS addresses were also blurred out for security reasons.
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IMPORTANT! — During the Avaya SBCE installation, the Management interface (labeled
“M1”) of the Avaya SBCE must be provisioned on a different subnet than either of the Avaya
SBCE private and public network interfaces (e.g., Al and B1).

6.2 Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters across
all Avaya SBCE appliances.

6.2.1 Server Interworking — Avaya-IPO

Interworking Profile features are configured to facilitate interoperability of implementations between
enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since directly modifying a
default profile is generally not recommended, for the test configuration the default avaya-ru profile
was duplicated, or “cloned”. If needed, the profile can then be modified to meet specific
requirements for the enterprise SIP-enabled solution. For Cincinnati Bell, this profile was left with
the avaya-ru default values.

On the left navigation pane, select Global Profiles & Server Interworking (not shown). From the
Interworking Profiles list, select avaya-ru. Click Clone on top right of the screen (not shown).

Enter the new profile name in the Clone Name field, the name of Avaya-1PO was chosen in this
example. Click Finish.

Clone Profile X

Profile Name avaya-ru
|Clone Name Avaya-lPO |
Finish
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For the newly created Avaya-1PO profile, click Edit at the bottom of the General tab (not shown):
e Check T.38 Support.
e Click Finish.

Editing Profile: Avaya-IPO X

® None
Hold Support J RFC2543.c=0000
RFC3264 - a=sendonly

120 Handling ® None ! SDP No SDP
181 Handling ® None O SDP No SDP
182 Handling ® None () SDP No SDP
183 Handling ® None ) SDP No SDP
Refer Handling

URI Group Nono -

Send Hold

Delayed Offer
Jxx Handling

Diversson Header Suppont
Delayed SDP Handling
Re-invite Handling
Prack Handling

Aow 18X SDP

T 38 Support %]
URI Scheme ® Sip TEL O ANY
Via Header Format ® RFC3261
RFC2543
Finish |
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The following screen capture shows the General tab of the newly created Avaya-1PO Server
Interworking Profile.

Alamms  Incidents  Status 0gs v Dtagnostics  Users
Session Border Controller for Enterprise
Dashboard Interworking Profiles: Avaya-IPO
Administration ‘ 2
Backup/Restore . = wvy
P N K hefe 1o @33 3 aas0iplon
52100 prery e T = e
Global Parameters Timers | Privacy | | URIManipulation | Hesder Manipulation | | Advanced |
‘ DM A [ Gerwenl
Demain DoS [
OCS Edge-Sarvar Hold Sipport NONE
_m csco-com
Medis Forking P -
Routing Cupe 181 Handirg Nona
Server Configuraticn Sipera-Halo 112 Hanaing Nooy
Topolegy Hiding OCS-FrontEnd-Seever 183 Handing None
Signaling Manipuistion " ¥
R Avoye-Si Rafer Handing Na
URI Greups .
SNMP Traps S UR Group Ao
Time of Day Rufes Avaya-CS 1000 Send Hokd No
PPM Services Delayad Offer No
Damain Policies Avaya CM Jox Hardseyg No
TLS Managament
Specific Settings Diverson Hagdar Suppont No
Emee Delaved SOP Handing o
Ra-¥mta Handing No
Prack Handing No
Allow 18X SDFP Na
T2 Suppon Yes
UR! Scheme AP
Via Headee Foemat RFECI261
[ Ean
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The following screen capture shows the Advanced tab of the newly created Avaya-1PO Server
Interworking Profile.

Alarms  Intidents  Status v Logs v Diagnostics  Users
Session Border Controller for Enterprise
Dashboard A Interworking Profiles: Avaya-IPO
Adminstration @
Backup/Restore
System Management
Global Parameters i | General | | Timars | | Privacy | | URI Manipalation | | Header Manipulation | [ Advanced ||
4 |Global Profiles avaya-u o
- Record Routes Soth Sides
Domain DoS OCS-Edge-Server
Server Include End Pont IP for Context Lookup Yes
2 cisco-com
Interworking Extensions Avaya
orkin cups
Media I g Diversion Manipulation Na
Routing Sipera-Halo
s Has Remote S8C Yes
Aty OCS-FronEnd-S
Configuration Route Response on Via Port No
Topology Hiding Avaya-SM
Signaling sp.Genera
i i T™F 1 s
Manipulation Avaya-CS1000 DTMF Suppont None
URI Groups I
" Edit
Time of Day Rules Avays-CM
PPM Services v
Domain Policies
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6.2.2 Server Interworking - SP-General
A second Server Interworking profile named SP-General was created for the service provider.

On the left navigation pane, select Global Profiles = Server Interworking (not shown). From the
Interworking Profiles list, select Add (not shown) (note that Add is being used to create the SP-
General profile instead of cloning the avaya-ru profile).

Enter the new profile name, the name of SP-General was chosen in this example.
e Click Next.

Interworking Profile

| Prafilke Namea SP-Ganaral

Next
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e Check T.38 Support.
e Click Next.

Interworking Profile X

® None
Hold Support RFC2543 - c=0000
RFC3264 - a=sendonly

180 Handang * Naone SDP No SDP
181 Handing ® None SDP No SDP
182 Handkng * Nong ' SDP No SDP
183 Handang ® None SDP No SDP

Refer Hanahing

URI Group Nore v
Send Hold v
Delayed Ofer v

3xx Handing

Diversion Header Suppont
Delayed SDP Handling

Re-Inwte Handling

Prack Handling
Allow 18X SDP
T.36 Suppont v
UR1 Scheme @ sip OTEL O ANY
Via Header Format ¢ RFC3261
RFC2543

e Accept all other default values by clicking Next and then Finish (not shown)
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The following screen capture shows the General tab of the newly created SP-General Server
Interworking Profile.

Alsms  Incidents  Status - Logs v Diagnostics  Users
Session Border Controller for Enterprise
Dashboard Interworking Profiles: SP-General
Adminsstration ,W
Backup/Restore
System Managemant rierwarking Profbes CHCK tiers 1r 55 o descaphion
2100 i
Global Parameters o Gmm”MHm,WhWHMWHMj
Domain DoS OCS-Edga.Serves = 0
s x) NO
Server Interworking e ho% Spped NONE
Media Forking CISCO.0C 180 Handing Nene
Routing s 181 Handing None
Server Configuration Speea-tisn 182 Mandirg Nane
Topalogy Hiding OCS-FrontEnd-Secvar 153 Handing None
Signaling Manipulation ”
U:‘: G:P‘ ’ Avaya-SM Reter Handhng No
SNMP Traps URI Group None
Time of Day Rules Awtys-CS1000 Send Hold No
PPM Services Avaya-IPO Datayed Oftar No
Domain Policles AvayaCM Sux Fandig T
TLS Management
Device Specific Scttings Doversion Heads Suppont No
Delayad SO Hanaling No
Re-invte Handling No
Prack Handing No
Alkra 18X SDP No
T 28 Support Yeos
URS Scheame sp
Via Hoader Format RFECIZ0Y
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The following screen capture shows the Advanced tab of the newly created SP-General Server
Interworking Profile.

Alarms ncidants

Session Border Controller for Enterprise AVAYA
Dashtoard Interworking Profiles: SP-General

oA Aco | Rensme Cione || Datete
Backup'Restare _ _ “ -

=

Inerworkeng Proties

Coezh e [ asd o deseiiplicn

System Management

Global Parameters ot }6—1] l Th‘uq [m, [mm il MW"JI Artvanced l
avayans
Record Reutes Both Sides
OCS-Edge-Server
Inchade £nd Pont £ for Context Lookup No
ascocam
Meda Forking Extenmons None
Routing o Dssesion Mangulation Ne
Server Confiquration Spantise Hos Remote SBC Yes
Topology Hiding OCS-FremEnd-Se A n Ve Pt o
Signaling Marvpuiation o—— soreEhiscei ot s
xisy L —————_—
SNMIP Trags
em— DTMF Support None
Time of Day Rules Avaga.CS -
PPM Servicas AvayaIFO Eai |
Domain Folices Avirya-CM
TLS Managemant
Device Specfic Seftings
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6.2.3 Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (IP Office) and
the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration (not shown). Click Add Profile (not shown) and enter the profile
name: IP Office.

e Click Next.

Add Server Configuration Profile

Profie Name IP Office

Neaxt
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On the Edit Server Configuration Profile — General window:

Server Type: Select Call Server.

IP Address / FQDN: 172.16.5.60 (IP Address of IP Office).

Port: 5060 (This port must match the port number defined in Section 5.4.4).
Transports: Select UDP.

Click Next.
Edit Server Configuration Profile - General X
IServer Type Call Servar v l
Add
IP Address /| FQDN Port Transport
| [172.16.5.60 5060 (r:-_.-vu
; Back Next

Note: UDP transport protocol was used on the connection between the Avaya SBCE and IP Office.
However, TCP can be used instead if necessary.

Click Next on the Authentication window (not shown).
Click Next on the Heartbeat window (not shown).

On the Add Server Configuration Profile - Advanced window:

Select Avaya-1PO from the Interworking Profile drop down menu.
Leave the Signaling Manipulation Script at the default None.
Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection
Enable Groomng
Interworking Profile Avaya-IPFO v J
Sgnaling Manpulabion Schpt None v
Connection Type SUBID v
Securable
Bock | | Finish |
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Blarms  Incdents  Swilus

Logs

Dragnosscs

Usenrs

The following screen capture shows the General tab of the newly created IP Office Server
Configuration Profile.

Session Border Controller for Enterprise AVAYA
Dashbcerd Server Configuration: IP Office
Adminstration Add Reowre | CGlone || Detowm
BackupRestore . e [__j . Y e e
Sorver Proties ) i
System Managemant General | [ Anthepticetion | |Heertoest, | Advancad |
Gicbel Parametars Sonsion Muge: Servw Type ol Serrve
4 |Globe! Profies Sbivica Prinadie
Domain DoS Com Mamager — - —
Server imarworking e 172 16 580 5050 U
Media Forking
Routing [:": Ofmice|

Server Configuration |

Tepology Helng
Sigraling Manpuiation
UR! Groups
ENMP Traps
Time of Day Rules
PPM Services
Doman Policies
TLE Management
Device Spacific Setings

The following screen capture shows the Advanced tab of the newly created IP Office Server
Configuration Profile.

Alams  Incodents Status Logs

Dsagnostics

Usors

Session Border Controller for Enterprise

Dashtoard
Admnstration
Backup/Restore
System Management
Ghobal Parameters
Comain DoS
Server Irerwonung
Media Ferking
Routing
Topelogy Hiding
Signaing Manipulation
UR| Groups
SNMP Traps
Time of Day Rules
PPM Services
Domain Policies
TLS Managamant
Device Specific Settings

Server Configuration. |IP Office

P

et d |

| I Advancad
ottt |

Seasn Mansgar

Enabio oS Protecon
Survica Frovaar

Enable Groomaog
Com Manager

Imerwonang Frofiia
Cs1000

Avaya #0 I

TLS Gient Protio
Sgnaing Manpulahon Scpt
Connecton Typs

Secunbie

None
Nona

SURD

AVAYA

Fwmnmn | Cone || Didete |
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To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles (not shown) section and enter the profile name: Service Provider.

e Click Next.

Add Server Configuration Profile

Profike Mame Service Provider

et

On the Edit Server Configuration Profile — General window:
e Server Type: Select Trunk Server.
e IP Address/ FQDN: 10.10.145.70 (Cincinnati Bell’s SIP Proxy address).
e Port: 5060.
e Transports: Select UDP.

e Click Next.
Edit Server Configuration Profile - General X
% Sarver Type [Trunk Server V'l
| Add
IP Address /| FQDN Port Transport
- —— . je—]
hm.m 145,70 5060 {uDP V|| Delete
Back \ Next

e Click Next in the Add Server Configuration Profile - Authentication window (not
shown).
e Click Next in the Add Server Configuration Profile - Heartbeat window (not shown).
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On the Add Server Configuration Profile - Advanced window:
e Select SP-General from the Interworking Profile.
e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection

Enable Groomng

Interworking Profile Sl»;’-l"nrnmal V!
Signaling Manipulation Script None v
Connection Type SUBID V|
Securable ]

\ Back Finish

!

The following screen capture shows the General tab of the newly created Service Provider Server
Configuration Profile.

Alarms  Incidents  Status Logs v Dagnostics  Users Setlings v Help~  Log Oul
Session Border Controller for Enterprise AVAYA
Dashboard A~ Server Configuration: Service Provider
Administration [Add ] a = ': Cione 1D ‘
BackupRestore . - . - 3
Goners! | | Authentication | | Haartbeat || Advanced |
System Management LSSl il e
Glabal Parmmrs Seation Manages Server Type Trunk Serves
+ [Giobal Profiles
(G W Asress | FODN Port Transpart
Comain DoS Com Manager - )
oY [10.10.145 70 2050 LoP|
Server interworking 81000 , =
Media Forking Edt
IP Office e
Rouling
Server
Configuration|
Tapology Hiding
Signaling
Manipulation
URI Groups
SNMP Traps
Time of Day Rules
PPM Services Y
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The following screen capture shows the Advanced tab of the newly created Service Provider
Server Configuration Profile.

Alarms Incidents  Status ~ Logs v Dagnastics Users Setlings v Help v Log Out

Session Border Controller for Enterprise AVAYA
Dashboard ~ Server Configuration: Service Provider
Administration ,EJ Rerame ]| Clone || Delete |
BackupRestore 1 —— [—1
System Mansgement ~ eaaiSemaimmm O Gorveeal ) | Authes '*'W'J I fiasthesty| Advenced
Giobal Parameters SIS S Enabie DoS Protection O
« | Global Profiles | Sarvice Provider
ot g Enable Grooming
Domain DoS Com Manager
Senver Interworking TS | Insaeworking Profie SP-Genrnal
Media Forking Sigraling Manipulssicn Script Naone
Routing IP Offce
Connecton Type suBiD
Server ~
Configuration Securabie L
Topology Hiding Eaz |
Signaling S
Manipulation
URI Groups
SNMP Traps
Time of Day Rules
PPM Services "
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6.2.4 Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other types
of domain policies, to determine the route that SIP packets should follow to arrive at their intended
destination.

Two Routing profiles were created, one for inbound calls, with IP Office as the destination, and the
second one for outbound calls, which are sent to Cincinnati Bell’s Modular Access Router.

To create the inbound route, from the Global Profiles menu on the left-hand side (not shown):

Select Routing (not shown).
Click Add in the Routing Profiles section (not shown).

Enter Profile Name: Route_to IPO.

Click Next.

Routing Profile

Profile Mame Route_io_IPC

Mzt

On the Routing Profile screen complete the following:

Click on the Add button to add a Next-Hop Address.
Priority / Weight: 1
Server Configuration: Select IP Office.

The Next Hop Address is populated automatically with 172.16.5.60:5060 (UDP) (IP Office
IP address, Port and Transport).

e Click Finish.
Routing Profile X
URI Group [+ v Time of Day [dafault V]
Load Batancing [Priority vl NAPTR
Transport N v Nexl Hop Priotity 4
Next Hop In-Dialog lgnore Route Header
| Add |
Poonty / - .
Weight Server Confliguration  Next Hop Address Transport
l 1 IP Office v| [172.16.5.60:5060 (UDP) v I Noos v
Back Finish
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The following screen shows the newly created Route_to_IPO Routing Profile.

Alsms Inodents  Status Logs Dagnostcs Users Sethings Help Log Out

Session Border Controller for Enterprise AVAYA
Cashbosrd Routing Profiles: Route_to_IPO
ioarage A [Fenane | Ciene | [ Downe
Backup/Restore .
O e C— 5 it 5 gt
Globel Paremesecs o Routng Profike
* | Global Profies | Raute_t2 S Ugpdato P by Ad
Ooman CoS Rouw_be P - » —
Server ilerworking REEEE Vi of Dy 1oawd Hisdareng Noat Hip Adtbrs Tinempod)
Media Forking 2 . byt Prioesy 125 e I
@ Fode_te_CS10
Server Configuration [Reute_to_iPa]
Topology Hidng To S8 bom Rem W
Signaing Manpulation To 190 froen Rem W
URI Groups
SNV Traps

Time of Day Rules
PP Services
Doman Polices
TLS Management
Device Specéc Sethngs

Similarly, for the outbound route:
e Select Routing (not shown).
e Click Add in the Routing Profiles section (not shown).
e Enter Profile Name: Route_to SP.
e Click Next.

| Prodile Mame Foute_1o_SP

Mgt
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On the Routing Profile screen complete the following:
e Click on the Add button to add a Next-Hop Address.
e Priority / Weight: 1
e Server Configuration: Select Service Provider.

e The Next Hop Address is populated automatically with 10.10.145.70:5060 (UDP)
(Cincinnati Bell’s SIP Proxy IP address).

e Click Finish.

UR! Growp . v Time of Day i;inlnuh v
Load Baiancing Priarnty vl onaeTR

Transport Norm W Next Hop Priority W

Next Mop InDialog ] Ignare Route Header

Pricelty I Wolgrt Sacvar Configuration Next Hop Address
r 1
} [Service Provater ¥i [10.10.145.70:5050 (UDP) V]| (heane »
| Fmigh |

The following screen capture shows the newly created Route_to_SP Routing Profile.

Alarms Incidents Status ~ Logs » Dagnostic Sers Setlings v Help v Log Out
Session Border Controller for Enterprise AVAYA
Dashboard ~ Routing Proﬁles Route_to_SP
Administration R 2 l' Cione | -Detee ‘
BackupRestore o starse
Systam Marsgament
Giobal Parameters Oofautt Rauting Profile !
a}Gmb;g Profiles ROU!_M_S\‘ [orr e Ry e | ————
"~ Damain DoS [:Wpdate Prionkty | LA
mamn
S In K 1 22 Priorn URI Time o oad Batandng Next Hop Addrass Trarspo
ever Inlerworking RCL(t_ic__CM > 40 ) Group Duy (& ong Of. 5 HpHO
Media Forking
Routing] Reute_to_CS1000 | (= defadt  Priority 10.10.145,70 LOP
Senver Route %o IPO
Caonfiguration To SM fom Re
Topology H
Pelogy Hiding To #¥Q from Re
Signaling
Manpulation
URI Groups
SNMP Traps
Time of Day Rules
PPM Services "
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6.2.5 Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP packets,
preventing private enterprise network information from being propagated to the un-trusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP headers
like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains expected
by IP Office and the SIP trunk service provider, allowing the call to be accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on the
SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the Enterprise to the public network.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side (not shown):

e Click on default profile and select Clone Profile (not shown).
e Enter the Profile Name: IP Office.

e Click Finish.
Profile Marme default
.':|I:|I'Il Nama IP Office |
Finish
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The following screen capture shows the newly added IP Office Topology Hiding Profile. Note that
for IP Office no values were overwritten (left with default values).

Alarms  Incidents  Status Logs » Dagnastics Users Settings v Help v Log Out

Session Border Controller for Enterprise AVAYA
Dashboard A Topology Hiding Profiles: IP Office
Administration [Add | Rename l:VCIuro [ Dette |
BackupRestore : - 1 S
Systam Management GReK hars 10 &0k A descopion
Glabal Paramaters — Topology Miding
- ifiohﬂ Prnﬁlo:v s Wi Hoader Rapiace Action Overwrte Vaslue
Domain DoS iy,
Server interworking Session_Maneger ot s vma fuss -
Media Forking Service_Provider Referred-5y IP/Domei Ao =
Rouling Gom Managar Via IP/Domain Ao -
zzzxsuranon CSH00 > R R =
m (1P Ofmcal Reguest-Line IP/Domain Ao
Signaling soP IP/Domasn Ao =
Manipulation Refer-To 1P Domain Ao —
LI Groups Recon-Route IP/Domain Ao e
SNMP Traps
Time of Day Rules Edt
v

PPM Services

To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding from
the Global Profiles menu on the left-hand side (not shown):

e Click on default profile and select Clone Profile (not shown).

e Enter the Profile Name: Service_Provider.

e Click Finish.

Clone Proflle X

Profile Name default
|Clme Name Service_Provider 1
Finish
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e Click Edit on the newly created Service_Provider Topology Hiding profile.

e On the From choose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the service provider (as.voip.fuse.net) under Overwrite Value

e On the To choose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the service provider (as.voip.fuse.net) under Overwrite Value.

e On the Request-Line choose Overwrite from the pull-down menu under Replace Action;
enter the domain name for the service provider (as.voip.fuse.net) under Overwrite Value.

e Click Finish.

Edit Topology Hiding Profile X

Header Criteria Replace Action Overwrite Value

IFrom V] [IPIDomam V] IOverwnte v {as voip.fuse.net ] Delete
IReferred-By V] [lP!Domain VI IAuto V] Delete
[Via v| [IPDomain V| [Auto v Delete
[To V| [IP/Domain V| [Overwrite v| |as.voip.fuse.net || Detete
| Request-Line v| [IP/Domain V| |Overwrite V| |as.voip fuse.net || Detete
[spP v| [iPDomain V] [Auto v| Delete
| Refer-To v| [IP/Domain V| |Auto v Delete
I—Record-Route v [TI:;/Domain VI I_Auto v| Delete
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The following screen capture shows the newly added Service_Provider Topology Hiding Profile.

Alarms Incidents  Status ~

Settings

Session Border Controller for Enterprise

AVAYA

Dashooard Topelogy Hiding Profiles: Service_Provider
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Routing Com Manager Via IP/Doman Ao —
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Tima of Day Rules L Ede |
PPM Services
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6.3 Domain Policies
Domain Policies allow configuring, managing and applying various sets of rules designed to control

and normalize the behavior of call flows, based upon various criteria of communication sessions
originating from or terminating in the enterprise.

6.3.1 Application Rules

Application Rules defines which types of SIP-based Unified Communications (UC) applications the
Avaya SBCE will protect: voice, video, and/or Instant Messaging (IM). In addition, Application
Rules defines the maximum number of concurrent voice and video sessions the network will process
in order to prevent resource exhaustion.

From the menu on the left-hand side, select Domain Policies - Application Rules (not shown).
e Click on the Add button to add a new rule (not shown).
e Rule Name: enter the name of the profile, e.g., 500 Sessions.

e Click Next.

Rule Name 500 Sessions

et

e Under Audio check In and Out and set the Maximum Concurrent Sessions and Maximum
Sessions Per Endpoint to recommended values, the value of 500 was used in the sample
configuration.

e Click Finish.

Application Rule X

- Maximum Concurrent  Maximum Sessions
R S Sessions Per Endpoint
Audio [s00 | [s00 |
Video O o
IM 0o O
® None
CDR Support ) CDR w/ RTP
O CDR wio RTP
RTCP Keep-Alive O
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The following screen capture shows the newly created 500 Sessions Application Rule.
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Global Profiles Obfaati-aunk

Argracasm Typm \ O Nawrmum Concorment Seesins  Miermam Sessmes Pot Endpornd

PPN Services Oetivalt- SaDACHDST 4o

It«.ﬂ-, v ¥ 0 500
+|Domain Polcies defost subscrbor tigh
Application Rufes Video

e B S QefRatisarsa-ow

Boeder Rules
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Security Rudes 2000 Sesmons SR Seppart pixs

Signaling Rules GOSQ;;‘:‘_Q] LA -

End Point Policy ——

Groups [Remctin Vacrkears =
Session Polces taest

TLS Managemant
Device Gpeciic Seltings

6.3.2 End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security, etc.)
to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select End
Point Policy Groups (not shown).

e Click on the Add button to add a new policy group (not shown).

e Group Name: Enterprise.

e Click Next.

Group Mame Enterprise

MNext
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e Application Rule: 500 Sessions.
e Border Rule: default.

e Media Rule: default-low-med.
e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.

Policy Group X

Application Rule [500 Sessions v
Border Rule |default v|
Media Rule |default-low-med v|
Security Rule

Signaling Rule [default v

The following screen capture shows the newly created Enterprise End Point Policy Group.

Alams  Incidents  Status Logs

Diagnostics  Users Settings Help Log Out
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Sys!nm N ot Sk hare (o atld a dasctiphon
G‘cbﬁl pmm!m cafpun-low 1oy over a 1ow 10 568 IS oasaninton
Global Profiles Salusss-low-anc
Policy Group
PPM Services dafaut-med
‘ I@ cafput-mad-enc
Application Rules Apphcation Hordar Madia Secunty Synafing
Border Rules Golnus-tegh
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Device Specific Settings -
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Similarly, to create an End Point Policy Group toward the Service Provider.
e Click on the Add button to add a new policy group (not shown).
e Group Name: Service Provider.
e Click Next.

Greup MName Sarvice Provider

MNext

e Application Rule: 500 Sessions.
e Border Rule: default.

e Media Rule: default-low-med.
e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.
Policy Group X
Application Rule [500 Sessions M
Border Rule default hd
Media Rule |default-low-med v
Security Rule default-low
Signaling Rule |default v
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The following screen capture shows the newly created Service Provider End Point Policy Group.
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6.4 Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters, which
determine how a particular device will function when deployed in the network. Specific server
parameters, like network and interface settings, as well as call flows, etc., are defined here.

6.4.1 Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings under Device Specific Settings on the left hand
side, select Network Management. Select the Network Configuration tab.

In the event that changes need to be made to the network configuration information, they can be
entered here.

Use Figure 1 as reference for IP address assignments.

Note: Only the highlighted items were created for the compliance test, and are the ones relevant to
these Application Notes. Blurred out items are part of the Remote Worker configuration, which is
not discussed in these Application Notes.

Alarms Incidents  Status Logs v Dagnostics Users Setlings v Help~  Log Oul
Session Border Controller for Enterprise AVAYA
Dashboard ~ Network Management: Avaya SBCE
Administration
BackupResiore pp—
System Management l e ”_N“_w&]
Glabal Parameters Avaya SBCE Acd
Giobal Profiles Mama Gatoway Subnat Mask Infertace 1P Address
PPM Sarvices 126571
Domain Polckes Natwork_A1 172165254 2552552550 Al

TLS Management

4 [Device Specific Settings Natwork_B1 192.158.157.929  255.255.255.152 B
‘ Network 192.468.157.189

Management

Media Interface
Signaling Interface
End Poim Flows
Session Flows

DMZ Servicas
TURNISTUN
Setvice
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On the Interface Configuration tab, click the Status for interfaces Al and B1 to change the status to
Enabled. It should be noted that the default state for all interfaces is Disabled, so it is important to
perform this step or the Avaya SBCE will not be able to communicate on any of its interfaces.

Alarms  Incidents Status Logs v Dagnostics Users Settings v Help~  Log Oul

Session Border Controller for Enterprise AVAYA
Dashboard . Network Management: Avaya SBCE

Administration

BackupiRestore e m] [—_

System Management
Avaya SBCE

[ Add viaN

Global Parameters
Giobal Profiles VLAN Tag

PPM Services

Domain Polcies

TLS Management
Network 82 Disabled
Management

Media Interace
Signaling Interface
End Paint Flows
Session Flows
DMZ Servicas

TURNSTUN
Service
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6.4.2 Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, the port
range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface (not shown).

Select Add in the Media Interface area (not shown).
Name: Private_med.
Under IP Address select: Network_Al (A1, VLAN 0).

Select IP Address: 172.16.5.71 (Inside or Al IP Address of the Avaya SBCE, toward IP
Office)
Port Range: 35000-40000.

e Click Finish.
Add Media Interface X

Name i'vw?x't}. med x |

Network A1 (A1, VLAND) W
1P Addrass )

17216571 v
Port Range 35000 |- (40000

‘ Finish
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e Select Add in the Media Interface area (not shown).
e Name: Public_med.
e Under IP Address select: Network_B1 (B1, VLAN 0).

Select IP Address: 192.168.157.189 (Outside IP Address of the Avaya SBCE, toward
Cincinnati Bell).

e Port Range: 35000-40000.
e Click Finish.

Add Media Interface X

Name Public_med ]

Network_B1 (B1, VLANO) V|

IP Address
192.168.157.189 V|

Port Range 35000 |-[40000 |

Alarms Incidents  Status ~ . Daagnastic Sers Settings v
Session Border Controller for Enterprise AVAYA
Dashtoard ~ Media Interface: Avaya SBCE
Administration
BackupRestore
i e |
System Management
Giabat P: b Avaya SBCE
0 Jrameters Moty ar deteling an existing meds inleriase wil require &1 appicalion restan before tking effect.
Giobal Profiles Applization rastarts can bie E&ind o Systorn Managamant
PPM Sarvices hod
Domain Polcies - "
TLS Management Marme T i1 Part Range
« [Device Specific Settings | [=r.-am_m1 s e 38000~ 400“_‘ . Lok
NG"A‘O(’( e e
Management ) . - Et  Dedet
fMedia Interface!
Signaling Interface
End Paint Flows 182 168 157 1 4t Dokt
e IM'C-M &msfsl-?e: o 35000 - 40000 I -
Session Flows
DMZ Services
TURNSTUN S
Service
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6.4.3 Signaling Interface
To create the Signaling Interface toward IP Office, from the Device Specific menu on the left hand
side, select Signaling Interface (not shown).

e Select Add in the Signaling Interface area (not shown).

e Name: Private_sig.

e Under IP Address select: Network_Al (Al, VLAN 0).

e Select IP Address: 172.16.5.71 (Inside or A1 IP Address of the Avaya SBCE, toward IP

Office).
e UDP Port: 5060.
e Click Finish.

Add Signaling Interface X

Name buv ate_sig
Network A1 (A1, VLANO) V|
IP Address . : >
|172.16.5. 71 v
TCP Port

Leava blank 10 disabls

UDP Port [eng0
Leave blank 1o disabia ."r"'“'r'

LS Port

Leave blank to dissble
TLS Profile Nane v
Enable Shared Control

Shared Control Port

: Finesh
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e Select Add in the Signaling Interface area (not shown).

e Name: Public_sig.

e Under IP Address select: Network_B1 (B1, VLAN 0).

e Select IP Address: 192.168.157.189 (Outside or B1 IP Address of the Avaya SBCE, toward
Cincinnati Bell).

e UDP Port: 5060.

e Click Finish.
Add Signaling Interface X
Name [Public_sig x|
= [Network B1(B1, VLAND) WV
1P Agdress
[192 168.157.189 V]

TCP Port [
Leave blark to disatie L
UDP Port 1

[LOB'}. blank to dsabie |5060 J
TLS Port |
Leave blark 1o dsable

TLS Profile None v

Enable Shared Control

Shared Controf Port
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The following screen capture shows the newly created Signaling Interfaces.
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6.4.4 End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
group which contains several rules concerning processing, privileges, authentication, routing, etc.
Once routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

SIP Trunk Service Provider

Avaya SBCE
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The End-Point Flows define certain parameters that pertain to the signaling and media portions of a
call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward Cincinnati Bell, from the Device Specific Settings menu, select End
Point Flows (not shown), then the Server Flows tab. Click Add (not shown).

Name: SIP_Trunk_Flow.
Server Configuration: Service Provider.

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Private_sig.

Signaling Interface: Public_sig.

Media Interface: Public_med.

End Point Policy Group: Service Provider.
Routing Profile: Route_to IPO (Note that this is the reverse route of the flow).
Topology Hiding Profile: Service_Provider.
Signaling Manipulation Script: None.
Remote Branch Office: Any.

e Click Finish.
‘ Flow Name |SEF’ Trunk_Flow X |
;Sewer Configuration | Service Provider V|
URI Group v
iTransporl |* v
‘E Remote Subnet [*
E Received Interface IE@EE_;_;::\: ;
‘ Signaling Interface [Public_sig _ v|
{Medua Interface | Public_med v
3 End Point Policy Group | Service Pravider v|
%Rouﬁng Profile [Route_to_IPO v
1 Topology Hiding Profile {Snw-cc Provider Vv
E Signaling Manipulation Script [None v
J Remote Branch Office [Any V|
(o
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e URI Group: *
e Transport: *
e Remote Subnet: *

To create the call flow toward IP Office, click Add (not shown).
e Name: IP_Office_Flow.
e Server Configuration: IP Office.

e Received Interface: Public_sig.
e Signaling Interface: Private_sig.
e Media Interface: Private_med.

e End Point Policy Group: Enterprise.
e Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).

e Topology Hiding Profile: IP Office.

e Signaling Manipulation Script: None.

e Remote Branch Office: Any.

e Click Finish.

HG; Reviewed:
SPOC 6/7/2016

Edit Flow: IP_Office_Flow X

EFlcw Name ||lP_Office_Flow x
Server Configuration IP Office V|
iURl Group v
Transport v
Remote Subnet
Received Interface {Public sig V|
!S»gnanng Interface Private_s.,g V.
Media Interface Private med hd|
|End Point Policy Group |Enterprise
Routing Profile Route to SP v
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Signaling Maniputation Script None
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The following screen capture shows the newly created End Point Flows.
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7. Cincinnati Bell Business SIP Trunking Service Configuration

To use the Cincinnati Bell Business SIP Trunking service offering, a customer must request the
service from Cincinnati Bell using the established sales processes. The process can be started by
contacting Cincinnati Bell via the corporate web site at:
https://www.cincinnatibell.com/customer_support/

During the signup process, Cincinnati Bell and the customer will discuss details about the preferred
method to be used to connect the customer’s enterprise network to Cincinnati Bell’s network.
Cincinnati Bell will provide IP addresses, Direct Inward Dialed (DID) numbers to be assigned to the
enterprise, etc. This information is used to complete the Avaya IP Office and Avaya SBCE
configuration discussed in the previous sections.
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8. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.

8.1 Verification Steps

The following steps may be used to verify the configuration:

e Verify that endpoints at the enterprise site can place calls to PSTN and that calls remain
active for more than 35 seconds. This time period is included to verify that proper routing of
the SIP messaging has satisfied SIP protocol timers.

o Verify that endpoints at the enterprise site can receive calls from PSTN and that calls can
remain active for more than 35 seconds.

e Verify that the user on the PSTN side can end an active call by hanging up.

e Verify that an Avaya endpoint at the enterprise site can end an active call by hanging up.

8.2 Protocol Traces

The following SIP message headers are inspected using a sniffer trace analysis tool:
Request-URI: Verify the request number and SIP domain.

From: Verify the display name and display number.

To: Verify the display name and display number.

P-Asserted-Identity: Verify the display name and display number.

Privacy: Verify privacy masking with “user, id”.

Diversion: Verify the display name and display number.

The following attributes in SIP message body are inspected using a sniffer trace analysis tool:
Connection Information (c line): Verify IP addresses of near end and far end endpoints.
Time Description (t line): Verify session timeout value of near end and far end endpoints.
Media Description (m line): Verify audio port, codec, DTMF event description.

Media Attribute (a line): Verify specific audio port, codec, ptime, send/ receive ability,
DTMF events.
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8.3 IP Office System Status
The following steps can also be used to verify the configuration.

Use the Avaya IP Office System Status application to verify the state of SIP connections. Launch
the application from Start - Programs - IP Office - System Status on the PC where IP Office
Manager is installed, log in with the proper credentials.

T:.._f. Avaya IP Office System Status

AVAYA IP Office System Status
ropbioos

Online | Offiine

Logon

(ol T RINTIS GV O 172.16.5.60

Services Base TCP Port: ELELES

Local IP Address: Automatic

U@ BTG Administrator

Password: .00......0..0l
[ Auto reconnect

[ Secure connection
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e Select the SIP Line of interest from the left pane. On the Status tab in the right pane, verify
that the Current State is Idle for each channel (assuming no active calls at present time).

[
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e Select the Alarms tab and verify that no alarms are active on the SIP Line.

s e ———— B
iJ AvayaIP Office System Status - 0DED0706530F (172.16.5.60) - IP500 V2 9.1.6.0 build 153 _ Lol e e S

IP Office System Status

Status  Utilization Summary Alarms

Alarms for Line: 17 SIP sip://172.16.5.71

Last Date Of Error Ocourrences Error Description

Save As...

Clear Clear Al Graceful Shutdown ] [ Force Qut of Service Print...

Online
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8.4 IP Office Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling
messaging on the SIP trunk. Launch the application from Start = Programs = IP Office -
Monitor on the PC where Avaya IP Office Manager was installed. Click the Select Unit icon on the
taskbar and select the IP address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit “iew Filkers Status Help

=8| »8T| x|V @ ==

' F4 4

Start/Stop Trace Select
Trace Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows modifying the
threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting to the desired color.

All Settings (=234
T1 | wComp | wPM | weM | son | ssl | Jade |
&TM | cal | DTE | EConf | FiameRelsy | GOD | H323 | Inteface |
ISDM | F.ew/Lamp | Directory | Media | FRF | Rz | Ralting | Services  SIP |System|
Ewventsz
W Sip |veboze - [~ STUN [~ SIP Dect
FPackets
[~ SIP Reg/Opt Rx [~ SIP Mizc Rx
[~ SIPReg/Opt Tx [~ SIP Mizc Tx
[~ SIPCallRx [~ Crm Motify Fx
[~ SIPCallTx [~ Crm Motify Tx
¥ Sip Bz [~ hex IP Filter [nnn.ninn. i, nnn)
¥ Sip Tx ™ hex |
Default hll‘ Clear All | Tab Elear.f-‘all‘ Tab Sethll‘ [S—
Sl ‘ Lot | Load Parial File‘ S 2 Hl: |
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8.5 Avaya Session Border Controller for Enterprise (Avaya SBCE)

There are several links and menus located on the taskbar at the top of the screen of the web interface
that can be used for diagnostic and troubleshooting.

Alarms: Provides information about the health of the Avaya SBCE.

Alarms  Incidents Status ~ Logs v Diagnostics  Users

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Administration
BackupRestore AN -
Sysaem Time 052425 AM CDT Hi EMS
Systern Management
Gicbal Parameters Version 701058730 Avays SBCE
Global Profiles Bl Date FeiJan 1522 53 12 EST 2016
PPM Services Lcenss St o OK
Domain Polcies Aggregate Lceming Craerages 0
TLS Management > X
Device SPOC'ﬁC Semnga Poak Licersing Ovurage Count o
Last Lopoea in at 0212016 D1 €6 31 CDT
Fated Login Atlempls V]
Alwrins {ngsl 24 hours) Inciderts {past 24 hours)
None found
Adit
NoO rotes ound
The following screen shows the Alarm Viewer page.
Alarm Viewer AVAYA
EMS
Y% 0 Detais State Tme Device |
Avaya SBCE |
No afarmes found for this device
[ Goar swwcis || Gnar v |
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Incidents: Provides detailed reports of anomalies, errors, policies violations, etc.

Alarms  Incidents  Status - Logs v Diagnostics Users Sethings v  Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard
Administration
BackupRestore TN -
Sysaem Time 05:24 25 AM CDT Hy Ens
Systern Management
Gicbal Parameters Version 101058730 Avaye SBCE
Global Profiles Bkt Date Fri Jan 1522 53 12 EST 016
PPM Services Lcemss Sute o oK
Dormain Poicies Aguregate Loermsing Crverages 0
TLS Management
Poak Licersing Ovurage Count o
Davice Specific Settings
Last Logpea in ot 0292016 01 .66 31 COT
Fated Login Atempls /]

Alwrns el 24 hoars) Inciderty (past 24 howrs |

None found

No retes ound

The following screen shows the Incident Viewer page.

Incident Viewer AVAYA

Devica | Al V| Category ANl v ; Claar Fies | Rafrash  Gareate Report

Drspiaying results 1% 14 aut of 2002

Chategory Cmtwo

Routing Falura T29364126460041 32318 S17.AM Polcy Avaya SBCE Max fvwards Excoaded
Routing Faslurs 1295364006481672 323 516 AM Polcy Avaya SBCE Max forwards Excaaded

l‘.2 35‘{5 > || >
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Alarms Incidents  Status - Logs v Diagnostics  Usars Sethngs ~ Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
IR
BackupRestore T
Sysaem Time 05:24 25 AM CDT Hul Ems
Systern Management
Gicbal Parameters Veion 101-039-6730 Aviive SBCE
Global Profiles Busld Dato F#lJan 15 22 53 12 EST 2016
PPM Services Lcornss Sute o OK
Domain Poicies Aguregate Loemsing Creerages 0
TLS Managemant S < 3 2
Licens U o e
Deavice Specific Settings e bbb
Last Logpea in 0292016 01,6631 COT
Fated Login Agempls o

Inoderts (past 24 howrs )

None found

No rotes ound

The following screen shows the Diagnostics page with the results of a ping test.

Pinging 172.16 5.60

Avarage png from 172 16 571 [A1) %0 172 16 5 80 = 1 005ms
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings >
Troubleshooting = Trace. Select the Packet Capture tab, set the desired configuration for the
trace and click Start Capture.

Alarms  Incidents  Status Logs Diagnostics  Users Settings Help Log Oul

Session Border Controller for Enterprise AVAYA
TLS Management . Trace: Avaya SBCE
+ [Device Spacific Settings
Network
Management Pweket c"p“"'—“ Sapiures l
Signaling Interface S1us Ready
End Paint Flows x
Imerface Al v
Session Flows
DMZ Services Fr e L Vi |

TURN/STUN Remote Adoress
Service “Port P P Ped {
SNMP L P
Syslog Managemeant
Advanced Options Maximum Number of Packels 10 Capure 10000
« | Troubdashootng S’,aplule Flm:'ne : Test peap

Dw'm'no Using Te *ame of a7 suning capie i DveraTis 1

[Trace] | Start Capture | | Cloar |

DoS

Learning N
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Once the capture is stopped, click on the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Alarms Incidents  Status Logs Deagnoslics Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA
TLS Management . Trace: Avaya SBCE
- .—riﬁl::e $p¢-jc:hc Setlings
Natwork
Ma:\:;emem dorirs Packat Capturs | ,Fj’f’ff'.'i"l
Media Interface Avaya SBCE Refresh

Signaling intarface

Fie Siza (bytas) Last Modihed

End Paint Flow
piic W . 12 238 Oclober 12, 2015 1224910 |
)0 poag 2.2 a3 COT

Session Flows
DMZ Services
TURNSTUN
Service
SNMP
Syslog Management
Advancad Opticns
+ [Troubleshooting|
G b;euggln; .

[Tm:ol

DoS
Learming
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9. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office 9.1 and the Avaya Session Border Controller for Enterprise Release 7.0 to
support Cincinnati Bell Business SIP Trunking Service, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations outlined in the
scope of testing in Section 2.1 as well as under test results in Section 2.2.
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