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Avaya Solution & Interoperability Test Lab

Application Notes for NICE Inform Recorder 9.2to
interoperate with Avaya Aura® Communication Manager
and Avaya Aura® Application Enablement Servicesising
DMCC ServiceObservationto record calls- Issuel.0

Abstract

These Application Notes describe the configuration stepth&XICE Inform Recorder B2
to interoperate withthe Avaya solution consisting of an Avaya Aura® Communica

Manager B.1 and Avaya Aura® Application Enablement Service8.1Rusing Service
Observation

Readers should pay attention $ection 2, in particular the scope of testing as outlineg
Section2.1as well as the observations notedsection2.2, to ensure that their own use ca
are adequately covered by this scope and results

Information n these Application Notes has been obtained through DevConnect comj
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

TheseApplication Notes describe the configuration steps for the NICE Inform Record2taR9.
interoperate with the Avaya solution consisting of an Avaya Aura® Communication Manager
R8.1 and Avaya Aura® Application Enablement Services R8.1 using Service Olaservat

NICE Trading Recorder (NTR) is a product equivalent to NICE Inform Recorder (NIR). NIR
was used in this testingttachment 1 is a Conformanceetter in which NICE declares the
equivalency of the two products, the equivalent SW versions, and that testing with one product
applies to both. For additional information contact NICE support as sho8atiion 2.3

NICE Inform Recordeu s e s Co mmu n i cs&eérvice @Qbsdwatiofeature vidthe
Application Enablement Services (AES) Device, Media, and Call Control (DMCC) interface and
the Telepmony Services API (TSAPI) to capture the audio and call details for call recanmling
various Communication Managet323 and Digitabndpoints, listed isection4.

DMCC works by allowing software vendors to create soft phones, in memory on a recording
server, and use them to monitor and record other phones. This is purely a software solution and
doesnot require telephony boards or any wiring beyamgpical network infrastructurélhe

DMCC API associated with the AES server monitors the digital and VolP extensions. The
application uses the ABervices DMCC t@ O b s dhetargebextensionsing Virtual

Extensions on Communication Manager to doWben the target extension joins a call, the
applicationusing Service Observee c e i v e sagdrelgated BRT& Imedda stream via the
recording device and records the call

NICE Inform Recordeis fully integrated into a LAN (Local Area Netwgrkndincludes easy

to-use Web based application®(, NICE Application) that works witlthe Microsoft NET

framework ands used to retrieve telephone conversations from a comprehensivietomgalls
databaseThis application registers an extension with Communication Manager and waits for

that extension to be dialedICE Inform Recordecontains tools for audio retrieval, centralized

system security authorization, system control, and system statu®nmg. Also included is a

call parameters database that tightly integra
optional advanced audio archive database management, search tools, a wide variety of
Recordingon-Demand capabilities, and comprehensivegiterm call database for immiate

retrieval.

2. General Test Approach and Test Results

The interoperability compliance testing evaluated the abilityI6fE Inform Recordeto carry

out call recording in a variety of scenarios using DM&#%vice Observatiowith AES and
Communication ManageA range of Avaya endpoints were used in the compliance testing all of
which are listed irsection4.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly definedtest plan focuses on exercising APIs/andtandardsased interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
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Testirg is not intended to substituiid! productperformance or feature testipgrformed by
DevConnect membersor isit to be construed as an endorsement by Avaya of the suitability or
completeness@d Dev Co nn e sdlutiome mber 6s

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our productse Testing referenced ingbeDevConnect
Application Notes included the enablement of supported encryption chfoedin the Avaya
productsReaders should consult the appropriate Avaya product documentation for further
information regarding security drencryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAwvaga solution component is
the responsibity of each individual vendoReaders should consult the appropriate vendor
suppliedproduct documentation for more information regarding those products.

For the testing associated witlefieApplication Notes, the interface between Avaya systems
andNICE Inform Recordedid not include use of any specific encryption features as requested
by NICE.

2.1. Interoperability Compliance Testing

The interoperability compliance test included both feature functionality and serviceability
testing. The feature functionality testing focusedplacing and recording calls in different call
scenariowith good quality audio recordings and accurate call recdifoks tests included:
1 Inbound/Outbound callsi Testcall recordingor inboundand outboundalls to the
Communication Manageo andfrom PSTN callers.
1 Hold/Transferred/Conference callsi Testcall recordingor calls transferred to and in
conference with PSTN callers.
1 Feature calls- Testcall recordingor using features such as Call Park, Call Pickup,
Supervisor Observe
1 Calls to Elite Agentsi Testcall recordingor callsto Communication Managégents,
these include calls to VDN6s and to Hunt
1 Serviceability testing - The behavior oNICE Inform Recordeunder different
simulatedfailure conditions

2.2. Test Results

All functionality and serviceability test cases were completed succes3fadyfollowing
observatiorwas notedFor Conference or transferred calls there may be multiple recordings
present as each of the endpoints may be monitored and would result in duptioadéengs.

2.3. Support

Product documentation for NICE products may be found on ExtraNICE at:
https://www.extranice.com/Security/Pages/default.aspx
(ExtraNICE user account andgsavord required)
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3. Reference Configuration

The configuration irFigure 1 wasused to compliance teNiCE Inform Recordewith the
Avaya solution using DMCGervice Observatioto record calls. The NICEerveris setup for

DMCC Service Observatiomode andonnects to the AES

Avaya Session Border Controller
' for Enterprise used to simulate a
| SIP trunk PSTN Connection

System Manager ASBCE

Avaya Endpoints

/
/
//
/ :
Media Server
Session Manager /
\ Communication \

Manager

G430
Media Gateway

NICE Inform Application Enablement
Recorder M Services

NICE Inform Recorder makes use of the DMCC connection to AES

Figure 1: Connection ofNICE Inform Recorder with Avaya Aura® Communication Manager
R8.1 and Avaya Aura® Application Enablement Services B.1
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4. Equipment and Software Validated
The following equipment and software were usedtiersample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® System Manager running on a virty
server

8.1.31

Build No.7 8.1.0.0.733078
Software Update Revision No:
8.1.31.1012493

Service Pack 1

Avaya Aura® Sessiolanager running on a virtug
server

8.1.31
Build No.7 8.1.31.813113

Avaya Aura® Communication Manager running ¢
a virtual server

8.1.3171 FPESP1
R018x.01.0.890.0
Update ID 01.0.890:26766

Avaya Aura® Application Enablement Services
PrimaryServer running on VMware

8.1.3.1
Build 8.1.3.1.0.70

Avaya Aura® Application Enablement Services
Secondary Server running on VMware

8.1.3
Build 8.1.3.1.0.70

Avaya Session Border Controller for Enterprise

8.1.1.026-19214

configuration, running on Windows Senz®19

Avaya Aura® Media Server 8.0.2.138
Avaya G430 Media Gateway 41.16.0/1
Avaya J179 H.323 Deskphone 6.8304
Avaya J159 SIP Deskphone 4.0.7.1.5
Avaya 9408 Digital Phone 2.00

Avaya Agent for Desktop 2.0.6.8.3002
NI CE I nform Resgneomdceer ([NIR9.21

AvayaDMCC Integration80.3.1
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5. Configure Avaya Aura® Communication Manager
The information provided in this section describes the configuratiQouwimunicatbn Manager

relevant tahis solution. For all other provisioning information such as initial installation and

configuration, please refer to the product documentati@eation10.

The configuration illustrated in this sectismsperformed usingCommunication Manager
System Administration Terminal (SAT).

5.1. Verify System Features

Use thedisplay systemparameters customeroptions command to verify that Communication

Manager has permissions for features illustrated in these Application NotPag@rB8 ensure
thatComputer Telephony Adjunct Links? is set toy as shown below.

display system - parameters customer - options Page 3 of 11
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Inc oming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS?y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off - net?y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Link Core Capabilities? n DCS Call Co verage?y
ASAI Link Plus Capabilities? n DCS with Rerouting? y

Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n  Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP?y
ATMS?y DS1 Echo Cancellation? y
Attendant Vectoring? y

5.2. Note procr IP Address for Avaya Aura® Application Enablement
Services Connectivity

Display the procr IRddressby using the commandisplay hodenames ipand noting the IP
address for thprocr.

display node - names ip Page 1lof 2
IP NODE NAMES

Name IP Address
SM100 10.10.40. 52
default 0.0.0.0
g450 10.10.40.15
procr 10.10.40. 37
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5.3. Configure Transport Link for Avaya Aura® Application
Enablement Services Connectivity

To administer the transport link to AES use thange ipservicescommand. OrPage ladd an
entry with the following values:

1 Service Type:Shouldbe set ttAESVCS.

1 Enabled: Set toy.

1 Local Node: Setto the nalename assigned for the procrSection5.2

1 Local Port: Retain the default value 8765

change ip - services Page 1lof 4
IP SERVICES
Service Enabled Local Local Remote  Remote
Type Node Port Node Port
AESVCS y procr 8765

Go toPage 4of theip-servicesform and enter the following values:
1 AE Services ServerName obtained from the AES server, in this ae8lvmpg.
1 Password:Enter a password to fa&ministered on the AES server
1 Enabled: Set toy.

Note: The password entered fBasswordfield must match the password on the AES server in

Section6.2 TheAE Services Serveishould matchite administered name for the AB&ver;

this is created as part of the AES installation, and can be obtained from the AES server by typing

unamei n at the Linux command prompt.

change ip - services Page 4 of 4
AE Services Administration

Server ID AE Services Password Enabled Status
Server
1: aes 81vmpg Fkkkkkkok y idle
2:
3:

5.4. Configure CTI Link for TSAPI Service

Add a CTI link using thadd cti-link n command. Enter an available extension number in the
Extensionfield. EnterADJ-IP in theType field, and a descriptive name in tNamefield.
Default values may be used in the remaining fields.

add cti - link 1 Page 1lof 3
CTI LINK
CTI Link: 1
Extension: 2002
Type: ADJ - IP
COR: 1

Name aes81lvmpg
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5.5. Configure Communication Manager for Service Observation

Type display cor x where x is the COR number in the screen above, to check the existing Class
of Restriction. Ensure th&an be Service ObserveandCan Be A Service Observenreset

toy, if not typechange cor xto make a change to the Class or Restriclitiesevalues need to

be enabled in order for Service Observe to work for call recording.

display cor 1 Page 1 of 23
CLASS OF RESTRICTION
COR Number: 1
COR Description:

FRL: 0 APLT?y
Can Be Service Observed? y Calling Party Restriction: all - toll
Can Be A Service Observer? y Called Party Restriction: none
Time of Day Chart: 1 Forced Entry of Account Codes? n
Priority Queuing? n Direct Agent Calling? y
Restriction Override: all Facility Access Trunk Test? n
Restricted Call List? n Can Change Coverage? n
Unrestricted Call List: 1
Access to MCT? y Fully Restricted Service? n
Group Il Category For MFC: 7 Hear VDN of Origin Annc.? n
Send ANI for MFE? n Add/Remove Agent Skills? n
MF ANI Prefix: Automatic Charge Display? n

Hear System Music on Hold? y PASTE (Display PBX Data on Phone)? n
Can Be Picked Up By Directed Call Pickup? y
Can Use Directed Call Pickup? y
Group Controlled Restriction: inactive

Typechange systenparameters features onPage 1lensure thafllow Two Observes in
Same Callis set toy.

change system - parameters features Page 11 of 19
FEATURE RELATED SYSTEM PARAMETERS
CALL CENTER SYSTEM PARAMETERS
EAS
Expert Agent Selection (EAS) Enabled? y
Minimum Agent - LoginID Password Length:
Direct Agent Announcement Extension: Delay:
Message Waiting Lamp Indicates Status For: station

VECTORING
Converse First Data Delay: 0  Second Data De lay: 2
Converse Signaling Tone (msec): 100 Pause (msec): 70
Prompting Timeout (secs): 10
Interflow - gpos EWT Threshold: 2
Reverse Star/Pound Digit For Collect Step? n
Available Agent Adjustments for BSR? n
BSR Tie Strategy: 1st - found
Store VDN Name in Station's Local Call Log? n
SERVICE OBSERVING
Service Observing: Warning Tone?y  or Conference Tone? n

Service Observing/SSC Allowed with Exclusion? n
Allow Two Observers in Same Call? y
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Typechange featureaccesscodesto access the feature codes on Communication Manager.
Scroll toPage 5n order to view or change tl8ervice Observingaccess codes. Note the
Service Observing Listen Only Access Cods *56; this will be required irfBection7 during

the setup oNICE Inform Recorder

change feature - access - codes Page 5 of 10
FEATURE ACCESS CODE (FAC)
Call Center Features
AGENT WORK MODES
After Call Work Access Code: #36
Assist Access Code:
Auto - In Access Code: #38
Aux Work Access Code: #39
Login Access Code: #40
Logout Access Code: #41
Manual - in Access Code: #42
SERVICE OBSERVING
Service Observ  ing Listen Only Access Code: *56
Ser vice Observing Liste n/Talk Access Code: *57
Service Observing No Talk Access Code:
Service Observing Next Call Listen Only Access Code:
Service Observing by Location Listen Only Access Code:
Service Observing by Location Listen/Talk A ccess Code:

AACC CONFERENCE MODES
Restrict First Consult Activation: Deactivation:
Restrict Second Consult Activation: Deactivation:

5.6. Configure H323 Stations for Service Observation

All endpoints that a to be monitored by NICE will need bhave the appropriate Class of
Restriction which would be that createdSaction5.5. Ensure that COR is set to the correct
number.Note theSecurity Codethat may be required Bection7.

change station x Page 1lof 6
STATION
Extension: x Lock Messages? n BCC: 0
Type: 96 08 Security Code: 1234 TN: 1
Port: S00101 Coverage Path 1: COR: 1
Name: Extension Coverage Path 2: COoS: 1

Hunt - to Station:

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 1591
Speakerphone: 2 - way Mu te Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default
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5.7. Configure Virtual Stations for Service Observation

Add virtual stations to alloWICE Inform Recorderecord calls using Service Observe. Type
add station x where x is the extension number of the station to be configalgminote this
extension number for configuration requiredsiection7. Note theSecurity Codeand ensure
thatIP SoftPhoneis set toy. Note also th€ OR for the stations, this will be set to that
configured inSection5.5.

add station 18901 Page 1of 6
STATION
Extension: 18901 Lock Messages? n BCC: 0
Type: 4624 Security Code: 1234 TN: 1
Port: S00101 Coverage Path 1: COR1
Name: Recorder Coverage Path 2: COos: 1

Hunt - to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 18901
Speakerphone: 2 - way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP Soft Phone?y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default
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5.8. Configure SIP Stations for Service Observation

Each Avaya SIP endpoint or station that needs todrgtored for call recording will need to
have the correct Class of Restriction assig@dtnges to SIP phones on Communication
Manager must be carried out from System Manaeress the System Manager using a Web
Browser by enterinttp://<FQDN >/network-login, where<FQDN> is the fully qualified
domain name of System Managerthe IP address of System Manager can be used as an

alternative to the FQDNL_og in using appropriate credentials.

Note: The following shows changés a SIP extension and assusrikat the SIP extension has

been programmed correctly and is fully functioning.

&

C A Notsecure | 10.10.40.35/network-login

=1 Apps m Suggested Sites

Recommended access to System Manager is via FQDM.

Go to central login for Single Sign-On

If IP address access is your only option, then note that authentication will fail
in the following cases:

« First time login with "admin” account
= Expired/Reset passwords

Use the "Change Password” hyperink on this page to change the password
manually, and then legin.

Also note that single sign-on between servers in the same security domain is
not supported when accessing via IP address.

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or
modification of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other applicable domestic
and foreign laws.

The use of this system may be monitored and recorded for administrative and
secunity reasons. Anyone accessing this system expressly consents to such
monitering and recording, and is advised that if it reveals possible evidence of
criminal activity, the evidence of such activity may be provided to law
enforcement officials.

All users must comply with all corporate instructions regarding the protection
of information assets.

User ID: admin
Password: |seseseses|

Log On Cancel

Change Pessword

1) Supported Browsers: Internzt Explorer 11.x or Firefox 65.0, 66,0 and 67.0,
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From the home pagelick onUsersA User ManagementA Manage Users as showrbelow.

AVAYA & Users v J Elements v £ Services v | Widgets v  Shortcuts «

Aura® Systemn Manager &1

Administrators

System Resource Ut
28 Directory Synchronization

214
Groups & Roles

User Management 3 Manage Users

User Provisioning Rule Public Contacts

Shared Addresses

System Presence ACLs
Alarms

Communication Profile Password Policy

Il Critica Wajor ndeterminate

mdi ar - .-.'.:T- e -\.g

LA
L
m

-

SourcelP Description

Click onManager Usersin the left window. Select the station to be edited and clickdin

Home User Management

Manage Users
User Management anage Lsers

Q

Manage Users
Public Contacts £ Edit + New A Duplicate E Delete More Acfions v
First Mame ¢ Surname & Display Name %
Shared Addresses -
L H223 Ext 1000 1000, H222 Ext
System Presence ACLs SIP Ext 1100 1100, SIP Ext
[ J129 SIP 1101 1101, 1129 5IP
Communication Profile ... —
[ Equinox Vantage 1102 1102, Equinox Vantage
J Agent Agent Agent One
[ Agent Agent Agent Two
O admin admin Default Administrator
[ SIP Ext 1150 Ext 1130, SIP
[ SIP Ext 1151 Ext 1151, SIP
O SIP Ext 1152 Ext 1152, SIP
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Click on theCM Endpoint Profile tabin the left window Click on Endpoint Editor to make
changes to the SIP station

PROFILE SET : Primary

Communication Address

PROFILES

Identity Communication Profile

Communication Profile Password

W

Session Manager Profile [ @]

CM Endpaint Profile [ @]

User Profile | Edit | 1100@devconnect.local

Membership Contacts

F1 Commit & Continue m (¥ Cancel

* System:

Use Existing Endpoints:

Template : ‘

Security Code : ‘

* Profie Type: | \
*Extension: | 1100 &l /|

) e ‘
| o s a

Voice Mail Number: ‘ 6666

| Preferred Handle: |

Calculate Route Pattern:

Sip Trunk: | aar

SIP URI: ‘

Enhanced Callr-Info Display for 1-line M

Delete on Unassign from User or on
Delete User:

Allow H.323 and 5IP Endpoint Dual M

Registration :

phones:

Overmride Endpeint Name and
Localized Name:

In theGeneral Optionstab ensure thatlass of Restrictionis set correctlyClick onDoneg at
the bottom of the screen once this is set, (not shown).

-
_ Feature Options (F) Site Data (3) Abbreviated Call Dialing (2]
Enhanced Call Fwd (E) Button Assignment (B) Profile Settings (F) Group Membership (M)
+ Class of Restriction |1 | + Class Of Service 1
(COR) (COS)
+ Emergency Location 4109 *  Message Lamp Ext. 1100
*  Tenant Number 1
*  SIP Trunk Q aar Type of 3PCC Enabled Avaya ¥
Coverage Path 1 Coverage Path 2
Lock Message ocalized Display 1100, SIP Ext
ame
Enable Reachability for
Multibyte Language Not Applicable A Station Domain system ¥
Control
SIP URI
Primary Session Manager
’7 IPv4: 10.10.40.32 IPv6:
 Secondary Session Manager i -
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Click onCommit once this is done to save the changes.

Communication Profile Password

Identity Communication Profile

User Profile | Edit | 1100@devconnect.local

Membership Contacts

2 Commit & Confinue

m ® Gancel

* System: # Profile Type: | ‘
PROFILE SET : Frimary v
Gommunication Address Use Existing Endpoints: M # Extension: | 1100 ! ‘
PROFILES
Te late : * Set Type:
Session Manager Profile [ @] mpia | ervpe | S8415FCL ‘
Security Code: | Port: | 2000002 a
CM Endpoint Profile [ @
Voice Mail Number: | 5666 Preferred Handle : | ‘
Calculate Route Pattern: = Sip Trunk: | aar ‘
SIP URI: | Enhanced Callr-Info Display for 1-line M
phones:
Delete on Unassign from User or on Override Endpeint Name and
Delete User: Localized Name :
Allow H.323 and SIP Endpoint Dual M
Registration : B
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6. Configure Avaya Aura® Application Enablement Services

This sectiorprovides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:

Verify Licensing

Switch Connection

Administer TSAPI Link

Identify Tlinks

Enable TSAPI and DMCC Ports

Enable Control for DMCC

Create CTI Wer

Associate Devices with CTI User

= =4 =4 -8 -8 _9_95_-4°

6.1. Verify Licensing

To access the AES Management Console, énties://<ip-addr> as the URL in an Internet
browser, wher&ip-addr>is the IP address of AES. At the login screen displayed, log in with the
appropriate credgials and then select thegin button.

AVAYA Application Enablement Services

Management Console

Please login here:
Username

Password

Login A Reset»

Copyright A@ 2009-2016 Avaya Inc. All Rights Reserved.
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The Application Enablement Services Management Console appears displayiigltdone to
OAM screen (not showngelectAE Servicesand verify that the TSARAINd DMCCServices
arelicensed by ensuring th&aSAPI ServiceandDMCC Service arein the list ofServicesand
that theLicense Modeis showingNORMAL MODE . If not, contact an Avaya support
representative to acquire thppropriatdicense.

AE Services Home | Help | Logout

AE Services

IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not require a restart.

Seke | Swe | Sie | lonsebodo | o |
[ASAI Link Manager  |wa Running /A /A
CVLAN Service OFFLINE Running /A /A
f:t'::":‘n':mﬁ"" Eaanen DLG Service OFFLINE Running /A /A
High Availability DMCC Service ONLINE Running NORMAL MODE /A
— TSAPI Service ONLINE Running NORMAL MODE /A
fcensing) Transport Layer Service N/A Running WA N/A
» Maintenance AE Services HA Mot Configured /A H/A [

» Networking
» Security
» Status

For status on actual services, please use Status and Control

* - For more detail, please mouse over the Cause, you'll see the tooltip, or go fo help page.

License Information
» User Management ‘You are licensed to run Application Enablement (CTI) release &.x

} Utilities
» Help

The TSAPIland DMCClicenses areser licenses issddy the Web License Manager to which
the Application Enablement Services server is pointeHrtom the left window opehicensing
and click onWebLM Server Accessas shown below.

Licensing

» AE Services

Communication Manager Licensing

Interface

High Availability If you are setting up and maintaining the WebLM, you need to use the following:
+ Licensing

« WebLM Server Address

WebLM Server Address If you are importing, setting up and maintaining the license, vou need to use the following:

WebLM Server Access « WebLM Server Access

Reserved Licenses If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use the following:
» Maintenance « Reserved Licenses
» Networking

» Security

MNOTE: Please disable your pop-up blocker if you are having difficulty with opening this page

) Status
» User Management

) Uitilities

» Help
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The following screen shows the available license3 4Pl andDMCC users.

Iv Application_Enablement I
License File Host IDs:

Wiew license capacity

Wiew peak usage
Licensed Features
ASBCE

» Session_Border_Controller_E_&AE

10 Items  of  Show | All W
AVAYA OCEANA
Feature (License Keyword) Expiration date | Licensed capacity
» Avaya_ Oceana
Ya_ Unified CC API Desktop Edition " a4
CCTR VALUE_AES_AEC_UNIFIED_CC_DESKTOP ~ Poimanen
CVLAN ASAT
» ContactCenter
VALUE_AES_CVLAN_ASAI permanant 44
= Davice Madia and Call Control " a4
» COLLABORATION_ENVIRONMENT VALUE_AES_DMCC_DMC permansn
AES ADVANCED SMALL SWITCH
e R ESTENE VALUE_AES_AEC_SMALL_ADVANCED permanent 4
» Collaboration_Designer oLG . »
permanen
COLLABORATIVE_BROWSING_SMAP-IN | | VALUE_AES_DLG
. . TSAPI Simultanecus Users
» Collaborative_Browsing_Snap_In VALUE_AES_TSAPI_USERS permanznt 44
COMMUNICATION_MANAGER AES ADVANCED LARGE SWITCH . 2
VALUE_AES_AEC_LARGE_ADVANCED permansm
» Call_Center
o CWLAN Proprietary Links
» Communication_Manager VALUE_AES_PROPRIETARY_LINKS permanent a4

6.2. Switch Connection to Avaya Aura® Communication Manager

Typically, the connection between the AES and Communication Manager is setup as part of the
initial installation and woulehot usually be outlined in these Application Notes. Due to the

nature of this particular setup with two connections from Communication Manager to two
separate AESOGs the switch c¢onkFandhe AESN wi | | be
Management Consoleawmigate tocCommunication Manager Interface A Switch Connectiors,

the connection to Communication Manager should be present as shown below but if one is not
present one can be added by clickingdald Connection.

Welcome: User cust
Last login: Thu May 13 15:41:17 2021 from 192.168.40.240
MNumber of prior failed login attempts: 0

VA A Application Enablement Services HostName/IP: aesB1xvmpg/10.10.40,38
M tC 1 Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
anagement Console SW Version: 8.1.3.1.0.7-0

Server Date and Time: Thu Jun 10 10:04:56 IST 2021
HA Status: Not Configured

Communication Manager Interface | Switch Connections

» AE Services

~ Communication Manager Switch Connections
Interface

‘ ‘ Add Connection |

Prncessnr Ethernet Msg Period Numher of Active Connections

High Availability C‘ cm81large Yes 30

Switch Connections

Dial Plan

TR @ cm81xvmpg Yes 30 1

} Maintenance
\ Edit Connection || Edit PE/CLAN IPs H Edit H.323 Gatekeeper H Delete Connection H Survivability Hierarchy

» Networking

» Security
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In the resulting screeenter theSwitch Password the Switch Password must be the same as
that entered into Communication Manager AE Services Administration screen gleatige ip
servicescommand, described Bection5.3. A secure connection was established between the
AES and Communicatioklanagerso the appropriate boxes were ticked, as shown bé&lbek

Apply to save changes.

Communication Manager Interface | Switch Connections

» AE Services

+~ Communication Manager Connection Details - cm81xvmpg
Interface

Switch Connections Switch Password sessssssnssnns |

Dial Plan Confirm Switch Password [eaessssasceaes |

Msg Period 130 | Minutes (1 - 72)

High Availability
} Licensing Provide AE Services certificate to switch
. Secure H323 Connection
» Maintenance
Processor Ethernet

} Networking
Enable TLS Certificate Hostname Validation [J

" Securly

) Status

From theSwitch Connectionsscreen, select the radio button for the recently added switch
connection and select tilit PE/CLAN IPs button (not show)y) see screen at the bottom of the
previous page. In the resulting screen, enter the IP address of the procr as shestioinbd.2

that will be used for the AES connection and selecAt@/Edit Name or IP button.

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

~ Communication Manager Edit Processor Ethernet IP - cm81xvmpg
Interface
Switch Connections | 10.10.40.37 H Add/Edit Name or IP |
Dial Plan Name or IP Address

High Availability hosos0sr  Jmue
} Licensing

» Maintenance

} Networking
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6.3. Administer TSAPI link
From the Application Enablement Services Management Console, AEI&zdrvices”A TSAPI
A TSAPI Links. SelectAdd Link buttonas shown in the screen below.

AE Services | TSAPI | TSAPI Links

CVLAN TSAPI Links

e | Swick comertion |
L | Add Link || Edit Link || Delete Link |

SMs

TSAPI

= TSAPI Links
= TSAPI Properties

On theAdd TSAPI Links screen (or th&dit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the following values:
1 Link: Use the drogdown list to select an unused link number.
1 Switch Connection:Choose the switch connectiom81xvmpg, which has already been
configured inSection 6.2from the dropdown list.
1 Switch CTI Link Number: Corresponding CTI link number configuredSection5.4
which is1.
1 ASAI Link Version: 11was used for compliance testing but the latest version available
can be chosen).
1 Security: This can be left at the default valuebaith.

Once completed, seleapply Changes

Edit TSAPI Links

Link 1

Switch Connection cm8lxvmpg v
Switch CTI Link Number |1 v |

ASAI Link Version 11w

Security Both W

Apply Changes || Cancel Changes || Advanced Settings
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Another screen appears for confirmation of the changes made. Gkage

Apply Changes to Link

Warning! Are you sure you want to apply the changes?
These changes can only take effect when the TSAPI server restarts.

Please use the Maintenance -= Service Controller page to restart the TSAPI server.

| Apply || Cancel |

When the TSAPI Link is completed, it should resemble the screen below.

TSAPI Links

[ Lk | Switch Connection Switch CTI Link # ASAI Link Version

OS] cmB81lxvmpg 1 3 Both

| Add Link || Edit Link || Delete Link |

The TSAPI Service must be restarted to effect the changes made in this section. From the
Management Console menu, navigat®lantenanceA Service Controller. On the Service
Controllerscreen, tick th& SAPI Serviceand selecRestart Service

AVAYA Application Enablement Services

Management Console

Maintenance | Service Controller

» AE Services

, Communication Manager Service Controller
Interface
High Availability | Service __[Controller Status|
} Licensing [ asar Link Manager Running
= [ pmec servies Running
* Maintenance
. [ cvian service Running
Date Time/NTP Server )
[ bLG service Running

Security Database

D Transport Layer Service Running
I Service Controller I W] TsapT Service Running

Server Data

For stetus on aciual services, please use Status and Control
» Networking

» Security | Start I Stop I Restart Service I Restart AE Server Restart Linux Restart Web Server

} Status
} User Management
» Utilities

» Help
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6.4. Identify Tlinks

Navigate toSecurity A Security Database” Tlinks. Verify the value of th@link Name.
This will be needed to configuidlCE Inform Recordein Section?7.

Security | Security Database | Tlinks

» AE Services

Communication Manager Tlinks
Interface
High Availability Tlink Mame

» Licensing AVAYAZCMB1XVMPGZCSTAFAESEIXVMPG

AVAYAZCMB1XVMPGECSTA-SEAESE1IXVMPG

Delete Tlink

} Maintenance
» Networking
* Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host A&

PAM

Security Database

= Cantrol

CTI Users

= Devices

= Device Groups
= Tlinks

= Tlink Groups
= Worktops
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6.5. Enable TSAPI and DMCC Ports

To ensure that TSAPI ports are enabled, navigdiwetaorking A Ports. Ensure that the
TSAPI ports are set tBnabled as shown below. Ensure that DEICC Server Portsare also
Enabled and take note of thdnencrypted Port 4721which will be used later iSection?.

MNetworking | Ports

» AE Services

Interface

High Availability

» Licensing
» Maintenance

+ Networking

Ports

TCP/TLS Settings
) Security
) Status
} User Management

)y Utilities

» Help

Communication Manager

AE Service IP (Local IP)
Network Configure

Ports
CWLAN Ports Enabled Disabled
Unencrypted TCP Port 499495 .
Encrypted TCP Port 499493 )
DLG Port TCP Port 3678
TSAPIL Ports Enabled Disabled
TSAPI Service Port 450 .
Local TLIMK Ports
TCP Port Min 1024
TCP Port Max 1039
Unencrypted TLINK Ports
TCP Port Min 1050
TCP Port Max 1065
Encrypted TLINK Ports
TCP Port Min 1066
TCP Port Max 1081
DMCC Server Ports Enabled Disabled
Unencrypted Port 4721 .
Encrypted Port 4722 .
TR/87 Port 4723 .
H.323 Ports
TCP Port Min 20000
TCP Port Max 29999
Local UDP Part Min 20000
Local UDP Port Max 29959

Server Media

Enabled Disabled

.

PG; Reviewed:
SP0OC8/222021

Solution & Interoperability Test Lab Application Note

©2021 Avaya Inc. All Rights Reserved.

220f 38
NIR_AES81SO



6.6. Create CTI User

A User ID and password needs to be configuredNf@E Inform Recordetto communicate with
the Application Enablement Services server. Navigate tbJsee Management”A User Admin
screen then choose tAdd User option.

User Management | User Admin

» AE Services

Communication Manager User Admin
Interface
High Availabili . ) ) ) . . )
a Ly User Admin provides you with the following options for managing AE Services users:
Licensing Add User
L — C_hange User Password
List all Users

Modify Default User
Search Users

Networking
Security
Status

User Management
Service Admin

User Admin

= Add User

= Change User Password
= List all Users

= Modify Default Users

= Search Users

» Utilities
» Help
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In theAdd User screen shown belv, enter the following values:
1 User Id - This will be used b\NICE Inform Recordesetupin Section?.
1 Common NameandSurname- Descriptive names need to be entered.
1 User PasswordandConfirm Password- This will be used witlthe NICE Inform
Recordersetupin Section?.
1 CT User- SelectYesfrom the dropdown menu.

Click on Apply Changesat the bottom of thecreen(not shown)

AVAyA Application Enablement Services

Management Console

User Management | User Admin | Add User

AE Services

Communication Manager Add User
Interface
High Availability Fields marked with * can not be empty.
* User 1d {nICE1
Licensi
— * Common Name |NICE1
Haintenance * Surname |NICE1
Networking * User Password LITTITTITY |
Security * Confirm Password [sesssssss |
Status Admin Mote | |
User Management Avaya Role | None v |
Service Admin Business Categaory | |
User Admin Car License | |
= Add User CM Home | |
= Change User Password Css Home | |
n L|5t '5'” Users CT User
= Modify Default Users Department Number | |
= Search Users Display Name | |
» Utilities
Employee Number | |
» Help Employvee Type | |
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6.7. Associate Devices with CTI User

Navigate toSecurity A Security Database”A CTI Users A List All Users. Select the CTI

user added i®ection6.6and click onEdit Users.

Application Enablement Services
Management Console

AVAYA

Security | Security Database | CTI Users | List All Users Home | Help | Logout

» AFE Services

. Communication Manager
Interface

CTl Users
High Availability
» Licensing

» Maintenance

Common Name

[ veen | Common Name Workiop Name
® nICE HICE1 NONE

e e |

Welcome: User cust

Last login: Wed Aug 29 11:46:12 2018 from 10.10.40.240
Number of prior failed login attempts: 0

HostName/I| dundancy1/10.10.40,125

Server Offer Typ /IRTUAL_APPLTANCE_ON_VMWARE
SW Version: 6.3 .10-0

Server Date and Time: Wed Sep 05 09:41:10 UTC 2018
HA Status: Not Configured

Edit | | List All
» Networking | Edit J] List All |

- Security

Mccount Management
Audit
Certificate Management
Enterprise Directory
Host A4
PAM
Security Database
= Control
@ CTI Users

= List All Users

= Search Users

In the main window ensure thdhrestricted Accesss ticked. Once this is done click épply

Changes

Edit CTI User

User Profile: User ID MICE1
Common Mame MICEL
Worktop Mame MNOMNE ¥
Unrestricted Access i

Call and Device Contrel: Call Onigination/Termination and Device Status Mone ¥

Call and Device Monitoring: Device Monitoring MNone ¥
Calls On A Device Monitoring MNone ¥
Call Monitoring

Routing Control: Allow Routing on Listed Devices MNone ¥

| Apply Changes || Cancel Changes |

Note:The AES Security

Dat abase

( SDB)

privileges. The SDB stores information about Computer Telephony (CT) users and the devices
they control. The DMCC service, the TSAPI service, and Telephony Web Servicesuse th
information for permission checking. Please looK&ztion10for more information on this.
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7. Configure NICE Inform Recorder

The installation oNICE Inform Recoderis usuallycarried out by an engineer frafiCE and is
outside the scope of these Application Notes. For information on the installabd@Bfinform
Recordercontact NICE as per the information provide®ection2.3.

The following sections will outline the process involved in connedtiti¢E Inform Recordeto
the Avaya Solution. All configuration ™MICE Inform Recordefor connection with the AES is
perfamed using a web browser connecting toNh€E Inform RecordeApplication Server.
Open a web browser as shown navigatettie://<NICE ServerlP>/as shown below and enter
the appropriate credentials and log in.

Note: Some IP addresses may shaifferent as some of these screenshots are simply examples
of what should be seip.

Note: Information on the connection to Avaya is gathered prior to any installation. This
information includes the connection to the AES as well as devices to be monitored along with
any AES usernames, passwords that need to be used for the connection. Bunsigliation

the connections to AES/CM are sgtand created and therefore these Application Notes can
only show the existing connections that were created during setup.

< & A Notsecure | 10.10.40.128/login.asp

=5 Apps ;r: studio.photobox.co.. (& whatis muip - Goo..
m '\]-""f"r"'\‘!lr'
NIOrM ReCorae
LOG ON

MAIN ADMINISTRATION ~ FREE SEAT

Log on using your user name and password.

User name
Password -
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Once logged in, click on th@TI INTEGRATION tab.

NICE -

nform R e() () ((j e . Logged on user: , service (selt_:;m

MY ACCOUNT SYSTEM INSTALLATION CTI INTEGRATION SYSTEM CONFIGURATION USERADMINISTRATION SYSTEM STATUS RECORDED CALLS

MY SETTINGS
Details for user account service (2) 7] Properties for user account service (2) 7]
User name service User authentication method System authentication
Old password Seating No seat
New password Fixed seating channel
New password confirmation Free seating extension
First name service Group Adminisirators
Last name User language Dict. 0: [ENG] English v
Email addresses -
Calls preferences for user account service (2) (7]
Default search query "Default query: Calls made last week” v
Default calls listing view "Avaya view" v
Auto start playback

Cancel | Save changes

Within this tab therera other tabs as shown in the screen bettvgervers links, link groups,
targets etc.Clicking onthe CTI SERVERS tab will show the CTI server sap during the
installation. By clicking on the edit icon, changes can be made to this if deemed necessary

\ Logged on user: , service (service)
] ¥ j ¥
NICE - Inform Recorde T
MY ACCOUNT SYSTEM INSTALLATION CTI INTEGRATION SYSTEM CONFIGURATION USERADMINISTRATION SYSTEM STATUS RECCRDED CALLS
CTI SERVERS LINKS LINK GROUPS TARGETS  SELECTION OVERVIEW  LINKED CHANNELS RECORDING RULES CONFERENCE RESOURCES
Overview of all CTl servers (2]
| CTlserver alias Computer name IP-address
1 CTl server 1 NICENIR-A 10.10.40.128 ra ﬁ
CTI server setup (2]
CTI server alias CTlserver 1
CTI server host name NICENIR-A
CTI server host IP address 10.10.40.123
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The link to AES is configured during the installatiofNdCE Inform Recorderhowever this
connection may need to be altered and if so, click on the edit icon as shown below.

Under theLINKS tab the existing link to AES is shown and can be editedicking on the
icon opposite the link as highlighted.

N I c E - mform R P( ‘( ),( ] P ¥ Logged on user: , service (seltvice{
AN AN . S Logout
MY ACCOUNT SYSTEM INSTALLATION CTI INTEGRATION SYSTEM CONFIGURATION USERADMINISTRATION SYSTEM STATUS RECORDED CALLS
CTI SERVERS LINK GROUPS TARGETS SELECTION OVERVIEW LINKED CHANNELS RECORDING RULES CONFERENCE RESOURCES
QOverview of all links (7]
AvayaAes1 AVAYALNKO1 CTl server 1 TCP/IP - Logged in Avaya Link Gro...  2021-06-10 Y
[1]
General link settings [7] Connection settings [?]
Link alias Avayahesi Connection host 10.10.40.38
Link name AVAYALNKO1 IP port 4721
CTI server name ICTI server 1 Connection user nice1
Link enabled Connection password
Auto-discovery enabled O Password (retype)
Link parameters SwitchName=CM31XVMPG SSL enabled ]
TSARIServerName=AVAYAZCMB1XVIMPGECSTAZA X ~ .
ES31XVMPG Link group Avaya Link Group
CannectionProlocol=7.0.0
UseSRTP=No
DMCCPhoneRange=18901-18904 A
DMCCPhonePassword=1234 -
Pressing the edit button above will allow changes to be made to the following.
General link settings (7]
Link alias Avayahesi
Link name AnAYALNKOA
CTI server name CTI server 1
Link enabled
Auto-discovery enabled (]
Link parameters SwitchName=CMa1XNMPG
TSAPISernverName=AVAYAZCME1XNVMPGECS TAFA
ESS1XVMPG
ConnectionProtocol=7.0.0
UseSRTP=No
DMCCPhoneRange=13301-15904 -
DMCCPhonePassword=1234 | -
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Scrolling down furtherThe following extras need to be added in order for Service Observation
to work properly. The Service Observe Code fisettion5.5is added along with the Virtual
Extensions fronection5.7.

The Connection host IP port, theConnection userandpasswordshould not need any editing
as these will be added as part of the origimstiallation. In the everihat there is a bad

connectionthese fields can be-entered as shown below.

General link settings
Link alias

Link name

CTI server name

Link enabled
Auto-discovery enabled
Link parameters

Avayades]

UseSRIP=Na
RMCCPhoneRange=18901-13904
DMCCPhonePassword=1234
QbsenieCode="56

[7] Connection settings
*  Connection host
IP port
Connection user
Connection password
Password (retype)
- SSL enabled

Link group

10.10.40.38

A link group must be added, and this is done by first clicking ohtKE GROUPS tab as
shown below. Then click on theicon highlighted, this will open a new window where the link
information can be entered and saved by clickin@&n A suitableLink group name is given,
the CTI server that was added during the installation is @osThechannel assignmentvas
Ascendingfor compliance testing, the others were left as default as shown below.

MY ACCOUNT SYSTEM INSTALLATION CTIINTEGRATION 3YSTEM CONFIGURATION

USER ADMINISTRATION SYSTEM STATUS RECORDED CALLS

CTISERVERS  LINKS |LINKGROUPS | TARGETS  SELECTION OVERVIEW  LINKED CHANNELS RECORDING RULES  CONFERENCE RESOURCE
Link groups overview (7] Role overview for group
Select a link group from the dropdown box and move the links fro x
group.
Link group name Avaya Link Group 1
Link group | Avaya
0 CTl server CTl server 1 ~]
Available links Links Channel group AvayaChannels ﬂ
4 AVAYA  Channel assignment Ascending (default) ~]
’ Failback type Manual ~]
Load balance type No Load Balance [v]
- Failback start time
e Failback end time
* Cancel | |OK
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The existing link that was created during installation is now added to the newly created link
group.

CTI SERVERS LINKS LINK GROUPS  TARGETS SELECTION OVERVIEW LINKED CHANNELS RECORDING RULES CONFERENCE RESOURCES  TARGET GROUPS
Link groups overview Q Role overview for group [7]
T 0 - ~
Select a link group from the dropdown box and move the links from ‘Available Links’ to the selected AVAYALNKO1 Primary Active Targets managed: 4 ’
group.
Link group  Avaya Link Group 1 (CTI ssﬂ +,0
Available links Links in selected group
4 AVAYALNKO1 (CTI server 1)
Link role properties (2]
-
Link alias AvayaAes1
-
Link name AVAYALNKO1
% CTl server name CTl server 1
Link group Avaya Link Group 1
Channel group AvayaChannels
Link enabled Yes

Targets can be added by clicking theTARGETS tab and clicking on the icon below.
Targets are Avaya phones that need to be monitored. The screen below shows an existing list of

phones that are already being monitored and the detalls/8fH323are shown by clicking on
the edit iconhighlighted.

NICE -

MY ACCOUNT SYSTEM INSTALLATION CTIINTEGRATION SYSTEM CONFIGURATION USER ADMINISTRATION SYSTEM STATUS RECORDED CALLS

nform R eco r(—i er Logged on user , service (service)

Logout

CTISERVERS  LINKS LINKGROUPS  TARGETS  SELECTION OVERVIEW  LINKED CHANNELS  RECORDING RULES

Overview of all link targets

Q0 +0
Target name Target sele... Link group Target type | Date last modified
J179 H323 Avaya Link... Extension SO 1001 2021-06-19 ﬂ o
J189 SIP Avaya Link G... Extension SO 1101 2021-05-19 2 10
AAMD SIP Avaya Link G... Extension SO 1110 2021-05-19 2 10

[1]

ACD Split / Hunt Group

Extension
Target settings (7] Target settings Extension MR
Extension MR SIP
Target name J179 H323 Target type i
Link group Avaya Link Group 1 L] Target value E}(}en5|on Trunk
Password
Target selection
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Once the + icon is pressed a new window is opened as shown below. Heferthation on the
new Avaya extension is entered, this new extension 82i8§ Digital Note that th&arget

Type can bechosen from the list as shown beldver iService Observatian r ecor di ng
ExtensionSOis selected as shown belowhe Passwordfor this station can be added here also.

x
Target name(s) 9408 Digital
Link group Avaya Link Group 1 (CTI server 1) ﬂ
Target type(s) Extension SO ﬂ
Target value range start 1050
Target value range end (leave empty for single target)
Password sene
Target selection
Cancel || OK
This newly added target is displayed below.
N I c E - nform Q 9 (*\ (3 z(i Q r Logged on user: , service (service)
AW A\ Logout
MY ACCOUNT SYSTEM INSTALLATION CTIINTEGRATION SYSTEM CONFIGURATION USER ADMINISTRATION SYSTEM STATUS RECORDED CALLS
CTI SERVERS LINKS LINK GROUPS TARGETS SELECTION OVERVIEW LINKED CHANNELS RECORDING RULES
Overview of all link targets "0+
Target name Targetsele... Link group Target type a
J179 H323 Avaya Link G... Extension SO 1001 2021-05-19 210
| 9408 Digital Avaya Link G... Extension SO 1050 2021-05-19 | 2 10
J189 SIP Avaya Link G...  Extension SO 1101 2021-05-19 2 1
AAfD SIP Avaya Link G...  Extension SO 1110 2021-05-19 210
[1]
The selection overview tab provides a list of all the monitdredv i ces as wel | as

hunt groups or any other monitored endpoints on Communication Mamagehown).

This concludes the setup of the NICE Application Server for DNB&ice Observation
recording.
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8. Verification Steps

This section provides thetepsthat can béakento verify correct configuration of theICE
Inform RecordeandApplication Enablement Services

8.1. Verify Avaya Aura® Communication Manager CTI Service State

Before checking the connection betw@HCE Inform Recordeiand AES, check the connection
betweenCommunication Manager aikES to ensure is functioning correctly. Check the
AESVCS link status by using the commastdtus aesvcs cliink . Verify theService Stateof

the CTI link isestablished

status aesvcs cti - link

AE SERVICES CTI LINK STATUS
CTl Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 11 no aes 81lvmpg established 865 865

8.2. Verify TSAPI Link

On the AESVlanagement Consalegerify the status of the TSAPI link by selecti&tatus A
Status and ControlA TSAPI Service Summaryto display theTSAPI Link Details screen
Verify the status of the TSAPI link by checking that 8tatusis Talking and theState is
Online.
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