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Abstract

These Application Notes describe the procedures for configuring Session Initiation Prot
(SIP) Trunking on an enterprise solution consisting of Avayea® Communication Managq
7.0, Avaya Aura® Session Manager af0d Avaya Sessiondsder Controller for Enterprise
7.0,to interoperatavith the CharterSpectrumBusiness SIP Trungervice.

The CharterSpectrunmBusinessSIP Trunking service providecustomers with PSTN access
a SIP trunk between the entegariandthe serviceprovide r Betwvork, as an alternative
legacy analog or digital trunks. This approach generally results in lower cost for the entg

Readers should pay attentionSection 2 in particular the scope of testing as outlined in
Section 2.1as well as thelwservations noted iBection 2.2 to ensure that their own use cag
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and adtonal technical discussionsleding was conducted via the DevConn
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Applcation Notes descriltae procedurefor configuringSesion Initiation Protocol
(SIP) tunking betweelthe CharterSpectrumBusinessSIP Trunkingserviceand an Avaya SH
enabled enterprise solutiofihe Avaya solution consists 8vayaAura® Communication
Manager 7.0Avaya Aura® Session Miager7.0, Avaya Session Border Controller for
Enterprisg(Avaya SBCE)7.0and various Avaya endpointssted inSection 4

The CharterSpectrunBusinessSIP Trunking servicereferenced within these Application Notes

is designedor business customeirSustomers using this service with this Avaya enterprise
solution are able to place and receive PSTN calls via a broadband WAN connection and the SIP
protocol. This converged network solution is an alternative to traditional PSTN trunks such as
analog and/oISDN-PRI.

Notei As a required component tife CharterSpectrunBusinessSIP Trunking service
offering, Charterwill install a Customer Premises Equipment (CPE) dewt#e customer
premises (enterprise sitelharterwill perform the initial configiration and raintenancef this
deviceas required. Th€hartermanagedCPEdevicewill constitutethe service demarcation
point between the service provider and the enterpitee

Throughout these Applicat i onChatr$pecsrunBusifiesd t er ms
a n €Chaftedb wi | | intérahangeabgtdoughout these Application Notes

2. General Test Approach and Test Results

A simulated CPE site containing all the equipment for the Avayae8#bled enterprise solution
was installed atie Avaya Solution and Interoperability Lab. The enterprise site was configured
to connect to th€harterSpectrumBusinessSIP Trunking service via théharte6 managed

CPE deviceand a broadband pection to the public Internet.

DevConnect Complianceesting is conducted jointly bdwvaya and DevConnect membefse
jointly-defined test plan focuses on exercising APIs and/or standas#sl interfaces pertinent

to the interoperability of the tested pratluand their functionalitie®evConnect Compliare

Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following featuaasd functionality were covered
during the interoperability compliance test:

1 SIP trunk static IRwthentication
1 Incoming PSTN calls to various phone types. Phone tyjehsded H.323, SIP, digital,
and analog telephones at the enterprise. All inbound calls from the PSTN were routed to
the enterprise across the SIP trunk from the service provider.
1 Outgoing PSTN calls from various phone types. Phone types included 81823,
digital, and analog telephones at the enterprise. All outbound calls to the PSTN were
routed from the enterprise across the SIP tmakhe service providemetwork
71 Inbound and outbound PSTN calls to/from Avayse X® Communicator softphones
usingh Thi s Camputi©Otdhver Phoms®Pp modes. (H. 323
1 Inbound and outbowhPSTN calls to/from Avaya Communicafor Windows
softphone (SIP).
1 Inbound and outbound PSTN calls to/from SIP remote worksngiAvaya 96x1
deskphonesivaya oneX® Communicabr and Avaya Communicator for Windows
softphones.
Various call types, includingotal, long distancand local directory assistant (411).
CodecG.71IMU.
Inbound and outbound PSTN calls using VolP media resources in Avaya Media
Gateways and the Avaya A@aVledia Server at the enterprise network.
DTMF tones passed as owif-band RTP events as per RFC 2833.

Caller ID presentation and Caller ID restriction.

Voicemail redirection and navigation

User features siacas hold and resume, transéed conference

Off-net calltransferring, calforwarding and mobility (extension to cellular).
Routing inbound PSTN calls to call center agent queues.

Proper response/error treatment to different failure conditions.

E RE

=4 =4 4 -4 4 5 2

Notei Remote Worker was tested as part of sakition. The configuration necessary to
support remote workers is beyond the scope of these Application Notes and is not included in
these Application Notes.

The following items are not supportedwere not tested

1 Theuse of the SIP REFER method faetwork call redirection is na@urrentlysupported
by Charter.

1 Inbound toltfree calls and 911 emergency calls are supported but were not tested as part
of the compliance test.

1 T.38faxis notcurrentlysupportedy Charter.
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2.2. Test Results

Interoperabity testing ofthe Charter Spectrum BusineS#P Trunkingservicewith the Avaya
SIP-enabled enterprise solution was completed with successful results fet atides with the
observatios/limitationsnotedbelow:

1 No matching codec on outbound calldf an unsupported audio codec is received by

Charteron the SIP Trunk (e.g., 72 harterwillrespond wi t h A480 Tempor ¢

Unavailabl® i nst ead of fA488 Not AccadertThbl e
issue does not have any user impant shouldot be seen since the codecs will be
matched during the installation,s listed here simply as an observation.

1 Inbound calls to an unassigned enterprise extensio@ommunication Managesrends a

A404 Not FoundoOo message toanu@assggnet extensionh e n

the user hears +arder instead of the common announcement informing the user that

he/she has reached a nearking number, to please check the number and to try again.

Her e

it

This issue is consi der e dinnestigated lyIChartec,en af f ec

order to apply the correct announcement to the user.

1 Conference in Avaya Communicator softclientsThe Communication Manager
conference feature is not supported in the Avaya Communicateent software release
2.1.3.80 An Avaya Aura® Conferencing server is required fothad conferences. This
feature should be available in the upcoming release 3.0 of Avaya Communicator.

1 SIP header optimization There are multiple SIP headers and parameters used by
Communication Manager argession Manager, some of them Avaya proprietary, that

had no significance in the service provide

the purposes of blocking enterprise information from being propagated outside of the
enterprise boundaries,torede t he si ze of the packets
network and to improve the solution interoperability in genetta fbllowing headers
were removed from outbound messages usingdaptation in Session Manag&yV -
GlobalSessioAD, AV-Correlaton-ID, Alert-Info, EndpointView, P-AV-Messagdd,
P-ChargingVector and FLocation(Section 6.4.

2.3. Support

For support on Chart@pectrunBusiness SIP Trunkingervice visit the corporate Web page at:

https://business.spectrum.coar/call 800-314-7195
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3. Reference Configuration

Figure 1illustrates the sample Avaya S#nabled entergse solution, connected tbe Charter
SpectrunBusinessSIP Trunkingservicethrough a public Interné/AN connection.

For security purposesgferences to any public IP addresses used during the compliance test have

been replaced in these Application Notes pitivate addresseflso, PSTN routable phen
numbers used in thest have beechanged to nomoutable ones

[‘ S8 Trunk Registration Credentials: |
\ Managed and conligueed by Charter)

" Remote Workers
Avaya Bix1 Sarlos
1P Deskphonos
(57)

* Avaryn Communicater for
Windows (SIP)

o Avirya one-XECommunicmor
{8im

Simulated Enterprise |

Simulated Enterprise
Domuin: svayalabcom

Charter Managed CPE __m»: 303-123.1272, 1276

AL ITIAST
AL 17216554

Y 1540 & 132
- Avays Commmunicaor for Windows (SIP)
Avarys Aurat) Avaya Aarn® Media Server - Avays Acr® Intogrned Management Site Admin
Systom Managor Avays A System Managor Administator Avya 36x1 Sorins

Figure 1. Avaya SIP Enterprise Solutionconnected toCharter Spectrum BusinessSIP
Trunking Service
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The Avayacomponents used to create the simulat@erprisecustomer site included:

Avaya Aura® Communication Manager

Avaya Aura® Session Manager

Avaya Aura® System Manager

Avaya Session Border @toller for Enterprise
Avaya Aura® Messaging

Avaya Aura® Media Server.

Avaya G450 Media Gateway

Avaya 96x0 Series IP Deskphones (H.323).
Avaya96x1 Series IP Degkones (H.323 and SIP)
Avaya oneX® Communicator sofphones (H.323 and SIP)
Avaya Communicatofor Windows softphonegSIP).

Avaya digital and analog telephones

= =4 4 4 4 5_-95_-95_9_42_-°_-2-°

Additionally, the reference configuration included remote worker functionality. A remote worker
is a SIP endpoint that residesthe untrusted network, registered to the Session Manager at the
enterprise via the Avaya SBCE. Remote workers offer the same functionality as any other
endpoint at the enterprise. This functionality was successfully tested during the compliance test,
using the following endpoints and protocols:

1 Avaya 96x1 SIP Deskphones (using TLS and SRTP).
1 Avaya Communicator for Windows (using TLS and SRTP).
1 Avaya oneX® Communicator SIPusing TLS and SRTP

For security reasons, TLS and SRTP are the recommendedgsoto be used by all remote
workers endpoints.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this docu@ensult ] in theReferences
section for additioal information on this topic.

The Avaya SBCE wa®cated at the edgd the enterprisdts public side was connectaalthe
LAN side of theChartermanagedCPEdevice while its private side wasonnectedo the
enterprise infrastructurdll signaling and mediatraffic entering or leaving the arprise flowed
through the Avaya BCE, protecing in this waythe enterprise against any SiBsed attacks.
TheAvaya SBCE also performeatetwork address translation at both the IP and SIP layers.

The transporprotocol betveen thepublic interface of thévaya SBCE anthe Chartermanaged
CPE devicavasUDP. The transport protocol between thevate interface of thAvaya SBCE
and the enterprise Session Manageosgthe enterprise IP network WiSP.
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For inbound calls, the calls floweddm the service provide¢o the Avaya SBCHEhento Session
Manager. Session Manager used the configured dial patterns (or regular expressions) and routing
policies to determinghe recipient (in this casgommunication Managgand on which link to

send the call. Once the call arrived at Communication Manager, further incoming call treatment,
such as incoming digit translation was performed.

Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such as automatic route selection and class of service restrictions. Once
Communication Manager selected the proper SIP trunk, the call was routed to Session Manager.
Session Manager once again used the configured dial patterns (ar egukssions) and

routing policies to determine the route e tAvaya SBCE for egress to tBeh a r heémork s

A separate SIP trunk was created between Communication Manager and Session Manager to
carry the service provider traffic. This was donehsd tiny trunk or codec settings required by
the service provider could be applied only to this trunk without affecting other enterprise SIP
traffic. This trunk carried both inbound and outbound traffic.

As part of the Avaya Aura® version 7.0 release, Camigation Manager incorporates the
ability to use the Avaya Aura® Media Sever (AAMS) as a media resource. The AAMS is a
softwarebased, high density media server that provides DSP resourcesbiasd® sessions.
Media resources from both the AAMS and é6GMedia Gateway were utilized during the
compliance test. The configuration of the AAMS is not discussed in this document. For more
information on the installation and administration of the AAM&ommunication Manager

refer to the AAMS documentation texlin the Referencessection.

Avaya Aura®Messaging was used during the compliance test to verify voice mail redirection
and navigation, as well as the deliveryMédssage Waiting Indicat§MWI) messages to the
enterprise telephones. Since the configaratasks for Messaging are not directly related to the
interopeability tests withthe CharterSpectrumBusinessSIP Trunkingservice they are not
included in these Application Notes.
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4. Equipment and Software Validated
The following equipment and softweawere used for the sample configuration provided:

Equipment/Software | ReleaseYersion
Avaya
Avaya Aura® Communication Managel 7.0.0.2.0
(00.0.441.622684)
Avaya Aura® Session Manager 7.0.0.1
(7.0.0.1.700102)
Avaya Aura® System Manager 7.0.0.1
Build No. 7.0.0.0.16266.0.9.7001011
Software Update Rev. No. 7.0.0.1.4212
Avaya Session Border Controller for 7.0.021-6602
Enterprise Patch:
sbc700p001-201510057.0.01.x86_64.rpm
Avaya Aura® Messaging 6.3.3 Service Pack 3
(MSG-03.0.141.6348_0304)
Avaya Aura@® Media Server 7.7.0.236
Avaya G450 Media Gateway 37.200
Avaya 96x0 Series IP Depkone Avaya oneX® Desk phone Edition
(H.323 Version S3.250A
Avaya 96x1 Series IP Deskpho(&iP) Avaya oneX® Deskphone SIP
Version 7.0.0.39
Avaya 96x1 Seriel® Deslphone Avaya oneX® Deskphone H.323
(H.323) Version 6.6029
Avaya oneX® Communicator (H.323, 6.2.10.03FP10
SIP)
Avaya Communicator for WindowSIP) 2.1.3.80
Avaya 2420 Series Digital Deskphone N/A
Avaya 6210 Analog Deghone N/A
Charter Spectrum Business
Broadworks Broadsoft Application AS Rel 17.sp4 1.197
Server
Acme Packet 4500 Series SBC SCX6.2.0 MR9 GA (Build 1014)
Adtran NetVanta 3430 Modular Access R10.3.0.V
Router

Notei TheAdtran NetVanta 3430 Modular Access Rowgkown on theable abovevas
installed at the enterprise site, angsiteferenced throughout this documenii@bartermanaged
CPE devicé.

The specific configuration above was used for the compliance testing. Note that this solution will
be compatible with other Aya Serves and Media Gateway platforms running similar versions
of Communication Manager and Session Manager.
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Notei The Avaya Aura® servers and the Avaya SBCE used in the reference configuration and
shown on th@revioustable were deployed on a virtuadid environment. These Avaya
components ran as virtual machines over VMware® (ESXi 5.5) platforms. Consult the
installation documentation on tieeferencessection for more information.

5. Configure Avaya Aura® Communication Manager

This section describes tipeocedure for configuring Communication Managework withthe
Charter Spectrum BusineS$P Trunking serviceA SIP trunk is established between
Communication Manager and Session Manager for use by signaling traffic to arttiédrom
service providerlt is assumethatthe general instiation of Communication Managehe

Avaya G450 Media Gatewand the Avaya Aura® Media Serveas been previously completed
and is not discussed here.

The Communication Manager configuration was performed using ther®ysicess Terminal

(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity in
presentationSome screens captures will show the use ottla@gecommand instead of the

add command, since the configuration used fer tissting was previously added.
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5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to verify that thiglaximum
Administered SIP Trunks value onPage 2is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows 400 licenses are available ad@2are in use. The

license file installed on the system controls the maximum sdhrehese attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative

OPTIOHAL FEATURES

IP PORT CAPACITIES USED
Haximum Administered H.323 Trunks: 1268688 18

Maximum Concurrently Registered IP Stations: 18884 1

Haximum Administered Remote Office Trunks: 120688 8

[Maximum Concurrently Registered Remote Office Stations: 1868088 8

Maximum Concurrently Registered IP eCons: 414 8

Max Concur Registered Unauthenticated H.323 Stations: 188 @

Maximum VUideo Capable Stations: 41888 1

Maximum Uideo Capable IP Softphones: 18888 7

|Haximum Administered SIP Trunks: 248680 1

Maximum Administered Ad-hoc Uideo Conferencing Ports: 248088 8

Haximum Humber of D31 Boards with Echo Cancellation: 522 a

(HOTE: You must 1uquF & luiin to effect the iermiSSinn chaniES.}
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5.2. System Features

Use thechange systenparameters featurescommand to set therunk -to-Trunk Transfer
field toall to allow incoming calls from the PSTN to be transferred to another PSdpoien. If
for security reasonscoming calls should not be allowed to transfer back to the PBEN

leave the field set tnone

es
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
Trunk-to-Trunk Transfer: all|
Automatic Callback with CalTed Party Queuing¥ n
Automatic Callback - Ho Answer Timeout Interval {rings): 3
call Park Timeout Interval {(minutes): 18
0ff-Premises Tone Detect Timeout Interval (seconds): 28
AAR/ARS Dial Tone Required? y

Music {or Silence) on Transferred Trunk Calls? all
DID/Tie/ISDH/SIP Intercept Treatment: attendant
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
Automatic Circuit Assurance {ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n
Auto Abbreviated/Delayed Transition Interval (rings): 2_
Protocol for Caller ID Analog Terminals: Bellcore

DiSilaH Eallini Humber for Room to Room Caller ID Calls? n

HG; Reviewed: Solution & Interoperability Test Lab Application Note 130f 81
SPOC 5/2/2016 ©2016 Avaya Inc. All Rights Reserved. CharterCMSMSBCY7



On Page 9verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable call$his text string is entered in tio fields highlighted below.

The compliance test used the valueedtrictedfor restricted calls andnavailable for

unavailable calls.

change system-parameters features Page 92 of 19
FEATURE-RELATED SYSTEH PARAMETERS

|CPH/AHIFICLID PARAMETERS
CPH/ANI/ICLID Replacement for Restricted Calls: restricted
CPH/ANI/ICLID Replacement for Unavailable Calls: unavailable

[DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on %6xx H.323 terminals? n
INTERHATIONAL CALL ROUTIHG PARAMETERS
Local Country Code: _
International fAccess Code:

SCCAH PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

|CALLER ID OH CALL WAITIMG PARAMETERS
Caller ID on Call Waiting Delay Timer {msec): 288
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5.3. IP Node Names

Use thechange nodenames ipcommand to verify that node nhames have been previously
defined for the IP addresses of Communication Man@gecr) and the Session Manager
security modulgLab-HG-SM). These node names will be needed for defining the service
provider signaling group iBection 5.6

change node-names if
IPF HODE HAHWES
Hame IP Address

ASBCE A1 172 16.5.71

ab-HG-SH 172 16.5.32]

HA-CH 192 .168.18.12

default a.8.8.8

media server 192 .168.108.46

msgserver 172.16.5.12

orocr 172.16.5.201|

procrb HH

(8 of 8 administered node-names were displayed )
Use 'list node-names® command to see all the administered node-names
Use 'change node-names ip %xx" to change a node-name "XxXx"' or add a node—-name
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5.4. Codecs

Use thechange ipcodecsetcommand to define a list of codecs to use for calls between the
enterprise and the sereiprovider. For theompliance test, ygodeeset2 wasused for this
purpose.Charteronly usedcodecG.71IMU on the SIP trunkEnterthe caresponding codein
the Audio Codeccolumn of the tableDefault values can be used for all other fields.

IPF CODEC SET
Codec Set: 2

Audio Silence Frames Packet

Codec Suppression Per Pkt Size({ms)
1:[G.711HU n 2 | 28
2:
3:
L:
L:
6:
¥:

On Page 2 set thd~ax Mode to off. Charterdoes not support T.38x.

change ip-codec-set 2 Page 2 of 2
IP CODEC SET

Allow Direct-IP Multimedia? n

Packet
Hode Redundancy Size{ms)
FAX [off | a
Hodem off a
TDDSTTY us 3
H.323 Clear-channel n a
SIP 64K Data n a 28
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5.5. IP Network Regions

Create a separate IP network region for the service provider trunk group. This allows for separate
codec or quality of service settings to be used (if necessarmgalfstbetween the enterprise and

the service provider versus calls within the enterprise or elsewhere. For the compliatee test,
Network Region 2vas chosefior the service provider trunkJse thechange ipnetwork-region

2 command to configure region @ith the following parameters:

1 Set theAuthoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain hameasayalab.comas assigned to the shared test environment
in the Avaya test lab. This domainnameappeai n t he AFr omo header of
originating from this IP region.

1 Enter a descriptive name in thamefield.

1 Leavebothintra -region andinter -region IP-1P Direct Audio setto yes the default setting.
This will enablelP-IP Direct Audio (shuffling), to allow audio traffic to be sent directly
between IP endpoints without using media resources in the Avaya Media Gatavay
Media ServerShuffling can be further restricted at the trunk level on the Signaling Group
formif needed

i SettheCodec Seffield to the IP codec set definedS®ction 5.4
1 Default values mape used for all other fields.

change ip-network-reqgion 2

IP HETWORK REGIOH

Region: 2
Location: 1 fiuthoritative Domain: avaya.lab.com|
Hame: SP_Region Stub Hetwork Reqion: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set:[] Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2848 IF Audio Hairpinning? n

UDPF Port HMax: 3349

|DIFFSERU/TOS PARAMETERS

Call Control PHB Ualue: 46
Audio PHB Value: 46
Uideo PHB Value: 26

|g62 _1P/0 PARAMETERS

Call Control 882.1p Priority: 6
Audio 882.1p Priority: 6
Uideo 882 .1p Priority: 5 AUDID RESOURCE RESERUATIOH PARAMETERS

|[H-323 IP EHDPOIHNTS RSUP Enabled? n

H.323 Link Bounce Recovery? y

Idle Traffic Interval (sec): 28

Keep-fAlive Interval (sec): 5

HEEE—HliUE Count: 5 _

1= = =]
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OnPage 4 define the IP codec set to be used for traffic between r@god region 1 (the rest

of the enterprise). Enter the desired IP codetngbie codec setolumn of the row with
destination regiondst rgn) 1. Default values may be used for alher fields.The following
exampleshows the settings used for t@mpliance tesit indicates that codec s2will be used

for calls between regn 2 (the service provider region) and region 1 (the rest of the enterprise).

Source Region: 2 Inter Hetwork Region Connection Management

dst codec direct WAH-BW-1limits Uideo Intervening Dyn
rgn set  WAH Units Total Horm Prio Shr Regions CAC
u Holimit

[=--N-- T
o
=l F oD
-

I m o=

L=T =R I = R o Iy =L L

18

12
13
14
15

5.6. Signaling Group

Use theadd signalinggroup command to create a signaling group betw€emmunication
Manager andession Manager for use by the service provider trunk. sigmgling group is

used for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, signaling groupaas used and was configured usihg parameters

highlighted below, shown on the screen on the next page:

1 Set theGroup Type field to sip.

1 SetthedMS Enabled field ton. This specifies the Communication Manager will serve as
an Evolution Server for the Session Manager.

1 Set theTransport Method to thetransporiprotocol to be used between Caomnication
Manage and SessioanagerFor the compliance testpwas used.

1 Set thePeer Detection Enabledield toy. ThePeerServer field will initially be set to
Othersand cannot be changed via administration. LaterPdexServer field will
automatically change® SM once Communication Manager detects its peer is a Session
Manager
Note: Oncethe PeerServerfield is updatedo SM, the system changes the default values of

the following fields, setting them atisplayi only:
T Prepend 6+06 t o Oug/DiecertimionGertédlPublicg/ Al er t i n
Numbers? is changed tg.
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T Remove 6+6 from I ncoming Called/ Callingl/
Numbers?is changed to.
1 Set theNear-end Node Nameo procr. This node name maps to the IP address of the
Communication Managesalefined infSection 5.3
1 Set theFar-end Node Nameéo Lab-HG-SM. This node nae maps to the IP address of
Session Manageas defined irsection 5.3

SIGHALIHG GROUP

Group Humber: 2 Group Type: sip
|INS Enabled? n| Transport Method: tcp|
J-31IF¢ n
IP Video? n Enforce SIPS URI for SRTP? 4

|Peer Detection Enabled? y| Peer Server: SH
Frepend "+' o Oufgoing Calling/Alerting/Diverting/Connected Public Humbers? y
Remove °+' from Incoming Called/Calling/Alerting/Diverting/Connected Mumbers? n
Alert Incoming SIP Crisis Calls? n

Hear-end Hode Hame: procr Far-end Hode Hame: Lab-HG-3H
Hear-end Listen Port: 56878 Far-end Listen Port: 56878
Far-end Hetwork Region: 2

|Far—end Domain: auaua.lah.cum!

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Hoise? n
[DTHF over IP: rtp-payload| [birect IP-IP fiudio Connections? yf

Session Establishment Timer{min}: 3___ IP Audio Hairpinning? n
Enable Layer 2 Test? n Initial IP-IP Direct HMedia? n

[i]

|H.323 Station ﬂutiuini Direct Media? n Alternate Route Timer(sec):

1 SettheNear-end Listen PortandFar-end Listen Portto a valid unused port instead of the
defaultwell-known port value. (Fof CP, the weltknown port value is 5. This is
necessary so the SM can distinguish this trunk from the trunk used for other enterprise SIP
traffic. For the compliance test both tNear-end Listen PortandFar-end Listen Port
were set t®070.

1 Set theFar-end Network Regionto the IP network region defined for the service provider

in Section 5.5

Set theFar-end Domainto the domain of the enterprise.

Set theDTMF over IP field tortp-payload This value enables Communicatigianager to

send DTMF transmissions using RFC 2833.

1 SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the SIP
trunk allowing Communication Manager to redirect media taffiectly between the
Avaya SBCEand the enterprisendpoint. If this value is set tg then the Avaya Media
Gatewayor Media Servewill remain in the media path of all calls between the SIP trunk
and the endpoint. Depending on the number of media resources available in the Avaya
Media Gatewaynd Media 8rver, these resources may be depleted during high call volume
preventing additional calls from completing

1 Default values may be used for all other fields.

= =4
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5.7. Trunk Group

Use theadd trunk -group command to create a trunk group for the signaling group craate
Section 5.6 For the compliance test, trugkoup 2was configured using the parameters

hi

T
T
T

|G

ghlighted below.

Set theGroup Type field to sip.

Enter a descriptive name for tli@oup Name.

Enter an available trunk access code (TAC) that is consistdnthei existing dial plan in

the TAC field.

Set theService Typefield to public-ntwrk.

Set theSignaling Group to the signaling group shown in the previsestion

Set theNumber of Membersfield to the number of trunk members in the SIP trunk group.
This value determines how many simultaneous SIP calls can be supported by this trunk.
Default values were used for all other fields.

TRUHK GROUP

E

roup Humber: 2 [Group Type: sip] CDR Reports:
Group Hame: Seruice Provider) COR: 1__ TH: 1
Direction: two-way ODutgoing Display? n
Dial Access? n Hight Service:
ueue Length: @
ervice Type: public—nturk]| Auth Code? n
Member Assignment HMethod: auto
Signaling Group: 2|
Humber of Hembers: 18
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OnPage 2 verify that thePreferred Minimum Session Refresh Intervalis set to a value
acceptable to the saece provider. This value defines the interval thatN¥ITEs must be sent
to keep the active ss®n alive. The default value 600secondsvas used

change trunk-group 2

Page 2 of 21
Group Type: sip

TRUHK PARAMETERS

Unicode Hame: auto

Redirect On OPTIM Failure: 58688

SCCAN? n Digital Loss Group: 18

|PrEFerrEd Minimum Session Refresh Interval{sec): 6ﬂﬂ|

Disconnect Supervision - In? y Out? y

XO0IP Treatment: auto Delay Call Setup When Accessed Uia IGAR? n

Caller ID for Service Link Call to H.323 1xC: station-extension
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OnPage 3 set theNumbering Format field to private. This field specifies the format of the

cdling party number (CPN) sent to thefand. Whermpublic format is used, Communication
Manager automatically inserts a fA+0 sign, pr e
AAsserted | dentTokegpuniformitywith the ferenat eddwCharter the

Numbering Format was set tgrivateand theNumbering Format in the route pattern was set

to unk-unk (seeSection 5.1(. Set theReplace Restricted NumberandReplace Unavailable
Numbersfields toy. This will allow the CPN displayed dacal endpoints to be replaced with

the value set iBection 5.2 if the inbound calhasenabled CPN block.

change trunk-group 2 Page 3 of 21
TRUHK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Humbering Format: priuate|

UUI Treatment: service-provider

Replace Restricted Humbers? y
Replace Unavailable Humbers? y

Hold/Unhold Hotifications? y
Modify Tandem Calling Humber: no

Show AHSWERED BY on Display? y
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OnPage 4 set theNetwork Call Redirection field to n. With this setting, Communication
Manager willnotuse the REFER mettowhich isnotsupported byCharter for the redirection
of PSTN calls that are transferred back to the SIP trunkh&88end DiversionHeader field to
y andSupport Request Historyto n. Set theTelephone Event Payload Typeo 101, the value
preferredby Charter Setldentity for Calling Party Display to P-Assertedidentity. Default
values were used for all other fields.

FROTOCOL VARIATIOHS

Mark Users as Phone?

+' to Calling/Alerting/Diverting/Connected Humber?
Send Transferring Party Information?

[Hetwork Call Redirection?

|FPrepend

== ==

Send Diversion Header?
Support Request History?
Telephone Event Payload Type:

- |3 4=
jurd

Convert 188 to 183 for Early Hedia? y

Always Use re-INUVITE for Display Updates? n
[Identity for Calling Party Display: P-Asserted—Identity|

Block Sending Calling Party Location in IMUITE? n

Accept Redirect to Blank User Destination? n

Enable Q-SIP? n

Interworking of ISDH Clearing with In-Band Tones: keep-channel-active

HEiUESt URI Contents: mai—haue—extra—diiitS
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5.8. Calling Party Information

The calling party number iasds @mtAlion helael e kP
numberng was selected to define the format of this numBectjon 5.7, use thechange
private-numbering command to create an entry for each extension which has a DID assigned.
DID numbers are provided by the SIP service provider. Each DID number is assigimed in

table to one enterprise internal extension or Vector Directory Numbers (VIDNIsg example

below, threeDID numberswvereassignedy the service providdor testing.These DIDnumbers

were used athe outbound calling party information on thevées provider trunk when tla

were originated fronthe mappe@xtensions.

HUMBERIMG - PRIUATE FORMAT

Ext Ext Trk Private Total

Len Code Grpi{s) Prefix Len

L 3 ] Total Administered: ©

4 & ] Maximum Entries: 548
4 3842 2 3031231273 18

4 304y 2 3831231275 18

4  38u7 2 3031231274 18
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5.9. Inbound Routing

Il n general, the Aincoming call handling treat
manipulate the digits received for an incoming call if necessanceSession Manager is

present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handling table may not be

necessary. If the DID number sent@®Rarteris left unchanged by Session Manager, then the

DID number can be mapped to an extension using the incoming call handling treatment of the
receiving trunk group. Use tlohange inecall-handling-trmt command to create an entry for

each DID.

INCOMING CALL HAHDLING TREATHEHT

Service/ Humber Humber Del Insert
Feature Len Digits

public-ntwrk 18 3631231273 18 3842
public-ntwrk 18 3831231274 18 3847
public-ntwrk 18 3831231275 18 3844

public-ntwrk
public-ntwrk
public-ntuwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntuwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk

iuhlic—ntwrk .
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route

outbound calls via the SIP trunk to the service provider. In the sample configuration, the single

digit 9 is used as the ARS access code. Enterprise callersavilldi9 t o reach an Aol
This common configuration is illustrated below with little elaboration. Usehbhage dialplan
analysiscommand to define a dialed string beginning @ithf lengthl, as a feature access code

(fac).

change dialplan analysis Page 1 of 12
DIAL PLAH AHALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Ccall Dialed Total Ccall
String Length Type String Length Type String Length Type

13 udp
dac
ext
ext
udp
ext
dac
ext
fac S S
fac]
dac
dac

A e e A S e e Y

T PRPEEREEEEE
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Use thechange featureaccesscodescommand to configur@ as theAuto Route Selection

(ARS) T Access Code 1

change feature-access-codes

Abbreviated Dialing List1
Abbreviated Dialing List2
Abbreviated Dialing List3
|abbreviated Dial - Prgm Group List
Announcement

Answer Back

Attendant

Auto Alternate Routing (AAR)

Access
Access
Access
Access
Access
Access
Access
ACCPSS

Code :

Code :
Code :
Code :
Code :
Code:
Code :
Code

Hh
~

Auto Route Selection (ARS

Call Forwarding Enhanced Status:
Call Park

Call Pickup

|cAS Remote Hold/Answer Hold-Unhold
CDR Account Code
Change COR
Change Coverage

Access
Access
Access
Access
Access
Access

All:
Act:
Code :
Code :
Code :
Code :
Code :
Code :

Conditional Call Extend Activation:

Open Code:

- Access Code 1:- 9
Automatic Callback Activation:
Icall Forwarding Activation Busy/DhA:

*
=
=

Page

FEATURE ACCESS CODE (FAC})

Access Code 2:
Deactivation:
Deactivation:
Deactivation:

Deactivation:

1 of 18

Contact Closure i Close Code:
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Use thechange ars analysi€ommand to configure the routing of dialed digits following the
first digit 9. The example below shows a sub$é¢he dialed strings tested as part of the
compliance test. Seection 2.1for the complete list of call types tested. All dialed strings are
mapped to route pattern\@hich contains the SIP trirgroup to the servicprovider.

change ars analysis 17 Page 1 of 2
ARS DIGIT AMALYSIS TABLE
Location: all Percent Full: @
Dialed Total Route Call Hode AHI
String Min Hax Pattern Type Hum Reqd
178 11 11 deny fnpa - n
1788 11 11 deny fnpa - n
171 11 11 deny fnpa n
172 11 11 2 fnpa o
173 11 11 deny fnpa - n
174 11 11 deny fnpa - n
175 11 11 deny fnpa - n
176 11 11 deny fnpa - n
177 11 11 deny fnpa - n
178 11 11 deny Fnpa n
[1786 11 11 2 fopa ___  nj
179 11 11 deny fnpa ____ N
188 11 11 deny fnpa . n
I 11 11 2 fnpa nj
1888555 i1 11 deny fnpa _ n
| I
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use thehange routepattern command to configure the parameters for the
service provider trunk route pattern in the following manner. kKaenple below shows the

values used for route pattern 2tire compliance test.

1 Pattern Name Enter a descriptive name.
1 Grp No: Enter the outbound trunk group for the SIP service provider.

1 FRL: Set the Facility Restriction LeveFRL ) field to a level hat allows access to this trunk
for all users that require it. The value@ the least restrictive level.

1 Pfx Mrk : Set tol to ensure 1 + 10 digits are sent to the service provider for long distance
numbers in the North American Numbering Plan (NANP).

1 Numbering Format: Set tounk-unk. All calls using this route pattern will use the private
numbering table. See setting of thkembering Format in the trunk group form isection
5.7

change route-pattern 2 Fage 1
Pattern Humber: 2 Pattern Hame: 5erv. Provider
SCCAN? n Secure SIP? n Used for SIP stations? n
Grp FRL HPA Pfx Hop Toll Ho. Inserted DCS/ IKC
Ho Mrk Lmt List Del Digits nsIG
Dgts Intw
1:]2 a 4| _ _ n user
2: . _ _ n user
3: o _ _ n user
Lh: - _ _ n user
L: o _ _ n user
6: o _ _ n user
BCC UALUE TSC CA-TSC ITC BCIE ServicefFeature PARH Sub Humbering LAR
81 2H40U Request Dgts Format
1:yyyyyuyn n rest _ none
2:yyyyyn n rest _ none
d:yyyyyn n rest _ nane
b yyyyyn n rest _ none
5:yuyyyn n rest _ none
| 6: H i H H H n n rest _ nonge

Note - Enter thesave translationcommandnot shown}o save althechanges made to the
Comnunication Manager configuration in the previous sections.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

T
)l
)l
T
)l

1
1

SIP domain
Logical/physical Locatiosithatcan be occupied by SIP Entities.
Adaptation module to perform header manipulations.

SIP Entities corresponding to Communication Manager, Session Manager and the Avaya
SBCE

Entity Links, which define the SIP trunk paneters used by Session Manager when routing
calls to/from SIP Entities

Routing Policies, which control call routing between the SIP Entities
Dial Patterns, which govern to which SIP Entity a call is routed

The following sections assume thie intial configuration of Session Manager and System
Manager haslready beemsompletedand that network connectivity exists between System
Manager and Session Manager.
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6.1. System Manager Login and Navigation

Session Manager configuration is accomplished bgssing the browsdyased GUI of System
Manager, using @addr BRE >fh ISMGpasd,d rieksesp>ed fi<si pt he
of System Manager. Log in with the appropriate credentials and clickg@@®n (not shown).

The screen shown below is theisglayed; click orRouting underElements

(uvsers [ cemens S O sorvices

Administrators Communication Manages Backup and Restore
Directory Synchronization Communication Serves 1000 Dutk Import and Export
Groups & Roles Conferuncing Configurations
User Management Engaguemant Devalopmant Platfarm Events
User Provisioning Rale IP Office Goagraphic Redundancy
Mudia Server Inventory
Meating Exchange Licenses
Messaging Replication
Prussnce Reports
Scheduler
Session Manages Security
Work Asslgnmant Shutdown

Solution Deplayment Manager

Templates

The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items discussed in this section will be located
under theRouting link shown below.

Home Routing *

¥ Routing « Meme [/ Bements [ Routing °
Helg »

Introduction to Network Routing Policy

Network Routing Policy consists of saveral routing spplications ike "Domains®, "Locations”, "SIP Entities”, etc

The recommendad ordar to use the routing appications (that means the overall routing workflow) to configure your natwork
configuration s as follows:

Step 1. Create "Domains” of type SIP (other routing apphications are referring domains of type SI1P)
Step 2: Create "Locations”

Step 3: Create "Adaptations”

Step 4: Create "SIP Entities”

- SIP Entities that are used as "Outbound Proxies” e.g, a certain "Gateway® or "SIP Trunk”
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6.2. SIP Domain

Create a entry for each SIP domaiar which Session Manager will need to be aware in order to
route calls. For the compliance test, thissthe enterprise domaiayaya.labcom Navigate to
Routing A Domainsin theleft-hand navigation pane and click tRew button in the right pane
(not shown). In the new right pane that appears (shown below), fill in the following:

 Name: Enter the domain name.
1 Type: Selectsip from the pulldown menu.

1 Notes: Add a brief desription (optional).
1 Click Commit to save

The screen below shows the entry for the enterprise domain

H nout L4
« Meme / / u/ (4]
Help ?
Domain Management
Litem O Fior; Enable
Name Type Notes
i' Mvays lab com _J Enterprise Qomar ‘

6.3. Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purpases of bandwidth managemecd)l admission contrahnd locatiorbased routingTo add a
location, navigate t®outing A Locationsin the lefthand navigation pane and click tRhew

button in the right pane (not shown). In tBeneral section, enter the following values.

1 Name: Enter a @scriptive name for the location.

1 Notes: Add a brief description (optional).
1 Click Commit to save
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The following screen shows the locationallstfor the location nameadG Session Manager
Later, this location will be assigned to the SIP Entity comedmg to Session Manag&efault
values were used for all parameters.

Hame anuungr n
« Mome { B / / Lecath [+}
Help 7
Location Details commitlfCancel
Gonaral
* Name: HG Session Manager ’
Notes:
Dial Plan Transparency In Survivable Mode
Enobled: [
Listed Diractory Number:
Associated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units:  Kbit/sec v,
Total Bandwidth:
Multimedia Bandwidth:
Audlo Calls Can Take Multimedia ~
Bandwidth:
Per-Call Bandwidth Parameters
Maxi Multimedia Bandwidth (Intra- :
Location): 1000 Kbit/Sec
Maxi Multimedia Bandwidth {Inter- .
Location): 1000 Kbit/Sec
Multimedia Bandwidt} 64 Kbit/Sec
* Default Audio Bandwidth: 80 Koit/sec v
Alarm Threshold
Overall Alarm Threshold: 0 v
dia Alarm Threshold: £0 v| o
* Latency before Overall Alarm Trigger: 5 Minutes
®1 y before Mul dia Alarm
Trigger: 3| Minutes
Location Pattern
Add. |Remowve
0 ltems Fiter: Ennble
1P Address Pattern Notes
ICon‘mllnCan:cll
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The following screen shows the locationadlstfor the location namadG Communication
Manager. Later, thidocation will be assigned to the SIP Entity corresponding to
Communicéion Manager. Other location parameters (not shown) retained the default values.

Mamm | Routing ™

« Mame /{ 0/ & [+]
— ,__h: Help 2
TGN L 2 H Ct it Cancel
RS Location Details ance
Genoral

|' Name: HG Communication Manager

Notes:

Dial Plan Transparency in Survivable Mode
Enabled: |

Listed Directory Number:

Associated CM SIP Entity:

The following screen shows the locaticetails for the location namédG ASBCE Later, this

location will be assigned to the SIP Entity corresponding to the Avaya SBiG&r. [Ocation
parameters (not shown) retained the default values.

Home | Routing *

« Meme / / 0 / hocath ]
Helg »
Location Details Commit)[Cancel]
General
* Name: HG ASBCE |
Notes:

Dial Plan Transparency In Survivable Mode

Enabled:

Listed Directory Number:

Associated CM SIP Entity:
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6.4. Adaptations

In order to improve interoperability with third party elements, Session Manager 7.0 incorporates
the ability to use Adaptation modules to remove specific headers thatenereiaya
proprietary or deemed excessive/unnecessary foAvaga elements.

For the comphnce test, an Adaptation nanteéifl_Outbound_Header Removalas created to

block the following headers from outbound messages, before they were forwarded to the Avay
SBCE: AV-GlobalSessionAD, AV -CorrelationID, Alert-Info, EndpointView, P-AV -Message

ID, P-ChargingVector and FLocation. These headers contain private information from the
enterprise, which should not be propagated outside of the enterprise baindagiealso add
unnecessary size to outbound messages, while they have no significance to the service provider.

Navigate toRouting A Adaptations in the lefthand navigation pane and click tRew button
in the right pane (not shown). In the new right@ahat appears (shown below), fill in the
following:

1 Adaptation Name: Enter an appropriate name.
1 Module Name Select theDigitConversionAdapteoption.
1 Module Parameter Type SelectNameValue Parameter

Click Add to add the name and value aaueters.

1 Name EntereRHdrs This parameter will remove the specified headers from
messages in the egress direction.
1 Value: Enterii A | -imfo, tP-Charging-Vector, AVGlobalSessionlID,

AV-Correlation-1D, P-AV-Messageld, P-Location, EndpointVi e w0
9 Click Commit to save

The screen below shows the adaptation created for the compliance test. This adaptation will later
be applied to the SIP Entity corresponding to the Avaya SB@Bther fields were left atheir
default values.

uuuuuuuu

+« Home / B / o (A o

Adaptation Details

General

* Adnptation Name: CM Outbound Header Removal |

* Modude Name: DigaCorrversionAdapter v

Module Pacameter Typa: Name-Valus Pacametes v|

“alert-Tnfo, P-Chargng-ectar, AV-Global-Session A
-ID, A¥-Correlation-10, P-4V-Massage-id, P- W
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6.5. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes Communication Manager and the Avaya SBCE. Navigatuting A

SIP Entitiesin the left navigation pane and click on tew button in the righpane (not

shown). In theGeneral section, enter the following values. Use default values for all remaining

fields:

I Name:

Enter a descriptive name.

1 FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for

T Type:

1 Adaptation:

i Location:

Time Zone:
Click Commit to save

E

SIP signaling.
SelectSession Managefor Session ManageEM for

Communication Manager ar®lP Trunk (or Other) for the Avaya
SBCE

This field is only present ifype is not set td&Session Manager
If Adaptations were tbe created, here is where theguld be
applied tothe entity.

Select the location that appliesthe SIP Entity being created,
defined inSection 6.3

Select theitme zone for the location above.
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The following screen shows the addition of @& Session Manage§&IP Entityfor Session
Manager The IP address of the SessManager Security Module entered in th&QDN or IP
Addressfield.

« Home / Blessents / Routing / SIP Entities )
eip »
SIP Entity Details
Genoral

* Name: HG Sessan Manager
* FQDN or IP Address; 172.16.5.32
Type: v"

Notes: Sacurity Module

{
P.»ration: HG Session Manager ~

Outbound Proxy: vl
[Time Zone: amedicamien vork  [v]]

Credential name:

SIP Link Monitoring
SIP Link Monltoring! Use Session Manager Configuration :]
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The following screen shows the addition of & CM Trunk 2 SIP Entity for Communication
Manager. In order for Session Manager to send SIP service provider traffic on a separate entity
link to Communication Manager, the creation of a separate Sty fmtCommunication

Manager is required. This SIP Entity should be diffeteahthe one created during the Session
Manageiinstallation used by all other enterprise SIP traffic. TR@DN or IP Addressfield is

set to the IpP oandedacearsComnauhicatiomManagers seen isection 5.3

+ Home / Blements / Routing / SIP Entities o

SIP Entity Details

Genaral
’7 . Mn— HG'n:rrk 1“."!'; 27
* FQON or IP Address: 172.16.5.201
Type:

Notes: Far Service Provider Calls

Adapration: v!
Location: |HG Communication Manager ¥
Time Zone: Amesica/New York v
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The following screen shows the addition of H® ASBCE SIP Entity for the Avaya SBCEThe
FQDN or IP Addressfield is set to the IP address of the SBC private network interface (see
Figure 1). On theAdaptation field, the adaptation moduf@M_Outbound_Header_Removal
previously defined irfBection 6.4was selected.

« Home / Blessents / Routing [/ SIP Entities o

SIP Entity Details

Geneoral

* Nome: HG ASBCE
* FQDN or IP Address: 172.16.5.71

Type: ~]

Notes: HG ASSCE

Adaptation: (M Outbound Heacder Removal v

Locations MG ASACE v

Time Zone: America’New York

|<
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6.6. Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links wee created; one to the Communication Manager for use only by service
provider traffic and one to the Avaya SBCE. To add an Entity Link, navigiteutng A

Entity Links in the left navigation pane and click on tdew button in the right pane (not

shown) Fill in the following fields in the new row that is displayed:

T

T
)l
1

= =

1
1

Name: Enter a descriptive name.

SIP Entity 1: Select the Session Manager from the edogyn menu.

Protocol: Select the transport protocol used for this link.

Port: Port number on which Session Manager will receive SIP requests
from the farend.

SIP Entity 2: Select the name of the other system from the-dayen menu.

Port: Port number on which the other system receives SIP requests from

Session Manager.

Connection Policy: SelectTrusted to allowcalls from the associated SIP Entity.
Click Commit to save.

The screen below shows tkatity Link to Communication Managefhe protocol and ports
defined here must match the values usetherCommunication Manager signaling group form

in Section 5.6
o Home [ Viesents [ Resting / Ennity Links [+]

Entity Links

L Bem Fitar: "
Nae P ity 1 Prtocel  Pae NP Entity 3 a.::‘-’mo et c.-:-n """ l:

Wrrape < vl Q0 a vl
< >
Semct
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The Entity Link to the Avaya SBCE is show beloWCP and port5060were used.

o Nome [ Dlesionts J Rsating /£ £anny Lises

Entity Links

"
p e ERIG b
Name 1P Entity 1 Protocst | Part SIP Gntity 2 0-‘::(:!" Part (?v“:'v'“" 4
3 |10 sessun oage] *ILHG Semcn Marme o] -Swe | ~Kwessoc S] xst Lo
< >
Salect 1A, Nene
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6.7. Routing Policies

Routing policies describe the conditions under which calls will be routee t8IEhEntities
specified inSection 65. Two routing policiesvereadded: an incoming policy with
Communication Managexs the destination, and an outbound polictheoAvaya SBCE. To add
a routing policy, navigate tBBouting A Routing Policiesin the let navigation pane and click
on theNew button in the right pane (not shown). The following screen is displayed. In the
General section, entea descriptiveNameand ad a brief descriptionnderNotes(optional).

In theSIP Entity as Destinationsection click Select The SIP Entity List page opens (not
shown). Choosthe appropriate SIP entity to which this routing policy applies and Skd&ct
The selected SIP Entity displays on Beuting Policy Detailspage as shown below. Use
default values foremaining fields. ClickCommit to save.

The following screens show the Routing Policies for Communication Manager and the Avaya
SBCE

Lo
o Home [ Fhesonts [ Mting / Reuting Pidces [+]
elp ¥

Routing Policy Details

I * Namoe: To MG CM Trurk 2 |

Disadled
* Retriesc O

i Notes: Inbound calls to HG CM Trunk 2

Namne FQOM ar B Addrane Type Notes

l'v.. OM Trurk 2 172365300 o For Sorvice Provider Cale

o HOme § lesests / Rasting 7 Reating Poscos 1]

Routing Policy Details

* Name: To HG ASBCE I
Disadded: ]

* Retries: 0

|
| Notms: For cutbound cals to Service Pro

Numw FQOW or IF Address Tyse Notes

G ASHCE 17244579 Cttoey G ASHCE
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6.8. Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
test, dial patterns were needed to route calls from Communication Maodgeiservice

providerand vice versa. Dial Patterns define which route policy will be seléotea particular

call based on the dialed digits, destination domain and originating location. To add a dial pattern,
navigate tdRouting A Dial Patternsin the left navigation pane and click on thew button in

the right pane (not shown). Fill in thellbwing, as shown in the screens below:

In theGeneral section, enter the following values:

1 Pattern: Enter a dial string that will be matched against the Reduie$bf the call.
T Min: Enter a minimum length used in the match criteria.

1 Max: Enter a maximum length used in the match criteria.

9 SIP Domain: Enter the destination daam used in the match criteria, or sel@&LL 0

to route incoming calls tall SIP domains.
1 Notes: Add a brief descriptin (optional).
1 Click Commit to save.

In theOriginating Locations and Routing Policiessection, clickAdd. From theOriginating
Locations and Routing Policy Listthat appears (not shown), select the appropriate originating
location for use in the matchiteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Gedkct(not shown).

The following screen illustrates an example dial pattern used to verify inbound PSTN calls to the
erterprise. In the example, calls to 10 digit numbers starting3G#hthe area codassigned to

the DID numbes providedby Chartey arriving from locatiortHG ASBCE, usedroute policyTo

HG CM trunk 2 to Communication Manager.

o Home £ Dhesionts J Mting £ Digl Pantesns [+

Dial Pattern Details Cammt

* Pattern: 503
* Mie= (10

* Mx 10

Envergency Calt:
Emecgency Priarity:

Emurgency Type:

SIP Domaln: | wvwys laz.com v

Notes:

Orgimatog Locetion Routing Pobicy ok Routing Putcy  Reoutey Policy
Notes Tame Oisatind | Destinstion
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Repeat this procedure aseded to define additional dial patterns for other range of mambe
assigned by the service providerthe enterprise, to be routed to Communication Manager.

The example in this screen shows the digit dialed numbers for outbound cabieginning wih
1, arriving from theHG Communication Managetocation will use route policyTo HG
ASBCE, which sends the call out to the PSTN via A4&8BCE and the service providaiP
Trunk.The SIP Domain was setté\LL - since dial pattern 1 is shared among rpigtiSIP
Domains in the Avaya lab, SIP Domawaya.lab.contould have been used instead.

o Nome [ Desonts J Mting / Digl Panterns

Dial Pattern Details Comme,

—
* Pattarn: 1 |

* Min: 11

Emurgency Call: |
Emergency Priomty:

Emmrguncy Type:

SIP Domain: -ALL-

Notes:

Originating Locations and Routing Policies

LE] Ramove

S tame

Ongimatng Locetios | Resteg Poscy -
Notes "

O i b o
ipmating Lo  Waine =

Duabiled

Routng Policy Routin
Destiratun

g Pobicy

it Tnacis

Nasiting Pelity Motes

10 M3 ASECE

Ao For oAbnwnd co¥s t Sarercn
PO Prowider I

Repeat this procedure as needed, to define additional dial patterns for PSTN numbers to be

routedtothes er vi c e nptwookwia theeAvayssSBCE
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the initial
installation of the Avaya SBCE, the assignment of the management interface IP Address and
license installation havdraady been completed; hence these tasks are not covered in these
Application Notes. For more information on the installation and initial provisioning of the Avaya
SBCE consult the Avaya SBCE documentation inAtiditional Referencessection.

7.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URIhttps://<ip-address> where<ip-address>is the management IP address
configured at installation. Log in using the appropriate credentials.

AVAYA =

Session Border Controller
for Enterprise

Onee logged in, the Dashboard screen is presented. The left navigation pane contains the
different available menu items used for the configuration of the Avaya SBCE. Verify that the
status of thé.icense Statdfield is OK, indicating that a valid license isgsent. Contact an
authorized Avaya sales representative if a license is needed.

Alarms Incdents Status v Logs ¥  Dagnostics  Users Seflings v  Help v Log Out

Session Border Controller for Enterprise AVAYA

(Dashboard| Dashboard

~
trabon
s o
Backup/Restora
° Eystam Time S2Z11S3 AN CST F EMS
System Management
-3 1002 2 L
Giobal Parameters Version 7.00:21-9802 Avsya SBCEL
Global Profiles Euild Date Sun Aug 9 21:08:40 EDT 2015

PPM Services Liceras State & oK
i Dnlid
Domain Polices Aggregate Licsnsing Overages 0

TLS Management
- A O Peak Uzensing Overage Coumt 0
Davice Spocific Sattings

Last Logged n at DUONZ0NE 231805 C5T

Faled Login Allempls 0
None found Avaya SBCE No Subscrber Flow Matched
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7.2. System Management

To view current system information, sel&ststem Managemenbn the left navigation paned
list of installed devices is shown in tBevicestab on heright pane. In the reference
configuration, a single device nama&dayaSBCEis shown. The management IP address that
was configured during installatios blurred out for security reasonise current software
version is shownThe management IP addsaseeds to be on a subngb@ate from the ones
used in allother interfaces of the Avaya SBCE, segmented from all VolP traffic. \iiatghe
Status is Commissionedindicating that the initial installation process of the device has been
previously completed, as shown on the screen below.

Alarms Incdems Status v Logs ~ Disgnostics Users Setlings v Help v Log Out
Session Border Controller for Enterprise AVAYA
Dashboard System Management

Admmnistration
Backup/Restore

gﬁ"‘m Devices | Updates | ( SSL VPN | | Licensing |

Global Parameters
Global Profies
PPM Servicas Avaya SBCE

Device Nams _':'" 0 Veesion Slats

70021 —
Co 2 h savt A
o602 Commssioned 5 ] E

Damain Palices
TLS Management

Device Specific Settngs
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To view the network configuratioassigned to the Avaya SBCE, cligkew onthescreernin the
previous pageTlhe System Information window is displayedcontaining the current device
configuraton andnetwork settings.

System Information: Avaya SBCE X

~ General Configuration . ~ Device Configuration ~ License Allocation
Applance Name Avaya SBCE HA Mode No Standard Sessions 2000
aquested: 2000
Box T SIP Two 8 Mode N
bt | i e 2 Advancad Sessions 2000
ogimested 2000
Deployment Mode Proxy : s
Scopla Video Sessions 500
tod: 500
CES Sessonons 0
Encryption v
~ Network Configuration
P Public 1P Netmask Gateway Interface
17218571 172.165.71 255.255.255.0 172.16.5.254 A1.]
[172.16.5.04 172.18.5.94 255.255.255.0 172.16.5.254 Al |
81
B1
B1
~ DNS Configuration ~ Management IP(s)
Primary DNS L
Secondary DNS
DNS Location DMZ
DNS Chient IP
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The highlighted IP addresses in tgstem Information screerare the ones used for the SIP

trunk toCharter and arehe ones relevant to these Application No@ther IP addreses

assigned to the Avaya SB@H. andBL1 interfaces are used to support remote workersoémet

SIP trunksand they are not discussed in this document. Also note that for security purposes, any
public IP addresses used during the compliance test have been masked in this document.

In the referenceonfigurationthe private interface of the Avaya SBCE2.16.5.71was used
to connect to the enterprise network, while its public interfa@d.16.594)was used to connect
to the LAN interface of theChartermanaged CPE devi¢#72.16.5.18). The WAN interface of
the Chartermanaged CPE devieeas used to connect to the public netw@&eFigure 1. Note
thatCharteris responsible for theoofiguration ofthe Chartermanaged CPE devichence the
configuration tasks for this device are not coveretth@se Application Notes.

On theLicense Allocationarea of thesystem Information, verify that the number d&tandard
Sessiongs sufficient to support the desired number of simultaneous SIP calls across all SIP
trunks at the enterprise. The number afssens and encryption features are primarily controlled
by the license file installed.

7.3. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need hoede to the network configuration,
they can be entered here.

SelectNetwork Managementfrom Device Specific Settingsnthe leftside menu. Under
Devicesin the center paneelect the device being manag&daya SBCEin the sample
configuration. On th&letworks tab, verify or enter the network information as needed.

Note that n the configuration used during the compliance thstiP addresss assigned to the
private(172.16.5.71and public(172.16.594) sides of the Avaya SBCEere both assigned t
interfaceAl.

Alarms  Incidants  Stahus - Logs ¥ Dagnostcs Users

Session Border Controller for Enterprise AVAYA
Dsshbeard Network Management: Avaya SBCE
A
Adminstration
Backup'Resiore SOy
i | mtartaces | | Networks
System Managemeant —_—
Globel Parametars Avays SBCE A
Global Profées Name Garway - [—  hddreer
PPM Services LLERA]
Doman Policies Netwrrs_A1 1721652 254259 295 0 Al e
172.16.5.84
TLE Management
«[Devics Spaafic Sellings
Natwork
___Managemant
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On thelnterfacestab, verify theAdministrative Status is Enabled for the Al interface Click
the buttons under thgtatuscolumn if neessary to enable the interface

Alarms  Incients  Stabs ~  Logs v Osagnostcs  Users

Session Border Controller for Enterprise AVAYA
Dashbeard A~ Network Management: Avaya SBCE
Adgminstration
BackupResiore 0B L pe— ey
System Managament E} ;.“_":_“.’fﬂ
Giokel Parameters Mars Suce AOIVIAN

PPM Services

Globet Profies Ireertace Name VLAN Tag Stna

Doman Polices

TLS Managemant

* | Device Spaafic Seltings
Natwark B2
Managwenunt

7.4. Media Interfaces

Media Interfaces were created to specifylf@ddress and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address, and one of the ports in this range as the listening IP address and
port in whid it will accept media from the Calerveror the Trunk Server.

To add the Media Interface in the enterprise direction, skledta Interface from theDevice
Specific Settingamenu orthe lefthand side, select tlievicebeing managednd click theAdd
button (not shown). On th&edd Media Interface screen, enter an appropriddamefor the
Media InterfaceUnderIP Address, selectfrom the dropdown menushe networkand IP
addresdo beassociateavith this interfaceThe Port Rangewas left at the dault values of
3500040000 Click Finish.

Add Media Interface X

Name [Private_med |
[Network_A1 (A1, VLANO) V|
IP Address 3
(17216571 V]
Port Range [35000_|-[40000 |
| Finish
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A Media Inerface facing the publiside was similarly created with the nafeblic_med as
shown belowlUnderlP Address, the network and IP addretssbeassaiated with this interface
wasselected ThePort Rangewas left at the default values. CliEknish.

Add Media Interface X

Name [Pubhckmed I
[Network_A1 (A1, VLANO) V|
IP Address = =
[172.16.594 V|
Port Range 35000 |-|40000 |
[ Finish |
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7.5. Signaling Interfaces

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will listen for signaling traffic in the connected networks.

To add the Sigrimg Interface in the enterprise direction, sel8ignaling Interface from the
Device Specific Settingsnenu on the lefhand side, selechédevicebeing managednd click
the Add button (not shown). On th&dd Signaling Interface screen, enter an appiateName
for the interfaceUnderlP Address, select from the dredown menus the network aiiel
address to be associated with this interf&rger5060for TCP Port, since TCP port 5060 is
used to listen for signaling traffic from Session Managehénstample configuration, as defined
in Section 66. Click Finish.

Add Signaling Interface X

Name Private_sig |

(Network_A1 (A1, VLANO) V|

IP Address

17216571 V|

Leave blank 1o disatile

UDP Port l

Leave blank to disabie

TLS Port [ I

Leave blank to disable

TLS Profile None v

Enable Shared Control

Shared Control Port

Finish
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A second Signaling Interface with the naRblic_sigwas similarlycreated in the service

provi der dUnderdPi Addeesstselextrfrom the dropown menushe network and IP

addresdo beassaeiated with this interfacdenter5060for UDP Port, since this is the protocol

and port used by the Avaya SBCE ClekFinshst en t o

Add Signaling Interface X

Name lﬁﬂﬁ![&_s;g

[Network_A1(A1, VLANDO)  v/|

|P Address _————
[172.16594 |

TCP Port l
Leave blank to disable

UDP Port :
Leave blank to disable 15050 |

TLS Port l

Leave biank 1o disable

TLS Profile None v
Enable Shared Control

Shared Control Port
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7.6. Server Interworking

Interworking Profile features are dagured to facilitate the interoperability between the
enterprise Slfenabled solution (Call Server) and the SIP trunk service provider (Trunk Server).

7.6.1. Server Interworking Profile i Enterprise

Interworking profiles can be created by cloning one of thedpfmed default profiles, or by
adding a new profile. To configure the interworking profile in the enterprise direction, select
Global Profiles A Server Interworking on the left navigation pane. Undeterworking
Profiles, selectavayaru from the list d pre-defined profiles. CliciClone.

Algrms  Incidents  Stahus Logs~ Dagnostcs Users
Session Border Controller for Enterprise AVAYA
Deshbeaed A |nterworking Profiles: avaya-ru
Administration Tione
Backup'Resiors
{ hirg Profies
System Mana nt It = not recommendad 60 208 the debasin Try comeng or adAng a new profie nvlend
Globst Parameters €52100 G-mual i Teners M l W) Manigrati | Mmader Many i j l |
‘e = ET———
Doman DoS c 5
Sy H3¥d Suppan NONE
Server e
Imorworking EESeess 150 Fanding Neoe
Madia Forking aye 151 Handing Noow
Routing Speatak 152 ansing Naone
Server -
Confguration OCS-FranEnd-Senve! 121 ansing Nooe
Topalogy Hidrg Avaya-SM Reter kanding No
Sgnaing EP-General URS Groa Neoe
Aanipulstion
enipulatio Aveya-C$1600 Send Hold No
UR! Groups
SNMP Trags Avaya-IPO Delayped Oter No
Time of Day Autes v Avaya M $ex Handing No i

Enter a descriptive name for the cloned profile. Chakish.

Clone Profile X

Profile Name avaya-ru

Clone Name IAvaya-SM X ]

Finish |
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On the newly clonedvayaSM interworking profile, on th&eneraltaball parameers retain
their default valuesas shown on the screen below.

Usors

Incidents  Status

Alsrms Logs v Disgnostics

Session Border Controller for Enterprise

Dashboard Interworking Profiles: Avaya-SM
Adminestration EESE

Add
Backup/Restore
Syg\m Man.g.mn'
Global Parameters Lrbicad

“ | Global PfohlesJ aoayR-ru

CHok b 1o 204 1 desaoton

General || Timers  Privacy | URI Manipulation | eader Manipulation | = Advanced

Oaneral

Domain DoS OCS-Edpa-Server Hold Support NONE
or king GSCo-com 180 Handling None
Media Forking
Roulmg cups 181 Hanolmg Nona
Sarver Configuration Spera-Halo 1E2 Manaley Noew
Topolegy Hidng OCS-FrontEnd-Seivar 183 Handling None
Signaling Manipulation @ Reder Handing No
URI Groups = UR) Grooe e
4 Grouy N
SNMP Traps i
Time of Day Rules Aveyn-CS1000 Sand Hod No
PPM Services Aviys PO Delayed Offor No
Domain Policies Ay CM 3xx Hanating No
TLS Management Dverson Headar Support No
Davice Specific Ssttings
pec " Detayed SDP Handing No
Re-Invita Handing No
Prack Handing No
Allow 18X SDP No
T 38 Support No
URI! Schame SIP
Via Headet Format RFC3261
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TheTimers, Privacy, URI Manipulation andHeader Manipulation tabs contain no entries.
The Advacedtab settings are shown on the screen below:

Alarms Incidents Status ~

Logs ~

Diagnostics

Users

Dashboard
Administration
Backup/Restore
System Management
Global Parameters

« |Global Profiles

Domain DS

Server Interworking

Media Forking

Routing

Server Configuration
Topology Hiding
Signaling Manipulation

Session Border Controller for Enterprise

Interworking Profiles: Avaya-SM

avaya-ru

OCS-Edge-Server
ci3co-cem

cups

Sipera-Halo

OCS5-FromEnd-Server

Avaya-SM

Cick here to s3d & doscripbon

General | Tumers | | Privacy | | URI Maniputation | | Header Manipulation | [ Advanced |

Record Rautes Both Sides
Include End Point 1P for Context Lookup Yes
Extensions Avaya
Diversion Manipulation No

Has Remote SBEC Yes

Route Response on Via Port No

URI! Groups T
p-Genera
SNMP Traps
= DTMF Support None
Time of Day Rules Avaya-C51000
PPM Services Avaya-PO [ Edn |
Domain Policies Avaya-CM
TLS Management
Device Specific Settings
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7.6.2. Server Interworking Profile i Service Provider

A second interworking profile in the dirgan of the SIP trunkwvas created, by adding a new
profile in this case. Sele@lobal Profiles A Server Interworking on the left navigation pane
and clickAdd (not shown). Enter a descriptive name for the new profile. Gliekt.

Interworking Profile

Prcfile Mame

SP-General o

On theGeneral screenall parameters retain their default values. Chkxt.

HG; Reviewed:
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Interworking Profile X

Hold Support

180 Handling
181 Handling
182 Handling
183 Handling
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URI Group
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Delayed Offer
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Diversion Header Support
Delayed SDP Handling
Re-Invite Handing
Prack Handling
Allow 18X SDP
T.38 Support

URI Scheme

Via Header Format

General

None
RFC2543-.c=0000
RFC2264 . a=sendonly

® None SDP No SDP
® None SpP No SOP
® None SDP () No SDP
® None Sop No SDP
None W
v
v
e S|P TEL ANY
® REC3261

RFC2543
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Solution & Interoperability Test Lab Application Note
©2016 Avaya Inc. All Rights Reserved.

56 0f 81
CharterCMSMSBC7



Click Next on theSIP Timers andPrivacy tabs (not shown). On thidvancedDTMF tab,
selectBoth SidesunderRecord Routes Accept the defaults settings for all other fields. Click
Finish.
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