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Abstract

These Application Notes describe the steps used to confieatRipe MPVPN® in Avaya
Aura® Envionments FatPipeMPVPN® provides WAN linkdisasterrecovery andusinesg
continuity planning for Virtual Private Network (VPN) connectivity.

Readers should pay attemt to Section 2 in particular the scope of testing as outlineg
Section 2.1as well & the observations noted$®ction 2.2 to ensure that their own use cag
are adequately covered by this scope and results.

FatPipeis a member of the DevConnect Service Provider progtaformation in these
Application Notes has been obtained throl@gvConnect compliance testing and additio
technical discussions. Testing was conducted via the DevConnect Program at the
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps used to configirgpeMPVPN® in Avaya
Aura® Infrastructure. FatPip®IPVPN® provides WAN linkdisasterecovery andusiness
continuity planning for VPN connectivity.

During the DevConnect Compliance test, enterprise site andomanchsite were connected via
FatPipe MPVP® virtual appliancesTheenterprisesite consisted of AvayAura®
environmentAvaya Session Broder Control for Enterprise (Avaya SB&if)endpointas
shown inSection 3and thebranchsite consisted dfimilar configuration atheenterprise site
FatPige MPVPN® virtual appliances were deployed on both enterprisebeamtchsite

2. General Test Approach and Test Results

The general test approach waséoify telephony functionality between the enterprise site and
branchsite connected via FatPipe MPVRN

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect menieers
jointly-defined test plan focuses on exercising APIs and/or standasgsl interfaces pertinent

to the interoperability of the tested products and their funcit@sDevConnect Compliance

Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of asobtov.Connect member Os

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encrypéipabities in the Avaya
productsReaders should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryptiopatalities in any norAvaya solution component is
the responsibitly of each individual vendoReaders should consult the appropriate vendor
supplied product documentation for more information regarding those products.
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2.1. Interoperability Compliance Testing

The interoperability test included the following:

Incoming calls to the enterprise site framanchsite

Outgoing calls from the enterprise dibdbranchsite

Incoming andbutgoing PSTN calls to/frorhoth enterprise site armtanchsite

Audio andvideo calls between enterprise dm@nchsite

Fax calls between enterprise @mdnchsite.

User features such as hold and resume, transfer, conference, call forwarding, etc
Caller ID pesentation andaller ID restriction

=4 =4 =4 -8 -9 _9_-°

Additionally, QoS for SIP and R was alsaested. QoS was applied basedpornt and IP
addressange Data traffic generator was used while placing audio/video calls to ensure that they
are successful.

Failover tests included testing for WAN link redundancy. Upon failure of the fifg\\ink,
second WAN link serviagthe traffic.

2.2. Test Results
Interoperability testing of the sample configuration was completed with successful results for
FatPipeMPVPN® with the following observations:
91 During WAN link failover test, amallcall load tesrunwas started from thieranchsite.
When the primary WAN | ink i s f acalseii@dd, a s ma
whichwas expectedCalls that were connected continued to work.

2.3. Support

For technical support dRatPipe can be obtained ¥@lowing means:
1 Phone: +1-801-281-3434, gtion 3
1 Email: support@fatpipeinc.com
1 Web: http://www.fatpipeinc.comsupport
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3. Reference Configuration

Figure 1illustrates the test configuratio®n the left is enterprise site composed of Avaya
Aura® core compaents anan the right i9oranchsite composed diranchusers. Both sites
were connected via FatPipdPVPN® WAN links.

AVAYA
DEVCONNECT

| Enterpise LAN |

Virtualization Platform:

FatPipe MPVPN® 10 64 40 20

Traffic Generator 10.64.40 21
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WAN Link1
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Virtualization Platform: Avaya Aura® System Manager 10.64.40.12
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Avaya Aura® Media Server 10.64.110.16
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Avaya 9600 Series IP Deskphones  Ayaya Equinox™
for Windows
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Figure 1: Test Setupof FatPipein Avaya Aura® infrastructure

Figure 2 illustrates the logical diagram below. SIP and RTP tdfétween the two sites was
routed via FatPipe MPVPN® appliances.

Avaya . Avaya
Aura® Avaya FatPipe [T AN L FatPipe Avaya Aura®
Environment SBCE Enterprise Site | yan2—| Branch Site SBCE Environment

Figure 2: Logical diagram
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

ReleaseYersion

Avaya Session Border Controller for Enterprisq 7.2.2.1
Avaya Aura® Session Manager 8.0.0.0.800035
Avaya Aura® System Manager 8.0.0.0.931077

Avaya Aura® Communication Manager

8.0.0.1.2 Service Pack 1 Patch 2

Avaya G450 Media Gateway

40.10.1

Avaya Aura®Media Server 8.0.0.150
Avaya 9600 Series IP Deskphones

SIP 96x0 2.6.17
SIP 96x1 7.1.2.0
H.323 96x0 3.2.8
H.323 96x1 6.7.0
Avaya oneX® Communicator 6.2 SP 12
Avaya EquinoxE for Wi 3410
Analogue Handset N/A
Analogue Fax N/A

FatPipe MPVPN

10.12r25vx9
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5. Configure Avaya Aura® Environment

A standard set configuration of all Avapaira® core components was used. Avayaa® core
components and endpoints on enterprise site were part of 10.84241%etwork Branch
users/endpoints doranchsitewereon 10.64.401/24 network. Both 10.64.11Dand 10.64.4Q
network were configured to not reach each other without the use of FatPipe MPVPN
Enterprise site andranchsite were reachable via 10.64.1024 and 10.64.102/24 networks
(smulated WANIinks).

6. Configure FatPipe MPVPN®

Configuration for FatPip®PVPN® is performed via web browser

6.1. Enterprise Site

Opena web browseand point the browser to the FatPipe MPWWiNs | P A d diusing s . Log
appropriate credentials.

FatPipe MPVPN

10.1.2r25vx9

Authentication:
e Local LDAP Radius

User Manual
FAQ

Tech Support
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Once logged in, Fatpe MPVPN® Homeis shown Select theAdvanced Menucheck box to
show all the available options in left pane.

"'A ) “ipe — M pV p N = |wieiEne=ilr e . Administrator =

Home

Home

# Home Home

i Interfaces Product
» LAN Version 10.1.2r25vx9
» WAN1 @ Serial Number fmpvs2001102587
> LinG
RS Throughput Unlimited
Add-ons IPSec, MPSecCompression, QoS, SmartDNS, UnitFailover
» General
» Users

Interfaces: LAN Port, WAN Ports
» Active Directory Services

System: General, Users, Active Directory Services, Unit Failover, SNMP, DHCP Server, Syslog, NetFlow, Hosts, Static ARP, Auto

»  Unit Failover Configuration, Auto Backup, Maintenance

» SNMP LoadBalance: Algorithms, Route Test, SmartDNS

»  DHCP Server Routing: Application Profile, Network Objects, Inbound Pelicy, Outbound Policy, Global Outbound Policy, Dynamic

» Syslog Routing(IPv4), Static Routes, QoS, Global QoS, VPN, MPSec, IPv6ind Tunnel, IPv6 Static Routes, Advanced Options VLAN
ReTag

% NetFlow

> (e Tools: Speed Chart, QoS Statistics, MPSec QoS Statistics, Diagnostics, Generate Certificate Request, Session Details,WAN OPT
Statistics, Protocol Statistics, MPSec Path Info, Application Visibility

» Static ARP

On the left panenderinterfaces; select thaVAN 1 and configure thé&Pv4 information.
During Compliance testing, 10.64.1061IP Address ws used for WANL connectivity. Click
Saveonce dongnot shown,)

— . Advanced Menu Administrator -
W AN 1 Interfaces = WAN 1
Route Test
Line Status upP
Perform Link Stabilizing Factor  Link Stabilizing Factor
Always ~ U Down
ISP Name ISP Notes 1 1
Ethernet
WAN IP Setti 1 MAC [ 00:50:56:ab:86:04 ] Link Speed / Duplex Mode

Obtain an IP address automatically using DHCP 2E Auto Negotiation v

Connect using PPPoE Current Negotiation : 1000baseTX-FD
Connect using 3G [ 4G device
e Specify an IP address

VLAN
1Pvd IPvE
‘ ° DEnable D g
IP Address Subnet Mask Default Gateway
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Continuing from above, select tieAN 2 tab and configure thi’v4 information. During
Compliance testing, 10.64.10B1IP Address was used for WARIconnectivity. ClickSave
once doné&not shown)

= Advanced Menu . Administrator -
WAN 2 Interfaces =~ WAN 2
Route Test
Line Status upP
Perform Link Stabilizing Factor Link Stabilizing Factor
Always v Up Down
ISP Name ISP Notes

-
-

Ethernet
WAN IP Settings MAC [ 00:50:56:ab:e8:54 ] Link Speed / Duplex Mode
SET Auto Negotiation )

Obtain an IP address automatically using DHCP

Connect using PPPoE Current Negotiation : 1000baseTX-FD

Connect using 3G [ 4G device
e Specify an IP address

VLAN
IPvd IPvE
|:| Enable D o
IP Address Subnet Mask Default Gateway
10.64.102.161 255.255.255.0 10.64.102.1 _

If the connectivity to both WAN connections is successfill,andW2 iconson the top left
corner of the window will turn green.

FA / ipe — M pvp N S . Administrator =

Home /| Hom

# Home

g5 Interfaces

» LAN Version 10.1.2r25vx9

> WAN1 Q) Serial Number fmpvs2001102587

> 2 O _
» WANS O Throughout Unlimited
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On the left pane, sele¥tPN under theRouting sub sectionClick Add to add a VPN
connection.

» SmartDNS VPN Routing | VPN

outne .
VPN policy List: B

» Application Profile

»  Network Objects Search:
» Inbound Policy
# Tunnel Name Status R te SubnetMask R External IP Local SubnetMask Local External IP
» Outbound Policy
1 toBranch ON 10.64.40.1/24 10.64.101.162 10.64.110.1/24 10.64.101.161

» Global Outbound Policy

» Dynamic Routing(IPv4)

» QoS
0 ~
»  Global QoS Save
» MPSec Copyright @ 2000-2018. FatPipe Networks Inc.

An Add/Edit VPN Policy Rulewindow will open;type in aTunnel Nameand set
Authentication to MD5 for bothPhase landPhase 2

& Add/Edit VPN Policy Rule

D Encapsulate traffic before Tunnel Name Remote End
encryption™

toBranch

Network  User

Encryption Encryption

AES128 i AES128 i
Authentication Authentication

MD5 ~ MD5 v
Diffie-Hellman Group [P

2 - Diffie-Hellman Group

None v
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Continuing from above:
1 Under theLocal Info section, selecAdd:
o Type in the network inforation for local network on the engegise site.
E.g.,10.64.110/24 with VLAN tag ofO.
o0 Type in theExternal IP that was used fOVAN 1.
1 Under theRemote Infosection, selechdd:
o Type in the network informatiorof branch site. E.g., 10.64.4(24
o Type in theExternal IP that will be usedy FatPipe MPVPN® on branch siter

WAN 1.

Local Info Remote Info

|:| Local LAN Networks

Encapsulating IP

Network IP Address/Mask

10.64.110.1/24

Remote LAN Networks

Network IP Address/Mask

10.64.40.1/24

Encapsulating IP

External IP
10.64.101.161

VLAN

Object and attach it here.

Ooea

NOTE: If you have more than 20 subnets, please create a Network

Continuing from above:
1 Under theKey Managementsection, type in #re-Share Key. Note down the key, it
will be used again when configuring FatPM@VPN® on branchsite.

1 IntheRemote ID field, type in the P Address will be useloly FatPipe MPVPN® on
branch sitdor WAN 1. SelectOK once done.

Key Management

Object and attach it here.

External IP

10.64.101.162

NOTE: If you have more than 20 subnets, please create a Network

® Pre-Shared Secret RSA Signature RSA Certificates

Pre-Shared Key

123456

Remote 1D IKE Lifetime Key Lifetime

10.64.101.162 1 0 1 0

hour minute hour minute
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At the bottom of theage selectSave

VP N Routing = VPN
Search:
# Tunnel Name Status Remote SubnetMask Remote External IP Local SubnetMask Local External IP
1 toBranch ON 10.64.40.1/24 10.64.101.162 10.64.110.1/24 10.64.101.161

[P —

[E) save

Continuing from above, select tMPSec
1 Typein theWAN 1 IP Address irLocal VPN IP field.
1 SelectAdd to add an MPSeconnection to thbranchsite.

»  SmartDNS MPSec Routing = MPSec

. v
Local VPN Name Local VPN IP Polling Interval (ms)

»  Application Profile Main 10.64.101.161 5000

» Network Objects N
Remote Location

» Inbound Policy

. Search:
» Qutbound Policy
#  Global Outbound Policy Index Remote VPN Name Remote VPN IP Load Balancing Option Load Balancing Type
» namic Routing(IPv4]
by e(lPv4) 1 Branch 10.64.101.162 Session Static

» Static Routes

> s e

» Global QoS

Select Site Name

» VPN ‘

None

»  IPv6in4 Tunnel

» Advanced Options

~
» VLAN ReTag Save
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An Add/Edit Entry window will open; type in a name f&temote VPN Name For theRemote
VPN IP, type in the WANL IP Address of FatPigdPVPN® on thebranchsite. Once done,
click OK (not shown)

& Add/Edit Entry x

[ ]Template
Remote VPN name Load Balancing
Branch
Remote VPN IP
Packet
10.64.101.162
KJA; Reviewed Solution & Interoperability Test Lab Application Note 12 0f 26
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An Add Path window will open:
1 SelectAdd for Remote WAN Interface 1 and type in the WANP Address of FatPipe
MPVPN® on branchsite; check box fo€Connect using WAN1
1 SelectAdd for Remote WAN Interface 2 and type in the WAN2 IP Address of FatPipe
MPVPN® on branchsite; check box folConnect using WAN2
1 Once done, cliclOK.

& Add Path x

Remote VPN Name Remote VPN IP " Load Balancing Type

Odl Dald O
Branch 10.64.101.162 Optio ® Static
® Session
~
Remote FatPipe IP Remote WAN Interface No m
10.64.101.162 1
I Connect using WAN1 I [ ]compression  Weight Usage Encryption Type  LatencyTkh
1 Primary IPSEC 0
[ ]connectusingWAN2 [ |Compression  Weight Usage Encryption Type  LatencyTk
0 Primary IPSEC 0
[ ]ConnectusingWAN3 [ |Compression  Weight Usage Encryption Type  LatencyTh
0 Primary IPSEC 0
Remote FatPipe IP Remote WAN Interface No m
10.64.102.162 2
[ ]ConnectusingWAN1 [ |Compression  Weight Usage Encryption Type  LatencyTk
0 Primary IPSEC 0
ConnectusingWAN2 | [ |Compression  Weight Usage Encryption Type  LatencyTk
1 Backup IPSEC 0
[ ]ConnectusingWAN3 [ |Compression  Weight Usage Encryption Type  LatencyTh
0 Primary IPSEC 0
Remote FatPipe IP Remote WAN Interface No m Edit m v
< >

More Paths
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6.2. Branch Site

Open a web browser and point the browser to
appropriate credentials.

FatPipe MPVPN

10.1.2r25vx9

Authentication:

e Local LDAP Radius

User Manual
FAQ

Tech Support
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Once logged in, FatPipe MPVPN® Home is shown. SelecAtdvanced Menucheck box to
show all the available options in left pane.

— . Advanced Menu . Administrator~

PAYr i — MPVPN

# Home Home

Home Home

£ Interfaces Product
» LAN Version 10.1.2r25vx%
» WAN1 @ Serial Number fmpvs2001102586
> EG
R Throughput Unlimited
Add-ons IPSec, MPSecCompression, QoS, SmartDNS, UnitFailover

» General
Pages

» Users
Interfaces: LAN Port, WAN Ports
» Auto Configuration

System: General, Users, Active Directory Services, Unit Failover, SNMP, DHCP Server, Syslog, NetFlow, Hosts, Static ARP, Auto
»  Auto Backup Configuration, Auto Backup, Maintenance
» Maintenance LoadBalance: Algorithms, Route Test, SmartDNS
Routing: Application Profile, Network Objects, Inbound Policy, Outbound Policy, Global Outbound Policy, Dynamic
Routing(IPv4), Static Routes, QoS, Global QoS, VPN, MPSec, IPv6ind Tunnel, IPv6 Static Routes, Advanced OptionsVLAN
» Speed Chart ReTag
» Diagnostics Tools: Speed Chart, QoS Statistics, MPSec QoS Statistics, Diagnostics, Generate Certificate Request, Session DetailsWAN OPT

Statistics, Protocol Statistics, MPSec Path Info, Application Visibility

» WAN OPT Statistics

On the left pane undénterfaces; select thaVAN 1 and configure théPv4 information.
During Compliance testing, 10.64.10121® Address was used for WAN 1 connectivity. Click
Saveonce done (not shown).

— [¥] Advanced Menu . Administrator~
WAN 1 Interfaces | WAN 1
Route Test
Line Status Up
Perform Link Stabilizing Factor  Link Stabilizing Factor
Always « Uup Down
ISP Name ISP Notes 1 1

Ethernet

WAN IP Setti HED MAC [ 00:0c:29:ad:d2:b2 ] Link Speed | Duplex Mode

Auto Megotiation L

Obtain an IP address automatically using DHCP

Connect using PPPoE Current Negotiation : 1000baseTX-FD

Connect using 3G [ 4G device
* Specify an IP address

VLAN
1Pv4 IPvE
‘ ° DEnable D o
IP Address Subnet Mask Default Gateway
10.64.101.162 255.255.255.0 10.64.101.1
| I
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Continuing from above, select tieAN 2 tab and configure thi’v4 information. During
Compliance testing, 10.64.102218> Address was used for WAN 2 connectivity. Clgave

once done (not shown).

= Advanced Menu . Administrator~
WAN 2 Interfaces ~ WAN 2
Route Test
Line Status UP
Perform Link Stabilizing Factor  Link Stabilizing Factor
Always ~ up Down
ISP Name ISP Notes

Ethernet

bl s 2 MAC [ 00:0c:29:ad:d2:bc ] Link Speed / Duplex Mode

Auto Megotiation ~

[
[

Obtain an IP address automatically using DHCP

Connect using PPPoE Current Negotiation : 1000baseTX-FD

Connect using 3G [ 4G device
e Specify an IP address

VLAN

1Pv4 IPvE
- D Enable D g

IP Address Subnet Mask Default Gateway

10.64.102.162 255.255.255.0 10.64.102.1
[ 1Fnahla - T —

If the connectivity to bth WAN connections is successfW,1 andW?2 iconson the top left
corner of the window will turn green.

Administrator~

PAY e — MPVPN = [¥ Advanced Menu

# Home Home

Home |/ Home

» LAN Version 10.1.2r25vx9

» WAN1 @ Serial Number fmpvs2001102586

> w0
» WaN3 © Throughput Unlimited
Add-ons IPSec, MPSecCompression, QoS, SmartDNS, UnitFailover
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On the left pane, sele¥tPN under theRouting sub section. Cliclddd to add a VPN

connection.

»  Network Ubjects

VPN

Routing = VFN

» Inbound Policy

» Qutbound Policy

» Global Outbound Policy
» Dynamic Routing(IPv4)
*» Static Routes

» QoS

b
»  IPv6ind Tunnel
» IPv6 Static Routes

» Advanced Options

VPN Policy List: [l Enable VPN Failover Preempt

Search:

Tunnel Remote Remote Local
# Name Status SubnetMask External IP SubnetMask External IP
1 toMain ON 10.64.110.1/24 10.64.101.161 10.64.40.1/24 10.64.101.162

o] oo Lo

An Add/Edit VPN Policy Rule window will open;type in aTunnel Nameand set
Authentication to MD5 for bothPhase landPhase 2

& Add/Edit VPN Policy Rule

D Encapsulate traffic before
encryption**

Tunnel Name

toMain

Remote End

Network User

Encryption
AES128

Encryption
AES128

Authentication

MD5

uthentication

MD5

Dife-Hellman Group
2
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Continuing from above:
9 Under theLocal Info section, selecAdd:

o Type in the network information for local network on the enterprise site.
E.g.,10.6440.1/24 withno VLAN.
o0 Type in theExternal IP that was used fONVAN 1.
1 Under theRemote Infosection, selechdd:
o Type in the network information for branch site. E.g., 10.64.40.1/24

o Type in theExternal IP thatwasusedby FatPipe MPVPN® oenterprisesite for
WAN 1.

Local Info Remote Info

[ ]Local LAN Networks Encapsulating IP [ |Remote LAN Networks Encapsulating IP
Network IP Address/Mask Network IP Address/Mask
10.64.40.1/24 10.64.110.1/24
External IP External IP
10.64.101.162 10.64.101.161
VLAN
NaN

NOTE: If you have more than 20 subnets, please create a Network
Object and attach it here.

(s e

NOTE: If you have more than 20 subnets, please create a Network
Object and attach it here,

KJA; Reviewed Solution & Interoperability Test Lab Application Note 180f 26
SPOC 1/7/2019 ©2019Avaya Inc. All Rights Reserved. FPMPVPNAurad0



Continuing from above:
1 Under theKey Managementsection, type in &#re-Share Key. This key must be the
same as that was configuredemterprisesite
1 IntheRemote ID field, type in the IP Addreghatwasusedby FatPipe MPVPN® on
entaprisesitefor WAN 1. SelectOK once done.

Key Management

® Pre-Shared Secret RSA Signature RSA Certificates
Pre-Shared Key
123456
Remote ID IKE Lifetime Key Lifetime
10.64.101.161 1 i} 1 i}
hour minute hour minute
[Em)
At the bottom of the page, sel&ave
VP N Routing /' VPN
VPN Policy List: [l Enable VPN Failover Preempt
Search:
Tunnel Remote Remote Local Local
# Name Status SubnetMask External IP SubnetMask External IP
1 toMain ON 10.64.110.1/24 10.64.101.161 10.64.40.1/24 10.64.101.162
oo

Save
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Continuing from aboveyn the left paneselect theViPSec
1 Type in theWAN 1 IP Address irLocal VPN IP field and a name
1 SelectAdd to add an MPSec connection to treerprisesite.

Fa v Pipe — MPVPN = [¥Advanced Menu . Administrator =

» Network Objects - —
! MPSec Routing = MPSec

» Inbound Policy

» Outbound Policy Local VPN Name Local VPN IP Polling Interval (ms)

. Branch 10.64.101.162 5000
» Global Outbound Policy

» Dynamic Routing(IPv4) Remote Location

» Static Routes

Search:
» QoS

» Global QoS Index Remote VPN Name Remote VPN IP Load Balancing Option Load Balancing Type

» VPN 1 Main 10.64.101.161 Session Static

> e el ]

W 1Dk Static Rrartac

An Add/Edit Entry window will open; type in a name f&temote VPN Name For theRemote
VPN IP, type in the WAN 1 IP Address of FatPipe MPVPN® ongheerprisesite. Once done,
click OK (not shown)

& Add/Edit Entry X

Remote VPN name Load

Main Balancing

Remote VPN IP _
® Session
10.64.101.161 Packet
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An Add Path window will open:
1 SelectAdd for Remote WAN Interface 1 and type in the WAN 1 IP Address of FatPipe
MPVPN® onenterprisesite; check box fo€Connect using WAN1
1 SelectAdd for Remote WAN Interface 2 and type in the WAN2 IP Address of FatPipe
MPVPN® onenterprisesite; check box foConnect using WAN2
1 Once done, cliclOK.

& Add Path x

Remote VPN Name Remote VPN IP 0 Load Balancing Type
Main 10.64.101.161 Optic * Static

® Session

~
Remote FatPipe IP Remote WAN Interface No E
10.64.101.161 1
Connect usingWAN1 | [ |Compression ~ Weight Usage Encryption Type  Latenc
1 Primary IPSEC 0
[ ]connect using WAN2 [ ]compression  Weight Usage Encryption Type  Latenc
0 Primary IPSEC 1]
[ ]connectusingWAN3 [ |Compression  Weight Usage Encryption Type  Latenc
0 Primary IPSEC 0
Remote FatPipe IP Remote WAN Interface No ﬂ
10.64.102.161 2
[ ]connectusingWAN1 [ |Compression  Weight Usage Encryption Type  Latenc
0 Primary IPSEC 0
Connect usingWAN2 | [ |Compression  Weight Usage Encryption Type  Latenc
1 Primary IPSEC 0
[ ]connect using WAN3 [ ]compression  Weight Usage Encryption Type  Latenc
0 Primary IPSEC 1]
W
< >

More Paths
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7. Verification Steps

This section provides steps that may be performed to verify that the solution is configured

correctly.
1. Viathe FatPipe MPVPN®onfiguration utilityfor the enterprise site, navigate to
Routing A VPN. If the VPN connection between both sites is successful, the status will

be shown a®N.

VPN Routing

VPN Policy List: [l Enable VPN Failover Preempt

Search:

# Tunnel Name Status Remote SubnetMask Remote External IP Local SubnetMask Local External IP

1 toBranch ON 10.64.40.1/24 10.64.101.162 10.64.110.1/24 10.64.101.161

oo e e

2. Continuing from above, select tMPSec(not shown) At the bottom, select the
configured MPSec connection from tBelect Site Namealrop down; clickStatus. If
both MPSec connections to theanchsite are successful, the connecting lines will turn

green.
| 1P} -
54.101.161 10.64.101.

| 1(B) -

10.64.102.161 10.64.102.162
(A

10.64.131.161
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3. Connect to Avaya SBCE via SSH and runttlaeesbccommand. Verify SIP OPTIONS
to and from the branch sites are successful. Note that 1006814 the external IP
Address of Avaya SBCE on enterprise site and 10.64.40.151 is the external IP Address of
Avaya SBCE on branch site.

10.64.110.65 10.64.40.151
SBC
17:56:38.5994 SIP: sgip:avaya.col
17:56:38.994 S5IP: 200 OE (OPTICHNS)
17:57:00.027 —OPTICOHNS—»| 5IP: sip:avaya.com
17:57:00.027 4—200 OE—| SIP: 200 OK (OPTICHNS)
17:57:08.038 4—-COPFTICHS—| S5IP: sip:avaya.col
17:57:08.038 S5IP: sip:avaya.col
17:57:08.038 S5IP: 200 OK (OPTIOHNS)
17:57:08.038 S5IP: 200 OK (OPTIOHNS)
17:58:08.125 S5IP: sip:avaya.col
17:58:08.125 S5IP: sip:avaya.col
17:58:08.125 5IF: 200 OE (OPTICHS)

4. Continuing from above, place a call from enterprise site to branch site. Verify SIP
signaling and two way audio for tizall.
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