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Abstract

These Application Notes describe the steps used to configure Session Initiation Protocol (SIP)
trunking between the KPN VoIP Connect service and an Avaya SIP enabled Enterprise
Solution. The Avaya solution consists of Avaya Session Border Controller Advanced for
Enterprise, Avaya Aura® Session Manager and Avaya Aura® Communication Manager as an
Evolution Server. KPN is a member of the DevConnect Service Provider program.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps used to configure Session Initiation Protocol (SIP)
trunking between KPN VoIP Connect service and an Avaya SIP-enabled Enterprise Solution.
The Avaya solution consists of Avaya Session Border Controller Advanced for Enterprise,
Avaya Aura® Session Manager and Avaya Aura® Communication Manager Evolution Server.
Customers using this Avaya SIP-enabled enterprise solution with KPN VoIP Connect service are
able to place and receive PSTN calls via a dedicated Internet connection and the SIP protocol.
This converged network solution is an alternative to traditional PSTN trunks. This approach
generally results in lower cost for the Enterprise customer.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of Communication Manager, Session Manager and Session Border
Controller. The enterprise site was configured to use the VoIP Connect service provided by
KPN.

2.1. Interoperability Compliance Testing

The interoperability test included the following:

e Incoming calls to the enterprise site from the PSTN routed to the DDI numbers assigned
by KPN

e Incoming PSTN calls made to SIP, H.323 and Digital telephones at the enterprise

e Outgoing calls from the enterprise site completed via KPN to PSTN destinations

e Outgoing calls from the enterprise to the PSTN made from SIP, H.323 and Analogue
telephones

e Callsusing the G.711A codec

e Fax calls to/from a group 3 fax machine to a PSTN connected fax machine using T.38

e DTMF transmission using RFC 2833 with successful Voice Mail/Vector navigation for
inbound and outbound calls

e User features such as hold and resume, transfer, conference, call forwarding, etc

e Caller ID Presentation and Caller ID Restriction

e Direct [P-to-IP media (also known as “shuffling””) with SIP and H.323 telephones

e C(Call coverage and call forwarding for endpoints at the enterprise site

e Transmission and response of SIP OPTIONS messages sent by KPN requiring Avaya
response and sent by Avaya requiring KPN response
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2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for the
KPN VolIP Connect service with the following observations:
e No inbound toll free numbers were tested as none were available from the Service
Provider
e No Emergency Services numbers tested as test calls to these numbers should be pre-
arranged with the Operator
e RTP Payload Type negotiation for DTMF on outgoing calls from a SIP phone failed,
change of PT to 101 on the phone was required
e Exact number lengths were used in the dial plan to avoid transmission of a DTMF “#”
from the enterprise after call set-up
e Outgoing fax calls were failing before transmission was complete due to possible
network issue

2.3. Support

For technical support on KPN products please visit the website at www.kpn.nl or contact an
authorized KPN representative.

BG; Reviewed: Solution & Interoperability Test Lab Application Notes 3 0f 48
SPOC 3/6/2012 ©2012 Avaya Inc. All Rights Reserved. KPN CM601SBC


http://www.kpn.nl/

3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an Enterprise site
connected to the KPN VoIP Connect Service. Located at the Enterprise site is a Session Border
Controller, Session Manager and Communication Manager. Endpoints are Avaya 96x0 series
and Avaya 96x1 series IP telephones (with SIP and H.323 firmware), Avaya 46xx series [P
telephones (with H.323 firmware), Avaya 16xx series IP telephones (with SIP firmware) Avaya
analogue telephones and an analogue fax machine. Also included in the test configuration was an
Avaya one-X® Communicator soft phone running on a laptop PC configured for H.323.
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Figure 1: Test Setup KPN VoIP Connect to Avaya Enterprise
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya S8800 Server running
Communication Manager

Avaya Aura® Communication Manager R6.0.1
(R0O16x.00.1.510.1) Service Pack 19303
(System Platform 6.0.3.3.3)

Avaya G430 Media Gateway

FW 30.12.1

Avaya S8800 Server running Session
Manager

Avaya Aura® Session Manager R6.1
(6.1.5.0.6150006)

Avaya S8800 Server running System
Manager

Avaya Aura® System Manager R6.1
(System Platform 6.0.3.1.3, Template 6.1.5.0)

Avaya Session Border Controller
Advanced for Enterprise Server

Avaya Session Border Controller Advanced for
Enterprise 4.0.5.Q02

Avaya 1616 Phone (H.323) 1.22
Avaya 4621 Phone (H.323) 2.901
Avaya 9670 Phone (H.323) 2.0
Avaya 9601 Phone (SIP) R6.1 SP3

Avaya one—X® Communicator

Avaya one—X® Communicator

SPOC 3/6/2012
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(H.323) 6.0.1.16-SP1-25226
Analogue Phone N/A
KPN Equipment Software
IP Multimedia Subsystem BroadSoft Broadworks version 11
SIP User Agent Alcatel-Lucent HPSS v3.0.3
SBC Acme Packet 4250 and 4500
BG; Reviewed: Solution & Interoperability Test Lab Application Notes

50f 48
KPN_CM601SBC



5. Configure Avaya Aura® Communication Manager

This section describes the steps for configuring Communication Manager for SIP Trunking. SIP
trunks are established between Communication Manager and Session Manager. These SIP trunks
will carry SIP signalling associated with the KPN VoIP Connect Service. For incoming calls, the
Session Manager receives SIP messages from the SBC and directs the incoming SIP messages to
Communication Manager. Once the message arrives at Communication Manager, further
incoming call treatment, such as incoming digit translations and class of service restrictions may
be performed. All outgoing calls to the PSTN are processed within Communication Manager and
may be first subject to outbound features such as automatic route selection, digit manipulation
and class of service restrictions. Once Communication Manager selects a SIP trunk, the SIP
signaling is routed to the Session Manager. The Session Manager directs the outbound SIP
messages to the Session Border Controller at the enterprise site that then sends the SIP messages
to the KPN network. Communication Manager Configuration was performed using the System
Access Terminal (SAT). Some screens in this section have been abridged and highlighted for
brevity and clarity in presentation. The general installation of the Avaya S8800 Servers and
Avaya G430 Media Gateway is presumed to have been previously completed and is not
discussed here.

5.1. Confirm System Features

The license file installed on the system controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Use the display system-parameters customer-options
command and on Page 2, verify that the Maximum Administered SIP Trunks supported by the
system is sufficient for the combination of trunks to the KPN network, and any other SIP trunks
used.

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES

IP PORT CAPACITIES USED

Maximum Administered H.323 Trunks: 12000 O

Maximum Concurrently Registered IP Stations: 18000 3

Maximum Administered Remote Office Trunks: 12000 O

Maximum Concurrently Registered Remote Office Stations: 18000 O

Maximum Concurrently Registered IP eCons: 414 0

Max Concur Registered Unauthenticated H.323 Stations: 100 0

Maximum Video Capable Stations: 18000 O

Maximum Video Capable IP Softphones: 18000 O

Maximum Administered SIP Trunks: 24000 10

Maximum Administered Ad-hoc Video Conferencing Ports: 24000 O

Maximum Number of DS1 Boards with Echo Cancellation: 522 0

Maximum TN2501 VAL Boards: 128 0

Maximum Media Gateway VAL Sources: 250 1

Maximum TN2602 Boards with 80 VoIP Channels: 128 0

Maximum TN2602 Boards with 320 VoIP Channels: 128 0

Maximum Number of Expanded Meet-me Conference Ports: 300 0
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On Page 4, verify that IP Trunks field is set to y.

display system-parameters customer-options

Page 4 of 11

OPTIONAL FEATURES

Emergency Access to Attendant? y IP Stations? y
Enable 'dadmin' Login? vy

Enhanced Conferencing? y ISDN Feature Plus? n

Enhanced EC500? y ISDN/SIP Network Call Redirection? y

Enterprise Survivable Server? n ISDN-BRI Trunks? y

Enterprise Wide Licensing? n ISDN-PRI? vy

ESS Administration? y Local Survivable Processor? n

Extended Cvg/Fwd Admin? vy Malicious Call Trace? y

External Device Alarm Admin? y Media Encryption Over IP? n

Five Port Networks Max Per MCC? n Mode Code for Centralized Voice Mail? n
Flexible Billing? n

Forced Entry of Account Codes? y Multifrequency Signaling? y

Global Call Classification? y Multimedia Call Handling (Basic)? y

Hospitality (Basic)? y Multimedia Call Handling (Enhanced)? y

Hospitality (G3V3 Enhancements)? y Multimedia IP SIP Trunking? y
IP Trunks? y

IP Attendant Consoles?

=

5.2. Administer IP Node Names

The node names defined here will be used in other configuration screens to define a SIP
signalling group between Communication Manager and Session Manager. In the IP Node
Names form, assign the node Name and IP Address for the Session Manager. In this case,
SM100 and 10.10.9.61 are the Name and IP Address for the Session Manager SIP interface.
Also note the procr name as this is the processor interface that Communication Manager will
use as the SIP signalling interface to Session Manager.

display node-names ip
IP NODE NAMES

Name IP Address
SM100 10.10.9.61
default 0.0.0.0
procr 10.10.9.52
procrb6 HE
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5.3. Administer IP Network Region

Use the change ip-network-region 1 command to set the following values:

e The Authoritative Domain field is configured to match the domain name configured on

Session Manager. In this configuration, the domain name is avaya.com.

e By default, IP-IP Direct Audio (both Intra- and Inter-Region) is enabled (yes) to
allow audio traffic to be sent directly between endpoints without using gateway VolP
resources. When a PSTN call is shuffled, the media stream is established directly
between the enterprise end-point and the internal media interface of the Session Border

Controller Advanced for Enterprise.

e The Codec Set is set to the number of the IP codec set to be used for calls within the IP

network region. In this case, codec set 1 is used.

change ip-network-region 1 Page 1 of
IP NETWORK REGION

Region: 1

Location: 1 Authoritative Domain: avaya.com
Name: default
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1lp Priority:
Video 802.1lp Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

(o))

20
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5.4. Administer IP Codec Set

Open the IP Codec Set form for the codec set specified in the IP Network Region form,
Section 5.3. Enter the list of audio codec’s eligible to be used in order of preference. For the
interoperability test the codec supported by KPN was configured, namely G.711A. The
G.726A-32K and G.729A codec’s were also specified to ensure correct codec negotiation
between KPN and the enterprise site.

change ip-codec-set 1 Page 1 of 2

IP Codec Set
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711A n 2 20
2: G.726A-32K n 2 20
3: G.729A n 2 20

The KPN VoIP Connect service supports T.38 for transmission of fax. Navigate to Page 2 to
configure T.38 by setting the Fax Mode to t.38-standard as shown below.

change ip-codec-set 1 Page 2 of 2
IP Codec Set

Allow Direct-IP Multimedia? n

Mode Redundancy
FAX t.38-standard 0
Modem off 0
TDD/TTY us 3
Clear-channel n 0
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5.5. Administer SIP Signaling Groups

This signaling group (and trunk group) will be used for inbound and outbound PSTN calls to the
KPN VolIP Connect service. During test, this was configured to use TCP and port 5060 to
facilitate tracing and fault analysis. It is recommended however, to use TLS (Transport Layer
Security) and the default TLS port of 5061 for security. Configure the Signaling Group using
the add signaling-group x command as follows:

Set Group Type to sip

Set Transport Method to tcp

Set Peer Detection Enabled to y allowing the Communication Manager to
automatically detect if the peer server is a Session Manager

Set Near-end Node Name to the processor interface (node name procr as defined in the
IP Node Names form shown in Section 5.2)

Set Far-end Node Name to the Session Manager (node name SM100 as defined in the
IP Node Names form shown in Section 5.2)

Set Near-end Listen Port and Far-end Listen Port to 5060 (recommended TCP port
value)

Set Far-end Network Region to the IP Network Region configured in Section 5.3.
(logically establishes the far-end for calls using this signaling group as network region
1)

Leave Far-end Domain blank (removes the analysis of the far end domain name and
subsequent handling of multiple signaling groups where it is not required)

Set Direct IP-IP Audio Connections to y

Leave DTMF over IP at default value of rtp-payload (Enables RFC2833 for DTMF
transmission from the Communication Manager)

The default values for the other fields may be used.

add signaling-group 1 Page 1 of 1

SIGNALING GROUP

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tcp
Q-SIP? n SIP Enabled LSP? n
IP Video? n Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM

Near-end Node Name: procr Far-end Node Name: SM100
Near-end Listen Port: 5060 Far-end Listen Port: 5060

Far-end Network Region: 1

Far-end Domain:

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Initial IP-IP Direct Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
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5.6. Administer SIP Trunk Group

A trunk group is associated with the signaling group described in Section 5.5. Configure the
trunk group using the add trunk-group x command, where X is an available trunk group. On
Page 1 of this form:

e Set the Group Type field to sip

e Choose a descriptive Group Name

e Specify a trunk access code (TAC) consistent with the dial plan

e The Direction is set to two-way to allow incoming and outgoing calls

e Set the Service Type field to tie

e Specify the signaling group associated with this trunk group in the Signaling Group

field as previously configured in Section 5.5
e Specify the Number of Members supported by this SIP trunk group

add trunk-group 1 Page 1 of 21
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y
Group Name: Group 1 COR: 1 TN: 1 TAC: 101
Direction: two-way Outgoing Display? y
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 10

On Page 2 of the trunk-group form, the Preferred Minimum Session Refresh Interval (sec)
field should be set to a value mutually agreed with KPN to prevent unnecessary SIP messages
during call setup. Also note that the value for Redirect On OPTIM Failure can be increased to
allow additional set-up time for calls destined for an EC500 destination.

add trunk-group 1 Page 2 of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 600
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On Page 3, set the Numbering Format field to public.

add trunk-group 1 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: public
UUI Treatment: service-provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n

On Page 4, set the Network Call Redirection to y. Note that during test, this was only set for
the User to User Information test. For all other tests it was set to n.

add trunk-group 1 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? n

Prepend '+' to Calling Number? n

Send Transferring Party Information? n
Network Call Redirection? y

Send Diversion Header? n

Support Request History? y
Telephone Event Payload Type: 1

Convert 180 to 183 for Early Media? n
Always Use re-INVITE for Display Updates? n

Identity for Calling Party Display: P-Asserted-Identity
Enable Q-SIP? n

5.7. Administer Calling Party Number Information

Use the change public-unknown-numbering command to configure Communication Manager
to send the calling party number. In the test configuration, individual stations were mapped to
send numbers allocated from the KPN DDI range supplied. This calling party number is sent in
the SIP From, Contact and PAI headers, and displayed on display-equipped PSTN telephones.
Note that the screenshot has been changed to show an example, rather than the real DDI range.

change public-unknown-numbering 0 Page 1 of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total

Ext Ext Trk CPN CPN
Len Code Grp (s) Prefix Len

Total Administered: 5
4 2291 1 31201234560 11 Maximum Entries: 9999
4 2296 1 31201234561 11
4 2316 1 31201234562 11 Note: If an entry applies to
4 2346 1 31201234563 11 a SIP connection to Avaya
4 2396 1 31201234564 11 Aura (tm) Session Manager,

the resulting number must

be a complete E.164 number.
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5.8. Administer Route Selection for Outbound Calls

In the test environment, the Automatic Route Selection (ARS) feature was used to route
outbound calls via the SIP trunk to KPN VoIP Connect Service. The single digit 9 was used as
the ARS access code providing a facility for telephone users to dial 9 to reach an outside line.
Use the change feature-access-codes command to configure a digit as the Auto Route
Selection (ARS) - Access Code 1.

change feature-access-codes Page 1 of 10
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code: *69
Answer Back Access Code:
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code: 7
Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:

Use the change ars analysis command to configure the routing of dialled digits following the
first digit 9. A small sample of dial patterns are shown here as an example. Further
administration of ARS is beyond the scope of this document. The example entries shown will
match outgoing calls to numbers beginning 0 or 00. Note that exact maximum number lengths
have been used as it was found during test that a greater value resulted in transmission of a
DTMEF “#” after establishment of the media stream. Calls are sent to route pattern 1.

change ars analysis 0 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
0 8 14 1 pubu n
00 13 13 1 pubu n
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Use the change route-pattern x command to add the SIP trunk group to the route pattern that
ARS selects. In this configuration, route pattern 1 is used to route calls to trunk group 1.

change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: all calls
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 1 0 n user
2: user
3: n user
4: n user
5s n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4wW Request Dgts Format
Subaddress
l: yyyyyn n rest unk-unk none
2: y yyyyn n rest none

5.9. Administer Incoming Digit Translation

This step configures the settings necessary to map incoming DDI calls to the proper
Communication Manager extension(s). The incoming digits sent in the INVITE message from
KPN can be manipulated as necessary to route calls to the desired extension. In the examples
used in the compliance testing, the incoming DDI numbers provided by KPN correlate to the
internal extensions assigned within Communication Manager. The entries displayed below
translate incoming DDI numbers 0201234560-02012345679 to a 4 digit extension by deleting all
of the incoming digits and inserting an extension. Note that the numbers used are an example.

change inc-call-handling-trmt trunk-group 1 Page 1 of 30
INCOMING CALL HANDLING TREATMENT

Service/ Number Number Del Insert

Feature Len Digits

tie 10 0201234560 all 2396

tie 10 0201234561 all 2346

tie 10 0201234562 all 2296

tie 10 0201234563 all 2291

tie 10 0201234564 all 2316

tie 10 0201234565 all 6101

tie 10 0201234566 all 2000

tie 10 0201234567 all 2400

tie 10 0201234568 all 6102

tie 10 0201234569 all 2501

tie

tie

tie
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5.10. EC500 Configuration

When EC500 is enabled on the Communication Manager station, a call to that station will
generate a new outbound call from Communication Manager to the configured EC500
destination, typically a mobile phone. The following screen shows an example EC500
configuration for the user with station extension 2396. Use the command change off-pbx-
telephone station mapping x where x is the Communication Manager station.

e The Station Extension field will automatically populate with station extension

e For Application enter EC500

e Enter a Dial Prefix (e.g., 9) ifrequired by the routing configuration

e For the Phone Number enter the phone that will also be called (e.g. 00353867899999)

e Set the Trunk Selection to 1 so that Trunk Group 1 will be used for routing

e Set the Config Set to 1

Other parameters can retain default value

change off-pbx-telephone station-mapping 2396 Page 1 of 3
STATIONS WITH OFF-PBX TELEPHONE INTEGRATION

Station Application Dial CC Phone Number Trunk Config Dual

Extension Prefix Selection Set Mode

2396 EC500 = 00353867899999 1 1

Save Communication Manager changes by entering save translation to make them permanent.
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6. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The Session Manager is
configured via the System Manager. The procedures include the following areas:

e Loginto Avaya Aura® System Manager

e Administer SIP domain

e Administer Locations

e Administer Adaptations

e Administer SIP Entities

e Administer Entity Links

e Administer Routing Policies

¢ Administer Dial Patterns

e Administer Application for Avaya Aura® Communication Manager

e Administer Application Sequence for Avaya Aura® Communication Manager

e Administer SIP Extensions
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6.1. Log in to Avaya Aura® System Manager

Access the System Manager using a Web Browser by entering http:/<FQDN >/SMGR, where
<FQDN> is the fully qualified domain name of System Manager. Log in using appropriate
credentials (not shown) and the Home tab will be presented with menu options shown below.

AVAyA Avaya Au ra® System Manager 6.1 Help | About | Change Password | Log off admin

IR IS |

Administrators Application Management Backup and Restore
Manage Administrative Users Manage applications and application Backup and restore System Manager
Groups & Roles certificates database
Manage groups, roles and assign roles to Communication Manager Configurations
users Manage Communication Manager objects Manage system wide configurations
Synchronize and Import Conferencing Events
Synchronize users with the enterprise Conferencing Manage alarms,view and harvest logs
directory, import users from file Inventory Licenses
User Management Manage, discover, and navigate to View and configure licenses
Manage users, shared user resources and elements, update element software Replication
provision Users Messaging Track data replication nodes, repair
Manage Messaging System objects replication nodes
Presence Scheduler
Presence Schedule, track, cancel, update and
Routing delete jobs
Network Routing Policy Security
Session Manager Manage Security Certificates

Session Manager Element Manager Templates
Manage Templates for Communication

SIP AS 8.1 Manager and Messaging System objects

SIP AS 8.1

6.2. Administer SIP Domain

To add the SIP domain that will be used with Session Manager, select Routing from the Home
tab menu and in the resulting tab select Domains from left hand menu. Click the New button to
create a new SIP domain entry. In the Name field enter the domain name (e.g., avaya.com) and
optionally a description for the domain in the Notes field. Click Commit to save changes.

AVAyA Avaya Aura® System Manager 6.1

Routing 'l Home fElements / Routing

Domains
i Domain Management
Locations
Adaptations Maore Actions =
SIP Entities
Entity Links

2 Items Refresh
Time Ranges

Routing Policies [ ‘ L ‘ Type Default
Dial Patterns ||:| avaya.com o |:||
Regular Expressions O  kpn.nl sip O
Defaults Select : All, None
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6.3. Administer Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside, for
the purposes of bandwidth management. One location is added in this sample configuration for
all of the enterprise SIP entities. On the Routing tab select Locations from the left hand menu
[not shown]. Under General, in the Name field enter an informative name for the location.
Scroll to the bottom of the page and under Location Pattern, click Add, then enter an IP
Address Pattern in the resulting new row, * is used to specify any number of allowed characters
at the end of the string. Below is the location configuration used for the test enterprise.

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

General

¥ Name:

Galway

Notes:

Overall Managed Bandwidth

Managed Bandwidth Units:
Total Bandwidth:
Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra-Location):
Maximum Multimedia Bandwidth (Inter-Location):
Minimum Multimedia Bandwidth:

* Default Audio Bandwidth:

Location Pattern
1Item Refresh

I | 1P Address Pattern

Kbit/sec |

1000/ Kbit/Sec
1000 Kbit/Sec
64| Kbit/Sec

80| |Kbit/sec

Motes

‘ O *(10.10.9.%

Frivate
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6.4. Administer Adaptations

Adaptations can be used to modify the called party number to meet network requirements. The
example shown was used in this test to convert the called number to E.164 format. The module
DigitConversionAdaptor is used to convert numbers in the following way:
e International Numbers — remove the international dialing prefix (00) and replace with a
ey
e National Numbers — remove the leading zero and replace with a “+” followed by the
country code

These rules are applied to the destination addresses.

Domains Help 2
Locations Adaptation Details
Adaptations
SIP Entities General
Entity Links * Adaptation name: |International
Time Ranges Module name: | DigitConversionAdapter
FCUTOLEU R Module parameter:
Dial Patterns
- Egress URI Parameters:
Regular Expressions
Defaults Notes:

Digit Conversion for Incoming Calls to SM

0Items Refresh Filter: Enable

Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Notes

Digit Conversion for Qutgoing Calls from SM

2 Items Refresh Filter: Enable
| Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Notes

O *loo *|2 * 36 |2 + destination ¥

O *oz20 *[a *[3s |1 +31 destination

Select ; All, None
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6.5. Administer SIP Entities

A SIP Entity must be added for each SIP-based telephony system, supported by a SIP connection
to the Session Manager. To add a SIP Entity, select SIP Entities on the left panel menu and then
click on the New button (not shown). The following will need to be entered for each SIP Entity.
Under General:
e Inthe Name field enter an informative name
e Inthe FQDN or IP Address field enter the IP address of Session Manager or the
signalling interface on the connecting system
e Inthe Type field use Session Manager for a Session Manager SIP entity, CM for a
Communication Manager SIP entity and Gateway for the Session Border Controller SIP
entity
e Inthe Location field select the appropriate location from the drop down menu
e Inthe Time Zone ficld enter the time zone for the SIP Entity

In this configuration there are three SIP Entities:
e Avaya Aura® Session Manager SIP Entity
e Avaya Aura® Communication Manager SIP Entity
e Avaya Session Border Controller Advanced for Enterprise SIP Entity

6.5.1. Avaya Aura® Session Manager SIP Entity

The following screens show the SIP entity for Session Manager. The FQDN or IP Address field
is set to the IP address of the Session Manager SIP signalling interface.

Roufing Ml Home /Elements / Routing / SIP Entities- SIP Entity Details
Domains
Locations SIP Entity Details

Adaptations General

SIP Entities
Entity Links

* Name: |Session Manager

* FQDN or IP Address: |10.10.9.51

Time Ranges
Routing Policies Type:
Dial Patterns Notes:

Regular Expressions

Defaults | Location: | Galway *

Outbound Proxy: b4

| Time Zone: | Europe/Dublin v

Credential name:

SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration %
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The Session Manager must be configured with the port numbers on the protocols that will be
used by the other SIP entities. To configure these scroll to the bottom of the page and under
Port, click Add, then edit the fields in the resulting new row.

e Inthe Port field enter the port number on which the system listens for SIP requests

¢ Inthe Protocol field enter the transport protocol to be used for SIP requests

¢ Inthe Default Domain field, from the drop down menu select avaya.com as the default

domain
e Click Commit.

Port

3 [tems | Refresh Filter: Enable
I | Port Protocol Default Domain Notes

O |sos0 TCP % avaya.com %

0 s

o soe

Select : All, Nane

* Input Required

6.5.2. Avaya Aura® Communication Manager SIP Entity

The following screen shows the SIP entity for Communication Manager which is configured as
an Evolution Server. The FQDN or IP Address ficld is set to the IP address of the interface on
Communication Manager that will be providing SIP signalling.

Routing il Home /Elements / Routing / SIP Entities- SIP Entity Details

Domains
(rEirTTe SIP Entity Details
Adaptations General
SIP Entities ¥ Name: |Communication Manager
Entity Links
* FQDN or IP Address: |10.10.9.52

Time Ranges

Routing Policies Type:
Dial Patterns Notes:
Regular Expressions
Defaults Adaptation:
Location:
Time Zone: | Europe/Dublin v

Override Port & Transport with DNS SRV: []
* SIP Timer B/F (in seconds): 4

Credential name:

Call Detail Recording:

SIP Link Monitoring

SIP Link Monitoring: | Use Session Manager Configuration
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6.5.3. Avaya Session Border Controller Advanced for Enterprise SIP Entity

The following screen shows the SIP Entity for the Session Border Controller. The FQDN or IP
Address field is set to the IP address of the Session Border Controller private network interface

(see Figure 1).

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

[}l Home /Elements f Routing / SIP Entities- SIP Entity Details

SIP Entity Details

General

* Name: |Sipera SEC

* FQDN or IP Address: |10.10.9.81

Type:

Notes:

Adaptation: | International
Location:

Time Zone: |Europe,»"Duinn

Override Port & Transport with DNS SRvV: []
* SIP Timer B/F (in seconds): |4

Credential name:

Call Detail Recording:

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration

BG; Reviewed:
SPOC 3/6/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

22 of 48
KPN_CM601SBC




6.6. Administer Entity Links

A SIP trunk between a Session Manager and another system is described by an Entity Link. To
add an Entity Link, select Entity Links on the left panel menu and click on the New button (not
shown). Fill in the following fields in the new row that is displayed.

e Inthe Name field enter an informative name

e Inthe SIP Entity 1 field select Session Manager

e Inthe Port field enter the port number to which the other system sends its SIP requests

e Inthe SIP Entity 2 field enter the other SIP Entity for this link, created in Section 6.5

e Inthe Port field enter the port number to which the other system expects to receive SIP

requests
e Select the Trusted tick box to make the other system trusted
e Inthe Protocol field enter the transport protocol to be used to send SIP requests

Click Commit to save changes. The following screen shows the Entity Links used in this
configuration.

Routing [} Home /Elements / Routing / Entity Links- Entity Links
Domains Help ?
: Entity Links
Locations
SIP Entities
Entity Links
2 Items ' Refresh Filter: Enable
Time Ranges
Routing Policies D Name SIP Entity 1 Protocol Port SIP Entity 2 Port Trusted Notes
Dial Patterns D CM link Sessicn Manager TCP 5060 Communication Manager 5060
Regular Expressions [  Sipera SBC Link Session Manager TCR 5060 Sipera S8C 5060
Defaults Select ; All, None
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6.7. Administer Routing Policies

Routing policies must be created to direct how calls will be routed to a system. To add a routing
policy, select Routing Policies on the left panel menu and then click on the New button (not
shown).
Under General:
e Enter an informative name in the Name field
e Under SIP Entity as Destination, click Select, and then select the appropriate SIP entity
from the pop-up window (not shown) to which this routing policy applies
e Under Time of Day, click Add, and then select the default 24/7 or a previously created
time range if required

The following screen shows the routing policy for Communication Manager

Routing ‘
Domains Help ?
T=itis Routing Policy Details
Adaptations
SIP Entities General
Entity Links * Name: Intemnal
Time Ranges Disabled: []

Routing Policies Notes:
Dial Patterns

Regular Expressions i o
SIP Entity as Destination

Name FQDN or IP Address Type Notes

Defaults

‘ Communicatien Manager 10.10.9.52 M

Time of Day
l Remave ] [ View Gaps/Overlaps

11Item | Refresh Filter: Enable

n Ranking 1 Name 2 Mon Tue Wed Thu Fri Sat Sun Start Time End Time Notes

D 0 24/7 00:00 23:59 Time Range 24/7

Select : All, None
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The following screen shows the routing policy for the Session Border Controller.

Routing fll Home /Elements / Routing / Routing Policies- Routing Policy Details

Domains Help ?
Locations Routing Policy Details
Adaptations
SIP Entities General ‘
Entity Links * Name: |Externa\ ”
Time Ranges Disabled: []
Routing Policies Notes: | |
Dial Patterns
Regular Expressions . o
SIP Entity as Destination
Defaults
Name FQDN or IP Address Type Notes |
|| sipera s8c 10.10.9.81 Gateway |
Time of Day
[ Remaove ] [ View Gaps/Qverlaps ]
1Item Refresh Filter: Enable
O ‘ Ranking 1a ‘ Name 2a ‘ Mon ‘ Tue | ‘Wed | Thu Fri | Sat ‘ Sun Start Time End Time MNotes |
‘ O b | 24/7 00:00 23:59 Time Range 24/7 ‘
Select : All, None
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6.8. Administer Dial Patterns

A dial pattern must be defined to direct calls to the appropriate telephony system. To configure a
dial pattern select Dial Patterns on the left panel menu and then click on the New button (not

shown).

Under General:
[}
[ ]
[ J

6.2

In the Pattern field enter a dialled number or prefix to be matched
In the Min field enter the minimum length of the dialled number

In the Max field enter the maximum length of the dialled number
In the SIP Domain field select ALL or alternatively one of those configured in Section

Under Originating Locations and Routing Policies. Click Add, in the resulting screen (not
shown), under Originating Location select —ALL- and under Routing Policies select one of the
routing policies defined in Section 6.7. Click Select button to save. The following screen shows
an example dial pattern configured for the Session Border Controller which will route the calls
out to the KPN VoIP Connect service.

AVAYA

Routing

Avaya Aura® System Manager 6.1

Help | About | Change Password | Log off admin

Routing * Home

il Home /Elements / Routing / Dial Patterns- Dial Pattern Details

Domains Help ?
Locations Dial Pattern Details
Adaptations
SIP Entities General
Entity Links * Pattern: |00353
Time Ranges * Min: [10
Routing Policies
¥ Max: |17
Dial Patterns
Regular Expressions Emergency Call: []
Defaults SIP Domain: |-ALL- v
Notes:
Originating Locations and Routing Policies
1 Item | Refresh Filter: Enable
- c c N Routing - - c A
P . Originating Location Routing Policy - Routing Policy Routing Policy
] Originating Location Name 1 Notes Name Rank 2 ?ullcv Destination Notes
Disabled
|:| -ALL- Any Locations KPN 0 Sipera SBC
Select : All, None
BG; Reviewed: Solution & Interoperability Test Lab Application Notes 26 of 48

SPOC 3/6/2012

©2012 Avaya Inc. All Rights Reserved.

KPN_CM601SBC




The following screen shows an example dial pattern configured for Communication Manager.

AVAyA AVaya AU ra® System Manager 61 Help | About | Change Password | Log off admin

Routing *| Home
Routing Il Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains Help 2

(e Dial Pattern Details

Adaptations
SIP Entities General

Entity Links * pattern: 020
Time Ranges * Min:
Routing Policies

Dial Patterns

- Emergency Call:
Regular Expressions gency o

Defaults SIP Domain: _

Notes: ‘

Originating Locations and Routing Policies

11Item Refresh Filter: Enable
S . . r Routi . . . .
D Originating Location Name | . 2;‘3;:“'"9 Lrzlio :g'::':g Policy Rank 2 . Dliiclgll::lny:d g‘:;:::gt?‘f:w :3:;'5"9 Policy
O -aw- Any Locations Internal 0 Communication Manager
Select : All, None
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6.9. Administer Application for Avaya Aura® Communication Manager
From the home tab select Session Manager from the menu. In the resulting tab from the left
panel menu select Application Configuration = Applications and click New.
e Inthe Name field enter a name for the application
e Inthe SIP Entity field select the SIP entity for the Communication Manager
e Inthe CM System for SIP Entity field select the SIP entity for the Communication
Manager

Select Commit to save the configuration.

AVAyA Avaya Aura® S\/Stem Manager 6.1 Help | About | Change Password | Log off admin

x

Session Manager ® Routing Home

Session Manager fll Home /Elements / Session Manager / Application Configuration / Applications- Applications

Dashboard Help ?
Session Manager . . =
g Application Editor
Administration
Communication Profile o
i Application
Editor
Network Configuration
*Name cm-app

Device and Location

Configuration *SIP Entity | Communication Manager v

App".mtmr: for Ty "M Instance ¥ Giadd
Configuration Entity Systems
Applications Description
Application
Sequences Application Attributes (optional)

Implicit Users

NRS Proxy Users ST Value

System Status Application Handle

URI Parameters
System Tools
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6.10. Administer Application Sequence for Avaya Aura®
Communication Manager
From the left panel navigate to Session Manager > Application Configuration 2>
Application Sequences and click on New (not shown).
e Inthe Name field enter a descriptive name
e Under Available Applications, click the + sign in front of the appropriate application
instance. When the screen refreshes the application should be displayed under the
Applications in this Sequence heading

Select Commit.

Session Manager [} Home /Elements / Session Manager / Application Configuration / Application Sequences- Application Sequences
Dashboard Help 2
Session M . . -

sesion Hanager Application Sequence Editor

Administration

Communication Profile N
Application Sequence

Editor
Network Configuration *Name cm-app-seq ‘
Device and Location _—

Description

Configuration

Application L. A )
: i Applications in this Sequence
Configuration

Applications
Application
1 Item
Sequences
. Sequence
Implicit Users []  oOrder (firstto = Name SIP Entity Mandatory Description
NRS Proxy Users last)
System Status O a v X cm-app Communication Manager
System Tools Select : All, None

Available Applications

11tem Refresh Filter: Enable
Name SIP Entity Description
+ cm-app Communication Manager
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6.11. Administer SIP Extensions

SIP extensions are registered with the Session Manager and use Communication Manager for
their feature and configuration settings. From the Home tab select User Management from the
menu. Then select Manage Users and click New (not shown).
On the Identity tab:

e Enter the user's name in the Last Name and First Name fields

¢ Inthe Login Name field enter a unique system login name in the form of user@domain

(e.g. 2296@avaya.com) which is used to create the user's primary handle
e The Authentication Type should be Basic
e Inthe Password/Confirm Password fields enter an alphanumeric password

AVAyA AVaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin

x

User Management u Session Manager Routing * Home

User Management fll Home /Users / User Management / Manage Users- New User Profile

Manage Users Help ?
Public Contacts .
New User Profile
Shared Addresses
System Presence ACLsS %
- Communication Profile Membership Contacts
Identity =

* Last Name: SIP

* First Name: 9630

Middle Name:

Description:

* Login Name: |2296@avaya.com

* Authentication Type:

* Password: seeses

* Confirm Password: seesss|

Localized Display Name:

Endpoint Display Name:
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On the Communication Profile tab enter a numeric Communication Profile Password and
confirm it, then expand the Communication Address section and click New. For the Type field
select Avaya SIP from the drop-down menu. In the Fully Qualified Address field, enter an
extension number and select the relevant domain from the drop-down menu. Click the Add
button (not shown).

Identity & Communication Profile €3 Membership Contacts

Communication Profile =

Communication Profile Password: esesee

Confirm Password: ssssss

New Done Cancel

Name

®  Primary

Select : None

* Name: Primary

Default :

Communication Address =

Type Handle Domain
MNo Records found

Type: |Avaya SIP N

* Fully Qualified Address: 2295 @ | avaya.com ¥

Expand the Session Manager Profile section.

e Make sure the Session Manager check box is checked

e Select the appropriate Session Manager instance from the drop-down menu in the
Primary Session Manager field

e Select the appropriate application sequence from the drop-down menu in the Origination
Application Sequence field configured in Section 6.10

e Select the appropriate application sequence from the drop-down menu in the
Termination Application Sequence field configured in Section 6.10

e Seclect the appropriate location from the drop-down menu in the Home Location field
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[#]Session Manager Profile =

Maximum |

Primary | Secondary
* Primary Session Manager ‘
3 o] 3

. Primary | Secondary  Maximum |
Secondary Session Manager

Origination Application Sequence
Termination Application Sequence

Survivability Server | (MNone) hd

* Home Location |Ga|way V||

32 0f 48
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Expand the Endpoint Profile section.

e Select the Communication Manager SIP Entity from the System drop-down menu

e Select Endpoint from the drop-down menu for Profile Type

e Enter the extension in the Extension field

e Select the desired template from the Template drop-down menu

e For the Port field select IP

e Seclect the Delete Endpoint on Unassign of Endpoint from User or on Delete User
check box

e Select Commit (not shown) to save changes and the System Manager will add the
Communication Manager user configuration automatically

[¥] Endpoint Profile =

* System |CM Instance ¥

* Profile Type Endpoint ¥

Use Existing Endpoints []

* Extension @.2295 Endpoint Editor

* Template DEFAULT_0630SIP_CM_6_0 v

Set Type

Security Code

| * port QIP

Voice Mail Number

Delete Endpoint on Unassign of Endpoint
from User or on Delete User.
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7. Configure Avaya Session Border Controller Advanced for
Enterprise

This section describes the configuration of the Session Border Controller. At the time of writing
the Avaya Session Border Controller Advanced for Enterprise was badges as the Sipera E-SBC
(Enterprise Session Border Controller) developed for Unified Communications Security (UC-
Sec). The Avaya Session Border Controller Advanced for Enterprise is administered using the E-
SBC Control Center.

7.1. Access Avaya Session Border Controller Advanced for Enterprise

Access the Session Border Controller using a web browser by entering the URL https://<ip-
address>, where <ip-address> is the private IP address configured at installation. Select the
UC-Sec Control Center

©) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer

Log in with the appropriate credentials.

@ S I pseysl:eg Password I:I

LEARN - YERIFY - PROTECT

The UC-Sec ™ family of products from Sipera Systems delivers comprehensive
ValP security by adapting the hest practices of internet security and by using unique,
sophisticated techniques such as VolP protocol misuse & anomaly detection,
hehavioral learning based anomaly detection and voice spam detection to protect
VolP networks.

Visitthe Sipera Systems website to learn more.

NOTICE TO USERS: This system is for authorized use only. Unauthorized use of this
system is strictly prohibited. Unauthorized orimproper use of this system may
resultin civil andfor criminal penalties. Use of this system constitutes consentto
security monitoring. Al activity is logged with login info, host name and IP address.
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7.2. Define Network Information

To define the network information for the Avaya Session Border Controller Advanced for
Enterprise, click on the Device Specific Settings to expand the options, then select Network

Management.
e C(Click on Add IP

e Define the internal IP address with screening mask and assign to interface Al
e Select Save (not shown) to save the information

e C(Click on Add IP

e Define the external IP address with screening mask and assign to interface B1
e Select Save (not shown) to save the information
e Seclect the Network Configuration tab and change the state of interfaces Al and B1 to

Enabled (not shown)

e Click on System Management in the left pane
e Seclect Restart Application indicated by an icon in the status bar (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server fime is 238:31 PM GMT

» 2 Global Parameters

> [ Glabal Profiles

> (3 SIP Cluster

» 2 Domain Policies

4 [ Device Specific Setlings
=2 Network Hanagement |
_E,_Media Interface

L4 Gignaling Interface
#% signaling Forking
5 sue

5 End Point Flows

& session Flows

£ Two Factor

&5 Relay Senices

@ Aarms Incidents  [|fy Statisties | =) Logs | (8% Diagnosties ||fll Users 3] Logout | @ Help
=) UC-3ec Control Center Device Specific Settings = Network Management: GSSCPTRNK

@‘.".‘e\come

. Administration

[‘ﬁ']BackupiResture HNetwork Configuration ‘ ‘ Interface Configuration |

@ System Management GSSCPTRNK

Modifications or deletions of an IP address or its associated data require an application restart before taking effect. Application restarts can be
issued from System Management.

A1 Nemask [256.255.255 a2 Netmast: [N B+ Netmas (265 255265 22 B2 Netmask [N
T T T T
o L e [n w|x
192180272 i NEAEER HB1 V\ x

7.3. Define Interfaces

To define the signaling and media interfaces for the Avaya Session Border Controll Advanced
for Enterprise, click on the Device Specific Settings to expand the options.
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7.3.1. Signaling Interfaces

Select Signaling Interface from the menu options.
e Select Add Signaling Interface and enter details in the pop-up menu
e Inthe Name field enter a descriptive name for the internal signalling interface
e Select an internal interface IP address defined in Section 7.2
e Select UDP and TCP port numbers, usually 5060
e Select Add Signaling Interface and enter details in the pop-up menu
e Inthe Name field enter a descriptive name for the external signalling interface
e Select an external interface IP address defined in Section 7.2
e Select UDP and TCP port numbers, usually 5060

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:43:26 PM GMT

O Alarms Incidents Dﬁ Statistics ; Logs 5'7 Diagnostics @ Users Qd Logout @ Help
|2 UC-Bec Contral Center Device Specific Settings > Signaling Interface: GSSCPTRNK
@ \Welcome
¢ Administration
[H]Backup.‘ﬁgg[gre Signaling Interface
ﬁ Systemn Management GSSCPTRHK
> (2 Global Parameters
> (2 Global Prafiles "
> 2 8IP Cluster

Slg-Call_Server 10.10.9.81 5060 5060 Mone I X

> |2 Domain Policies

4 | Device Specific Setiings
[ Network Wanagement
H Wedia Interface
4" Signaling Interface

Sig-Trunk_Server 192.168.27.2 5060 5060 = Nong 2 X

7.3.2. Media Interfaces

Select Media Interface from the menu options. The IP addresses for media can be the same as
those used for signaling.

e Select Add Media Interface and enter details in the pop-up menu

e Inthe Name field enter a descriptive name for the internal media interface

e Select an internal interface IP address defined in Section 7.2

e Select RTP port ranges for the media path with the enterprise end-points

e Seclect Add Media Interface and enter details in the pop-up menu

e Inthe Name field enter a descriptive name for the external media interface

e Select an external interface IP address defined in Section 7.2

e Select RTP port ranges for the media path with the KPN SBC
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UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:43:34 PM GMT

@ Alarms Incidents ﬂ.ﬁ Statistics =] Logs !;p) Diagnostics m Users ﬂJ Logout @ Help
|2 UC-8ec Control Center Device Specific Seftings > Media Interface: GSSCPTRNK

Welcome
. Administration

= BackupRestore Media Interface

EH| 8ystem Management GSSCPTRNK
b 3 Global Parameters :ﬂviuwddﬂiumemmmmmﬂmmmmufmmwm' restarts can be issued from
System Management.

b 3 Global Profiles
I
b |2 Domain Palicies

4 ) Device Specific Seftings

& Network Hanagement Wed-Call_Server 10.10.981 2048 -3320 2 X
[ Media nterface
72 signaling Inteface Wed-Trunk_Server 192168.272 £000 - 8999 2%

‘_“ Signaling Forking

7.4. Define Server Interworking

Server interworking is defined for the KPN SBC and the Session Manager. To define the Session
Manager server interworking, first click on Global Profiles to expand the menu options.

e Highlight the avaya-ru profile and select Clone Profile

e Inthe Name field enter a descriptive name for server interworking profile for the Session

Manager

e C(lick on Finish

e Select Edit (not shown) and enter details in the pop-up menu

e Check the T.38 box, then click Next and Finish

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 3:36:09 PM GMT §
O Alarms Incidents ﬂﬁ Statistics j Logs !‘_‘L Diagnostics m Users ﬂJ Logout @ Help

|2 UC-3ec Control Center bl Global Profiles = Server Interworking: SM3-KPN

Wi
@ Welcome Add Profile Rename Profile Clone Profile Delete Profile
o Administration
[ Backup/Restore Interworking Profiles Click here to add a description.

System Management
N génhawammgms £s2100 General || Timers | [ uRi Manipuiation | | Header Manipulation | | Advanced |
4 ) Glabal Profiles el ~
B0crinDos 00 Edge-Serer . een
) Fingerprint Hald Support RFC3264
% Senver Interworking cisco-ccm 190 el .
@Phonelnterworkmg cups Enaling one
ﬁhl&dia Forking 181 Handling Naone
% Routing Sipera-Halo
5 ) 182 Handling Naone
TbServerConﬂguratmn 0OCS-FrontEnd-Server
& Bubscriber Profiles 183 Handling Mane
s|a Topalagy Hiding KPN-SM9 Rt an N
efer Handling o
Signaling Manipulation SHA-KPN
& URI Groups 3 Handling No
b 12 8IP Cluster .
» 5 Domain Falicies Diversion Header Support No
4 2 Device Specific Settings Delayed SDP Handling Mo
o Netwark Management —— 7
H Media interface uppo & L
L Bignaling Interface URI Scheme SIP
Signaling Forking )
WP Via Header Format RFC3261
ot .
5 session Flows

To define the KPN trunk server interworking, first click on Global Profiles to expand the menu
options.
e Highlight the previously created profile and select Clone Profile In the Name field enter
a descriptive name for server interworking profile for the KPN SBC
e Click on Finish
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Select Edit (not shown) and enter details in the pop-up menu
Check the T.38 box

Check RFC2543 ¢=0.0.0.0 option in Hold Support

Click Next and Finish

UC-Sec Control Center

Weicome ucsec, you signed in as Admin. Current server time is 3:34:14 PM GMT

@ Alarms Incidents DEI Statistics ; Logs &% Diagnostics m Users ﬁ] Logout @ Help
|2 UC-Sec Control Center fa Global Profies > Server Interworking: KPH-SHE
o
- Administration
[‘E‘]Backup;‘Restore Interworking Profiles Click here to add a description.
System Management
. ?G:nnal Paramiters cs2100 General ‘ | Timers || URI Manipulation ‘ ‘ Header Manipulation || Advanced |
4 12 Global Profiles 2D A
General 3
@Do\na\n Do 0CS-Edge-Server
#50 Fingerprint Hald Support RFC2543
B Server Interwarking cisco-ccm pr— 0
€ Phone Interworking cups —— one
% Media Forking 181 Handling None
;nggmmng Sipera-Halo
= " 182 Handlin MNone
T Server Configuration 0CS-FrontEnd-Server -
£ Subscriber Profiles 183 Handling None
"IUTUDU|UDy Hiding KPN-SM9 Refer Handii N
Signaling Manipulation SM9-KPN gfer nanding o
A4 URI Groups 3o Handling Mo
> [ SIP Cluster
» £ Domain Policies Diversion Header Suppart No
4 |3 Device Specific Settings Delayed SDP Handling No
[ Network Management S —— -
H wedia Interface 385lippo & =
L' Signaling Interface URI Scheme 3P
‘_J‘_ Signaling Forking
TSNP Via Header Format RFC3261
et .
ﬁSessmn Flows

7.5. Define Servers

To define the servers and add the additional IP address for the KPN SBC, click on Global
Profiles to expand the menu. Select Server Configuration to add the Call Server which is the
Session Manager.
e Select Add Profile
e Inthe Profile Name pop-up field enter a descriptive name for the Session Manager and
click Next
e Inthe Server Type drop down menu select Call Server
e Inthe IP Addresses / Supported FQDNs box type the internal interface IP address
defined in Section 7.2
e Check TCP and UDP in Supported Transports
e Define the TCP port and UDP port for SIP signaling, 5060 is recommended
e Click Next three times then select the Interworking Profile for the Session Manager
defined in Section 7.4 from the drop down menu
e C(lick Finish
The General tab on the resultant screen shows the IP addresses, TCP Port and UDP
Port entered.
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UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 3:39:22 PM GMT

@ Alarms

(3 UC-Bec Control Center
@We\come
+ Administration
[ BackupRestore
B8 system Management
> (2 Global Parameters
4 3 Global Profiles
B oomainDos
13 Fingerprint
%1 senver Interworking
@Phune Interwarking
&3 Media Forking
D Routing
% Senver Configuration
&8 Subscriber Profiles
s|a Topoalagy Hiding

A

Incidents  [Jf) Statistics =) Logs | &% Diagnosties | |G Users

© Sipera

o
3l Logout @ Help

Global Profiles > Server Configuration: Call_Server_SM9

Add Profile

Call_Server_SMg

Trunk_Server_KPN

Rename Profile Clone Profile Delete Profile

General ‘ ‘ Authentication ‘ ‘ Heartbeat ‘ ‘ Advanced ‘

Server Type Call Senver

IP Addresses / FQDNs 10.10.9.61

Supported Transports TCP,UDP

TCF Port 5060

5060

UDF Port

The Adavanced tab shows the Interworking Profile

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 4:04:10 PM GMT

O Alarms

I3 UC-Sec Control Center
Welcome
o+ Administration
(5l Backup/Restore
B8 system Wanagement
4 |2 Global Parameters
(ARADIUS
B Doz /oDos
# Secure Channel
@ Serubber
8 User Agents
! Twe Facter
4 |3 Global Prafiles
B pomain Dos
& Fingerprint
B Server Interworking
€3 Fhane Interworking
£% Wledia Forking

Incidents ﬂﬁ Statistics | = Logs !‘: Diagnostics m Users

@] Logout | @ Heip

Global Profies > Server Configuration: Call_Server_SM3

Add Profile

Call_Server_SMa
Trunk_Server_KPN

Rename Profile Clone Profile Delete Profile

General | ‘ Authentication | ‘ Heartbeat ‘ ‘ Advanced ‘

Advanced
Enable Dos Protection r
Enable Grooming r
| ntemoring Frefie KPN-SHg |
Signaling Manipulation Script Mane
TCP Connection Type 3UBID
LUDP Connection Type SUBID

Select Server Configuration to add the Trunk Server which is the KPN SBC.
e Select Add Profile
e Inthe Profile Name pop-up field enter a descriptive name for the KPN SBC and click

Next

e Inthe Server Type drop down menu select Call Server

e Inthe IP Addresses / Supported FQDNs box type the external interface IP address
defined in Section 7.2

e Check TCP and UDP in Supported Transports

e Define the TCP port and UDP port for SIP signaling, 5060 is recommended

e Click Next three times then select the Interworking Profile for the KPN SBC defined in
Section 7.4 from the drop down menu

e C(lick Finish
The General tab on the resultant screen shows the IP addresses, TCP Port and UDP
Port entered.
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UC-Sec Control Center

(3 UC-Sec Contral Center
8 Welcome
<k Administration
[ BackupRestore
B8 system Management
4 3 Global Parameters
LARADIUS
B 0os/DDos
£ Secure Channel
& Scrubber
20 User Agents
& Two Factor
4 3 Global Profiles
B vomain Dos
&b Fingerprint

e

Welcome ucsec, you signed in as Admin, Current server time is 4:00:23 PM GMT

O Alarms Incidents ﬂﬁ Statistics

!ib Diagnostics m Users

Global Profiles > Server Configuration: Trunk_Server_KPN

Add Profile

8] Logout | @ telp

Rename Profile Clone Profile Delete Profile

Server Type

IP Addresses / FQDNs
Supported Transports
UDP Port

Trunk Server
10.122 108 100
uor

5060
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During the test, a script was written to change the user address in the “To” field to E.164 format
for consistency. Test calls were made successfully without this, but it is shown here for

information.

e Select the server Interworking Profile defined in Section 7.4
e Select the E.164_Conversion script in the Signaling Manipulation Script field

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 4:02:36 PM GMT

(2 Uc-8ec Control Center
& welcome
< Administration
[ BackupRestore
ﬁSystem IManagement
4 ) Global Parameters
SYRADIUS
B Doz /D008
£ Secure Channel
& Serubber
£ User Agents
£ Two Factor
4 3 Global Profiles
B nomain Dos
13 Fingerprint
tServ‘er\nterworking
». .

@ Alarms incidents [l Statisties = Logs | #% Diagnosties | |[fl Users

Global Profiles > Server Configuration: Trunk_Server_KPN

Add Profile

call_Server_SH9

Trunk_Server_KPN

General | | Authentication | | Hearteat | [ advanced |

Signaling Manipulation Script

Advanced
Enable DoS Protection I
Enable Grooming u
Interwaorking Profile SW9-KPN

E164_Conversion

UDF Caonnection Type

SUBID

The E164_Conversion script is shown here for information.

UC-Sec Control Center

Welet ucsec, you signed in as Admin. Current server time is 4:13:01 PM GMT

@ Alarms

incidents [y Statistics =

Lo Administration
[2 BackupRestore
aSystem IManagement
> (2 Global Parameters
4 [ Global Prafiles
EDumam Dos
1 Fingerprint
% Server Interworking
@Phone Interworking
23 Media Forking
;"ngutiﬂg
% Senver Configuration
&8 Subscriber Profiles
_‘IUTDDD|DQ) Hiding
Signaling Manipulation
25 URI Groups

<! Diagnostics | |fl] Users

Bl Global Profiles > Signaling Manipulation: E164_Conversion

Signaling Manipulation Scripts
E164_Conversion

Change international prefix 00 to +

Signaling Manipulation

3] Logout | @ Help

Download Script Clone Seript Delete Script

within session "INVIIE"

1

20t on request vhers $DIRECTICN="OUTECUND® and $ENTRY_EOINT="EOST_ROUTING"
{

$HEADERS["To"] [1].URI.USER.zegex_replace ("*00", "+"];
i

i
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7.6. Define Routing
To define routing to the Session Manager, click on Global Profiles to expand the menu. Select
Routing.

e Select Add Profile

¢ Inthe Profile Name pop-up field enter a descriptive name for the Session Manager and
click Next

¢ Enter the Session Manager SM100 IP address in the Next Hop Server 1 field
e Select TCP for the Outgoing Transport and click Finish

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server fime is 2:51:58 PM GMT

@ Aarms

Incidents  [f} Statisties | =] Logs

I3 UC-Sec Contral Center
Welcome
¢ Administration
[ BackupiRestore
System Management
& (33 Global Parameters
4 3 Clabal Profiles
EDumain Dos

fa] Global Profiles > Routing: Call_Server_SM8

Routing Profiles

default
Call_Server_SM9
Trunk_Server_KPH

# Diagnostics  [fl] Users

Routing Profile

8] Logout @ Help

Rename Profile Clone Profile Delete Profile

Click here to add a description.

Add Routing Rule

i Fingerprint

& server Interworking
@Phuﬂe Interworking
&% Media Forking
E"%Routmg

% Senver Configuration

URI Group Next Hop Server 1

Next Hop Server 2

10.10.9.61 - ¥ i r r TP Fd

To define routing to the Session Manager, create an additional profile
e Select Add Profile
e Inthe Profile Name pop-up field enter a descriptive name for the KPN SBC and click
Next
e Enter the KPN SBC IP address in the Next Hop Server 1 field
e Seclect UDP for the Outgoing Transport and click Finish

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:55:07 PM GMT

O Alarms Incidents M Statistics j Logs !;)) Diagnostics m Users ﬂJ Logout @ Help
|2 Uc-Sec Contral Center el Global Profiles > Routing: Trunk_Server KPN
8 welcome

Add Profile
Routing Profiles

default

Rename Profile Clone Profile Delete Profile

Click here to add a description.

<k Administration
[2 BackupRestore
ﬂSystem Management
I |2 Global Parameters
4 [ Global Prafiles
B nomain Dos
1) Fingerprint
‘ Server Interworking
@Phune Interworking
&% Media Forking
D4 Routing
i Server Configuration

Routing Profile

Call_Server_SM9

Add Routing Rule

Trunk_Server_KPH

URI Group Next Hop Server 1

Next Hop Server 2

10122108 100 - ¥ r i r I~ uDP I
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7.7. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. To define Topology Hiding for the Session Manager, click on Global Profiles to expand
the menu and select Topology Hiding
e Select Add Profile
¢ Inthe Profile Name pop-up field enter a descriptive name for the Session Manager and
click Next

e Overwrite the From field with a domain name provided by KPN
e Overwrite the Request-Line field and To field with a local domain name, avaya.com is
used as an example, then click Finish

.
UC-Sec Control Center @ Sipera
Welcome ucsec, you signed in as Admin. Current server time is 4:08:14 PM GMT Systems|
@ Aarms Incidents | [[fy Statisties | Logs | #% Diagnostics || Users 3l Logout | @ Help
|2 UC-3ec Control Center Global Profiles > Topology Hiding: Call_Server_SM9
@ Welcome Add Profile Rename Profile Clone Profile Delete Profile
7 Administration
[ Backup/Restore Topology Hiding Profiles Click here to add a description.
ﬁ System Management default —‘
» |2 Glabal Parameters Topology Hiding
4 cisco_th_profile
S g T fece con Ocne e
E Domain DoS Trunk_Server_KPN N .
[ Fingerprint SDP IP/Domain Auto
’ i Call_Server_SM9
t Senver Interwarking From IP/Domain Overwrite kpn.nl
@ Phone Interworking
&% Media Forking Request-Line IPDamain Overwrite avaya.com
EERouting Via IP/Domain Auto —
% Server Configuration
8 Subscriber Profiles To IP/Domain Overwrite avaya.com
il
A|a Topology Hiding Record-Route IP/Domain Auto =
Signaling Manipulation
% URI Groups Edit
> (2 SIP Cluster

Note: A single domain name could be used for the enterprise and the KPN network.

To define Topology Hiding for the KPN SBC, create an additional profile
e Select Add Profile
e Inthe Profile Name pop-up field enter a descriptive name for the KPN SBC and click
Next
e Overwrite the From field with a local domain name, avaya.com is used as an example
e Overwrite the Request-Line field and To field with a domain name provided by KPN
and click Finish

BG; Reviewed: Solution & Interoperability Test Lab Application Notes 43 of 48
SPOC 3/6/2012 ©2012 Avaya Inc. All Rights Reserved. KPN_CM601SBC




UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 4:06:38 PM GMT

@ Alarms Incidents ﬂﬁ Statistics ; Logs 1‘; Diagnostics m Users Qd Logout @ Help
|2 UC-Sec Control Center Global Profiles > Topology Hiding: Trunk_Server_KPN
e
L& Administration
HBGEKMRBS{DIE Topology Hiding Profiles Click here to add a description.
ﬁ System WManagement default —‘
> |2 Global Parameters Topology Hiding
PR . cisco_th_profile
O e e e con Ocnrio e
§ Domain Do3 Trunk_Server_KPN o ) )
&) Fingerprint SDP IP/Domain Auto
p ki Call_Server_SMa
o senver Interworking = - From IPIDomain Querwrite avaya.com
€3 Fhone Interworking
£ Hedia Forking Request-Ling IPIDomain Overwrite kpn.nl
&% Routing Via IP/Domain Auto =
&y Server Cenfiguration
£ Subscriber Profiles To IPiDamain Overwrite kpn.nl
| ’
BRIy Record-Route IPDomain Auto -
Signaling Manipulation
£ URI Groups w
» |2 SIP Cluster

7.8. Server Flows

Server Flows combine the previously defined profiles into an outgoing flow from the Session
Manager to the KPN SBC and an incoming flow from the KPN SBC to the Session Manager. To
define an outgoing Server Flow, click on Device Specific Settings to expand the menu and select
End Point Flows.
e C(Click on the Server Flows tab
e Select Add Flow and enter details in the Add Flow pop-up
e Inthe Flow Name field enter a descriptive name for the outgoing server flow
e Inthe Received Interface field, select the SIP signalling interface for the KPN SBC
In the Signaling Interface field, select the SIP signalling interface for the Session
Manager
e Inthe Media Interface ficld, select the media interface for the Session Manager
¢ Inthe Routing Profile field, select the routing profile of the KPN SBC
e Inthe Topology Hiding Profile field, select the top[ology hiding profile of the Session
Manager

An incoming Server Flow is defined as a reversal of the outgoing Server Flow
e Select Add Flow and enter details in the Add Flow pop-up
e Inthe Flow Name field enter a descriptive name for the incoming server flow
e Inthe Received Interface field, select the SIP signalling interface for the Session
Manager

e Inthe Signaling Interface field, select the SIP signalling interface for the KPN SBC

e Inthe Media Interface field, select the media interface for the KPN SBC

¢ Inthe Routing Profile field, select the routing profile of the Session Manager

e Inthe Topology Hiding Profile field, select the topology hiding profile of the KPN SBC
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UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 4:10:49 PM GMT

@ Alarms

Incidents [l Statistics

=) Logs | Diagnostics |ff] users

<k Administration
[‘E‘]Backuprestore
nSyslem Management
& [ Global Parameters
4 2 Global Profiles
B pomain Do
& Fingerprint
B Server Interworking
@Phune Interworking
{‘.Med\a Forking
ERouting
| Server Configuration
[ Subscriber Profiles
’ﬂlﬂTopo\ongimng
= Signaling Manipulatien
ﬁUR\ Groups
» 2 SIF Cluster
» |2 Domain Policies
4 |2) Device Specific Setlings
[ Network Management
_E;Med\a Interface
' Signaling Interface
€% signaling Forking

Y End Paint Flows
i session Flows
. Twe Factor
@Re\ay Senvices

8] Logout @ Help

UC-Sec Devices

Subscriber Flows | | Server Flows

GSSCPTRHK

Hover over a row fo see its description.

Server Configuration: Call_Server_SM9

Received | Signaling | Media .
Interface | Interface | Interface Routing Profile
Sma- N N Sig- Slg- Med- default-
KPN Trunk_Server Call_Server Call_Sener low

Trunk_Server_KPM Call_Server_SM3 Mone

Add Flow

- File
Topology Hiding | 7.-cer

Profile Profile

Edb ]

Server Configuration: Trunk_Server_KPN

Signaling
Interface

Media
Interface

Routing Profile

KPN- B N
sme

Slg- Sig- Wed- default-
Call_Server Trunk_Server Trunk_Server low

Call_Server_SM3 Trunk_Server_KPN None

. File
EEr R Transfer

Profile Profile

Edb L]
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8. Service Provider Configuration

The configuration of the KPN equipment used to support the KPN VoIP Connect service is
outside of the scope of these Application Notes and will not be covered. To obtain further
information on KPN equipment and system configuration please contact an authorised KPN
representative.

9. Verification Steps

This section provides steps that may be performed to verify that the solution is configured
correctly.
1. From System Manager Home Tab click on Session Manager and navigate to Session
Manager = System Status = SIP Entity Monitoring. Select the relevant SIP Entity
from the list and observe if the Conn Status and Link Status are showing as up.

AVAyA A\faya Aura® S\/Stem Manager 6.1 Help | About | Change Password | Log off admin
Session Manager *  Home
Session Manager ')l Home /Elements / Session Manager / System Status / SIP Entity Monitoring- SIP Entity Monitoring
Dashboard Halp 7
Session Manager SIP Entity, Entity Link Connection Status
Administration This page displays detailed ction status for all entity links from all Session Manager instances to & single SIP entity
Communication Profile |,y oo |inks to SIP Entity: SB
Editor .
Network Confi [ Summary View ]
s oo 1 Item Refresh Filter: Enable
Configuration
e Details  Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status
Application
o Touration Show Session Manager 1 10.10.9.6 5060 TCR up 200 Ok up

System Status

SIP Entity Monitoring

2. From the Communication Manager SAT interface run the command status trunk n
where n is a previously configured SIP trunk. Observe if all channels on the trunk group
display In service/ idle.

status trunk 1
TRUNK GROUP STATUS

Member Port Service State Mtce Connected Ports
Busy

0001/001 TO0001 in-service/idle no
0001/002 TO0002 in-service/idle no
0001/003 TO0003 in-service/idle no
0001/004 TO0004 in-service/idle no
0001/005 TOO0OO0S5 in-service/idle no
0001/006 TOO0OO6 in-service/idle no
0001/007 TOO00O7 in-service/idle no
0001/008 TO0008 in-service/idle no
0001/009 TO0009 in-service/idle no
0001/010 TOOO10 in-service/idle no
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3. Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active.

4. Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active.

5. Verify that the user on the PSTN can end an active call by hanging up.

6. Verify that an endpoint at the enterprise site can end an active call by hanging up.

10. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Aura®
Communication Manager, Avaya Aura® Session Manager and Avaya Session Border Controller
Advanced for Enterprise to KPN VoIP Connect Service. KPN VoIP Connect Service is a SIP-
based Voice over IP solution providing businesses a flexible, cost-saving alternative to
traditional hardwired telephony trunks. The service was successfully tested with a number of
observations listed in Section 2.2.
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property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.
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