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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.0 and Avaya Session
Border Controller for Enterprise 6.2, to interoperate with Telesur SIP Trunking.

Telesur is a member of the Avaya DevConnect Service Provider program. The Telesur SIP
Trunking service provides customers with PSTN access via a SIP trunk between the enterprise
and the Telesur network, as an alternative to legacy analog or digital trunks. This approach
generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between the Telesur SIP Trunking service and an Avaya SIP-enabled enterprise
solution. The Avaya solution consists of Avaya IP Office release 9.0, Avaya Session Border
Controller for Enterprise (Avaya SBCE) release 6.2 and various Avaya endpoints.

The Telesur SIP Trunking service referenced within these Application Notes is designed for
business customers in Suriname. Customers using this service with this Avaya enterprise
solution are able to place and receive PSTN calls via a broadband WAN connection and the SIP
protocol. This converged network solution is an alternative to traditional PSTN trunks such as
analog and/or ISDN-PRI.

2. General Test Approach and Test Results

A simulated enterprise site containing all the Avaya equipment for the SIP-enabled solution was
installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured to
connect to the Telesur SIP Trunking service via a broadband connection.

For the compliance test, Telesur required all SIP trunk signaling traffic to be routed over a VPN
IPsec tunnel, established between the simulated enterprise site and the Telesur network over the
public Internet, while the RTP traffic was allowed to be routed directly over the Internet.

The configuration shown in Figure 1 was used to exercise the features and functionality tests
listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Testing was performed with IP Office 500 v2 R9.0, but it also applies to IP Office Server Edition
R9.0. Note that IP Office Server Edition requires an Expansion IP Office 500 v2 R9.0 to support
analog or digital endpoints or trunks.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

Response to SIP OPTIONS queries.

Incoming PSTN calls to various phone types. Phone types included SIP, H.323, digital
and analog telephones at the enterprise. All inbound PSTN calls were routed to the
enterprise across the SIP trunk from the service provider.

Outgoing PSTN calls from various phone types. Phone types included SIP, H.323,
digital, and analog telephones at the enterprise. All outbound PSTN calls were routed
from the enterprise across the SIP trunk to the service provider.

Inbound and outbound PSTN calls to/from Avaya IP Office Softphones.

Inbound and outbound PSTN calls to/from Avaya Flare® Experience for Windows
softphones.

Inbound and outbound PSTN calls to/from SIP remote workers using Avaya Flare®
Experience for Windows softphones.

Various call types including: local, long distance and international.

Codec G.711A and G.729A.

Fax T.38.

Caller ID presentation and Caller ID restriction.

DTMF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, and conference.

Off-net call transfer, call forwarding and twinning.

Items not supported or not tested included the following:

Emergency calls are supported but were not tested as part of the compliance test.
The REFER method of network call redirection is not supported on the Telesur network.
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2.2. Test Results

Interoperability testing of the Telesur SIP Trunking service was completed with successful
results for all test cases with the observations and limitations described below:

Response to OPTIONS: Telesur was not configured to send OPTIONS messages to the
SIP trunk during the compliance test, but responded to the OPTIONS sent by the Avaya
IP Office with a “200 OK” message.

Caller ID on international outbound calls to the U.S.: Calls originating from IP Office
to PSTN telephones based in the U.S. did not display Caller ID information on the PSTN
telephone display. This seems to be the expected behavior for type of calls, which is
ultimately controlled by the PSTN providers. This behavior is not necessarily indicative
of a limitation of the combined Avaya/Telesur solution.

Codec on international outbound calls to the U.S.: Calls originating from IP Office to
PSTN telephones based in the U.S. connected using codec G.729A, regardless of the
priority order of this codec in the SDP of the outbound INVITE. On incoming calls from
the U.S. and on local calls (inbound and outbound) in Suriname, the codec order on the
SDP was followed and the calls connect at codec G711A as the first option. Since this
behavior on international calls is controlled by the PSTN providers, it is not necessarily
an indication of a limitation of the combined Avaya/Telesur solution.

PSTN numbering plans: In the configuration used during the compliance test, the DID
numbers accessible from the PSTN that were used for testing had to be redirected in the
Telesur softswitch to a different set of DID numbers, that were the actual numbers
assigned in the softswitch configuration to the test SIP trunk to the Avaya IP Office. The
reason to do this was that this second group of DIDs numbers was not accessible from the
PSTN. This type of setup is not expected to be present in an actual customer
implementation.

Ringback on outbound local calls: During the compliance test, if an outbound local call
was made to one of the DIDs numbers assigned for the test, meaning that the call was
sent out from the Avaya IP Office to the trunk and back on the trunk to the receiving DID
number, the caller at the IP Office did not hear ringback. After the call was answered the
audio was normal in both directions. This issue was sent to Telesur for investigation.

SIP REFER on call transfers to the PSTN: The REFER method of network call
redirection was not supported by Telesur in the reference configuration. PSTN calls that
were transferred back to another PSTN endpoint were allowed to complete, but the IP
Office remained in the path of the call and two trunks remained busy for the complete
duration of the call.

2.3. Support

For technical support and contact information on the Telesur SIP Trunking service offer, visit
http://www.telesur.sr/
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3. Reference Configuration

Figure 1 illustrates the sample Avaya SIP-enabled enterprise solution, connected to the Telesur
SIP Trunking service.
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Figure 1: Test Configuration
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Note that for security purposes, all public IP addresses of the network elements and public PSTN
numbers shown throughout these Application Notes have been edited so the actual values are not
revealed.

The enterprise site contains the Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM®64 (Voice Compression Module) for supporting VolP
codecs. The LAN1 port of Avaya IP Office is connected to the enterprise LAN. Endpoints
include Avaya 1600 and 9600 Series IP Telephones (with H.323 firmware), Avaya 1140E IP
Telephones (with SIP firmware), Avaya 1408 and 9508D Digital Telephones, analog telephones
and PCs running Avaya IP Office Softphone and Avaya Flare® Experience for Windows. The
site also has a Windows PC running Avaya IP Office Manager to configure and administer the
Avaya IP Office system, and Avaya Voicemail Pro providing voice messaging service to the
Avaya IP Office users. Mobile Twinning is configured for some of the Avaya IP Office users so
that calls to these users’ extensions will also ring and can be answered at the configured mobile
phones.

Located at the edge of the enterprise, the Avaya SBCE has two physical interfaces. Interface B1
was used to connect to the public network, while interface A1 was used to connect to the private
enterprise infrastructure. During the compliance test, RTP media traffic on the SIP trunk was
routed through interface B1 directly over the public Internet. The SIP signaling traffic was routed
via interface Al over a VPN IPsec tunnel to Telesur. Note that all signaling and media traffic
entering or leaving the enterprise still flows through the Avaya SBCE, in this way protecting the
enterprise against any SIP-based attacks. The Avaya SBCE also performs network address
translation at both the IP and SIP layers.

Additionally, the reference configuration included the support for IP Office soft-clients in a
remote worker environment. This functionality was introduced with the software releases of
Avaya IP Office 9.0 and Avaya SBCE 6.2. A remote worker is a SIP endpoint that resides in the
untrusted network, registered to the IP Office at the enterprise via the Avaya SBCE. Remote
workers feature the same functionality as any other endpoint at the enterprise. The Avaya Flare®
Experience for Windows soft-client was used for this purpose. For security reasons, remote
workers used Transport Layer Security (TLS) as the signaling protocol and Secure Real Time
Protocol (SRTP) for the audio.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this document. Consult [9] in the Additional
References section for more information on this topic.

In an actual customer configuration, the enterprise site may include additional network
components between the service provider and the Avaya IP Office system, such as routers or
data firewalls. A complete discussion of the configuration of these devices is beyond the scope of
these Application Notes. However, it should be noted that all SIP and RTP traffic between the
service provider and the Avaya IP Office system must be allowed to pass through these devices.
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

DCPx16

Component | Version

Avaya

Avaya IP Office 500v2 9.0.300.941
Avaya IP Office Digital Expansion Module 9.0.300.941

Avaya IP Office Manager

9.0.3.0.Build 941

Avaya IP Office Voicemail Pro 9.0.300.212
Avaya Session Border Controller for Enterprise 6.2.1.Q18
Avaya 1608 IP Telephone (H.323) 1.3 SP3

Avaya 9640 IP Telephone (H.323)

Avaya one-X Deskphone Edition 3.2

Avaya 1140E IP Telephone (SIP) 04.04.14.00
Avaya Digital Telephone 1408 38.0
Avaya Digital Phone 9508 0.55
Avaya IP Office Softphone 3.2.3.49.68975
Avaya IP Office Flare Experience for Windows 1.1.4.23

Telesur

Ericsson Telephone Soft Switch

TSS4.0 MP-S09 |

P6.0

Ericsson TSS Gateway Controller

TGCA4.0 1P6.6 1S2.0 CP19EP2

Ericsson Media Gateway

IS MGW?2.0 IP6.8 1S2.0 CP20

Ericsson Session Border Gateway

SBG 14 A (2.1.0.00)
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5. Configure IP Office

This section describes the Avaya IP Office configuration necessary to support connectivity to the
Telesur SIP Trunking service. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From the PC running IP Office Manager, select Start = Programs -
IP Office = Manager to launch the application. Navigate to File = Open Configuration (not
shown), select the proper Avaya IP Office system from the pop-up window, and log in using the
appropriate credentials.

ﬁ Avaya IP Office Manager

Fie Edt Wiew Tools Help

B2 &
25

=R B00Te (8) + gelect IP Office (O] <]

i operator (3] | Mame [ 1P address [ Type [ wersion [ Edition_|
Release 9.0

2=-dIE

IPS00_Z (wSBCE) 10.5.5.150 IPS00YZ  9.0.3.0 build 941 IP Office

Configuration Service User Login

1P Office: IPSO0_2 (wSECE) - IP 500 Y2

Service User Mame I

Service User Passward I

of I Cancel Help

TCP Discavery Progress

Unit/Broadcast address

[oseim =] | rehesh Cace

A management window will appear similar to the one shown in the next section.

The appearance of the IP Office Manager can be customized using the View menu. In the
screens presented in this section, the View menu was configured to show the Navigation pane on
the left side and the Details pane on the right side. These panes will be referenced throughout the
Avaya IP Office configuration.

Standard feature configurations that are not directly related to the interfacing with the service
provider are assumed to be already in place, and they are not part of these Application Notes.
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5.1. Licensing

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

In the reference configuration, IP500_2 (wWSBCE) was used as the system name. To verify that
there is a SIP Trunk Channels License with sufficient capacity, navigate to IP500_2 (wSBCE) in
the Navigation pane and select License. Confirm that there is a valid license with sufficient
“Instances” (trunk channels) in the Details pane.

IP Offices

BOOTP (8)
Cperator (3)
IPSO0_Z (WSBCE)

License |Remute Server I

PLDS Host 1D 1113

G- = System (1) Feature | License Ke: | Instances | Status Expiry Date | Source | -
B Line (19) 1PSec Tunneling ObxcaGo3EIRVAPZWNT... | 255 valid Never ADT Hodal
(- Contral Unit (4) Proactive Reporting tavboL Sd@ghyHGaSRS. .. | 255 Valid Never ADT Hodal
-4 Extensian {47) Report Yiewer RwxlDJyvovRIhd7ARS7AK, .. 255 Walid Mever ADT Modal
[]..: User (49) IPS00 Yoice Networking Channels wrBHHUBREYGoIK rgpetl,,, | 255 Yalid Mever ADI Maodal
& ,z Group (1) IPS00 Yoice Net_wor}_qng hannels \u'al!d Mever ADI Modal
-9 Short Code (65) ha 'Mt'°” =2 L
=) 1215 _|._| 'F alic EVEN
@ Service (1) 1PS00 Universal PRI (Additional chan... naWAZqSGtDwWABE_WEC.,, 255 Walid MNever ADI Hodal
Bl o RAS (1) RAS LRQ Support (Rapid Response)  olcPaPmYADIMOgGQBKEm. .. 255 valid Mever ADI Modal
- Incoming Call Route (4) 1P Office Dealer Support - Standard E...  P¥2D74gwlKebFHMaQUrY.., | 255 valid Mever ADT Modal
@ WaN Port (0} IP Office Dealer Support - Profession..,  FUMSFYmhLY_9na%2GyM,., 255 Walid Mever ADI Maodal
s Directary (0} IP Office Distributor Support - Standa,..  6tIoBRSwAsPYNgHsKM34A.., 255 Walid Mewer ADT Modal
€7 Time Profile (0) P OFFicebDistr\butDr Support - Profes, .. kGXNoISqQNjchE\"‘;'IEEnQ..‘ 255 Va:ig Newer ADL No:a}
w- " UMS Web Services 3UuSIPExDs9NYbabkozl,,, 255 Wali Newer ADI Hodal
E% g IT:";Z!:E;;”E e Customer Service Agent FAMEQbS4gsalipSiqyl_c... 255 Walid Mever ADI Maodal
Third Party APT ¥rHrbxBcAxggFbuyknMF, ., 255 Walid Mever ADI Maodal
& Account Code (0) software Upgrade 255 gdCsxrd@ds1Zl2udkBoan,.,, 1 alid Never ADI Modal
-, License (74) one-3 Portal for IP OFfice LyahZn@pdvoMalM_kDe.., 255 valid Never ADI Madal
@& Tunnel {0) Avaya IP endpoints pryewWRmMIStzBDEwGazM,,, 255 walid Mever ADI Modal
[]..§ , User Rights (8) Customer Service Supervisar damGkxovQIdOGAlgepd.., 255 walid Mever ADT Modal
- ARS (1) EslsantlalL:d\tlon Additional Yoicemail ... Vtcmedg\-'xSQahStbASrlw‘ . 258 \u'a:lg MNever ADL No:a}
: Teleworker FHIC0sEAMNSSNWD@GK... | 255 Wali Mever ADI Modal
;; f:;:‘izga(tgﬂ Request (0 Mobile Warker QragqCWtdDOUGHNKOFe.., | 255 yalid Never ADI Modal
Prungy | leay ALN@E Fl ATZ3AFWES o5 il Dever ADT Modal
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5.2. LAN Settings

In the sample configuration, the LAN1 port was used to connect the IP Office to the enterprise
network. To access the LAN1 settings, first navigate to IP500V2 (WSBCE) - System (1) in the
Navigation pane and select the LAN1 - LAN Settings tab in the Details pane. Set the IP
Address and IP Mask fields to the IP address and subnet mask assigned to the Avaya IP Office
LANL1 port. All other parameters should be set according to customer requirements.

IP Offices B IP500_2 (wSBCE)
- R BOOTR (82 ) Systerm  LANI |LAN2 | DMS | Yoicemail | Telephaony | Directory Services | Systemn Events | SMTP | SMDR. | Twinning
_.’- Operatar (3
-+ IPSO0_Z (WSBCE) LAM Settings |'u'c-IP I Metwark Topologyl
[+ %= Syskem (1)
- o . 5 . 5 . 180
&7 Line (19) IP Address I
[#<2 Contral Unit (4) IP Mask |255 355 ., 55 . 0
[+ 4 Extension (47)
[]---: |ser (49) Primary Trans, IP Address I o . o .0 .0
G4 Group (1)
[+ @2 short Code (65 RIP Mode INone j
- service (0) I Enable wAT
B ol RAS (1)
[]---@ Incoming Call Rouke (4) Mumber OF DHCP IP Addresses |2EID 3:
- 6@ waniPort (0) DHCP Made
- Direckory (0)
73 Time Profile (0) " server ¢ clent ¢ Dialin ¥ Disabled Advanced |
IZ]---@ Firewall Profils (1)

On the VolIP tab in the Details pane, the H323 Gatekeeper Enable box is checked to allow the
use of Avaya IP Telephones with the H.323 protocol, such as the Avaya 1600 and 9600 Series IP
Telephones present in the sample configuration. The SIP Trunks Enable box must be checked
to enable the configuration of SIP trunks on this interface. The SIP Registrar Enable box is
checked to allow the registration of Avaya 1140E Telephones and the Avaya Flare® Experience
and Avaya IP Office Softphones using the SIP protocol. On the Domain Name field, the local
SIP registrar domain name sil.miami.avaya.com was used. This domain name will need to be
configured on the SIP endpoints in order to register with the system. On the Layer 4 Protocol
section, the default UDP, TCP and TLS protocols and ports were used.

LAM Settings  WoIP |Netwnrk Topalogy I

W Hazs Gakekeeper Enable
[~ auko-create Extn ™| Auto-create User " H323 Remate Extn Enable

¥ SIP Trunks Enable

v s1p Reqistrar Enable

[T Auto-create ExtnfUssr ™ SIP Remote Extn Enable
Damain Mame Isil.miami.avaya.cnm
¥ upp LIDP Port ISDSD 3: Remate LIDP Part ISDE.D 3:
Layer 4 Protocol ¥ 1cp TP Port |5060 3: Remote TCP Pork ISUE.U 3:
W TS TLS Fort |5us1 =] Remate TLS Pork |5|:|61 =]

Challenge Expiry Time (secs) IIEI 3:
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The RTP Port Number Range can be customized to a specific range of receive ports for the
RTP media. Based on this setting, Avaya IP Office would request RTP media be sent to a UDP
port in the configurable range for calls using LANL1.

Avaya IP Office can also be configured to mark the Differentiated Services Code Point (DSCP)
in the IP header with specific values to support Quality of Services policies for both signaling
and media. The DSCP field is the value used for media and the SIG DSCP is the value used for
signaling. The specific values used for the compliance test are shown in the example below.

All other parameters should be set according to customer requirements.

L&M Settings  ¥oIP |Netwnrk Topology I

—RTP

— Port Mumber Range

Mimiraurn |49152 3: Maxirnurn |53246 3:
—Port Mumber Range (MAT)
Minimur |49152 3: Maximurm |53246 3:
¥ Enable RTCP Manitoring on Port S005
— keepalives
Scope IDisabIed j Perindic tineauk ID
Initial keepalives IEnabIed
— DiffSery Settings
IBE 3: DSCP{Hex) [BS Video DSCP{Hex) |FC DSCP Mask (Hexd |88 515 DSCP (Hex)

|46 3: D3P |46 3: Wideo DSCP |63 3: DSCP Mask |34 3: 5Ii5 DSCP
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On the Network Topology tab in the Details pane, configure the following parameters:

o Select the Firewall/NAT Type from the pull-down menu to the option that matches the
network configuration. Since no network address translation (NAT) was used in the
compliance test, the parameter was set to Open Internet. With this configuration, settings
obtained by STUN lookups are ignored. The IP address used is the one assigned to the
interface.

e Set Binding Refresh Time (seconds) to 300. This value is used to determine the
frequency at which Avaya IP Office will send SIP OPTION messages to the service
provider.

e Set Public Port to 5060 for UDP.

o Defaults were used for all other fields.

LAM Settingsl yolp  Metwork Tapalogy |

— MNetwork Topology Discovery

STUM Server Address [69.90.168.13 STUM Port m
FirewallfNAT Type IOpen Internet j
Binding Refresh Time (seconds) 300
Public IF Address I o .0 . 0 .0 Fun STUM | Cancel |
Public Pork
LDP S0e0 =

TCP

LS

I

™ Pun STUM an starbup
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5.3. System Telephony Settings

Navigate to the Telephony - Telephony Tab in the Details Pane. Choose the Companding
Law typical for the enterprise location. A-Law was used. Uncheck the Inhibit Off-Switch
Forward/Transfer box to allow call forwarding and call transfers to the PSTN via the SIP trunk
to the service provider.

B IP500_2 (wSBCE)

system | LAt | Lanz | DNs | veicemail Telephony | Directory Services | System Everts | smTe | svoR | Twinring | vem | ccR | codecs | accs |

Telephony |Park&Page I Tones & Music | Ring Tones | SM I Call Log | TUI I

—#Analogue Extensions Companding Law
Switch Lire
Defaulk Outside Call Sequence INormaI j
Default Inside Call Sequence IRing Type 1 j C U-Law €1 UHllay Line
Defaulk Ring Back Sequence Ring Tvpe 2 hd
I J @« Alaw & A-Law Line
Restrict Analogue Extension Ringer Yoltage [

Dial Delay Time {secs) ™ Dss status

Dial Delay Count ¥ auto Hold

=T
Default Mo Answer Time (secs) 15 | Dial By Mame

W
Hald Timeout {secs) ¥ Show Account Code

I Inhibit OFf-Switch F djTransf
Park Timeouk (SECS) 300 nnioi MICC] aF a3l I|l ransrer

I Restrict Metwork Interconnect

ol uhulul ol

Ring Delay (secs)

o o - r Drop External Only Impromptu Conference
Call Priority Promotion Time (secs)  |Disabled

r Yisually Differentiate External Call
Default Currency usD -

Default Name Priority IFavor Trunk 'I
Media Connection Preservation IDisabIed 'l

r Unsupervised Analog Trunk Disconnect Handling
v High Quality Conferencing

™ strict s1ps

v Digitalfanalogue Auto Create User
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5.4. Twinning Calling Party Settings

Navigate to the Twinning tab on the Details Pane. Uncheck the Send original calling party
information for Mobile Twinning box. This will allow the Caller 1D for Twinning to be
controlled by the setting on the SIP Line (Section 5.7). This setting also impacts the Caller ID
for call forwarding.

IP500_2 (wSBCE)

system | Lant | Lamz | OMS | woicemail | Telephony | Directory Services | System Events | smTp | sMoR  Twinning | vcm

™ send original caling party infarmation For Mobile Twinning

Zalling party information For I
Mobile Twinning

5.5. System Codecs Settings

Navigate to the Codecs tab in the Details Pane. The RFC2833 Default Payload field allows the
manual configuration of the payload type used on SIP calls that are initiated by the IP Office.
Since Telesur supports dynamic payload negotiation, the default value 101 was used. The list of
Available Codecs shows all the codecs supported by the system, and those selected as usable.
The Default Codec Selection area enables the codec preference order to be configured on a
system-wide basis. The buttons between the two lists can be used to move codecs between the
Unused and Selected lists, and to change the order of the codecs in the Selected codecs list. By
default, all IP (SIP and H.323) lines and extensions will use this system default codec selection,
unless configured otherwise for a specific line or extension. Click OK (not shown) to save any
changes made to any of the various System tabs.

=
= IP500_2 (wSBCE)
system | Lant | Lanz | DNS | voicemail | Telephony | Directory Services | System Events | sMTP | SMDR | Twinring | vam | ccR Codecs |
RFC2833 Default Payload f101 =
— Awailable Codecs —Default Codec Selection
—lUnused —————— —Selected
G711 LAY 64K G.723.1 6K3 MP-MLQ) so || G710 ALaw Bk
G711 ALAW 54K 5,711 LLAW B4K

0O c.722 64 3.729(a) 8K C3-ACELP

3.729(a) 5K C5-ACELP
3.723.1 6K3 MP-MLQ

<

NEBEE

S
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5.6. IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the
Avaya SBCE resided on the same subnet, so an IP route was not necessary. In an actual customer
configuration, these two interfaces may be in different subnets, and in that case an IP route
would need to be created to specify the IP address of the gateway or router where the IP Office
needs to send the packets, in order to reach the subnet where the Avaya SBCE is located.

To create an IP route, on the left navigation pane, right-click on IP Route. Select New (not
shown).

e Set the IP Address and IP Mask of the subnet of the private side of the Avaya SBCE, or
enter 0.0.0.0 to make this the default route.

e Set Gateway IP Address to the IP Address of the default router in the IP Office subnet.

e Set Destination to LAN1 from the pull-down menu.

e Click OK (not shown) to save any changes.

IP Route |

IP Address I a .4 .0 . @

IP Mask fo .o .0 .0

Gateway IP Address | i . 5 . 5 . 254

Destination fLan1 =]

Metric o -]
r Proxw ARP
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5.7. Administer SIP Line

A SIP line is created to establish the SIP connection between the Avaya IP Office and the private
interface of the Avaya SBCE. This line will carry outbound and inbound traffic between to and
from the service provider. The recommended method for configuring a SIP Line is to use the
template associated with these Application Notes. The template is an .xml file that can be used
by IP Office Manager to create a SIP Line. Follow the steps in Section 5.7.1 to create the SIP
Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

IP addresses

SIP Credentials (if applicable)

SIP URI entries

Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown in Sections 5.7.2 — 5.7.6.

Also, the following SIP Line settings are not supported on Basic Edition:

e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.7.2 —5.7.6.
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5.7.1. SIP Line From Template
Complete the following steps to create a SIP Line from the template associated with these

Application Notes:

1. Copy the template file to the computer where IP Office Manager is installed. Rename the
template file to SR_Telesur_SIPTrunk.xml. The file name is important in locating the
proper template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Verify that the box is checked next to Enable
Template Options. Click OK.

Icon Size ISmaII

=
¥ multiline Tabs
V' Enable Template Cptions

ﬁ'i IP Office Manager Preferences EE

Preferences | Directories | Discovery Yisual Preferences |Securit~;.-' | Yalidation I

0

CIE

| Cance| |

Help

3. Import the template into IP Office Manager. From IP Office Manager, select Tools -
Import Templates in Manager. This action will copy the template file into the IP Office
template directory and make the template available in the IP Office Manager pull-down
menus in Step 5. The default template location where the template will be copied is
C:\Program Files\Avaya\lP Office\Manager\Templates.

File  Edit  Wiew

IPS00_2 (wSECE)

‘213

IP Office

K BOOTP(E)

Line (193
B2 Control Unit

Tools | Help

ﬁ Avaya IP Office Manager IP500_2 {wSBCE) [9.0.300.941] [Administrator{Administrator)]

Extension Renumber. ..

Lirme: Renumber, .,

Conneck Ta...

Expork 3

SN Service User Management
Busy on Held Yalidation

1M3m Configuration
Print Button Labels

WSECE) -

IP500_2 (wSBCE)

5 | '\-'oicemaill Telephonyl Directory Services | System Events | SMTP |

|1P5|:n:|_2 {WSBCE)

Locale

Location

-y Extension (
B User (49)

-

Import Templates in Manager |

ace Syskem under special control

:ﬁ Group {1}
[+ 8% Short Code (£5)
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In the pop-up window (not shown) that appears, select the directory where the template file was
copied in Step 1. After the import is complete, a final import status pop-up window (not shown)

will appear stating success or failure. Click

OK (not shown) to continue. If preferred, this step

may be skipped if the template file is copied directly to the IP Office template directory.

4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane,
then navigate to New = New SIP Trunk From Template.

IP Offices

PRI 24 (Universal) - Line 1

5. R BOOTP (8) PRI 24 Line |channe|s|

e Operator (3)
Line Mumber IDl

Line SubType fPr1 =l

Ctrl+3

f-ds Ext{ 52 Copy Chrl+C
H-§  Use Paste Chrl+y
g S E

-5 Gro 75 Delete Ctrl+Del

H323 Ling

1P DECT Line min |1 Service

2t bvider ILocaI Telco

5M Line
SIP DECT Line

Ievs SIP Trunk From Template |

..... @ Ser] & Yalidate
[l RAT Connect To... Ctrl+T

..... £ wa Mew from Template (Binary) er

|

----- am Dirg Change Universal PRI Card Line Type ¥ e
£ Time Pratie 0]
--{fl} Firevsall Profile (1) | Send Redirecting Mumber m

|

5. In the subsequent Template Type Selection pop-up window, select Suriname from the
Country pull-down menu and select Telesur from the Service Provider pull-down
menu as shown below. These values correspond to parts of the file name created in Step

1 (SR_Telesur_SIPTrunk.xml). C
trunk.

ﬁ Template Type Selection

lick Create new SIP Trunk to finish creating the

Coountry

Service Provider I Telzzur

M=l E3
Locale | Urited States [US English] |
| [ Display &1
Create new SIP Trunk | Cancel |

6. Once the SIP Line is created, verify the configuration of the SIP Line with the
configuration shown in Sections 5.7.2 — 5.7.6.
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5.7.2. SIP Line Tab
On the SIP Line tab in the Details Pane, configure (or verify) the parameters as shown below:

e Set the ITSP Domain Name to the IP address of the private interface of the Avaya

SBCE.

Check the In Service box.
Check the Check OOS box. With this option selected, IP Office will check the

responses to SIP OPTIONS messages sent to the service provider to determine the
operational status of the SIP Line.

Set Send Caller ID to Diversion Header. With this setting, Avaya IP Office will include

the Diversion Header for calls that are redirected via Call Forward or Mobile Twinning
out the SIP Line to Telesur.

Since REFER is not supported, uncheck the REFER support box. .

e Default values may be used for all other parameters.

| pofices |B SIP Line - Line 17 ek -] X
=R BOOTF (5] 2| steLine |rransport| st LRx] wete | 738 Fax| stP Credntias|
- Line Mumber 17 -
ITSP Domain MName |10.5.5.152 In Service v
LRI Type SIP 7
Prefizc | Check 005 v
Mational Prefix ID Call Routing Method lm
Country Code I F)or:\?\igraggrd I;L;n;‘?:zi:ﬁirng calls I
International Prefix IEIEI Name Prioricy W
Send Caller ID IDivarsiUn Header j Caller ID From Fram header [
Association Method IBy Source IP address j Send From In Clear r
User-Agent and Server l—
Headers
Service Busy Response lm
Action on CAC Location Limit [allow vaicemail =]
I~ REFER Support
B2 Contral Unit (4) Incaming Jays =]
[+ Extension (47) Outgoing IAIways j
@ User (49
% Group (1)
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5.7.3. Transport Tab
Select the Transport tab and set the following:

e Setthe ITSP Proxy Address to the IP address of the private interface of the Avaya

SBCE.
e Setthe Layer 4 Protocol to UDP.
e Set Use Network Topology Info to LAN1 as configured in Section 5.2.
e Set the Send Port to 5060.
e Default values may be used for all other parameters.

SIF Line Transport |SIP URI|volP | 738 Fax|SIP Credentials|

ITSP Proxy Address [10.5.5.152

Metwork Configuration

Layer 4 Protacal fuop x| sendport [soeo =
Use MNetwork Topology Info ILAN 1 ﬂ Listen Park |5E|6E| j
Explik DNSServer(s) |0 . 0 . 0 . 0 [0 .0 .0 .0

Calls Route via Registrar W

Separate Registrar I

= SIP Line - Line 17
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5.7.4. SIP URI Tab

A SIP URI entry needs to be created to match each number that Avaya IP Office and the service
provider will accept on this line. Select the SIP URI tab, click the Add button and the New
Channel area will appear at the bottom of the pane. In the example screen below, a previously
configured entry was edited to use the parameters shown below:

Set Local URI, Contact, Display Name and PAI to Use Internal Data. This setting
allows calls on this line that have a SIP URI that matches the number set in the SIP tab of
any user as shown later in Section 5.8.

Under Registration, select 0: <None> from the pull-down menu. Telesur did not require
SIP trunk registration.

Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call
routes for this line. Similarly, associate the line to an outgoing line group using the
Outgoing Group field. The outgoing line group number is used in defining short codes
for routing outbound traffic to this line. For the compliance test, a new incoming and
outgoing group 17 was defined that only contains this line (line 17).

Set Max Calls per Channel to the number of simultaneous calls to be allowed on the SIP
trunk using this SIP URI pattern.

R — . .
= SIP Line -Line 17
SIP Line| Transport. SIP URL |u-:1P | 738 Fax|51P Credentials|

Channel | Groups | YWia | Local LRI | Contack | Display Mame | PAl | Cre &dd,,.

1 17 17 L. 0 -

Eemave |
Edit. .. |

—Edit Channel
Wi f10.5.5.150 Ll
Local URI s Inkernal Data j L':Ell
Conkack ILlse Internal Data j
Display Marme IUSE Internal Data j
Pal ILlse Internal Data j
Registration ID: <Mone > j
Incoming Group Il?—
Dubgaing Group Il?—
Max Calls per Channel m
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Additional SIP URIs may be required to allow inbound calls to numbers not associated with a
user, such as a short code. These URIs are created in the same manner as shown previously,
with the exception that the incoming DID number is entered directly in the Local URI, Contact,
and Display Name fields, and only the Incoming Group needs to be associated to the SIP line.

5.7.5. VoIP Tab

Select the VolP tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

o

In the sample configuration, the Codec Selection was configured using the Custom
option, allowing an explicit ordered list of codecs to be specified. The buttons allow
setting the specific order of preference for the codecs to be used on the line, as shown.
During the compliance test, G711A and G729A, in this order of preference, were the
codecs supported by Telesur.

Set Fax Transport Support to T38.

Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on
the trunk.

Check the PRACK/100rel Supported box, to advertise the support for provisional
responses and Early Media to the service provider.

Default values may be used for all other parameters.

SIP Line -Line 17

S1P Line | Transport| STP URI VoIP  |138 Fax| st Credentials|

[ valIP silence Suppressian

™| &llow Direct Media Path

Codec Selection Custarm 7
I J V¥ Re-invite Supported
—Unused —————— —Selected r
G711 LLAW 64K oo | | |G 711 ALEW B4k Codec Lockdown

G.723.1 63 MP-MLQ 5.729(a) 8K C5-ACELFP

¥ PRACE/100rel Supported
™| Force direct mediawith phones

R ™| 5,711 Fax ECAn

NEIRSE

S

Fax Transport Support |T38 j
Laocation ICIoud j
Call Initiation Timeout (s) |4 3:
DTHF Support |rFczsss =l
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5.7.6. T38 Fax Tab

Select the T38 Fax tab to set the T.38 parameters for the line. Set the parameters as shown
below. All other fields may retain their default values

e Un-check the Use Default VValues box at the bottom of the tab.

e Select 0 from the T38 Fax Version drop down menu.
e Click OK (not shown) to save the changes made to any of the various SIP Line tabs.

S1P Line| Transport| 51 URI| volP  T38 Fax |stp credentials|

= SIP Line - Line 17

T35 Fax Yersion IIZI j
Transpork IUDPTL ﬂ
Redundancy

Low Speed ID 3:
High Speed ID 3:

TCF Methad | Trans TCF =|

Max Bit Rate (bps) | 14400 |

EFlaqg Start Timer (msecs) IZSDD 3:
EFlag Stop Timer (msecs) |2SDD 5:
T Mebwork Timeouk {secs) IISD 3:

™ Use Default Yalues

¥ Scan Line Fix-up

¥ TFGP Enhancement

™ Disable T30 ECM

" Disable EFlags For First DIS
™ Disable T30 MR Compression

MSF Cverride

Country Code IIZI 3:
Yendor Code IIZI 3:
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5.8. Users

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP
line defined in Section 5.7. To configure these settings, navigate to User in the left Navigation
Pane and select the name of the user to be modified. In the example below, the name of the user
is Extn 1102dcp. Select the SIP tab in the Details Pane.

The values entered for the SIP Name and Contact fields are used as the user part of the SIP URI
in the From and Contact headers for outgoing SIP trunk calls. In addition, these settings are used
to match against the SIP URI of incoming calls without having to enter this number as an explicit
SIP URI for the SIP line (Section 5.7.5). The example below shows the settings for user
“Extn1102dcp”. The SIP Name and Contact are set to one of the DID numbers assigned to the
enterprise by Telesur. The SIP Display Name (Alias) parameter can optionally be configured
with a descriptive name. Click OK (not shown) to save any changes.

IP Offices E Extn1102dep: 1102

B System (1) - Lser I Woicemai I DD | Shart Cades | Source Mumbers | Telephony I Forwarding | Dial In | Woice Recording
Lty IPS00_2 (wWSBCE
= ) Announcements  SIP |F‘ersonal Direckary

T4 Line (19)

B Control Unit (4) SIP hame [557600095

[+ Extension (47)

E-§  User (49 SIF Display Mame (Alias) IEthllUZdED
; Mallser

 {g RemoteManager Contact [5a7600095
~§ 1101 Extnll01dep
= [ 1102 Extni102dep

@ 1103 Extnl103dep

r Anonymaus
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5.9. Incoming Call Route

Incoming call routes map inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system. Incoming call routes are defined for each

DID number assigned by the service provider.

In a scenario like the one used for the compliance test, only one incoming route was needed,
which allowed any incoming number arriving on the SIP trunk to reach any predefined extension
in the IP Office. The routing decision for the call is based on the parameters previously
configured for the SIP URI (Section 5.7.5) and the users SIP Name and Contact, already
populated with the assigned Telesur DID numbers (Section 5.8)

To add a new incoming call route, from the left Navigation Pane, right-click on Incoming Call
Route and select New (not shown). On the Details Pane, under the Standard tab, set the
parameters as show below:

e Set Bearer Capacity to Any Voice.

e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.7.
e Default values may be used for all other parameters.

IP Offices =

Standard |'\.-'|:|ice Recording | Destinakions |

&K BOOTR ()

"JL'-; Operator (3]
-5 IPSO0_Z (wSBCE)
(-9 System (1}
T4 Line (19)
[#-=2 Cantral Lnit {4)
[+ Extension (47)
B-§  User (49)
[]---aﬁ Group (1)
-8 Short Code (65

----- B Service (0)

gy RAS (1)

[]---e Incoming Call Route (4)
..... E8 waN Port (0

----- @ Direckary (00

----- {1 Time Prafile (0}

[]---@ Firewwall Profile {13
-l 1P Route {3)

----- #m Account Code (0)

----- B License (74)

Bearer Capability

Line Group ID
Incoming Mumber
Incoming Sub Address
Incoming CLI

Locale

Fricriky

Tag

Hald Music Source

Ring Tone COwverride

fany voice |
|7 [
|
|
|
| [
f1-Low =]
|
| svstem Source =]
frione =]
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Under the Destinations tab, enter ““.” for the Default VValue. This setting will allow the call to be
routed to any destination with a value on its SIP Name field, entered on the SIP tab of that User,
which matches the number present on the user part of the incoming Request URI.

X v l=z|-=
Standard I Yoice Recording  Destinations |
TimePrafile Destination Fallback Extension
> Defaulk Yalue ) j j

Additional incoming call routes may be required to allow inbound calls to numbers not
associated with a user, such as a short code. These routes are created in the same manner as
shown, with the exception that the incoming DID number is entered directly in the Incoming
Number field on the Standard tap, and the specific destination (short code, etc.) needs to be
entered on the Default VValue field of the Destinations tab. Click OK (not shown) to save any
changes.

5.10. Short Code

Avaya IP Office uses Automatic Route Selection (ARS) to route outbound traffic to the SIP line.
A short code is needed to send the outbound traffic to the ARS route. To create the short code
used for ARS, right-click on Short Code in the Navigation Pane and select New (not shown).
The screen below shows the creation of the short code 9N used in the reference configuration.
When the Avaya IP Office users dialed 9 plus any number N, calls were directed to Line Group
50: Main, configurable via ARS and defined next in Section 5.11

On the Short Code tab in the Details Pane, configure the parameters as shown below.

e Inthe Code field, enter the dial string which will trigger this short code, in this case 9N.
This short code will be invoked when the user dials 9 followed by any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N. The value N represents the number dialed by the user after
removing the 9 prefix.

e Setthe Line Group ID to the ARS route to be used. In the example shown, the call is
directed to Line Group 50: Main.

e Click OK (not shown).

IP Offices 9N: Dial it - %
=R BOOTF (8) Shart Code |
[ Operatar (3)
—J.43 [PS00_2 (wSBCE) Cade |9N
fiynit?ggl) Feature IDlaI j
: Control Unit (4) Telephone Mumber IN
[+ Extension (47)
{ User (49) Line Group 10 j
-3 Group (1)
éi Shart Code (65) Locale | =l
B Service (0) Force fccount Code [
[H-afl RAS (1)
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5.11. Automatic Route Selection

While detailed coverage of ARS is beyond the scope of these Application Notes, this section
includes some basic screen illustrations of the ARS settings used during the compliance test.

The following screen shows the ARS configuration for the route 50: Main. Note the sequence of
Xs used in the Code column of the entries, to specify the exact number of digits to be expected
following the access code and the first digits on the string. This type of setting results in a much
quicker response in the delivery of the calls by the IP Office.

IP Offices

4+ Operator (3)
IPS00_2 {wSBCE)
-+ Syskem (1)
. TPE00_2 (WSECE)
e Line (19)
£]-<= Control Unit {4)
|- Extension (47)
]: User (49)
]-;g Group (13
@ Shaort Code (65)
- Service ()
b adf; RAS (1)
[]...e Incoming Call Rouke (31
- WAl Port ()
a4 Directory (0)
£ Time Prafile (0
-8 Firewall Prafile (1)
- Jill 1P Route (3)
il Account Code (0}
Wy, License (74)
i Tunnel {0}
[y User Rights (8)
B¢ ARS (1)
N = 1ain
@ RAS Location Request (0)
- fig Location (0}

b
B
B
B
B
B

E Main
s |
ARS Route Id ISD v Secondary Dial tone
Route Name IMain ISvstemTona j
Dial Delay Time ISystem Default (4) 3: ¥ Check User call Barring
In Service I Ouk: of Service Route I <None j
Time Profile <hone T | m—— QUE of Hours Route |<N0ne> j
Code | Telephone Mumber | Feature Line Group 10 = Add...
I EseEeseresd 001N Dial 17
103 108 Dial 17 Remave |
143 148 Dial 17 1
411 411 Dial 17 — LI
OOSZKARARLHERS 00s2M Dial 17
SOFRKHERR 597N Dial 17
RS Ah nial 17 &2
4 il
Alternate Route Priority Level |3 0 l
Alternake Route Waik Time ISD 3: —eee  Alternate Route |<None> j

ERE

For example, during the compliance test, to dial local calls in Suriname the user dialed 9 plus the
9 digit local number, starting with the country code 597 and then the remaining 6 digits. Other
entries were created for international calls, abbreviated numbers, etc.

Edit Short Code

Code

Locale

Feature

Telephone Humber

Line Group (D

Force Account Code

BI04

| Dial =
{597

i -]
! r
r

Cancel |
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5.12. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected, based on the nature of the
configuration changes made since the last save. Note that clicking OK may cause a service
disruption. Click OK to proceed.

Save Configuration M= E3

— IP Office Settings

IP300YZ Main

— Configuration Reboot Mode
i+ Merge

" Immediate

" when Free

' Timed

— Rebook Time

14:53 =

— Call Barring
El Incoming Calls
E Dukgaing Zalls

K, I Cancel Help
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the initial
installation of the Avaya SBCE and the assignment of the management interface IP Address have
already been completed; hence these tasks are not covered in these Application Notes. For more
information on the installation and initial provisioning of the Avaya SBCE consult [6] and [7] in
the Additional References section.

6.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Log in using the appropriate credentials.

AVAYA =

Fassword |
Session Border Controller This system is restricted solely to authorized users for legtimate
= business purposes only. The actual or sttempted unauthorized access,
for Enterprlse uze o modifications of this system iz strictly prohibited. Unauthorized

users are subject to company disciplinary procedurss and of criminal
and civil penaliiss under state, federal or other applicable domestic and
foreign lavwes

The use of this system may he montored and recorded for
administrative and security reasons. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such aclivity may be provided to law enforcement officials.

Al uzers must comply with al corporate instructions regarding the
protection of information assets

@ 2011 - 2013 Avaya Inc. &l rights reserved.

Once logged in, the Dashboard screen is presented. The left navigation pane contains the
different available menu items used for the configuration of the Avaya SBCE.

Incidents Statistics Logs  Diagnostics Settings  Help  Log Cut
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Administration Infarmation Installed Devices
Backup/Restare Syster Time 12:52:18 PM GMT Refresh  EMS
Systemn Management )
> (lobal Parameters Version B.21.018 Fueye SE0E
. Global Profiles Build Date ton Jul 14 14:53:03 UTC 2014

» SIP Cluster
» Daomain Paolicies

Alarms (past 24 hours) Incidents (past 24 hours)

Mone found Mone found.

> TLS Management
» Device Specific Settings

Motes

Mo notes found
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6.2. System Management

To view current system information, select System Management on the left navigation pane. A
list of installed devices is shown in the Devices tab on the right pane. In the reference
configuration, a single device named Avaya SBCE is shown. The management IP address that
was configured during installation and the current software version are shown here. Note that the
management IP address needs to be on a subnet separate from the ones used in all other
interfaces of the Avaya SBCE, segmented from all VVolP traffic. Verify that the Status is
Commissioned, indicating that the initial installation process of the device has been previously
completed, as shown on the screen below.

Incidents Users

Alarms

Statistics  Logs

Diagnostics

Settings  Help  Log Qut

Session Border Controller for Enterprise AVAYA
Dashhoard System Management

Administration

Backup/Restore

Sys gement Devices || Updates ‘ | SSL VPN | ‘ Licensing

> Global Parameters
> Global Profiles

> SIP Cluster

> Domain Policies

Management

“ersion

IP

suvaya SBCE o 1581076 6.21.018  Commissionad

(IPCE2T020008) Reboot  Shutdown  Restart Application Edit Delete

> TLS Management

> Device Specific Settings

To view the network configuration assigned to the Avaya SBCE, click View on the screen
above. The System Information window is displayed, containing the current device
configuration and network settings. Note that the A1 and B1 interfaces correspond to the private
and public interfaces for the Avaya SBCE. The highlighted Al and B1 IP addresses are the ones
relevant to these Application Notes. Other IP addresses assigned to these interfaces on the screen
below are used to support remote workers and they are not discussed in this document.

System Information: Avaya_SBCE X

General Configuration Device Configuration
Appliance Mame Avaya_SBCE HA Mode Mo
Box Type SIP Two Bypass Mode Mo

Deployment Mode  Proxy

Network Confi

4

ation
Fublic IP

Interface

Metrask

10.6.6.254

Secondary DNS
DMS Location

DNE Client IP

DhiZ

10.5.5.152

[055152 1056152 756 256 256 0 A1
[i72.16.157.149 172.16.157.149 255.255.255.192 172.16.157.129 B
105.5.153 10.5.5.153 256.256.255.0 10.5.5.254 A1
172.16.157.160 172.16.157.160 255 255 255 192 172.16.157.129 B
|1u 55.199 10.5.5.199 256.256.255.0 10.5.5.200 21
DNS Configuration Management IP{s)
Primary DNS 192.168.10.100 P 192.168.10.75
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6.3. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need to be made to the network configuration,
they can be entered here.

Select Network Management from Device Specific Settings on the left-side menu.

Under Devices in the center pane, select the device being managed, Avaya_SBCE in the sample
configuration. On the Network Configuration tab, verify or enter the network information as
needed. Note that the Al and B1 interfaces correspond to the private and public interfaces for the

Avaya SBCE.

In the configuration used during the compliance test, two IP addresses were assigned to interface
Al. IP address A1:10.5.5.152 was used to handle both signaling and media traffic to the Avaya
IP Office on the private enterprise network. SIP signaling traffic on the SIP trunk was routed via
interface A1:10.5.5.199 to a VPN gateway, and ultimately to Telesur via a VPN IPsec tunnel
over the public Internet. RTP media traffic on the SIP trunk was routed through interface
B1:172.16.157.149 directly over the Internet. See Figure 1 on Section 3.

Dashboard

Administration
Backup/Restare

Systemn Management

> Global Parameters

> Global Profiles

> SIP Cluster

> Domain Policies

> TLS Management

4 Device Specific Settings

Network
Management

Media Interface
Signaling Interface
Signaling Forking
End Paint Flaws

2 Network Management: Avaya_SBCE

Avaya_SBCE

Al Netmask A2 Metmask B1 Metmask
[ess.255.255.0 255.265.255.192
Add Save Clear |
IP Address Public IP Interace
[toss.152 [ [tns5.254 [ar =] Delete
i [172.16.157.149 [ [172.16.157.129 JBt =] Delete
[Tos5.199 [ [tnss.200 [ar =] Delete

On the Interface Configuration tab, verify the Administrative Status is Enabled for both the
Al and B1 interfaces. Click the Toggle buttons if necessary to enable the interfaces.

Network Management: Avaya_SBCE

Hetwork Configuration Interface Configuration

Avaya_SBCE Administrative Status
Al Enabled Toggle
A2 Dizabled Toggle
B1 Enabled Toggle
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6.4. Media Interfaces

Media Interfaces were created to specify the IP address and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address, and one of the ports in this range as the listening IP address and
port in which it will accept media from the Call or the Trunk Server.

To add the Media Interface in the enterprise direction, select Media Interface from the Device
Specific Settings menu on the left-hand side, select the Avaya SBCE device and click the Add
button (not shown). On the Add Media Interface screen, enter an appropriate Name for the
Media Interface. Select the private IP Address for the Avaya SBCE facing the enterprise from
the IP Address drop-down menu. The Port Range was left at the default values of 35000-
40000. Click Finish.

Add Media Interface X

Marne |Private_med

P Address |1D.5.5.152 vI

Port Range |35IJDEI -|4DDEIIJ
Finish |

A Media Interface facing the public network side was similarly created with the name
Public_med, as shown below. The outside IP Address of the Avaya SBCE was selected from the
drop-down menu. The Port Range was left at the default values. Click Finish.

Add Media Interface X

Mame IPuinc_med

IP Address |1?2.1E.15?.149 'l

Port Range ISEDDD - |4DDDD
Finish |

Once the configuration is completed, the Media Interface screen will appear as follows.

Media Interface: Avaya SBCE
BS Media Interface
Avaya SBCE
dia interface will require an application restart before taking effect. Application
term har
Media IP Port Range
Private_med 10.55.152 35000 - 40000 Edit Delete
Public_med 172.16.157 149 35000 - 40000 Edit Delete
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6.5. Signaling Interfaces

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will listen for signaling traffic in the connected networks.

To add the Signaling Interface in the enterprise direction, select Signaling Interface from the
Device Specific Settings menu on the left-hand side, select the Avaya SBCE device and click
the Add button (not shown). On the Add Signaling Interface screen, enter an appropriate Name
for the interface. Select the private IP Address of the Avaya SBCE facing the enterprise from the
IP Address drop-down menu. Enter 5060 for UDP Port, since UDP port 5060 is used to listen

for signaling traffic from the IP Office in the sample configuration. Click Finish.

Add Signaling Interface X

Marne

IP Address

TCP Part

Leawe blank to disable

UDP Part

Leave blank to dizable

Enable Stun

TLS Port

Leave blank to dizable

TLS Prafile

Enable Shared Contral

Shared Control Part

IPrivate_sig

|1D.5.5.152 'I
|

5060

r

IAvayaSElCSewerj

-

|
Finish |
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A second Signaling Interface with the name Public_sig was similarly created in the service
provider’s direction. The private IP Address of the Avaya SBCE facing the service provider (via
VPN gateway in the reference configuration) was selected from the IP Address drop-down

menu. Enter 5060 for UDP Port. Click Finish.

Add Signaling Interface X

Mame |Pub|ic:_sig
IP Address [fos519s =]
-II_—Eall:r'epb::.laEk to disable I
He[jllr::_- Elgrntkto disable [5080
Enable Stun r
I&Eeﬂ?ﬁ.k to disable I
TLE Profile |AvayaSElCSewerj
Enable Shared Cantral ||

Shared Contral Port I

Finish |

Once the configuration is completed, the Signaling Interface screen will appear as follows:

Signaling Interface: Avaya_SBCE

Signaling Interface

Avaya SBCE Add
Signaling [P TLS Prafile
Private_sig 1055152 MNone Edit Delete
Public_sig 10.5.5.199 MNone Edit Delete
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6.6. Server Interworking

Interworking Profile features are configured to facilitate the interoperability between the
enterprise SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).

6.6.1. Server Interworking Profile — Avaya IP Office

Interworking profiles can be created by cloning one of the pre-defined default profiles, or by
adding a new profile. To configure the interworking profile in the enterprise direction, select
Global Profiles = Server Interworking on the left navigation pane. Under Interworking

Profiles, select avaya-ru from the list of pre-defined profiles. Click Clone.

=

It is not recommended to edit the defaults. Try cloning ar adding a new profile instead.

General | | Timers | ‘ URI Manipulation | | Header Manipulation | | Advanced ‘

Dashboard 2! Interworking Profiles: avaya-ru
Administration
Backup/Restore
System Management
> lobal Parameters 052100
4 [Global Profiles
Domain DoS avayae-r
. . Hold Support
Fingerprint OCS-Bdge-5... o
Server cisco-com 180 Handling
Interworking 181 Handling
cups
Phone Interworking . 182 Handling
Media Forking Sipera-Hala
183 Handling
Routing = OCE-FrantEn...
Server Configuration IRty (=t
Topology Hiding URI Group
Sign_a”ng_ Fux Handling
Manipulation

NONE

Mone

Maone

Mone

Mone

Mone

Mo

Enter a descriptive name for the cloned profile. Click Finish.

Clone Profile X

Profile Narme avaya-ru
Clone Narme IIP Dffice
Finish |
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On the newly cloned IP Office interworking profile, scroll down on the General tab and click
Edit (not shown). On the General screen, check the T.38 Support box. All other parameters
retain their default values. Click Next.

Genetal
% Nane
Hald Support ' RFC2543 - £=0.0.0.0
' RFC3264 - s=sendonly
180 Handling & none © sDP 0 Mo SDP
181 Handling & wane T spp 7 Mo SDP
152 Handling @ none T spP 1 Mo SDP
183 Handling & nane T spP T Mo SDP
Reter Handling ||
LRI Group Morne -
3xx Handling -
Diversion Header Support -
Delayed SDP Handling ||
Re-Invite Handling -
T.36 Support il
URI Scheme # gp O TEL T ANy
“ia Header Format & RFCa2st
" RFC2543

Hesxt

On the Privacy/DTMF screen, keep all the default settings. Click Finish.
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Editing Profile: IP Office x

Privacy Enahled

Uszet Mame

P-Azserted-ldentity

P-Preferred-ldertity

Privacy Header
DThF
% None
DThF Support =P NOTIFY
C sRINFD

Back Finizh
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Select the Advanced tab. It should look like the screen below:

Editing Profile: IF Office

Record Routes

Topology Hiding: Change Call-I10

Call-Info NAT

Change Max Fonuards

Include End Foint IP for Contesd Loakup

OCS Extensions

ANVATA Extensions

MORTEL E:xtensions

Diversion Manipulation

Criversion Header LRI

hletaanitch Extansions

Feset on Talk Spurt

Feset SRTF Context on Session Refresh

Has Remote SBC

Route Response on Wia Fort

Cisco Extensions

' single Side

® Both Sides

r

| O = = A

I -

2 I R |

[

Finizh
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6.6.2. Server Interworking Profile — Service Provider

A second interworking profile in the direction of the SIP trunk to Telesur was created, by adding
a new profile in this case. Select Global Profiles > Server Interworking on the left navigation
pane and click Add (not shown). Enter a descriptive name for the new profile. Click Next.

Interworking Profile

ISer\.fiu:e FProvider

Text

Profile Mame

On the General tab, default values were used for all parameters except for T.38 Support, which
was enabled. Click Next.
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General
* Mone
Hald Support  RFC2543- c=0.0.0.0
" RFC3264 - a=sendanly
180 Handling & Mone © SDP Mo SDP
181 Handling ® nNone © DP € NoSDP
182 Handling ® Mone © sDP € NosDP
183 Handling & Mone © SDP Mo SDP
Refer Handling -
URI Group Mone =
ot Handling r
Diversion Header Support -
Delayed SDP Handling r
Re-Invite Handling r
T.38 Support 5
URI Scheme & gip O TEL T ANy

Wia Header Format

* RFC3261
" RFC2543

Back MNext
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Click Next on the Privacy/DTMF and SIP Timers/Transport Timers tabs (not shown). Accept
all defaults in the Advanced Settings tab. Click Finish.

Interworking Profile X

. None
Record Routes T Single Side
& Both Sides
Topology Hiding: Change Call-ID [
Call-Info MAT r
Change Max Forwards ol
Include End Point IP for Context Lookup -
OCS Extensions r
AN AN A Extensions -
MNORTEL Extensions r
Diversion Manipulation r
Diversion Header LIR] |
Metaswitch Extensions r
Reset on Talk Spurt ||
Reset SRTP Context on Session Refresh [0
Haz Remote SBC o
Route Response on Via Port r
Cizco Extensions r
Back Finizh
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6.7. Server Configuration

Server Profiles are created to define the parameters for the Avaya SBCE two peers, i.e., Avaya
IP Office (Call Server) and the SIP Proxy at the service provider’s network (Trunk Server).

6.7.1. Server Configuration Profile — Avaya IP Office

From the Global Profiles menu on the left-hand navigation pane, select Server Configuration
and click the Add button (not shown) to add a new profile for the Call Server. Enter an
appropriate Profile Name similar to the screen below. Click Next.

Add Server Configuration Profile

Profile Narme P Ofice
M

On the Add Server Configuration Profile - General Tab select Call Server from the drop
down menu for the Server Type. On the IP Addresses / Supported FQDNSs field, enter the IP
address of the IP Office LANL, as defined in Section 5.2. Select UDP for Supported
Transports, and enter 5060 under UDP Port. The transport protocol and port selected here must
match the values used on the IP Office SIP line on Section 5.7. Click Next.

Add Server Configuration Profile - General X

Senver Type |CaIIServer j
1@.5.5.15@ =]
IP Addresses / Supported FQDNs
Separate entries with commas
[
[ o
Supparted Transparts ¥ upp
r 1.
TCP Port |
UDP Port 5060
TLS Port |
Back | Mext
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Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, select
IP Office from the Interworking Profile drop down menu. Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection r

Enahle Groaming r

Interwarking Profile IIP Office j

Signaling Manipulation Script INDne j

UDP Connection Type # SUBID © PORTID © MAPPING
Back | Finish |

6.7.2. Server Configuration Profile — Service Provider

Similarly, to add the profile for the Trunk Server, click the Add button on the Server
Configuration screen (not shown). Enter an appropriate Profile Name similar to the screen
below. Click Next.

Add Server Configuration Profile

Profile Marme IS-;'N ce Provider
Mext
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On the Add Server Configuration Profile-General Tab select Trunk Server from the drop
down menu for the Server Type. On the IP Addresses / Supported FQDNSs field, enter
192.168.193.52, the IP Address of the Telesur SIP proxy server. Select UDP for Supported
Transports, and enter 5060 under UDP Port, as specified by Telesur.

Add Server Configuration Profile - General

Server Type Trunk Server j

192. 168,193, 52 =]

IP Addresses / Supported FODMs

Separate entries with commas

[ -]
I~ TCP
Supported Transports N ]=]
TS
TCP Port |
UDP Port (5060
TLS Port |
Back | Iext |

Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, select
Service Provider from the Interworking Profile drop down menu. Click Finish

Add Server Configuration Profile - Advanced X

Enable DaS Pratection I
Enable Grooming r
Interwarking Profile |Servic:e Fraovider j
Signaling Manipulation Script |NDne j
LDP Connection Type # SUBD © PORTID € MAPPING
Back | Finish |
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6.8. Routing

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the
Avaya SBCE interfaces. Two Routing Profiles were created in the test configuration, one for
inbound calls, with the IP Office as the destination, and the second one for outbound calls, which
are routed to the Telesur SIP trunk.

6.8.1. Routing Profile — Avaya IP Office

To create the inbound route, select the Routing tab from the Global Profiles menu on the left-
hand side and select Add (not shown). Enter an appropriate Profile Name similar to the example
below. Click Next.

Routing Profile

Profile Marme IRDute to IFP Office

Mext

On the Next Hop Routing tab, enter the IP Address of the IP Office LAN1 interface as Next
Hop Server 1. Since the default well-known port value of 5060 for UDP was used, it is not
necessary to enter the port number here. Check Routing Priority based on Next Hop Server.
Choose UDP for Outgoing Transport. Click Finish.

Routing Profile X
Each URI group rmay only be used once per Routing Profile.

Mext Hop Routing
URI Group I* vl
Mext Hop Server 1 |1D.5.5.1ED

IF, IP:Faort, Damain, or Domain:Port

Mext Hop Server 2 I
IF, IP:Port, Damain, or Domain:Port

Noxt Hiop Servar 0" 2
Use Next Hop r
for In Dialog Messages
Ignore Route Header r
for Messages Outside Dialoyg
MNAPTR Il
SR r
Clutgoing Transport OIS O TCP ® UDP
Back | Finish |
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6.8.2. Routing Profile — Service Provider

Back at the Routing tab, select Add (not shown) to repeat the process in order to create the
outbound route. Enter an appropriate Profile Name similar to the example below. Click Next.

Profile Mame IRDmE to SF

_Next |

On the Next Hop Routing tab, under Next Hop Server 1, enter the IP Address of the service
provider’s SIP proxy server. Since the default well-known port value of 5060 for UDP was used,
it is not necessary to enter the port number here. Check Routing Priority based on Next Hop
Server. Choose UDP for Outgoing Transport. Click Finish.

Routing Profile X

Each URI group may only be used once per Routing Profile.
MNext Hop Routing

URI Group I* 'I

MNext Hop Server 1

IF, IP:PortF,JDomain, or Domain:Fort I‘I 42.168.193 52

Mext Hop Server 2 I

IF, IF:Fort, Domain, or Domain:Port

T B 4
Use Mext Hop r
for In Dialog Messages
Ignore Route Header r
for Messages Outside Dialog
HAPTR I
SRY r
Qutgoing Transport CTls CTCP ® UDP
Back Finish
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6.9. Topology Hiding

Topology Hiding is a security feature that allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in the SIP
headers to the IP addresses or domains expected on the service provider and the enterprise
networks. For the compliance test, only the minimum configuration required to achieve
interoperability on the SIP trunk was performed. Additional steps can be taken in this section to
further mask the information that is sent from the enterprise to the public network.

6.9.1. Topology Hiding Profile — Avaya IP Office

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side and click the Add button (not shown). Enter a
Profile Name such as the one shown below. Click Next.

Topology Hiding Profile

Profile Marme IIP Office

R[=5

On the Topology Hiding Profile screen, click the Add Header button repeatedly to show the
rest of the headers in the profile.

Topoloyy Hiding Profile X

Add Header |
Header Criteria Replace Action Crverwrite Value
Feguest-Line j |IP,-’Dumain j |Aut0 j | Delete
Back | Finish |
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During the compliance test, IP addresses instead of domains were used in all SIP messages
between the IP Office and the Avaya SBCE. Note that since the default action of Auto implies
the insertion of IP addresses in the host portion of these headers, it was not necessary to modify
any of the headers sent to the enterprise. Default values were used for all fields. Click Finish.

Header Criteria Replace Action Overwrite Value
| Request-Line =l [PDomain  »| |Auto =l Delete
| From x| [FDomain x| [Auta =l Delete
|To x| [IPDomain x| [Auta =l Delete
| Frecord-Poute x| [PDomain x| [Auta =l Delete
|via x| [IPDomain x| [Auta =l Delete
|sDP x| [PDomain x| [Auta =l Delete
| Refer-To x| [IPDomain x| [Auta =l Delete
| Referred-By =l [IPDomain  »| |Auto =l Delete
Back | Finish |

6.9.2. Topology Hiding Profile — Service Provider

A Topology Hiding profile named Service Provider was similarly configured in the direction of
the SIP trunk to Telesur. Since IP addresses instead of domains were used in all SIP messages
between the Telesur SIP proxy server and the Avaya SBCE, the default action of Auto was also
used in this profile. Note that even though both profiles used the same default settings, they were
separately defined with the purpose of allowing possible future changes to be made to the profile
in one of the directions, without affecting the settings in the other direction.

The screen below shows the Service Provider profile once the configuration was completed.

Dashhoard
Administration

Topology Hiding Profiles: Service Provider

|»

Fename | Clone | Delete |

Backup/Restore

System Management Click here to add a description.

default Topology Hiding

» Global Parameters
 Global Profiles Header Criteria Replace Action Overatite Walue =
. cisco_th_profile
Daornain Do Recard-Route IP/Domain Auta
Fingerprint 1 IP Ofice )
Via IP/Damain Auta
Server Intervwiorking Service Provider
. Ta IP/Domain Auta
Phone Interwarking Rerm Warkers .
edia Farking SDP IF/Domain Auto
Routing Refer-To IP/Domain Auto
Server Carfiguration Referred-By IP/Domain Auta
Topelogy Hidin
P X o g Request-Line IF/Domain Auto
Signaling
Manipulation Frarm IP/Dotmain Auto
URI Groups =
P I Edit | -
==Y -
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6.10. Application Rules

Application Rules define the types of SIP-based Unified Communications (UC) applications to
be protected by the Avaya SBCE, as well as the maximum number of concurrent sessions
allowed to be processed by the device. A single new Application Rule was created, by cloning

the pre-defined default-trunk rule.

Select Application Rules under the Domain Policies menu on the left hand side, select the
default-trunk Application Rule and click Clone.

Dashhoard

Administration

Backup/Restore

System Management

> Global Parameters

> Glohal Profiles

> SIP Cluster

4 Daomain Folicies
Application Rules
Border Rules
Media Rules
Security Rules
Signaling Rules
Time of Day Rules

End Paint Paolicy
Groups

Session Policies

=

Application Rules: default-trunk

Add

Application Rules

default
default-trunk
default-subscrib...
default-subscrib...
default-server-low

default-server-high

|Filter By Device...

Audio

“ideo

COR Support

RTCP Keep-Alive

Miscellaneous

Mone

No

Edit |

2000

Under Clone Name enter the new rule name. Click Finish to save.

Clone Rule X

Rule Name

Clone Mame

default-trunk

Sassions=500

Finish
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On the Application Rules screen, select the newly created rule and click Edit (not shown). For
SIP trunking, Maximum Concurrent Sessions and Maximum Sessions Per Endpoint should
have the same value. In the example below, they are set to 500, which is the number of
maximum simultaneous sessions supported on the Avaya SBCE Portwell CAD-0208 platform.
This parameter can have a different value on the field, and should be set according to customer
requirements. Click Finish.

Editing Rule: Sessions=500

T . . Maximum Concurrent  Maximum Sessions
Apphcation Type In Ot s Par Endgolnt
Waice ¥ & [s00 500
Video r r | |
Y] r | |
Mizcellaneous
& None
COR Support ' CDR w/RTP
T COR wio RTP
RTCP Keap-Alive r
Finish
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6.11. End Point Policy Groups

End Point Policy Groups associate the different sets of rules under Domain Policies (Media,
Signaling, Security, etc) to be applied to specific SIP messages traversing through the Avaya
SBCE. In the reference configuration, the End Point Policy Groups used default sets of rules
already pre-defined in the configuration, with the exception of the new Application Rule defined
in Section 6.10. Please note that changes should not be made to any of the defaults. If changes
are needed, it is recommended to create a new rule by cloning one the defaults and then make the
necessary changes to the new rule.

6.11.1. End Point Policy Group — Avaya IP Office

To create an End Point Policy Group for the enterprise, select End Point Policy Groups under
the Domain Policies menu. Select Add.

Dashboard 2 Policy Groups: default-low
Administration Add | Filter By Dewvica... = Clone
Backup/Restore —
Palicy Groups It is not recommended to edit the defaults. Try cloning or adding a new group instead
System Management
> (Global Parameters default-low Hover aver a rov
> 5lobal Profiles default-low-enc
. SIP Cluster P Policy Group
4 Domain Policies Summal A
default-med-enc 40/'

Application Rules

Order  Application Border Media Security Signaling  Time of Day

Border Rules default-high
default-low- -

. 1 default default default-lowe  default default Edit Clone

Media Rules default-high-enc med

Security Rules
Signaling Rules

QCE-default-high

- def-lomw-i
Time of Day Rules avaya-aetiov-enc
End Point Policy | avaya-def-high-s...
Groups

avaya-def-high-s...

Enter an appropriate name in the Group Name field. Click Next.

Policy Group
Group Mame IIP Office
M et
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In the Policy Group tab, defaults were used for all fields, with the exception of the Application
Rule, where the Sessions=500 rule was selected. Click Finish.

Policy Group X

Application Rule Im
Border Rule Idelnult j
Medis Rule |detauttlow-med =]
Security Rule Im
Signaling Rule Idelm.llt El
Time of Day Rule Im

Back | Finish |

6.11.2. End Point Policy Group — Service Provider

A second End Point Policy Group was created for the service provider, repeating the steps
described above. This is done with the purpose of allowing changes to be made to one of the
groups in the future if needed, without affecting the settings in the other group. The screen below
shows the Service Provider End Point Policy Group after the configuration was completed.

Policy Groups: Service Provider

A IFiIterElyDevice... = Fiename | Delete |

Palicy Click here to add a description.

default-low
Click here to add a row description.

default-lowe-enc

Policy Group
default-med
] Add

default-med-enc ﬂl

Order Al ion Border Iedia ing ay
default-high

1 Sessions=500  defaul defaultlows  gofauitlow  defaut default Edit Clane
default-high-enc me
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6.12. End Point Flows

End Point Flows determine the path to be followed by the packets traversing through the Avaya
SBCE. They also combine the different sets of rules and profiles previously configured, to be
applied to the SIP traffic traveling in each direction.

6.12.1. End Point Flow — Avaya IP Office

To create the call flow toward the enterprise, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown). The screen below shows the
flow named IP Office Flow created in the sample configuration. The flow uses the interfaces,
policies, and profiles defined in previous sections. Note the Routing Profile selection, which is
the reverse route of the flow. Click Finish.

Edit Flow: IP Office Flow X

Flow Name [IP Office Flow
Server Configuration IIP Office j
URI Group Iﬁ
Transpart m
Remate Subnet |*
Received Interface |Pub|i|:_sig j
Signaling Interface |Private_sig j
Media Interface |Private_med j
End Point Policy Group [IP Office =]
Routing Profile IRDute to SP j
Topology Hiding Profile [ IP Office =]
File Transfer Profile Im

Finish |
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6.12.2. End Point Flow — Service Provider

A second Server Flow with the name SIP Trunk Flow was similarly created in the network
direction. The flow uses the interfaces, policies, and profiles defined in previous sections. Note
the Routing Profile selection, which is the reverse route of the flow. Click Finish.

Edit Flow: SIP Trunk Flow X

Flow Narme

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Paint Policy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

[SIP Trunk Flow

IService Pruviderj

| Frivate_sig j

[ Public_sig =

[ Public_med =

|Servic:e Provider

I Fuoute to IP Office j

IService Pruviderj

INDne 'I
Finish |
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7. Telesur SIP Trunking Configuration

Telesur is responsible for the configuration of the Telesur SIP Trunking service in its network.
The customer will need to provide the IP address used to reach the Avaya SBCE at the
enterprise. Telesur will provide the customer the necessary information to configure the SIP
trunk connection from the enterprise site to the network, including:

IP address, protocol and port used to reach the Telesur SIP Proxy server.

Supported codecs and order of preference.

DID numbers.

All IP addresses and port numbers used for signaling or media that will need access to the
enterprise network through any security devices.

8. Verification Steps

The following sections include steps that may be used to verify the configuration of the Avaya IP
Office and the Avaya SBCE with the Telesur SIP Trunking service.

8.1. Avaya IP Office

The Avaya IP Office System Status and Monitor applications are useful tools used for the
verification and troubleshooting of the SIP connection to the service provider via the Avaya
SBCE.

8.1.1. System Status

The Avaya IP Office System Status application can be used to verify the service state of the SIP
line. Launch the application from Start = Programs => IP Office = System Status on the PC
where Avaya IP Office Manager was installed. Under Control Unit IP Address select the IP
address of the IP Office system under verification. Log in using the appropriate credentials

Online | Gffline

Logon

Control Unit IP Address: ERiERBEL]

Services Base TCP Port: [il=hiE)

Local IP Address: EANGIGEL]S

User Name:

Password:

M Auto reconnect
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Select the SIP line of interest from the left pane (Line 17 in the reference configuration). On the
Status tab in the right pane, verify that the Current State is Idle for each channel (assuming no
active calls at present time).

Avaya IP Office System Status - IP500_2 (wSBCE) {10.5.5.150) - IP500 ¥2 9.0.3.0 build 941

IP Office System Status

Alarms

SIP Trunk Summary

Peer Domain Marne: 10.5.5.152

Resolved Address: 10.5.5.152

Line Mumber: 17

Mumber of Administered Channels: [

MNumber of Channels in Use: ]

Administered Compression: G711 A, G729 4

Silence Suppression: Off

Layer ¢ Protocal: UDP

SIP Trunk Channel Licenses: Unlimited . o
SIF Trunk Channel Licenses in Use: a

SIP Device Features:

arty Direct... Round ] Tran:
Trip ... Jitke

Trace | Trace Al | Pause | Fing | Call Details | Print... | Save As... |

MAA; Reviewed:

SPOC 1/12/2015

xit  About

Skatus LIl

Alarms for Line: 17 SIP 10.5.5.152

Qoourrences Errot Descripkion
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8.1.2. Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling
messaging on the SIP trunk. Launch the application from Start - Programs - IP Office 2>
Monitor on the PC where Avaya IP Office Manager was installed. Click the Select Unit icon on

the taskbar and Select the IP address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit Wiew Fikers Status Help

=8| »lE[T| x[)

G| e

*

Start/Stop
Trace

K

Trace Select
Options  Unit

Clicking the Trace Options icon on the taskbar and selecting the SIP tab allows to modify the

threshold used for capturing events, types of packets to be captured, filters, etc. Additionally, the
color used to represent the packets in the trace can be customized by right clicking on the type of
packet and selecting to the desired color.

atM | cal | DTE | ECont | FrameRelsy | GOD | H323 | Intesface |
T1 | VPN | WAl | SCN ] Jade
ISOH ] K.w.ﬂ.-un‘pl Dilel::h:lr:,'] Media | PPP | A2 I Hl:luling] Servicez Ej.'slem
Everts
¥ Sip [Low = ™ STUN ™ SIP Dect
Packets
[~ SIP Reg/Opt Rx [~ SIP Misc Rx
[~ SIP Reg/Opt Tx [~ SIP Mise Tx
¥ SIP Call Fx ™ CmMotily Ry
W SIPCal Ty ™ Con Nty T
¥ Sip Ax [~ hes IF Fiter [man.ninm nrn e
¥ Sip Tx [ hex |
Defouk All | Cloar Al | TabClesrat | Tabseran oK Cancel
Save Fie J LoadFie |  SelectFie J
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8.2. Avaya Session Border Controller for Enterprise

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: Provides information about the health of the SBC.

Alarms  Incidents  Statistics  Logs  Diagnostics  Users Settings  Help  Log Qut

ﬁ'nlarms - Internet Explorer, optimized for Bing and MSN

£ | https://192. 168.10.75/sbcjlist I3l Certificate Error || 53
Alarm Viewer AVAYA

Alarms

EMS

Details ! Time Device

Awaya SBCE Ma alarms found for this device.

Clear Selected | | ClearAll |

Incidents : Provides detailed reports of anomalies, errors, policies violations, etc

Alarms  Incidents  Statistics Logs  Diagnostics Users g gs Help Log Qut

ﬁ'lncident ¥iewer - Internet Explorer, optimized for Bing and MSN

& | https:f192,158.10,75/sbe/list '@' Certificate Errar || b
Incident Viewer AVAYA

DeviceIAII vl CategurylAll j Clear Filters | Refresh | Generate Repaort |

Displaying results 0 to 0 out of 0.

Time Category Device

Mo incidents found.
[ <f -0 J -] ]

Diagnostics: This screen provides a variety of tools to test and troubleshoot the SBCE network
connectivity.

Settings  Help
ﬁ'Diagnostics - Internet Explorer, optimized for Bing and MSN
£ | https:i192.168.10.75)sbeflist '@' Certificate Errar || b
Diagnostics AVAYA

Devices Full Diagnostic || Ping Test ‘ | Application | ‘ Protocol |

-

Avaya_SBCE Start Diagnostic | |

Task Description

EMS Link Check
SBC Link Check: Al

SBC Link Check: B1

O 00O

Ping: SBC (10.5.5.152) to
Ping: Gateway (10.5.5.254)
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings
- Troubleshooting - Trace. Select the Packet Capture tab, set the desired configuration for
the trace and click Start Capture.

Session Border Controller for Enterprise AVAYA

> Domain Palicies | Trace: Avaya_SBCE
> TLS Management

4 Dievice Specific Settings

Network Devices Call Trace || Packet Capture ‘ | Captures ‘
Managernent Avaya SBCE Packet Capture Configuration
Media Interface Status Ready
Signaling Interface I__l
Signaling Farking Interface Az
End Paint Flows Local Address I = I
. IF[:For] Al
Session Flows
: Remote Address Iw
Relay Services = %Pt IF, IF:Port
SNMP
Protocol Al -
Syslog Management
Advanced Options Maximum Mumber of Packets to Capture |1I]EII]EI
. .
Troubleshooting Captute Filenarne |test cal
Debugging Using the name of an existing capture will ove write it peap
Trace Start Capture Clear |
DosS s
| parninn LI

Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Call Trace | | Packet Capture | | Captures

Refresh |

File Narne File Size (bytes) Last Modified
test_20141015090133 peap 172,032 Grcher 18, 2014 90200 Delete
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9. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office release 9.0 and Avaya Session Border Controller with the Telesur SIP
Trunking, as shown in Figure 1.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the exception of the observations/limitations described in Section 2.2.

10. Additional References

[1] Avaya IP Office 9.0.3 Installing IP500/1P500 V2. Document 15-601042, June 2014
https://downloads.avaya.com/css/P8/documents/100174004

[2] Avaya IP Office Manager Release 9.0.3, Document 15-601011, May 2014
https://downloads.avaya.com/css/P8/documents/100174478

[3] Administering Avaya Flare® Experience for IPad devices and Windows, Release 9.0,
May 2014
https://downloads.avaya.com/css/P8/documents/100175132

[4] IP Office 9.0 Using System Status, Document Number 15-601758, August 2013
https://downloads.avaya.com/css/P8/documents/100173994

[5] Avaya IP Office Knowledgebase
http://marketingtools.avaya.com/knowledgebase

[6] Installing Avaya Session Border Controller for Enterprise, Release 6.2, June 2013
https://downloads.avaya.com/css/P8/documents/100168983

[7] Administering Avaya Session Border Controller for Enterprise, Release 6.2, June 2014
https://downloads.avaya.com/css/P8/documents/100168982

[8] Avaya Session Border Controller for Enterprise Release Notes. Release 6.2 FP1 SP2
August 2014
https://downloads.avaya.com/css/P8/documents/100182669

[9] Configuring the Avaya Session Border Controller for IP Office Remote Workers, September
2013.
https://downloads.avaya.com/css/P8/documents/100177106

Product documentation for Avaya products may be found at http://support.avaya.com.
Product documentation for the Telesur SIP Trunking service is available from Telesur.
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