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Abstract

These Application Notes describe the procedures for configuring SaskTel Session Initiation
Protocol (SIP) Trunking Service with Avaya IP Office Release 9.0 and Avaya Session Border
Controller for Enterprise Release 6.2.1.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

SaskTel SIP Trunking Service provides PSTN access via a SIP Trunk between the enterprise
and SaskTel network as an alternative to legacy analog or ISDN-PRI trunks. This approach
generally results in lower cost for the enterprise.

SaskTel is a member of the Avaya DevConnect Service Provider Program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking Service in between the service provider SaskTel and Avaya IP Office solution.

In the sample configuration, the Avaya IP Office solution consists of Avaya IP Office (IP Office)
500v2 Release 9.0, Avaya Session Border Controller for Enterprise (Avaya SBCE) Release 6.2.1,
Avaya IP Office Video Softphone, Avaya Flare® Experience for Windows and Avaya Deskphones,
including SIP, H.323, digital, and analog. The Avaya SBCE provides security for the Avaya IP Office
solution, as well as interoperability features for the SIP trunk.

SaskTel SIP Trunking Service referenced within these Application Notes is designed for business
customers. Customers using this service with the Avaya IP Office solution are able to place and
receive PSTN calls via a broadband WAN connection using SIP protocol. This converged network
solution is an alternative to traditional PSTN trunks such as analog and/or ISDN-PRI trunks. This
approach generally results in lower cost for the enterprise

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using IP Office to connect to
SaskTel via the Avaya SBCE. This configuration (shown in Figure 1) was used to exercise the
feature and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

Testing was performed with IP Office 500v2 R9.0, but it also applies to IP Office Server Edition
R9.0. Note that IP Office Server Edition requires an Expansion IP Office 500v2 R9.0 to support
analog, digital endpoints or trunks.

2.1 Interoperability Compliance Testing

To verify SaskTel SIP Trunking interoperability, the following features and functionalities were
exercised during the compliance testing:

e Response to SIP OPTIONS queries.

e Incoming PSTN calls to various Avaya endpoints, including SIP, H.323, digital and analog at
the enterprise. All incoming calls from the PSTN were routed to the enterprise across the SIP
Trunk from the service provider networks.

e QOutgoing PSTN calls from Avaya endpoints including SIP, H.323, digital and analog
telephone at the enterprise. All outgoing calls to the PSTN were routed from the enterprise
across the SIP trunk to the service provider networks.

¢ Inbound and outbound calls to/from Remote Worker using Avaya Flare® Experience for
Windows (SIP).

e Incoming and outgoing PSTN calls to/from Avaya IP Office Video Softphone.
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Incoming and outgoing PSTN calls to/from Avaya Flare® Experience for Windows.
Proper disconnect when the caller abandons the call before the call is answered.
Proper disconnect via normal call termination by the caller or the callee.

Proper response to busy end points.

Proper response/error treatment when dialing invalid PSTN numbers.

e Proper response/error treatment to all trunks busy.

e Proper response/error treatment when disabling SIP connection.

e Dialing plans including long distance, international, outbound toll-free, etc.
e Caller ID presentation and Caller ID restriction.

Codec G.711MU, G.711A and G.729(a) (shown in prioritized order).

No matching codecs.

T.38 fax and G.711 fax pass-through.

Proper early media transmissions.

etc.).

Calling number blocking (Privacy).

Call Hold/Resume (long and short duration).
Call Forward (unconditional, busy, no answer).
Blind Call Transfers.

Consultative Call transfers.

Station Conference.

EC500 (Extension to Cellular call redirection).
Simultaneous active calls.

Long duration calls (over one hour).

Proper disconnect by the network for calls that are not answered (with voicemail off).

Voicemail and DTMF tone transmissions per RFC 2833 (leaving and retrieving voice mail,

Outbound Toll-Free calls, interacting with IVR (Interactive Voice Response systems).

Note: Remote worker was tested as part of this solution; the configuration necessary to support

remote workers is beyond the scope of these Application Notes and is not discussed in these
Application Notes.

Items not supported or not tested included the following:

e Inbound toll-free calls and 911 emergency calls are supported but were not tested as part of

the compliance test.

e Station initiated Network Call Redirection (NCR) using the REFER method was not tested.
e T.38 fax is not supported by SaskTel; therefore T.38 fax was not tested. G.711 fax pass-

through was tested successfully.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes

5 0of 90

SPOC 03/20/2014 ©2014 Avaya Inc. All Rights Reserved. Sask_IPO90SBCE



2.2 Test Results

Interoperability testing with SaskTel was successfully completed with the exception of
observations/limitations described below:

e Network Call Redirection (NCR) using the REFER method — Network Call Redirection
(NCR) using the REFER method did not functioned as expected, trunk resources are not
released after the completion of call redirections to the PSTN (e.g., Attended or Blind Call
Transfers to the PSTN). Avaya recommend disabling REFER Support under the SIP Line
(Refer to Section 5.7.2)

e Direct Media - With Direct Media enabled in IP office, when calling IVR systems (or any
recorded messaging system), from IP Office, a noticeable clipping of the recorded
announcement/message is heard when IP Office sends the re-Invite to establish the direct
media connection to the IP Phone. Testing was done with Direct Media disabled in IP Office.
This issue is under investigation by Avaya.

e Fax — T.38 fax is not supported by SaskTel; SaskTel only supports G.711 fax pass-through.
Fax was successfully tested using G.711 fax pass-through.

2.3 Support

For support on SaskTel systems, call Toll Free at 1-888-773-2122 or visit the corporate Web page at:
https://www.sasktel.com/support

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.

3. Reference Configuration

Figure 1 below illustrates the test configuration used. It shows a simulated enterprise site connected
to the SaskTel network through the public internet.

For confidentiality and privacy purposes, actual public IP addresses and PSTN routable phone
numbers (DIDs) used during the compliance testing have been replaced with fictitious IP addresses
and PSTN routable phone numbers throughout the Application Notes.

The Avaya components used to create the simulated enterprise customer site includes:
Avaya IP Office 500v2.

Avaya Session Border Controller for Enterprise.

Avaya Voicemail Pro for IP Office.

Avaya 9600 Series H.323 IP Deskphones.

Avaya 11x0 Series SIP IP Deskphones.

Avaya IP Office Video Softphone.

Avaya Flare® Experience for Windows.

Avaya 1408 Digital Deskphones.

Avaya 9508 Digital Deskphones.
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In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the enterprise. A complete discussion of the

configuration of these devices is beyond the scope of these Application Notes. However, it should be
noted that SIP and RTP traffic between the service provider and the enterprise must be allowed to

pass through these devices.

4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration.

Avaya Telephony Components

Equipment/Software

Release/Version

Avaya IP Office 500v2

9.0.1.0 Build 845

Avaya IP Office DIG DCPx16 V2

9.0.1.0 Build 845

Avaya IP Office Manager

9.0.1.0 Build 845

Avaya Voicemail Pro Client

9.0.1.0 Build 53

Avaya Session Border Controller for
Enterprise (running on Portwell CAD-0208
platform)

6.2.1.Q07

Avaya 9620 IP Deskphones (H.323)

Avaya one-X® Deskphone Edition S3.212A

Avaya 1140 IP Deskphones (SIP)

SIP1140 Ver. 04.03.18.00

Avaya IP Office Video Softphone 3.2.3.49 68975
Avaya Flare® Experience for Windows 1.1.4.23
Avaya Digital Deskphones 1408 32
Avaya Digital Deskphones 9508 0.45

SaskTel SIP Trunk Service

Equipment/Software

Release/Version

CS2K

CVM16

ACME Session Border Controller (4250)

SC6.2.0 MR-5 GA (Build 777)
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5.7 Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and the SaskTel SIP
Trunk Service. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by IP Office
Manager to create a SIP Line. Follow the steps in Section 5.7.1 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses

e SIP Credentials (if applicable)

e SIP URI entries

e |ITSP Domain Name (should be left blank).

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Sections 5.7.2 — 5.7.5.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required

Alternatively, a SIP Line can be created manually. To do so, right-click on Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.7.2 — 5.7.5.

5.7.1 Create a New SIP Trunk from Template

1. Copy the template file to the computer where IP Office Manager is installed. If needed
rename the template file to CA_SaskTel_SIPTrunk.xml. The file name is important in
locating the proper template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that appears,
select the Visual Preferences tab. Verify that the box is checked next to Enable Template
Options. Click OK.
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Note: During the next pages and for brevity in these Application Notes not every provisioning step
will have a screenshot associated with it.

AVAYA

This system is restricted solely to authorized users for legiimate
business purposes only. The actual or attempted unauthorized ac

Session Border Controller :
. users are subject to company / c
for Enterprlse and civil penalies under state, federal or other applicable domestic and

foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasons. Anyone es3ing this system
expressly consents to such monitoring and recording, and i advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.
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On the previous screen, note that the Al and B1 interfaces correspond to the inside and outside
interfaces for the Avaya SBCE. The Al and B1 interfaces and IP addresses shown are the ones
relevant to the configuration of the SIP trunk to SaskTel. Other IP addresses assigned to these
interfaces are used to support remote workers and they are not discussed in this document, these IPs
have been blurred out. The Management IP(s) was also blurred out for security reasons.

6.2 Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters that
affect all the devices under the UC-Sec control Center.

6.2.1 Server Interworking profile - Avaya-IPO

Interworking Profile features are configured to facilitate interoperability of implementations between
enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since modifying a default profile
is generally not recommended, for the Avaya-IPO interworking profile the default avaya-ru profile
was duplicated, or “cloned”, and then modified to meet specific requirements for the enterprise SIP-
enabled solution.

On the left navigation pane, select Global Profiles > Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone Profile.

Enter the new profile name in the Clone Name field, the name of Avaya-1PO was chosen in this
example. Click Finish.

For the newly created Avaya-1PO profile, click Edit (not shown) at the bottom of the Advanced
tab:

e Uncheck Include End Point IP for Context Lookup.
e Leave other fields with their default values.
e Click Finish.
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6.3 Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from or
terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

In the reference configuration, only a new Application Rule was defined. All other rules under
Domain Policies, linked together on End Point Policy Groups, used one of the default sets already
pre-defined in the configuration. Please note that changes should not be made to any of the defaults.
If changes are needed, it is recommended to create a new rule by cloning one the defaults and then
make the necessary changes to the new rule.

6.3.1 Create Application Rules

Application Rules defines which types of SIP-based Unified Communications (UC) applications the
UC-Sec security device will protect: voice, video, and/or Instant Messaging (IM). In addition,
Application Rules defines the maximum number of concurrent voice and video sessions the network
will process in order to prevent resource exhaustion.

To add a new Application Rule, from the navigation menu on the left-hand side, select Domain
Policies = Application Rules

Select default in the Application Rules list (not shown).

e Click the Clone button on top right of the screen (not shown).

e Name: enter the name of the profile, e.g., 500 Sessions.

e Click Finish (not shown).

e Click Edit (not shown).

e Set the Maximum Concurrent Sessions and Maximum Sessions Per Endpoint to
recommended values: 500 was used in the sample configuration.

e Click Finish (not shown).
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Note: Other IP addresses assigned to the interfaces are used to support remote workers and they are

not discussed in these Application Notes, these IPs addresses have been blurred out.
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The End-Point Flows defines certain parameters that pertain to the signaling and media portions of
a call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows, tab Server Flows. Click Add Flow.

e Name: SIP Trunk Flow.

e Server Configuration: Service Provider.

e URI Group: *

e Transport: *

e Remote Subnet: *

e Received Interface: Private_sig

e Signaling Interface: Public_sig

e Media Interface: Public_med

e End Point Policy Group: Service Provider.
e Routing Profile: Route_to IP_Office (Note that this is the reverse route of the flow).
e Topology Hiding Profile: Service_Provider.
e File Transfer Profile: None.

e Click Finish.
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To create the call flow toward the IP Office, click Add Flow.
e Name: IP Office Flow.
e Server Configuration: IP Office.

e URI Group: *

e Transport: *

e Remote Subnet: *

e Received Interface: Public_sig

e Signaling Interface: Private_sig

e Media Interface: Private_med

e End Point Policy Group: Enterprise.
e Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).
e Topology Hiding Profile: IP Office.
e File Transfer Profile: None.

e Click Finish.
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7. SaskTel SIP Trunking Configuration
SaskTel is responsible for the configuration of the SIP Trunk Service. The customer will need to
provide the IP address used to reach the Avaya IP Office at the enterprise. SaskTel will provide the
customer the necessary information to configure the Avaya IP Office SIP trunk connection,
including:

e [P address of the SaskTel SIP Proxy server.

e Supported codec’s and order of preference.

e DID numbers.

e All IP addresses and port numbers used for signaling or media that will need access to the

enterprise network through any security devices.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 76 of 90
SPOC 03/20/2014 ©2014 Avaya Inc. All Rights Reserved. Sask_IPO90SBCE



8. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.

8.1 Verification Steps

The following steps may be used to verify the configuration:

o Verify that endpoints at the enterprise site can place calls to PSTN and that calls remain
active for more than 35 seconds. This time period is included to verify that proper routing of
the SIP messaging has satisfied SIP protocol timers.

e Verify that endpoints at the enterprise site can receive calls from PSTN and that calls can
remain active for more than 35 seconds.

e Verify that the user on the PSTN side can end an active call by hanging up.

e Verify that an Avaya endpoint at the enterprise site can end an active call by hanging up.

8.2 Protocol Traces

The following SIP message headers are inspected using sniffer trace analysis tool:
Request-URI: Verify the request number and SIP domain.

From: Verify the display name and display number.

To: Verify the display name and display number.

P-Asserted-Identity: Verify the display name and display number.
Privacy: Verify privacy masking with “user, id”.

Diversion: Verify the display name and display number.

The following attributes in SIP message body are inspected using sniffer trace analysis tool:
Connection Information (c line): Verify IP addresses of near end and far end endpoints.
Time Description (t line): Verify session timeout value of near end and far end endpoints.
Media Description (m line): Verify audio port, codec, DTMF event description.

Media Attribute (a line): Verify specific audio port, codec, ptime, send/ receive ability,
DTMF event and fax attributes.
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9. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office 9.0, Avaya Session Border Controller for Enterprise Rel. 6.2.1 and
SaskTel SIP Trunk Service, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations noted in
Section 2.2
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11. Appendix A: SigMa Script

The following Signaling Manipulation script was used in the configuration of the Avaya SBCE,
Section 6.2.6:

Title: Remove Remote Address

within session "ALL"

{
act on message where %DIRECTION="OUTBOUND" and

%ENTRY_POINT="POST_ROUTING"

{
remove(%HEADERS["Remote-Address"][1]);

¥
k
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