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Abstract

These Application Notes describe the configuration steps required for ASC telecom
MARATHON EVOLUTION voice recorder to interoperate with Avaya Aura ™
Communication Manager using Avaya Aura'™ Application Enablement Services. ASC
telecom MARATHON EVOLUTION voice recorder is a call recording solution. In the
compliance testing, ASC telecom MARATHON EVOLUTION voice recorder used the
Telephony Services Application Programming Interface from Avaya Aura™ Application
Enablement Services to monitor stations on Avaya Aura'" Communication Manager, and used
passive monitoring of the PSTN trunk to capture the media associated with the monitored
stations for call recording.

Information in these Application Notes has been obtained through compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration used to enable the ASC telecom
MARATHON EVOLUTION voice recording server to interoperate with Avaya Aura™
Communication Manager, and Avaya Aura' ™ Application Enablement Services.

1.1. Interoperability Compliance Testing

The following tests were performed as part of the compliance testing:

e The following test scenarios were used to test the various MARATHON EVOLUTION
features:

Basic call

Hold/retrieve

Transfer / Blind transfer

Conferencing

Call forwarding

Hunt group calls

Calls to/from bridged appearances

e MARATHON EVOLUTION’s robustness was tested by verifying its ability to recover from
interruptions to its external connections including:
o The LAN connection between MARATHON EVOLUTION and the network
o The LAN connection between RIApassive and the network
o The connection of the PBX to the network

¢ MARATHON EVOLUTION’s robustness was further tested by verifying ability to recover
from power interruptions to the following components:
o The MARATHON EVOLUTION server
o The RIApassive server
o The Communication Manager used by MARATHON EVOLUTION.

O O O O o0 o0 O

1.2. Support
Support for ASC telecom MARATHON EVOLUTION is available at:

ASC telecom AG
Seibelstrasse 2-4

63768 Hoesbach

Germany

Phone +49 6021 5001-0
Fax +49 6021 5001-310
E-Mail hg@asctelecom.com
http://www.asctelecom.com
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2. Reference Configuration
The following diagram shows the configuration used for conformance testing.

192.168.150.X ()(192.168.60.X () ( 192.168.200.X () ( 192.168.10.X O

l | 12 151 |as2 ‘
EE ASC 101
T 2
RIApassive -
A b C d

Avaya Aura™
Application Enablement
Services

Avaya IP Telephones ASC Marathon ASC
/ Evolution POWERplay

Units under test Clan: QSIG __b
/ PRI

Avaya Aura™

Avaya Aura™ B "
h h Communication Manager
g h

Communication Manager

: Passive tap $8720 Server Ef S8710 Server
J k Avaya G650 Avaya Digital Telephones Avaya G650
Media Gateway Media Gateway

Figure 1: MARATHON EVOLUTION Reference Configuration

In the above diagram, the ASC MARATHON EVOLUTION records voice conversations from
telephones attached to PBX 1. The speech recorder is attached to the PSTN PRI trunk via a
passive tap. The ASC RIApassive receives events from the Avaya Aura™ Application
Enablement Services server when the state of calls associated with PBX 1 change, and informs
the MARATHON EVOLUTION of these transitions. The TSAPI service provided by
Application Enablement Services is used to monitor call activity associated with PBX 1.

PBX 2 is included in the configuration solely to test the ability to monitor conversations which
traverse a trunk to a networked PBX. The stations attached to PBX 2 are not monitored by ASC
MARATHON EVOLUTION. The PBX 2 system is attached to PBX 1 via an IP/QSIG trunk,
and is used as a networked PBX system. This allows remote networked telephones (g, h) to be
included in the test.

The ASC POWERplay client provides playback and administration for voice files.

The telephones depicted in these Application Notes are designated by an upper case letter if
configured to be monitored by the MARATHON EVOLUTION voice recorder. A lower case
letter designates those terminals which have been configured to not be monitored or are possibly
unable to be monitored.

The following table contains additional information about each of the telephones shown in
Figure 1. A “*” in the “Monitored” column indicated that the telephone is monitored by the
MARATHON EVOLUTION voice recorder.
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Phone | Monitored Model Extension
A * Avaya 1616 60071
b Avaya 1608 60062
C * Avaya 9640G 60093
d Avaya 9630G 60184
E * Avaya 2410 60007
f Avaya 2410 60008
g Avaya 2420 10007
h Avaya 2420 10008
] N/A 069 xxxx 6176
k N/A 069 xxxx 6630
L Hunt Group (A & 61000
©

Table 1: Device Monitor Configuration

3. Equipment and Software Validated

Software Component

Version

Avaya Aura " Communication Manager

5.2.1
R015x.02.1.016.4
Patch: 17774

Avaya TN2312BP IP SERVER INTFC HWI11/FW049
Avaya TN799DP CONTROL-LAN HWO01/FW032
Avaya TN2302AP IP MEDIA PROCESSOR HW20/FW120
Avaya 1608 IP Telephone 1.2.11
Avaya 1616 IP Telephone 1.2.11
Avaya 9630G IP Telephone H.323/3.1
Avaya 9640G IP Telephone H.323/2.4.2
Avaya Aura™ Application Enablement 59
Services '

ASC Marathon Evolution SW 9.0

ASC RIApassive 6.0

ASC RIApassive platform OS Microsoft XP SP3
ASC POWERplay 9.0

ASC POWERplay platform OS Microsoft XP SP3

MRR; Reviewed:
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4. Configuration

The configuration information in this section covers only PBX 1 — the system to which the
MARATHON EVOLUTION voice recorder is attached.

4.1. Configure Avaya Aura™ Communication Manager

The configuration and verification operations illustrated in this section were all performed using
the Communication Manager System Administration Terminal (SAT) via SSH port 5022.

The information provided in this section describes the configuration of Communication Manager
for this solution. For all other provisioning information such as installation and configuration,
please refer to the product documentation in references [1] and [2].

4.1.1. Verify system-parameters customer-options

Use the display system-parameters customer options command to verify that Communication
Manager is configured to meet the minimum requirements to run MARATHON EVOLOUTION.
Those items shown in bold indicate required values or minimum capacity requirements
associated with the system license. If these are not met in the configuration, please contact an
Avaya representative for further assistance.

Parameter Usage
Maximum Concurrently Registered IP This must be sufficient to support the total number of
Stations (p.2) IP stations.
IP Stations? (p.4) This parameter must be set to “y”.
IP_Phone (p.10) This parameter must be set the number of IP stations.

Table 3: System-Parameters Customer-Options Parameters

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 1000
Maximum Concurrently Registered IP Stations: 18000
Maximum Administered Remote Office Trunks: 0
Maximum Concurrently Registered Remote Office Stations: 0O
Maximum Concurrently Registered IP eCons: 10
Max Concur Registered Unauthenticated H.323 Stations: 0
Maximum Video Capable H.323 Stations: 0
Maximum Video Capable IP Softphones: 1000
Maximum Administered SIP Trunks: 1000
Maximum Administered Ad-hoc Video Conferencing Ports: 0
Maximum Number of DS1 Boards with Echo Cancellation: 10
Maximum TN2501 VAL Boards: 10
Maximum Media Gateway VAL Sources: 0
Maximum TN2602 Boards with 80 VoIP Channels: 128
Maximum TN2602 Boards with 320 VoIP Channels: 128
Maximum Number of Expanded Meet-me Conference Ports: 0

oy
o

O ORFRPR O OONOOOO OO
a
(€]

Figure 2: System-Parameters Customer-Options Screen, p. 2
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display system-parameters customer-options

Page 4 of

OPTIONAL FEATURES

Emergency Access to Attendant?
Enable 'dadmin' Login?

Enhanced Conferencing?

Enhanced EC500°?

Enterprise Survivable Server?
Enterprise Wide Licensing?

ESS Administration?

Extended Cvg/Fwd Admin?
External Device Alarm Admin?
Five Port Networks Max Per MCC?
Flexible Billing?

Forced Entry of Account Codes?
Global Call Classification?
Hospitality (Basic)?
(G3V3 Enhancements) ?
IP Trunks?

Hospitality

IP Attendant Consoles?

M B BBBBBKBBEIOKKKK

y

IP Stations?

ISDN Feature Plus?

ISDN/SIP Network Call Redirection?
ISDN-BRI Trunks?

ISDN-PRI?

Local Survivable Processor?

Malicious Call Trace?

Media Encryption Over IP?

Mode Code for Centralized Voice Mail?

Multifrequency Signaling?

Multimedia Call Handling (Basic)?
Multimedia Call Handling (Enhanced)?
Multimedia IP SIP Trunking?

11

%

8588 oRKNKNKB

= Jit= e U

Figure 3: System-Parameters Customer-Options Screen, p. 4

display system-parameters customer-options 10 of 11

MAXIMUM IP REGISTRATIONS BY PRODUCT ID

Page

Product ID Rel. Limit Used
IP_API A 1000 0
IP_API B 1000 0
IP API C 1000 0
IP Agent 1000 0
IP IR A 1000 0
IP_Phone 12000 4
IP ROMax 12000 0
IP_Soft 1000 0
IP eCons 128 0
oneX Comm 12000 0

Figure 4: System-Parameters Customer-Options Screen p. 10

MRR; Reviewed:
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4.1.2. Configure Interface to Avaya Aura' Application Enablement Services
Use the change ip-services command to configure the interface to the Application Enablement
Services server, as shown in the following table.

Parameter Usage
Service Type (p.1) Enter “AESVCS”.
Enabled (p.1) Enter “y” to enable the service.
Local Node (p.1) Enter the IP node name for the CLAN interface.
Local Port (p.1) Enter “8765”.

Enter the name that was assigned to the Application

AE Services Server (p.4) Enablement Services server when it was installed.

Enter the password that was assigned to the switch

Password (p.4 . R
(p-4) connection, as shown in Figure 16.
Enabled (p.4) Enter “y” to enable the connection.
Table 4: IP Services Parameters
change ip-services Page 1 of 4
IP SERVICES
Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y clan 8765
Figure 5: IP Services Screen, p. 1
change ip-services Page 4 of 4
AE Services Administration
Server ID AE Services Password Enabled Status
Server
1: aes-serverl XXXXXXXXXXXXXXXX y in use

Figure 6: IP Services Screen, p. 4

Use the add cti-link command to add a CTI link for use by TSAPI. The link number can be any
value between 1 and 64 which is not currently assigned to another link. The link number
specified must be the same value that is used in the “Switch CTI Link Number” field shown in
Figure 19. Use an unused extension as the value for the “Extension” parameter. The value
chosen for the “Name” parameter is a matter of personal preference.

change cti-link 4 Page 1 of 3
CTI LINK
CTI Link: 4
Extension: 69996
Type: ADJ-IP
COR: 1
Name: AES-devcon223-tsapi

Figure 7: Cti-link Screen
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4.1.3. Configure Stations
Use the add station command to create a station for each of the IP phones listed in Table 1,
using the values shown in the following table.

Parameter Usage
Extension Use an unused extension which is compatible with the dial plan.
Type Use a type value which corresponds to the physical station to be used.
Any alphanumeric string can be assigned as an extension name, which
Name . . . ;
is used for identification purposes.
Security Code Enter an appropriate numeric string to be used as a security code.

Table 5: Configuration IP Stations

add station 60071

Page 1 of 5

STATION
Extension: 60071 Lock Messages? n BCC: 0
Type: 1616 Security Code: 123456 TN: 1
Port: 500123 Coverage Path 1: COR: 1
Name: extn 60071 Coverage Path 2: COoS: 1
Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 60071
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n
Customizable Labels? y
Figure 8: IP Station Screen
MRR; Reviewed: Solution & Interoperability Test Lab Application Notes 9 of 42
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4.1.4. Configure Hunt Group

Use the add hunt-group command to create a hunt group which is used to test the ability of
MARATHON EVOLOUTION to monitor hunt groups. Assign an unused extension to the hunt
group. Add extensions for telephones “A” and “C” to the hunt group, which are assigned to IP
phones which are monitored by MARATHON EVOLOUTION.

Parameter Usage
Group Name Any alphanumeric string can be used as a Group Name.
Group Extension Use an unused extension which is compatible with the dial plan.
MEMBER Add the extensions which are to be assigned to this hunt group to this
ASSIGNMENTS list. For this test, extensions 60071 and 60093 are used.

Table 6: Configuration IP Stations

add hunt-group 4 Page 1 of 60
HUNT GROUP
Group Number: 4 ACD? n
Group Name: asc Queue? n
Group Extension: 61000 Vector? n
Group Type: ucd-mia Coverage Path:
TN: 1 Night Service Destination:
COR: 1 MM Early Answer? n
Security Code: Local Agent Preference? n

ISDN/SIP Caller Display:

Figure 9: Hunt Group Screen, p. 1

add hunt-group 4 Page 3 of 60
HUNT GROUP
Group Number: 4 Group Extension: 61000 Group Type: ucd-mia
Member Range Allowed: 1 - 1500 Administered Members (min/max): 1 /2

Total Administered Members: 2
GROUP MEMBER ASSIGNMENTS
Ext Name (19 characters) Ext Name (19 characters)

: 60071 extn 60071 14:
: 60093 extn 60093 15:
16:
17:
18:
19:
20:
213
223
10: 23:
11: 24:
12: 25:
13: 26:

W Jo U bW

O

At End of Member List

Figure 10: Hunt Group Screen, p. 3
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4.2. Configure Avaya Aura™ Application Enablement Services

The Application Enablement Services server is configured via a web browser by accessing the
following URL:

http://<AES server address>/

Click “Continue To Login”.

AVAYA Application Enablement Services
|

Welcome to Avaya Application Enablement Services
These web pages are provided for the administration and maintenance of this Avaya Application Enablement Server.

Before You Begin:

FEF  WARNING NOTICE ++%%

This system is restricted solely to Avaya authorized users for legitimate
business purposes only. The actual or attempted unauthorized access, use,

or modification of this system i=s =strictly prohibited by Avaya. Unauthorized
users are subject to Comwpany disciplinary proceedings and/or criminal and
civil penalties under state, federal, or other applicable domestic and
foreign laws. The use of this system may be monitored and recorded for
administrative and security reasons. Anyohe accessing this system expressly
consents to such monitoring and is advised that if wonitoring rewveals possible
evidence of criminal activity, Avaya mway provide the evidence of such activity
to law enforcement officials. L1l users must comply with Avays Security
Instructions regarding the protection of ALvaya's information assets.

Continue To l ogini

Figure 11: Avaya Aura™ Application Enablement Services Welcome Screen
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Once the login screen appears, enter the credentials for performing administrative activities.

AVAyA Application Enablement Services

Management Console

Please login here:

2009 Avaya, Inc, All Rights Reserved.

Figure 12: Avaya Aura™ Application Enablement Services Login Screen

Click “AE Services” in left frame.

Welcorme: User cust
H H H Last login: wed Jan 13 19:17:11 2010 from 192.168.150.3
AVA A Appllcatlo“ E“ableme“t Ser\f'ces HostMame/IP: aes-serverl/192.165.200.101
Management Console Server Offer Type: TURNKET
SW VMersion: r5-2-0-98-0

Home Home | Help | Logout

)} AE Services

» Communication Manager Welcome to OAM
Interface
Licensing . ! o ) )

The AE Services Operations, Administration, and Management (24M) Web provides you with
Maintenance toals for managing the AE Server, 0AM spans the following adrinistrative domains:
Networking + AE Services - Use AE Services to manage all AE Services that vou are licensed to use
on the AE Server,

Security + Communication Manager Interface - Use Communication Manager Interface to

manage switch connection and dialplan.

Status + Licensing - Use Licensing to manage the license server,
+ Maintenance - Use Maintenance to manage the routine maintenance tasks,

User Management + Metworking - Use Metworking to manage the networl interfaces and ports.

. + Security - Use Security to manage Linux user accounts, certificate, host authentication

Utilities and autharization, configure Linux-PAM (Pluggable Authentication Modules for Linux)

and so on.

Status - Use Status to obtain server status infornations.

User Management - Use User Managernent to rnanage AE Services users and AE

Services user-related resources,

Utilities - Use Utilities to carry out basic connectivity tests.

+ Help - Use Help to obtain a few tips for using the OAM Help system

>
»
>
>
>
>
>
>

Help

Depending on your business requirements, these administrative domains can be served by
one administrator for both domains, or a separate administrator for each dormain,

Figure 13: Avaya Aura™ Application Enablement Services Main Screen
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Verify that the Application Enablement Services server installation has a TSAPI service license.
If this is not the case, please contact an Avaya representative regarding licensing.

Welcome: User cust

ovoya Application Enablement Services Lst looin: Mon Jan 18 15:53:03 2010 from 192,168.150,3

HostMame/IP: aes-serverl/192.165.200.101
Management Console Server Offer Type: TURMKEY
W Version: r5-2-0-98-0

AE Services Home | Help | Logout

CWLAN AE Services
DLG
DMCC . . .
IMPCRTAMNT: AE Services must be restarted for administrative changes to fully take effect.
SMS Changes to the Security Database do not require a restart,
TSAPT
— | service | status | State | License pode
Communication Manager - -
Interface AsAl Link Manager N/ Running N/ M/ A
Licensing CVLAN Service QOFFLIME Running N/ M/ A
- DLG Service OMLIME Running NORMAL MODE MAA
Maintenance
= DMCC Service OMLIMNE Running NORMAL MODE MAA
Networking - -
TEAPI Service OMLIME Running NORMAL MODE MAA
Security Transport Layer Service N/ Running N/ M/ A

Status
For status on actual services, please use Status and Control

User Management

. ] ’ ]
Utilities For more detail, please mouse over the Cause, you'll see the tooltip, or goto help page.

Help License Information
You are licensed to run Application Enablement (ST version 5.0

Figure 14: Avaya Aura™ Application Enablement Services Top Level Screen
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Navigate to Communication Manager Interface ->Switch Connections. Enter the name of the
Switch Connection to be added, and click on the “Add Connection” button.

welcome: User cust
H H H Last login: Wed Jan 13 19:17:11 2010 from 192.165.150.3
AVA A Appllcatlon E“ableme“t Services HostMame/IP: aes-serverl/192.168,200.101
Management Console Server Offer Type: TURMKET
S Wersion: r5-2-0-958-0

Communication Manager Interface | Sw . i Home | Help | Logout

» AE Services

tion Manager Switch Connections
Switch Connections [sa720 |[_Add cannectian |
Dial Plan Processor Ethernet | Msg Period | Mumber of Active Connections
Licensing @ sason Na 30 0
Maintenance
O sarin No 30 1

Metworking

F— [ Edit connection | [ Edit PE/cLAN IPs | [ Edit H.323 Gatekeeper | [ Delete Connection |

Status
User Management

Utilities

T |w|(w|w|[w w|w | w

Help

Figure 15: Switch Connection Screen
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This causes the following screen to be presented. At this point, enter the screen fields as
described in the following table, and click the “Apply” button.

Parameter Usage

The Switch Password must be the same as was entered into the
. Communication Manager AE Services Administration form via the
Switch Password « . s ) N
change ip-services” command, described in Figure 6. Passwords must
consist of 12 to 16 alphanumeric characters

SSL (Secure Socket Layer) is enabled by default. Keep the default

SSL setting unless you are adding a Switch Connection for a DEFINITY
Server CSI

Table 7: Configuration of Switch Password

Welcome: User cust
avo yo App“catio“ Enablement Services Lt /ooin: wedJan 13 19:17:11 2010 from 192.168.150.3

HostMamesIP: aes-serverl/192,168.200.101
Management Console Server Cffer Type: TURNKEY
SW o Version: r5-2-0-95-0

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services
+ Communication Manager

Connection Details - 58720

Interface
Switch Connections S —
Dial Plan Canfirm Switch Passward |:|

N Msg Pariod Minutes (1 - 72)

} Maintenance 5L
» MNetworking Pracessor Ethernet O
)} Security

b Status

} User Management

+ Utilities

» Help

Figure 16: Set Switch Password Screen
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From the Communication Manager Interface->Switch Connections screen, click the “Edit
CLAN IPs” button to display the screen show below. Enter the IP address of the CLAN which
Application Enablement Services is to use for communication with the switch, and click the
“Add Name or IP” button.

Wwelcome: User cust
H H H Last login: Wed Jan 13 19:17:11 2010 from 192.168.150.3
AVAyA Application Enablement Services HostNarme/IF: aes-serverlf192.168.200.101
Management Console Server Offer Type: TURNKEY
S Version: r5-2-0-98-0

Communication Manager Interface | Switch Connections Home | Help | Logout

b AE Services

~ Communication Manager Edit CLAN IPs - S8720
Interface
Switch Connections [192.188.60.8 | [ add Mame or 1P |
Dial Plan

Licensing
Maintenance
Networking
Security

Status

User Management

Utilities

»
»
»
»
»
»
»
»

Help

Figure 17: CLAN Screen
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On the left margin of the screen, navigate to Administration-> AE Services ->TSAPI Links.
The following screen is displayed. Click the “Add Link” button.

Welcome: User cust
H H H Last login: Wed Jan 13 19:17:11 2010 from 192.165,150.3
AVAyA Appllcatlo“ E“ableme“t ser‘"ces HostMame/IP: aes-serverl/192.168.200.101
Management Console Server Offer Type: TURMKEY
S Wersion: r5-2-0-98-0

AE Services | TSAPI | TSAPI Link Home | Help | Logout
CWLAN TSAPI Links
DLG " " " " _ . " "
DMCC
® 1 |s8710 4 5 Unencrypted
SMS
TSAPL O z 8500 4 LM B M Unencrypted
= TSAPI Links [ add Link ] [ Edit Link ] [ Delete Link |

= TSAPI Froperties

Communication Manager
Interface

Licensing
Maintenance
Networking
Security

Status

User Management

Utilities

Help

Figure 18: TSAPI Links Screen

MRR; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 42
SPOC 4/19/2010 ©2010 Avaya Inc. All Rights Reserved. ASC-MARATHON



Fill in the parameters for the link to be added. The “Link™ parameter must be a value between 1
and 16 which is not assigned to another link. The “Switch Connection” parameter should be the
name of the Avaya Server which is to be controlled by this link. The value for the TSAPI
“Switch CTI Link Number” must be a value between 1 and 64, and must be the same as was
used in the Communication Manager “add cti-link” configuration command in Figure 7. Click

the “Apply Changes” button.

Welcome: User cust
H H H Last login: wed Jan 13 19:17:11 2010 from 192.165.150.3
AVAyA Appllcatlon E“ableme“t Ser‘"ces HostMame/IP: aes-serverl/192,165.200.101
Management Console Server Offer Type: TURNKEY
S Version: r5-2-0-38-0

Home | Help | Logout

AE Services | TSAPI | TSAPI Link

CVLAN Add TSAPI Links
biLE Link 1

oMCC Switch Connection SE720 v

oM Switch CTI Link Number |4

TSAPI ASAL Link Version 4 W

= TSAPI Links Security Unencrypted
= TSAPI Properties [ Apply Changes ][ Cancel Changes ]

Communication Manager

Interface

Figure 19: Add TSAPI Link Screen
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Navigate to User Management -> User Admin -> Add User.

The “CT User” field for this user must be set to “Yes”. In this case, the Application Enablement
Services user is the ASC RIA Server, which uses Application Enablement Services to monitor
stations. The “User 1d” and “User Password” must be the same as those configured for ASC
DataManager in Figure 33.

welcorme! User cust
H H H Last login: Wed Jan 13 19:17:11 2010 from 192.165.150.3
AVAyA Appllcatlo“ E“ableme“t Ser\flces HostMarme/IP: aegs-serverl/192.1658,.200.101
Management Console Server Offer Type: TURMEEY
S Version! r5-2-0-98-0

User Management | User Admin | List All Users

AE Services

Communication Manager Add User
Interface
Licensing * User Id l:l
Maintenance * Common Name
Netwrorking * Surname
Security User Password l:l
Status Confirm Password l:l

¥ User Management Admin Nate l:l

Avaya Role |NDne Vl

Service Admin

Business Category

User Admin .
Car License
= add User
CM Home
= Change User Password
= List all Users Css Horne
= Modify Default Users CT User Yes v
= Search Users Department Number

b Utilities Cisplay Name
» Help Employvee Mumber
Employee Type

Enterprise Handle

iyl

Given Mame

Figure 20: Add User Screen
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Navigate to Administration -> Security Database -> CTI Users -> List All Users, and then
click “Edit User” for the newly added user “asc”. Enable “Unrestricted Access” and click “Apply
Changes”.

Welcome: User cust
H H H Last login: Wed Jan 13 19:17:11 2010 from 192.165.150.3
AVAyA Appllcatlon E“ableme“t Services HostMarme/IP: aes-serverl/192,168,200,101
Management Console Server Offer Type: TURNKEY
S \ersion: r5-2-0-98-0

urity | Security Database | CTI Users | List all Users Home | Help | Logout

» AE Services

Communication Manager Edit CTI User
Interface
» Licensing User Profile: User 1D asc
» Maintenance Comman Mame asc
i = waorktop Marme MOME »
babieiiosking Unrestricted Access
¥ Security
Account Management Call Origination and Termination / Device Status
Audit ) o )
Zall and Device Monitoring: Device
Certificate Management .
g Call / Device
Enterprise Directary call
Host &4
: , Allow Routing on Listed
PAM Routing Control: Devicas
Security Database [ 2pply Changes H Cancel Changes ]
= Control
2 CTI Users

= List all Users
= Segarch Users

= Devices
= Deavice Groups
= Tlinks
Figure 21: Edit CTI User Screen
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4.3. Configure MARATHON EVOLUTION Server

The ASC MARATHON EVOLOUTION Voice Recorder has an integrated web server and can
be configured remotely via a web browser by selecting its IP address as the target URL from the
browser. Selection of this URL causes the following to be displayed.

4.3.1. Configure ASC DataManager
Select the ASC DataManager application from the left frame

/2 MARATHON EVOLUTION WEB Portal - Windows Internet Explorer FEX

(& [ e 192,166,150, 151 v &[4[ x| e |[2]-

File Edit Wiew Favorites Tools  Help

{3 Favarites {.:‘5 @ + @] Dial using Avaya IP Softphone & | Free Hotmail & |

- »
(s MARATHON EYOLUITION WEE Portal v Bl [ o= v Page~ Safety~ Tools v (@~

MARATHON EVOLUTION WEB Portal \(as

Applications Connection

2

ASC DataManager

= REMOTE ACCESS
=] VIA HTTP
= [192.168.150.3]

Bo

INSTANT WEBplay

Copyright ASC telecom AG. All rights reserved.

Dione: & Internet G v Haowm -

Figure 22: MARATHON EVOLUTION Welcome Screen
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Enter appropriate user credentials and hit the “enter” key.

ASC DataManager

Copy All rights reseved.

Figure 23: DataManager Login Screen
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Click to expand the “ASC DataManager” -> “Configuration” ->“System” menu item in the left
frame of the screen.

ASC DataManager

= _rLA_sC DataManager ASC DataManager Choose your language :E
=+ User Administratio
2 & Configuration
- ESien

rding Planner
ng D
ju 1 Informatio)
21 Archive Client
=1 SDDM Client
Database
Registry
e+ Information

Copyright AS . All rights reserved.

Figure 24: DataManager Welcome Screen
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Expand the “RIA” menu point from the left frame, and select the RIApassive menu point. Set
the RIApassive parameters as described in the following table, and click the “Save” button.

Parameter Usage
Numlnstances Set this parameter to “1”.
Enabled Set this parameter to “Yes”.
Enter an appropriate name to identify the monitoring
Name .
instance.
LoglLevel Enter “Medium”.

Table 8: DataManager RIApassive Parameters

ASC DataManager

=& ASC DataManager RIApassive
ser Administration
onfiguration
tern Configuration
larm Motifications
iannels State
'Oip channels
'Dip active channels Licensed Shows if you have a license for RIApassive

Description

Muminstances | The number of RIApassive instances & | 9 |
DevConnect
RlAtagger
to Tagging
iannel Guard
cording Planner ) ) .
Ny Enabled Enables or disables this RIApassive-instance 5 | Yes
tecorder Information {0AGH
MName The name for this Rl4passive-instance < [DevConnect
LogLevel The log level for this RIApassive-instance 5 | Medium

& Information

Figure 25: DataManager RIApassive Configuration Screen
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Click on the name of the RIApassive monitoring instance created in the previous step in the left
frame of the screen, and enter configuration parameters as shown in the following table into the
“Protocol-Interface” tab.

Parameter Usage
Statemachine Select “RIAServerTagging” from the drop-down menu.
EventBuffer Select “No buffering” from the drop-down menu.
PIF-Type Select “PIFAvayaCM” from the drop-down menu.
Mode Select “Start, stop and tag” from the drop-down menu.
Connection-Type Select “TCP” from the drop-down menu.
Server-1P Enter the address of the RIApassive server, as shown in Figure 1.
Server-Port Enter the port value of 9000.
Inactivity-Timeout Enter “30”.
LogBinaryData Select “No” from the drop-down menu.

MRR; Reviewed:
SPOC 4/19/2010
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ASC DataManager

DevConnect

Protocol-Interface

State |MName Description Value(s)

Statemachine The statemachine grammar to use for this RlApassive- 5 | RIAServerTagging v|
Connection

EventBuffer The buffer size for events. L | No buffering v|

PIF-Type The protocol interface adapter to use for this RIApassive- | & | PIFAvayaCM v|
Connection

Mode Should the PIF be used to detect startistop and/or L | Start, stop and tag v|
taggings

Connection- | The connection type to use. & TCP v
Type

Server-IP The ip address to connect to. 5 [192.168.150.12 |

Server-Port | The portto use for the connection. % |o000 |

Inactivity- Close connections after this duration of inactivity. Unit is G |3EI |

Timeout seconds, '0" means no inactivity timeout.

LogBinaryData |Log the incoming binary data & | Mo w

Figure 26: DataManager RIApassive Instance Protocol-Interface Screen
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Select the “Devices” tab, and double-click on each of the entries shown in the table, and enter the
configuration parameters as shown in Figure 28.

ASC DataManager

DevConnect
Devices
State |Mame Description Value(s)
Impaort from C3V
Exportto C3Y

Channel 001 0 6
Channel 002 0 7
‘Channsl 002 a 8
Channel 004 a 2
Channel 005 0 10 |PhysicalDevicelD: & |
Channel 008 i 11
Channel 007 L] 12
Channel 002 0 12
Channel 009 0 14
Channel 010 ] 15
Channel 011 1] 18
Channel 012 i 17
Channel 013 0 18
Channel 014 ] 19
Channel 015 L] 20
Channel 015 i 21
Channel 017 a 22
Channel 018 ] 23
Channel 019 0 24
Channel 020 i o5
Channel 021 a 26
Channel 022 ] a7
Channel 023 0 28
Channel 024 i pea=]
Channel 025 L] 30
Channel 026 0 31
Channel 027 0 32
Channel 028 ] 33
Channel 028 L] 34
Channel 020 0 35

Figure 27: DataManager RIApassive Instance Devices Screen
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Configure the channels with the parameters shown in the following table.

Parameter Usage

RecordStartMode | Select “RIA_ CONNECT” from the drop-down menu.

StorageMode Select “EXTERN DELETE” from the drop-down menu.

InputSourcel Select “COMMAN (Analog / PCM30)” from the drop-down menu.

InputTypel Select “PRI_PASSIVE INCOMING TIMESLOT”.

Enter “1” (for the first channel, 2 for the second and so on...). There is a gap

InputSlotl for the 16™ and 31th channel, as these are the D-channels from the PRI line.

Table 10: DataManager Channel Configuration Parameters

Channels
State ChanneiDescription
oK Channel 001
va Lo L007
Configuration of Channel 001
State | Name Description Value(s) (De-iSelectall)
RecoraStartifode Start recording by: S| DTMF-SEQUENCE (DTWF sequence) ~
RING (Triggered by ring tone detection)
RIA_ALERTING (Triggered by external conver
RIA_CONNECT (Triggered by external converlud
RecordStopiode Stop recording by: L[~ (Use the triggers from recording start) ~
HOST (External application)
VOX (Signal level)
COR (Contact operation) ™
Storagelode Recording mode | EXTERN_DELETE (recording planned) v
VoxLevel Threshold value for sensitivity of signal detection. Range from 0dB (max sensitive) to 62dB (least | 45| 20 4B EE
sensitive).
Timespan_Until_Deletion | Time to keep a call in the database (YY:MM:DD:HH:mm). ¢'j|00 00:00:00:00 \
CLIEnable Enable CLI detection ﬂ Mo v
DTMFEnable Enable OTMF detection ¢) Mo v
PreTrigger PreTrigger to use by record star. [0..51]1*100ms. ¢)|2c| \
Compression Compression to use for audio data ﬁ PCM_A_LAW (PCM_A_LAW) v
VoxPostTime Minirmum duration for silence before recording stop in cenjunction with VOX trigger. 100ms+ S[70 |
[0..10231*100ms
VoxTimeMirn Minimum signal duration before recording start in conjunction with VOX trigger. <5/ 1000 ms v
IdlePostTime Minimum duration for silence before recording stop in conjunction with IDLE WORD trigger. ¢)|1g ‘
100ms+[0..1023]*100ms
IdleTimeMin Minirmum signal duration before recording start in conjunction with IDLE WORD trigger | 1000 ms v
Package Timeout Time to wait before call packages get finally processed after call end. Unitis 100 ms ¢)|1gg ‘
AGCEnable Enable AGC mode. & Enabled (Mono) v
ActiveHook Take and record analog PEX-conference calls | of v
BeepToneEnable Beep tone insertion. ﬂ Off v
AnalogGain 3ain for analog lines. ¢j 0dB -
AGCRaiseTime{ AGC raise ime for the first input channel ¢j 608 ms -
AGCMaxGaint AGC maximum gain for the first input channel. 45/ 41 dB -
InputSource1 Type of recording interface ¢) COMMAN (Analog / PCM30) v
InputType Signal Input ¢3 PRI_PASSIVE_INCOMING_TIMESLOT (passi v
InputSiotd The time slot number of the recording interface 43‘1 ‘
InputSource2 Type of correspondent recording interface 43 COMMAN (Analog / PCM30) [
InputType2 The input type of the second input source & PRI_PASSIVE_OUTGOING_TIMESLOT (pass v
InputSiot2 The time slot number of the correspondent recording interface 51 |
Availability This channel is physically available

Figure 28: DataManager Channel Configuration Screen
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4.3.2. Configure ASC RIA Server
Enter the URL of the RIA Server into a web browser, and click “RIA Server Configurator”.

{= RIA Server WEB Portal - Windows Internet Explorer

3N Gl [+
@::.v = 192.168.150.12 EIESERE

7 Favorites B8~ | 1€ RIA Server WEE Portal X | ENew Tab

RIA Server WEB Portal

REMOTE ACCESS E e —
VIAHTTP =
[1 92.168.1 50.3] i< Alarm Management

Done &P rternet G v A0 <

Figure 29: RIA Server Welcome Screen
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Enter appropriate user credentials and hit the “enter” key.

ASC RIA Server Configurator

Figure 30: ASC RIA Server Login Screen
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Select the “AvayaCM”, enter the name of the monitoring instance which was created in Figure
25, and hit the “enter” key.

ASC RIA Server Configurator

New PBX (Avaya CM) E

Copyrig AG. All rights reserved.

Figure 31: RIA Server PBX Instance Creation Screen
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Expand the “Avaya CM” menu point in the left frame of the screen, select the “Class of

recording” menu item,

and enter the parameters shown in the following table.

Parameter

Usage

Recording type

Select “Trunk Side” from the drop-down menu.

RIA server role

Select “Active” from the drop-down menu.

Recording mode

Select “Automatic” from the drop-down menu.

Class of channel

Select “Class of Channel 1” from the drop-down menu.

Display feedback

Select “no” from the drop-down menu.

Description

Enter a descriptive comment to describe this item.

Table 11: RIA Server Class of Recording Parameters

= ;-LA SC RIA Server Confi
} 5

Ev' User Administration
)
= Avaya CM
c
Er’ RIA connnection
v Class of recording
-
= & DeyvConnect
-
Ev' Extensions
-
E¢’ Trunk channels
c
Er’ Silent monitor in
c
v’ Buttons
L -
2 Overview

c
oo Text

MRR; Reviewed:
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ASC RIA Server Configurator

Class of recording configuration

Description

Class of recording

configuration

Recording type | Trunk Side v|
RIA server role Active hd |
Recording mode | Automatic hd |
Class of channel | Class of Channel 1 b |
Display fesdoack | ng v |
Desciption |Sts| ndard class of recording for Ava

Figure 32: RIA Server Class of Recording Screen
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Click on the name of the PBX instance which was created in Figure 25 in the left frame of the
screen and enter the parameters shown in the following table.

Parameter Usage

PBX Name E;lter the name of the recording instance which was created in Figure
Enter the name composed of the elements shown in Table 13 separated

Hostname 11
by “#” characters.

Port Enter “17.

Login Enter the user name which was created in Figure 20.

Password Enter the user name which was assigned in Figure 20.

Table 12: RIA Server PBX Instance Configuration Parameters
Parameter Value

AVAYA This is a fixed value.

S8720 This is the name that was assigned to the switch connection which
was assigned to the PBX within the Switch Connection screen shown
in Figure 15 of this document.

CSTA This is a fixed value.

AES-SERVERI1 This is the name that was assigned to the Application Enablement
Services server when it was installed. This name is contained in the
ip-services screen, shown in Figure 6.

Table 13: Hostname Parameter Components

ASC RIAiServer Configurator

] z-."ALsc RIA Server Conff  Avaya CM PBX (DevConnect) configuration
Ev' User Administration

= :-.LA\raya CMm
ﬂ:. RIA connnection P Bx CDnﬁgU Fﬂti On
E¢' Class of recording

= :-.L DevConnect

FBX Name |D1:—»'C:}nnect | Country code | 1

o [ Hostnsme  [ayavA#SETI0#CSTA#AES-SERY Amscsde [y

|

i |
£¢° Trunk channels Port | 1 | Met code | 1 |
|

| =
Er' Silent monitor ind
=) Logi FEX 1O
¢’ Buttons e |EED | |
= -
2 o Overview Fassword |---------------------------l

-
£ Text

Figure 33: RIA Server PBX Instance Configuration Screen
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Click “Extensions” under the PBX instance menu point in the left frame. Select one of the

unused items in the list.

ASC RIA Server Configurator

== ASC RIA Server Conf
=
£t User Administration

= ;-LA'.r-ay-a CM
c

Extension (DevConnect) configuration

5 B B B

A connnection

ass of recording 9.3

| =
= & DevConnect 9.4
| =

¢ Extensions

-
¢ Trunk channels
r 8.7

£¢' Silent monitor indgEekd]
-y

¢’ Buttons

Overview

Extension number Konitorpoint

DevConnect

DevConnect

DevCeonnect Mo

DevConnect No
9.5 DevConnect No
96 DevConnect Mo

DevConnect No

DevConnect No
99 DevConnect Mo
9,10 DevConnect No
911 DevConnect No
8912 DevConnect Mo
9,13 DevConnect Mg

- . Extension number 'y
Extension configuration [
Range [ I — s
FEXID | | Orverwrite existing r
SEmET e | “none b | Set only monitor enabled value r
Language | <none> b | Copy to extension number{s}]
Class of recording | <none= v
ExtensionMurmber | | Maonitorpoint enabled | no v |
Schedule active meonitor -
Fersi name | |
From | | to |
Note | |
Figure 34: RIA Server Extensions Screen
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Enter the parameters shown in the following table. Repeat this for each of the extensions in the

list.

Parameter

Usage

Extension type

Select “Extension” from the drop-down menu.

Language Select “en_GB” from the drop-down menu for English.

Class of recording Select “Standard class of recording for... ” from the drop-down menu.
ExtensionNumber Enter the number of a station which is to be recorded from Table 1.
Monitorpoint enabled | Select “Yes” from the drop-down menu.

= ;-.LAS{: RIA Server Conf
=4
£t User Administration

Table 14: RIA Server Extension Configuration Parameters

ASC RIA Server Configurator

Extension (DevConnect) configuration

] ;-.LAvaya CcM

L=
v/ RIA connnection

C
Er' Class of recording

Za DevConnect
£

v’ Extensions

C
£¢' Trunk channels

L=
Ev' Silent monitor infis

-]

£’ Buttons

=5
2 o Overview

=
o Text

Extension configuration S [ ¢ | |Assigned
Rangs L 1-[_ 1~ Buttons
FELY | | O - no buttons assigned!
Extension typ= | Extension v| Setonly monitor enabled valus [
Langusgs [en_cB v| Copy to extension number(s) |
Class of r=c013ing | Standard class of recording for |
E b (0071 | — [ves v
) Schedule active monitor r
Fesinams | | From | | to |
et | |
Figure 35: RIA Server Extension Configuration Screen
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Click “Trunk channels” under the PBX instance menu point in the left frame. Select one of the
unused items in the list.

ASC RIAiServer Configurator

Trunk channels (DevConnect) configuration @ *@

Iser Administration

aya CM ecordéng channellb Extension name

RIA connnedtion

Trunk channel
configuration

ExtensionMumber | <nonex v

Save | Reset]

Figure 36: RIA Server Channel Configuration Screen
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For each of the “Recording channels” shown in the “Trunk channels” list, select a channel. Use
the “Trunk channel configuration ExtensionNumber” drop-down menu to assign an unused
extension designation. Repeat this for all of the Trunk channels in the list.

{= ASC RIA Server Configurator 2.5 - Windows Internet Explorer

@;;v |E. 192,168.150.12 "| Bll*s||x |b |p .
=1

Ial
a
o
']

2
o
4
L
&
T

L=y
“
|
o
=3
2
B
b

5y Favorites | (& 45C RIA Server Configuratar 2 5

<nonex

c i . = o}
=2 ASC RIA Server Confl nfiguration | s (= |
c
£¢' User Administration !
== Avaya CM ecordmg Channgi P
2.1

connnection

£1° Class of recording

=z DevConnect
c

c = Z ' v
v Overview X

. -
o Text

configurais==

9,29
ExtensionNumber | <nones

elecom AG. All rights reserved.

€D Internet éy v ®100% v

Figure 37: RIA Server Channel Assignment Screen
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5. General Test Approach and Test Results

The compliance testing was performed manually. The tests were all functional in nature, and no
performance testing was done. The test method employed can be described as follows:

e Communication Manager was configured to support various local IP telephones, as well as a
networked PBX connection and a PSTN connection.

e A PSTN interface was attached to Communication Manager, which was used to
communicate with external telephones.

e The MARATHON EVOLUTION was configured to monitor various telephones and trunks
attached to Communication Manager.

e The major MARATHON EVOLUTION features and functions were verified using the
above-mentioned local and external telephones, including the ability to record calls made to
and from
o Locally attached IP and digital telephones
o Telephones attached to the PSTN via E1 trunk
o Telephones attached to a networked PBX via QSIG trunk

The tests which were performed are shown is Section 1.1. All tests which were performed
produced the expected result.

6. Verification Steps

The correct installation and configuration of MARATHON EVOLUTION voice recorder can be
verified by performing the following steps using the SAT terminal from PBX 1.

e Use the “status aesvcs cti-link” command to verify that the TSAPI link allocated in Figure 7
is “established”.

status aesvcs cti-link
AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs

Link Busy Server State Sent Revd
1 no down 0 0

2 no down 0 0

3 no down 0 0

4 4 no aes-serverl established 15 15

Figure 38: Status Aesvces Cti-link Screen
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e Login to Avaya Aura™ Application Enablement Services, and navigate to the “AE Services”
screen. Verify that the TSAPI Service is licensed, ONLINE, and Running.

HostMame/IP: aes-serverl/192,168,200.101
Management Console Server Offer Type: TURNKEY
S0 Version: r5-2-0-98-0

AFE Services Home | Help | Logout

Welcome: User cust
ovo yo Application Enablement Services L5t looin: Mon Jan 18 15:53:03 2010 from 182,168.150,3

CWLAN AE Services
DLG
DMCC , L )
IMPORTAMT: AE Services must be restarted for administrative changes to fully take effect,
SMS Changes to the Security Database do not require a restart,
TSAPI
. | service | Status | State | License Mode
Communication Manager - -
¥ Interface ASAL Link Manager M/ & Running M/ & h/ A
Licensing CYLAN Service COFFLIME Running U M8
. DLG Service QOMLIMNE Running MORMAL MCODE MR
Maintenance
= DMCC Service COMLINE Running MNORMAL MODE M/ A
Networking : ;
TSAPI Service OMLIMNE Running MORMAL MODE MAA
Security Transport Layver Service M A Running M A MAA

Status

For status on actusl services, please use Status and Control
User Management

Utilities * .- For more detail, please mouse over the Cause, you'll see the tooltip, or go to help page.

»
»
»
»
»
»
b
»

Help License Information
You are licensed to run Application Enakblement (CTI) version 5.0

Figure 39: Avaya Aura™ Application Enablement Services AE Services Screen
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Navigate to “Status” = “Status and Control” = “Switch Conn Summary” select the PBX 1,
and click “Switch Connection Details”. Verify that the connection state is “Online” and

“Talking”.

AVAYA

Application Enablement

wieloarme: User cust

192.168.150.3

Services HostMame/IP: aes-serverl/192,1658.200.101
Server Offer Type: TURNKEY
Management Console SW Wersion: rS-2-0-98-0

Status | Status and Control | Switch Conn Summary

AE Services

Communication Manager
Interface

Licensing

Maintenance

Metworking

Security
¥ Status
Alarm Wiewer
Logs
Status and Control

Switch Connection Details - S8720

D Enable page refresh every seconds

Hesimanme Connection JOnline/

or . .
IP address State oOffline
Thu Jan 14
(& |192.168.60.6 Talking Qnline 17:51:54
2010

[ Onling H Offline ][ Message Period ][ Back ]

= CWLAM Service Summary
= DLG Services Summary

= DMCC Service Summary
= Switch Conn Summary

Last login: Fri Jan 15 21:27:32 2010 from

Switch | switch

Home | Help | Logout

Period

6l6 631 30

Figure 40: Application Enablement Services Switch Connection Details Screen
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e Navigate to “Status” = “Status and Control” = “TSAPI Service Summary” and click
“Details” for “TSAPI Service”. Verify that the TSAPI service for PBX 1 is “Online” and
“Talking”.

Welcome! User cust
H H H Last login: Fri Jan 15 21:27:32 2010 from 192.168.150.3
AVAyA Appllcatlo“ E“ableme“t Serces HaostMame/IP: aes-serverl/192,163.200.,101
Management Console Server Offer Type: TURMNEEY
SW Wersion: r5-2-0-95-0

Status | Status and Control | TSAPI Service Summary Home | Help | Logout

b AE Services

Communication Manager TSAPI Link Details
Interface

} Licensing Cerable page refresh every seconds

} Maintenance

} Networking

. o Status State Associations
b Security
¥ Status
Alarm Viewer Th"'ljan
1 S8720 4 Talking Online 15 4 15 15 30
Iki 18 I
Logs 17:51:54
2010
Status and Control wed Jan
. Switch 13 .
» CVLAM Service Summary O | 2 |sssoo0 4 Down | 19:14:32 |Online 15 0 0 0 30
= [DLG Services summary z010
= DMCC Service Summary wed Jan
= Switch Conn Summary O | 3 |=s7i0| 4 |Talking 19.12.32 online | 15 o 15 15 30
» TSAPI Service Summary 2010

Figure 41: TSAPI Link Details Screen
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8. Conclusion

These Application Notes describe the conformance testing of the ASC telecom MARATHON
EVOLUTION voice recorder with Communication Manager. The passive tap recording method
offered by the MARATHON EVOLUTION was tested. A detailed description of the
configuration required for both the Avaya and the ASC telecom equipment is documented within
these Application Notes. The MARATHON EVOLUTION passed all of the tests performed,
which included both functional and robustness tests.
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