AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuration of Avaya
Communication Server 1000 Release 7.5 and Vocera
Communication System Release 4.1SP7 - Issue 1.0

Abstract

These Application Notes describe the steps required to integrate Vocera Communication
System release 4.1 SP7 with Avaya Communication Server 1000 release 7.5 via SIP trunk
configured on Avaya Aura® Session Manager release 6.1.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These application notes provide detailed configurations of Avaya Communication Server 1000
release 7.5 (hereafter referred to as Avaya CS1000) and Vocera Communication System release
4.1SP7 (hereafter referred to as Vocera Server). During the compliance testing, the Vocera
Server was tested to make sure all supported telephony features properly functioned and
interoperated with Avaya CS1000 via SIP trunk through the Avaya Aura® Session Manager
Release 6.1.

2. General Test Approach and Test Results

The general test approach was to have different telephone types of Avaya CS1000 place a call to
and from the Vocera Server and follow its voice instructions to verify other features of the
Vocera Communication System such as: basic call, transfer, conference and call forward.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute a full product performance or feature testing performed by
third party vendors, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a third party solution.

2.1 Interoperability Compliance Testing

Interoperability compliance testing covered the following features and functionality:

e SIP Trunk is established successfully between the Vocera Server and Avaya CS1000 via
the Session Manager

e Basic calls between the Vocera Server and different telephone types of Avaya CS1000
(SIP, non-SIP and emulated PSTN telephones).

e DTMF transmission.

e Conference and Transfer calls from different telephone types of Avaya CS1000 (SIP,
non-SIP and emulated PSTN telephones) to the Vocera Server clients (wireless badge
B3000) and vice versa.

e Call Forward (All Call, No Answer, and Busy) and Call Forward to voicemail with
Message Waiting Indication (MWI) notification.

e Other telephony features: Busy, Hold and Retrieve calls.
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2.2 Test Results

All test cases were passed with the following observations:

e The Avaya CS1000 SIP phone could not perform transfer a call from one Vocera to
another Vocera badge. Applying patch MPLR31794 to resolve this issue.

e Conference button on the Avaya CS1000 IP phone is not available if Ring Again No
Answer feature is enabled on the phone which hosts conference. The scenario happens
when Vocera is being invited to join the conference. The work around is not to provision
the Ring Again No Answer on the IP phone. Work Item has been raised to track the issue
to resolution.

e The Vocera Server can’t parse the INVITE coming from Avaya CS1000 which has SDP
encapsulated in the MIME part. Using Session Manager to create Adaptation module to
remove the MIME part and provide the standard SDP to Vocera. See Section 5.1.3.

2.3 Support

For technical support on the Vocera product, contact Vocera Support via phone, email or
website.

e Phone: +1 408-882-5100

e Email: support@vocera.com

e Web: http://www.vocera.com/about/support.aspx
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3. Reference Configuration

Figure 1 illustrates a sample configuration with an Avaya CS1000 SIP trunk network that
includes the following Avaya products:
e Vocera Communication System connected to Avaya Aura® Session Manager via SIP
trunk.
e Avaya Aura® Session Manager.
e Avaya Communication Server 1000 connected to the Avaya Aura® Session Manager via
SIP trunk.
e Avaya SIP phone, IP soft and hard phones, and TDM phones
e Emulated PSTN over PRI trunk.
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Figure 1: Avaya Communication Server 1000 Network with the Vocera Communication
System connecting to Avaya Session Manager via SIP trunk.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® Session Manager running on
Avaya S8800 server

6.1 (6.1.5.0.615006)

Avaya Communication Server 1000E
Call Server
Signaling Server

7.50Q GA plus latest DEPLIST
7.50.17 GA plus latest Service Update

SIP Line Gateway 7.50.17 GA plus latest Service Update
Avaya CS1000 IP Phones 1120, 12050, 12004
Avaya CS1000 SIP Phones 1140
Avaya TDM phone 3902
Vocera Communication System
Vocera Server 4.1 SP7
Wireless badge B3000
Wireless base station N/A
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5. Configure Avaya System

These Application Notes assume that Session Manager and Avaya CS1000 are installed,
configured and operational. For detailed information on how to configure and administer the
Avaya Systems, please refer to the Section 9.
The following section will describe how to configure the SIP trunk from Vocera Server, Session

Manager and Avaya CS1000.

5.1 Configure the Avaya Aura® Session Manager

Log in to the System Manager with appropriate credential (not shown), the System Manager
home page as show in Figure 2 bellow:

AVAYA

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and assign
roles to users

Synchronize and Import
Synchronize users with the
enterprise directory, import users
from file

User Management
Manage users, shared user

resources and provision users

Avaya Aura® System Manager 6.1

Application Management
Manage applications and application
certificates

Communication Manager
Manage Communication Manager
objects

Conferencing
Conferencing

Inventory
Manage, discover, and navigate to
elements, update element software

Messaging
Manage Messaging System objects

Presence
Presence

Routing
Network Routing Policy

Session Manager
Session Manager Element Manager

SIP AS 8.1
SIP A5 B.1

Help | About | Change Password | Log off admin

Home

Backup and Restore
Backup and restore System
Manager database

Configurations
Manage system wide configurations

Events
Manage alarms,view and harvest
logs

Licenses
View and configure licenses

Replication
Track data replication nodes, repair
replication nodes

Scheduler
Schedule, track, cancel, update and
delete jobs

Security
Manage Security Certificates

Templates
Manage Templates for
Communication Manager and
Messaging System objects

m

Figure 2: System Manager Home Page
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Navigate to Elements - Routing, the Introduction to Network Routing Policy page will
appear as shown in Figure 3. Figure 3 shows 8 steps to configure a Network Routing Policy for
SIP trunk connectivity between Vocera Server, Session Manager and Avaya CS1000.

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin
Routing *  Home
Bl icme / clements /Rowing
Domains Help ?
otione Introduction to Network Routing Policy
Adaptations Metwork Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.
SIP Entities The recommended order to use the routing applications {that means the overall routing workflow) to configure your 3
Entity Links network configuration is as follows:
Time Ranges Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIF).
Routing Policies Step 2: Create "Locations”
AR Eatinaty Step 3: Create "adaptations”
Regular Expressions
Step 4: Create "SIP Entities"
Defaults
- SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"
- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks) L
- Assign the appropriate "Locations”, "Adaptations" and "Outbound Proxies"
Step 5: Create the "Entity Links"
- Between Session Managers
- Between Session Managers and "other SIP Entities"
Step 6: Create "Time Ranges"
- Align with the tariff information received from the Service Providers
Step 7: Create "Routing Policies"
- Assign the appropriate "Routing Destination" and "Time Of Day"
(Time Of Day = assign the appropriate "Time Range" and define the "Ranking")
Step 8: Create "Dial Patterns"
- Assign the appropriate "Locations” and "Reuting Policies" to the "Dial Patterns”
Figure 3: New User Profile
QT; Reviewed: Solution & Interoperability Test Lab Application Notes 7 of 30

SPOC 6/11/2012

©2012 Avaya Inc. All Rights Reserved.

Vocera-CS1000




5.1.1 Create SIP Domains

From the left menu column, click on the Domains - New, Domain Management page will
appear. Enter domain Name, Type and Notes as shown in Figure 4. Click Commit.

AVAYA

Avaya Aura® System Manager 6.1

Help | About | Change Password | Log off

Routing *| Home

'l Home / Elements / Routing / Domains - Domain Management

admin

m

Routing
Dt Domain Management
Adaptations i |
SIP Entities
Entity Links 1 Item Refresh Filter: Enable
] Name Type | Default | MNotes
Time Ranges - —— —
* buwdev. |sip |For 1P
Routing Policles [lowdeveom | B [fose |
Dial Patterns
Regular Expressions * Input Required
Defaults =
Figure 4: Domain Management
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5.1.2 Create Locations
From the left menu column, click on the Locations - New, Location Details page will appear

as shown in Figure 5. Enter location Name, Managed Bandwidth Units, Total Bandwidth and
others are at default. Click Commit.

AVAYA

Routing
Domains
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya AU ra® System Manager 6 1 Help | About | Change Password | Log off

' Home / Elements / Routing / Locations - Location Details

Location Details

Call Admissicn Control has been st ta ignore SDP. All calls will be countad using the Default Audio Bandwidth,
s=2 Session Manager -> Session Manager Administration -> Global Setting

General

* Name:| Belleville,Ont,Ca

Notes:

Overall Managed Bandwidth

Managed Bandwidth Units: | |Kbit/sec []

Total Bandwidth: | 1600000

Per-Call Bandwidth Parameters

* Default Audio Bandwidth: ?30 | Kbit/sec [+] |

Routing *| Home

admin

m
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5.1.3 Create Adaptations

From the left menu column, click on the Adaptations > New, Adaptation Details page will
appear as shown in Figure 6. Enter Adaptation name, Module name and Module parameter
as shown in red-box. Others are left at default. Click Commit.

Note: This adaptation module is required to remove the MIME encapsulated SDP of the INVITE
message sending out from the Avaya CS1000 to Vocera Server.

‘NV‘ syA Avaya Aura® System Manager 6 1 Help | About | Change Password | Log off
admin
Routing *| Home
Routing '8l Home / Elements / Routing / Adaptations - Adaptation Details
Domains Help ?
Locations Adaptation Details
SIP Entities General
Enitity Lk * Adaptation name: |vocera_CS1K75 =
Time Ranges Module name: Z:D__i:-g_itc_o_n_veijsjonA_d_épE_e_r_ [z[
Routing Policies Module parameter: |MIME=no
Hiial Hatteerty Egress URI Parameters:
Regular Expressions g
Notes: Out bound to Vocera
Defaults [EAIEOHIA T S OCetd
Figure 6: Adaptation Details
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5.1.4 Create SIP Entities

This section describes how to create a SIP Entity DevASM for Session Manager. From the left
menu column, click on the SIP Entities > New, the SIP Entity Details page will appear as
shown in Figure 7. Enter SIP Entity Name DevASM, FQDN or IP Address is Session
Manager IP Address, Type is Session Manager, Notes (optional), Location and Time Zone are
as shown in red-box. Others are left at defaults.

At the Port section, click on Add button to add 2 ports of 5060, TCP and UDP protocol, and
Default Domain is bywdev.com as it was created in Section 5.1.1. Click Commit.

13

AVAyA Avaya Aura® System Manager 61 Help | About | Change Password | Log off
admin
Routing *| Home
Routing il Home / Elements / Routing / SIP Entities - SIP Entity Details
Domains Help 2
i SIP Entity Details -
Adaptations General
¥ Name: :'p'evAE;M'
Entity Links

* FQDN or IP Address:| | 10.10.97.195
Time Ranges f

Routing Policies Type: | Session Manager
Dial Patterns Notes: ,.f-or S.ession-ﬁanager |
Regular Expressions
Defaults Location:| Belleville, Ont,Ca[ -]
Outbound Proxy: ) Iz‘
Time Zone; |America/Toronto =]

Credential name: |

SIP Link Monitoring
SIP Link Menitoring: [Use Session Manager Configuration[~]

Entity Links

This SIP Entity contains a large number of Entity Links (more than 50). Please navigate
to the Entity Links table page on the left side menu in order to edit the relevant entity | 5
links or click Here . Note that navigating to the entity link page will lose all unsaved

changes in this page.

Port

2 Items | Refresh Filter: Enable

e | protocol | Default Domain | Notes |
O koo | [rce[z]  [buwdev.com = ] '
= 5080 TUDP B | bvwdev.com B

Select ; all, None

Figure 7: Avaya Session Manager SIP Entity Details
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This section describes how to create a SIP Entity for Vocera Server. From the left menu column,
click on the SIP Entities > New, the SIP Entitiy Details page will appear as shown in Figure
8. Enter SIP Entity Name, FQDN or IP Address, Type, Notes, Adaptation, Location, Time
Zone and SIP Timer B/F as shown in red-box. Others are left at defaults. Click Commit.

AVAYA

Routing

Domains
Locations
Adaptations

nir n
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System Manager 6.1

'l Home / Elements / Routing / SIP Entities - SIP Entity Details

SIP Entity Details

General

* Name:

* FQDN or IP Address:

Vocera

[10.22.21210

Type:| |Other

Notes:

Adaptation:
Location:

Time Zone:

Override Port & Transport with DN
SRV:

* §IP Timer B/F (in seconds):
Credential name:

Call Detail Recording:

SIP Link Monitoring
SIP Link Monitoring:

;_For remofe .tes.fing mth \.;'ocera I

Help | About | Change Password | Log off
admin

*| Home

Routing

[vocera_csik75 =]
_Eelle\ril\e,Ont,Cé

[America/New_York

|

4

[none [=]

[Use Session Manager Configuration ]

»

m
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This section describes how to create the SIP Entity for Avaya CS1000 .From the left menu
column, click on the SIP Entities > New, the SIP Entities Details page will appear as shown
in Figure 9. Enter SIP Entity Name, FQDN or IP Address, Type, Notes, Location, Time
Zone and SIP Timer B/F as shown in red-box. Others are left at defaults. Click Commit.

AVAYA

Routing
Domains
Locations
Adaptations

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System Manager 6.1

il Home / Elements / Routing / SIP Entities - SIP Entity Details

SIP Entity Details
General
* Name:

* FQDN or IP Address:

Csiks

10.10.97.149

Type: | Othe

Notes:

Adaptation:
Location:

Time Zone:

Belleville,Ont,Ca E[

America/Toronto

Override Port & Transport with DNS B

SRV:

* STIP Timer B/F (in 5&(.0“(15):

Credential name:

Call Detail Recording:

SIP Link Monitoring

SIP Link Monitoring: Use Session Manager Conﬁgurationlz[

nene [~]

»

Help | About | Change Password | Log off
admin

»

Routing Home

Help ?

Cancel

m
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5.1.5 Create the Entity Links

A trusted entity link must be created between Session Manager and Vocera Server using TCP
protocol. From the left menu column, click on the Entity Links > New, the Entity Links page
will appear as shown in Figure 10. Enter entity link Name. Choose DevASM as SIP Entity 1
from dropdown menu which was created in Section 5.1.4. Choose Protocol T7CP and Port 5060.
Choose Vocera as SIP Entity 2 and Port 5060. Check box Trusted. Click Commit.

2
AVAyA AVaya Au ra® S\/Stem Manager 6 i 1 Help | About | Change Password | Log off admin
- »
Routing Home
Routing tll Home / Elements / Routing / Entity Links - Entity Links
Domains Help ? :‘
Locations Entity Links Ml
Adaptations
SIP Entities
Entity Links 11tem Refresh . : - : ) Filter: Enable | | |
. Name | SIP Entity 1 Protocol | Port | SIP Entity 2 Port | Trusted | Notes
Time Ranges - — — _Ij_ — — _E[_ — — =
|DevASM_Vocera_506  * | DevASM TCP *|5060 *|Vocera * 5060 = |For Vocera
Routing Policies f == ] = = = = EN
Dial Patterns
Regular Expressions
Defaults
* Input Required Cancel Al

Figure 10: Vocera and Session Manager Entity Links (TCP)

A trusted entity link must be created between Session Manager and Vocera Server using UDP
protocol. From the left menu column, click on the Entity Links = New, the Entity Links page
will appear as shown in Figure 11. Enter entity link Name. Choose DevASM as SIP Entity 1
from dropdown menu which was created in Section 5.1.4. Choose Protocol UDP and Port 5060.
Choose Vocera as SIP Entity 2 and Port 5060. Check box Trusted. Click Commit.

AVAyA Avaya Au ra® SyStem Manager 6.1 Help | About | Change Password | Log off admin

Routing *  Home

Routing 'l Home / Elements / Routing / Entity Links - Entity Links
Domains Help ? 5
Locations Entity Links
Adaptations
SIP Entities
Lty AIEARETE
: Name | SIP Entity 1 | Protocol | Port | SIP Entity 2 | port | Trusted | Notes
Time Ranges — e — - = - - — -
Routing Polidies | ‘_DE\ASM__\.OEEFB_SUG_ DevASM E| _UDEE' 5060 m\.l'ucafa E' |5060 & For Vocera =
Dial Patterns
Regular Expressions
Defaults
https://devsmgr.bvwdev.com/MNRP/faces/pages/entityLinks xhtm#maincontent l
Figure 11: Vocera and Session Manager Entity Links (UDP)
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A trusted entity link must be created between Session Manager and Avaya CS1000 using TCP
protocol. From the left menu column, click on the Entity Links > New, the Entity Links page
will appear as shown in Figure 12. Enter entity link Name. Choose DevASM as SIP Entity 1
from dropdown menu which was created in Section 5.1.4. Choose Protocol TCP and Port 5060.
Choose CS1K75 as SIP Entity 2 and Port 5060. Check box Trusted. Click Commit.

»

AVAyA Avaya AU ra® SyStem Manager 6 1 Help | About | Change Password | Log off

admin

Routing % Home

Routing il Home / Elements / Routing / Entity Links - Entity Links =
Domains Help ?
Locations Entity Links
Adaptations |
SIP Entities
Entity Links 1 Item | Refresh Filter: Enable

Name | SIP Entity 1 | Protocol | Port | SIP Entity 2 | Port | Trusted

Time Ranges S E— - LRl H e = e
* DevASM_CS1K75_50/ *|DevASM [=] [Tecr *|5060 * C51KTS [x] *[s060 ]| &
]

Routing Policies

L il X
Dial Patterns

Regular Expressions

Defaulis

Figure 12: Avaya CS1000 and Session Manager Entity Link (TCP)

A trusted entity link must be created between Session Manager and Avaya CS1000 using UDP
protocol. From the left menu column, click on the Entity Links = New, the Entity Links page
will appear as shown in Figure 13. Enter entity link Name. Choose DevASM as SIP Entity 1
from dropdown menu which was created in Section 5.1.4. Choose Protocol UDP and Port 5060.
Choose CS1K75 as SIP Entity 2 and Port 5060. Check box Trusted. Click Commit.

AVAyA Avaya AU ra® System Manager 6 1 Help | About | Change Password | Log off
admin
Routing *| Home
Routing il Home / Elements / Routing / Entity Links - Entity Links E
Domains Help ?
Locations Entity Links
Adaptations |
SIP Entities

Entity Links 1 Item Refresh Filter: Enable
Name SIP Entity 1 | Protocol | Port | SIP Entity 2 | Port | Trusted

Time Ranges

FDevasw csik7s so *[bevasw  [v] [uop[=] +[soe0 | *[csikrs [=] b0 | @

Routing Policies
4 | _.[”” il »

Dial Patterns
Regular Expressions
Defaults

Figure 13: Avaya CS1000 and Session Manager Entity Link (UDP)
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5.1.6 Create Time Ranges

From the left menu column, click on the Time Ranges - New, the Time Ranges page will
appear as shown in Figure 14. Enter Name of the time range and others as shown in red-box.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Routing Policies
Dial Patterns

Regular Expressions

Defaults

Help | About | Change Password | Log off admin

Avaya Aura® System Manager 6.1

®x

Routing Home

Fil Home / Elements / Routing / Time Ranges - Time Ranges 2

Help ?

Time Ranges

1 Item  Refresh Filter: Enable
Name | Mo | Tu | we | Th Fr  sa ‘ Su  StartTime  EndTime | Notes i
*[24/7 [E7] ] ] #[o0:00 | *[23:50 | [Time Range 24/7 | |

* Input Required

Figure 14: Time Ranges

5.1.7 Create Routing Policies

From the left menu column, click on Routing Policies > New, the Routing Policy page will
appear as shown in Figure 15. Enter policy Name and Notes (optional).

AVAYA

»

Help | About | Change Password | Log off

Avaya Aura® System Manager 6.1

admin
Routing * Home =
Routing 'l Home / Elements / Routing / Routing Policies - Routing Policy Details
Domains Help ?
Locations Routing Policy Details
Adaptations
SIP Entities e
Entity Links = Nam%: Wocera_Route '
Time Ranges Disabled: [7]
Notes: ;-!.:_or"\;v'bcera P;ou“t-ir_?g__ ‘
Dial Patterns
HeGuin-Expice s SIP Entity as Destination
Defaults
Name ‘ FQDN or IP Address | Type | MNotes I
Figure 15: Routing Policy Details
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From the SIP Entity as Destination as shown in Figure 15, click on Select button to select the
SIP entity Name Vocera, which was created in Section 5.1.4 as shown in Figure 16. Click
Commit.

admin

AVAyA Avaya Au ra® System Manager 6 1 Help | About | Change Password | Log off

Routing *| Home

m

Routing {f| Home / Elements / Routing / Routing Policies - Routing Policy Details

Domains Help 2
Locations Routing Policy Details e

Adaptations

SIP Entities General
Entity Links * Name: |Vocera_Route |
Time Ranges Disabled: [

Routing Policies Notes: |For Vocera Routing |

Dial Patterns

R lar E i 2 > &
SIS, SRDES ol SIP Entity as Destination

Defaults ==
Name | FQDM or IP Address | Type Notes .
‘ Vocera 10.22.21.210 Other For remote testing with Vocera | L
Figure 16: Select SIP Entity as Destination
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5.1.8 Create Dial Patterns

From the left menu column, click on Dial Patterns - New, the Dial Pattern Details page will
appear as shown in Figure 17. Enter dial Pattern, Min and Max values as shown in red-box.
Choose SIP domain as it was created in Section 5.1.1. Click on Add button to add Originating
Locations and Routing Policies for the newly created dial pattern.

| »

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off

admin

Routing *| Home

Routing il Home / Elements / Routing / Dial Patterns - Dial Pattern Details
Domains Help ?
Locations Dial Pattern Details Commit
Adaptations E
SIP Entities General
Entity Links * Pattern:| 70
Time Ranges * Min: 4
Routing Policies * Max: 11

Dial Patterns -
Emergency Call: []

Regular Expressions

SIP Domain {hvwdev.com E[ |
Defaults s b
Notes: |
Originating Locations and Routing Policies
1 Item Refresh Filter: Enable |
Originati - ) Routi Routi Routi
[ | | Originating Location Name 1 Lheation 2"“""9 Policy  panko . Pnlilt’;rg p:uq? 3 P:::t: =
. | Notes ame | Disabled | Destination & Notes
For
E Vocera Route 0 Wocera Vocera
Routing
Select : all, None
Figure 17: Dial Pattern Details
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5.2 Configure Avaya CS1000

The assumption is that the route/trunk and dialing plan of the Avaya CS1000 have been
configured. This section only describes the details on how to configure Avaya CS1000 to
connect to the Session Manager via SIP Signaling Gateway using the Element Manager.

Prerequisites:

e An Avaya CS1000 server which has been:
e Installed with Avaya CS1000 Release 7.5 Linux Base.
e Joined Avaya CS1000 Release 7.5 Security Domain.
e Deployed with SIP Trunk Application.
e For more information on Avaya CS1000 installation, maintenance, and upgrades,
see Section 9.

e The following software packages are enabled in the key-code.
e [fany of these features have not been enabled, please contact your Avaya account team

or Avaya technical support at http:/www.avaya.com.

Package Type

Package Mnemonic Package Package Description | (New or Existing Applicable
Number Market
or Dependency)
SIP 406 SIP Service package | New package Global
139 Flexible Feature Existing package Global
FFC
Codes
SIPL. NORTEL 415 Nortel SIP Line Existing package --
- package
SIPL 3RDPARTY 416 Third-Party SIP Line |Existing package --
- Package
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http://www.avaya.com/

Log on the UCM Common Services of the Avaya CS1000, using the Microsoft Internet Explorer
6.0260 or later to access the UCM by addressing the IP address or FQDN (Full Qualified

Domain Name) of the UCM and then input the username/password which was defined during the
primary security server setup.

UserID
Password:

admin

JAV/AV/

Figure 18: Log On Screen of UCM

After log on to the UCM, the Avaya Unified Communications Management is as shown in

Figure 19.

SMMP Profiles
Secure FTP Token
Software Deployment
User Services
Administrative Users
External Authentication
Password
Security
Roles
Fuolicies
Certificates
Active Sessions
Tools
Logs
Data

Mew elements are registered into the security framework, or may be added as simple hyperlinks. Click an element name

AVAYA Avaya Unified Communications Management i
Network Host Name: car2-sipl-ucm.bvwdev.com  Software Version: 02.20.0017.0004713)  User Name admin
Elements -
CS 1000 Services 7
S Elements
Patches

to launch its management service. You can optionally filter the list by entering a search term.

Search || Ressat

"] Element Name Element Type «
+[7] EMon car2-cores C31000

2] EMon car2-ssg-carrier CS51000

2 [7]| EMon cpppm3 Cs1000

4[] car2-mas.bvwdev.com  Linux Base
(member}

=[] car2-ssg2.bwwdev.com LinuxBase
{member)

Release

T

75

75

75

75

Address

10.10.97.90

10.10.97 .90

10.10.97.78

10.10.97.171

10.10.97.157

m

Fae

Description *
Mew
element.

New
element.

New L
|

element
Base 0S5
element.
Base 05
element.

Figure 19: Avaya CS1000 Unified Communications Management
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From Figure 19, click on the Avaya CS1000 CS element highlighted in red-box, the System
Overview (EM) home page will appear as shown in Figure 20.

AVAYA CS1000 Element Manager
- UCM Network Services *  Managing: 10.10.97.78 Username: admin -
- Home | System Overview
- Links
- Virtual Terminals E System Overview
- System
+Alarms

m

- Maintenance
+ Core Equipment
i BEEE BRI DRES IP Address: 10.10.97.78

- IP Network
- Nodes: Servers, Media Cards Type: Avaya Communication Server 1000E CPPM Linux
- Maintenance and Reports Version: 4121
e e ey Release: 750 Q +
- Zones

- Host and Route Tables
- Metwork Address Translation
- QoS Thresholds s

_=Parennal Dirartariac
4 | i 2

Figure 20: Element Manager Home Page

From the left menu column of the EM page, navigate to System = IP Network - Nodes ID:

Server Media Cards. The Node ID Telephone page will appear (not shown).
Click on the Node ID # 511, which is the LTPS, Gateway (SIPGw). The Node Details page will

appear as shown in Figure 21.

AVAYA CS1000 Element Manager
- UCM Network Services * Node Details (ID: 511 - LTPS, Gateway ( SIPGw )) T
-Home
- Links
- Virtual Terminals LIPS dnuievo =
- System
i | Embedded LAN (ELAN) Telephony LAM (TLAN)
- Maintenance Gateway IP address:  10.10.9765  * Node IPv4 address:  10.10.97.149 L
+Core Equipment b
-IF'e”D“efa' Eqmoycn Subnetmask: 266.255.266.192 - Subnet mask: 266255266 192 ‘
= NETWOTE -
-Na enda € and Repo
- Media Gateways . o ) i} ) ‘ L
_Zones IP Telephony Node Properties Applications (click to edit configuration} L8
-Host and Route Tables + Voice Gateway (VGW) and Codecs + SIPLine
- Metwork Address Translation + Quality of Service (Qos) + Terminal Proxy Server (TPS)
- QoS Thresholds * LAN . y (SIPGW' -
- Personal Directories —
- Unicode Name Directory * Required Value Cancel
+Interfaces
FhumnneRd Yahies Associated Signaling Servers & Cards -
+Emergency Senices o[ i B e S = —
+Geanranhic Redundance
< " | ; “opyright © 2002-2012 Avaya ghts rese
Figure 21: Node Details
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Scroll down under the Applications column, click on the Gateway (SIPGw) link, the Virtual
Trunk Gateway Configuration Details page will appear as shown in Figure 22 and 23. Enter
the information highlighted in the red-box for the General and SIP Gateway Settings. Others
are left at default. Click Save.

Note: SIP domain name should be matched with what was created in Section 5.1.1.

AVAYA CS1000 Element Manager
_UCM Network Services =+ Managing: 10.10.97.78 Username: admin
T i System » IP Network » |P Telephonv Nodes » Node Details » Virtual Trunk Gateway Configuration
— Links Node ID: 5§11 - Virtual Trunk Gateway Configuration Details
-Virtual Terminals
= S ST General | SIP Gateway Seftings | SIP Gatewav Senvices
+Alarms
-Maintenance irk gatewayapplicahon:nable gateway service on this node =

+Core Equipment
- Peripheral Equipment

~IP Network Virtual Trunk Network Health Monitor

- Nodes: Servers, Media Cards|= - ) =
- Maintenance and Reports | Virk gateway application:  SIP Gateway (SIPGw) - [ Monitor IP addresses (listed below)

:y:géasGateways SIP domain nan’le' : Infarmation will be captured for the IP addresses listed

m

- Host and Route Tables below

- Network Address Translation| 5060 - 1 _GS53S Monitor 1P-
- QoS Thresholds | N a e :
- Personal Directories Manit dd .
- Unicode Mame Directory Gateway endpoint name: | cpppm3 * R SRR EES SR

+Interfaces

-Engineered Values Gateway password:
+Emergency Services

+Geographic Redundancy W
+ Software Application node ID: [511 * (0-9999)

- Customers

- Routes and Trunks Enable failsafe NRS: [7]
-Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans Note: Changes made on this page will NOT be " canral |
- Elec%ronic Switched Eletwork *ReEquredVatic iransmited unti he Node 1 aso saved | cancel |

- Flexible Code Restriction
4 | m

b

Figure 22: Virtual Trunk Gateway Configuration Details (General)

The Primary TLAN IP address is the IP address used in Section 5.4, the Session Manager IP
address.

AVAYA €S$1000 Element Manager
_UCM Network Services » Managing: 10.10.97.78 Username: admin
e i System » IP Network » IP Telephony Hodes » Node Details » Virtual Trunk Gateway Configuration
ik Node ID: 511 - Virtual Trunk Gateway Configuration Details
- Virtual Terminals
z yslen General | SIP Gateway Settings | SIP Gateway Services
+Alarms

- Maintenance Proxy Or Redirect Server: &
+ Core Equipment Proxy Server Route 1:

- Peripheral Equipment
- 1P Network Primary TLAM IP address; 10.10.97.198

- Modes: Severs, Wedia Cards = | The 1P 53 can have either IPv4 or IPvE format based on the value of "TLAN
- Waintenance and Repors

- Media Gateways
- Zones Port: |5060 {1 - B5535)

- Host and Route Tables

- Metwork Address Translation | Transport DFOIOCO\Z

- (o3 Thresholds
- Personal Directories Options: [ Support registration

- Unicode Name Directory [ Primary CDS proxy

4 lntafacac

m

Figure 23: Virtual Trunk Gateway Configuration Details (SIP Gateway Settings)
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On the same page, as shown in Figure 22, scroll-down the parameters box to the SIP URI Map
section. Under the Public E.164 Domain Names
e Special Number: leave this SIP URI field as blank

e Unknown: leave this SIP URI field as blank
e Vacant number: leave this SIP URI field as blank
e National: leave this SIP URI field as blank

The remaining fields can be left at their default values as shown in Figure 24. Click Save.
Note: This will remove the phone context information in the SIP invite URL.

AVAYA €S$1000 Element Manager
_ UCM Network Services » Managing: 10.10.97.78 Username: admin ¥
g | System » IP Network » IP Telephony Hodes » Node Details » Virtual Trunk Gateway Configuration |
_ Links Node ID: 511 - Virtual Trunk Gateway Configuration Details
- Virtual Terminals
sl 5 General | SIP Gateway Settings | SIP Gateway Services
+Alarms =
- Maintenance s = I
+ Core Equipment
- Peripheral Equipment | Public E.164 domain names Private domain names
- IP Network :
: - ud
- Modes: Servers, Media Cards Wainzi; HBE; P
- Maintenance and Repors Subscriber COP:
- Media Gateways
-Zones Special number: Special number:
- Host and Route Tables
- Network Address Translation Unknown: Vacant number:
- QoS Thresholds
- Personal Directories Unknown: .
- Unicode Mame Directory =l |
+Interfaces o = = s
- Fnaineered Values T e
4 LU 3

Figure 24: Virtual Trunk Gateway Configuration Details (SIP URI Map)

After click Save button, the system will bring back the Node ID page (not shown). Then click
Save button on the Node ID page and that will take the user to the Node Saved page (not
shown). Click on the Transfer Now button, when it finished, it will bring user to Synchronize
Configuration Files page (not shown). Then click Start Sync button to complete the
configuration saved process.
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6. Configure Vocera Server

This section describes how to configure the Vocera Communication System to inter-work with
Avaya CS1000.

6.1 Configuring Vocera SIP Connectivity to Avaya CS1000

Open the Vocera Communication Systems web page by entering the IP address of the Vocera
Server in the Microsoft Internet browser, http://10.22.21.210/. The Welcome to the Vocera
page will appear (not shown), then click on the Vocera Administration Console link to get to
the console web page as shown in Figure 25.

vocera®

COMMUNICATIONS

Welcome to the Viocera Administration Console

Admilnistrator

Paxswessisd
|

Figure 25: Vocera Administration Console

Input the user name and password to log on the Console page, click on the Log In button to log
in. The screen shown in Figure 26 will appear with the Status Monitor menu page as default.

vocerar
T ADMINISTRATOR any Gt )
Statui Manilor
i v

Shes __ (et 5 m

Lol Badge ftatus Monitor

::.I Foalr wah vberval [ secoris] 3200 Badresh ]

!f.pl._ Fast B Y A Coil Bdmiers [T R Cmr e i

Delasiny -]
=

Figure 26: Administrator Console Web Page
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For all the details on the configuration of Vocera Communication System, user can click on the
Documentation option on the left column menu. In the Administration and Configuration
column, select on the Telephony Configuration Guide to view the details description of all the
available attribute settings.

To configure the Vocera Server to work with the Avaya CS1000, click on the Telephony option
on the left menu column. The Telephony page will appear with the Basic Info menu tab being
selected as default, as shown in Figure 26. Fill in the details of the highlighted attributes in the
red-boxes. Others fields are at default. Then Click Save Changes button.

vocera:

COMBMUNICATIDNL

ADMINISTRATOR dogine |

Telephony

Status Monitor

Giter A

LNEFIEY

Gt () tranie Tomonony ntegration
Departments Wocera Hunt Group Numb=ers e —
Tyitem Guest Aceess | 7000 ) Humber of Lings® | 6 l

Orauhs Diect Access [ 708 )

Locations

b Intagration Type

k Té bephony ) | O Aniny
Y . O Detal Hobe Saving BAy changes i aghsl persmmters will Cause the teleonomy semolr o resten

Repoarin (@ 7l

Maintenance

IF Setmngs Setlings
Address Book P —— - '
S iy Bestzael [ SIP Vershon 2.0 v_‘_‘] a8 Sganing Agdrees l 10.10.97.158
Calng Purty lunber 7000

Figure 26: Telephony Configuration
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To configure the dialing rule on the Vocera Server, navigate to the Access Codes tab, fill in the
red highlighted text box of the attributes as shown in the Figure 27. Then click Save Changes
button.

v 0'%.:;,&1.:,“ AR N ST HA T OR w

Telephony

R R LI e
L LY

[0 Adiwus Cudas B

[T+ Tkl | S Cawidm Ll

e i hogalAeaCode®

[ T p—— | aoe ] [ Ol dddia Code winkin Dhlbiieg LdLaly
Sptam Dafayi Locel sccens Soae . D pimin L ieg DS larcs ALea s T oo

[ ST L7 | |7 |

Leeal Company Vorcamell ss<sss Cods

Wymaad
Lum.p..!.;., ACcens Coos Huceplioans

L ol L] Oy e, Narisan B e CEl B Co0e Ws B Detaudl L iscall Access Code and o e use B Cefaus
[T - Long Dotance Adens Code e seospbons o e Lbde St

Aalbe woy. Baick MesCots 000 Rangecdbembers 00 Accaas Coaw

::::J:'HI‘HIH o o ---
)
S

Figure 27: Access Codes Configuration

6.2 Configure Users on the Vocera Server

To configure the users on the Vocera Server to be able to send to and receive calls from the
Avaya CS1000, as shown in Figure 27 above, click on the Users menu option. The Users page
will appear as shown in Figure 28.

vocera®

COMMUNIC ATHINS ADMINISTRATOR og Oun )

Snius Mosioe
Siles

finers
Gty
e parimenis
Syniem
Eredaubs

Loeatimn
Emak
Telephony
Reporis
Malntenancs
Address Bock

Deices

LLLEELLEH

Dho armrvi i bom <
T ] Sita FEDOT| &0 Seen -

S—

Figure 28: User Page
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To add a user, click Add New User button, the user Info detail configuration page will appear as
shown in Figure 29. Fill in the required fields, which are indicated with the red stars. The
Badge ID field will be populated when the badge is registered to Vocera Server. Others are left
at default. Click Save.

2} Add/Edit User -- Webpage Dialog

Add New User

[ speechRec || Groups | Depts | inner Circle |

First Mame * _ Last Name *
B_m:t. E_i_m_ps_on

UseriD * Employee ID
Barcs

FPassword Re-enter Password

Email Address Site
Global

Cost Center Badge ID
001641f7fb45

[[] Temporary User
Expiration Date (mm/dd/yyyy)

Note: Temporary users are removed from the system by the first message sweep after midnight
on the expiration date,

Save & Continue )  Cancel )

Figure 29: System VOIP Configuration
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From the Add New User page, click on the Phone tab to configure user specific phone number
information such as Desk phone or Extension, Home phone, as shown in Figure 30. Others
fields are optional. Click Save.

2 Add/Edit User -- Webpage Dialog

Add New User

[_speechRec | Groups | pepts | inner circle |

Desk Phone or Extension Cell Phone
[ JO002

Home Phone FPager
4082453466

Yocera Extension Dynamic Extension

PIM for Long Distance Calls

- Genie Access from Phone
[] Enable Access to Genie from Phone

Phone Password (minimum S chars.)  Re-enter Phone Password

Note: Phone password not required if caller ID permission is used.,

Figure 30: Phone Configuration

Click on the Group tab to assign a newly create user to a group with specific permission to use
other call features on the Vocera Server. By default, in this example, every new user is assigned
to the Group Everyone and belonged to the Site Global (not shown).

For detail configuration on how these Groups and Sites are configured, please refer to the
Administration Guide by clicking on the Documentation option menu on the left menu panel
(not shown), under the Administration and Configuration.
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7. Verification Steps

The following are typical steps to verify the interoperability between the Vocera Server and
Avaya CS1000, please also refer to the Figure 1 for more detail.

e Step 1: Place a call from an IP phone of Avaya CS1000 to the Vocera Server by entering
the assigned DN number.

e Step 2: A voice greeting from the Vocera Server should be heard on the IP phone telling
the caller to speak a full name or an extension of the callee.

e Step 3: When a spoken full name or an extension of the callee is received by the Vocera
Server, it will redirect the call to the wireless badge associated with the assigned
extension.

e Step 4: The user on the Vocera Server will hear a Attendant voice asking if the user
would like to pick up the call. User presses the big circular button on the badge, to accept
the call.

e Step 5: Verify that there are clear 2-way voice path between Avaya IP phone and the
Vocera wireless badge.

8. Conclusion

These Application Notes have described the administration steps required to integrate the Vocera
Communication System with the Avaya Communication Server 1000 via SIP trunk configured
on the Avaya Aura® Session Manager. All test cases passed with observations noted in Section
2.2

9. References

This section references the Avaya documentation relevant to these Application Notes. The
following Avaya product documentation is available at http://support.avaya.com.

[1] Administering Avaya Aura® Session Manager, August 2010, Issue 3, Release 6.0, Document
Number 03-603324.

[2] Communication Server 1000 Installation and Commissioning, April 2012, Release 7.5, Issue
05.08, Document Number NN43041-310.

[3] Signaling Server IP Line Applications Fundamentals for Avaya Communication Server 1000
(Avaya CS 1000), April 2012, Release 7.5, Issue 03.11, Document Number NN43001-125.

Product information for Vocera Communication System can be found at
http://www.vocera.com/products/resources/documentation.aspx
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