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Abstract

These Application Notes describe the procedures for configuring Sesgiatioim Protocol
(SIP) Trunkng Serviceon an enterprise solution consisting of Avaéyia® Communicatiorn]
Manager 8.1Avaya Aura® SessiomManager 8.1and Avaya Session Bagd Controller for
EnterpriseB.1to interoperatevith Consolidated Communicatio®P Trunking service

The test wagperformed to verify SIP trunk features including basic calls, call forwarg
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. T
were placed to and from the P$With various Avaya endpoints.

The Consolidatd CommunicationsSIP Trunking service provides customers with PSTI
access via a SIP trunk between the enteepandhe Consolidated Communicatiomgtwork,
as an alternative to legacy analog or digital trunks. This approach generally results i
cost for the enterprise.

Readers should pay attention $ection 2 in particular the scope of testing as outlinedg
Section 2.1as well as the observations notecSection 2.2 to ensure that their own use ca
are adequately covered by this scope asdilts.

Information in these Application Notes has been obtained through DevConnect com
testing and adtional technical discussionslesting was conducted via the DevConn
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Appltation Notes descriltde procedures for configurir§esion InitiationProtocol

(SIP) Trunking Servicebetween th&€onsolidated Communicationgtworkand an Avaya SH
enabled enterprise solutiofihe Avaya solution consists AvayaAura® Communication
Manager 8.Communication Managerfvaya Aura® Sessiollanager 8.1Session Manager)
Avaya Session Border Contrallfor Enterprise8.1 (Avaya SBCE)nd various Avaya endpoints
listed inSection 4

The Consolidated Communicatioi3P Trunking servicereferenced within these Application

Notes is designefdbr business customer€ustomers using this service with this Avaya

enterprise solution are able to place and receive PSTN calls via a broadband WAN connection
and the SIP protocol. This converged network solution is an alternatraaitianal PSTN

trunks such as analog and/or ISIPRI.

Notei As a required component tife Consolidated Communicatio8# Trunking service
offering, Consolidated Communications will instalCastomer Premises Equipment (CPE)
deviceat the customer pnaises (enterprise site). Consolidated Communicatithgerform the
initial configuration and mintenancef this deviceas reqgired. TheConsolidated
Communicationgnanaged CPE device will constitutee service demarcation point between the
service provider and the enterpriste.

The terms fASer MiCoa s Bri@ombiaidagd @mmunicatiodwill be used
interchangeablythroughout these Application Notes

2. General Test Approach and Test Results

A simulated CPE site containing all the equipment for the Avayae8#bled enterprise solution
was installed at the Avaya Solution and Interoperability Lab. The eisiepte was configured
to connect to theetworkvia a broadband emection to the public Internet.

DevConnect Compliance Testing is conducted jointhAlsglya and DevConnect membefée
jointly-defined test plan focuses on exercising APIs arstfordardsased interfaces pertinent

to the interoperability of the tested pratluand their functionalitie®evConnect Compliance

Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor {40 be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. fEsting referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
productsonly (private network sideReaders should consult the appropriate Avaya product
documentation for further informatn regarding security and encryption capabilities supported
by those Avaya products.
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Support for these security and encryption capabilities in amAvaga solution component is
the responsibility of each individual vend®eaders should consult the apmgriate vendor
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
the Consolidated Communicatio®P Trunking serviceid not incldetheuse of any specific
encryption feature€ncryption (TLS/SRTP) was used internal to the enterprise between Avaya
products wherever possible.

2.1. Interoperability Compliance Testing

To verify SIP tunkinteroperability, the following featuresid functionality were covered
during the interoperability compliance test:
1 SIP trunk static IP authentication
1 Response to SIP OPTIONS queries.
1 IncomingPSTN cals to variousAvaya endpoints, including SIP, H.328gital, and
analog telephonestthe enterpriseAll incomingcalls from the PSTNwererouted tathe
simulated enterprise across the StBrik fromthes er vi ce provi der 6s ne‘f
1 Outgoing PSTN callf'om Avaya endpoints including SIP, H.328gital and analog
telephonestthe enterpriseAll outgoingcalls tothe PSTNwererouted fromthe
simulated enterprisacross the SIP trunktotiee r vi ce provi der 6s net w
1 Inbound and outbound PSTN calls to/from Remote Workers tise¥yvaya Workplace
Clientfor Windows SIP softphone
9 Outgoing calls to the PSTN were routedtvilt e s er vi ce prvarmusder 6 s n
PSTN destinations.

1 Proper disconnect when the caller abandons the call before the call is answered.
1 Proper disconnect via normal calmination by the caller or the called parties.
1 Proper disconnect by the network for calls that are not answered (with voicemail off).
91 Proper response to busy endpoints.
91 Proper response/error treatment when dialing invalid PSTN numbers.
9 Propercodec negbtation and tweway speecipath.Testng was performed with codec:
G.711MU.
1 No matching codecs.
1 DTMF tone transmissions as eaftband RTP events as per RFC2833
0 Outbound call to PSTN application requiring DTMF (e.g., an IVR or voice mail
system).
0 Inbound call from PSTN to Avaya CPE application requiring DTMF (e.g.a®ur
MessagingAvaya vector digit collection steps
9 Calling number blocking (Privacy).
9 Call Hold/Resume (long and short duration).
i Call Forward (unconditional, busy, no answer).
1 Blind Call Transfers.
1 Consultative Call Transfers.
i Station Conference.
1 ECS500 (Extension to Cellular) calls.
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1 Routing inboundtalls from the PSTNb call center agent queuedis a vectorVarious
Avaya endpointsncluding calls toAvaya Agent for Desktop cliestvere used. The
Avaya Agent for Desktop client (SIP) was included as a Remote Worker endpoint
handing calls teall center agent queues

Simultaneous active calls.

Long duration calls (over one hour).

Proper response/error treatment to all trunks busy.

Proper response/error treatment when disabling SIP connection.

= =4 -4 A

Notei Remote Worker was tested as part of this solution. The configuration necessary to
support remote workers is beyond the scope of these Application Notes and is not ingluded in
these Application Note€onsultreferencd9] in the Referencessection for adiional

information on this topic

Items thataresupportecandthat werenottested includes the following:
1 Inbound toltfree calls verenot tested.
1 0, 0+10 digits, 911 Emergency and im@iional callsvere not tested.

2.2. Test Results

Interoperabity testing ofthe Consolidated Communicatio®P Trunking Servicewith the
Avaya SIRenabled enterprise solution was completed with successful results fot alides
with theobservatios/limitationsnotedbelow:

1 OPTIONS T Consolidated Communicatioa®es not send OPTIONS messages to the
Avaya enterprise network, but it does respond to OPTIONS messages it receives from the
Avaya enterprise, this was sufficient to maintain the SIP trunk link in service.

1 Fax supporti Consolichted Communications does not supdo88 fax; therefore T.38
fax was not testeds.711fax was tested, but it behaved unrelialblgix is not
recommended with this solution.

1 Avaya Agent for Desktop clienti Calls from the PSTN to the enterprise that were
answeredatthe Avaya Agent for Desktop cliethentransferred back out to the PSTN
by the Avaya Agent for Desktogient, were failing after the transfer was complef€de
call leg to thdaransferredo PSTNpartywasdropping, while the call leg to the
originating PSTNoartyremairedup. This issue wasesolved by Consolidated
Communicationsnaking changet their network.

1 Burst of noise when parties hangup i1 Whenanenterprise statiois involved in a call
with aPSTNstation, with one of the statiohangng upfirst, while the otherstation
remaired off-hook (active on the call)ai brsit 0 o i6 heardatithe ®atiorthat
remaired off-hook (active on the call)This issuenly occurs on callfrom the enterprise
to or fromthe PSTNacross the SIP trunk, not on internal calls within the enterfrise.
Abursto of noise can be heanatthePSTNstaiont her en
whenthe station at the fagnd hangap first. This anomalyis currentlyunder
investigation by Consolidated Communication®STN gateway in Consolidated
Communications network is causingstissue.
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1 TLS/SRTP used within the enterprisei When TLS/SRTP is used within the enterprise;
the SIP headers include the SIPS URI scheme for Secure SIP. The Avaya SBCE converts
these header schemes from SIPS to SIP when it sends the SIP message toward
Consolidated Communicationdowever, for call fonard and EC500 calls, the Avaya
SBCE was not changing the Diversion header scheme as expected. This anomaly is
currently under investigation by the Avaya SBCE team. A workaround is to include a
SigMa script for the Service Provider Server Configurationileroh the Avaya SBCE to
convert Asipso t o nAEecpoos7i@ndld)he Di version h
1 Removal of unwanted xml element information from the SDP in SIP messages sent
to Consolidated Communications’ A Signaling Manipulation scrip§igMa)was
addedo the Avaya SBCHo removeunwanted xml element information from the SDP in
SIP messages sewtConsolidated Communication$ections 7.8nd12).
1 SIP header optimizationi There are multiple SIP headers and parameters used by
Communication Manager and Session Manager, some of them Avaya proprietary, that

had no significance in the service provide
the purpose of blocking enterprisdormation from being propagated outside of the
enterprise boundaries, to reduce the size

network and to improve the solution interoperability in genetta fbllowing headers
were removed fronoutbound messages using an Adaptation in Sed&amager: AV -
CorrelationlD, Alert-Info, EndpointView, P-AV -Messagad, P-ChargingVector, AV -
GlobalSessioAD and RLocation(Refer toSection 64). To help reduce the packet size
further, the Avaya SBCE a n r e mgsidoa n t& tp dpardmeters that may be
included within the Contact header by applying a Sigma script t6dhsolidated
Communicationserver configuratiorRefer toSection7.8 and12.

2.3. Support

For support ofConsolidatedCommunication$SIP Trunkng Service visit the corporate Web page
at: https://www.consolidated.com/business/medieinterprise/voice/voip/yrunking

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com
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3. Reference Configuration

Figure lillustrates the sample Avaya S#abled entergse solution, connected tbe
Consolidated Communicatioi®P Trunking Servicethrough a public Intern@&/AN connection.

Service Provider

Remote Workers
- -
[
| i | SIP (UDP/RTP)
I
SIP (TLSIsRTP)| H |
|
) R
________________ [ i |* Public Side: 1p.10.80.54 h
o idated Gommunications SIP | [ |
I Trunking Service 1 | i Consolidated Communications
! (Managed by Consolidated ! 3 . ! Managed CPE
] Communications) J | . Private Side: 10}4.7“,54
—— Simulated Enterprise
Domain: avaya.lab.com
DIDs: 8169881234 - 5678
. vy

Figure 1. Avaya Enterprise Solutionconnected toConsolidated CommunicationsSIP
Trunking Service
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The Avayacomponents used to create the simulat@@rprisecustomer site included:
Avaya Aura® Communication Manager

Avaya Aura® Session Manager

Avaya Aura® System Manager

Avaya Session Border @uoller for Enterprise

Avaya Aura® Messaging

Avaya Aura®Media Server.

Avaya G4® Media Gateway

Avaya96x1 Series IP Desgkones (H.323)

Avaya J179 IP Deskphones (H.323)

Avaya JP9IP Deskphones3|P).

Avaya oneX® Communicator softhones (H.323 and SIP)
Avaya Workplace Client for Windows (SIP)

Avaya Agent for DesktofH.323 and SIR)

Avaya digital and analog telephones

=4 =4 4 4 4 4 -4 -5_45_9_4_9_-2°_--°

Additionally, the reference configuration included remote worker functionality. A remote worker
is a SIP endpoint that resides in the ustied network, registered &ession Manager at the
enterprise via the Avaya SBCE. Remote workers offer the same functionality as any other
endpoint at the enterprise. This functionality was successfsligdaluring the compliance test
usingAvaya Workplace Client for Windows (SIBhd theAvaya Agent for Desktop (SIP}or
signaling, Transpoitayer SecurityTLS) andfor media, Secure Retime Transport Protocol
(SRTP)was usean theAvaya Workplace Client for Windows (SIBhd theAvaya Agent for
Desktop (SIP)Other Avay&aSIP endpoints that are supportedairRemote Workeconfiguration
deploymentvere not tested.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in tliardent Consultreferencd9] in the
Referencessection for additional information on this topic.

The Avaya SBCE walocated at the edg# the enterprisdts public side was connectaathe
public Internetwhile its private side wasonnectedo the enterprise infrastructurgll signaling
and mediaraffic entering or leaving the esrprise flowedhrough the Avaya BCE, protecing
in this waythe enterprise against any SiBsed attack3.he Avaya SBCE also performed
network address transilan at both the IP and SIP layers.

For inbound calls, the calls flowetbin the service providé¢o the Avaya SBCHEhento Session
Manager. Session Manager used the configured dial patterns (or regular expressions) and routing
policies to determinéhe recipient Communication Manager) amh which link to send the call

Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such as automatic route selection and class of service restrictions. Once
Communi@tion Manager selected the proper SIP trunk, the call was routed to Session Manager.
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Session Manager once again used the configured dial patterns (or regular expressions) and
routing policies to determine the route he tAvaya SBCE for egress to t@ensdidated
Communicationsietwork

A separate SIP trunk was created between Communication Manager and Session Manager to
carry the service provider traffic. This was done so that any trunk or codec settings required by
the service provider could lag@plied only to this trunk without affecting other enterprise SIP
traffic. This trunk carried both inbound and outbound traffic.

As pat of the Avaya Aura® versio8.l release, Communication Manager incorporates the
ability to use the Avaya Aura® Media B2 (AAMS) as a media resource. The AAMS is a
softwarebased, high density media server that provides DSP resourcesbfasd® sessions.
Media resources from both the AAMS and a3GMedia Gateway were utilized during the
compliance test. The configurati of the AAMS is not discussed in this document. For more
information on the installation and administration of the AAM&ommunication Manager
refer to the AAMS documentation listedthe Referencessection.

TheAvaya Aura®Messaging was used duritfte compliance test to verify voice mail
redirection and navigation, as well as the deliverilessage Waiting Indicat¢MWI)

messages to the enterprise telephones. Since the configuration tasks for Messaging are not
directly related to the interopability tests withthe Consolidated CommunicatiomgtworkSIP
Trunkingservice they are not included in these Application Notes.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software | Release/Version
Avaya
Avaya Aura® Communication Manager 8.1.3.0
(01.0.890.626568)
Avaya Aura® Session Manager 8.1.3.0
(8.1.3.0813019
Avaya Aura® System Manager 8.1.3.0
Build No. 8.1.0.0.733078
Software Update Rev. No.
8.1.3.0.1011784
Avaya Session Border Controller for ASBCE 8.1.1
Enterprise 8.1.1.026-19214
Avaya Aura® Messaging 7.1 Service Pack 2
(MSG-01.0.532.6002_0204)
Avaya Aura® Media Server 8.0.2 SP5
8.0.2.138
Avaya G430 Media Gateway 0430 sw 41 34 0
Avaya 96x1 Series IP Deskphones (H.32] Version 6.8402
Avaya J179 IP Deskphones (H.323) Version 6.8402
Avaya J129 IP Deskphones (SIP) 4.0.7.0.7
Avaya oneX® Communicator (SIFH.323 6.2.14.65P14
Avaya Workplace Client fowindows (SIP) 3.12.0.65.6
Avaya Agent for DesktofSIP/H.323 2.0.5.6.3
Avaya 2420 Series Digital Deskphones N/A
Avaya 6210 Analog Deskphones N/A
ConsolidatedCommunications
Soft-Switch: Cisco (BroadSoft) BroadWorks R23
SBC Sansay 10.5.1
Adtran 3140 eSBC R12.3.3

The specific configuration above was used for the compliance testing. Note that this solution will
be compatible with other Avaya Sergsand Media Gateway platforms running similar versions
of Communication Manager and Sessioardger.

NoteT The Avaya Aura® servers and the Avaya SBCE used in the reference configuration and
shown on th@revioustable were deployed on a virtualized environment. These Avaya
components ran as virtuadachines over VMware® (ESXi 6.0.platforms. @nsult the
installation documentation on tieferencessection for more information.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Maoagerk withthe
Consolidated Communicatio®P TrunkingService A SIP trunk is established between
Communication Manager and Session Manager for use by signaling traffic to arttiédrom
service providerlt is assumedhatthe general instiation of Communication Managehe

Avaya G4® Media Gatewawpnd the Avaya Mad Servelhas been previously completed and is
not discussed here.

The Communication Manager configuration was performed using the SysisgssATerminal

(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity in
presentationSome screensapturewill show the use of thehangecommand instead of treld
command, since the configuration used for the testing was previously added.

5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to vefy that theMaximum
Administered SIP Trunks value onPage 2is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows #2200 licenses are available ad@0are in use. The

license file installed on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative

display system - parameters customer - options
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 O
Maximum Concurrently Registered IP Stations: 18000 2
Maximum Administered Remote Office Trunks: 12000 0
Max Concurrently Registered Remote Office Stations: 18000 0
Maximum Concurrently Registered IP eCons: 414 0
Max Concur Reg Unauthenticated H.323 Stations: 100 O
Maximum Video Capable Stations: 41000 O
Maximum Video Capable IP Softphones: 18000 6
Maximum Administered SIP Trunks: 40000 120
Max Administered Ad - hoc Video Conferencing Ports: 24000 0
Max Number of DS1 Boards with Echo Cancellation: 999 0
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5.2. System Features

Use thechange systenparameters featurescommand to set therunk -to-Trunk Transfer
field to all to allowincoming calls from the PSTN to be transferred to another PSdpbent. If
for security reasonscoming calls should not be allowed to transfer back to the PBEN
leave the field set tnone

display system - parameters features Page 1 of 19
FEATURE RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
Trunk - to - Trunk Transfer: all

Automatic Callback with Called Party Queuing? n

Automatic Callback - No Answer Timeout Interval (rings): 3

Call Park Timeout Interval (minutes): 10
Off - Premises Tone Detect Timeout Interval (seconds): 20

AAR/ARS Dial Tone Required? y

Music (or Silence) on Transferred Trunk Calls? all
DID/Tie/ISDN/SIP Intercept Treatment: attendant
Internal Auto - Answer of Attd - Extended/Transferred Calls: transferred
Automatic Circuit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n
Auto Abbreviated/Delayed Transition Interval (rings): 2
Protocol for Caller ID Analog Terminals: Bellcore
Display Calling Number for Room to Room Caller ID Calls? n
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OnPage 9verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable call$his text string is entered in tiwo fields highlighted below.

The compliance test used the valueedtrictedfor restricted cali andunavailablefor

unavailable calls.

change system - parameters features Page 9of 19
FEATURERELATED SYSTEM PARAMETERS

CPN/ANV/ICLID PARAMETERS
CPN/ANI/ICLID Replacement for Restricted Calls: restricted
CPN/ANV/ICLID Replacement for Unavailable Calls: unavailable

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension o nly label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200
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5.3.

IP Node Names

Use thechange nodenames ipcommand to verify that node names have been previously
defined for the IP addresses of Communication Mangecr) and the Session Manager

security modulg(SM). These node names will be needed for defining the service provider
signaling group irBection 5.6

change node - names ip Page 1lof 2
IP NODE NAMES
Name IP Address

ASBCE_Al 10.64.101.243

SM 10.64.101.249

default 0.0.0.0

media_server 10.64.101.251

procr 10.64.101.241

procr6 :

(6 of 6 administered node - names were displayed )

Use 'list node - names' command to see all the administered node - hames

Use '‘change node - names ip xxx' to change a node - name 'xxx' or add a node - name
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5.4. Codecs

Use thechange ipcodecsetcommand to define ast of codecs to use for calls between the
enterprise and the service provider. Fordbmpliance test, godeeset2 wasused for this
purpose Enterthe caresponding codein the Audio Codeccolumn of the tableCurrently
ConsolidatedCommunication®nly supports audio cod&s.711MU.

change ip - codec - set 2 Page 1lof 2
IP MEDIA PARAMETERS

Codec Set: 2

Audio Silence  Frames Packet

Codec Suppression Per Pkt Size(ms)
1. G.711MU n 2 20
2:
3:
4:
5:
6:
7.

Media Encryption Encrypted SRTCP: best - effort

1:1 -srtp - aescm128- hmac80
2: none
&k
4:
5:

On Page 2 set tha=ax Mode to off (refer toSection 2.2.

change ip - codec - set 2 Page 2of 2

IP MEDIA PARAMETERS

Allow Direct - IP Multimedia? n
Redun- Packet
Mode dancy Size(ms)
FAX off 0
Modem off 0
TDD/TTY us 3
H.323 Clear -channel n 0
SIP 64K Data n 0 20

Media Connection IP Address Type Preferences
1:1Pv4
2:
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5.5. IP Network Regions

Create a separate IP network region for the service provider trunk group. This allows for separate
codec or quality of service settings to be usedddessary) for calls between the enterprise and

the service provider versus calls within the enterprise or elsewhere. For the compliate test,
Network Region 2vas choseffor the service provider trunkJse thechange ipnetwork-region

2 command toconfigure region vith the following parameters:

1 Set theAuthoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain nameasayalab.comas assigned to the shared test
environment in the Avaya test | ab. This do
SIP messages originating from thisregion.

1 Enter a descriptive name in themefield.

1 Leavebothlintra -region andinter -region IP-IP Direct Audio setto yes the default
setting.This will enablelP-IP Direct Audio (shuffling), to allow audio traffic to be sent
directly between IP endints without using media resources in the Avaya Media
Gatewayand Media ServeShuffling can be further restricted at the trunk level on the
Signaling Group fornif needed

1 Set theCodec Sefield to the IP codec set defined$ection 5.4

1 Default vales maybe used for all other fields.

change ip - network - region 2 Page 1 of 20
IP NETWORK REGION
Region: 2 NR Group: 2

Location: 1 Authoritative Domain: avaya.lab.com
Name: SP Region Stub Network Region: n
MEDIA PARAMETERS Intra -region IP - IP Direct Audio: yes
Codec Set: 2 Inter -region IP - IP Direct Audio: yes
UDP Port Min: 2048 IP Aud io Hairpinning? n

UDP Port Max: 3349
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5  AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5
Keep- Alive Count: 5
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OnPage 4 define the IP codec set to be used for traffic between r@god region 1 (the rest

of the enterprise). Enter the desired IP codec set icotthec seicolumn of the row with
destination regiondst rgn) 1. Default values may be used for aher fields.The following
exampleshows the settings used for t@mpliance tesit indicates that codec s2will be used

for calls between region (&he service provider region) and region 1 (the rest of the enterprise).

change ip - network - region 2 Page 4 of 20
Source Region: 2 Inter Network Region Connection Management | M
GA t
dst codec direct WAN - BWIimits Video Intervening DynA G c
rgn set WAN Un its Total Norm Prio Shr Regions CACR L e
1 2 y NoLimit n t
2 2 all
3
4
5
6
7
8
9
10
11
12
13
14
15

5.6. Signaling Group

Use theadd signalinggroup command to create a signaling group betw€emmunication

Manager andéession Manager for use by the service provider trunk. This signaling group is used
for inbound and outbound calls betweengbevice provider and the enterprise. For the

compliance test, signaling groupa&as used and was configured usihg parameters

highlighted below, shown on the screen on the next page:

1
1

)l
T

Set theGroup Type field to sip.

Set theMS Enabled field to n. Thisspecifies the Communication Manager will serve as
an Evolution Server for the Session Manager.

Set theTransport Method to thetransportprotocol to be used between Coimication
Manager and SessidfanagerFor the compliance tegts was used.

Set thePeer Detection Enabledield toy. ThePeerServerfield will initially be set to
Othersand cannot be changed via administration. Late?deServer field will
automatically change t86M once Communication Manager detects its peer is a Session
Manager

Note: Oncethe PeerServerfield is updatedo SM, the system changes the default values of the
following fields, setting them tdisplay only:

T Prepend 6+6 to Outgoing Calling/ Al sting/ D
changed tg.
T Remove 6+6 from I ncoming Called/ Calling/ Al
is changed to.
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1 Set theNear-end Node Namedo procr. This node name maps to the IP address of the
Communication Manager as defineddaction 5.3

1 Set theFar-end Node Nameo SM. This node nane maps to the IP address of Session
Manager as defined irBection 5.3

1 SettheNear-end Listen PortandFar-end Listen Portto a valid unused port instead of
the default wellknown port value. (For TLS, the weékthown port value is 5061This is
necessargo Session Manager can distinguish this trunk from the trunk used for other
enterprise SIP traffic. fe compliance test was conducted with Near-end Listen Port
andFar-end Listen Portset to5071.

1 Set heFar-end Network Regionto the IP network region defined for the Service

Provider inSection5.5.

Set theFar-end Domainto the domain of the enterprise

Set theDTMF over IP field to rtp-payload This value enables Communication Manager

to send DTMF transmissions using RFC 2833.

1 SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the
SIP trunk allowing Communication Managderredirect media traffic directly between
the Avaya SBCE and the enterprise endpoint. If this value is sethien the Avaya
Media Gatewayr Media Servewill remain in the media path of all calls between the
SIP trunk and the endpoint. Dependingtio® number of media resources available in the
Avaya Media Gatewagnd Media Servethese resources may be depleted during high
call volume preventing additional calls from completing.

1 Default values may be used for all other fields

E

change signaling - group 2 Page 1of 2
SIGNALING GROUP
Group Number: 2 Group Type: sip
IMS Enabled? n Transport Method: tls
Q SIP?n
IP Video? n Enforce SIPS URI for SRTP? y
Peer Detection Enabled? y Peer Server: SM Clustered? n
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near - end Node Name: procr Far - end Node Name: SM
Near - end Listen Port: 5071 Far - end Listen Port: 5071

Far - end Network Region: 2

Far - end Domain: avaya.lab.com
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? n Initial IP - IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
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5.7. Trunk Group

Use theadd trunk -group command to create a trunk group for the signaling group created in

Section 5.6 For the compliance test, trugkoup 2was configured using the parameters

highlighted below.
1 Set theGroup Type field to sip.
1 Enter a descriptive name for tli@oup Name.

1 Enter an available trunk access code (TAC) that is consistent with the existing dial plan

in theTAC field.
Set theService Typefield to public-ntwrk.

Set theNumber of Membersfield to the number of trunk members in the SIP trunk

1
1 Set theSignaling Group to the signahg group shown irsection 56.
1

group. This value determines how many simultaneous SIP calls can be supported by this

trunk.
i Default values were used for all other fields.

Signaling Group: 2
Number of Members: 10

change trunk - group 2 Page lof 4
TRUNK GROUP
Group Number: 2 Group Type: sip CDR Reports: y
Group Name: Service Provider COR: 1 TN: 1 TAC: 6 02
Direction: two - way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public - ntwrk Auth Code? n
Member Assignment Method: au to
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OnPage 2 verify that thePreferred Minimum Session Refresh Intervalis set to a value

acceptable to the service provider. This value defines the interval 4iNY FEE
to keep the active ss®n alive. The default value 600secondsvas used

s must be sent

change trunk - group 2 Page 2of 4
Group Type: sip
TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000
SCCAN?n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval(sec): 600
Disconnect Supervision - In? y Out?y
XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n
Caller ID for Service Link Call to H.323 1xC: station - extension
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OnPage 3

1 Set theNumbering Format field to public. This field specifies the format of the calling
party number (CPN) sent to thesamd. Wherpublic format is used, Communication
Manager automatically inserts a A+0 sign,
ACont actAs sa&md efdP | d e nd. TheNuraberind®Frimat wads sedtd e r
public and theNumbering Format in the route pattern was setgob-unk (seeSection
5.10. Note that in the case @fonsolidated Communicatiotise + sign was removed
from SIP messagesith a SigMa scripadded tadhe Avaya SBCE before sending the SIP
messages tGonsolidated Communicatiofiefer toSection 7.8and12).

1 Set theReplace Restricted NumberandReplace Unavailable Numberdields toy.
This will allow the CPN displayed on local endpoints to be replaced with the value set in
Section 5.2 if the inbound calhasenabled CPN block.

change trunk - group 2 Page 3of 4
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format : public
UUI Treatment: service - provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

Show ANSWERED BY on Display ?vy
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OnPage 4

1 Set theNetwork Call Redirection field toy. With this seihg, Communication Manager
will use theSIPREFER methodor the redirection of PSTN calls that arenséerred
back to the SIP trunk
Setthe Send DiversionHeader field to y andSupport Request Historyto n.
Set theTelephone Event Payload Typé¢o 101, the value preferred bgonsolidated
Communications
1 Verify thatldentity for Calling Party Display is set toP-Assertedidentity.
1 Default values were used for all ottimids.

= =

change trunk - group 2 Page 4of 4
PROTOCOL VARIATIONS

Mark Users as Phone? n
Prepend '+' to Calling/Alerting/Diverting/Connected Number? n
Send Transferring Party Information? n
Network Call Redirection? y
Build Refer - To URI of REFER From Contact For NCR? n
Send Diversion Header? Y
Support Request History? n
Telephone Event Payload Type: 101

Convert 180 to 183 for Early Media? n
Always Use re - INVITE for Display Updates? n
Identity for Calling Party Display: P - Asserted - Identity
Block Sending Calling Party Location in INVITE? n
Accept Redirect to Blank User Destination? n
Enable Q - SIP?n

Interworking of ISDN Clearing with In - Band Tones: keep - channel - active
Request URI Contents: may - have - extra - digits
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5.8. Calling Party Information

Thea l | i

ng

party

number S

gedtiPAI

bhee&d&r 6§ Fr 8

numbering was selected to define the format of this nunSmation 5.7, use thechange
public-unknown-numbering command to create an entry for eastension which has a DID
assigned. DID numbers are provided by the SIP service provider. Each DID number is assigned
in this table to one enterprise internal extension or Vector Directory Numbers (MDN®

example belowfour DID numbersassignedy the service providesre shownThese DID
numberswvere used athe outbound calling party information on the service provider trunk when
cdls were originated fronthe mappeextensions.

change public - unknown - numbering 1 Page 1of 2
NUMBERING- PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len
Total Administered: 4
4 3 4  Maximum Entries: 9999
45 4
4 3041 2 8169881234 10 Note: If a n entry applies to
4 3042 2 8169885678 10 a SIP connection to Avaya
Aura(R) Session Manager,
the resulting number must
be a complete E.164 number.
Communication Manager
automatically inserts
a '+' digit in this case.
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5.9. Inbound Routing

I n general, the Aincoming cal/l handling treat
manipulate the digits received for an incoming call if necessary. Since Session Manager is

present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handlirlg tahy not be

necessary. If the DID number sent@gnsolidated Communicatioisleft unchanged by

Session Manager, then the DID number can be mapped to an extension using the incoming call
handling treatment of the receiving trunk group. Usecttenge nc-call-handling-trmt

command to create an entry for each DID.

changeinc -call -handling -trmttrunk - group 2 Page 1 of 30
INCOMING CALL HANDLING TREATMENT
Service/  Number Number  Del Insert

Feature Len  Digits
public - ntwrk 10 8169881234 10 3041
public - ntwrk 10 8169885678 10 3042

public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
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5.10.0utbound Routing

In these Application Noteshe Automatic Route Selection (ARS) feature is used to route

outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access coded. Enter
This common configuration is illustrated below with little elaboration. Usetiaage dialplan
analysiscommand to define a dialed string beginning @ithf lengthl, as a feature access code

(fac).

change dialplan analysis Page 1of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type

H *rOooo~NOOS~WNEO

HG; Reviewed: Solution & Interoperability Test Lab Application Note 26 of 104
SPOC12/17/2020 ©2020 Avaya Inc. All Rights Reserved. ConsolAuraSBC81



Use thechange featureaccesscodescommand to configur@ as theAuto Route Selection
(ARS) T Access Code 1

change feature - access - codes Page 1of 11
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code: #7
Answer Back Access Code:
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code: 8

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: Deactivation:
Call Forwarding Activation Busy/D A: All: Deactivation:
Call Forwarding Enhanced Status: Act: Deactivation:

Call Park Access Code:
Call Pickup Access Code:
CAS Remote Hold/Answer Hold - Unhold Access Code:
CDR Account Code Access Code:
Change COR Access Code:
Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation:
Contact Closure Open Code: Close Code:
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Use thechange ars analysi€ommand to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. Segection 2.1for the complete list of call types tested. All dialed strings are
mapped to route pattern\&hich contains the SIP triargroup to the servicprovider.

For calk within North Americge.g., dialing: 917863311234):

change ars analysis 17 Page 1lof 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 1

Dialed Total Route Call Node ANI

String Min Max Pattern Type Num Reqd
170 11 11 deny fnpa n
1700 11 11 deny fnpa n
171 11 11 deny fnpa n
172 11 11 2 fnpa n
173 11 11 deny fnpa n
174 11 11 deny fnpa n
175 11 11 deny fnpa n
176 11 11 deny fnpa n
177 11 11 deny fnpa n
178 11 11 deny fnpa n
1786 11 11 2 fnpa n
179 11 11 deny fnpa n
180 11 11 deny fnpa n
1800 11 11 2 fnpa n
1800555 11 11 deny fnpa n
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The route pattern defines which trunk group will be used for the call and pedaynmecessary
digit manipulation. Use thehange routepattern command to configure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the
values used for route pattern 2tire compliance test.

1 Pattern Name Enter a descriptive name.

1 Grp No: Enter the outbound trunk group for the SIP service provider.

1 FRL: Set the Facility Restriction LeveFRL) field to a level that allows access to this
trunk for all users that require it. The valueDa$ the least restrictive level.

1 Numbering Format: Set topub-unk. All calls using this rate pattern will use the public
numbering table. See setting of thembering Format in the trunk group form for full
details inSection 5.7

change route - pattern 2 Page 1lof 4

Pattern Number: 2 Pattern Name: Serv. Provider
SCCAN? n Secure SIP? n  Used for SIP stations? n
Grp FRL NPA Pfx  Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1. 2 0 n user
2: n user

3: n user

4: n user

5: n user

6: n user
BCC VALUE TSCCA-TSC ITCB CIE Service/Feature PARM Sub Numbering LAR
012M4W Request Dgts Format
Lyyyyynn rest pub - unk none
2:yyyyynn rest none

3'yyyyynn rest none

4:yyyyynn rest none

5:'yyyyyn n rest none

6:yyyyynn rest none

Note - Enter thesave translationcommand (not shown) to save all the changes made to th
Communication Manag configuration in the previous sections.
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5.11.Verify TLS Certificates T Communication Manager

Notei Testing was done with System Manager signed identity certificates. The procedure to
create and obtain these certificates is outside the scope oRhygigsation Notes.

In the reference configuration, TLS transport is used for the communication between Session
Manager and Communication Manager. Follow the steps below to verify the certificates used by
Communication Manager.

Step 1- From a web browsertypeini ht t p-addv €$ § >0 ;a dwdhreerses >fo<iip t h e
address or FQDN of Communication Managenlow the prompted steps émter
appropriatd_.ogon ID andPasswordcredentials to log in (not shown).

Step 2- Click on Administration at the topof the page and seleServer (Maintenance)(not
shown). Click orSecurity A Trusted Certificates and verify the System Manager CA
certificate is present in the Communication Manager trusted repository.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

Administration / Server [Maintenancs) This Server: hg-cm-thornton

FP Trap Test ~ Trusted Certificates

This page provides management of the trusted security certificates present on this server,

Trusted Repositories

Issued By Expiration Date  Trusted By
ayz Product Root CA Sun Aug 142033 CWR

def: FriApr11 2025 C
SCCAN Server Root CA Sun Dec 04 2033 C
ertificate Authority  SIP Product Certificate Authority  Tue Aug 17 2027 CWR

£ 2001-2019 Avaya Inc. All Rights Ressrved.
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Step 3- Click onSecurity A Server/Application Certificates and verifya certificate signed by
the System Manager CA is present in the Communication Manager certificate repository

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

AVAYA

Administration [ Server [Mainten:

Administration

This Server: hg-em-thornton

Netstat « Server/Application Certificates

Status Summary
e This page provides management of the servar/application cartificates present on this sarver.

Shutdovm FERE Certificate Repositories
Server Date/Time

Software El'sie A = Authentication, Authorization and Accounting Services (e.g. LDAP)
C = Communication Manager

Sarver Role " b
Network Configuration W = Web Server
Static Routes =

Display Canfiguration

R = Remote Logging

IPSI Firmware Upgrades
IPSI Version

Dowinload IPSI Firmware
Dowinload Status

RFA Developmant 2 CA
Avaya Product Root CA

Avaya Product Root CA
Avaya Product Root CA

Thu Jan 02 2030
Sun Aug 14 2032

Time Zone Configuration Select File Issued To Issued By Expiration Date  Installed In
NTP Configuration servercrt CM default Thu May 05 2022 c
Server Upgrades default default Fri Apr 11 2025
Manage Upcates
servencrt  avaya.lsb.com RFA Developmant 2 CA  Mon Aug 11 2025 WA

Aivare 1PSI Upgrade
Activation Status
Security

Administrator Accounts
Login Account Policy
Change Password
Login Reparts

Server Access

Server Log Files
Firgwall

Install Root Certificate
Trusted Certificates

Server/Appl

| Display | | Add | | Remove | | Copy | | Help

Certificate Alzr
Certificare Signing Request
S5H Heys

Web Access Mask
iscellaneous

File Synchronization
Dowinlozd Files

CM Phone Message Fils

& 2001-201% Avays Inc, All Rights Reserved,
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

T

T
T
T

SIP domain
Logical/physical Locatiosithatcan be occupied by SIP Entities.
Adaptation module to perform headeanipulations.

SIP Entities corresponding to CommunicatioarMger, S&sion Manageand theAvaya
SBCE

Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

Routing Policies, which control taouting between the SIP Entities
Dial Patterns, which govern to which SIP Entity a call is routed

The following sections assume thiag initial configuration of Session Manager and System
Manager haslready beesompletedand that network conngeity exists between System
Manager and Session Manager.
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6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the blasserGUI of System

Bblddr Rk >h BMGpatidres Wb e p 6
of System Manager. Log in with the appropriate credentials and clickg®n (not shown).

Manager, using

The screen shown below is then displayetdjerElementsselectRouting A Domains

AVAyA & Users v

Aura® System Manager 8.1

System Resource Utilization

28
21+
14
ol —— ——
opt var emdata tmp pe
W Critical wWarn
Equinox Conference
Alarms

IP Office

ki Media Server

Meeting Exchange

Work Assignment

/# Elements v £ Services v | Widgets v  Shortcuts v

& = [

HG; Reviewed:
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Notifications Application State
No data License Status Active
Deployment Type VMware
Multi-Tenancy DISABLED
OOBM State DISABLED
Hardening Mode Standard
-
og  audit
*|| Information Shortcuts

Elements Count  Sync Status Drag shortcuts here

M 1 .

IMessaging 1 [}

Session Manager 1 | ]

System Manager 1 |

UCM Applications 16 .

Current Usage :

Domains

Locations

Conditions JLTANEOUS ADMINISTRATIVE

INS

Adaptations

SIP Entities

Entity

Dial Pattems

fikepl P
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The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items discussed in this section will be located
under theRouting link shown below.

AVAyA & Users v Elements v £ Services v Widgets v  Shortcuts v

Aura® System Manager 8.1

Routing

Routing
Domain Management

Domains
Mew Edit Delete Duplicate More Actions =

Locations
1Item
Conditions Name Type Notes
avaya.lab.com sip HG V-Domain

Adaptations
Select : All, None

SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

Defaults
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6.2. SIP Domain

Create a entry for each SIP domaiior which Session Manager will need to be aware in order to
route calls. For the compliance test, thissthe enterprise domaiayaya.labcom Navigate to
Routing A Domainsin the lefthand navigation pane and click tRew button in the right pane
(not shown). In the new right pane that appears (shown below), fill in the following:

1 Name: Enter the domain name.

1 Type: Selectsip from the putdown menu.

1 Notes:Add a brief description (optional).

1 Click Commit to save

The screen below shows the entry for the enterprise domain

AVAyA & Users v / Elements v  #* Services v | Widgets v  Shortcuts v

Aura® System Manager 8.1

Home Rauting

Routing

Domain Management

Domains
Mew | | Edit| | Delete | | Duplicate| |More Actions, More Actions

Locations

1Item &
Conditions Name Type Notes
avaya.lab.com sip HG V-Domain

Adaptations

Select : All, None
SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

Defaults
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6.3. Locations
Locations can be used to identify logical and/or physical locations wheten8tes reside for
purpcses of bandwidth managemetd)l admission contrand locatiorbased routingTo add a
location, navigate t®outing A Locationsin the lefthand navigation pane and click tRew
button in the right pane (not shown). In thenegal section, enter #following values:

1 Name: Enter a descriptive name for the location.

1 Notes:Add a brief description (optional).
M Click Commit to save

The following screen shows the locationalkstfor the location name8ession Manager
Later, this location will be assigned to the SIP Entity corresponding to Session M&diager.
location parameters (not shown) retained the default values.

AVAVA & Users v K Elements v & Services v | Widgets v  Shortcuts v ‘ E | admin

Aura® System Manager 8.1

Home Routing Routing
Routing Help 2
Location Details |Commit] Cancel
Domains
General
lezimms * Name: Session Manager
Conditions Notes: VMware Session Manager
BUE ETS Dial Plan Transparency in Survivable Mode
SIP Entities Enabled:
iy (il Listed Directory Number:
TFreliaras Associated CM SIP Entity:
et e e Overall Managed Bandwidth
Dial Patterns Managed Bandwidth Units: |Kbit/sec T
Total Bandwidth:
Regular Expressions
Multimedia Bandwidth:
Defaults Audio Calls Can Take Multimedia
Bandwidth:
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The following screen shows the locationaiistfor the location name@dommunication
Manager. Later, thidocation will be assigned to the SIP Entity corresponding to
Communication Manager. Other location parameters (not shown) retained the default values.

AVAyA & Users v A Elements v & Services v | Widgets v  Shortcuts v ‘ — | admin

Aura® System Manager 8.1

Home Routing Routing
Routing Help 2
Location Details Commit | Cancel
Domains
General
kezziirne * Name: Communication Manager
oo Notes: VMware Communication Manager
Suaptzucn Dial Plan Transparency in Survivable Mode
SIP Entities Enabled:
TS Listed Directory Number:
T s Associated CM SIP Entity:
ety e e Overall Managed Bandwidth
Dial Patterns v Managed Bandwidth Units:  Kbit/sec ¥
Total Bandwidth:
Regular Expressions
Multimedia Bandwidth:
Defaults Audio Calls Can Take Multimedia
Bandwidth:
HG; Reviewed: Solution & Interoperability Test Lab Application Note 370f 104

SPOC12/17/2020 ©2020 Avaya Inc. All Rights Reserved. ConsolAuraSBC81



The following screen shows the locatidetails for the location namesvayaSBCE. Later, this
location will be assigned to the SIP Entity corresponding to the Avaya SBCE. Other location
parameters (not shown) retained the default values.

AVAyA & Users v F#Elements v & Services v | Widgets v  Shortcuts v ‘ — | admin

Aura® System Manager 8.1

Home Routing Routing
Routing Help 2
Location Details Commit | Cancel
Domains
General
Locations * Name: Avaya SBCE
Conditions Notes: VMware Avaya SBCE
gdaptzucny Dial Plan Transparency in Survivable Mode
SIP Entities Enabled:
D Listed Directory Number:
T Associated CM SIP Entity:
RoUBDGHOR S Overall Managed Bandwidth
Dial Patterns v Managed Bandwidth Units:  Kbit/sec ¥
Total Bandwidth:
Regular Expressions
Multimedia Bandwidth:
Defaults Audio Calls Can Take Multimedia
Bandwidth:
HG; Reviewed: Solution & Interoperability Test Lab Application Note 380f 104

SPOC12/17/2020 ©2020 Avaya Inc. All Rights Reserved. ConsolAuraSBC81



6.4. Adaptations

In order to improventeroperability with third prty elements, Sessidanager 8.incorporates
the ability to use Adaptation modules to remove specific headers that are either Avaya
proprietary or deemed excessive/unnecessary foiAvaga elements.

For the comphnce testan Adaptation namedM_Outbound_Header_Removatas created to

block the following headers from outbound messages, before they were forwarded to the Avaya
SBCE: AV-CorrelationID, Alert-Info, EndpointView, P-AV-MessagdD, P-ChargingVector

and RLocation. These headers contain private information from the enterprise, which should not
be propagated outside of the enterprise boundaries. They also add unnecessary size to outbound
messages, while they have no significance to the service provider.

Navigate 6 Routing A Adaptationsin the lefthand navigation pane and click tRew button
in the right pane (not shown). In the new right pane that appears (shown below), fill in the
following:

1 Adaptation Name: Enter an appropriate name.

1 Module Name Select theDigitConversionAdapteoption.

1 Module Parameter Type SelectNameValue Parameter

Click Add to add the name and value parameters, as follows:
1 Name EntereRHdrs This parameter will remove the specified headers from
messages in the egress direction.
1 Value: Enterii A | -imfo,tP-Charging-Vector, AV-GlobalSessionlD, AV-Correlation
ID, P-AV-Messagedd, P-Location, EndpointV i e w0
M Click Commit to save
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The screemelow shows the adaptation created for the compliance test. This adaptation will later
be applied to the SIP Entity corresponding to the Avaya SB@Bther fields were left atheir

default values.

AVAyA & Users v /# Elements v  #* Services v Widgets v  Shortcuts v ‘ = | admin

Aura® System Manager 8.1
Home Routing Routing
Routing Help 2
Adaptation Details Commit | Cancel
Domains
General
Locations * Adaptation Name: |CM_Outbound_Header Removal
Conditions Notes:
* Module Name: | DigitConversionAdapter ¥
Adaptations .
Type: digit
Adaptations State: |enabled ¥
Module Parameter Type: |Name-Value Parameter ¥
Regular Expressi...
Add Remove
Device Mappings
Name Value
- "Alert-Info, P-Charging-Vector, AV-Global-Session-1D, AV- _
AP Eniie eRHdrs Correlation-1D, P-Av-Message-id, P-Location, Endpoint- Z
T S Select : All, None
Egress URI Parameters:
Time Ranges
Routing Policies Digit Conversion for Incoming Calls to SM
i Add Remove
Dial Patterns
0 Items Filter: Enable
Regular Expressions Matching Pattern | Min | Max Phone Context Delete Digits Insert Digits Address to modify Adaptation Data |Notes
Defaults - L. . ;
¢ Digit Conversion for Outgoing Calls from SM
HG; Reviewed: Solution & Interoperability Test Lab Application Note 400f 104

SPOC12/17/2020 ©2020 Avaya Inc. All Rights Reserved. ConsolAuraSBC81



6.5. SIP Entities

A SIP Entity must be added f&ession Manager and for each SIP telephony system connected
to it, which indudes Communication Manager and fheaya SBCE. Navigate tBouting A
SIP Entities in the left navigation pane and click on thew button in the right pane (not
shown). In theGeneral section, enter the following values. Use default values for all remaining
fields:

1 Name: Enter a descriptive name.

1 FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for
SIP signalingseeFigure 1).
1 Type: SelectSesion Managerfor Session Manage€M for
Communication Manager ar&lP Trunk (or Other) for the Avaya SBCE
9 Adaptation: This field is only present ifype is not set td&session Manager
If Adaptations were to be created, here is where wWaayd beapplied tathe entity.
1 Location: Select the location that appliesthe SIP Entity being created,
defined inSection 63.

I Time Zone: Select the time zone for the location above.
T Click Commit to save

The following screen shows the addition of 8ession Manage86IP Entityfor Session
Manager The IP address of the SessManager Security Module entered in th&QDN or IP
Addressfield.

AVAyA & Users v # Elements v & Services v Widgets v  Shortcuts v ‘ E | admin

Aura® System Manager 8.1

Home Routing Routing
Routing Help 2
SIP Entity Details [Commit| Cancel|

Domains General

. * Name: Session Manager
Locations

* IP Address: (10.64.101.249
Conditions SIP FQDN:
Adaptations ~ Type: | Session Manager v
Notes: VMware Session Manager
Adaptations
) Location: | Session Manager v
Regular Expressi...
Outbound Proxy: v
Device Mappings Time Zone: | America/New_York v
,, Minimum TLS Version: | Use Global Setting v
SIP Entities
Credential name:
Entity Links
Monitoring
Time Ranges SIP Link Monitoring: |Use Session Manager Configuration ¥
CRLF Keep Alive Monitoring: | CRLF Monitoring Disabled v
Routing Policies
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The following screen shows the addition of @@mmunication ManagefTrunk 2 SIP Entity

for Communication Manager. In order for Session Manager to send SIP service provider traffic
on a separate entity link to Communication Manager, the creation of ateefH? entity for
Communication Manager is required. This SIP Entity should be diffédvanthe one created

during the Session Managestallation used by all other enterprise SIP traffic. THR@DN or
IPAddressf i el d i s set t grodrdinterfaceln Comndunieatios Maodgaist h e
seen inSection 5.3 Select the location that applies to the SIP Entity being created, defined in
Section 63. Select thélime Zone.

& Users v # Elements v & Services v

FAV/AV/N

Aura® System Manager 8.1

Widgets v  Shortcuts v

A = [

Home Routing Routing
Routing Help 2
SIP Entity Details |Commit| Cancel
Domains General
o * Name: |Communication Manager Trunk 2
ocations
* FQDN or IP Address: (10.64.101.241
Conditions Type: [CM -
Adaptations Notes: Used for SP Testing
Adaptations Adaptation: A
Location: | Communication Manager ¥
Regular Expressi...
Time Zone: | America/New_York v
Device Mappings * SIP Timer B/F (in seconds): |4
" Minimum TLS Version: | Use Global Setting ¥
SIP Entities
Credential name:
£y LS Securable:
T s Call Detail Recording: |none v
Routing Policies Loop Detection
Loop Detection Mode: | Off v
Dial Patterns
Monitoring
Regular Expressions SIP Link Monitoring: | Use Session Manager Configuration ¥
CRLF Keep Alive Monitoring: | Use Session Manager Configuration v
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The following screen shows the addition of feyaSBCE SIP Entity for the Avaya SBCE
1 TheFQDN or IP Addressfield is set to the IP address of the SBC private network
interface (se€&igure 1).
1 On theAdaptation field, the adaptation modufeM_Outbound_Header_Removal
previously defined irsection 64 was selected.
1 Select the location that applies to the SIP Entity being created, defiSedtion 63.
1 Select thelime Zone.

AVAYA & Users v FElements v & Services v Widgets v Shortcuts v ‘ = | admin
Aura® System Manager 8.1
Home Routing Routing
Routing Help 2
SIP Entity Details Commit] Cancel
Domains General
*® .
Locations Name: |Avaya SBCE
* FQDN or IP Address: [10.64.101.243
Conditions Type: | SIP Trunk v
Adaptations Notes: VMware Avaya SBCE
Adaptations Adaptation: |CM_Outbound_Header_Removal ¥
Location: |Avaya SBCE v
Regular Expressi...
Time Zone: | America/New_York A
Device Mappings * SIP Timer B/F (in seconds): 4
,, Minimum TLS Version: | Use Global Setting v
SIP Entities
Credential name:
Entity Links Securable:
e RS Call Detail Recording: |none v
Routing Policies LOOP Detection
Loop Detection Mode: | Off v
Dial Patterns
Monitoring
Regular Expressions SIP Link Monitoring: |Use Session Manager Configuration ¥
CRLF Keep Alive Monitoring: |Use Session Manager Configuration ¥
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6.6. Entity Links

A SIP trunk between Session Manager and a telephony systiestiged by an Entity Link.
Two Entity Links were createdin entity linkto Communication Manager for use oriy
service provider traffic andn entity linkto the Avaya SBCE. To add an Entity Link, navigate to
Routing A Entity Links in the left navigation pane and click on tdew button in the right
pane (not shown). Fill in the following fields in the new row that is displayed:
1 Name: Enter a descriptive naan

1 SIP Entity 1: Select the Session Manager from the elog/n menuSection 65).
1 Protocol: Select the transport protocol used for this [[Bkction 5.6.
1

Port: Port number on which Session Manager will receive SIP reqguesighe farend
(Section 56).

1 SIP Entity 2: Select the name of the other system from the-dmpn menuySection
6.5).

1 Port: Port number on which the other system receives SIP requests from
Session Managég6ection 5.9.

1 Connection Policy: SelectTrusted to allow calls from theassociated SIP Entity.

1 Click Commit to save.

The screen below shows tRatity Link to Communication Managefhe protocol and ports
defined here must match the values used on the Communication Manager signaling group form
in Section 5.6 TLS transport ad port5071were used

AVAYA  sices Friomense @ Sorvices v | Widgets v Shartcuts v A = | admin

Aura® System Manager 8.1

Routing

Entity Links Commit]|Cancel

Name SIP Entity 1 Protocol |Port SIP Entity 2 Port

+ |[Session_Manager_CM_Ti  * [Q Session Manager TLs v|  #[so7 + |Q Communication Manager Trunk 2 # [5071 O trusted v

SIP Entities Select : All, None

Entity Links

Time Ranges Commit||Cancel

Regular Expressions

Defaults
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The Entity Link to the Avaya SBCE is showelow;TLS transportand port5061 were used.

AVAyA & Users v FElements v & Services v | Widgets v  Shortcuts v ‘ = | admin

Aura® System Manager 8.1

Home Routing
- Help ?
Routing P
Entity Links Commit||Cancel
Domains
Locations =
1 Item g Filter: Enable
R . Deny
Conditions Name SIP Entity 1 Protocol |Port SIP Entity 2 Port DN Congechion New
Override Policy ’
Service
Adaptations # [Session_Manager_ASBCi  * |Q, Session Manager TS v | *[s081 * |Q, Avaya SBCE * [5061 O trustad v
2
SIP Entities Select : All, None

Entity Links

Time Ranges

Commit||Cancel

Routing Polides

Dial Patterns

Regular Expressions

Defaults
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6.7. Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified inSection 65. Two routing policiesvereadded;an incoming policy with
Communication Managexs the destination arah outbound policy witthe AvayaSBCEas the
destination To add a routing policy, navigateRmuting A Routing Policiesin the left
navigation pane and click on theew button in the right pane (not shown). Tioowing screen
is displayed:

1 IntheGeneralsection, entea descriptivdlNameand ald a brief descriptionnderNotes

(optional).

1 IntheSIP Entity as Destinationsection, clickSelect The SIP Entity List page opens
(not shown). Choostilne appropriate SIP entity to which this routing policy applies
(Section 65) and clickSelect The selected SIP Entity displays on Beuting Policy
Details page as shown below.

Use default values for remaining fields.

1
M Click Commit to save.

The following screens show the Routing Polgfer Communication Manager atite Avaya
SBCE

AVAyA & Users v & Elements v £ Services v Widgets v  Shortcuts v ‘ E | admin

Aura® System Manager 8.1

Home Routing
Routing Help 2

Routing Policy Details [Commit| Cancel|
Domains

General
Locations * Name: To CM Trunk 2
Conditions Disabled:

* Retries: 0
Adaptations
Notes: |For inbound calls to CM via Trunk 2

SIP Entities R : )

SIP Entity as Destination
Entity Links Select

Name FQDN or IP Address Type Notes
Time Ranges ) )

Communication Manager Trunk 2 10.64.101.241 M Used for SP Testing

Routing Policies Time of Day
Dial Patterns Add Remove View Gaps/Overlaps

1Item Filter: Enable
MR BRI DT Ranking Name |Mon |Tue ‘Wed Thu |Fri Sat Sun | Start Time End Time |Notes

0 24/7 00:00 23:59 Time Range 24/7

Defaults

Select : All, None
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FAV/\V/N

Aura® System Manager 8.1

Home Routing

Routing
Domains
Locations
Conditions
Adaptations
SIP Entities

Entity Links

Time Ranges

Routing Policies
Dial Patterns
Regular Expressions

Defaults

HG; Reviewed:
SPOC12/17/2020

& Users v F Elements v & Services v Widgets v  Shortcuts v ‘ — | admin

Help 2
Routing Policy Details Commit Cancel|
General
* Name: Avaya SBCE
Disabled:
* Retries: [0
Notes: |For outbound calls to SP via ASBCE
SIP Entity as Destination
Select
Name FQDN or IP Address Type Notes
Avaya SBCE 10.64.101.243 SIP Trunk VMware Avaya SBCE
Time of Day
Add Remove View Gaps/Qverlaps
1Item o Filter: Enable
Ranking a [Name Mon |[Tue |Wed |Thu |Fri Sat Sun | Start Time End Time Notes
0 24/7 00:00 23:55 Time Range 24/7
Select : All, None
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6.8. Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
test, dial patterns were needed to route ¢allm Communication Manageo the service

providerand vice versaDial Patters define which route policy will be selected for a particular

call based on the dialed digits, destination domain and originating location. To add a dial pattern,
navigate tdRouting A Dial Patternsin the left navigation pane and click on thew button in

the right pane (not shown). Fill in the following, as shown in the screens below:

In theGeneral section, enter the following values:
1 Pattern: Enter a dial string that withe matched against the Requefl of the call.
1 Min: Enter a minimum length used in the match criteria.
1 Max: Enter a maximum length used in the match criteria.
1 SIP Domain: Enter the destination dam used in the match criteria, or sel®&LL 0
to route incoming calls tall SIP domains.
Notes: Add a brief description (optional).
In theOriginating Locations and Routing Policiessection, clickAdd. From the
Originating Locations and Routing Policy Listthat appears (not shown), select the
appropriate originating location for use in the match crit@ection 63).
1 Lastly, select the routing policy from the list that will be used to route all calls that match
the specified criteriéSection 67). Click Select(not shown).
1 Click Commit to save.

= =
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The following screen illustrates an example dial pattern useeriy inbound PSTN calls to
Communication Managem the example, calls td4digit numbers starting witB16, arriving
from locationAvayaSBCE, usedroute policyTo CM Trunk 2 to Communication Managefhe
SIP Domain was set @vaya.lab.com
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