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Configuring Universal Port with Extreme Networks Summit
X450e-48p to Support Avaya IP Telephones — 1.0

Abstract

These Application Notes describe the steps for configuring Universal Port (UP) for the
Extreme Networks Summit X450e-48p switch to dynamically configure the switch to support
an Avaya IP Telephone and attached PC. The UP feature provides a framework to use
scripting within the Extreme Networks switch to perform many Command Line Interface
(CLI) commands dynamically based on trigger events. Information in these Application Notes
has been obtained through DeveloperConnection compliance testing and additional technical
discussions. Testing was conducted via the DeveloperConnection Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

The Universal Port (UP) feature is supported beginning with release 11.6 version of Extreme
Networks XOS software. The UP feature is a flexible framework that allows the switch to take
direct action based on events. The focus is on edge ports with the switch applying dynamic profiles
(such as security) based on user login, and Power Over Ethernet (POE) configuration based on Link
Layer Discovery Protocol (LLDP) device discovery, and Virtual Local Area Network (VLAN)
assignment.

These Application Notes describe a solution using a combination of the UP feature with LLDP to
dynamically provision the X450e switch and Avaya IP Telephone. The UP feature relies on a
trigger event to initiate a preconfigured script called a profile to dynamically configure the switch
port. The four types of trigger events described in these Application Notes are Device-Detect,
Device-Undetect, User-Authenticated, and User-Unathenticated. These trigger events can be
grouped into two corresponding working pairs (Device-Detect with Device-Undetect, and User-
Authenticated with User-Unauthenticated). These trigger events work as follows:

e Device-Detect — Triggered when device is connected to a switch port

e Device-Undetect — Triggered when device is disconnected from a switch port

e User-Authenticated  — Triggered when device is successfully authenticated

e User-Unauthenticated — Triggered when device is unauthenticated after being successfully

authenticated earlier

Figure 1 illustrates the sample network configuration used in these Application Notes. The UP
feature is only enabled and configured in the X450e switch in the sample network. Each device
connected to the X450e switch is dynamically assigned an IP address by the Dynamic Host
Configuration Protocol (DHCP) server. For illustration purpose, Port 11 on the X450e switch is
configured to use the User-Authenticated and User-Unauthenticated trigger events, and port 7 on the
X450e switch is configured to use the Device-Detect and Device-Undetect trigger events. The same
profile and event trigger used in the sample network can be assigned to all ports on the switch thus
allowing the Avaya IP Telephone to be connected to any port with system administrator having to
pre-program any of the port.

When an Avaya IP Telephone is connected into port 7, the Device-Detect event will trigger the
“connect” profile associated with the Device-Detect event to be executed. This “connect” profile
assigns port 7 to the voice VLAN as tagged and notifies the Avaya IP Telephone to enable 802.1Q
Trunking. The Avaya IP Telephone will then save this information into NVRAM and reboot, and
subsequently send traffic using an 802.1Q frame to request an IP address. This is no different than
how the Avaya IP Telephone operates when DHCP option 176 is used to assigned VLAN
information. During the reboot, the Device-Undetect event will be triggered due to link-down
condition. The Device-Detect event will trigger the execution of the “connect” profile a second time
as the Avaya IP Telephone boots up again. Using LLDP, the switch will advertise the address to be
used for Avaya Communication Manager registration as well as a TFTP server address.
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For port 11, the Avaya IP Telephone must be authenticated by the Internet Authentication Service
(IAS) server using 802.1X authentication. Once authenticated, the User-Authenticated event will
trigger the execution of the “aconnect” profile associated with the User-Authenticated event. The
IAS server will also notify the switch using RADIUS Vendor Specific Attribute (VSA) as to what
VLAN the switch port should be assigned. The “aconnect” profile also notifies the Avaya IP
Telephone to enable 802.1Q Trunking. The Avaya IP Telephone will then save this information into
NVRAM and reboot, and subsequently send traffic using an 802.1Q frame to request an IP address.
During the reboot, the User-Unauthenticated event will be triggered due to un-authenticated
condition. The User-Authenticated event will trigger the execution of the “aconnect” profile a
second time as the Avaya IP Telephone is rebooted and re-authenticated. Using LLDP, the switch
will advertise the address to be used for Avaya Communication Manager registration as well as a
TFTP server address.

The PC connected to port 11 through the Avaya IP Telephone is independently authenticated by the
IAS server via 802.1X. Through the use of RADIUS VSA, port 11 will be provisioned with the
“data” VLAN as untagged. The PC will acquire an IP address through DHCP and connect to the
network.

Through the use of the UP feature, switch port provisioning can be dynamically initiated as devices
such as Avaya IP Telephones or PCs are moved from port to port or switch to switch, without
requiring an administrator to be actively involved. In addition, any LLDP attribute such as model
number or software version of an Avaya IP Telephone can be incorporated into the UP profile.
Conditional statements (such as “IF ... THEN ...” statements) can be used to further refine how a
switch port should be programmed or what information should be advertised to the attached device.
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2. Configuration

B S i
Avaya 38500 Media Server
172.28.10.5

Avaya 4602SW IP
Ext - 22022
215 172.28.50.222

Avaya G650 Media Gateway
IPSI172.28.10.6
C-LAN 172.28.10.7
MedPro 172.28.10.8

Extreme Networks
BlackDiamond 12k
resource VLAN - 172.28.10.1/24
voice VLAN -172.28.50.1/24
data VLAN -172.28.51.1/24

Summit X450e-48p
Microsoft Windows 2003 Server with 172.28.10.2
Mircosoft Active Directory Service

Internet Authentication Service Avaya 4610SW IP

DHCP Server Ext - 22023

TFTP Server DHCP

172.28.10.12

Avaya 4610SW IP
Ext — 24000
DHCP
PC
with Juniper Odyssey Client
DHCP
Figure 1: Sample Network Configuration
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3. Equipment and Software Validated
The following equipment and software/firmware were used for the sample configuration provided:

DEVICE DESCRIPTION

VERSION TESTED

Avaya S8500 Media Server

Avaya Communication Manager R3.1.2
(R013x.01.2.632.1)

Avaya G650 Media Gateway
TN2312BP IPSI FW 22
TN799DP C-LAN FW 16
TN2302AP MedPro FW 108

Avaya 4602SW IP Telephone

R2.3 — Application (a02d01b2_3.bin)

Avaya 4610SW IP Telephone

R2.6 — Application (a10d01b2 6.bin)

Extreme Networks X450e-48p

ExtremeXOS 11.6.1.9

Extreme Networks BlackDiamond 12k

ExtremeXOS 11.4.3.4

Microsoft Windows running

2003 Server Enterprise Edition

Active Directory Users and Computers

5.2.3790.1830

Internet Authentication Service

5.2.3790.1830

DHCP Server

5.2.3790.1830

Juniper Networks Odyssey Client on PC running
Microsoft Windows 2003 Server

4.50.0.2496

4. Configure the Extreme Networks Switches
This section describes the configuration for Extreme Network X450e-48p and BlackDiamond 12k as

shown in Figure 1.

4.1. Configure the X450e-48p

This section shows the necessary steps in configuring the X450e-48p as shown in the Figure 1.

Step Description

1. Connect to the X450e-48p switch and log in using appropriate credentials.

login: username
password: XXXXXX

AL; Reviewed:
SPOC 2/23/2007

Solution & Interoperability Test Lab Application Notes 50f 51
©2007 Avaya Inc. All Rights Reserved.

UPM-X450e




Step Description
2. Create the VLANS on the switch. The IP address assignment is optional. All routing is
performed by the Black Diamond 12k. The VLAN name to be used by the Avaya IP
Telephone must begin with the word “voice”.
X450e-48p.1 # create vlan resource
X450e-48p.1 # config vlan resource tag 10
X450e-48p.1 # config vlan resource ipaddress 172.28.10.2/24
X450e-48p.1 # create vlan voice
X450e-48p.1 # config vlan voice tag 50
X450e-48p.1 # config vlan voice ipaddress 172.28.50.2/24 (optional)
X450e-48p.1 # create vlan data
X450e-48p.1 # config vlan data tag 51
X450e-48p.1 # config vlan data ipaddress 172.28.51.2/24 (optional)
3. Configure VLAN assignment for the ports. Port 11 will be dynamically configured via the
UP feature as a device is connected to the port.
X450e-48p.1 # config vlan default add port 48 untagged
X450e-48p.1 # config vlan resource add port 48 tagged
X450e-48p.1 # config vlan voice add port 7,48 tagged
X450e-48p.1 # config vlan data add port 7 untagged
X450e-48p.1 # config vlan data add port 48 tagged
4. Configure the switch for RADIUS authentication and enable the switch port for netlogin.
The shared-secret must match the one configured in Section 5.2, Step 3.
X450e-48p.1 # configure radius netlogin primary server 172.28.10.12 1812
client-ip 172.28.10.2 vr VR-Default
X450e-48p.1 # configure radius netlogin primary shared-secret 1234567890
X450e-48p.1 # enable radius netlogin
X450e-48p.1 # configure netlogin vlan temp
X450e-48p.1 # enable netlogin dotlx
X450e-48p.1 # enable netlogin ports 11 dotlx
5. By default the X450e-48p only has two priority queues, QP1 and QP8. Configure a new
QoS profile QP7 on the switch and remap 802.1P priority 6 to this new profile. In the
sample configuration, the Avaya IP Telephones use 802.1P value 6 for media and signaling
traffic. Section 8, Step 2 configures these settings in Avaya Communication Manager.
802.1P examination is enabled by default on the X450e-48p switch; therefore, there is no
need to enter any additional command to enable this feature on the port.
X450e-48p.1 # create qosprofile QP7
X450e-48p.1 # configure dotlp type 6 qosprofile QP7
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Step

Description

Create the upm profile by using the “create upm profile <profile-name>" command at the

prompt. This command will initiate a vi style editor for inputting the profile into the system.
For additional information on scripting and the use of the editor, please refer to reference [6]

and [7]. Steps 7-10 show the actual UP profile’s scripts.

The following illustrates the script for the aconnect profile. This profile will be used by the

USER-AUTHENTICATED event.

X450e-48p.1 # create upm profile aconnect

#

#

#

create upm profile aconnect

set var acm 172.28.10.7

set var fileserver 172.28.10.12

#

enable 1ldp port $EVENT.USER_PORT

#

configure 1ldp port $EVENT.USER_PORT advertise vendor-specific dotl
vlan-name

configure lldp port $EVENT.USER_PORT advertise vendor-specific avaya-
extreme call-server $acm

configure 1ldp port $EVENT.USER_PORT advertise vendor-specific avaya-
extreme file-server $fileserver

configure 1ldp port $EVENT.USER_PORT advertise vendor-specific avaya-
extreme dotlg-framing tag

aconnect profile

#

The following illustrates the script for the adisconnect profile. This profile will be used by

the USER-UNAUTHENTICATED event.

X450e-48p.1 # create upm profile adisconnect

adisconnect profile

isable 1ldp port $EVENT.USER_PORT

* o HH B
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Step

Description

9. The following illustrates the script for the connect profile. This profile will be used by the

DEVICE-DETECT event.

connect

X450e-48p.1 # create upm profile
#

# connect profile

#

set var voiceVlan voice

set var dataVlan Data

set var acm 172.28.10.7

set var fileserver 172.28.10.12
#

#
# Add the port to vlan
#

#
# LLDP Avaya configuration
#

vlan-name

extreme call-server $acm

extreme dotlg-framing tagged
#

configure $voiceVlan add port $EVENT.USER PORT

enable 1ldp port $EVENT.USER_PORT
configure 1ldp port $EVENT.USER_PORT advertise

configure 1ldp port $EVENT_.USER_PORT advertise
configure 1ldp port $EVENT.USER_PORT advertise

extreme file-server $fileserver
configure 1ldp port $EVENT.USER_PORT advertise

create log entry LLDP_$EVENT.DEVICE-DETECT_on_$EVENT.USER_PORT

tag

vendor-specific dotl
vendor-specific avaya-
vendor-specific avaya-

vendor-specific avaya-

AL; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 51

SPOC 2/23/2007 ©2007 Avaya Inc. All Rights Reserved.

UPM-X450e




Step

Description

10.

The following illustrates the script for the disconnect profile. This profile will be used by
the DEVICE-UNDETECT event.

X450e-48p.1 # create upm profile disconnect

disconnect profile

#
#
#
set var voicevlan voice
#
#
#
i

T (I$MATCH(S$EVENT.DEVICE_IP, 0.0.0.0)) then

enable cli scripting
create log entry "LLDP DEVICE-REMOVED, IP $(EVENT.DEVICE_IP)"

else

#

# Remove port from VLAN and disable I1ldp

#

config $voicevlan delete port $EVENT.USER PORT

unconfig 1ldp port $EVENT.USER_PORT

#

endif

#

11.

Assign the appropriate profile to each UPM event.

X450e-48p.1 # configure upm event user-authenticated profile aconnect
ports 11

X450e-48p.1 # configure upm event user-unauthenticated profile adisconnect
ports 11

X450e-48p.1 # configure upm event device-detect profile connect ports 7

X450e-48p.1 # configure upm event device-remove profile disconnect ports 7

4.2. Configure the BlackDiamond (BD) 12k
This section shows the necessary steps in configuring the BD12k as shown in Figure 1.

Step Description
1. Connect to the BD12k switch and log in using appropriate credentials.
login: username
password: XXXXXX
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Step Description

2. Create the VLANS on the switch.

BD-12804.1 # create vlan resource

BD-12804.1 # config vlan resource tag 10

BD-12804.1 # config vlan resource ipaddress 172.28.10.1/24
BD-12804.1 # enable ipforwarding resource

BD-12804.1 # create vlan voice

BD-12804.1 # config vlan voice tag 50

BD-12804.1 # config vlan voice ipaddress 172.28.50.1/24
BD-12804.1 # enable ipforwarding voice

BD-12804.1 # create vlan data

BD-12804.1 # config vlan data tag 51

BD-12804.1 # config vlan data ipaddress 172.28.51.1/24
BD-12804.1 # enable ipforwarding data

3. Configure VLAN assignment for the ports.

BD-12804.1 # config vlan default add port 2:15 untagged
BD-12804.1 # config vlan resource add port 2:1-2:5 untagged
BD-12804.1 # config vlan resource add port 2:15 tagged
BD-12804.1 # config vlan voice add port 2:14,2:15 tagged
BD-12804.1 # config vlan data add port 2:15 tagged

4. Enable DiffServ Code-Point examination on the switch for ports connecting to the Avaya
S8500 Media Server and G650 Media Gateway.

BD-12804.1 # enable diffserv examination ports 2:1-2:4

5. Configure bootprelay for DHCP request.

BD-12804.1 # configure bootprelay add 172.28.10.12 vr VR-Default

5. Configure Microsoft Services

The installation of Microsoft Active Directory and Internet Authentication Services server is beyond
the scope of this Application Notes and will not be covered. The configuration of the Microsoft
Active Directory Service and Internet Authentication Services needed to support the sample network
will be shown in the following two sections.
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5.1. Configure the Microsoft Active Directory Service

This section shows the necessary steps in configuring the Microsoft Active Directory server as

shown in the Figure 1 to support the Avaya IP Telephones and PC only.

Step

Description

1. Invoke the Active Directory Users and Computers window under Administrative Tools of a

Microsoft Windows system. Configure the active directory domain properties by
highlighting the Active Directory domain then right click and select Properties.

£# Active Directory Users and Computers o ]
@ File  Action Wew Window Help | - |5’|£|
= i b ] ~ =l el
= | AE B FRE 2 gl va o
@ Active Directory Users and Computer | inkerop.com 5 objects
o (1 5aved Queries Mame | Tvpe | Description |
E@ 03 Bul Delegate Contral,,, builtinCromain
[:l Liltin Fird... Conkainer Default container For upar. .. |
@ gomp! Connect ko Damain, .. rollers Owganizational ... Default container For dom. ..
+- = ]
|:| FEIZ?:I Connect bo Domain Cantraller ... itvPrincipals Containet Default container For secu. ..
i & I_lsers- Raise Domain Furnctional Lewel, .. Containet Default conkainer For upar. ..
Operations Masters. .,
e k
Al Tasks
iy
Mew Window from Here
Refresh
Export Lisk...
Properties
4 Hep

|Opens property sheet For the current selection.
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Step

Description

Select the Group Policy tab in the properties window. Highlight the Default Domain

Policy then click Edit to display the Group Policy Object Editor.

interop.com Properkies ilil
General I Managed By | Group Fiolicy I
Ta improve Group Policy management  upgradeito the Group Policy
b aniagement Congole [GRPHC]
Current Group Policy Dbgect Link = for interop
Group Pohoy Object Links | Mo Ovemde | [izabled |

Default Diomain Policy

Group Paolicy Objects higher in the kzt have the highest prionty.
Thiz lizt obtained from: 2ol inkerop.com

New | agd. || Ex | Up
Dptionz... | Diehste... | Properties (Mo |

[ Block Palicy inheritarce

| (1] 4 I Lancel |

Spply |
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Step Description
3. From the Group Policy Object Editor, Navigate to Computer Configuration > Windows
Settings = Security Settings = Account Policies = Password Policy on the left panel.
Double click on Store passwords using reversible encryption policy on the right, and
change the setting to Enabled.
=10l x|
Ele acton Wew Help
&= EmElxmE| 2
AF Defauk Demain Paicy [sclinterog.com] Pelicy || Poley | Pakicy Setting
=& Competer Configuration sg|Enforoe passward history 24 passwords remembered
&l Software Settings A rainam passward age 42 days
& """'-J':"""s B EfPinknum passeard aga 1 days
==t Bl ] inimum passeard length 5 thararters
B 3;‘ Seourky Settngs EPasmdrmst mest complenity requirements  Cisabled
=] @ Account Palices
i el Passward Policy
| a2 Kerberes Palicy
- 7] Local Polides
H1- s Ewent Log
[0 Restriched Grouns
(1 [Z8 Swstem Services
[ Resgistry
[ Fibs Sysbem
E-"f Wireless Nebwark ([EEE 802.11) Palicies
B[22 Putlic Key Poicies
-] Saftware Restriction Paldes
-, [P Secwity Policies on Active Directory (nter
2 Adrinistrative Templates
= offd User Configuration -
. | + 1 Srftenre Sedtinns | L|_I 1| | ﬂ
I
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Step

Description

Click OK on the domain properties pop-up window to complete.

interop.com Properties ilil

Gieneral | Managed By Group Folicy ]

To improve Group Policy management fupaiadeto the Group Policy
tanagement Conzale [GPMC)L

Iy
Current Group Policy Dbject Links for interop

| Mo Overide | Dizabled |

Group Policy Object Links
Drefault Domain Policy

Group Policy Objects higher in the kst have the highest prionty.
Thiz ligt obtained from: solinterop.com

New | mgd | Ew | |
Erq:la{tiesl [ ey |

Optiohs... | Delste. [

[ Block Palicy inheritance

Cancel | Apply

DK I

Create a new user ID for an Avaya IP Telephone user and a PC user. From the Active
Directory Users and Computers window menu, select Action - New > User to begin

creating a new user ID.

=10l

%
@ File | gction ¥iew Window Help

[IETE

Delegate Contral... | ) | mitlh @ &
v~ |lisers 29 ohiects
Cormputer | Type | Description
i All Tasks »  Contack User
Nevs Windows fram Here ey User
—— InetOrgPerson User Built-in account: for admini, .
Refresh MSMO Quele Alias User
E Export List... Printer Security Group ...
Properties Security Group ...
o Shared Folder Security Group ... Members of this group are...
Help ] ECERTSVC_DCOM_ACCESS Security Group ...
!ﬁDHCP Adminiskrators Security Group ... Members wha have admini...
!ﬁDHCP Users Security Group ... Members who have view-...
DrisAdming Security Group ... DNS Administrators Group
!ﬁDnsUpdateProxy Security Group ... DNS clients wha are permi...
!ﬁDomain Adrmins Security Group ... Designated administrators. ..
!ﬁDomain Computers Security Group ... All workstations and serve...
Domain Cantrollers Security Group ... Al domain controllers in th...
Domain Guests Security Group ... Al domain guests
!ﬁDomain Users Security Group ... Al domain users
!ﬁEnterprise Admins Security Group ... Designated adminiskrators.. .
Group Policy Creator Owners  Security Group ... Members in this group can...
Guest User Built-in account For guest ...
!ﬁHeIpServicesGroup Security Group ... Group Far the Help and Su...
!ﬁIIS)\u‘PG Security Group ... 115 Worker Process Group
<| of| Gz b et

|Create a new object...
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Step

Description

For an Avaya IP Telephone, enter the phone’s MAC address as the User logon name. The
First name and Last name are for information only. Click Next to continue.

New Object - User

g Createin:  interop.com/sers

First namme: |DummE43m Initialz: |

Last name: I

Full name: |DumﬂaE43m

|l zer logon name:

|l zer logon name [pre-windows 2000F

[00040DE 43775 @inkerop.com [

IINTEF!DF'\ Immuam

< Back I Mt = I

Cancel |

Enter a Password for the user ID. For an Avaya IP Telephone, enter a numeric password.
Select the User cannot change password and Password never expires fields. Click Next

to continue.

New Object - User

g Create . interop comyWzers

Pazsward: 1------

Confirm passwaord: i------

[ Uszer must change password at next logon

v Uszer cannot change pazsword

¥ Password never expires

[ Account i disabled

< Back I Mest > I

Cancel
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Step

Description

Click Finish to complete.

Mew Object - Lser

g Create in:  interop.comd/U zers

“When you chck Finizh, the followng object wall be created:

Full rarme: 000400E 43773
|lzer logon name: 000400 E43773 (Enterop.com

The pazzword newver expires.

F]
Cancel |

Repeat Steps 5-8 to create a user ID for the PC. Below is a screen capture for user 1D

“userl” used for the PC for log in.

Mew Object - User

ﬁ Create in:  interop.com/Users

Firzt name: uzerl ritials: I

Last narme: i

Full narme: Iuset'i

||zer logon name:

I uzer| I@ntemp.mn

|lzer logon name [pre-wdindows 2000F

IINTEFHIIF'H I]useﬂ

< Back I Mext = I

Cancel
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Step

Description

10.

After creating the user ID, begin editing its property by double clicking on the user ID in the
Active Directory Users and Computers window.

4% Active Directory Users and Computers =181 =]
< Ble Adion few Window e | =18 |
= O@Els 0 XEFIB 2 ABBTSTE
éﬁ #ctive Directory Users and Computer | Users 30 objecks
-3 j:_“'-""'Ed Queties Namme I Type | Descriphion | =
=l 1@ inkerop.com
- Bultin
] Computers
m"‘fﬂ D"""‘."" cu'tr.nllmrs . ¥ admiristrator Liser Buik-In 2ccount For admini. .,
[#]-__] ForeignSecurityPrincipals
=y ﬁ andy leung Liser
fwaya PCs Securiby Group ...
Awaya Phones Sacuriby Group ...
chrt Fublishers Security Group ... Members of this group are...
gcmrswc_ncm_nc&ss Security Group ... i
DHCP Administrators Securiby Group ... Members wiho have admeni., .
mDHCP Lsers Security Graup ... Members who have view-..,
gt‘lnsﬁd‘mins Security Group ... DNS Administrabors Group
DnsUipdakerrony Security Group ... DNS dients who are pemi, .
Diomain &dmins Security Group ... Designated adminiskrabors,,.
Damain Compubers Security Group ... &l workstations and ssrve...
Domain Controliers Securiby Grovp .. Al domain controlers inth,.
R I I _.d I Damain Ginsks Seruribv Groom ... A drmasin Anesks .'.J
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Step

Description

11.

Select the Dial-in tab in the user properties window. Enable remote access by clicking on
the Allow access radio button. Click OK to complete. Repeat this step for all Avaya IP

Telephone and PC user IDs.

00040DE43779 Properties 7|

Feneral I Address ; .&r::m.nt] Frofile I Telephones I [rganizatiam
R ermiote cantral A Semvices Frofile I COk+
b ember Of Diakir Ervvironment I Sezzionz

Femote Access Pemizsion [Dishn o WP

" Deny aocess

(= Control access through Femote Access Policy

™ erify CallerI0;
Callback Options

% Mo Callback
™ Set by Caller [Fouting and Remote Access Service only|

™ Always Callback fo: I

™| Aizsign a Static P Address I

Apply Static Boutes

Define routes to enable For this Diskin Giatic Foutes |
connection, =

| Mk I Cancel | Amply
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Step

Description

12. | Create a new user Group by selecting Action - New - Group from the drop-down menu.

The use of a Group facilitates the assignment and management of additional user I1Ds.

-.? Active Directory Users and Computers ;lglﬂ
@ File | Action Wiew ‘Window Help |;|i|5|
- - Delegate Contral... | D it vg o
@ Activ e [ Users 29 obiects
w00 < [ corpuer [Tvpe [escription -
EI@ ir Al Tasks »  Contact User
E Mew Window from Here User — —
: User Built-in account for admini...
E Refresh M3MQ Queue Alias Lser
E Expart Lisk. .. Printer Sacurity Group ...
—— User Security Group ..
= Shared Folder Secutity Group ... Members of this group are, ..
Help ] ECERTSVC_DCOM_ACCESS Security Group ...
!ﬁDHCP Adminiskrators Security Group ... Members who have admini...
!ﬁDHCP Users Security Group ... Members who have view-...
!ﬁDnsAdmins Security Group ... DMS Administrators Group
!ﬁDnsUpdateProxy Security Group ... DMS clienks who are permi...
ﬁEDomain Admins Security Group ... Designated administrators, .,
Domain Computers Security Group ... All workskations and serve..,
ﬁEDomain Contrallers Security Group ... All domain controllers inth..,
!ﬁDomain Guests Security Group .., All domain guests
!ﬁDomain Users Security Group ... Al domain users
!ﬁEnterprise Admins Security Group .., Designated administrators. ., -
!ﬁGroup Policy Creator Owners  Security Group ... Members in this group can...
%Guest User Built-in account for guest ...
!ﬁHelpServicesGroup Security Group ... Group for the Help and Su...
!ﬁIIS_WPG Security Group ... IIS Worker Process Group
J | e e oo 7
|Create a new objeck... | |

13. | Create a group for Avaya IP Telephones. The sample network uses the name Avaya Phones
for this group. Click OK to complete.

New Object - Group x|

ﬁ Create in:  interop.com)Users

GraUp narne:

I Avayva Phones

Group name (pre-windows 20005:

I Avaya Phones

Group scope [r Group bype

£ Domain local &+ Sequrity
& Global " Distribution
 Universal ;

o]

Cancel |

14. | Repeat Steps 12 and 13 to create another user Group for the PC.
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Step

Description

15.

After creating the user Group, begin editing its property by double clicking on the Group in
the Active Directory Users and Computers window.

£ Active Directory Users and Computers i i . =101 x|
<) Fie  Acion  wew indow Helb | =l&)x]
r+amreXerE @ alhTaEE
) Aive Dingchory Users and Computer | Usars 29 objacts
2 [ saved Quenes Tame | Typa [ Dasaiption -
= ) nterop.com £ 00040094F05 Liser
& g Buitin £} 00040043773 Lier
B L amputers 7 aduminictrator Lker Built-in aceaunt Far admii, ..
1#-[f] Doman Contralars £ andy b Lisew
#1- [ FaregnSecuityPrincpals - _ ._ ) )
i Lsars -
) Security Group - Global
L conl-Puls bl S iz Riswbasslof this group sre...
(T CERTSVC_DCOM_ACCESS  Security Group ...
ED!-ICP Admvristrakars Socurity Group ., Members who have admini...
DHCP Users Security Group ... Members who have view-...
Dz fudeiing Security Group ... DT Administralors Group
CrisUpdateProxy Secuty Group ... DS chents whio are perml,
ﬁmman Admrns Sacurity Group .., Desgrated administrators. .
Diaman Computers Seourity Group ... Allworkstations and serve...
Duamain Contralers Security Greup ... Al damein contralers inth...
Coannain Eugsts Sacurity Group .. Al domezin guasts
ﬁmman Users Sacunty Group .., Al domain users
Erkerprise Agmins Security Group .. Desgnated administrators... =
Graup Pelicy Crestar Owners  Security Greup ... Members in bhis graug can...
Guesk User Buik-in accounk For guesk ..,
mmb&erucmol.p Saourty Group .. Group For the Help and Su...
ﬂ]]S_WPG Security Group ... 115 Warker Process Group
£ UsR_scL Liser Eiuik-in gccaunt Far ancay...
4 | 1| - i . - o =
16. | Select the Members tab in the group Properties window. Click Add to continue.
Avaya Phones Properties ﬂﬂ
General Memhell][] MmagadByI
Members:
Marne Active Di Folder
Add.. | Bemove |
| 0K I Cancel Apply
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Step Description

17. | Enter the user ID that should be assigned to the Avaya Phones group. This should be the
user ID for the Avaya IP Telephone. Use Check Names to assist in searching for the user
ID. Click OK to complete.

Select Users, Contackts, or Computers e |

Select thiz object tupe:

ILlsers or Other objects Object Topes. ..

Erarn thiz lozation:

18

Iinteru:up.u:u:um Locations. ..
| 000400 E 43779 (000400 E 4377 9@inkeron. coml Check MNames
Advanced... ] | Cancel |
4

18. | Repeat Steps 15-17 to add members to the PCs user group.

5.2. Configure Microsoft Internet Authentication Services (IAS) Server

This section shows the steps for configuring the 1AS server to support 802.1X authentication for an
Avaya IP Telephone and a PC.

Step Description

1. Invoke the Internet Authentication Service window under Administrative Tools of the
Microsoft Windows system. Create a new RADIUS client by selecting Action - New
RADIUS Client from the drop down menu in Internet Authentication Service window.

"¢ Internet Authentication Service -3 x|
File | action Wiew Help
B riew Rapius Cien: (=MD
Mew b e {Local) Friendly Mame I Address | Protocol | Client-vendor
Refresh There are noitems to show in this view.,
Export List...
Help ssing
| | i
Mew Client |
AL; Reviewed: Solution & Interoperability Test Lab Application Notes 21 of 51

SPOC 2/23/2007 ©2007 Avaya Inc. All Rights Reserved. UPM-X450e




Step

Description

Enter the name and IP address of the X450e-48p switch to create a new RADIUS client.
This must match the IP address configured in Section 4.1, Step 4. Click Next to
continue.

New RADIUS Client g ]|

M ame and Addreszs

Type a friendly name and sither an |F Addrezs or DNS name for the client.

Eriendly narme: IXM

Client address (1P of DMNG |

172.28.10.2 Werify. . |

< Back ‘! Hewt » I\ Cancel
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Step

Description

Mew RADIUS Client

Additional [nfarmation

Enter the Shared secret that will be used for this client. This shared secret must match the
information configured in the switch in Section 4.1, Step 4. Click Finish to complete.

vendar af the BADILS chent.
LClignt-4fendar;

[f wou are wzing remote access: polcies bazed on the clent vendor attribute, specify the

RaDIUS Standard

-

Shared zecret; |=====-=-=

Confirm zhared secret; I====-==-|

[T Bequest must contain the Message Authenticator stinbute

< Back I Finizh I

Cancel

Remote Access Policy.

"_,:;.9 Internet Authentication Service

Create a new access policy for the Avaya IP Telephones by clicking on Action - New

_ 1Ol x|
File | action Miew Help
PO Mew Remote Aocess Policy
@ Ir  Dew L)} Name [o..
m ‘2% Connections to Microsoft Routing and Remate ... 1
: efresh ) h
Esqmane st . =4 Connections to other access servers 2
Help
Mew Remote Access Policy
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Step

Description

Click Next in the New Remote Access Policy Wizard.

New Remote Access Policy Wizard

Welcome to the New Remote
m Access Policy Wizard

To continue, chck Mext.

Thiz wizard helps pou zet up a remote access policy,
which is a set of condiions that determine which
connection reguests are aranted access by this server.

Caticel |

Select Set up a custom policy radio button and enter a Policy name. The sample

network uses the name Avaya Phone. Click Next to continue.

Mew Remote Access Policy Wizard

Policy Configuration Method

The wizard can create a typical policy. or vou can create a custom policy.

Howw do pou wank b zet up this policy?

{7 I ze the wizard to 2t up a tupical policy for a common scenarnio

& Setup a custom policy

Type a name that dezcribes this polcy.

Edlicy name: |Avava Phone

Example; SLifienicate al YEH connechons.

< Back

I Hext = I

Cancel
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Step Description

7. Click the Add button to add a new policy condition.

New Remote Access Policy Wizard

Policy Conditions
To be authenticated, connection requests must match the conditions you specify.

Specify the conditions that connection requests must match to be aranted or denied
aCCess.

Folicy conditions:

Ldd. Edi.. Renove |

< Back Hext »

Caticel |

8. Highlight Windows-Groups from the Select Attribute pop-up window. Click Add to

continue.
Ml Select Attribute i |
Select the type of attibute ko add, and then chick the &dd button,
Aftribute types:
I arme i Dieschption il
Called-Station-Id Specifies the phone number dialed by the us
Calling-5tation- d Specifies the phone mamber from which the o
Client-Friendly-Mame Speciiies the mendly name for the RADIUS ¢
Client-IP-Address Specihes the IP address of the RADIUS cher
Client-4endor Specifies the manufacturer of the RADILS m
Dap-and-Time-Festic...  Specihes the tme penods and days of week,
Framed-Pratocol Specihes the protocol that iz used.
MS-RAS Wendor Drezcnphon not yet defined
MAS-ldentifier Specifies the stiing that identifies the MAS th.
MAS-IP-4ddress Specifies the IP addrezz of the MAS whene t
MaS-Port-Type Speciies the type of phwsical port that iz uzes
Service-Type Species the type of service that the user ha
1= Specifies the unneling protocols used.
I Specifie: the 'Windows groups that the uzer t:
< | ol
| Add.. I Cancel |
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Step

Description

Click Add in the Groups pop-up window to add a windows group

2%
T he following aroups ane curenthe i this condibion,
Groups
M arne |
Add. Hemoye
[k Canicel

10. | Enter the Active Directory user group created in Section 5.1, Steps 12-13. Use Check
Names to assist in searching for the user group. Click OK to complete.
Select Groups i |
Select thiz object fpe;
IGrl:uups Object Tepes... |
Erarn thiz location;
Iintern:np.n::n:nm Locationsz... |
Enter the object n]mes to select [examplesf
Avava Phones Check Mamesz
Advanced... | k. | Cancel
e
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Step

Description

11.

Click OK in the Groups pop-up windows to complete.

d o4
The following groups are curmently in thiz condibion.
Groups:
M arne |
IMTEROP 2vava Phones
add... Hemowve
0K | Cancel |

12. | Once the windows user group has been added via Steps 8-11, click Next to continue.
New Remote Access Policy YWizard x|
Policy Conditions J

To be authenticated, conmection requests must match the conditions vou specify, J.’
Specify the conditions that connechon reguests must match to be granted or denied

ACTEDE.

Add. Edit.. Remove |
< Back I MHewt > I Cancel
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Step Description

13. | Click the Grant remote access permission radio button. Click Next to continue.

New Remote Access Policy Wizard x|

Permissions ‘
A remote access policy can either grant or deny access bo ugers who match the J_’
zpecified conditions.

|f & connection request matches the specified condibions:

£ Deny remote access permission

% Grant remote access pemission

< Back Cancel I

14. | Click Edit Profile to configure the profile for this access policy. This will display the
Edit Dial-in Profile pop-up window.

New Remote Access Policy Wizard |

Profile 3
¥'ou can make changes to the profile for this policy. J

& profile iz a collection of zettings appled to connection reguests that have been
authenticated. To review of change the default profile for this policy, click Edit Prafile.

Edit Profile.... ]

< Back

Cancel I
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Step

Description

15. | Select the Authentication tab in the Edit Dial-in Profile pop-up window. Uncheck all
Microsoft authentication protocols as shown in the screen capture below. Click EAP
Methods to continue. This will display the Select EAP Providers pop-up window.

Edit Dial-in Profile

Dialin Corstraints | IF | Multlink
Authentication g Ercrption I Advanced

Select the authentication methods vou want to allow for this connection,

EAF bethods

I"" Microsoft Encrypted Authentication version 2 [MS-CHAR +2}

™| User can change passwiod aften it has expired
[T Microzoft Encrypted Authentication [MS-CHAR]

T | User can change passwiod aften it has expired
[ Encivpted authentication ([CHAR]
[ Unencivpted authentication [FAP, SPAP]

i o

— Unauthentizated acoess

Allow chients b conmect without neaohiating an authentication
r rnethiod.

(] Cancel Apply
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Step

Description

16. | Click Add in the Select EAP Providers pop-up window to add a new EAP type.

Select EAP Providers

EAF bppes are negotiated in the order in which they are lizted.

EAF bipes:

dd. Edi. |

Hemowe | ; ] I

b e Do

2lx
Mo L@ |
[

Cancel

17. | Select MD5-Challenge in the Add EAP pop-up window. Click OK to continue.

2 x|

Authentication rmethods:

IMO5-Challenge

Smart Card ar other cestiicate
Eratactad E AP PE ADY

| (1] I Cancel
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Step

Description

Select EAP Providers

EAR types are negotiated in the order in which they are lizted.

E4P types:

ove Lp |
e [owr |

Cancel |

18. | Once the MD5-Challenge EAP type is added, Click OK to complete the EAP
authentication selection.

19. | Select the Advanced tab in the Edit Dial-in profile pop-up window. Highlight each
existing attribute, then click Remove to delete it. Click Add after all existing attributes

have been removed to enter a new attribute. This will display the Add Attribute pop-up

window.
Edit Dial-in Profile e |
Dishin Canstraints | P | Multilink |
Authentication ] Encrypbion Advanced
Specify additional connechion attibutes to be retumed to the Femote
Aooess server
Attributes:
| Wendor | Walue
e RADIUS Standard  Framed
Frarned-Protocol RADIUS Standard  PPP
4| | ]
agd. || Ed. || Remove |
DK I Cancel Apply
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Step

Description

20. | Highlight the Vendor Specific attribute name from the list of attributes displayed in the
Add Attribute pop-up window. Click Add to continue
Attribute Information pop-up window.

Add Attribute 2] x|

To add an atlribute to the Profiie. select the atlribute, and then click Add.

To add an atiribute that i mot Bsted, zelact the Wendor-Speciic attnbute.

Aftrigute:
Name | Vendor | Desciption B
TurnelFagsword RADIUS Standard Specifies the password used for authenticaling to a remoke
TurmelFreference RADIUS Standard Specifies the telative pieference azsigned to 2ach unnel —
TirnelP-GioupD RADIUS Standad Specilies the Group 1D for & tunneled session
TurnelSere-dulbl D RADIUS Standaid Specifies the name used by the unnel terminalai during th
TurmelServer-Endpt RADIUS Standaid Specifies the IP address of the server end of the tunnel.

g P S STarraT

[t 1WA =)

RADILS Standard
Clern

Sp e suppaoit of propnetary NAS features.
oo e Cionn A0 Pog WICH

Allowed-Certificate-010
Generste-Class-Attribute
Genarste-Session-Timeout
lgnore-User-Dialin-Fropetias
W S-Quarantive | PFiker

TurnelTag
USR-ACCM-Tyoe
USRAT Caldrout-Filtes
U(ISFL-AT Call-Output-Filker
4

M3 -Quarantine-Session-Timsout

Microzoft
Microgoft
hiicrozoft
Microsoft
Microsoft
Microsoft
Microsoft
L5, Robatiss. Inc.
1.5, Robatics, Inc.
1.5, Aobotics, im

Specifies the ceriicate purpose o uzage object iderdifiers
Specifies whether 145 automaticaly generates the class 2
Specifies whether A5 automaticaly generates the session
Specifies that the user's diakin properies are ignored.

Specifies the IP raffic flles that is used by the R outing anc
Specifies the time (in seconds) that the connection can e
Dresciiption not vel defined
Dresciiption not vel defined
Drescnption not yel defined
Drazenption not pet defined

add || O |

. This will display the Multivalued

21. | Click Add to enter a new Attribute in the Multivalued Attribute Information pop-up
window. This will display the Vendor-Specific Attribute Information pop-up window.

Multivalued Attribute Information

Attribute narme:

I\r"endor-Specific

Attribute number:

|25

Attribute format:

IDctetString

Attribute values:

"endor

| e

|

fowve Up |
Mo Dot |

Bemove |

et |
i

1k | Cancel
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Step

Description

22. | In the Vendor-Specific Attribute Information pop-up window, click on the Enter Vendor
Code radio button, and enter string 1916 (Extreme Networks Vendor Code). Click on the
Yes, It conforms radio button. Click Configure Attribute to continue. This will

display the Configure VSA (RFC compliant) pop-up window.

¥endor-Specific Attribute Information 2] x|

Attribute name:

" endor-5 pecific

Specify network, access server vendorn
" Select from list }1: ADNUS Stahdard j

* Enter Wendor Code: JE"E

S pecify whether the attribute conformes o the RADIIS RFC specification fior
wendor zpecific attnbutes.

™ Mo, |t does not confarm:

Configure Attribute. .

| [k I Cancel
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Step

Description

23. | Enter the following field information in the Configure VSA (RFC compliant) pop-up

window. The Attribute value “Tvoice” signifies that the port should be configured as
“Tagged” by the switch and the “voice” VLAN should be assigned. The voice VLAN
was created on the switch in Section 4.1, Step 2. Click OK to complete.

Configure ¥SA (RFC compliant) |

Wendor-azsigned attibute number:

|211

Attribute farmat;
I String j

Attribute walie:
IT'-.ﬂ:uiceI

k. I Cancel

24. | Repeat Step 21 and 22 to configure an additional Attribute. Use the Attribute value
“aconnect LOGOFF-PROFILE=adsiconnect” for this attribute. This must match the UP
profile name configured in Section 4.1, Steps 7-8.

Configure ¥5A {RFC compliant}) el 4

YWendor-azzigned attribute number:

|212

Attribute Format;
I Sting j

Alttribute wvalie:
Iacnnnect LOGOFF-PROFILE=adizconnect;

k. I Cancel
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Step

Description

25. | Once all attributes have been entered in Steps 21-24, click OK to continue.

Multivalued Attribute Information e |

Aftribute name:

IVendur-Specific

Attribute number:
|25

Aftribute format:
IDctetString

Attribute values:

Miove Up |
aconnect LOGOFFPROFILE=adi| = Move [own |

Add
Bemove |
Edi |
< | [
| 0K I Cancel |
26. | Click OK on all preceding pop-up windows to complete the configuration of this access
policy.

AL; Reviewed: Solution & Interoperability Test Lab Application Notes 350f 51
SPOC 2/23/2007 ©2007 Avaya Inc. All Rights Reserved. UPM-X450e



Step Description
27. | Repeat Steps 4-23 to create a separate policy for a PC. The sample network uses the
name User PC authentication policy for this new policy. Use the Udata value in lieu of
what is in Step 24. The Udata value indicates to the switch the switch port should be
assigned to the data VLAN as Untagged. The data VLAN was created on the switch in
Section 4.1, Step 2.
Configure ¥SA {RFC compliant) ed |
Wendor-aszigned attiibute number:
|211
Attribute format;
IString j
Attribute value:
|
(]9 I Cancel |
28. | After completing the above steps, there should be a total of 4 Remote Access Polices.
*;# Internet Authentication Service g ] 3|
File  Action Wiew Help
& = | H/m]| @2
% Internet Authentication Service {Local) Tame I 0. / I
{1 RADIUS Clients nvaya Phones Authentication policy 1
(] Remate Access Lagging User P authentication policy 2
% Remote Access Policies &% Connections ko Microsoft Routing and Remote ... 3
#-(] Cornection Request Processing 8 Connections ko other access servers 4
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6. Configure the Odyssey client

This section shows the steps for configuring the Odyssey Client running on the PC.

Step Description
1. Invoke the Odyssey Client Manager by clicking on Start = Programs = Funk Software
- Odyssey Client > Odyssey Client Manager. Add a network adapter by selecting
Adapters on the left panel then click Add from the Odyssey Client Manager window.
Odyssey Client Manager & |I:I|E|
Settings  Commands  Webh Help
'€— Connection SCoteis
O duzsew iz configured for these adapters:
{:5 Profiles Skl
'?"' Metwarks Bemove
m.ﬁ.utu-Scan Liztz
Trusted Servers
Q Adapters
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Invoke the Odyssey Client Manager by clicking on Start - Programs - Funk Software -
Odyssey Client - Odyssey Client Manager. Add a network adapter by selecting Adapters on the
left panel then click Add from the Odyssey Client Manager window.

Odyssey Client Manager & |EI|5|
Sethings  Commands  Web Help
'ﬁ- Connechon JAapterns
Odvssey i conhoured for these adapters:

{ ¢ Profiles Akl
'?"' Metwarks Remove
m.ﬁ.utu-ﬁcan Lizts

Trusted Servers

Q Adapters

3. Click on the Wired 802.1X tab in the Add Adapter pop-up window. Select the desired network
adapter and click OK to complete.
Add Adapter |
Select an adapter for use wath Ddyssey
ireless| Wired 8021 ]|
¥ wined adapters only " Al Adapters
0K I Cancel
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Add a profile by selecting Profiles on the left panel. Click Add to continue.

Ddyssey Client Manager

_|of x|
Settings Commands Web Help
'@ Connection o
E The followang profles are conhgured:
{ Profiles |ritial Profile Add
L
'?-.' Metworks Remove |
ma’-\utn-Scan Lists Eroperties .. |

S_S Trusted Servers
Q.ﬂ\dapters
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From the User Info tab in the Add Profile pop-up window, enter the Login name and password.
The Login name and password must match the configuration in Section 5.1 Step 9. Click on the
Authentication tab to continue.

Profile Propetties x|

Frafile name:; E.’-&dﬂ]&dﬂl’ testing

Wser Info | Authentication | TTLS Settings | PEAP Settings

Loain name; iusa1@i1taq1mﬂ

Passward | Catificats | Soft Token | Sih Card

IV Permit login using password
£ Use Windows password

" Prompt for password

£ Prompt for login name and password

f+ |lze the following password:
| 123454
v Unmazk
0K Cancel
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6. Under the Authentication tab, click Add to add a new authentication protocol.

Prafile name:; P‘M testing

User Inf  &uthentication | [TLS Settings | FEAP Settings |

Luthentication protocols, in order of preference:

P
K<

I

EMoye

¥ walidate server ceificate

i~ Token card credentials

Credentials to use with EAP-FAST or EAP-PEAPR when the
inter method iz EAP-GenencT okenCard or EAP-POTE:

 [ze my pazsword
" Brampt for token information

AnonymoLE name; ianun;lmws

[Wou zan enter an anonymoles name o keep vourn logind nanme
private with moat EAP protocols |

e | Cancel

In the Add EAP Protocol pop-up window, select EAP-MDS5 Challenge. Click OK to complete.

Add EAP Protocol |

Select one or mone protocols to add:

E&P-TLS -
E&P-TTLS 7

LA LRSI

E&P-5iM

EAP-AKA v
4| | »

1] 4 I Cancel |
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8. To connect the PC to the network, click on Connection in the Odyssey Client Manager left panel.
Select the appropriate adapter and connection profile configured in Steps 2 and 3. Once successfully
authenticated, the Status should read open and authenticated.

. Odyssey Client Manager i |EI|5|

Sethings  Commands  Web Help

= Coriection
| | dapter | Intel{R) PRO/1000 CT Network Connection ¥ |

F'T'I'f"ES Adapter type:  wired 80214
'.'.'Netwu:urks W [Connect using profile: r{i‘ x450e-45P testing

(ﬁ) Auto-Scan Lists o i
- Connechon nformation

S_S Trusted Servers Skats; open and authenticated
Elapzed time: 000003
@ Adapters Metwork [SSIE
Access pomnt switch
IP address: 172.28.51.100
Packets infout odn

Heconnect Reauthenticate | djj] Q, =

7. Configure the Avaya IP Telephone
This section shows the steps for configuring the Avaya 4610SW IP Phone connected to the X450e-
48p switch.

Avaya IP telephones support three 802.1X operational modes. The operational mode can be
changed by pressing “mute80219#” (“mute8021x™) on the Avaya 4600-Series IP telephones.

e Pass-thru Mode — Unicast supplicant operation for the IP telephone itself, with PAE
multicast pass-through for the attached PC, but without proxy Logoff (default)

e Pass-thru with logoff Mode (p-t w/Logoff) — Unicast supplicant operation for the IP
telephone itself, with PAE multicast pass-through and proxy Logoff for the attached PC.
When the attached PC is physically disconnected form the IP telephone, the phone will send
an EAPOL-Logoff for the attached PC.

e Supplicant Mode — Unicast or multicast supplicant operation for the IP telephone itself,
without PAE multicast pass-through or proxy Logoff for the attached PC.

Since most 802.1X clients use the multicast MAC address for the EAPOL messages, the IP
telephone must be configured to the pass-thru or p-t w/Logoff mode to pass-through these multicast
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messages. It is recommended to use the p-t w/Logoff mode. When the phone is in the p-t w/Logoff
mode, the phone will do proxy logoff for the attached PC when the PC is physically disconnected.
When the X450e-48p receives the logoff message, the PC will be removed from the authorized
MAC list.

1.

Press the following key on the Avaya 4610SW IP phone.

Mute80219#

Press the “*” key on the key pad until p-t w/Logoff is displayed, then press “#” key to
complete the configuration.

8. Configure Avaya Communication Manager

This section shows the necessary steps in configuring Avaya Communication Manager. For detailed
information on the installation, maintenance, and configuration of Avaya Communication Manager,
please consult reference [1], [2], [3] and [4]. The following steps describe the configuration of
Avaya Communication Manager.

Step

Description

1.

Add a new station for an Avaya IP Telephone using the add station command.
Configure the following fields.

e Extension: 22023 (Extension number for the Avaya
Telephone)

e Type: 4610  (Avaya Telephone type used for
this extension)

e Port: IP (Type of connection for the Avaya
Telephone)

e Security Code: 1234 (Security code used by the Avaya

Telephone to register with Avaya
Communication Manager)
e Direct IP-IP Audio Connections: y (Enable Shuffling)
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Step Description
The first two pages of the add station 22023 configuration are shown below. Repeat
this step for each station.
add station 22023 Page 1 of 4
STATION
Extension: 22023 Lock Messages? n BCC: O
Type: 4610 Security Code: 1234 TN: 1
Port: 1IP Coverage Path 1: COR: 1
Name: Room 18 Coverage Path 2: Cos: 1
Hunt-to Station:
STATION OPTIONS
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 22023
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n
Customizable Labels? y
add station 22023 Page 2 of 4
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any lIdle Appearance? n
LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference? n
Per Button Ring Control? n Bridged Idle Line Preference? n
Bridged Call Alerting? y Restrict Last Appearance? y
Active Station Ringing: single Conf/Trans on Primary Appearance? n
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed
Multimedia Mode: enhanced
MWI Served User Type: Display Client Redirection? n
AUDIX Name: Select Last Used Appearance? n
Coverage After Forwarding? s
Direct IP-1P Audio Connections? y
Emergency Location Ext: 22023 Always Use? n IP Audio Hairpinning? y
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2. Use the “display ip-network-region” command to display the 802.1P setting configured
in Avaya Communication Manager. Both Call Control and Audio 802.1P priority are set
to 6. In the sample configuration, all IP Telephones are in network region 1.

display ip-network-region 1 Page 1 of
IP NETWORK REGION
Region: 1
Location: Authoritative Domain:
Name :
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3029
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

9. Interoperability Compliance Testing

The interoperability compliance testing focused on assessing the ability of the Extreme Networks
Universal Port (UP) feature to program Avaya IP Telephones.

9.1. General Test Approach

Instead of using DHCP option 176 to program the Avaya Media Server, TFTP server and VLAN
tagging information, a Universal Port profile was used to program the Avaya IP Telephones. The
following four trigger events were compliance-tested.

Device-Detect
Device-Undetect
User-Authenticated
User-Unauthenticated

9.2. Test Results

The Extreme Networks Universal Port feature successfully achieved all objectives. The Avaya IP
Telephones successfully received appropriate IP addresses via LLDP advertisement within the UP
profile and registered with the correct server. VLANS were correctly assigned to the switch port
based on 802.1x authentication.
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10. Verification Steps

The following steps may be used to verify the configuration. All screens in this section are from the
X450e-48p.

Step Description

1. Place calls using the Avaya IP Telephones.

2. Verify the PCs have network connectivity.

3. Use the “show upm profiles” command to verify that the upm profiles have been
assigned to the correct port.

X450e-48p.8 # show upm profiles

UPM Profile Events Flags Ports
aconnect User-Authenticated e 11
adisconnect User-Unauthenticated e 11
connect Device-Detect e 7
disconnect Device-Undetect e 7

Number of UPM Profiles: 4
Flags: d - disabled, e - enabled
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Step Description
4, Use the “show netlogin” command to verify that authentication has been enabled and the
authentication status of the Avaya IP Telephone and PC.
X450e-48p.15 # show netlogin
NetLogin Authentication Mode : web-based DISABLED; 802.1x ENABLED; mac-based D
I1SABLED
NetLogin VLAN : “temp™
NetLogin move-fail-action = Deny
NetLogin Client Aging Time : 5 minutes
Dynamic VLAN Creation : Disabled
Dynamic VLAN Uplink Ports : None
Web-based Mode Global Configuration
Base-URL : network-access.com
Default-Redirect-Page . http://www.extremenetworks.com
Logout-privilege : YES
Netlogin Session-Refresh : ENABLED; 3 minutes
802.1x Mode Global Configuration
Quiet Period : 60
Supplicant Response Timeout : 30
Re-authentication period : 3600
RADIUS server timeout : 30
EAPOL MPDU version to transmit : vl
Port: 11, VIlan: data, State: Enabled, Authentication: 802.1x, Guest Vlan <No
t Configured>: Disabled
MAC IP address Auth Type ReAuth-Timer User
00:04:0d:e4:37:79 0.0.0.0 No 0 00040DE43779
00:12:3f:25:26:60 0.0.0.0 Yes 802.1x 3593 userl@interop.com
Port: 11, VIlan: voice, State: Enabled, Authentication: 802.1x, Guest Vlan <N
ot Configured>: Disabled
MAC IP address Auth Type ReAuth-Timer User
00:04:0d:e4:37:79 172.28.50.225 Yes 802.1x 3463 00040DE43779
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Step Description

5. Use the “show Ildp neighbors detail” command to verify the LLDP information for the
Avaya IP Telephones.

e-48p.15 # show Ildp neighbors detailed

LLDP Port 11 detected 1 neighbor
Neighbor: (5.1)172.28.50.225/00:04:0D:E4:37:79, age 7 seconds
- Chassis ID type: Network address (5); Address type: 1Pv4 (1)

Chassis ID : 172.28.50.225
- Port ID type: MAC address (3)
Port 1D : 00:04:0D:E4:37:79

- Time To Live: 120 seconds

- System Name: *""AVAE43779"

- System Capabilities : "Bridge, Telephone"
Enabled Capabilities: "Bridge, Telephone"

- Management Address Subtype: 1Pv4 (1)
Management Address : 172.28.50.225
Interface Number Subtype : System Port Number (3)
Interface Number : 1

Object ID String : "1.3.6.1.4.1.6889.1.69.1.7"
- 1EEE802.3 MAC/PHY Configuration/Status

Auto-negotiation : Supported, Enabled (0x03)

Operational MAU Type : 100BaseTXFD (16)

- MED Capabilities: "MED Capabilities, Network Policy, Inventory"
MED Device Type : Endpoint Class 111 (3)

- MED Network Policy
Application Type : Voice (1)

Policy Flags : Known Policy, Tagged (0x1)
VLAN 1D : 50
L2 Priority 16
DSCP Value > 46

- MED Hardware Revision: "4610D01A"

- MED Firmware Revision: 'b10d01b2_6.bin*

- MED Software Revision: "al0d01b2_6.bin*

- MED Serial Number: "06N521004978"

- MED Manufacturer Name: "Avaya'

- MED Model Name: *4610"

- Avaya/Extreme Conservation Level Support
Current Conservation Level: 0
Typical Power Value : 4.0 Watts
Maximum Power Value : 6.0 Watts

- Avaya/Extreme Call Server(s): 172.28.10.7

- Avaya/Extreme IP Phone Address: 172.28.50.225 255.255.255.0
Default Gateway Address : 172.28.50.1

- Avaya/Extreme CNA Server: 0.0.0.0

- Avaya/Extreme File Server(s): 0.0.0.0

- Avaya/Extreme IEEE 802.1qg Framing: Tagged

6. Use the “show upm history” command to display the status of upm script execution. The
Exec-Id can be used to obtain additional information for the event.

X450e-48p.1 # show upm history
Exec-ld  Event/Timer Profile Port Status Time run
3 User-Authenticated aconnect 11 Pass 2007-01-03 06:41:39
2 User-Unauthenticated adisconnect 11 Pass 2007-01-03 06:41:10
1 User-Authenticated aconnect 11 Pass 2007-01-03 06:41:03
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Step

Description

Use the “show upm history exec-id <exec-id>" obtained from the previous step to
display detailed information regarding the upm script executed. The example below
shows that the aconnect profile was invoked by the User-Authenticated Event and
successfully executed (Pass). Should the Execution Status indicate Fail, the output

would indicate which command caused the profile to fail execution.

X450

UPM

Even
Exec
Exec

©CoO~NOOUDWNPE
HHEHHEHHFEHHFH

HHHH R R

16 #
e ca
17 #
e fi
18 #
e do

e-48p.2 # show upm history exec-id 3

Profile: aconnect

t: User-Authenticated , Time run: 2007-01-03 06:41:39

ution ldentifier: 3 Execution
ution Information:

enable cli scripting

configure cli mode non-persistent

set var EVENT.USERNAME 00040DE43779
set var EVENT.NUMUSERS 1

set var EVENT.USER_VLAN voice

set var EVENT.USER_IP 0.0.0.0

set var EVENT.NAME USER-AUTHENTICATED
set var EVENT.TIME 1167835299

set var EVENT.USER_MAC 00:04:0d:e4:37:

set var EVENT.USER_PORT 11

set var EVENT.PROFILE aconnect

set var acm 172.28.10.7

set var Fileserver 0.0.0.0

enable 1ldp port $EVENT.USER_PORT
configure 1ldp port $EVENT.USER_PORT

configure 1ldp port $EVENT.USER_PORT
Il-server $acm

configure 1ldp port $EVENT.USER_PORT
le-server $fileserver

configure 1ldp port $EVENT.USER_PORT
tlg-framing tag

Status: Pass

79

advertise vendor-specific
advertise vendor-specific
advertise vendor-specific

advertise vendor-specific

dotl vlan-na
avaya-extrem
avaya-extrem

avaya-extrem

11. Conclusion

These Application Notes have described the steps required to configure the Universal Port (UP)
feature with the Extreme Network X450e-48p switch. Avaya IP Telephones using DHCP and
802.1X authentication were verified to interoperate successfully with UP framework.

12. Support

For technical support on the Extreme Networks product, contact Extreme Networks at (800) 998-
2408, or refer to http://www.extremenetworks.com
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13. Additional References
Product documentation for Avaya products may be found at http://support.avaya.com

[1] Administrator Guide for Avaya Communication Manager, Doc # 03-300509, Issue 2.1, May
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[2] Avaya Communication Manager Advanced Administration Quick Reference, Doc # 03-300364,
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[3] Administration for Network Connectivity for Avaya Communication Manager, Doc # 555-233-
504, Issue 11, February 2006

[4] Avaya IP Telephony Implementation Guide, May 1, 2006

[5] Configuring Link Layer Discovery Protocol (LLDP) and 802.1X Protocol on Extreme Networks
BlackDiamond 8810 for an Avaya IP Telephone with an Attached PC, Issue 1.1, Dec 18, 2006

Product documentation for Extreme Networks products may be found at
http://www.extremenetworks.com

[6] ExtremeWare XOS Concepts Guide, Software Version 11.6, Part number 100247-00 Rev. 01,
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[7] ExtremeWare XOS Command Reference Guide, Software Version 11.6, Part number 100246-00
Rev. 01, 2006
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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