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Avaya Solution & Interoperability Test Lab

Application Notes for CCT Deutschland GmbH ContactPro
5.2for Breeze Client SDK4.1with Avaya Aura® Session
Manager R8,and Avaya Aura® Application Enablement
Services R& Issuel.l

Abstract

These Appication Notes describe the configuration steps require@@r Deutschland
GmbH ContactPrdo interoperate with Avaya Aura® Session Manager and Avaya Aura®
Application Enablement Services.

ContactPro is an interaction management application that certodaobth Avaya Aura®
Session Manager and Avaya Aura® Application Enablement Services.

Readers should pay attention $&ction 2, in particular the scope of testing as outlineg
Section2.1aswell as any observations notedSection2.2, to ensure that their own use caj
are adequately covered by this scope and results.

Information in these Application Notes has mezbtained through DevConnect complial
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configurasitaps required for CCT Deutschland GmbH
ContactPrdo interoperate with Avaya Session Manager R&aya Aura® Communication
Manager R8 and Aura® Application Enablement Services R8. B&litschland GmbH
ContactPro offesa variety of integrations anAvaya call center environment supporting
different Avaya platforms for multimedia agents as well as for voice only agents. ContactPro is a
solution for agent desktops in an Avaya call center environment focused on voice and
multimedia such as email and webcladntactPro can be installed with enabled Presence
Services and integratedstomerdata and empowers agents to efficiently serve customers by
allowing agentso have full call control from the agdstscreen. ContactPro is an interaction
management apiation whichintegraedwith Breeze Client SDK 4.1 for SIP voice call control
and audido register a$IP endpoints witiAvaya Aura® Session Manager.

2. General Test Approach and TesResults

The general test approach was to validate successful hantlimgpand skillset/VDN calls

using ContactPro. This was performed by calling inbound to a VDN or outbound from the elite
call center using ContactPro. Where applicable, agent actions were performed using the
ContactPro Agent client.

ContactPro softwaresiinstalled on each client PC utilised by an agent. A configuration file on
this software points to a database for all further configuration.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plafocuses on exercising APIs and/or standdrased interfaces pertinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testingreetfoy

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabties enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAwvaga solution component is
the responsibility of each individual vendor. Readers should dahsuappropriate vendor
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
CCT Deutschland GmbRBontactPrcClient used TLSas a seaity feature.
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2.1. Interoperability Compliance Testing

The testing focuskon the following areas:

Agent state changeé Login, Ready/Not Ready using ContactPro Agent.

Inbound Calls i Answer calls using ContactPro Agent.

Outbound Callsi Make calls using Cont#ro Agent.

Hold/Transfer/Conferencei Place callers on hold and transfer and conference using

ContactPro Agent.

1 Failover Testingi Verify the ability of ContactPro Agent to recover from disconnection
and reconnection to the Avaya solution.

= =4 =4 -4

2.2. Test Results

All test cases passed successfully. The following observations were noted.
1 Blind Conference is not supported on ContactPro
1 ContactPro desnot havelog out button.
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2.3. Support

Support forCCT Deutschland GmbHroducts can be obtaidas follows:

WEBSITE
WWW.cctsolutions.com

CONTACT
Phone: +49 69 7191 4969 0
Email: contact@cckolutions.com

SUPPORT
Hotline: +49 821 455152 455
Email: helpdesk@cesolutions.com

CCT Deutschland GmbH
Street HeinrickHertzStrasse 5
ZIP 60486

Frankfurt am Main

Germany

Phone +49 69 7191 4969 0
Fax +49 69 7191 4969 666

Kohlenstrasse 2

ZIP 04107

Leipzig

Germany

Phone +49 341 5909 1251

Street Am Eser 2

ZIP 86150 Augsburg
Germany

Phone +49 821 455 152 700
Fax +49 821 455 152 777

Street Wernervon-SiemensStrasse 6
ZIP 86159

Augsburg

Germany

CCT Europe GmbH
Street Sumpfstrasse 26
ZIP 6312

Steinhausen

Switzeland

Phone+41 41 748 42 22
Fax +41 41 748 42 23

CCT Software LLC

1735 Market Strees TE 3750
19103 Philadelphia, PA
USA

office: +1 267 507 6196

2020 North Bayshore Drv. Appt. 2408

33137 Miami FL
United States of America
Phone. +1 844 720 3897
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3. Reference Configuration

The configuration irFigure 1 will be used to compliance test ContactPro with AvAyaa®
Session Manager and Avagaira® AES and AvayaAura® Communication Manager.

S ulated Avaya G450 Avaya Aura®

Imulate Media Gateway Application
CCT Contact

PSTN Enablement

Pro Server

Services 8.0

ISDN PRI
y

Avaya Aura® Avaya Aura®
Communication Media Server 1
Manager 8.0 8.0 a N/
Agent
- usin
. g
el ContactPro
Avaya Aura® Avaya 96x1 COIjtaCth Client with
System Avaya Aura® H'?’Z'?’ Clllint Sl Avaya
Manager 8.0 Session Endpoints one H323 9641
Manager 8.0 \ / Phone
Avaya 96x1
SIP Endpoints
and Equinox
Clients

1 ContactPro Client to AEServer:AES Third Party Call Control (§API) for Call
Control
Note 1: Traditional TSPAI Client is not required on the client because it uses CSTA3
XML version of the TSAPI Protocol which is tunneled through DMCC by AES SDK
1 ContactPro Client to ContactPro Server: SQL Database Connection tctPoota
Databases

Figure 1: Connection of CCT Deutschland GmbH ContactPro with Avaya Aura® Session
Manager and Avaya Aura® Application Enablement Services
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4. Equipment and Software Validated

The following equipment and software were used for the sampfegacation provided:

Equipment/Software Release/Version

Avaya Aura® Communication Manager in 8.0.1.0.0 (8.0 FP1)

Virtual Environment

Avaya G450 Media Gateway 40.10.1

Avaya Aura® Media Server in 8.0 SP2

Virtual Environment

Avaya Aura® Apftication Enablement Services in 8.0.1

Virtual Environment

Avaya Aura® Session Manager 8.01

Avaya 9608G & 9641G IP Deskphone (H.323) | 6.8

BreezeClient SDK 4.1

CCT Deutschland GmbKontactPro R5.2.0.681

CCT Deutschland Gmbl€ontactPrdClient Agent

Desktop R5.2.0.447
NAQ; Reviewed Solution & Interoperability Test Lab Application Note 6 of 53
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The
procedures include the following areas:

1 Verify license

1 Administer CTI link

9 Administer vectors ahVDNs

5.1. Verify License

Log into the System Access Terminal to verify that the Communication Manager license has
proper permissions for features il lusta+ated i
parameters customerp t i ons 0 ¢ o mmithe@omputer Telephonyf Agjunct

Linkscust omer opti Bagedi sl fsetthito digytoi @m i s not set
Avaya sales team or business partner for a proper license file.

display system - parameters customer - options Page 4 of 12
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? y CAS Main? n
Answer Supervi  sion by Call Classifier? y Change COR by FAC? n
ARS?y  Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off -net?y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Link Core Capabilities? y DCS Call Coverage? y
ASA Link Plus Capabilities? y DCS with Rerouting? y
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP?y
ATMS?y DS1 Echo Cancellation? y
Attendant Vectoring? y
(NOTE: You must logoff & login to effect the permission changes.)
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Navigate toPage7 andverify that theVectoring (Basic)c u st o me r

option

display system - parameters customer - options
CALL CENTER OPTIONAL FEATURES

Call Center Release: 7.0

Page

7 of 12

ACD?y Reason Codes? y
BCMS (Basic)? y Service Level Maximizer? n
BCMS/VuStats Service Level? y Service Observing (Basic)? y
BSR Local Treatment for IP & ISDN? y Service Observing (Remote/By FAC)? y
Business Advocate? n Service Observing (VDNs)? y
Call Work Codes? y Timed ACW?y
DTMF Feedback Signals For VRU? y Vectoring (Basic)? y
Dynamic Advocate? n Vectoring (Prompting)? y
Expert Agent Selection (EAS)? y Vectoring (G3V4 Enhanced)? y
EAS PHD?y Vectoring (3.0 Enhanc ed)?y
5.2. Administer CTI Link
Add a CTIl | inkl iuk nmgo tdhhemmarddl, cwhere Ano

Enter an available extension number in Exéensionfield. Note that the CTI link number and
extension numbe DXFnRAy iwpefigid andzardéseriptivefndame in the

Namefield. Default values may be used in the remaining fields.

addcti -link1 Page 1 of 3
CTI LINK

CTI Link: 1
Extension: 79999

Type: ADJ -IP

COR: 1

Name: aes8

NAQ; Reviewed Solution & Interoperability Test Lab Application Note 8 of 53

SPOC 529/2019 ©2019 Avaya hc. All Rights Reserved.

ContactPro_AESE

set

ar



5.3. Administer Vector and VDN

This sction shows the steps required to add a new service or skill on Communication Manager.
Services are accessed by calling a Vector Directory Number (MEINGh points to avector.
The vector then points to a hunt group associated with an ageatfollowing sections give
step bystep instructions on how to add the following
1 VDN
1 HuntGroup
1 Vector
1 Agent

5.3.1.Add VDN

To add a VDN typeadd vdn x, where x is a VDN number. Enter a suitable name for
example the/DN 87100below will be used for the queue.

add vdn 87 100 Page lof 2
VECTOR DIRECTORY NUMBER

Extension: 87100
Name: Voice Service
Destination: Vector Number 100

Attendant Vectoring? n
Meet - me Conferencing? n
Allow VDN Override? n
COR: 1
TN* 1
Measured: none

VDN of Origi  n Annc. Extension*:

1st Skill*:
2nd Skill*:
* Follows VDN Override Rules
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5.3.2.Add Hunt Group

To add a new skillset or hunt group typdd hunt-group x where x is the new hunt
group number. For example, hunt grduiis added for th&/oice Servicequeue. Ensure
thatACD, QueueandVector are all set ty. Also, thatGroup Type is set toucd-mia.

Security Code:
ISDN/SIP Caller Display:

Calls Warning Threshold:
Time Warning Threshold:

add hunt - group 2 Page 1 of 4
HUNT GROUP

Group Number: 2 ACD?y

Group Name: Voice Service Queue?y
Group Extension: 88100 Vector? y
Group Type: ucd- mia
TN: 1
COR:1 MM Early Answer? n

Local Agent Preference? n

Queue Limit: unlimited

Port:
Port:

OnPage 2ensurehatSkill is set toy as shown below.

add hunt - group 2 Page 2 of 4
HUNT GROUP
Skill? y Expected Call Handling Time (sec): 180
AAS? n
Measured: none

Supervisor Extension:

Controlling Adjunct:

Multiple Call Handling:

Timed ACW Interval (sec):

none

After Xfer or Held Call Drops? n

NAQ; Reviewed
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5.3.3.Add Vector

To administer the vector used by the VDNSaction5.3.], type change vector xwhere X is
the vector number. The exarepbelow shows the call queuing to skill or hunt group 100
(queueto skill 100).

change vector 100 Page 1 of 6
CALL VECTOR
Number: 100 Name: Voice Service
Multimedia? n Attendant Vectoring? n Meet- me Conf? n Lock? n
Basic? y EAS?y G3V4 Enhanced? y ANI/lIl - Digits? y ASAI Routing? y

Prompting? vy LAI? y G3V4 Adv Route? y CINFO?y BSR?y Holidays? y
Variables? vy 3.0 Enhanced? y

01 adjunct routing link 1

02 wait -time 2 secs hearing silence

03 queue-to skill 2 pri m

04 wait -time 10  secs hearing ringback

05 queue-to skill 2 pri m

06 wait -time 10  secs hearing ringback

07 disconnect after announcement none

08

09

5.3.4.Add Agent

To add a new agent tyeld agentloginID x, where x is the login id for the new agent.

add agent -loginID 80000 Page 1 of 3
AGENT LOGINID
Login ID: 80000 AAS? n
Name: Voice Agent AUDIX? n
TN: 1 Check skill TNs to match agent TN? n
COR: 1
Coverage Path: LWC Reception: spe
Security Code: LWC Log External Calls? n

AUDIX Name for Messaging:

LoginID for ISDN/SIP Display? n
Password:
Password (enter again):
Auto Answer: station
MIA Across Skills: system
ACW Agent Considered Idle: system
Aux Work Reason Code Type: system
Logout Reason Code Type: system
Maximum time agent in ACW before logout (sec): system
Forced Agent Logout Time:

WARNING: Agent must log in again before changes take effect
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OnPage 2add the required skill§ote that the skilR is added to this agent so when a
for AVoice Serviceo is

cal |

i niti ated, t

he

2 of 3

Objective? n

SN RLSL

add agent - loginID 80000 Page
AGENT LOGINID
Direct Agent Skill: Service
Call Handling Preference: skill - level Local Call Preference? n
SN RL SL SN RL SL SN RLSL
1. 2 1 16: 31: 46:
2: 17: 32: A47:
3: 18: 33: 48:
4: 19: 34. 49:
5: 20: 35: 50:
6: 21: 36: 51:
7. 22: 37: 52:
8: 23: 38: 53:
9: 24 39: 54.
10: 25: 40: 55:
11: 26: 41. 56:
12: 27: 42: 57:
13: 28: 43: 58:
14: 29: 44 59:
15: 30: 45; 60:

NAQ; Reviewed
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6. Configure Avaya Aura® Application Enablement Services

This sectiorprovides the procedures for configuring Application Enablement Services. The
procedures include the following areas:

Launch OAM interface

Verify license

Administer TSAPI link
Administer H.323 gatekeeper
AdministerCCT user
Administer security database
Administer ports

Administer TCP settings
Restart services

Obtain Tlink name

= =2 =4 -8 _9_9_95_°5_2°_-2

6.1. Launch OAM Interface

Accessthe OAMwelb ased i nterface by-addregsbdbhenURNB
browser wi ndaodwd,r ewshseor e sfiitph e | P Eraluethene ss o f

Services server.

ThePlease login herescreen is displayed. Log in using the appropriate credentials.

AVAyA Application Enablement Services

Management Console

Please login here:

Username

Copyright A® 2009-2018 Avaya Inc. All Rights Reserved.
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TheWelcome to OAM screen is displayed next.

Welcome: User cust
Last login: Tue Mar 26 15:40:17 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
I\VA\yA App|lcatl0n Enableme“t Ser\ﬂces HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Tue Mar 26 15:47:40 ICT 2019
HA Status: Mot Configured

Home Home | Help | Logout

AE Services

Communication Manager Welcome to OAM
Interface

High Availabili . . . . . . .
9 L The AE Services Operations, Administration, and Management (OAM) Web provides you with tools for managing the
Licensing AE Server. OAM spans the following administrative domains:

# AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server.

Maintenance - ; -
« Communication Manager Interface - Use Communication Manager Interface to manage switch connection and

Networking dialplan. ) — .
# High Availability - Use High Availability to manage AE Services HA.
Security * Licensing - Use Licensing to manage the license server.
« Maintenance - Use Maintenance to manage the routine maintenance tasks.
Status # Networking - Use MNetworking to manage the network interfaces and ports.
* Security - Use Security to manage Linux user accounts, certificate, host authentication and authorization,
User Management configure Linux-PAM (Pluggable Authentication Modules for Linux) and so on.
* Status - Use Status to obtain server status informations.
Utilities # User Management - Use User Management to manage AE Services users and AE Services user-related
resources.
Help # Utilities - Use Utilities to carry out basic connectivity tests.

# Help - Use Help to obtain a few tips for using the 0OAM Help system

Depending on your business requirements, these administrative domains can be served by one administrator for all
domains, or a separate administrator for each domain.

Copyright A& 2009-2018 Avaya Inc. All Rights Reserved.

6.2. Verify License

SelectLicensing A WebLM Server Accessn the left pane, to displaie applicable WebLM
server log in screen (not shown). Log in using the appropmiatientials andavigate to
display installed licenses (not shown).

Welcome: User cust
Last login: Tue Mar 26 15:40:17 2018 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0 L
£\VAyA Apphcatlon Enableme“t Ser\llces HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE e
Management Console SW Version: 8.0.1.0.0.5-0
Server Date and Time: Tue Mar 26 15:49:11 ICT 2019
HA Status: Mot Cenfigured .

ensing Home | Help | Logout

» AE Services

Communication Manager Licensing
Interface bl

High Availabili
igh Availability If you are setting up and maintaining the WeblLM, you need to use the following:

~ Licensing + WebLM Server Address

WebLM Server Address If you are imperting, setting up and maintaining the license, you need to use the following:

WebLM Server Access « WebLM Server Access

Reserved Licenses If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use the following:
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Selectlicensed productsA APPL_ENAB A Application_Enablementin the left pane, to

display thelicensed Featurescreerin the right pane.

Verify that there are sufficient licenses TBAPI Simultaneous Users and Device Media and

Call Control, as shown below. The TSAPI license is used for device monitoring and the DMCC
license is used for the virtul? softphones. Also verify that there is an applicable advanced
switch license, in this cagéeS ADVANCED LARGE SWITCH , which is needed for adjunct
routing.

yA & Us » & Elements + ¥ Services v Widgets v  Shortcuts v

n Manager 8.0

Home Licenses

You are here: Licensed Products = Application_Enablement = View License Capacity
Licensed products

APPL_ENAB License installed on: December 28, 2018 11:22:53 AM +07:00

+ Application_Enablement

. . : License File Host IDs: V0-55-3B-33-B4-26-01
View license capacity

View peak usage
CE Licensed Features

» COLLABORATION_ENVIRONMENT
COLLABORATION_DESIGNER 13Items & Show All[~]
» Collaboration_Designer Feature (License Keyword) Expiration date | Licensed capacity

Device Media and Call Control
MESSAGING VALUE_AES_DMCC. DMC permanent 1000

»Messaging AES ADVANCED LARGE SWITCH " 1000
e VALUE_AES_AEC_L ARGE_ADVANCED permanen
: AES HA LARGE
»Media_Server VALUE_AES_HA_LARGE permanent 1000
SYSTEM_MANAGER AES ADVANCED MEDIUM SWITCH . 1000
VALUE_AES_AEC_MEDIUM_ADVANCED permanern
» System_Manager e .
Unified CC API Desktop Edition " 1000
SessionManager VALUE_AES_AEC_UNIFIED_CC_DESKTQp ~ Permanen
: CVLAN ASAI
»SessionManager
g VALUE_AES_CVLAN_ASAI permanent 1000
Uninstall license AES HA MEDIUM permanent 1000
Server properties VALUE_AES_HA_MEDIUM
AES ADVANCED SMALL SWITCH . 1000
VALUE_AES_AEC_SMALL_ADVANCED permanen
Shortcuts
Help for Licensed products S:EEUE AES DLG permanent 1000
TSAPI Simultaneous Users " 1000
VALUE_AES_TSAPI_USERS permanen
CVLAN Proprietary Links
VALUE_AES_PROPRIETARY_LINKS permanent 1000
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6.3. Administer TSAPI Link

SelectAE ServicesA TSAPI A TSAPI Links from the left pane othie Management
Console to administer a TSAPI link. TRESAPI Links screen is displayed, as shown below.
Click Add Link .

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0
‘NVAyA Appllcatlon Enablement Services HostName/1P: aesd.hcm.com/feB0::250:56ff:feb7:Bca7Yeth2

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console ersion: 8.0.1.0.0.5-0
r Date and Time: Mon Mar 25 17:49:07 ICT 2019
atus: Mot Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logout

CVLAN TSAPI Links
oL link | Suitch Connection | Switch CTi Link # | ASAI Link Version | Security |
DMCC
[ Add Link ][ Edit Link ][ Delete Link ]
SMS
TSAPI

= TSAPI Links
= TSAPI Properties

The Add TSAPI Links screen is displayed next.

ThelLink field is only local to the Application Enablement Services server, andmagt to

any available number. F&witch Connection select the relevant switch connection from the
dropdown | i st . I n this cas€WV8the 6x bwtthiCelgd. sWibt c
Link Number, select the CTI link number frolection5.2 Retainthe default values in the

remaining fields.

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
t&v‘ Ny‘s Apphcatlon Enablement Ser\ﬂces HostName/IP: aes8.hcm.com/feB0::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console reion: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 17:58:54 ICT 2019
HA Status: Mot Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logd

CVLAN Add TSAPI Links
LU Link 1 -
bMcc Switch Connection CM3 -
SMS Switch CTI Link Number 1
TSAPI ASALI Link Version 9 -
= TSAPI Links Security Unencrypted -
= TSAPI Properties [ Apply Changes ][ Cancel Changes ]
TWS
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Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Mon Mar 25 18:01:53 ICT 2019
H& Status: Mot Configured

- - - Nuraéerl of plr?\;rlf;;letﬂulég\n attempts: 0 : :
AVAyA Application Enablement Services HostName/TP: aes95.hom.com/fe80::250:56fF:feb7:5ca7%eth?

Communication Manager Interface | Switch Connections Home | Help | Logout

+ AE Services
- frllatr::flaucneication Manager Switch Connections
Switch Connections
Dial Plan

| @ cus |Yes |30 ‘1

} Licensing

[_Edit Connection | [ Edit PE/CLAN 1Ps | [ Edit H.323 Gatekeeper | [ Delete Connection | [ Surwivability Hierarchy |

» Maintenance

» Networking ‘ IS

i o but

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
‘svt NyA Appllcatlon Enablement Services HostName/IP: aes8.hcm.com/feB0: :250:56fF:feb7:8ca7Yeeth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 18:01:53 ICT 2019
HA Status: Mot Configured

Management Console

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

~ Communication Manager Switch Connections
Interface
Switch Connections

Dial Plan Processor Ethernet Msg Period Number of Active Connections
High Availability | ® cma |Yes |30 |1
) Licensing

[ Edit Connection ] [ Edit PE/CLAN IPs ] [ Edit H.323 Gatekeeper ] [ Delete Connection ] [ Survivability Hierarchy ]

» Maintenance

» Networking

TheEdit H.323 Gatekeeperscreen is displayedent. Enter the IP address of a.@N circuit
pack or the ProcessorlQAN on Communication Manager to use as the H.323 gatekeeper, in
this cas%® mMmlsO.shownAdddldmnewrIP. Cl i ¢ k

Last login: M_on Ma_r 2517:38:53 2019 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0
‘svt Nyt& App|lcatl0n Enablement Ser\"ces HostMame/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2 !
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Mon Mar 25 18:04:25 ICT 2019
HA Status: Mot Configured

Communication Manager Interface | Switch Connections Home | Help | Logou

» AE Services

- frllatr::flau:eication Manager Edit H.323 Gatekeeper - CM&
Switch Connections 10.30.5.93
Dial Plan Name or IP Address

High Availability

}» Licensing

» Maintenance
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6.5. Administer CCT User

SelectUser Managementd User Admin A Add Userfrom the left pane, to display tield
User screen in the right pane.

Enter desired values fatser Id, Common Name Surname, User Passworg andConfirm

Password ForCT User, s el ect Y edown lidt. Reian the tefult dalue tipe
remaining fields.

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
A\VAyA Apphcatlon Enablement Sel’\ﬂces HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Mon Mar 25 18:10:58 ICT 2019
HA Status: Mot Configured

User Management | User Admin | Add User Home | Help | Logout

» AE Services
Communication Manager Add User
Interface
) .
High Availahilit\r Fields marked with * can not be empty.
= = * User Id CCT
» Licensing
* Comman Name CCT
} Maintenance .
Surname CCT
» Networking * |ser Password [ ——
» Security * Confirm Password ssssssssss
» Status Admin Note
¥ User Management Avaya Role None -
Service Admin Business Category
User Admin Car License
» Add User M Home
= Change User Password Css Home
= List All Users CT User Yas -

= Modify Default Users
= Search Users

— Display Name
» Utilities
Employee Number
Hel,
% o Employee Type

Enterprise Handle

Department Number
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6.6. Administer Security Database

SelectSecurity A Security DatabaseA Control from the left pane, to display ti&DB
Control for DMCC, TSAPI, JTAPI and Telephony Web Servicesscreen in the right pane.
Uncheck both filels below.

In the event that the security database is used by the customer with parameters already enabled,
then follow referenced] to configure access privileges for t8ET user fromSection6.5.

Welcome: User cust
Last login: Mon Mar 25 17:43:45 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
A\VAyA Appllcatlon Enablement Services HostMame/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2

Management Console

Version: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 18:29:44 ICT 2019
HA Status: Mot Configured

Security | Security Database | Control Home | Help | Logout

» AE Services

Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

High Availability || Enable SDBE for DMCC Service
» Licensing [7] Enable SDB for TSAPI Service, JTAPI and Telephony Web Services

» Maintenance Apply Changes

» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host A4

PAM

Security Database

= Control
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6.7. Administer Ports

SelectNetworking A Ports from the left pane, to display tiRorts screen in the right pane.

In theDMCC Server Ports section, select the radio button fdnencrypted Portunder the
Enabled column, as shown below. Retain the deffaalues in the remaining fields.

AVAyA Application Enablement Services

Management Console

Welcome: User cust

Last login: Maon Mar 25 17:43:45 2019 from 10.128.224.59
Mumber of prior failed login attempts: 0

HostName/IP: aes8.hcm.com/fed80::250:56ff:feb7:8ca7%eth2 !
Server Offer Type: VIRTUAL _APPLIANCE_ON_VMWARE

SW Version: 8.0.1.0.0.5-0

Server Date and Time: Mon Mar 25 18:32:41 ICT 2019

HA Status: Mot Configured

Networking |Ports Home | Help | Logout

» AE Services
Communication Manager Ports
Interface
High Availability CVLAN Ports Enabled Disabled
» Licensing Unencrypted TCP Port 9999 @
} Maintenance Encrypted TCP Port 9938
* Networking
- DLG Port TCP Port 5678
AE Service IP (Local IP)
Network Configure TSAPI Ports Enabled Disabled
Ports TSAPI Service Port 450 @ O
. Local TLINK Ports
JEH/ILS SRITEE TCP Port Min 1024
» Security TCP Port Max 1039
) Status Unencrypted TLINK Ports
TCP Port Min 1050
» User Management
TCP Port Max 1065
» Utilities Encrypted TLINK Ports
» Help TCP Port Min 1066
TCP Port Max 1081
DMCC Server Ports Enabled Disabled
Unencrypted Port 4721 @ €
Encrypted Port 4722
TR/87 Port 4723
H.323 Ports
TCP Port Min 20000
TCP Port Max 29999
Local UDP Port Min 20000
Local UDP Port Max 25999
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6.8. Administer TCP Settings

SelectNetworking A TCP/TLS Settingsfrom the left pane, to display tA€CP/TLS Settings
screen in the right pane. FBEP Retransmission Count selectfTSAPI Routing Application
Configuration (6), as shown below.

Welcome: User cust
Last login: Mon Mar 25 17:43:45 20185 from 10.128.224.59

- - - Mumber of prior failed login attempts: 0
tsty‘s Apphcatlon Enablement Ser\llces HostName/IP: aes8.hcm.com/feB80::250:56ff:feb7:8ca7 %eth2

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 18:34:19 ICT 2019
HA Status: Not Configured

Networking | TCP / TLS Settings Home | Help | Logout

» AE Services

Communication Manager TCP I TLS Settings
Interface

High Availability TLSw1 Protocol Configuration
[ Support TLSv1.0 Protocol

[T Support TLSv1.1 Protocol
Support TLSv1.2 Protocol

» Licensing
} Maintenance

¥ Networking

AE Service IP (Local IP) TCP Retransmission Count

Network Configure @ standard Configuration (15)

Ports @ TSAPI Routing Application Configuration (8)
TCP/TLS Settings

} Security | Apply Changes | | Restore Defaults | [ Cancel Changes |

) Status Note: A smaller TCP Retransmission Count reduces the amount of time that the AE Services server waits for a TCP

acknowledgement before closing the socket.

» User Management Select the Standard Configuration setting unless this AE Services server is used by TSAPI routing applications.
» Utilities Warning: This setting applies to all TCP and TLS sockets on the AE Services Server and so it should be used with caution.

» Help
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6.9. Restart Services

SelectMaintenance A Service Controller from the left pane, to display tlgervice Controller
screen in the right pane. ChdakMCC ServiceandTSAPI Service and clickRestart Service

AVAYA

Application Enablement Services
Management Console

Welcome: User cust

Last login: Tue Mar 26 14:26:05 2015 from 10.128.224.59
Mumber of prior failed login attempts: 0

HostName/1P: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2 !
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE

SW Version: 8.0.1.0.0.5-0

Server Date and Time: Tue Mar 26 14:47:14 ICT 2019

HA Status: Not Configured

Maintenance | Service Controller Home | Help | Logout|

» AE Services

Communication Manager
Interface

High Availability

} Licensing

¥ Maintenance
Date Time/NTP Server
Security Database
Service Controller
Server Data

» Networking

» Security

» Status

» User Management

» Utilities

» Help

NAQ; Reviewed
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Service Controller

Controller Status

[C] AsAI Link Manager Running
DMCC Service Running
7] cvian service Running
[ bLG Service Running

] Transport Layer Service Running
TSAPI Service Running

For status on actual services, please use Status and Control

[_start ][ stop |[ Restart Service || Restart AE Server || Restart Linux || Restart web Server |
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6.10. Obtain Tlink Name

SelectSecurity A Security DatabaseA Tlinks from the left pane. Thélinks screen shows a
listing of the Tlink names. A new Tlink name is automatically generated for the TSAPI service.
Locate the Tlink name associdt&ith the relevant switch connection, which would use the
name of the switch connection as part of the Tlink name. Make a note of the associated Tlink
name, to be used later for configuri@gntactPro

S case, t he ass CRIS8#HEGSTA#ESS0!.i Mo trea meh ei U sieA

I n [
h ¢ o n8rrentSedtian® 3 asiparvof the Tlink name

h
S Wi c

t
t

Welcome: User cust
Last login: Tue Mar 26 14:26:05 2019 from 10.128.224.59

- - - MNumber of prior failed login attempts: 0
tsVA A Appllcatlon Enablement Services HostName/IP: aes8.hcm.com/fed0::250:56ff:feb7:8ca7%eth2
s Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console reion: 8.0.1.0.0.5-0

ver Date and Time: Tue Mar 26 15:26:16 ICT 2019
HA Status: Not Configured

Security | Security Database | Tlinks Home | Help | Logout

» AE Services

Communication Manager Tlinks
Interface

High Availability Tiink Name
» Licensing @ AVAYAZCME#CSTAZAESS

» Maintenance Delete Tlink

» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control

CTI Users

= Devices

= Device Groups
= Tlinks
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7. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Avayea® Session Manager. The
procedures include the following areas:

A Launch System Manager
A AdministerUsers

7.1. Launch System Manager

Access the System Manager hite/IPiAddtes¥/SV&ERe ibny us
an internet browser windgwhere <IP Address> is the IP address of the System Manager
server. Log in using the appropriate credentials

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID:

If IP address access is your only option, then note that authentication will _ i
fail in the following cases: Password:

= First time login with "admin” account

= Expired/Reset passwords Log On Cancel

Use the "Change Password” hyperlink on this page to change the password
manually, and then login.

Also note that single sign-on between servers in the same security domain
is not supported when accessing via IP address. ) supported Browsers: Internet Explorer 11.x or Firefox 59.0, 60.0 and 61.0.

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or
madification of this system is strictly prohibited.

Unautharized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other applicable domestic
and foreign laws.

The use of this system may be monitored and recorded for administrative
and security reasons. Anyone accessing this system expressly consents to
such monitoring and recording, and is advised that if it reveals possible
evidence of criminal activity, the evidence of such activity may be provided to
law enforcement officials.

All users must comply with all corporate instructions regarding the protection
of information assets.
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7.2. Administer Users
From thedashboardselectUsersA User ManagementA Manage Users

Shortcuts v

AVAyA & Users v # Elements v & Services v | Widgets ~
Aura® System Manager 8.0

Administrators
Notifications

System Resource Ut

=]

= Directory hronization

ra
[

Groups 8

User Management : Manage Users

User Pr oning Rule Public Contacts

Warning 1 Shared Addn

tem Pres:
- x
Alarms Information
Severit Elements GNRL Sync Statuc
Avaya Aura Device Services 1 ||
SourcelP Description
Avaya Aura Web Gateway 2 |
S Avaya Breeze 1 .
AvayahuraMediaServer 1 |
CM 2 ||
MMCS 2 |
-

Click New.

AVAyA & Users v /F Elements v & Services v Widgets v  Shortcuts v

Aura® System Manager 8.0

Home

User Management

Home@

User Management

Search Q

Manage Users

Ac

[] First Mame % 7 Surname % 7 Display Name & 7 Login Name

(] 2010006 TE 2010006 TE 2010006@h

(] 2010007 TE 2010007 TE 2010007@h

O 2010008 duy TE duy 2010008 TE duy 2010008@h

O 2010020 TE 2010020 TE 2010020@h

O 2012311 TE 2012311 TE 2012311@h

O 2012312 TE 2012312 TE 2012312@h

O 2012313 TE 2012313 TE 2012313@h
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On theldentity tab enér an identifying.ast NameandFirst Name, enter an appropriateogin
Name, setAuthentication Type to Basicand administer a password in thasswordand
Confirm Passwordfields.

AVAYA & Users v A Elements v  # Services v | Widgets v Shorteuts v - A= | el

Aura® System Manager 8.0

Home Administrators User Management
~ .
B Homefw / Users@ | Manage Users Help ©
Manage Users User Profile | Add B Commit & Continue (® Cancel
Public Contacts identity ~ Communication Profile | Membership Contacts
Shared A = Basic Info
User Provisioning Rule : | |
System Presence ACLs Address
Communication Profile ... LocalizedMame § .
+ Last Name: | Vaice | Last Name (Latin | Voice |
T |
+ First Name : | Agent | First Name (Latin | Agent |
T jon): -
+ Login Name: | 70000@deveonnact com | Middle Name : | |
Description : | | Email Address: | |
Password : | | User Type: | ) |

Click on theCommunication Profile tab and enter and confirmGommunication Profile
Password this is used when logging in the SIP endpoint.

A & Users v # Elements v £ Services v | Widgets v  Shortcuts v
n Manager 8.0

Home User Management

User Management

Manage Users

Comm-Profile Password

Comm-Profile Password : ‘

# Re-enter Comm-Profile Password : ‘
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Click on theCommunication Address,selectNew.

AVAVA & Users v JFElements v & Services v \ Widgets v  Shortcuts v

Aura® System Manager 8.0

Home User Management

User Management A
User Profile | Add Bl Commit & Continue & Cancel

Manage Users ) -
Identity Communication Profile Membership Contacts

Publi cts
Communication Profile Password 2 Edit + New & Delele Options v

PROFILE SET: Primai A
. Type Handle § Domain $ 7

Communication Address

SelectAvaya SIPfrom theType drop down box and enter tielly Qualified Address of the
new SIP user. Clickk when done.

Communication Address Add/Edit X

* Type: ‘ Avaya SIP |

s\FI]”‘]l Qualified Address: ‘ 70000 | @ ‘ devconnect.com |
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Scroll down on the same page. Enabéssion Manager Profileand enter th€rimary Session
Manager, Origination Application Sequence, Termination Application SequencandHome
Location relevant to the implementation.

Communication Address

Session Manager Profie @D

NAQ; Reviewed
SPOC 529/2019

# Primary Session Manager:

| SMDe
Secondary Session Manager: |
Survivability Server: |
Max. Simultaneous Devices: | 1
Block New Registration When Maximum Registrations |
Active?:
Application Sequences
Origination Sequence: | CMa3

Termination Sequence: | cMaz

Emergency Calling Application Sequences

Emergency Calling Origination Sequence:

Emergency Calling Termination Sequence:

Call Routing Settings

* Home Location :

Solution & Interoperability Test Lab Application Note
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Scroll davn the page and enalltM Endpoint Profile section. Select the Communication
Manager system from ti&ystemdrop down box, sele@ndpoint as theProfile Type, enter the
Extensionnumber you wish to use, sel&§41SIPCC DEFAULT_CM_8 0 as theTemplate
andensurdP is configured as thBort, click Commit & Continue (not shown) when finished.

# System: CMa3 * Profile Type: Endpaint
Use Existing Endpoints: = Extension : 70000 O
* Template: | 95415/PCC_DEFAULT_CM, Q * SetType:
# Sub Type: # Terminal Number ;
System ID: Security Code: R
Port: P o] Voice Mail Humber:
Preferred Handle: Calculate Route Pattern:
Sip Trunk: aar SIP URI:
Enhanced Callr-Info display for Delete on Unassign from User
1-line phones: or on Delete User:
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Click onEndpoint Editor in theCM Endpoint Profile and on the General options tab Sgpe
of 3PCC EnabledasAvaya.

Enhanced Call Fwd (E) Button Assignment (B) Profile Settings (P) Group Membership (M)

+« Class of Restriction

(COR) 1 *  Class Of Service (COS) 1
*  Emergency Location Ext 70000 *  Message Lamp Ext. 70000
*  Tenant Number 1
*  SIP Trunk Q aar Type of 3PCC Enabled Avaya |z|
Coverage Path 1 Coverage Path 2
Lock Message Localized Display Name
Multibyte Language Not Applicable E::tti'll:ﬁl %E:;:?:gi;ﬁtf;rl system E

SIP URI

Primary Session Manager
IPv4: IPvG:

Secondary Session Manager
IPv4: IPvG:

Click onFeature Options (B tab, scroll down and chedR SoftPhone Click onDoneto save
changes and go back to tdeer Communication Profilescreen.

IS LAUSII

Features

Always Use Idle Appearance Preference
IP Audio Hairpinning ¥ IP SoftPhone
Bridged Call Alerting ¥ LWC Activation
Bridged Idle Line Preference CDR Privacy

¥| Coverage Message Retrieval Precedence Call Waiting
Data Restriction ¥| Direct IP-IP Audio Connections

¥ Survivable Trunk Dest H.320 Conversion
Bridged Appearance Origination Restriction IP Video Softphone

Y| Restrict Last Appearance Per Button Ring Control
Turn on mute for remote off-hook attempt
IP Hoteling
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Click onButton Assignment(B) tab, configureéButton Feature as following:

‘_ Feature Buttons Button Modules

__Endpoint
Configurations

Favorite Button Label

— Button Configurations
Button Feature

call-appr :;t[‘;_
call-appr :?t[;)_

Auto-
call-appr A/D
. ||| [agntdogin [3]

Reason
aux-work || Code

- auto-
auto-in :I in Grp
manual-in :l manual-

in Grp

@ N AW RWN K
COoo0OoOoDOmo

after-

after-call | =/ call

Crn

Click on Commit to save the user.
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Argument-1

| Ring

| Ring

| Ring

Hunt
Grp
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8. Configure CCT Deutschland GmbH ContactPro

This section outlines the steps required to configure the connections from CCT ContactPro to the

AES.

8.1. Create CONTACTPRO Database and User

A database and database user for ContactPro must belaadte SQL server

8.1.1.Create Database

Create &£ONTACTPRO database on the same Microsoft SQL Server. Rilitit on

Databasesand click onNew Database

- [jj localhost (SOL Server 12.0.2269 - =a)
- Ca [

+ [ Security Mew Database...

1 Qo T4

Give it a suitabld®atabase namend click onOK at the bottom of the screen.

5 Mew Database — | *
Selecta page I . =
; = - Hel
&0 General g o L5 Hele
% Options
_’%l“ Filegroups Database name: |CONTACTPF-!O |
Qwner | «defautt> | [
Database files:
Logical Name File Type  Filegroup Inttial Size (MB)  Autogrowth / Maxsize
CONTACTP... ROWS.. PRIMARY i3 : By 1 MB, Unlimited
COMNTACTP... LOG Mot Applicable 1 By 10 percent, Unlimited
Connection
Server:
localhost
Connection:
EE]
A{ View connection properties
Progress
Ready @ &
Add Remove
Cancel
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The end result wiilbe as shown in the screenshot below wiGENTACTPRO database which
was just created. The default MS SQeportServerandReportServerTempDB databases
may also be present.

Az Microsoft SOL Server Management Studio
File Edit Wiew Debug Tools Window Help

E-Eﬂ'ﬂ'jﬂﬂ|_£_f‘ﬂmﬂueq Ly ey 5

Object Explorer
Connect~ 3 3 m 7 (7] .4

=] L:_‘B 192.168.123.223 (5QL Server 10.530.1600 - =a)
= [ Databases

[ System Databases

[ Database Snapshots

[ ACS

| J ASContact

| ) ASMSControl

| | ASMSDatal

¥

| J ReportServer

| J ReportServerTempDB

[ Security

[ Server Objects

[ Replication

[ Management

|_% SO Server Agent

HEEHEHEHBHEEMH
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8.1.2.Create User
Create a database user naroexdtactpro. Rightclick onLogin andclick onNew Login.

= [_ﬂ localhost (SCL Server 12.0.2269 - =a)
3 Databases
= [ Security
= L

Mew Login... I!

Click on theGeneraltab in the left window and enter thegin nameand click onSQL Server
authentication and enter a suitablasswordfor thecontactpro user. Click orOK at the
bottom of the screen once done.

ﬂ Login - Mew — O o

;S Script - Lj Help

™ Server Roles

Eh User Mapping Login name: ||:|:ur|ta|:1pn:u | Search...
g gf;ﬁfbles () Windows authentication
o (®) S0L Server authentication

Passwaord: |uuuuu |

Confirm passwond: |unun" |

() Mapped to cerficate
() Mapped to asymmetric key
] Map to Credential

Connection
Server: Mapped Credentials Credential Provider
192.168.123.223
Connection:
2a
&y Miew connection properties
Progress
Ready Default database: master il
Default language: <default> i
Carce
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Click onUser Mapping in the left window. For this user, grant public aitdl owneraccess to
CONTACTPRO databases. Click 00K at the bottom of the page once done.
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