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Abstract

These Application Notes describe the configuration steps for the middleware solution esuits®
AES Connector from Engelbart Software to interoperate with Avaya Aura® Communication
Manager R7.0 and Avaya Aura® Application Enablement Services R7.0. esuits’ AES
Connector utilizes the TS Links on Avaya Aura® Application Enablement Services to make
administrative changes on Avaya Aura® Communication Manager.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.

SJW; Reviewed: Solution & Interoperability Test Lab Application Notes 1lof21
SPOC 12/18/2015 ©2015 Avaya Inc. All Rights Reserved. esuits3_AES70



1. Introduction

These Application Notes describe the configuration steps to integrate Avaya Aura®
Communication Manager and Avaya Aura® Application Enablement Services with esuits” AES
Connector.

esuits® AES Connector utilizes the TS Links on Avaya Aura® Application Enablement Services
to make administrative changes on Avaya Aura® Communication Manager.

2. General Test Approach and Test Results

The general test approach was to configure the esuits® AES Connector to communicate with the
Communication Manager (CM) via the Application Enablement Services (AES). A dedicated
user was configured on esuits® AES Connector to allow changes to be made to Station, Hunt
Groups and Pickup Groups. See Figure 1 for a network diagram. The interoperability
compliance test included both feature functionality and serviceability tests focusing on validating
successful changes to CM.

esuits?> AES Connector acts as a middleware TSAPI Client for various software solutions of
Engelbart and was installed on an Ubuntu Linux virtual Machine. Changes are made using an
internet browser that can access esuits?> AES Connector.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing
The interoperability compliance test included both feature functionality and serviceability
testing. The feature functionality testing focused on making changes to CM objects. The tests
included:

e List existing Stations.

e Duplicate, Change and Remove Stations.

e List existing Hunt Groups.

e Modify non EAS hunt group members.

e List existing Pickup Groups.

e Modify Pickup Group members.

2.2. Test Results
All functionality and serviceability test cases were completed successfully.

3. Support

Paul Engelhardt

Engelbart Software GmbH
Goetheplatz 2

D-88214 Ravensburg

Tel.: +49 (0)751 76 424 311
www.engelbart-software.de
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4. Reference Configuration

The configuration shown in Figure 1 was used during the compliance test of esuits” AES
Connector with AES and Communication Manager. esuits® AES Connector utilises AES to make
administrative changes in Communication Manager.

HAwayabura®™ Communiction Awaya Aura® Application
Mlanazer Enablement 5 e raices

Enelebart Software GmbH
e5uits®

Figure 1: Connection of Engelbart Software esuits® AES Connector with Avaya Aura®
Application Enablement Services R7.0, Avaya Aura® Communication Manager R7.0
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5. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya Aura® Communication Manager R7 SP1
running on a virtual server R017.00.0.441.22438
Avaya Aura® Appllcatlon Enablement Services 70.0.0.0.13-0
running on a virtual server
Avaya G450 Gateway 37.19.0
esuits® AES Connector R3
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6. Configure Avaya Aura® Communication Manager

The information provided in this section describes the configuration of Communication Manager
relevant to this solution. For all other provisioning information such as initial installation and
configuration, please refer to the product documentation in Section 10.

The configuration illustrated in this section was performed using Communication Manager
System Administration Terminal (SAT).

6.1. Configure the Avaya Aura® Communication Manager Connection
to Avaya Aura® Application Enablement Services

The connection between Communication Manager and AES is assumed to be already in place
however the steps required to set this connection are listed in the sections below.

6.1.1. Verify System Features

Use the display system-parameters customer-options command to verify that Communication
Manager has permissions for features illustrated in these Application Notes. On Page 3, ensure
that Computer Telephony Adjunct Links? is set to y as shown below.

display system-parameters customer-options Page 3 of 11
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call ID?

A/D Grp/Sys List Dialing Start at 01°?
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASAT Link Core Capabilities?

ASAI Link Plus Capabilities?

Async. Transfer Mode (ATM) PNC?
Async. Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?

ATMS?

Attendant Vectoring?

Audible Message Waiting?
Authorization Codes?

CAS Branch?

CAS Main?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-net?
DCS (Basic)?

DCS Call Coverage?

DCS with Rerouting?

NKNKKKB D BKRK

Digital Loss Plan Modification?
DS1 MSP?
DS1 Echo Cancellation?

=

KK BB BB BOKKKKKKBNK
K

6.1.2. Note procr IP Address for Avaya Aura® Application Enablement
Services Connectivity

Display the procr IP address by using the command display node-names ip and noting the IP
address for the procr and AES (aes63vmpg).

display node-names ip Page 1 of 2
IP NODE NAMES

Name IP Address
SM100 10.10.40.34
aes63vmpg 10.10.40.30
default 0.0.0.0
g430 10.10.40.15
procr 10.10.40.31
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6.1.3. Configure Transport Link for Avaya Aura® Application Enablement
Services Connectivity

To administer the transport link to AES use the change ip-services command. On Page 1 add an
entry with the following values:

e Service Type: Should be set to AESVCS.

e Enabled: Settoy.

e Local Node: Set to the node name assigned for the procr in Section 6.1.2

e Local Port: Retain the default value of 8765.

change ip-services Page 1 of 4

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765

Go to Page 4 of the ip-services form and enter the following values:

e AE Services Server: Name obtained from the AES server, in this case aes63vmpg.

e Password: Enter a password to be administered on the AES server.

e Enabled: Settoy.
Note: The password entered for Password field must match the password on the AES server in
Section 7.2. The AE Services Server must match the administered name for the AES server, this
is created as part of the AES installation, and can be obtained from the AES server by typing
uname —n at the Linux command prompt.

change ip-services Page 4 of 4
AE Services Administration

Server ID AE Services Password Enabled Status
Server
isg aes63vmpg Kok ok ok kK kX y idle

25
3:

6.1.4. Configure CTI Link for TSAPI Service

Add a CTI link using the add cti-link n command. Enter an available extension number in the
Extension field. Enter ADJ-IP in the Type field, and a descriptive name in the Name field.
Default values may be used in the remaining fields.

add cti-link 1 Page 1 of 3
CTI LINK
CTI Link: 1
Extension: 2002
Type: ADJ-IP
COR: 1
Name: aes63vmpg
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6.1.5. Create Administrative User in Avaya Aura® Communication Manager

This section provides the procedure for administering a user with privileged administrator access
in the Communication Manager web interface.

Browse to http://<CM IP Address> and login with the appropriate credentials.

Logon

Logon ID: default

Select Administration->Server (Maintenance)

AVAYA

Licensing

Server (Maintenance)

From the left hand menu select Security-> Administrative Accounts and select Privileged

PEEEsE Select Action:
Incaorming Traps
FP Traps= R
FP Trap Test @ Add Login
FP Filters @ Privileged Administrator
Restarts OUnpriuileged Administrator
Suyszt L
f"s am Lag= OSATAccess Only
Ping
Traceroute O Web Access Only
Metstat

O CDR Access Only

Statuz 5
Adls S ) pusiness Partner Lagin (dadmin)

Process Status

Shutdewn Server O Business Partner Craft Lagin
Server Date/Time
Software Wersion O Zustom Login

Server Configuration
Server Role Ochange Login [select Lagin v

Metwork Configuration
Static Routes O Rermove Login
Display Configuration "

i Select Login M
Time Zone Configuration O Lock/Unlack Login | 8 |
MTF Configuration O add Group

erver Upgrades

Manage Updates O Remove Group

| Select Lagin v|

| Select Group Vl

bata BackupiRestore

Backup Mow

Backup History
Schedule Backup

Backup Logs

Wiew/Restore Data

Restore History

Administrator Accounts
Lagin Account Palicy
Login Reports
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Give the user a unique Login Name and Password. Make sure that Additional groups (profile)
is set to prof18 allowing the user to make changes required.

Administration / Server (Maintenance]

g Administrator Accounts -- Add Login: Privileged Administrator

Current Alarms

Agent Status This page allows you ta add 2 login that is a2 member of the SUSERS graup, This lagin b
Access
Incoming Traps Login name |newuser |
FP Traps
FP Trap Test Primary group | |
FF Filters

Additional groups | proflis V|
Restarts [profile)
Swstem L

B S Linux shell | |

Ping
Traceroute Home directory | |
Metstat

Lock this account ]
Status Surmrmary
FProcess Status .
Shutdawn Server fens
Server Date/Time Drate after which account l:l
Software Yarsion iz disabled-blank to

“anfiguration ignore (¥YYY-MM-DC

Server Role
Metwork Configuration

Select type of

authentication O ASGE Auto-generate key

Static Routes OASG: anter key
Dizplay Configuration @Password
Time Zone Configuration
MTF Configuration Enter password of key |uouuo |
Upar
Manage Updates Ee-enter password or |oooooooo| |
yata B a & bt
Backup Maow Force passwordfkey
Backup History change on nest lagin @ Me
Schedule Backup O ves
Backup Logs
YiewfRestore Data
Restora History Submit ] [ Cancel ] [ Help ]
Adminiztrator Accounts
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7. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:

e Verify Licensing.

e Create Switch Connection.

e Administer TSAPI link.

e Enable DMCC Ports.

e Create CTI User.

e Associate Devices with CTI User.

7.1. Verify Licensing

To access the AES Management Console, enter https://<ip-addr> as the URL in an Internet
browser, where <ip-addr> is the IP address of AES. At the login screen displayed, log in with the
appropriate credentials and then select the Login button.

AVAyA Application Enablement Services

Management Console

Please login here:
Username

Password |

Copyright @ 2009-2012 Avaya Inc. All Rights Reserved.
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The Application Enablement Services Management Console appears displaying the Welcome to
OAM screen (not shown). Select AE Services and verify that the TSAPI Service is licensed by
ensuring that TSAPI Service is in the list of Services and that the License Mode is showing

NORMAL MODE. If not, contact an Avaya support representative to acquire the proper license
for your solution.

AVAyA Application Enablement Services

Management Console

CVLAN AL Services
oLe
. IMEORTANT) AT Services murt be restamad for ssmmistratye cranges to fully teks affec
OMace Shanpas t5 the Sezurity Databsse 2o net requees o restant
SME
= L seriee ] stehe ] state ] Ucemettede | Cenet
L2341 Urs Matage N4 Aunng Kis na
SVLAN Service OMLINE nng NOSMAL NODE WA
UG Sevien oerLine Rurnng NA n
CMLINE Wy NORML - Wi
wINE ng ORI, € ] Wa
ST X np N/A "
A3 04 BLAM pev e Desae Lse Statys and Control
20 reorw Salan pRane SCuae Sobr Sw Causk poa T ees e ot o gu bs bl poge

7.2. Create Switch Connection

From the AES Management Console navigate to Communication Manager Interface >
Switch Connections to set up a switch connection. Enter a name for the Switch Connection to
be added and click the Add Connection button.

AVAyA Application Enablement Services

Management Console

Commmame atyom Manager Inderface | Swilch Connodtions

Swirch Cennections

CAAYIMSS Ad2 Corracho

| Comection tame | Procemsor Etbernet | g Puriod | Mamber o Active Cnnections

E2iz Cannmcnion | | £t PEICLAN Ps || Ede M222 Gateneapar | [ Delete Comemen | [ Survivatite Meraeery |
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In the resulting screen enter the Switch Password; the Switch Password must be the same as that
entered into Communication Manager AE Services Administration screen via the change ip-
services command, described in Section 6.1.3. Default values may be accepted for the remaining

fields. Click Apply to save changes.

Application Enabl t Servi
AVAYA ppucin Eblemens Suvioas

WAt Manoyer Isterface | Switch Conmections

» AL Survi

- Commmmnicatinn Wanager Connection Dulails . CHEIvwmpg
Intoriocn

Cwitrd onte s

il Man

P | Help | Logaut

From the Switch Connections screen, select the radio button for the recently added switch
connection and select the Edit PE/CLAN IPs button (not shown). In the resulting screen, enter
the IP address of the procr as shown in Section 6.1.2 that will be used for the AES connection

and select the Add/Edit Name or IP button.

AVAyA Application Enablement Services
Matiagement Console

Ut wlsen Manager Inberfnce | Swich Connottwns

+ AE Services

- Communication Neseges Edit Processer Ethurmet I . CMElvmpg
f
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7.3. Administer TSAPI link
From the Application Enablement Services Management Console, select AE Services - TSAPI
- TSAPI Links. Select Add Link button as shown in the screen below.

AVAyA Application Enablement Services e ] 19,36113 3011 from 18,103
Management Console arver ¢ o T JRNXEY

AE Services | TSAPI | TSAPI Link Home | Help | Logout

¥ AE Services

CVLAN TSAPI Links
LG [ ok | switch connection | swichcTilink s | AsAtunk version | Security |

oMee = - -
[ Add Lnk ﬂ [Edit Lk | [ Delete Link |
SMS
TSAP]
TSAP] Link

» TSAPI Properes

F Communication Manager
Interface

On the Add TSAPI Links screen (or the Edit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the following values:

e Link: Use the drop-down list to select an unused link number.
Switch Connection: Choose the switch connection CM63VMPG, which has already
been configured in Section 7.2 from the drop-down list.
Switch CTI1 Link Number: Corresponding CTI link number configured in Section 6.1.4
which is 1.
e ASAI Link Version: This can be left at the default value of 5.
e Security: This can be left at the default value of both.

Once completed, select Apply Changes.

AVAYA Application Enablement Services
Management Console

Haome | Molp | Logoat

AL Services | TSAFL | TSAR] Links
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Another screen appears for confirmation of the changes made. Choose Apply.

AVAyA Application Enablement Services

Management Console

AE Services | TSAPI | TSAPI Link Home | Help | Logout
cVLAN Apply Changes to Link
oG Warning! Ass you sure you wanrt 10 apply the changes?
. These changes can only take effect when the TSAPL server restarts

DMCC Plaase use the Maintenance -> Service Controller page to restart the TSAPL servar

SMS ——]——
L ooply | || Canest |

ISani

TSAPE Links

» TSAP] Propartiss

, Communication Manager
Interface

When the TSAPI Link is completed, it should resemble the screen below.

AVAYA Application Enablement Services

Management Console

AL Services | TSAPT | TSAPL Links

CVLAN TSAPI Lisks

Switch CTT Link @ ASAT L Yersion

Sweltch Comaaxction

The TSAPI Service must be restarted to effect the changes made in this section. From the
Management Console menu, navigate to Maintenance - Service Controller. On the Service
Controller screen, tick the TSAPI Service and select Restart Service.

I Usar oraft
I Thu Cre
IR de
far Tvp

w0 LG 19020013 2011 frorm LOL0 16,62
yoonameGsl1/10,10,16,29
& TURMKEY

AVAyA Application Enablement Services Las!

Management Consolae

1
SW Version) rea-1-1-30-0

Maintenance | Service Controllar Home | Help | Lagout

F AE Serwices

b :':I_‘;"'_TFT:'_':'J“‘“I““ Manager Sorvice Controller
F Licensing L siurvice ______Jrontroller Status)
* Mailntenance ™ A=AT Link Managar RuUnning
Date Time/NTR Saryver I omec sarvice Running
Sacurlty Databaze I cwLan service Funning
; 7 ous Service Running
Service Controller
I Transport Layer Servios Running
Sarvar Data | [=F .
W| TSAP]l Sarvies I-\'.|.|||||||||.||
F Metworking
» Sacurlty For status on actusl services, plesss use Status and Control
F Status start | stop | Restart Service | Restart AE Server | RestartLinux | Restart web Server |
b User Managemant
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7.4. Create CTI User

A User ID and password needs to be configured for the esuits? server to communicate as a
TSAPI client with the Application Enablement Services server. Navigate to the User
Management - User Admin screen then choose the Add User option.

In the Add User screen shown below, enter the following values:

User Id - This will be used by the Esuits® Server to connect to AES.

Common Name and Surname - Descriptive names need to be entered.

User Password and Confirm Password - This will again be used by the esuits? Server.
CT User - Select Yes from the drop-down menu.

User Management | User Admin | Add User

SJW; Reviewed:

» AL Services

0l avnunicatian Manager
Interface

» Licensing

» Malatenance

» Networking

» Security

» STatus

* User Management

Sarvice Admn

Lhyer Adimin

Ao Vsar

* Change User Passwoed
o List Al Users
v Modify Detaul Lser

Usars

» Utilinjes
» Help

Application Enablement Services
Management Console

r Passmord

User Admin provides you mith the fofaming cotions for managesy AE Sarviies users
o Uit Al Users

* Modrty DetauX User
* Sesrch Users

AE Services

Communication Manager

Interface
High Availability

Licensing

Maintenance

Metworking

Security
Status
¥ User Management
Service Admin
User Admin
= Add User

= Change User Password

= List All Users

= Modify Default Users

= Search Users

Add User

Fieldz marked with * can not be emgpty.
* User Id |newuser

* Common Marme |anything

* Zurname |anything

* User Passwaord |uuuu

* Confirm Password |uuuu

&dmin Mote |

Avaya Role |NDne

Business Category |

Car License

I
CM Home |
Css Home |
CT User fasiw |

SPOC 12/18/2015

Department Mumber |
[

Misnlav Mame
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Prelunnd Lasgusge |ogiub

Kot Mamsbas

T

o

The next screen will show a message indicating that the user was created successfully (not
shown).
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8. Configure esuits? AES Connector

To access the esuits® AES Connector, enter https://<ip-addr> as the URL in an Internet browser,
where <ip-addr> is the IP address of the esuits® AES Connector.
Define the parameters within section “Configuration”.

esuits? Avaya AES Connector

esuits® Avaya AES Connector Configuration

o Connection Information
Configuration L!“ SMS Host * l http:/192.168.3.105 l
71l
k.
CM Login 1D l customer l

*
CM Password l customer0 l

Save & Validate

Press “Save & Validate” to store the configuration. With this the connection to the AES will be
verified.

If the connection could be established the following response will be shown:

Valdation Result

st S © Sucessis
oo Veanage S %0 Eror Npasaoe
Rrapomes Date -

------

An invalid URL of the AVAYA AES will return the following error.

pidavon Resul!

L ] Sreel
Firw teasage 8 S0P SREOS Paroeg WL

Invalid login credentials will return the following error.

Yaloation Resut

iifl

Negew Pevert 8w

s e arnge B Cawv e f aid AR B
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9. Verification Steps

This section provides the steps that can be taken to verify correct configuration of the Avaya
solution and esuits? AES Connector server.

9.1. Verify Avaya Aura® Communication Manager CTI Service State

The following steps can validate that the communication between Communication Manager and
AES is functioning correctly. Check the AESVCS link status by using the command status
aesvcs cti-link. Verify the Service State of the CTI link is established.

status aesvcs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs

Link Busy Server State Sent Rcvd

1 4 no aes63vmpg established 18 18
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9.2. Verify TSAPI Link

On the AES Management Console verify the status of the TSAPI link by selecting Status -
Status and Control - TSAPI Service Summary to display the TSAPI Link Details screen.
Verify the status of the TSAPI link by checking that the Status is Talking and the State is
Online.

AVAYA Application Enablement Services

Management Console

Status | Stutus wnd Control | TSAPI Service Summary

Swetch CT1
Ll 10

State | Swach Varssas Psys
to Switch
14 | On 1 s 18 12 30

Lanm Viemar @ I_-‘._R‘_.-T‘

£ aree wae nirraEn o
Lugs 33271 Sarvce stana |[ Tiimk Status

9.3. esuits? AES Connector Connection
For verification of the connection please see Section 8.
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10. Conclusion

These Application Notes describe the configuration steps required for Engelbart Software esuits?
AES Connector to successfully interoperate with Avaya Aura® Avaya Aura® Communication
Manager R7.0 and Avaya Aura® Application Enablement Services R7.0. All feature
functionality and serviceability test cases were completed successfully with observations noted
in Section 2.2.

11. Additional References

This section references the Avaya and Engelbart Software product documentation that are
relevant to these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com
[1] Administering Avaya Aura® Communication Manager, Document ID 03-3005009.
[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Document 1D 555-245-205.
[3] Avaya Aura® Application Enablement Services Administration and Maintenance Guide
Release 7.0.

Technical documentation can be obtained for esuits> AES Connector by contacting Engelbart
Software via info@engelbart-software.com.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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