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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking service for an enterprise solution consisting of Avaya Aura® Communication
Manager Rel. 7.0, Avaya Aura® Session Manager Rel. 7.0, and Avaya Session Border
Controller for Enterprise Rel. 7.0 to support Clearcom SIP Trunking Services using TLS.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints. For privacy, TLS for
Signaling, SRTP for media encryption was used inside of the enterprise (private network side)
and TLS for Signaling, RTP for media was used outside of the enterprise (public network
side).

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps required to configure Session Initiation Protocol
(SIP) trunk service between the service provider Clearcom in Mexico and an Avaya SIP-enabled
enterprise solution using Transport Layer Security (TLS).

In the sample configuration, the Avaya SIP-enabled enterprise solution consists of an Avaya
Aura® Communication Manager Rel. 7.0 (hereafter referred to as Communication Manager),
Avaya Aura® Session Manager Rel. 7.0 (hereafter referred to as Session Manager), Avaya
Session Border Controller for Enterprise Rel. 7.0 (hereafter referred to as Avaya SBCE), and
various Avaya endpoints. This solution does not extend to configurations without the Avaya
Session Border Controller for Enterprise or Avaya Aura® Session Manager.

For privacy, TLS for Signaling, SRTP for media encryption was used inside of the enterprise
(private network side) and TLS for Signaling, RTP for media was used outside of the enterprise
(public network side) (refer to Section 2.2).

During interoperability testing, feature test cases were executed to ensure interoperability
between Clearcom and Communication Manager.

Customers using an Avaya SIP-enabled enterprise solution with Clearcom SIP Trunking Service
are able to place and receive PSTN calls via the SIP protocol. The converged network solution is
an alternative to traditional analog trunks and/or PSTN trunks such as ISDN-PRI. This approach
generally results in lower cost for the enterprise.

The terms “Service Provider” and “Clearcom” will be used interchangeable throughout these
Application Notes.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Avaya Solution &
Interoperability Test Lab by connecting Communication Manager, Session Manager and the
Avaya SBCE to Clearcom SIP Trunking Service via the public internet, as depicted in Figure 1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute for full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
To verify SIP trunk interoperability, the following areas were tested for compliance:

e SIP Trunk Registration (Dynamic Authentication).
e Response to SIP OPTIONS queries.
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Incoming calls from the PSTN were routed to DID numbers assigned by Clearcom.
Incoming PSTN calls were terminated to the following endpoints: Avaya 96x1 Series IP
Deskphones (H.323 and SIP), Avaya 2420 Digital Deskphones, Avaya one-X®
Communicator soft phone (H.323 and SIP), Avaya Communicator for Windows (SIP)
soft phone, analog Deskphones.

Inbound and outbound PSTN calls to/from Remote Workers using Avaya 96x1
deskphones (SIP), Avaya one-X® Communicator (SIP) and Avaya Communicator for
Windows (SIP).

Outgoing calls to the PSTN were routed via Clearcom’s network to various PSTN
destinations.

Proper disconnect when the caller abandons the call before the call is answered.
Proper disconnect via normal call termination by the caller or the called parties.
Proper disconnect by the network for calls that are not answered (with voicemail off).
Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Proper Codec negotiation and two way speech-path. Testing was performed with codecs:
G.729A, G.711A and G.711MU (Clearcom’s preferred codec order).

No matching codecs.

Voicemail and DTMF tone support (leaving and retrieving voice mail messages, etc.).
Outbound Toll-Free calls, interacting with IVR (Interactive VVoice Response systems).
Calling number blocking (Privacy).

Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

EC500 (Extension to Cellular) calls.

Simultaneous active calls.

Long duration calls (over one hour).

Proper response/error treatment to all trunks busy.

Proper response/error treatment when disabling SIP connection.

Note

: Remote Worker was tested as part of this solution. The configuration necessary to support

remote workers is beyond the scope of these Application Notes and is not included in these
Application Notes.

Items not supported or not tested included the following:

Inbound toll-free calls, outbound Toll-Free calls, 911 calls (emergency), “0” calls
(Operator) and 0+10 digits calls (Operator Assisted) were not tested.

The SIP REFER method for call redirection was not tested for reasons noted in Section
2.2.

T.38 fax was not tested for reasons noted in Section 2.2.
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2.2. Test Results

Interoperability testing of Clearcom SIP Trunk service with an Avaya SIP-enabled enterprise
solution was completed successfully with the following observations/limitations.

Secure Real-time Transport Protocol (SRTP): SRTP supports RTP media protection
on a point to point basis providing confidentiality, message authentication, and replay
protection. As SRTP is point to point, all individual links involved in the VVolIP call,
including key exchange/signaling, must be secure for the call to be secure from end to
end. During the compliance test, it was observed that RTP, instead of SRTP, was always
used outside of the enterprise (public network side). Calls would fail if the use of SRTP
was enforced on the public network side. This behavior may be caused by the far-end not
supporting SRTP. Thus Best Effort was used during the compliance test, allowing Avaya
SBCE to use SRTP on the public network side if supported by the far-end, otherwise it
defaults to RTP. SRTP for media encryption was used inside of the enterprise (private
network side).

SIP REFER method: PSTN calls that were transferred back to the network using the SIP
REFER method did not work properly. Attended call transfers dropped. On blind
transfers, the REFER message was accepted by Clearcom with a 202 message, but the
trunks were not released after the call transfer was completed. For these reasons testing
was done with REFER disabled in Communication Manager (Network Call Redirection
set to “n” under the trunk-group, refer to Section 5.7). With REFER disabled, blind and
attended call transfers to the PSTN completed successfully, with the caveat that
Communication Manager trunk channels were not released from the call path after the
call was transferred, two trunks channels remained busy/connected for the entire duration
of the call.

Outbound Calling Party Number (CPN) Blocking: To support user privacy on
outbound calls (calling party number blocking), when enabled by the user,
Communication Manager sends “anonymous” as the calling number in the SIP “From”
header and includes “Privacy: id” in the INVITE message, while the actual number of the
caller is sent in the “P-Asserted-ldentity” header. On the called PSTN phone, the calling
party number was not blocked, the first DID number assigned to the SIP trunk
(5528810001) was displayed, instead of “anonymous”.

Caller ID on incoming calls from U.S. based PSTN numbers: Calls originating from
PSTN telephones based in the U.S. to Communication Manager displayed “Unavailable”.
During the compliance test, Clearcom provided a local PSTN test number in Mexico, a
SIP softphone was registered to this local PSTN number and was used to originate and
terminate local PSTN calls to and from Communication Manager. The correct Caller ID
was displayed at the Communication Manager extensions when calling from this local
PSTN number. This behavior is not necessarily indicative of a limitation of the combined
Avaya/Clearcom solution, this seems to be the expected behavior for international calls
from the U.S., which is ultimately controlled by the PSTN providers, it is listed here
simply as an observation.

Caller ID display on Outbound Calls, Call Forwards and Call transfers to the local
PSTN in Mexico: For outbound calls, calls from the local PSTN in Mexico to
Communication Manager that were Forwarded or Transferred back out to the local PSTN
in Mexico, the caller ID number displayed at the SIP softphone (local PSTN in Mexico)

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 6 of 113
SPOC 8/8/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSCM7SM7SBC7



was always of the first DID number assigned to the SIP Trunk (5528810001), regardless
of the PSTN number being used to originate the call.

e Caller ID display on EC500 extension to cellular: For EC500 extension to cellular calls
the Caller ID display at the Mobile/cellular station was always of the first DID number
assigned to the SIP Trunk (5528810001), regardless of the PSTN number being used to
originate the call.

e Fax Support: T.38 fax is the fax protocol officially supported by Communication
Manager on SIP trunks. During the tests, Clearcom responded with “488 Not Acceptable
Here” to the re-INVITE messages sent by Communication Manager to make the change
from voice to T.38, causing the call to drop. Even though it was possible during the tests
to complete G.711 fax pass-through calls using a local test number in Mexico, G.711 fax
pass-through is available in Communication Manager on a “best effort” basis, and it’s not
guaranteed that it will work in every instance, thus G.711 fax pass-through is not
recommended in Communication Manager.

e From Header Manipulation: Clearcom uses SIP trunk registration and digest
authentication in order to accept calls from the enterprise into their network.
Additionally, Clearcom requires the username associated with the SIP trunk credentials to
be present in the “From” header of all outbound calls from the enterprise. Otherwise, the
call is rejected with a “403 Username=From not allowed” message. A Signaling Script
was created in the Avaya SBCE to include the SIP trunk credential’s username in the
“From” header of all outbound calls. (Section 7.3.3).

e Request-URI Header Manipulation: Clearcom sends the username associated with the
SIP trunk credentials in the “Request-URI” header of all inbound calls, while the actual
DID number of the party dialed is sent in the “To” header. Since the routing decision in
Session Manager is based on Dial Patterns, by inspecting the number present in the
“Request-URI” header of the incoming call, a Signaling Script was created in the Avaya
SBCE to populate the “Request URI” header with the number present in the “To” header
of inbound calls. (Section 7.3.3).

e SIP header optimization: There are multiple SIP headers and parameters used by
Communication Manager and Session Manager, some of them Avaya proprietary, that
had no significance in the service provider’s network. These headers were removed with
the purpose of blocking enterprise information from being propagated outside of the
enterprise boundaries, to reduce the size of the packets entering the service provider’s
network and to improve the solution interoperability in general. The following headers
were removed from outbound messages using an Adaptation in Session Manager: AV-
Global-Session-1D, AV-Correlation-ID, Alert-Info, Endpoint-View, P-AV-Message-id,
P-Charging-Vector and P-Location (Section 6.4). Additionally, the parameters “gsid” and
“epv” were removed from outbound Contact headers using a Signaling Script in the
Avaya SBCE (Section 7.3.3).

2.3. Support
For support on Clearcom systems visit the corporate Web page at: http://www.clearcom.mx/
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Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.

3. Reference Configuration

Figure 1 below illustrates the test configuration used. The test configuration simulates an
enterprise site with an Avaya SIP-enabled enterprise solution connected to the Clearcom SIP
Trunk service through the public Internet.

The Avaya components used to create the simulated customer site included:
e Avaya Aura® Communication Manager running on VMware (ESXi 5.5) platform.

e Avaya Aura® Session Manager running on VMware (ESXi 5.5) platform.
e Avaya Aura® System Manager running on VMware (ESXi 5.5) platform.
e Auvaya Session Border Controller for Enterprise running on a Dell R210 V2 Server.

e Avaya Aura® Messaging running on VMware (ESXi 5.5) platform.
e Avaya Aura® Media Server running on VMware (ESXi 5.5) platform.

e Avaya G450 Media Gateway.

e Avaya 96x1-Series IP Deskphones (H.323 and SIP).

e Avaya one-X® Communicator soft phones (H.323 and SIP).
e Avaya Communicator for Windows soft phone (SIP)

e Avaya 2420 Digital Deskphones.
e Analog Deskphones.
e Desktop PC running administration interfaces.

Located at the edge of the enterprise is the Avaya SBCE. It has a public side that connects to the
public network and a private side that connects to the enterprise network. All SIP and RTP traffic
entering or leaving the enterprise flow through the Avaya SBCE. This way, the Avaya SBCE can
protect the enterprise against any SIP-based attacks. The Avaya SBCE provides network address
translation at both the IP and SIP layers. The transport protocol between the Avaya SBCE and
Clearcom, across the public Internet, was SIP over TLS. The transport protocol between the
Avaya SBCE and Session Manager, across the enterprise network, was SIP over TLS. The
transport protocol between Session Manager and Communication Manager, across the enterprise
network, was SIP over TLS.

A separate SIP trunk group was created between Communication Manager and Session Manager
to carry the traffic to and from the service provider (two-way trunk group). To separate the codec
settings required by the service provider from the codec used by the telephones, two IP network
regions were used, each with dedicated signaling groups.

For inbound calls, the calls flowed from the service provider to the Avaya SBCE, then to Session
Manager. Session Manager used the configured dial patterns and routing policies to determine
the recipient (in this case Communication Manager), and on which link to send the call. Once the
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call arrived at Communication Manager, further incoming call treatment, such as incoming digit
translations and class of service restrictions are performed.

Outbound calls to the PSTN were first processed by Communication Manager for outbound

feature treatment, such

as Automatic Route Selection (ARS) and class of service restrictions.

Once Communication Manager selected the proper SIP trunk, the call was routed to Session
Manager. Session Manager once again used the configured dial patterns and routing policies to

determine the route to t

he Avaya SBCE for egress to Clearcom’s network.

Service Provider

Clearcom SIP trunk Registration

PSTN
Gateway

Username: User123
Password: Password123
Domain: clearcom.mx
Public DNS: Primary: 10.5.216.122
Secondary: 10.5.153.242
b
s R
Remote Workers
Avaya 96x1
IP Deskphones
(sIP) Internet
Avaya Communicator for
Windows (SIP)
Avaya one-X® Communicator
(SIP)
4 < s N
Simulated Enterprise
Domain: avaya.lab.com
DIDs: 5528810001 to 0002
Avaya Aura®
Session Manager
172.16.5.32 Avaya
Avaya Aura® Sessk;n BEo':tdor C_ontmller
System Manager CAZ it
172.16.5.71 B1
192.168.10.22 10.10.157.186
192.168.10.166 172.16.5.201 192.168.10.92 192.168.10.46 |172.16.5.250
Avaya Aura® Avaya Aura® Messaging
Communication Manager
Avaya Aura® Media Server Avaya 96x1 Series
IP Deskphones
Desktop PC {H.323, SIP)
« AvayaC i for Wind (SIP)
*  Avaya one-X® Communicator (H.323 & SIP)
«  Avaya Site Admin.
Analog Avaya 2420
Deskph Digital Deskph
\_ 9 F J

Figure 1: Avaya SIP-enabled Enterprise Solution and Clearcom SIP Trunking Service
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4. Equipment and Software Validated

The following equipment and software were used for the compliance testing in the simulated
enterprise:

Equipment/Software | Release/Version
Avaya
Avaya Aura® Communication Manager running 7.0.03.1SP3.1
on VMware ESXi 5.5 platform (00.0.441.0-22903)
Avaya Aura® Session Manager running on 7.0 SP2
VMware ESXi 5.5 platform (7.0.0.2.700201)
Avaya Aura® System Manager running on 7.0.0.2
VMware ESXi 5.5 platform Build No. 7.0.0.0.16266-7.0.9.7002010
Software Update Rev. No. 7.0.0.2.4416
G450 Gateway 37.21.0
Avaya Session Border Controller for Enterprise
running on a DELL R210 V2 Server 7.0.1-03-8739
Avaya Aura® Media Server running on 7.7.0.236
VMware ESXi 5.5 platform
Avaya Aura® Messaging running on VMware 6.3.3 Service Pack 3
ESXi 5.5 platform (MSG-03.0.141.0-348 0304)
Avaya Aura® Integrated Management Site 6.0.07
Administrator o
Avaya one-X® Communicator (SIP & H.323) 6.2.11.03-SP11
Avaya Communicator for Windows (SIP) 2.1.3.80
Avaya 96x1 Series IP Deskphones (H.323) Version 6.6029
Avaya 96x1 Series IP Deskphones (SIP) Version 7.0.0.39
Avaya 2420 Series Digital Deskphone -
Lucent Analog Deskphone --
Clearcom
OpenSIPS Softswitch 1.9
OpenSIPS Session Border Controller 1.9

Table 2 — Hardware and Software Components Tested

The specific configuration above was used for the compliance testing. Note that this solution is
compatible with other Avaya Servers and Media Gateway platforms running similar versions of
Avaya Aura® Communication Manager and Avaya Aura® Session Manager.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Manager. A SIP trunk is
established between Communication Manager and Session Manager for use by signaling traffic
to and from Clearcom. It is assumed that the general installation of Communication Manager, the
Avaya G450 Media Gateway and the Avaya Aura® Media Server has been previously
completed.

In configuring Communication Manager, various components such as ip-network-regions,
signaling groups, trunk groups, etc. need to be selected or created for use with the SIP
connection to the Service Provider. Unless specifically stated otherwise, any unused ip-network-
region, signaling group, trunk group, etc. can be used for this purpose.

The Communication Manager configuration was performed using the Avaya Integrated
Management Site Administrator. Some screens in this section have been abridged and
highlighted for brevity and clarity in presentation. Note that the public IP addresses shown
throughout these Application Notes have been edited so that the actual public IP addresses of the
network elements are not revealed. Some screens captures will show the use of the change
command instead of the add command, since the configuration used for the testing was
previously added.
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5.1. Licensing and Capacity

Use the display system-parameter customer-options to verify that Media Encryption over IP
issettoy.

OPTIOHAL FEATURES

Emergency Access to Attendant?
Enable ‘dadmin’ Login?

Enhanced Conferencing?

Enhanced EC5087

Enterprise Survivable Seruver?
Enterprise Wide Licensing?

ESS Administration?

Extended Cvg/Fuwd Admin?
External Device Alarm Admin?
Five Port Metworks HMax Per MCC?
Flexible Billing?

Forced Entry of Account Codes?
Global Call Classification?
Hospitality (Basic)?
Hospitality (G3V3 Enhancements)?
IP Trunks?

IP Stations? y

ISDH Feature Plus? n

ISDH/SIP Hetwork Call Redirection? y
ISDHN-BRI Trunks? y

ISDH-PRI? y

Local Survivahle Processor? n
Malicious Call Trace? y

|Media Encryption Over IP? yl
Mode Code for Lentralize oice Mail?¥ n

Hultifrequency Signaling? y

Multimedia Call Handling (Basic)? y
Multimedia Call Handling {Enhanced}? y
MHultimedia IP SIP Trunking? y

= s\ oo o omEEE

IP Aattendant Consoles?

(HOTE: You must lnquF & 1uiin to effect the iermissiun chanies.)

If it’s set to n, obtain a license file for Communication Manager with the Media Encryption
feature enabled.
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After installing the license, in the SMI interface of Communication Manager (web interface), go
to Administration/Licensing - Feature Administration. Go to Current Settings (not shown);
look for Media Encryption over IP? and enable it (select ON). Go to the bottom of the page

and click on Submit (not shown).

AVAYA

Adriamtratie [ Lesreng

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

This Servnr: o

AN

"“.:_ﬂ_‘_'::“" be} i:g‘m-_ oFet | MossaRy (Besk)> FEAT WM Nomes ~
34 @) ony () cert | Rospitaiy (GIV3 Erhancements)? FEAT VIK_ B hongs
35| 0 on @) o] [L2ON Fuaturs mrss? BEAT PP 1SN ||etes)
361 ®) ony () e[ [SON/SIP Netmank Call Redlrection? FEAT_NCR 250N (Incoes
37] 80 o O o |Matictsus Cal Trace? pEAT_pocT Hisiee
I8( @) ony () oFF |Hedm Encrystion Over 197 FTAT Mg Noes
3911 () ow (@ gppl|Mode Code for Cantralized Voice Mai?  [FEAT OWM_MC hoces)
40[[ @) ceq O o] Mutitrequancy Sunaing> |
411 8 ooy O oprl{Muttimetie Cti Handing (Basic)? FEAT_MNCH nesed
fe | @ o O oFr [Muttimecie Cail Hending (Erhanced)? | FEAT EMMOM Ny
4:1 .. oN :7' CFF|Muttimacia [P SIP Trunking? FEAT MMIF 539 n Neassl
:5 Ton @ Muttinational Laeaenne? FEAT_MNTL AOC  ||oses
W] O o ® el |Muttisie Locations? FEAT MATILOC  ||hoces
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In the Communication Manager SAT terminal, go back to display system customer options and
that Media Encryption over IP? is set to y on page 5.

parameters customer-options
OPTIONAL FEATURES

Emergency Access to Attendant? IP Stations? y
Enable 'dadmin' Login?

Enhanced Conferencing? ISDH Feature Plus? n

Enhanced EC5887 ISDH/SIP Hetwork Call Redirection? y

Enterprise Survivable Server? ISDN-BRI Trunks? y

Enterprise Wide Licensing? ISDH-PRI? y

ESS Administration? Local Survivable Processor? n

Extended Cug/Fud Admin?

External Device Alarm Admin?
Five Port Hetworks Hax Per HCC?
Flexible Billing?

Forced Entry of Account Codes?
Glohal Call Classification?
Hospitality (Basic)?

Hospitality (G3U3 Enhancements)?
IPF Trunks?

Malicious Call Trace?
Media Encryption Over IP? y
Mode Code for Centralized Uoice Hail? n
Multifrequency Signaling? y
Multimedia Call Handling (Basic)? y

Multimedia Call Handling {Enhanced)? y
Multimedia IP SIP Trunking? y

= s oo oo

IP attendant Consoles?

{HOTE: You must luquF e luiin to effect the iermiSSiun chanies.)

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise, including any SIP trunks to the
Service Provider. The example below shows one license with a capacity of 24000 trunks
available and 122 in use. The license file installed on the system controls the maximum values
for these attributes. If a required feature is not enabled or there is insufficient capacity, contact an
authorized Avaya sales representative to add additional capacity.

OPTIOHAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12088 18

Maximum Concurrently Registered IP Stations: 18888 1

Maximum Administered Remote Office Trunks: 128808 8

Maximum Concurrently Registered Remote OFfice Stations: 18080 8

Maximum Concurrently Registered IP eCons: 414 @

Max Concur Registered Unauthenticated H.323 Stations: 188 @

Maximum Video Capable Stations: 41888 1

Maximum Yideo Capable IP Softphones: 18868 7

| Hagimum Administered SIP Trunks: 24068 1

Maximum Administered Ad-hoc VUideo Conferencing Ports: 24888 A

Maximum NHumber of DS1 Boards with Echo Cancellation: 522 8

{NOTE: You must 1uquF [ 1uiin to effect the iermissiun chanies.)
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On Page 4, verify that ARS is set to y.

parameters customer-options
OPTIONAL F

Abbreviated Dialing Enhanced List? y

Access Security Gateway (ASG)YT n

Analog Trunk Incoming CGall ID? y

A/D Grp/Sys List Dialing Start at @17 y
Answer Supervision by Call Classi

fier?
ARS? y
ARS/AAR Partitioning? y§

ARS/AAR Dialing without FAC? n

ASAI Link Core Capabilities?

ASAI Link Plus Capabilities?

Async. Transfer Mode (ATM) PHC?
Async. Transfer Mode (ATH) Trunking?
ATH WAH Spare Processor?

ATHS?

Attendant Uectoring?

— i — |

{HOTE: You must 1uquF [ 1uiin to effect the iermissinn chanies.)

EATURES

Audible Hessage Waiting?
Authorization Codes?

CAS Branch?

CAS Hain?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg OFf Calls Redirected OfFf-net?
DCS {Basic)?

DCS Call Coverage?

DCS with Rerouting?

Digital Loss Plan Modification?
D51 MSP?
D51 Echo Cancellation?

L= ] L -
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5.2. System Features

Use the change system-parameters feature command to set the Trunk-to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint. If
for security reasons, incoming calls should not be allowed to transfer back to the PSTN, then
leave this field set to none.

T e |
Page 1 of 19

display system—parameters features
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
ITrunk—tu—Trunk Transfer: allI
Automatic Callback with Called Party Queuing? n
Automatic Callback - Mo Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 18

0Ff-Premises Tone Detect Timeout Interval {seconds): 28
AAR/ARS Dial Tone Required? y

Music (or Silence) on Transferved Trunk Calls? all
DID/Tie/ISDH/SIP Intercept Treatment: attendant
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
fiutomatic Circuit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n
Auto Abbreviated/Delayed Transition Interval (rings): 2
Protocol for Caller ID Analog Terminals: Bellcore

Disilai Eallini Mumber for Room to Room Caller ID Calls? n

On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance test used the value of restricted for restricted calls and unavailable for
unavailable calls.

e -
Page 2 of 19

display system-parameters features
FEATURE-RELATED SYSTEM PARAMETERS

CPHAANI/ICLID PARAHETERS
CPN/ANIFICLID Replacement for Restricted Calls: restricted
CPH/ANI/ICLID Replacement for Unavailable Calls: unavailable

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERHATIOHAL CALL ROUTIHG PARAMETERS
Local Country Code:
International Access Code:

SCCAM PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITIHNG PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 28@
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5.3. IP Node Names

Use the change node-names ip command to verify that node names have been previously

defined for the IP addresses of the Avaya server running Communication Manager (procr), and
for Session Manager (Lab-HG-SM). These node names will be needed for defining the Service
Provider signaling group in Section 5.6.

change node-names ip

IP HODE HAMES
IPF Address
_16.5_71

.16.5.32

-168.10.12

default a.e.0.8
media_seruver 192 . 168.10.46
msgqserver 172.16.5.12
procr J16.5.201

of 8
'list node-names’
'change node-names i

administered node-names were displayed )
command to see all the administered node-names

X%X" to change a node-name "Xxx"

or add a node-name

HG; Reviewed:
SPOC 8/8/2016

Solution & Interoperability Test Lab Application Notes

©2016 Avaya Inc. All Rights Reserved.

17 of 113
CLTLSCM7SM7SBC7



5.4. Codecs and Media Encryption

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the Service Provider. For the compliance test, ip-codec-set 2 was used for this
purpose. Clearcom supports G.729A, G.711MU and G.711A. Thus, these codecs were included
in this set. Enter G.729A, G.711A and G.711MU in the Audio Codec column of the table; this is
Clearcom’s preferred codec order. Set Media Encryption to 1-srtp-aescm128-hmac80 and 2-
srtp-aescm128-hmac32, this value must match the Media Encryption value set under the Avaya
SBCE Media Rules, Section 7.4.2. Set Encrypted SRTCP to enforce-unenc-srtcp.

change ip-codec-set 2
IPF CODEC SET

Codec Set: 2

Audio Silence Frames Packet

Codec Suppression  Per Pkt Size{ms)
1:| G.729A n 2 28
2:] G.711A n 2 28
3:| G.711HMU n 2 28
h: _ _
5: _ -
6: _ _
T: _ -

Media Encryption Encrypted SRTCP: enforce-unenc-srtcp

1:| 1-srtp-aescm1Z8-hmacB8
2:| 2-srtp-aescm1Z?8-hmac3d2
3:
4:
5:

On Page 2, set the Fax Mode to off (T.38 fax is currently not supported by Clearcom, refer
Section 2.2).

change ip-codec-set 2 Paqge 2 of 2

IP CODEC SET

Allow Direct-IP HMultimedia? n

Packet
Hode Redundancy Size{ms)
|an off %J
Hodem ottt L]
TDDATTY us 3
H.323 Clear-channel n a
SIP 64K Data n a 28
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5.5. IP Network Region

Create a separate IP network region for the Service Provider trunk. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the Service Provider versus calls within the enterprise or elsewhere. For the compliance test, I1P-
network-region 2 was chosen for the Service Provider trunk. Use the change ip-network-
region 2 command to configure region 2 with the following parameters:

Set the Authoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain name is avaya.lab.com. This name appears in the “From”
header of SIP messages originating from this IP region.

Enter a descriptive name in the Name field.

Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between
IP endpoints without using media resources in the Avaya Media Gateway. Set both
Intra-region and Inter-region IP-1P Direct Audio to yes. This is the default setting.
Shuffling can be further restricted at the trunk level on the Signaling Group form.

Set the Codec Set field to the IP codec set defined in Section 5.4.

Default values can be used for all other fields.

IP HETWORK REGIDH

Region: 2
Location: 1 [Authoritative Domain: avaya.lab.com
|Name: SP_Reqgion| Stub Hetwork Region: n
MEDIA_ PARAMETERS Intra-region IP-IP Direct Audio: yes
Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2848 IP Audio Hairplnning? n

UDFPF Port HMax: 3349
IDIFFSERUSTOS PARAMETERS

Call Control PHB Value: 46
fiudio PHB Value: 46
Uideo PHB Value: 26

|882.1P/Q) PARAMETERS

Call Control 8082.1p Priority: &
Audio 882 _1p Priority: 6
UVideo 882.1p Priority: S AUDIO RESOURCE RESERUATION PARAMETERS

|H-323 IP EHMDPOINTS RSUP Enabled? n

H.323 Link Bounce Recovery? y

Idle Traffic Interval {(sec): 28

Keep-falive Interwval (sec): 5

Heei—nliue Count: 5
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On Page 4, define the IP codec set to be used for traffic between region 2 and region 1. Enter the
desired IP codec set in the codec set column of the row with destination region (dst rgn) 1.
Default values may be used for all other fields. The example below shows the settings used for
the compliance test. It indicates that codec set 2 will be used for calls between region 2 (the
Service Provider region) and region 1 (the rest of the enterprise).

Source Region: 2 Inter Hetwork Region Connection Hanagement | H
G A t

dst codec direct  WAN-BW-1limits Uideo Intervening Dyn A & [

rgn set  WAH Units Total Horm Prio Shr Regions CAC R L e

1 2 MolLimit n___ t

2 2 all

3 - -

4 - -

5 - -

] - -

7 - -

8 - -

9 - -

18 . .

1 . .

12 . .

13 . .

14 . .

15 _ _

5.6. Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and Session Manager for use by the Service Provider SIP trunk. This signaling group is
used for inbound and outbound calls between the Service Provider and the enterprise. For the
compliance test, signaling group 2 was used for this purpose and was configured using the
parameters highlighted below.

e Setthe Group Type field to sip.

e Setthe IMS Enabled field to n. This specifies Communication Manager will serve as an
Evolution Server for Session Manager.

e Set the Transport Method to the recommended default value of tls (Transport Layer
Security).The transport method specified here is used between Communication Manager
and Session Manager. The transport method used between Session Manager and the
Avaya SBCE is specified as TLS in Sections 6.6 and 7.3.4. Lastly, the transport method
between the Avaya SBCE and Clearcom is also TLS. This is defined in Section 7.3.4.

e Setthe Near-end Listen Port and Far-end Listen Port to a valid unused port, instead of
the default well-known port value. (For TLS, the well-known port value is 5061). This is
necessary so Session Manager can distinguish this trunk from the trunk used for other
enterprise SIP traffic. The compliance test was conducted with the Near-end Listen Port
and Far-end Listen Port set to 5071.

e Set the Peer Detection Enabled field to y. The Peer-Server field will initially be set to
Others and cannot be changed via administration. Later, the Peer-Server field will
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automatically change to SM once Communication Manager detects its peer as Session
Manager.

e Set the Near-end Node Name to procr. This node name maps to the IP address of the
Avaya Server running Communication Manager as defined in Section 5.3.

e Set the Far-end Node Name to Lab-HG-SM. This node name maps to the IP address of
Session Manager as defined in Section 5.3.

e Set the Far-end Network Region to the IP network region defined for the Service
Provider in Section 5.5.

e Set the Far-end Domain to the domain of the enterprise.

e Set Direct IP-IP Audio Connections to y. This field will enable media shuffling on the
SIP trunk allowing Communication Manager to redirect media traffic directly between
the inside IP of the Avaya SBCE and the enterprise endpoint. If this value is set to n, then
the Avaya Media Gateway will remain in the media path of all calls between the SIP
trunk and the endpoint.

e Setthe DTMF over IP field to rtp-payload. This value enables Communication Manager
to send DTMF transmissions using RFC 2833.

e Default values may be used for all other fields.

SIGHALING GROUP

Group Humber: 2 Group Type: sip
|IMS Enabled? nj Transport Hethod: tls
Q-5IP? n
IP Uiden? p Enforce SIPS URI for SRTP? y

|Peer Detection Enabled? y | Peer Server: SH

Prepend "+" to Outgoing Calling/Alerting/Diverting/Connected Public Humbers? y
Remove *+° from Incoming Called/Calling/Alerting/Piverting/Connected Humbers? n
fAlert Incoming SIP Crisis Calls? n

Hear-end Hode Hame: procr Far-end Hode Hame: Lab-HG-SH
Hear-end Listen Port: 5871 Far-end Listen Port: 5871
Far-end NHetwork Region: 2

IFar-end Domain: auaua.lah.cum!

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Hoise? n
|birect IP-IP Audio Connections? y|
Session Establishment Timer{min): 3 ITF Audio Hairpinning? n
Enable Layer 3 Test? n Initial IP-IP Direct Hedia? n

H.323 Station Dutinini Direct Media? n flternate Route Timer{sec): 6
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5.7. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.6. For the compliance test, trunk group 2 was configured using the parameters
hlghllghted below.

Set the Group Type field to sip.

e Enter a descriptive name for the Group Name.

e Enter an available trunk access code (TAC) that is consistent with the existing dial plan
in the TAC field.

e Set the Service Type field to public-ntwrk.

e Set the Signaling Group to the signaling group shown in Section 5.6.

e Set the Number of Members field to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

e Default values were used for all other fields.

change trunk-group 2 Page 1 of 21
TRUNK GROUP
Group Humber: 2 |Group Type: si EI BDH Reports
[Group Hame: Service Provider| COR: 1__ m
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: B8
Feruice Type: public-ntwrk | Auth Code? n

Member Assignment HMethod: auto
Signaling Group: 2
Humber of Hembers: 1
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On Page 2, verify that the Preferred Minimum Session Refresh Interval (sec) is set to a value
acceptable to the Service Provider. This value defines the interval that re-INVITEs must be sent
to keep the active session alive. Note that the value assigned to the Preferred Minimum Session
Refresh Interval (sec) field is doubled and assigned to the “Min-SE” Header Field in SIP
INVITE messages for calls originating from Communication Manager. Using the default setting
of 600 seconds as in the example, the “Min-SE” Header Field would be populated for 1200
seconds in SIP INVITE messages originating from Communication Manager.

Group Type: sip

TRUNK PARAMETERS

Unicode Hame: auto

Redirect On OPTIHM Failure: 5880

SCCAN? n Digital Loss Group: 18

|Preferred Minimum Session Refresh Interval(sec): 608)|

Disconnect Supervision - In? y OQut? y

Caller ID for Service Link Call to H.323 1xC: station-extension

S0IP Treatment: auto Delay Call Setup When Accessed Via IGAR? n
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On Page 3, set the Numbering Format field to private. This field specifies the format of the
calling party number (CPN) sent to the far-end. Beginning with Communication Manager 6.0,
public numbers are automatically preceded with a + sign when passed in the SIP “From”,
“Contact”, “P-Asserted Identity” and “Diversion” headers. The addition of the “+” sign impacted
caller ID presentation on outbound calls sent to Clearcom. Thus, the Numbering Format was
set to private and the Numbering Format in the route pattern was set to unk-unk (Section
5.10).

Set the Replace Restricted Numbers and Replace Unavailable Numbers fields to y. This will
allow the CPN displayed on local endpoints to be replaced with the value set in Section 5.2, if
the inbound call enabled CPN block.

Default values were used for all other fields.

e O
3 of 21

change trunk-group 2 Page
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

|Humbering Format: private]

UUI Treatment: service-provider

Replace Restricted Humbers? y
Replace Unavailable Humbers? y

Hold/Unhold Hotifications? y
Modify Tandem Calling Humber: no

Show ANSUWERED BY on Display? u
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Page 4 was configured using the parameters highlighted below.
e Set the Network Call Redirection field to n. This setting directs Communication
Manager not to use the SIP REFER method for transferring calls off-net to the PSTN,
refer to Section 2.2.
e Set the Send Diversion Header field to n.
e Set the Support Request History field to n.
Set the Telephone Event Payload Type to 101. The value preferred by Clearcom.
Set the Convert 180 to 183 for Early Media toy.
Set the Always Use re-INVITE for Display Updates field to y.
Set the Identity for Calling Party Display to P-Asserted-1dentity.

change trunk-group 2 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone?
|Prepend *+° to Calling/Alerting/Diverting/Connected Humber?
Send Transferring Party Information?

|Hetwork Call Redirection?

=== 1=

Send Diversion Header?
Support Request History?
Telephone Event FPayload Type:

- 2 |3
=
=

Convert 188 to 183 for Early Media?
Alwvays Use re-INUITE for Display Updates?
Identity for Calling Party Display:

Block Sending Calling Party Location in INUITE?
Accept Redirect to Blank User Destination?
Enable Q-3IP?

-Asserted-Identity

2R E|mE=

Interworking of ISDH Clearing with In-Band Tones: keep-channel-actiuve

Reiuest URI Contents: maﬁ—haue—extra—diiits
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5.8. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since private
numbering was selected to define the format of this number (Section 5.7), use the change
private-numbering command to create an entry for each extension which has a DID assigned.
The DID numbers are assigned by the Service Provider. Each DID number is assigned to one
enterprise internal extension or Vector Directory Numbers (VDNSs).

The screen below shows DID numbers assigned for testing. The DID numbers were mapped to
enterprise extensions 3041, 3042, 3044 and 3045.

HUMBERING - PRIVATE FORMAT

Ext Ext Trk Private Total
Len Code Grp(s) Prefix Len
3 Total Administered: 6
5 Maximum Entries: 540
3841 5528810808081
2842 LLZ28B10AA2 18
LLZ28B10AA3 18
2845 LLZ28B108A04 a

O O I R O O A =1~~~

I O O O R O O B it ol ol
=]
=
=
=
LENR L C R

Note: During the compliance test, Clearcom did not inspect the calling party number sent in the
origination headers from the enterprise to authenticate outbound calls; it used SIP trunk
registration and Digest Authentication instead. This is shown in Section 7.3.4 of the Avaya
SBCE configuration, later in this document. Clearcom also inserted the main DID number
assigned to the SIP trunk on all outbound calls sent to the PSTN, for caller ID purposes. Since
the calling party information sent from the enterprise was for all practical purposes not used by
Clearcom, the configuration shown on the screen above was not strictly required, and it is shown
here simply for completeness.
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5.9. Inbound Routing

In general, the “incoming call handling treatment” form for a trunk group can be used to
manipulate the digits received for an incoming call if necessary. Since Session Manager is
present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handling table may not be
necessary. If the DID number sent by Clearcom is left unchanged by Session Manager, then the
DID number can be mapped to an extension using the incoming call handling treatment of the
receiving trunk group, as shown below. Use the change inc-call-handling-trmt command to
create an entry for each DID.

Service/
Feature
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk
public-ntuwrk

INCOMING CALL

HAMDLING TREATHEHNT

Humber Humber Del Insert
Len Digits
18 552881086881 18 3841
18 5528810862 18 3842
18 552881008683 18 3844
18 55288106884 18 3845

iuhlic—ntwrk .
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the Service Provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enterprise callers will dial 9 to reach an “outside line”.
This common configuration is illustrated below with little elaboration. Use the change dialplan
analysis command to define a dialed string beginning with 9 of length 1 as a feature access code
(fac).

change dialplan analysis Page 1 of 12
DIAL PLAN AHALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Ccall Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type

12 udp
dac
ext
ext
udp
ext
dac
ext
fac
fac|
dac
dac

AP (O] YR = R e

I o il ol o
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Use the change feature-access-codes command to configure 9 as the Auto Route Selection
(ARS) — Access Code 1.

change feature-access-codes Page 1 of 18
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing List1 fAccess Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code:
Answer Back Access Code:
Attendant Access Code:
Auto _Alternate Routing (AAR} Access Code:
|nutu Route Selection {(ARS) - Access Code 1:
Automatic Callback Activation: Deactivation:
Call Forwarding Activation Busy/Dh: All: Deactivation:
Call Forwarding Enhanced Status: Act: Deactivation:
Call Park Access Code:

Call Pickup Access Code: =44
CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:
Change COR fAccess Code:
Change Coverage Access Code:

Conditional Call Extend Activation: Deactivation:

Contact Closure Dien Code: Close Code:

Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. Refer to Section 2.1 for the complete list of call types tested. All dialed strings
are mapped to route pattern 2 which contains the SIP trunk to the Service Provider (as defined
next).

Access Code 2:

R
] ==l

Ichanue ars analysis @ Page 1 of 2
ARS DIGIT AHALYSIS TABLE
Location: all Percent Full: 8@
Dialed Total Route Call Hode AHI
String Min HMax Pattern Type Hum Reqd
a 1 1 2 op ___n
a 13 13 1 hnpa _ n
ag 2 2 deny op _ n
681 13 13 2 intl - n
i3] 12 12 2 natl - n
811 18 18 2 intl - n
ang 2 2 2 sucl _ n
845 13 13 2 natl _ n
181xxx=8 g g deny op _ n
181xxx=n 18 18 deny ap - n
101 x=x=z 61 16 2n deny iop - n
101xxxx011 17 25 deny intl . n
10 1xxn= 18 18 deny fnpa _ n
18xxx@ o o deny op _ n
18xxxa 16 16 deny ap - n
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
Service Provider trunk route pattern in the following manner. The example below shows the
values used for route pattern 2 during the compliance test.
e Pattern Name: Enter a descriptive name.
e Grp No: Enter the outbound trunk group for the Service Provider. For the compliance
test, trunk group 2 was used.
e FRL.: Set the Facility Restriction Level (FRL) field to a level that allows access to this
trunk for all users that require it. The value of 0 is the least restrictive level.
e Numbering Format: Set to unk-unk. All calls using this route pattern will use the
private numbering table. See setting of the Numbering Format in the trunk group form
for full details in Section 5.7.

Page 1
Pattern Humber: 2 Pattern Hame: Serv. Provider
SCCAH? n Secure SIP? n Used for SIP stations? n
Grp FRL HPA PFfx Hop Toll Ho. Inserted DCS/ IXC
Ho Mrk Lmt List Del Digits QsIG
Dgts Intw
1: - _ _ n user
2: - _ _ n user
3: - _ _ n user
4: - _ _ n user
L: - _ _ n user
6: - _ _ n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM Sub HMNumbering LAR
812H4W Request Dgts Format
1 yyyyyn n rest _ none
2:yyuyyyn n rest _ none
d:yyyyyn n rest _ none
hiyyuyuyyn n rest _ none
Siyyuyuyyn n rest _ none
6: ii ii ii ii ii nn rest _ none

Note: To save all Communication Manager provisioning changes, enter the command save
translations.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:
e SIP domain
e Logical/physical Location that can be occupied by SIP Entities
e Adaptation module to perform dial plan manipulation.
e SIP Entities corresponding to Communication Manager, the Avaya SBCE and Session
Manager
e Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities
e Routing Policies, which control call routing between the SIP Entities
e Dial Patterns, which govern to which SIP Entity a call is routed
e Session Manager, corresponding to the Session Manager server to be managed by System
Manager.

It may not be necessary to create all the items above when configuring a connection to the
Service Provider since some of these items would have already been defined as part of the initial
Session Manager installation. This includes items such as certain SIP domains, Locations,
Adaptations, SIP Entities, and Session Manager itself. However, each item should be reviewed to
verify the configuration.

Note: Some of the default information in the screenshots that follow may have been cut out (not
included) for brevity.

Note: Some Avaya products are shipped with a default identity TLS certificate signed by Avaya,
to enable out-of-box support for TLS sessions. These are considered “demo” certificates which
do not meet the current National Institute of Standards and Technology (NIST) security
standards. For security reasons these default “demo” certificates should not be used in
Production.

Avaya recommends using 3rd Party Certificate Authority (CA) signed identity certificates
for enhanced security.

On the enterprise side (or private side), testing was done with the default “demo” TLS identity
certificates. The procedure to obtain and install 3rd Party CA TLS certificates is outside the
scope of these Application Notes. Refer to items [3], [5] and [8] in Section 11.
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6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address
of System Manager. Log in with the appropriate credentials (not shown). The screen shown
below is then displayed. Click on Routing.

Vv N e PN e

Administrators Communkation Manager Backup and Restore
Directory Synchronization Camimusibcatiog Sesvar 1000 Bulk Empart and Export
Groups & Roles Conforencing Coaflgurations
User Managameant Engagemant Deavelopmant Matfonm Evants
User Provistoning Rule 1P Office Geographic Redundancy
Modia Server Inwantory
Meesting Exchange Ucenses
Mossaging Replication
Fresence Reports
o]
Session Manager Sacurity

Work Assignment Shutdown
Solution Deployment Manages

Tamplatus
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The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items will be located under the Routing link
shown below.

Mo Minitong

« Womw / Lements | Routing o

Introduction to Network Routing Policy

Natwork Routing Policy consists of saveral rewting applications like "Domains”, "Locations”, "SIP Entites”, atc

The recommendad crder to use the rowting applications {that means the overal routing warkflow) to configure your network configuration is
as follows

Step 1: Creste “Domains” of type SIF {other routing applications are refermnng domains of type SIP}
Step 2: Create “Locations™
Step 3: Create “Adaptations”

Step 4. Craate "SIP Entries”

SIP Entities that ar% used as "Outbound Froxies” 8.9, @ certain “Gateway” ar "SIP Trunk”

6.2. Specify SIP Domain

Create a SIP domain for each domain of which Session Manager will need to be aware in order
to route calls. For the compliance test the enterprise domain avaya.lab.com was used.

To add a domain, navigate to Routing = Domains in the left-hand navigation pane and click the
New button in the right pane (not shown). In the new right pane that appears (shown below), fill
in the following:

e Name: Enter the domain name.

e Type: Select sip from the pull-down menu.

e Notes: Add a brief description (optional).

e Click Commit to save (not show).

The screen below shows the entry for the enterprise domain avaya.lab.com.

« Wome / / e/ 1<)
Helo 7
Domain Management
1 Bem O Filtar: Enabis
Name Type Notus
f wonys.lab com sp v) Lab-HG {'l:mnr]
Diat Patzarne
Regular Expressions
T [Eemmit]fcancel]
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6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
the purposes of bandwidth management and call admission control. To add a location, navigate
to Routing > Locations in the left-hand navigation pane and click the New button in the right

pane (not shown).

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name for the location.
e Notes: Add a brief description (optional).
e Click Commit to save.

The screen below shows the HG Session Manager location. This location will be assigned later
to the SIP Entity corresponding to Session Manager.

Moms | Routing
o Naow / /! g/t o
Oomning o ?
oo Location Details
“‘._'_h“...". General
'{N-m«: HG Sessan Manaq&-vi
Naotes:
Dial Plan Transparency in Survivable Mode
" Nagular Expruseions Reni
Dehu;lb . Listed Directory Number;
Associated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units:  xXbit/sec ]
Total Bandwidth:
Multimedin Bandwidth:
Audio Calis Can Take Multimedia
Bandwidth;
Per-Call Bandwidth Parameters
Maximam Mutimedia Sandwidth (intrs- 5000 Kb/ Soc
Maximum Multimedia Inndw:i:rig.l:;;t- 1000 Kbit/See
* Mind Multimedi d 64 Kbit/Sec
* Delault Audso Bandwidth: 8l Kbit/ser Wi
Alarm Threshoid
Overall Alarm Thiesbold: 50 ey
in Alwrm Thr 50 v o
* Latuncy before Oversll Alacm Trigges: 5 Minutes
* Latancy beforn Multimedia Alarm Trigges: 5 Minutes
Location Pattarmn
i
0 l!ln:c < Fiker: Enpe
: 1’. Address Pattern Notes »
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 34 of 113

SPOC 8/8/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSCM7SM7SBC7



The following screen shows the HG Communication Manager location. This location will be
assigned later to the SIP Entity corresponding to Communication Manager.

~ Routing « Home / Elements / Rowting / Letutinne [+]
Uy MHen ?
Domaine
ion De [CommitffCancal
Lacations Locaho“ ta"s m e
i - 2 General
titien f
T *|Name: HG Cammunication Manager |
Notes:
Dial Plan Trunsparency in Survivable Mode
Enabled: ]
Defaults Listed Directory Number:
Associated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units:  Kbit/sec ||
Totul Bandwidth:
Multimedia Bandwidth:
Audio Calis Can Take Multimedia
Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra~ =
L jon): 1000 Kbit/Sec
di dwidth (Inter- )
L tion): 1000 Kbit/Sec
"M di Idth 44 Kbit/Sec
* Default Audio Bandwidth: 80 Kot/eec V|
Alarm Threshold
Overall Alarm Threshold: 80 %
Multimedia Alarm Thresheld: 80 ] %
* Latency before Overall Alarm Trigges! 5 Minutes
"L y before Multi in Alarm Trigger: 5 Minutes
Location Pattern
Adq Rameve
O ltams Filtee: Ennbile
1P Address Pattern Notes
o]
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The following screen shows the HG ASBCE location. This location will be assigned later to the
SIP Entity corresponding to the Avaya SBCE.

« Nomu / Elements / Rowting / Lecations o
Heip ?
Location Details Commit]{Cancal
Lacatians
MW' Genaral
cmithoico it *INome: HG ASBCE
Entity Links
A eci— Notes:

Dial Plan Transparancy in Survivable Mode
Enabled:

Listed Directory Number;

Defaults

Assodated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units:  xbit/sec 1]
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia

Bandwidth:
Per-Call Bandwidth Parameters

dim Bandwidth (Int
i i 1000 Kbit/Sec
g Hutomenia Rand “:J,';";,' 1000 Kbit/Sec
* Mini Multimedia Bandwidt) 64 Kbit/Sec
* Default Audio Bandwidth: 80 Kowjzec V|
Alarm Threshold
Overall Alarm Thiwshold: 80 V)%
Mualtimedia Alarm Thieshold: 80 ~| o
* Latency befors Overall Alarm Trigger: 5 Minutes
* Latency before Multimedia Alarm Triggers! 5 Minutes
Location Pattern
Add Bamove
0 lema - Filtee: Ennhle
1IF Address Pattern Notes
ICammtlIC.n:elI
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6.4. Adaptations

In order to improve interoperability with third party elements, Session Manager 7.0 incorporates
the ability to use Adaptation modules to remove specific headers that are either Avaya
proprietary or deemed excessive/unnecessary for non-Avaya elements.

For the compliance test, an Adaptation named “CM_Outbound_Header Removal” was created
to block the following headers from outbound messages, before they were forwarded to the
Avaya SBCE: Alert-Info, P-Charging-Vector, AV-Global-Session-ID, AV-Correlation-1D, P-
AV-Message-id, P-Location, and Endpoint-View. These headers contain private information
from the enterprise, which should not be propagated outside of the enterprise boundaries. They
also add unnecessary size to outbound messages, while they have no significance to the service
provider.

Navigate to Routing - Adaptations in the left-hand navigation pane and click the New button
in the right pane (not shown). In the new right pane that appears (shown below), fill in the
following:

e Adaptation Name: Enter an appropriate name.
e Module Name: Select the DigitConversionAdapter option.
e Module Parameter Type: Select Name-Value Parameter.

Click Add to add the name and value parameters.

e Name: Enter eRHdrs. This parameter will remove the specified headers from
messages in the egress direction.
e Value: Enter “Alert-1nfo, P-Charging-Vector, AV-Global-Session-ID,

AV-Correlation-1D, P-AV-Message-id, P-Location, Endpoint-View”
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The screen below shows the adaptation created for the compliance test. This adaptation will later

be applied to the

SIP Entity corresponding to the Avaya SBCE. All other fields were left with

their default values.

« Wome / B / %/ e
Held ?
Adaptation Details
A;i;)alA:nuns General
751, EE’_‘!‘“i * Adaptation Name: CM_Outbound_ Header Rermaval
Entity Links =
* Module Name: DigitConverscoAdoptar V)
Time Kanges
. Module Parametes Type: Name-Valus Parsmater V]
Routing Policies
Dinl Patterms Tac Remove
7!-9-71!?1 I-’cm-v [ nome - Value
Duluslts = "Alart-lefo, P-Charging-Unctor, AV-Globr-Sension A
ahtiges -1D, AV-Correlaticn-1D, P-AV-Message-id, P- v
‘Select | A1, None
Egreas URI Parwmetors:
Notes:
Digit Conversion for Incoming Calls to SM
t:.sd Ryrp‘-c
© Rems . Filter: Enable
Matching Pattern Min Max Phone Context Delete Digits  Inmsert Dights  Address to modity | Adagptation Data Notes
Digit Conversion for Outgoing Calls from SM
Add Remove
Orl.llms " Filter: Eoabie
Matching Pattern Min Max Phone Context Deiete Digits  Insert Digits  Address to modity Adaptation Data Notes
=
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6.5. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes Communication Manager and the Avaya SBCE. Navigate to Routing -
SIP Entities in the left-hand navigation pane and click on the New button in the right pane (not
shown).

In the General section, enter the following values. Use default values for all remaining fields:

e Name: Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity interface
that is used for SIP signaling.

e Type: Enter Session Manager for Session Manager, CM for
Communication Manager and SIP Trunk (or Other) for the
Avaya SBCE.

e Adaptation: This field is only present if Type is not set to Session
Manager. If applicable, select the Adaptation Name.

e Location: Select one of the locations defined previously.

e Time Zone: Select the time zone for the location above.

To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities.

In the Port section, click Add and enter the following values. Use default values for all
remaining fields:

e Port: Port number on which the Session Manager will listen for SIP
requests.

e Protocol: Transport protocol to be used to send SIP requests.

e Default Domain: The domain used for the enterprise.

e Click Commit to save.
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The following screen shows the addition of the Session Manager SIP entity. The name HG
Session Manager, the IP address of the Session Manager signaling interface, the Location HG
Session Manager created in Section 6.3 and the Time Zone were used.

For the compliance test, only two Ports were used:
e 5061 with TLS for connecting to the Avaya SBCE.

e 5071 with TLS for connecting to Communication Manager.

Mame | Routing ™
« Mame [ / / sip [+]
Help 7
SIP Entity Details Comenit
General
sl‘p Eo;titl-- ‘ * Name: MG Session Manager
" Entity Links * FQDN or IP Address: 172.16.5 37
Time Ranges Type: ~
Routing Policies Notes: Security Module
| Loeation: HG Sessian Manager vl
Outbound Proxy: ]
.fimo Zone: Amerca/New York :]
Credential name:
SIP Link Monlitoring
SIP Link Monitoring: Use Session Manager Configuration _\j_]
Listan Ports
TCP Failover port:
TLS Failover port:
Add. Remove
1L ems 0 Fizar: Enable
[ [Listen Ports « |Protocol |Default Demaln Notes
[ [so60 TP | |avayaiab.com ~l
[ S060 ute V] lavayalab.com V]
1[ 5001 S ._\_IJ avnya.lab,com _\_/J]
[[] |sos2 TeP v [avayalan.com vl
[ lsoes TS v] |avays.lsb.com ~
5070 o« dvayalab,com ~
5071 TS _VJ avaya lab com _vJ
5080 TCP &) avayalav.com ~]
O Isom TCP v]| aveyalab.com ~]
[ S085 Lo v] |avayalan.com ~]
"i soon Yl‘Flj avayalab.com ll
Saject : All, Hone
SIP Responses to an OPTIONS Request
Add| | Remove
0 tems Fiter: Enable
Mark
Rusponse Code & Reason Phrass Entity Notus
Up/Down
Cancel
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The following screen shows the addition of the Communication Manager SIP Entity.

A separate SIP entity for Communication Manager is required in order to route traffic from
Communication Manager to the Service Provider.

The name HG CM Trunk 2, the IP of the Avaya Server running Communication Manager, the
Type of CM for Communication Manager, the Location HG Communication Manager created
in Section 6.3 and the Time Zone were used.

« Mome / / 9 / SIP ©
Helo ?
SIP Entity Details
Genaral
S!PAEnll;lt; * Name: HG CM Trunk 2
Entity Links f * FQDN or IP Address: |172.16.5.201
Time Rangas Type: )
Routing Palicies Notes: For Secvice Provider Calis
Dial Patterne
Ragular Expressions Adaptation; vl
Dataults Location: HG Comnunication Manager v
Time Zone: Amenca/New_York vl
* SIP Timer B/F (Iin seconds): 4
Credential name:
Securable:
Call Detaidl Recording: none L
Loop Detection
Loop Detection Mode: Off v
SIP Link Monitoring
SIP Link Monitoring: Use Session Manager C:mﬁquvnm_g_]
Supports Call Admission Controb; |
Shared Bandwidth Manages:
Primary $ Manages Bandwidth 5]
Associstion; -
Backup Sesslon Manager Bandwidth 5 J
Assodiation: =
SIP Responses to an OPTIONS Request
Add Ramove
0 frems Filtar: Enabile
Mark
Response Code & Reason Phrase Entity Notes
Up/Down
e
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The following screen shows the addition of the SIP entity for the Avaya SBCE.

The name HG ASBCE, the inside IP address of the Avaya SBCE, the Type of Other, the
adaptation CM_Outbound_Header_Removal created in Section 6.4, the location HG ASBCE
created in Section 6.3 and the Time Zone were used.

| Note: Type: Other was used during the testing; SIP Trunk could have been used instead.

Home Routing
« Meme / / g / =P o
Haip ¥
SIP Entity Details [Commit][cancel]
Genaral
* Name: HG ASBCE
* FQDN or IP Address: 172.16.5.71
Type: i~
‘Notes: [HG ASBCE
Adaptation: |[CM_Outbound Heacer Removal v
Location: HG AS2CE iV
Time Zone: Amerca/New York o~
* SIP Timer B/F (In seconds): 4
Creduntial name:
Securable: |
Call Detail Recording: none _\L]
CommpProfile Type Preference: = v|
Loop Detection
Loop Detection Mode: Off i~
SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration v
Supports Call Admission Control: |
Shared Bandwidth Manager: |
Primary Session Manager B id S
Association: —
Sy As:oci:tiox;: =
SIP Responses o an OPTIONS Raquest
Add Remove N
ﬁlzm :- - Fitar: Snabie
Ruspores Code & Reason Phrase :‘:t't:v Notes
up/Down
[Commit[Canca]
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6.6. Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two entity links were created; one to Communication Manager and one to the Avaya SBCE, to
be used only for Service Provider traffic. To add an entity link, navigate to Routing 2 Entity
Links in the left-hand navigation pane and click on the New button in the right pane (not
shown). Fill in the following fields in the new row that is displayed:

e Name: Enter a descriptive name.
e SIP Entity 1: Select the Session Manager.
e Protocol: Select the transport protocol used for this link. For Communication

Manager this was matched to the Transport Method defined on the
Communication Manager signaling group in Section 5.6. For the
Avaya SBCE, this was matched to the Transport defined on the
Server Configuration for Session Manager (Call Server) in Section
7.3.4.

e Port: Port number on which Session Manager will receive SIP requests from
the far-end. For Communication Manager, this was matched to the
Far-end Listen Port defined on the Communication Manager
signaling group in Section 5.6. For the Avaya SBCE, this was matched
to the Port defined on the Server Configuration for Session Manager
(Call Server) in Section 7.3.4.

e SIP Entity 2: Select the name of the other system. For Communication Manager or
the Avaya SBCE select the respective SIP Entity defined in Section
6.5.

e Port: Port number on which the other system will receive SIP requests from

Session Manager. For Communication Manager, this was matched to
the Near-end Listen Port defined on the Communication Manager
signaling group in Section 5.6. For the Avaya SBCE, this was matched
to the TLS Port defined for the private Signaling Interface on the
Avaya SBCE in Section 7.5.3.

e Connection Policy: Select Trusted.

e Click Commit to save.

The following screens illustrate the entity links to Communication Manager and to the Avaya
SBCE.
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The following screen shows the entity link to Communication Manager:

Mame | Routing ®

« Hame [/ Bements / Routing / Entity Links

[+}
Help 7

Entity Links [Comenitf{cance]

i lteen O Filter: Enabile
Entity Links i
Tima Ranges [ Name SIF Entity 1 Protacol |Port SIF Entity 2 O“::‘r’: Na
Mﬂ? Policies r [- "G Sestice Mamager  * QMG Session Manager ns v] +json « QMG CM Trunk 2 I O
Dial Patterns < >
Regiulas Expressions Salact : Al Nane

Dofaults

Cancel

The following screen shows the entity link to the Avaya SBCE:

Home | Routing * ,
« MHeme / Bamanis [ Routing / Eatity Links o
Help »
Entity Links Comeitf{Cancel]
1ltem O Niter: Enable
Entity Links
7?@..;.;.,.. [ MName SIP Eatity 1 Protocol |Port s1p Entity 2 Ov‘::‘:d-
1 [ MG Session Marager * Q G Session Manager s L} « son1 “QHG Asnr.i} 0
< >
Select | NI, Noonw
[Commi]fcancel]
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The following screen shows the list of the newly added entity links. Note that only the
highlighted entity links were created for the compliance test, and are the ones relevant to these
Application Notes.

Hame Routing n
« Mame [ Bements / Rowting / Entity Links [+]
Help 7
Entity Links
Ne«_‘v _Mxo Actions *
24 tems Filter: Enable
Entity Links R e : e
= NS Conmectio
Time Ranges T Nam. SIP Entity 1 Protocol Port  |SIP Entity 2 Override. Ma1t :«llxv n s::;:ﬁ Notwe
SRR A Saa T — MG Session HG Session AAC
— O [;].m},ngg[_bhi_i!lﬁ@ 1cp Nanager TCe 4080  AAC [m] 4080 brewed O :::'y
Regulss Expressions C :.:fc.‘:b;?ﬁﬂ‘lﬁ'!g_gggéf%fm} ::’n".';'“" e weo :’; ;“1’ Pocket [1 5060 trstes (m|
Dofmults — MG Ses s Sw v s s -
[ R ’:’;"Esm?.é 5085 Upe mn”;""" ube soss  CSIKTE [ %085 trewted (]
C %linzﬁx_:uu._ﬂﬁsw S P‘VT,'" :iﬂi;:f“'" ns 5051 HG ASBCE [0 5061 trusted Di
] |HGSssson Mangger HGCM  HG Session o074 oM Trork 2 - |
| 1ok 2 5073 TLe Nn“‘e, s SOTY MG CM Trumk 2 O 5071 trested m]
Select : All, Kong 4 4 Fage 1 wof2 b M
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6.7. Routing Policies

Routing Policies describe the conditions under which calls are routed to the SIP entities specified
in Section 6.5. Two routing policies must be added: one for Communication Manager and one
for the Avaya SBCE. To add a routing policy, navigate to Routing = Routing Policies in the
left-hand navigation pane and click on the New button in the right pane (not shown). The
following screen is displayed. Fill in the following:

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name.
e Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select.
The selected SIP entity displays on the Routing Policy Details page as shown below. Use
default values for remaining fields.

e Click Commit to save.

The following screen shows the routing policy for Communication Manager:

Routing Policy Details

Rovatting
« Mome / / / Pokcins o
Heip 7

Geneoral

1
| * Name! To HG CM Trunk 2 |
Disabled:
* Retrins: 0
Notes: [nboung calls to HG CM Trunk 2
SIP Entity as Destination

Selact

Nume FQUN of 1P Address Yype Notus

[ #6 o T 2 172.46.5.201 o For Gervice Providor Cabs
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The following screen shows the routing policy for the Avaya SBCE:

* Namm: To HG ASBCE

—— o a— Yo Disabled:
Time Ranges

Routing Policies

* Retries: O

Notes: For autbound calls to Service Pro

Mams TQODM ac [P Addresas Typs Motes

MG ASBCE 21887 Ontvar NG ASECE

6.8. Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were needed to route calls from Communication Manager to Clearcom and vice versa.
Dial patterns define which route policy will be selected for a particular call based on the dialed
digits, destination domain and originating location. To add a dial pattern, navigate to Routing =
Dial Patterns in the left-hand navigation pane and click on the New button in the right pane (not
shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values. Use default values for all remaining fields:

e Pattern: Enter a dial string that will be matched against the Request-URI of the
call.

e Min: Enter a minimum length used in the match criteria.

e Max: Enter a maximum length used in the match criteria.

e SIP Domain: Enter the destination domain used in the match criteria.

e Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

e Click Commit to save.
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Examples of dial patterns used for the compliance testing are shown below.

The first example shows dial pattern 28, with destination SIP Domain of -ALL-, Originating
Location Name HG Communication Manager and Routing Policy name To HG ASBCE. This
dial pattern was used for local outbound calls in Mexico.

Note: The SIP Domain was set to -ALL- since dial pattern 28 is shared among multiple SIP
Domains in the Avaya lab, SIP Domain Avaya.lab.com could have been used instead.

Homn Routing
« Meme / / y / Ot " [+]
Help ¥
Dial Pattern Details [Commit]
General
Emergency Call: |
Emergency Priority:
Emergency Type:
| $1P Domain: -ALL- I3
Notes: Outbound to Clearcom Test Softphone
Qriginating Locations and Routing Policles
Add. | Remove
2 tems Filter; Enabile
Routing .
Originating Location Nams Originating Houting Palicy Kank Palicy Routing Policy Routing Policy
Location Notes  Name Destination Notes
Disabled
WG Communication Manager To MG ASBCE 9 "G ASBCE ::r;:a\rc;u;ﬂn:'zl:’
3 Oubouns ¢ — Outbound t

MA Communication Manager  HP DL36O A ASRCE " [ MA_SSCE P

Select : All, Kong
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The following dial pattern used for the compliance testing was for inbound calls to the enterprise.
It uses dial pattern 55 matching the first two digits of the DID numbers assigned to
Communication Manager. This dial pattern was configured with the destination SIP Domain of
-ALL-, Originating Location Name HG ASBCE, and Routing Policy name To HG CM Trunk 2.

« Meme / Blamants / Rowting / Ol Palterns [+]
felp ¥
Dial Pattern Details
General
Emergency Call:
Emergency Priority:
Emergency Type:
JSIP Domain: -ALL- v
Notes: Clearcom Incoming
Originating Locations and Routing Policies
&dp‘ Rompr.c
Z‘RQf!_u > Fiter: Ennble
[T {Orighoating ocation wame [ O1PNStRD Neuting puliey |, :rn.;",‘: Reutiig bullcy,  (Noeling Satey
7 [ise asece '_f“.“-s_ TRk T wGoHTrume2 ,fgr‘,:“;f: :J
MA SBCE Aviys SBCE 6.1 c'l'“::‘:'f ‘" ) 0 MA CM Trumk 2
Seisct : All, None
Note: The SIP Domain was set to -ALL- since dial pattern 55 is shared among multiple SIP
Domains in the Avaya lab, SIP Domain Avaya.lab.com could have been used instead.
Note: The same procedure should be followed to add other required dial patterns.
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6.9. Add/View Avaya Aura® Session Manager

The creation of a Session Manager element provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add Session Manager, navigate to Elements - Session Manager - Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). If Session Manager already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name: Select the SIP Entity created for Session
Manager.
e Description: Add a brief description (optional).

e Management Access Point Host Name/IP: Enter the IP address of the Session Manager
management interface.

In the Security Module section, enter the following values:

e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of the Session Manager
signaling interface.

e Network Mask: Enter the network mask corresponding to the IP address of
the Session Manager signaling interface.

e Default Gateway: Enter the IP address of the default gateway for Session
Manager.

Use default values for the remaining fields.
e Click Save (not shown).
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The screen below shows the Session Manager values used for the compliance test.

View Session Manager

Genmry | Security Module | Manitonng ; GDR | Persanal Profie Manager (PPM) - Connettion Smtngs | Event Server

Expand AT | Collapae All
General .
f

S1P Entry Name MG Sesson Manage !
Conliguration o e 7

+ Oevice and Location Description Lab-HG 5M

| Management Access Point Host NameyIP 172.16.5.11

Configurston

* Application Direct Routing %0 Encpeints Enate
Configuration Mainterarce Mode [

Security Module «

SIP Ereity 1P Address 172.165.72
Network Mask 255

Default Guteway 172165254

Call Comtrol Pl 41

“SIP Firewal Configuration
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the required configuration of the Avaya SBCE to connect to Clearcom’s
SIP Trunking service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used; the configuration
shown here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning
step will have a screenshot associated with it. Some of the default information in the screenshots
that follow may have been cut out (not included) for brevity.

7.1. Log in Avaya SBCE

Use a web browser to access the Avaya SBCE web interface, enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the management IP address of the Avaya
SBCE.

Enter the appropriate credentials and then click Log In.

o V o o Log In
Usermame

Password
Login |
Session Border Controller This sywtem i realriched schly o auhorged Users for Tegiisate
- Dusitmes pupases only The schal o stlemgled usathorized
fOI' Enterpflse Booess, e Of modicatons of ths spalem s sty prohinied
Urnauthoraed users are sutject 1o company discipheary procedures

and or oimingd and chel penalies under siate, federal or other
appicable comesso and foreign laws.

fen wpalemn may be moniored and recooded for

that ¥ it reesas cosibie erdence of coimnal atidly, e esdence of
such actiity may be provsded to law enforoement oMcals

All gaery must comply wiin al oorporate iInsTuctions Teganting the
protecton of niormaton ssets

2011 - 2015 Avaya Inc. All nghts reserved

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 52 of 113
SPOC 8/8/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSCM7SM7SBC7



The Dashboard main page will appear as shown below.

Alarms ncdents Slatus v Logs v Disgnostcs  Users Seltings ~ Hedp v Leg Out

Session Border Controller for Enterprise AVAYA
Dashboard A~ Dashboard
By SOV
Backup/Restore
System Time O3 47:35 AM COT Fates! EMS

System Managemnent

Global Parameters Version 7101.03.8728 Avaya 58CE

Global Proties Suld Davter Fri Jan 15 225312 EST 2018

PPM Services Licerse State oK

Domain Policies Aguregate Licensing Overages 0

TLS Management
Peak Licensing Overage Count ©

# Device Specific Seltings
Network Last Logged in at 4032016 065:48:12 COT
Management Failad Login Atterrpes 1
Media Interfaca

Signaling Interface Alarms {past 24 hours) inoderes (past 24 hours)

End Pomnt Flows MNone found Avaya SBCE Hearteat Falec, Server is Down
Session Flows Avéys SBCE. Hearest Faled, Server ts Down
DMZ Services
z Avaya SBCE Hearbeal Faled, Server 15 Down
TURN/STUN
Sarvice N ¢ Avayn SECE HearSeal Faded, Server is Down b

To view the system information that has been configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. For the compliance test, a
single Device Name Avaya SBCE was already added.

Alarms Incidents  Status ~ Logs » Dagnostics Users Seltings v Help ~ Log Out

Session Border Controller for Enterprise AVAYA
Dashboard System Management

Administration

BackupRestors

;.‘{)Ti@i’nﬁﬁm Devices [ Uph.lJ me i Lb.ndng]

Giobal Parameters Devvios Name h;anugenv:m Version  Stalus
Global Profiles
PPM Services Avarys SSCE ;"03;-0.’»- Commssioned  Reboot  Shutown  Restant Applicadion [ View | Eat
Doman Polcies
TLS Managament
Devica Spacific Setlings
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To view the network configuration assigned to the Avaya SBCE, click View as shown on the
screen above. The System Information window is displayed as shown below.

The System Information screen shows Network Configuration, DNS Configuration and
Management IP information provided during installation and corresponds to Figure 1.

General Configuration 1 - Device Configuration - License Allocation
Appliance Name Avaya SBCE HA Mode No Staroarq §$:srons 2000
Box Type SIP Two Bypass Mode No Aened :s:qss:ons s
Deployment Mode  Proxy ; il
Scopia Vldl:? Sessions  gnp
;ES Se;s:ons 0
Encryption )
Network Configuration
P Public 1P Netmask Gateway Interface
172.18.5.71 172.18.5.71 258.256.255.0 172.18.5.254 Al
Al
Al
81
B1
10.10.157.188 10.10.157.186 255.255.255.182 10.10.157.129 81
DNS Configuration i Management IP(s)
Primary DNS 10.5.216.122 P
Secondary DNS  10.5.153.242
DNS Location DMZ
DNS Client 1P 10.10.157 188

On the previous screen, note that the Al interface corresponds to the inside interface (Private
Network side) and B1 interface corresponds to the outside interface (Public Network side) of the
Avaya SBCE. On the License Allocation area of the System Information, verify that the
number of Standard Sessions is sufficient to support the desired number of simultaneous SIP
calls across all SIP trunks at the enterprise. The number of sessions and encryption features are
primarily controlled by the license file installed. Refer to Figure 1 for the IP addresses for both
the Al and B1 interfaces on the Avaya SBCE.
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DNS server configuration can be entered or modified as needed, by clicking Edit on the System
Management/Devices tab shown on the previous page. Under DNS Settings, enter the IP
addresses of the Primary and Secondary DNS servers. During the compliance test, public DNS
servers were used, and the IP address corresponding to the public interface of the Avaya SBCE
was selected from the DNS Client IP scroll down menu, as shown on the screen below. Click
Finish (not shown) when done.

Edit Device: Avaya SBCE X
Address and interface changes must be made in Network Management.

Any changes to the management network on this device will reboot the device.

General Settings

Appliance Name |Avaya SBCE |

Device Settings

High Availability (HA)

DNS Settings

Prima
Ex' 202501192 1 110.5.216.122 |

Secondary
Optional, Ex: 202.201.192.1 | 10.5.153.242 |

DNS Client IP [10.10.157.189 V|

Network Settings

IMPORTANT! — During the Avaya SBCE installation, the Management interface, (labeled
“M1”), of the Avaya SBCE must be provisioned on a different subnet than either of the
Avaya SBCE private and public network interfaces (e.g., A1 and B1).
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7.2. TLS Management

7.2.1. TLS Certificates

Transport Layer Security (TLS) is a standard protocol that is used extensively to provide a secure
channel by encrypting communications over IP networks. It enables clients to authenticate
servers or, optionally, servers to authenticate clients. UC-Sec security products utilize TLS
primarily to facilitate secure communications with remote servers.

This section describes the TLS profiles that were created for the Avaya SBCE, including the
following:
e Create TLS client and server profiles to identify which certificates will be used in various
TLS connections on the Avaya SBCE.

It is assumed that generation and installation of certificates on the Avaya SBCE, and the
exchange of TLS CA certificates with the Service Provider, have been previously completed, and
is not discussed in this document. Refer to items [8] in Section 11.

7.2.2. TLS Client Profile — Avaya Session Manager

For the TLS client profile toward Session Manager, the pre-existing (pre-installed) demo TLS
client profile by the name AvayaSBCClient was used.

The following screen capture shows the pre-existing TLS client Profile AvayaSBCClient.

Osehboass Clenl Profles. AvayaSBCClien!
Adrnstaton
SachipFasicte
St Maregerrani
Gobel Poramaters
Giotsel Profies
FFEN Senvces

Doman Posoes
#[TLE Managemant |
Centcates

Paw Conttrste Afrorms AAPeSECCA c1

wer Dwthoals Revocson L
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7.2.3. TLS Client Profile — Service Provider
To create a TLS client profile toward the Service Provider, navigate to TLS Management -
Client Profiles and click Add. Configure the following parameters:
e Under TLS Profile enter the profile name; the name of
New_ServiceProvider_Client_Cert was used in this example.

e Under TLS Profile select the Certificate to be used from the pull down menu;

Rapid_SSL_Cert.crt was selected in the sample configuration.
e Under Certificate Info, by using Crtl+Click, select the CA certificates to be used for the

Peer Certificate Authorities field, Clearcom_Intermediate_Cert.crt and
GeoTrust_Global _CA_Trust.cer were selected in the sample configuration.

e Set the Verification Depth to 5.
e Default values can be used for the remaining fields.
e Click Finish.

HG; Reviewed:
SPOC 8/8/2016

New Profile X

WARNING: Due to the way OpenSSL handies apher chacking, Cipher St validation will
pass even if one or more of Me ciphers aie nvssd as 1ong &6 at least one cpher s valid, Mage

sure to carefully chack your enlry at imwald o moorrectly enterad Cipher Sude cusiom valuas
may cause catasirophac problems

LS Profée

Profile Namo caProvider Chent_Cert

Centiicate Rapid S5 Cerien | V|

Certificats Info

Peer Verdication Requred

ey —
AvayaSBLCA ot A
Cisco phone CA.cnt v
e e —

[Puor Caertticate Authorities I

Peer Cartificate Revocation Lists

IVenncstm Degih T I

Renegolighon Paramelers

Renegobation Time (3 7: seconds
Renegotiation Byte Count 0

Copher Sute Options

L | »
Ciphers Al Strong Export Q‘nv
Nu Daly (For Debuggng) Custom
Options Clod apH I mos [ Export
. ALLDHIADH: IMDEEXPORT

| Finish
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The following screen capture shows the newly created New_ServiceProvider_Client_Cert
client Profile.

Session Border Controller for Enterprise AVAYA

Dasrtzoars Client Profiles. Naw_ServiceProvider_Clhent_Cart
Adminalratan | A
Badhup/Restone

System Manapement _
Global Faramesers raao [ Coom Proie
ey e -
PPM Senices

PO G TLE

Protte Narw W Sarpad Y Oveder_ Tt _t:a'

m Poll
Ooman Polides New_SercoPrasiser - /i
* — s Canrraie Rz B Cort ool

Cemricoles

Chent Profiies|
Sarvet Profies PO Varicaies Foopsine
Sanvw
Device Spectic Settngs L_ Cartbeate Ashasine Chossoen_irhermasdimis_Cat crf

GasTrat_Giazsl CA_Trewt cur
1Poer Contiom Rvooston | wis

st s . |

Resegotutarn Tiew o

Resegotation e Coont 0

4
:
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7.2.4. TLS Server Profile — Avaya Session Manager

For the TLS server profile toward Session Manager, the pre-existing (pre-installed) demo TLS
server profile by the name AvayaSBCServer was used.

The following screen capture shows the pre-existing TLS server Profile AvayaSBCServer.

Session Border Controller for Enterprise AVAYA
Dasrboard Sarver Profiles: AvayaS8CServer
Admrafvady stion

Backup/Resiors

System Managemene
Glcbal Parmrietenrsy
Global Proties

TR tevm iy a0 A tee—sion

Pl B The 43 TLS Prfe 2 k2000 1D tvve heen CorirmTises et i g Zrocudice ervrTeen
F .5 Pre
Domatn Polies Now_Saveesrosce_

* [TLS Management Prote Ners AveraSSC Sareet

Cortficutes

Centoste Avepa53C on
Chect Prodles
erear o]

Devics Spechic Setings Peer Varfcation fare

Hurmgtation Pasaneian

Renejctetion Tive g

Rermgotaoa Tyte Coust 0

Toner Sute Cptions

Tenen A Song Exzert Sty Mol Orly (Por Detggng] ¥ Cumizer
Optians o+ ADH MES o Expent
Vaus REA DL A 10
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7.2.5. TLS Server Profile — Service Provider
To create a TLS server profile toward the Service Provider, navigate to TLS Management -
Server Profiles and click Add. Configure the following parameters:
e Under TLS Profile enter the profile name; the name of
New_ServiceProvider_Server_TLS was used in this example.
e Under TLS Profile select the Certificate to be used from the pull down menu;
Rapid_SSL_Cert.crt was selected in the sample configuration.
e Under Certificate Info, Peer Verification, select Required from the pull down menu.
e Under Certificate Info, by using Crtl+Click, select the CA certificates to be used for the
Peer Certificate Authorities field, Clearcom_intermediate_Cert.crt and
GeoTrust_Global _CA_Trust.cer were selected in the sample configuration.
e Set the Verification Depth to 5.
e Default values can be used for the remaining fields.
e Click Finish.

The following screen capture shows the newly created New_ServiceProvider_Server_TLS
server Profile.

Session Border Controller for Enterprise AVAYA

Dastioad Servar Profiles: New_ServicePravider_Server_TLS
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Backup festorw
Systam Marapement
Clobal Farameters
Glcbat Frofles
PPM Senices ro
Ooman Poloes ee——

= (Mew_Sarvcapraiser_
reE ragener] —

Kaerren = __.,—_e,.,

Chent Profies ‘
[Server Profiles | |

(= L LEL R E R R L

Yotds harre N _ St Tove_Server_TL5

ot Raged S50 Cont on)

Fuw Vertoaber [

» Specfic 5 | SEESEERR Cheacam rdermatabe Cort o3t
Devioe Speciic Settings rm Contbcam Aumisries O I CA St e

Contiomo favooston s

i
| veareatan: Cager

Ressgctwin Tiew o

Mgt By Court 0

e . u Sy Export Do N Dby 1F o Detunpng) o

g (e Al [T Expon

Vihan ALL 106 001 IVEN IEXPOR T

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 60 of 113
SPOC 8/8/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSCM7SM7SBC7



7.3. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters
across all Avaya SBCE appliances.

7.3.1. Server Interworking Avaya-SM

Interworking Profile features are configured to facilitate interoperability of implementations
between enterprise SIP-enabled solutions and different SIP trunk Service Providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since directly modifying a
default profile is generally not recommended, for the test configuration the default avaya-ru
profile was duplicated, or “cloned”, and then modified to meet specific requirements for the
enterprise SIP-enabled solution.

On the left navigation pane, select Global Profiles - Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone on top right of the screen.

Enter the new profile name in the Clone Name field; the name of Avaya-SM was chosen in this
example. Click Finish (not shown).

The following screen capture shows the General tab of the newly created Avaya-SM Server
Interworking Profile.

Alarms  Inodects Stathn Logs Dagnosbics  Users
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Rauing e 181 Harawng N
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URI Groups :
SAINF Traps = i I Qoocy
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The following screen capture shows the Advanced tab of the newly created Avaya-SM Server
Interworking Profile.
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7.3.2. Server Interworking SP-General
A second Server Interworking profile named SP-General was created for the Service Provider.

On the left navigation pane, select Global Profiles > Server Interworking. From the
Interworking Profiles list, select Add.

Enter the new profile name (not shown); the name of SP-General was chosen in this example.
Click Next:

e Leaving other fields with their default values, click Next until the Advanced tab is
reached, check Both Sides then click Finish on the Advanced tab.

The following screen capture shows the General tab of the newly created SP-General Server
Interworking Profile.
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The following screen capture shows the Advanced tab of the newly created SP-General Server
Interworking Profile.
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7.3.3. Signaling Manipulation

The Signaling Manipulation feature of the Avaya SBCE allows an administrator to perform
granular header manipulations on the headers of the SIP messages, which sometimes is not
possible by direct configuration on the web interface. This ability to configure header
manipulation in such a highly flexible manner is achieved by the use of a proprietary scripting
language called SigMa.

The script can be created externally as a regular text file and imported in the Signaling
Manipulation screen, or they can be written directly in the page using the embedded Sigma
Editor. In the reference configuration, the Editor was used. A detailed description of the structure
of the SigMa scripting language and details on its use is beyond the scope of these Application
Notes. Consult [8] in the References section for more information on this topic.

Sigma scripts were created during the compliance test to correct the following interoperability
issues (refer to Section 2.2):

e Include the SIP trunk credential’s username in the “From” header of all outbound calls.

e Copy the destination DID number present in the “To” header of incoming calls to the
“Request-URI” header.
e Remove the “gsid” and “epv” parameters from outbound “Contact” headers.

The script will later be applied to the Server Configuration profile corresponding to the service
provider in Section 7.3.4.
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On the left navigation pane, select Global Profiles & Signaling Manipulation. From the
Signaling Manipulation Scripts list, select Add.
e For Title enter a name; the name Clearcom_Script was chosen in this example.
e Copy the complete script from Appendix A.

e Click Save.

The following screen capture shows the Clearcom_Script script after it was added.
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Systeen Managemant i ok Faro %0 nad A 0escnpnon
Gioval Parameters R’ Puinde RO Sigraling Manpation |
+| Giooal Proties 3 ‘
Rovove_Unwvanied ’
Domain DoS v ir
Server Imerworing o t 00 message were MITRECTIONS"TABIUND™ and SENTRY POINT="FRE_RUUTIMW
Meda me Cﬂul)‘.l‘. AHERDEAS | “ ey L | 11O USEN = XMERDERS| 1o 1001 VSR
Routing ContunyLink_1
Server Configuration
Romove Remote Ada ‘1
Topclogy Hidrg "
Signating J Aad Supporied_rgia £ on request weers STTAECTIONS “00TIOUMD" and SEMTRY_POTAT« “POST IO
Maniputation Romove Fitvacy. i Strosuser « SELOERS] “Fros® LURE L USER;
LRI Groups P P SHEADERS | “Ferm™ [ 1] URLASEN = “Iner1di")
SNMP Traps
S0 1PV
Time of Day Rifes SN : e
PPM Services Chenge_Dawrwen_1 witsd
Doenain Polices Remmove_UFDATE et o mmasape wern XDIAFCTIONS"0U1BOUD" wret XEMTHY_POINT="BOST_AOUT IR
TLS Management Reerove_UPDATE_ resove | SHERDERS " URE , PARAMS | " 14
Device Specific Seftings resoye [ STADURS “Contact® | 1| URE,PARANS| “epv” |5
Chenge Max-Forwanis
Remove _Sendanly
Ean v
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7.3.4. Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (Session
Manager) and the Trunk Server which is the SIP Proxy at the Service Provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration. Click Add in the Server Profiles section and enter the
profile name: Session Manager.

On the Edit Server Configuration Profile — General window:
Server Type: select Call Server.
IP Address / FQDN: 172.16.5.32 (IP Address of the Session Manager SIP entity).

e Port: 5061 (This port must match the port number defined in Section 6.6).
e Transports: Select TLS.
e Click Next.

Satvar Type can not be changed while this Servar Configuration profile is associatod 1o o Satvoer

Fiow.

Server Type Call Server )

| Add |
IP Address / FQDN Port Transport
[.1?: 16.5.32 | |5061 [TLs 'v”:|
[ Finish

e Click Next in the Add Server Configuration Profile - Authentication window (not
shown).
e Click Next in the Add Server Configuration Profile - Heartbeat window (not shown).
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On the Add Server Configuration Profile - Advanced window:

e Check Enable Grooming.

e Select Avaya-SM from the Interworking Profile drop down menu.

e Select AvayaSBCClient from the TLS Client Profile drop down menu.
e Leave the Signaling Manipulation Script at the default None.

e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection o
Enable Grooming v
Interworking Profile [Avaya-sM Vi
TLS Client Profile [AvayaSBCClient v
Signaling Manipulation Script [None v
Connection Type [suBD V]
Securable |
[ Back | [ Finisn |

The following screen capture shows the General tab of the newly created Session Manager
Server Profile.

Alarms Incidens Status 0048 Diagnostcs Users

Session Border Controller for Enterprise AVAYA

Dashboard Server Configuration: Session Manager
Adminiss

drainiaration [ Aad | Aaname || Clore | Ouiste |
Backup/Restore -

System Management

' |
Session Manapes 7

Global Parametees [ Sorver Type ol Barae

# | Glebal Profiles Sarvice Provstor

Doman DoS Coam Managar

Server Intenworking
Media Forking
Routing

| Server Survwen Provaar TLS
| Connguration

Topology Hiding

Sinaing
Manpulation

C51000

# Offcw

Eaht

URI Groups

SNMP Traps

Time of Day Rules
PPM Services
Domain Poicies
TLS Managemant
Device Specrfic Seftings
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The following screen capture shows the Advanced tab of the newly created Session Manager
Server Profile.

Alams  Incidents  Status Logs Diagnostics Users ings
Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: Session Manager
Adighssion [Add ] “Ranar | [Gions | [ Deicte.
Backup/Restore — e
‘lG-malemHuuma”Auvamd[
System Management ilioas -
Global Parameters [—5"’““ Manages | Enable DoS Frotection Cl
‘ Global Profiles Sendce Provider
Enable Greoming W
Domain DoS Com Manager
2 : mervarking Profie Avaya-SM
Server Interworking c&1000 ing L vay
Media Forking TLS Clent Profile AvayaSBCClent
Routi IP Office
el Sigraling Mangulston Script None
[Sefver Configuration Service Provider TLS
- Connection Type SUBID
Topolagy Hiding
Signaling Manipulation Securable |
URI Groups z
Edit
SNMP Traps [ =
Time of Day Rules
PPM Services
Deormain Policies
TLS Management
Device Specific Settings

To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles section and enter the profile name: Service Provider TLS.

On the Edit Server Configuration Profile — General window
e Server Type: select Trunk Server.

e [P Address/FQDN: sip.clearcom.mx (the Fully Qualified Domain Name of the service
provider SIP proxy server. This information was provided by Clearcom.).
e Port: 5061.

e Transports: Select TLS.

e Click Next.
|server Type [Trunk Server v]
| Add |
IP Address / FQDN Port Transport
”sxp.clearcom.mx 15081 } TLS V>I Delete
Back Next
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 68 of 113

SPOC 8/8/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSCM7SM7SBC7



On the Add Server Configuration Profile - Authentication window:

HG; Reviewed:
SPOC 8/8/2016

Check the Enable Authentication box.
Enter the User Name credential provided by the service provider for SIP trunk

registration.

Enter the Realm credential provided by the service provider for SIP trunk registration.
Note that the Service Provider’s Domain Name was used (Must be entered, currently

cannot be detected automatically from the challenge).

Enter Password credential provided by the service provider for SIP trunk registration.

Click Next.

Add Server Configuration Profile - Authentication X

Enable Authentication

7

User Name User123

Realm e

(Leave blank 10 oetect from server challange) clearcom.mx

Password sseesee

Confirm Password [-ooooool
Back | Next
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On the Add Server Configuration Profile - Heartbeat window:

Check the Enable Heartbeat box.

Under Method, select REGISTER from the drop down menu.

Frequency: Enter the amount of time (in seconds) between REGISTER messages that

will be sent from the enterprise to the Service Provider Proxy Server to refresh the

registration binding of the SIP trunk. This value should be chosen in consultation with the
service provider, 120 seconds was the value used during the compliance test.

The From URI and To URI entries for the REGISTER messages are built using the

following:

- From URI: Use the User Name entered above in the Authentication screen
(User123) and the Service Provider’s domain name (clearcom.mx), as shown on the
screen below.

- To URI: Use the User Name entered above in the Authentication screen (User123)
and the Service Provider’s domain name (clearcom.mx), as shown on the screen
below.

e Click Next.
Enatle Heartbent v

Method REGISTER v

Frequency 120 seconds
From URI lJser1 23@clearcom mx

To URI |Jser123@clearcom. mx

Back Next
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On the Add Server Configuration Profile - Advanced window:
e Select SP-General from the Interworking Profile drop down menu.
e Select New_ServiceProvider_Client_Cert from the TLS Client Profile drop down menu
e Select the Clearcom_Script from the Signaling Manipulation Script drop down menu
(Section 7.4.3.).
e Click Finish.

Add Server Configuration Profile - Advanced

Enable DoS Protection O

Enable Grooming J

Interworking Prefile IS?’-Genera' 9]

TLS Client Profile [Nerw ServiceProvider Client Cert V]

Signaling Manipulation Script IC'»earcom _Script v
Connection Type SUBID v
Securable ]

! Back | | Flmsh_]

The following screen capture shows the General tab of the newly created Service Provider TLS
Server Configuration Profile.

Alarms  Incidents  Status Logs Deagnostics  Users Settings
Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: Service Provider TLS
Admirestration l‘w T | H Dolet ‘
Backup/Restore Soe— — Y
System Management [Gm"'“ ” A I Hearibesl,) | Ach d
Global Parameters Sesslon Manager Server Type Trurk Server
+| Global p;oq_l_szs Sarvice Frovidar
Domain DoS Coe iar IP Address ) FODN Port Transport
Server Interworking S (5@ clearcom m scet  Tis|
Meda Farking E]
Routing 1P o
[Server Configuration] Service Provider T...|
Topelogy Hiding
Sgnatng Maniputation
URI Groups
SNMP Traps
Time of Day Rufes
PPM Services
Domain Pelicies
TLS Management
Device Specific Settings
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The following screen capture shows the Authentication tab of the newly created Service
Provider TLS Server Configuration Profile.

Alarms nodents Status Logs Diagnostics Usars Setlings

Session Border Controller for Enterprise AVAYA

Dashboard Server Configuration: Service Provider TLS

Administration [Add | [ Rename || Ciane |[ Deite |

Backup/Restore — " T

General || Authentication | | Heartheat | [ Advanced |
Systam Managemant —— - -
Global Parameters Ovgaton Nanagur Enable Autherscation v
« [Gicbal Profiies Service Provider ‘
[ Sicbal Profie] : Usar Name User123 1
Domain DoS Com Manager B
3 Realm dlearoom. mx
Server Interworking cS1000
Media Forking Lééi-]
Routing iP.Offica —
Server Coniiguraton]
Topology Hiding
Signaiing Manspulation
URI Groups
SNMP Traps
Time of Day Rules
PPM Services
Domain Policies
TLS Management
Device Specific Setlings
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The following screen capture shows the Heartbeat tab of the newly created Service Provider
TLS Server Configuration Profile.

Alprms incdents Status

Session Border Controller for Enterprise AVAYA

Dashboard
Administration
BackupRestore
System Management
Glebal Parameters
+ [Giobal Prosies |
Oomain DoS
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Media Forlong
Routing
Topology Hding
Signaling Manipuiation
URI Groups
SNMP Traps
Time of Day Rues
PPM Sendcas
Domain Policies
TLS Management
Device Spedfic Seltings

Server Configuration: Service Provider TLS

| Ad |

[ Rensme |[ Cione || Delets

[ Ganert | [ Autentcation [ et || Advanced

Sesson Manager
Enatie Hearest v

Service Provider

Method REGISTER ‘
Com Manager

Frequency 120 seconds
CS51000

From URI Usar1 25fclearcom.mx
IP Office

ToURL User123@clearcom mx

| Bervice Provider T...

Eat |

The following screen capture shows the Advanced tab of the newly created Service Provider
TLS Server Configuration Profile.
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Server Configuration |
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Time of Day Rules
FPM Services
Domain Polcies
TLS Management
Deavice Spacific Settings

Session Border Controller for Enterprise

Server Configuration; Service Provider TLS

[[ade |

ral l lm {| w; rlov.wcﬂ

Sesson Marager
Enadie DoS Protection

AVAYA

[ Fename || Cione {0.& |
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Com Manager
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Service Provider. ..
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7.3.5. Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other
types of domain policies, to determine the route that SIP packets should follow to arrive at their
intended destination.

Two Routing profiles were created; one for inbound calls, with Session Manager as the
destination, and the second one for outbound calls, which are sent to the service provider.

To create the inbound route, from the Global Profiles menu on the left-hand side:

Select Routing.

Click Add in the Routing Profiles section.
Enter Profile Name: Route_to SM.

Click Next.

On the Routing Profile screen complete the following:

Click on the Add button to add a Next-Hop Address.
Priority / Weight: 1
Server Configuration: Select Session Manager.

The Next Hop Address is populated automatically with 172.16.5.32:5061 (TLS)
(Session Manager IP address, Port and Transport).

e Click Finish.
URI Group ? v} Time of Day [default '
Load Balancing | Prarity V. NAPTR
Transport None VvV Next Hop Priority W
Next Hop In-Dialog ] Ignore Route Header
| Add |
Priority /
Weight Server Configuration  Next Hop Address Transport
[ 1 | [Session Manage V| [172.16.5.32:5061 (TLS) V]| [None ¥ Delete
| Back I | Finish
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The following screen capture shows the newly created Route_to_SM Routing Profile.
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Similarly, for the outbound route:

Select Routing.

Click Add in the Routing Profiles section.
Enter Profile Name: Route to SP_TLS.
Click Next.

On the Routing Profile screen complete the following:

Load Balancing: Select DNS/SRV
Priority / Weight: 1

Click on the Add button to add a Next-Hop Address.
Server Configuration: Select Service Provider.

The Next Hop Address is populated automatically with sip.clearcom.mx:5061 (TLS)

(Service Provider FQDN, Port and Transport).
Click Finish.

Routing Profile X

Next Hop In-Dialog

Prionty /

Weight Server Configuration  Next Hop Address

Transport

Ignore Route Header ]

fServ:ce Provider VT [stp clearcom. mx: 5061 (TLS) V]

1

None WV |

]

l Backri : Finish |

URI Group ¥ v Time of Day default V|
iLoad Balancing [DNS/SRV v]] NAPTR |
Transport None Vv Next Hop Priority

Dalete

Add
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The following screen capture shows the newly created Route_to_SP_TLS Routing Profile.
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7.3.6. Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP
packets, preventing private enterprise network information from being propagated to the un-
trusted public network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP
headers like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains
expected by Session Manager and the SIP trunk Service Provider, allowing the call to be
accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on
the SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

To add the Topology Hiding profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

e Select the default profile in the Topology Hiding Profiles list, then click Clone on top
right of the screen.

e Enter the Profile Name: Session_Manager.

e Click Finish.

e Click Edit on the newly added Session_Manager Topology Hiding profile.

e For To under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the Enterprise (avaya.lab.com) under Overwrite
Value.

e For From under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the enterprise (avaya.lab.com) under Overwrite
Value.

e For Request-Line under Header, choose Overwrite from the pull-down menu under

Replace Action; enter the domain name for the Enterprise (avaya.lab.com) under
Overwrite Value.

Edit Topelogy Hiding Profile X

Header Crtena Replace Action Overwrite Value

Recodouis | [iFoomen V] [Auto g

Heforred-By V| [IP/Doman V| ;;'«.un V,l

Refar-To v p Doman v| [auto v|

S0P V] |IPiDomein V| |Auto Vi

Via V| [IFiDoman V| |Auto d

- = |

To V| [IPIDoman V| |Overwrite V| |avays tab com ‘ «

From V] [IPiDomain V| |Overwrite _v| |avaya lab.com | o
Request-Line v] [IPiDoman | [Cverwnts V i"’f,’:',v‘,"’f“," con '_1 t

Finieh
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The following screen capture shows the newly created Session_Manager Topology Hiding

Profile.
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To add the Topology Hiding profile in the service provider direction, select Topology Hiding
from the Global Profiles menu on the left-hand side:

Select the default profile in the Topology Hiding Profiles list, then click Clone on top
right of the screen.

Enter the Profile Name: Service_Provider.

Click Finish.

Click Edit on the newly added Service_Provider Topology Hiding profile.

For To under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the service provider (Clearcom.mx) under Overwrite
Value.

For From under Header, choose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the service provider (Clearcom.mx) under Overwrite
Value.

For Request-Line under Header, choose Overwrite from the pull-down menu under
Replace Action, enter the domain name for the service provider (Clearcom.mx) under
Overwrite Value.

Edit Yopology Hiding Profile X

Header Criteria Replace Action Owverwrie Value

{ Recard-Route V‘! lfﬁ‘Dorrnlr Vi lAuto v

Referred By v| }\:"Dofralr‘» V| |Auto v
Refer-To Vj jxpl)o.’r:ur v| |Auo v
SoP VJ [IPDomain V! [Auto v

Via V] [i-’“DU'r‘alr V| Aute v

{{To v| |IPDomain V| |Overwrite V| clearcom mx

From v| [PiDomain V| |Overwrite WV clearcom mx ality

|| Requast-Line v| [PiDomain V] [Overwrite V| lclearcom mx

Finish
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The following screen capture shows the newly created Service_Provider Topology Hiding

Profile.

Session Border Controller for Enterprise
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7.4. Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from
or terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

Note: The default-trunk Application Rule could have been used instead of creating a new one,
but a new Application Rule was created to allow changes in the future.

7.4.1. Application Rules
Application Rules define which types of SIP-based Unified Communications (UC) applications
the UC-Sec security device will protect: voice, video, and/or Instant Messaging (IM). In
addition, Application Rules define the maximum number of concurrent voice and video sessions
the network will process in order to prevent resource exhaustion. From the menu on the left-hand
side, select Domain Policies - Application Rules.

e Click on the Add button to add a new rule.

e Rule Name: enter the name of the profile, e.g., 2000 Sessions.

e Under Audio check In and Out and set the Maximum Concurrent Sessions and
Maximum Sessions Per Endpoint to recommended values; the value of 2000 was used
in the sample configuration.

e Click Finish.
Application Rule X
Maximum Maximum Sessions
Application Type e o Concurrent Sessions  Per Endpoint
IAud:o vi ¥ {2000 2000| x|

Video | |

Miscellaneous

® None
CDR Support ) COR w/ RTP
) CDR wio RTP
RTCP Keep-Alive Ll
Back ‘ Finish
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The following screen capture shows the newly created 2000 Sessions Application Rule.
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Media Rules Aeluub-server-high
meseista
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CDOR Suppena None
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800 Sessions
End Point Policy RYCP Keep-Alive No
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Seszion Policies et L—*—‘

TLS Management
Device Specific Settings

7.4.2. Media Rules

Media Rules allow one to define RTP media packet parameters such as prioritizing encryption
techniques and packet encryption techniques. Together these media-related parameters define a
strict profile that is associated with other SIP-specific policies to determine how media packets
matching these criteria will be handled by the Avaya SBCE security product. For the compliance
test, two media rules (shown below) were used; one toward Session Manager and one toward the
Service Provider.
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To add a media rule in the Session Manager direction, from the menu on the left-hand side,
select Domain Policies - Media Rules.

Click on the Add button to add a new media rule (not shown).

Under Rule Name enter SM_SRTP.

Click Next (not shown).

Under Audio Encryption, Preferred Format #1, select

SRTP_AES CM_128 HMAC_SHA1_80.

Under Audio Encryption, Preferred Format #2, select

SRTP_AES _CM_128 HMAC_SHA1_32.

Under Audio Encryption, uncheck Encrypted RTCP.

Under Audio Encryption, check Interworking.

Repeat the above steps under Video Encryption.

Under Miscellaneous verify that Capability Negotiation is unchecked.
Click Next.

Audio Encryption
Preferred Format #1 [SRTP_AES_CM_128 HMAC_SHA1 80 V|
Prefarred Format #2 [SRTP_AES CM_128 HMAC SHA1 32 V|
Preferred Format #3 [NONE v
[Encrypzoc RTCP {__]
MKI O
e b i g i »[ ]
I Interworking I{]

Video Encryption

Praferred Format #1 [SRTP_AES CM_128 HMAC SHA1 80 V|
Prefarred Format #2 [SRTP_AES_CM_128 HMAC_SHA1 32 V|
Preferred Format #3 [NONE v]
| Encrypted RTCP |
MKI i
TastieEmel 1 Ve s 2]
| Interworking |

Misceflaneous

Capabdity Negotiation a
(Back] [Wex]
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Accept default values in
Finish (not shown).

the remaining sections by clicking Next (not shown), and then click

The following screen capture shows the newly created SM_SRTP Media Rule
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To add a media rule in the Service Provider direction, from the menu on the left-hand side, select
Domain Policies - Media Rules.
e Click on the Add button to add a new media rule (not shown).
e Under Rule Name enter ServiceProvider_SRTP.
e Click Next.
e Under Audio Encryption, Preferred Format #1, select
SRTP_AES_CM_128 HMAC_SHA1_80.
e Under Audio Encryption, Preferred Format #2, select
SRTP_AES CM_128 HMAC_SHA1 32.
e Under Audio Encryption, Preferred Format #3, select RTP.

e Under Audio Encryption, uncheck Encrypted RTCP.
e Under Audio Encryption, check Interworking.
e Repeat the above steps under Video Encryption.
e Under Miscellaneous check Capability Negotiation.
e Click Finish.
Preferred Format #1 SRTP_AES_CM_128 HMAC_SHA1 80 V
Preferred Format £2 [SRTP_AES_CM 128 HMAC_SHA1 32 Vv
Preferred Format #3 RTP v
|Encrypted RTCP |
MKI
[Interworking v |
Preferred Format #1 SRTP_AES_CM_128_HMAC_SHA1_80 v
Preferred Format #2 |SRTP_AES_CM_128_HMAC_SHA1 32 v
Preferred Format #3 RTP v
Encrypted RTCP
MK1!
t-ﬂae\!e":nﬁn\ o maich any value 2" A
[interworking v |
[Capability Negotiation v |
Finish |
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 86 of 113

SPOC 8/8/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSCM7SM7SBC7



Accept default values in the remaining sections by clicking Next (not shown), and then click
Finish (not shown).

The following screen capture shows the newly created ServiceProvider SRTP Media Rule.
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7.4.3. Signaling Rules
For the compliance test, the default Signaling Rule was used.
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7.4.4. End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security,
etc.) to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select
End Point Policy Groups. Select Add Group, under Group Name enter SM_SRTP.

e Application Rule: 2000 Sessions.

e Border Rule: default.

e Media Rule: SM_SRTP.

e Security Rule: default-low.

e Signaling Rule: default

e Click Finish.
Application Rule 2000 Sessions v
Border Rule (]'fln:{h v
Media Rule SM SRTP v
Securnty Rule default-low VvV
Signaking Rule default v
Hﬂack | | Finish
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The following screen capture shows the newly created SM_SRTP End Point Policy Group.
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Similarly, to create an End Point Policy Group for the Service Provider SIP Trunk, select Add
Group, under Group Name enter ServiceProvider SRTP.

e Application Rule: 2000 Sessions.

e Border Rule: default.

e Media Rule: ServiceProvider_SRTP.

e Security Rule: default-low.

e Signaling Rule: default.

e Click Finish.

Policy Group X
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The following screen capture shows the newly created ServiceProvider_SRTP End Point Policy

Group.
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7.5. Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters,
which determine how a particular device will function when deployed in the network. Specific
server parameters, like network and interface settings, as well as call flows, etc. are defined here.

7.5.1. Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings on the left hand side, select Network
Management. Select the Network Configuration tab.

In the event that changes need to be made to the network configuration information, they can be
entered here.

Use Figure 1 as reference for IP address assignments.

Note: Only the highlighted entity items were created for the compliance test, and are the ones
relevant to these Application Notes. Blurred out items are part of the Remote Worker
configuration, which is not discussed in these Application Notes.

Alerms  Incidents Siatus v Logs v Diagnostcs  Users Selsrgs~ Helpv  Log Out
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PPM Services Network Management: Avaya SBCE
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Securty Rules Nama Gatoway Scbnet Mask interface 1P Address
Signaling Rules Network_At 172165254 2552552550 At 172169 n]
End Point Palicy
Groups . I — -
Nebtvwork_81 192,168 157 120 25529528512 o1
Session Polcies I 192,163,157 'BéJ
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+[Gice Specac Setings
Network
Management
Media Intertace
Signaling Intaface
End Point Flows
Session Flows
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On the Interface Configuration tab, click the Status for interfaces Al and B1 to change the status
to Enabled. It should be noted that the default state for all interfaces is disabled, so it is

important to perform this step or the Avaya SBCE will not be able to communicate on any of its
interfaces.

Alarms

Sadtings Helg Log Out

Session Border Controller for Enterprise AVAYA

Dashtoard A Network Management: Avaya SBCE
Acminstration

Backup'Restare

: e || N
System Management
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7.5.2. Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, port
range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface. Below is
the configuration of the inside, private Media Interface of the Avaya SBCE.

e Select Add in the Media Interface area.

e Name: Private_med.
Under IP Address select: Network_A1 (Al, VLAN 0)
Select IP Address: 172.16.5.71 (Private or Al IP Address of the Avaya SBCE, toward
Session Manager).
Enter Port Range: 35000-40000.

e Click Finish.
Add Media Interface X

Name Private_med |

Network A1 (A1.VLANO) v
IP Address ————— = :

172 16.5.71 v
Port Range 35000 |- (40000

Finish

Below is the configuration of the outside, public Media Interface of the Avaya SBCE.
e Select Add in the Media Interface area.
e Name: Public_med.
Under IP Address select: Network_B1 (B1, VLAN 0)
Select IP Address: 10.10.157.186 (Public or B1 IP Address of the Avaya SBCE toward
the Service Provider).
Port Range: 35000-40000.

e Click Finish.
Name [Public med |
Network B1(B1, VLANO) W
P Address g
192.168.157.186 V|
Port Range [35000_]-[40000 ]
Finish |
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The following screen capture shows the newly created Media Interfaces.
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7.5.3. Signaling Interface

To create the Signaling Interface toward Session Manager, from the Device Specific menu on
the left hand side, select Signaling Interface.

Below is the configuration of the inside private Signaling Interface of the Avaya SBCE.

e Select Add in the Signaling Interface area.

e Name: Private_sig.

e Under IP Address select: Network Al (A1, VLAN 0)
Select IP Address: 172.16.5.71 (Inside or A1 IP Address of the Avaya SBCE, toward
Session Manager).

e TLS Port: 5061

e Under TLS Profile select: AvayaSBCServer

e Click Finish.
Add Signaling Interface X
Name Private_siq
Netwark A1 (A1, VLANO) WV
|P Address
172.16.5. 71 v
TCP Pon
Leave blank to dsable
UDP Port
Laave blank to cisable
TLS Port e
Leave blank to dsable 5061
TLS Profle AvayaSBCServer v
Enable Shared Control
Shared Control Port
anéh
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Below is the configuration of the outside, public Signaling Interface of the Avaya SBCE.
e Select Add in the Signaling Interface area.
e Name: Public_sig.
e Under IP Address select: Network_B1 (B1, VLAN 0)
e Select IP Address: 10.10.157.186 (Public or B1 IP Address of the Avaya SBCE toward
the Service Provider).
e UDP Port: 5061.

e Under TLS Profile select: New_ServiceProvider_Server_TLS.

e Click Finish.
Add Signaling Interface X
Name [Pub‘ic sig !
[Network_B1 (B1, VLANO) V|
IP Address
[192.168.157.186 v

TCP Port [

|.aave blank 1o dsabla

UDP Port ‘

Leaye Diank (0 Gsabie

Leave blank o dsable

TLS Profile |New_ServicsProvider_Server TLS V|

Enabie Shared Control O

Shared Control Port

\ Finish \

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 97 of 113
SPOC 8/8/2016 ©2016 Avaya Inc. All Rights Reserved. CLTLSCM7SM7SBC7



The following screen capture shows the newly created Signaling Interfaces.
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7.5.4. End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy group which contains several rules concerning processing, privileges, authentication,
routing, etc. Once routing is applied and the destination endpoint is determined, the policies for
this destination endpoint are applied. The context is maintained, so as to be applied to future
packets in the same flow. The following screen illustrates the flow through the Avaya SBCE to
secure a SIP Trunk call.

SIP Trunk Service Provider

Avaya SBCE

The End-Point Flows defines certain parameters that pertain to the signaling and media portions
of a call, whether it originates from within the enterprise or outside of the enterprise.
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To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings

menu, select End Point Flows, and then the Server Flows tab. Click Add (not shown).

e Flow Name: SIP_Trunk_Flow_TLS.
e Server Configuration: Service Provider TLS.
e URI Group: *
e Transport: *
e Remote Subnet: *
e Received Interface: Private_sig.
e Signaling Interface: Public_sig.
e Media Interface: Public_med.
e End Point Policy Group: ServiceProvider SRTP.
e Routing Profile: Route_to_SM (Note that this is the reverse route of the flow).
e Topology Hiding Profile: Service_Provider.
e Signaling Manipulation Script: None.
e Remote Brach Office: Any.
e Click Finish.
Flow Name S_IF’_T_r._;Ek Flow TLS
Server Configuration [Service Provider TLS V]
URI Group [* v
Transport . v
Remate Subnet Y \
Received Interface Private_sig V|
Signaling interface Public_sig v
Media Interface Pubbic med v
End Point Policy Group ServiceProvider SRTP v
Routing Profile Routa_to_SM v
Topology Hiding Profile [Service Provider V|
Signaling Manipulation Script None v
Remote Branch Office Any V|
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To create the call flow toward the Session Manager, click Add.

e Flow Name: Session_Manager_Flow.
e Server Configuration: Session Manager.
e URI Group: *
e Transport: *
e Remote Subnet: *
e Received Interface: Public_sig.
e Signaling Interface: Private_sig.
e Media Interface: Private_med.
e End Point Policy Group: SM_SRTP
e Routing Profile: Route_to_ SP_TLS (Note that this is the reverse route of the flow).
e Topology Hiding Profile: Session_Manager.
e Signaling Manipulation Script: None.
e Remote Brach Office: Any.
e Click Finish.
Flow Name [Session_Manager_Flow x|
Server Configuration Session Manager V|
URI Group [ v
Transport DY)
Remote Subnet
Received Interface [Public_sig v
Signaling Interface [Private_sig V)
Media Interface [Private_med v
End Paint Policy Group SM_SRTP
Routing Proflle Route_to_SP_TLS V|
Topology Hiding Prafile [Session_Manager V|
Signaling Manipulation Script None
Remote Branch Office [Any V]
| Finish |
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The following screen capture shows the newly created End Point Flows.
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8. Clearcom SIP Trunking Service Configuration

To use Clearcom’s SIP Trunking Service, a customer must request the service from Clearcom
using the established sales processes. The process can be started by contacting Clearcom via the
corporate web site at: http://www.clearcom.mx/ and requesting information.

During the signup process, Clearcom and the customer will discuss details about the preferred
method to be used to connect the customer’s enterprise network to Clearcom’s network.

Clearcom is responsible for the configuration of Clearcom SIP Services. The customer will need
to provide a public IP address to be used to reach the Avaya SBCE at the enterprise. In the case
of the compliance test, this is the outside or public IP address of the Avaya SBCE (B1 interface).
The customer will also need the IP addresses for the primary and the secondary public DNS
servers, these addresses can be obtained from the local ISP in Mexico.

Clearcom will provide the following information:
e SIP Trunk registration credentials (user name, password, SIP domain).
Fully Qualified Domain Name of the Clearcom SIP proxy server.
DID numbers.
Supported codecs and order of preference.
Any IP addresses and port numbers used for signaling or media that will need access to
the enterprise network through any security devices.
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9. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.

Verification Steps:

1.

w

Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active with two-way audio for more than 35 seconds.

Verify that the user on the PSTN can end an active call by hanging up.

Verify that an endpoint at the enterprise site can end an active call by hanging up.

9.1. Troubleshooting

9.1.1.

9.1.2.

Communication Manager

list trace station <extension number>

Traces calls to and from a specific station.

list trace tac <trunk access code number>

Traces calls over a specific trunk group.

status signaling-group <signaling group number>

Displays signaling group service state.

status trunk <trunk group number>

Displays trunk group service state.

status station <extension number>

Displays signaling and media information for an active call on a specific station.

Session Manager

traceSM -x — Session Manager command line tool for traffic analysis. Login to the
Session Manager management CLI interface to run this command.

Call Routing Test - The Call Routing Test verifies the routing for a particular source and
destination. To run the routing test, navigate to Home > Elements = Session Manager
—->System Tools = Call Routing Test. Enter the requested data to run the test.
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9.1.3. Avaya Session Border Controller for Enterprise (Avaya SBCE)

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can be used for diagnostic and troubleshooting.

Alarms: Provides information about the health of the Avaya SBCE.

Alarms  Incidents  Status - Llogs v Diagnostics  Usaers Setings v Help ~ Log Out
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Dashboard Dashboard
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PPM Services Lcenss Suate o 0OK
Domain Poicies Aggregate Loerming Craerages 0
TLS Management -
Device SDOCfﬁC SO""‘-QB Poak Licersing Owvurage Count ]
Last Logpaa n o 0292016 01 €6 31 CDT
Fated Login Afempls o
Alwiins {pasl 24 hours) Inoderts (past 24 howrs)
None found
At
L ———
NO rotes found
The following screen shows the Alarm Viewer page.
Alarm Viewer AVAYA
EMS
%N Detals Siate Tme Device |
Avaya SBCE |
No afarmes found for this device
[ Ciear Sewcted || Cisar Al |
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Incidents: Provides detailed reports of anomalies, errors, policies violations, etc.

Alarms  Incidents  Status - Usars

Diagnostics

Logs v

Sethings ~

Help Log Out

Session Border Controller for Enterprise

021/2016 01,6831 COT

Last Lopped in o

Fated Login Atempls /]

Almiins Lpasl 24 hoars)

None found

Dashboard Dashboard
Administration
BackupRestore AN -
Sysaem Time 05:24 25 AM CDT Hy Ens
Systern Management
Giobal Parameters Version 7 0.1-03-6730 Avitya SBCE
Global Profiles Bkt Date Feidan 1522 53 12 EST 2016
PPM Services Loy Saste oo
Dormain Poicies Aguregate Loermsing Crverages 0
TLS Management
Poak Licersing Ovurage Count o
Davice Specific Settings

Inciderts (past 24 howrs )

No retes ound

AVAYA

The following screen shows the Incident Viewer page.

Incident Viewer

Devica A V| Category Al v i Cihaar Filmes |

Drspiaying results 1% 14 aut of 2002

Chategory

Routing Falurs T29364126460041 32ine 517 AM Polcy
Routing Faslurs 1295364006481672 323 516 AM Polcy

vl 2]fa]l &[5l >

Cmiso

Avaya SBCE

Avaya SBCE

|| 2>

Fafrash

AVAYA

Garaate Heport

Max frwards Excoaded

Max forwards Exoaaded
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Alarms Incidents  Status - Logs v Diagnostics  Usars Sethngs ~ Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Administration
BackupRestors A dAe AAR (oY
Sysaem Time 05:24 25 AM CDT Hul Ems
Systern Management
Gicbal Pa Sois Version 701038730 Avays SBCE
Global Profiles Bkt Date FelJan 1522 53 12 EST 2016
PPM Services Lcenss Sute o 0K
Domain Poicies Aggregats Lening Cversgns 0
TLS Managemant s =
Licersing Owurage Cound
Deavice Specific Settings s brioria.
Last Logpaa in 03212016 01 6631 COT
Fated Login Agempls o
IncOderts (past 24 howrs )
None found
No rotes ound

The following screen shows the Diagnostics page with the results of a ping test.

Pinging 172.16 5.60

Avarage png from 172 16 571 [A1) %0 172 16 5 80 = 1 005ms
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings
- Troubleshooting - Trace. Select the Packet Capture tab, set the desired configuration for
the trace and click Start Capture.

Alarms  Incidents  Status Logs Diagnostics  Users Settings Help Log Oul

Session Border Controller for Enterprise AVAYA
TLS Management . Trace: Avaya SBCE
+ [Device Spacific Settings
Network
Management ot c"p“"'—“ Sapivres l
Signaling Interface [ewms  Resy |
End Paint Flows .
Imerface Al v
Session Flows
DMZ Services };’?f:‘ lhnnrass W vl |

;:::;STUN Ramots Agress
SNMP o T
Syslog Managemeant
Advanced Opticns Maximum Number of Packels 10 Capore 10000
« | Troutdashootng S’,aplule an:-m : Tast pcap

Dw,m'no Using Te *ame of a7 suning capie i DveraTis 1

[Trace] | Start Capture | | Cloar |

DoS

Learning N
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Once the capture is stopped, click on the Captures tab and select the proper pcap file. Note that
the date and time is appended to the filename specified previously. The file can now be saved to
the local PC, where it can be opened with an application such as Wireshark.

Alarms  Incidents  Status Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
TLS Management . Trace: Avaya SBCE
«[Device Specific Setlings
Natwork r 1
Management {WWJ C"”,“‘,'"',]
Media Interface Avaya SBCE Refiesh
Signaling interface Fie Name Fie Stze (bytss)  Last Modified

End it Flows
End Peint Flow October 12, 2015 124910

[
| ) : 5
l I 12.288 AM CDT

Session Flows
DMZ Services

TURNSTUN

Service

SNMP

Syslog Management

Advancad Opticns

. IT:olitxésﬁbé{lng
D;x:ug:_;mg
iYmco[

DoS
Learming

9.2. TraceSBC Tool

traceSBC is a perl script that parses Avaya SBCE log files and displays SIP and PPM messages
in a ladder diagram. Because the logs contain the decrypted messages, the tool can easily be used
in case of TLS and HTTPS. traceSBC can parse the log files downloaded from Avaya SBCE.
traceSBC can also process log files in real time on Avaya SBCE, so that IP and PPM traffic can
be checked during live calls. Refer to items [8] in Section 11

Operation modes:

e Non real-time mode:
The tool starts with at least one file in the command line parameters. The tool
automatically detects the type of files, processes the files, and finally displays messages
from the different files in one diagram ordered by the timestamp. If filters are set, only
the messages that match the filters are displayed in the diagram. In this mode, enabling
live capture is not an option.
Example: # traceSBC tracesbc_sip_1408635251

e Real-time mode
In this mode, traceSBC must be on active Avaya SBCE. traceSBC is started without
specifying a file in the command line parameters. The tool automatically starts processing
the log files. The live capture can be started and stopped anytime without affecting
service.
Example: # traceSBC
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Log Files:

Avaya SBCE can log SIP messages as processed by different subsystems and also log PPM
messages. The traceSBC utility can process the log files real-time by opening the latest log files
in the given directories. TraceSBC also checks regularly if a new file is generated, in which case
the old one is closed and processing continues with the new one. A new log file is generated
every time the relevant processes restart, or when the size reaches the limit of ~10 Megabytes.

Log Locations:
SIP messages are found at /archive/log/tracesbc/tracesbc_sip/ and PPM messages can be found at
/archive/log/traceshc/tracesbc_ppm/.

Active files are of the following format:
-rw-rw---- 1 root root 112445 Aug 21 10:12 tracesbc_sip_1408631651

Inactive or closed files are of the following format:
-rw-rw---- 1 root root 175236 Aug 21 06:33 tracesbhc_sip_ 1408617250 1408620820 1

or

-rw-rw---- 1 root root 31706 Jul 10 13:34 tracesbc_sip_1436549674_1436553270_1.9z

10.Conclusion

These Application Notes describe the procedures necessary for configuring Session Initiation
Protocol (SIP) Trunk service for an enterprise solution consisting of Avaya Aura®
Communication Manager Release 7.0, Avaya Aura® Session Manager Release 7.0, and Avaya
Session Border Controller for Enterprise Release 7.0 to support Clearcom SIP Trunking Service
using TLS, as shown in Figure 1.

Interoperability testing was completed successfully with the observations/limitations outlined in
the scope of testing in Section 2.1 as well as under test results in Section 2.2.
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12. Appendix A: SigMa Script

Following is the Signaling Manipulation script that was used in the configuration of the Avaya
SBCE, Section 7.3.3. When adding this script as instructed in Section 7.3.4 enter a name for the
script in the Title (e.g., Clearcom_Script) and copy/paste the entire script. Note that the user
name, shown below as “User123”, will need to be changed with the correct user name provided
by Clearcom for registration purpose.

Title: Clearcom_Script

/IReplace Username in "REQUEST-LINE" with "TO" number on Inbound
within session "ALL"

{
act on message where %DIRECTION="INBOUND" and %ENTRY_POINT="PRE_ROUTING"

{
%HEADERS["Request_Line"][1].URI.USER = %HEADERS["T0"][1].URI.USER;
}

}
/lInsert Username in the FROM header on Outbound

within session "ALL"

{

act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{

%fromuser = %HEADERS["From"][1].URIL.USER,;
%HEADERS["From"][1].URLUSER = "User123";

¥
¥

/IRemove gsid and epv parameters in outbound Contact header
within session "ALL"

{

act on message where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{

remove(%HEADERS["Contact"][1]. URI.PARAMS["gsid"]);
remove(%HEADERS["Contact"][1]. URI.PARAMS["epv"]);

¥
k
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recommendations provided in these Application Notes are believed to be accurate and
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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