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Abstract

These Application Notes describe the configuration process to enable interoperability between
the Hitachi Cable WirelessIP-3000 SIP Telephone with Avaya Distributed Office. Information
in these Application Notes has been obtained through DeveloperConnection compliance
testing. Testing was conducted via the DeveloperConnection Program at the Avaya Solution
and Interoperability Test Lab.
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1. Introduction

Avaya Distributed Office has the capability to extend advanced telephony features to SIP
stations through its integrated SIP platform. These features can be extended to non-Avaya SIP
telephones such as the Hitachi Cable WirelessIP-3000 SIP Telephone.

These Application Notes describe a sample solution for configuring the Hitachi Cable
WirelessIP-3000 SIP Telephone to interoperate with Avaya Distributed Office. The Hitachi
Cable WirelessIP-3000 SIP Telephone is an 802.11b/g wireless SIP telephone capable of
registering with Avaya Distributed Office. The Hitachi Cable WirelessIP-3000 SIP Telephone
has many additional features and supports a wide array of industry standards. See Reference [3]
in Section 9 for the complete list of features and standards supported.

The network diagram shown in Figure 1 illustrates the testing environment used for compliance
testing. The network consists of an Avaya Distributed Office 140 platform, wired and wireless IP
telephones and wireless network infrastructure. The integrated voicemail available on Avaya
Distributed Office was used in testing.

The wired IP telephones include the Avaya 9630 and the Avaya 4621SW IP Telephones. The
wireless IP telephones are the Hitachi Cable WirelessIP-3000 SIP Telephones. The
configuration of the wireless network is assumed to be in place.
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Figure 1. Sample Network Diagram for Hitachi Cable WirelessIP-3000 SIP Telephone with
Avaya Distributed Office
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2. Equipment and Software Validated

The following equipment and software were used for the test environment:

Equipment Software
Avaya Distributed Office 140 1.1.0 (33.02) Service Pack
3.0.0
Avaya 4621 IP Telephone (H.323) 2.8
Avaya 9630 IP Telephone (SIP) 1.0.12.13(24)
Hitachi Cable WirelessIP-3000 SIP Telephone Software :2.5.1
BootRom:1.1.4

3. Avaya Distributed Office

This section covers the administration of Avaya Distributed Office, which is administered via an
Internet Browser using the Avaya Distributed Office Local Manager or Avaya Distributed Office
Central Manager. These Application Notes describe the administration using Avaya Distributed
Office Local Manager.

It is assumed that Avaya Distributed Office software has already been installed. See Reference
[1] in Section 9 for details. The IP Address and SIP Domain Name for the Avaya Distributed
Office 140 platform are defined during installation. This section does not cover the configuration
of these parameters. Appendix A provides the information used for this test.

Access the Avaya Distributed Office Local Manager by entering http://<ip-addr> as the URL in
an Internet Browser where <ip-addr> is the IP Address of Avaya Distributed Office. Access to
the configuration web interface requires appropriate login credentials.
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http://<ip-addr/

1. Create a User for the Hitachi Cable WirelessIP-3000 SIP Telephone. In the Managed
Objects pane, double-click on the Users option under Telephony (Not Shown).

Click on the Add New User option.

Select the General tab. Fill in Last Name, First Name and Native Name as needed. The
Name (ASCII) field is automatically populated with the Native Name. Select an Extension
number (this field is automatically populated based on the dial plan). Enter a Security Code
and Confirm Security Code. All other fields can be left as default.
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Distributed Office Local Manager ? Help © Logoff administrator
I Home Save Configuration Ff |
|
| Telephony
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2. Configure the Voicemail parameters. Select the Voicemail tab. Check the User has a
voicemail mailbox on this system check box. All other fields can be left as default.

AVAyA Avaya Distributed Office

Lacal Manager

Distributed Dffice Local Manager

? Help © Logoff administrator

Home Save Configuration | 5]
Managed Objects Edit User - (Ext. )

Telephony —
Users ﬁ Back to List || Apply Changes

Abbreviated Dialing System
Coverage Paths

Group Communication [Generall- [StatiunHButhnnsHGmupsl
Hunt Groups

Pickup Groups
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e e (FFeTes User has a voicemail mailbox on this systam
Abbreviated Dialing Group

Automated Attendant Servic,

Automated Attendants Mailbox Type
2] v
Announcements
Public Networking 2Qutgoing Ernail Address (Fax messages will also be saved in the user's personal mailbox)

Allowed / Denied Numbers |
Incoming Call Handling Trea
I5DN Numbering Public / Uni
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Trunk Groups D Enable Cutcalling

Dutside Line Groups
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Feature Access Codes
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System Parameters
General
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Media Resources
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3. Configure the Station parameters. Select the Station tab. Select 9620-SIP for Set Type and
Voicemail for the Coverage option. All other fields can be left as defaults.

\
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4. Configure the buttons. By default, the Set Type of 9620-SIP has three Call Appearance
buttons. For the Hitachi Cable WirelessIP-3000 SIP Telephone, this needs to be reduced to
two Call Appearances.

Select the Buttons tab. Select the Button 3 radio button. Change the selection from Call
Appearance to blank.

Click on the Apply Changes option.
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Local Managar

Distributed Office Local Manager ? Help € Logoff administrator
: Home Save Configuration w
I
! Telephony —
|| Users n Back to List lﬂj Apply Changes
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| Hunt Groups
| Pickup Groups
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Automated Attendant Servic

{
|| Automated Attendants 1. O [call Appearance ]
| Sub-Menus
|| Announcements 2, (O [call Appearance v]
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| Allowed/Denied Numbars
Incoming Call Handling Trea 4 O v|
1SDN Numbering Public /Unl
CAMA Numbering 5. O ~]
| Trunk Groups
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| Ds1
| | Dial Plan
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| System Parameters
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5. Save the changes. Inthe Home pane, select the Save Configuration option.
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4. Administering the Initial Configuration of the Hitachi Cable
WirelessIP-3000 SIP Telephone

The following steps describe the configuration process for the Hitachi Cable WirelessIP-3000
SIP Telephone to connect to a wireless network and register with Avaya Distributed Office.

In order to connect the Hitachi Cable WirelessIP-3000 SIP Telephone to a wireless network the
user must first configure the telephone to create the initial WiFi binding. Use the buttons on the
face of the telephone for this operation. Once the Hitachi Cable WirelessIP-3000 Telephone has
a WiFi binding with an IP address, the user can complete the configuration process using the
web server built into the telephone. There are some vendor specific configuration dependencies
in the configuration file, consult with Hitachi support for specific inquiries.

A picture of the Hitachi Cable WirelessIP-3000 SIP Telephone is shown below. The buttons
used for configuring the telephone are referenced.

$ C 1

b rd

wireless IP

LeftSoft Key

 Joystick”

/
DG
Send Key l| LR Key

|
i
i

;J
Note: For the complete description of each button and each button’s functionality refer to the
Hitachi Cable documentation found in References [2] and [3] in Section 9. To power on the

Hitachi Cable WirelessIP-3000 SIP Telephone press and hold the END Key until the phone
powers up.
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1. Enter Network Administration. Once the phone has powered up, press the LeftSoft Key
to enter the menu.

] g
04725 Mon

17:40

From the Menu screen, use the key sequence 5, 2, 1 (Setup->Phone lock->User Pwd)
in order to obtain access to the Admin menu. Enter the correct password for accessing

the Admin menu and press the Joystick in. A password is required to access this menu,
for additional information See Reference [3] in Section 9.

b 17:40 Setip 17:40 Phorz ook 1740 Phorz ook 1740
1. Fhone ook 1.Bel 1/¥ib. 1. User Fwd | 1. User Fud
2 Message Z.Fhore | ock 2. Lock wode
2.0l log 8 larmm
4. Pressnce 4. Wolume
5.Error notify
fi. Met wark fi. Informat ion

The user is now presented with the Admin menu.
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2. Configure the Wireless LAN information. From the Admin menu, press 1 to select Network
config.

Admm 1?4

2 Pazzwaord
3 Upgreds

4 Error log
5. WER server
6. Phone resst

From the Network config menu use the key sequence 1, 1, 2 (Network
config=>Configl>WLAN) to access the WLAN menu. Press the LeftSoft Key to select
Edit. Use the keypad to enter the SSID, which must match the SSID configured on the
wireless network.

[Netwark confi 1740 | W Network conti (740 | [ Confiz] 1740 | [ AN 1740 | [N 1740
1. Basic Info [{] ssm ([ s

2. 5IP 2. HLAN 1 | | || arubasip |
3. Network reload 3. Gecur ity |

4. Certs nanager 4. duthent icate [ ode ([=] [ode

5. Site scan 2. TCR/IP | Infra | || Irfra |
f. Ping test ot £ SIP Outb prosy ETE |

LpLions

3. Configure the TCP/IP information. From the Configl menu press 5 to configure the TCP/IP
parameters for the Hitachi Cable WirelessIP-3000 SIP Telephone. If DHCP is not enabled
press the LeftSoft Key and select Edit then using the JoyStick toggle left/right to enable
DHCP.

B Conf izt 1740 | |MLTCRAIR 1740
1. Basle Info [i] Use pHzR

T (Enab led)

3. decur ity

4, Authent icate E] IF address

5. TCPFIP

6. 3IP Duth procey L

4. Configure the Security settings. From the Configl menu, press 3 to administer the Security
configuration. Press the LeftSoft Key and select Edit to modify the security mode. Using the
Joystick press left/right until the WPA2-PSK option is selected. Using the keypad specify
the pass phrase assigned to the SSID. Press the Joystick in to complete the Security
configuration.

B Corf (21 170 (M Security 1740 | (W Security 1740
1. Basic Info ] Mode (] ‘Hede

2. WL wpaz-psk | || weaz-psk |
4. Authent icate [E PassPhrase

6. 3IP Outh prove EE |

For the procedures to enable the Hitachi Cable WirelessIP-3000 SIP Telephone to support
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the additional security schemas tested refer to References [2] and [3] in Section 9.

5. Verify web server. In order to verify the web server is running on the Hitachi Cable
WirelessIP-3000 SIP Telephone, use the Admin menu. From the Admin menu, press 5 to
check the status of the web server. Should the web server be “disabled”, use the JoyStick
and toggle left/right and select Enabled. Press the JoyStick inward.

B fdnin

1740

W Adnin 17:40

Z. Pagsword
. Upgreds
A Error log

1. Metwork confiz

E. Fhone reset

1. Netwark config

Iﬂl WER server

1 (Enahbled) »

|| =) =T T
fi. Phane reset

To obtain the IP address assigned via DHCP to the Hitachi Cable WirelessIP-3000 SIP
Telephone use the key sequence 5, 6, 1 (Setup-> Information=>TCP/IP) from the Menu

menu.

Meou 1740 Setup 1740 Irformat ion 1740 TCP/IP 1740
1.Phare bk 2,Phors |ock T | | [ Use Biek
Z.Mezsaze Gt larm =, W-LaN Enabled
3.Call log 4. ¥olume 3. 2P
4. Presznce S.Error notify 4, WA address E IF sddress
[5.5etw | 6. Information | 5. WEE server 1921681253 |
fi. Netwark 7. ddvanced f. Yersion

The Web interface can be used for the rest of the Hitachi Cable WirelessIP-3000 SIP
Telephone administration.
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6. Enter Web Administration. From a web browser running on a PC with IP connectivity to the
Hitachi Cable WirelessIP-3000 SIP Telephone, administer the telephone as follows. Place
the IP address of the telephone into the URL address field specifying the port 8080. The web
server inside the Hitachi Cable WirelessIP-3000 SIP Telephone operates at port 8080. The
URL string to access the web server of a telephone (which has an IP address of
192.168.1.253) is http://192.168.1.253:8080. The user will be required to supply a username
and password to access the web interface, consult the Hitachi Cable documentation for the
appropriate credentials, see Reference [3] in Section 9. Click Configuration.

Mun Page Configuraton System Sebup Metwork Sensp

MIODEL Wireles sTPA000
SOFTWARE VERSION

IF ADDRESS 192, 1681 253
NETMASE 255 288 258
GATEWAY 192 168,11

MAC ADDRESS 0.03:24.02
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7. Configure the SIP Proxy information. From the screen in Step 6, select Network Setup
then SERVER SETTINGS (Not Shown). Enter the IP Address of Avaya Distributed
Office (see Appendix A) in the 1 Proxy and 1* Registrar fields. Enter the Avaya
Distributed Office SIP Domain Name (see Appendix A) in the Domain Realm field.
All other fields can be left as defaults. Press the CHANGE VALUE button.

fam Page Configuration Svstem Setup Network Setup

SERVER SETTINGS

» lst Prozy 192.168.1.89

» lst Registrar 192.168.1.69

« 2nd Prozy

» 2nd Registrar

» Domain Realm example.com

» Register Expire (60~86400)  |3600 3

+ Register Retry Backoff Interval |B0.120,240,480,360 s (C3V Format)
CHANGEVALUE | [ RESET

8. Configure the SIP Outbound Proxy. On the Network Setup screen, select Config 3 (Not
Shown). Set the SIP Outbound Proxy to the Avaya Distributed Office IP Address (see
Appendix A). All other fields can be left as defaults. Scroll down and press the
CHANGE VALUE button (Not Shown).

Ifain Page Configuration System Setup MNetwork Setup
Network Profile [Config3]

o Mame Config3

s Jomn Method Auto v

» SIP Outbound Proxy |192.168.1.88

s 33D 456

» Enable DHCP @ On O Of

o Address 192 | [168 1 253

» MNetmask 255 ||255 256 ||0

» Gateway 192 168 1 1

« DN31 0 1 0 1

« DNSZ 0 |0 0 |0

» Secutity WREAPSK v

+ WEP Bits 64 bits  »

+ Default WEP Key 1w

« WEP Eeyl 00:00:00:00:00

o WEP Eey2 00:00:00:00:00

» WEF Key3 00:00:00:00:00

« WEF Keyd 00:00:00:00:00

. Au.thentmahon e -

Algorithm

GsK; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 21

SPOC 9/18/2007 ©2007 Avaya Inc. All Rights Reserved. W3000A-DO



9. Configure the User information. This step uses the information from Step 1 in Section 3.
On the Network Setup screen, select USER ACCOUNT (Not Shown). Set the Display
Name to be the same as the Avaya Distributed Office Native Name. Set the Phone
Number and User ID to be the same as the Avaya Distributed Office Extension. Set the
User Password to the Avaya Distributed Office Security Code. All other fields can be
left as defaults. Press the CHANGE VALUE button.

IMain Page Configuration System Setup Networl Setw

USER ACCOUNT

s Displayname |Hwireless
s DPhone Mumber 202

s User ID 202

o User Password esssss
o UEL Scheme [SIP v

CHANGEVALUE | [ RESET

10. Configure the DTMF settings. Select the Configuration Option on the top of the screen
and then select DTMF (Not Shown). Set the Mode to be RFC2833. Set the Enable
Auto DTMF Mode option to On. All other fields can be left as defaults. Press the
CHANGE VALUE button.

Note: If this value is not changed, the user will not be able to call into voicemail and
playback messages.

Main Page Confisuration System Setup Network Setup
DTMF
+ Mode RFC2833 v
+ Duration {(0~1000}) 100 ms
+ EFC2833 Volume 10 v
« EFC2833 Payload Type (96~127) [101
« Enable Auto DTMEF Mode ®OnOOf
CHANGE VALUE | [ RESET |
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11. Reboot the telephone. Select the Network Setup option on the top part of the screen (Not
Shown). Press the REBOOT button. Press the Reboot Now? button when prompted.

Main Page Confizuration System Setup Metwork Setup

Network Setup

SIP Registration

e USER ACCOURNT
« SERVEER SETTINGS

Network Config

s [ Configd
e [ Configl
s [ Configs
e ADD [ New INetwork Profile |
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5. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying the capability of the Hitachi Cable
WirelessIP-3000 SIP Telephone to function as a registered endpoint on Avaya Distributed
Office. Testing verified the interoperability between Hitachi Cable WirelessIP-3000 SIP
Telephone, Avaya SIP phones and Avaya H.323 phones.

Avaya’s formal testing and Declaration of Conformity is provided only on the headsets/handsets
that carry the Avaya brand or logo. Avaya may conduct testing of non-Avaya headset/handset to
determine interoperability with Avaya phones. However, Avaya does not conduct the testing of
non-Avaya headsets/handsets for: Acoustic Pressure, Safety, Hearing Aid Compliance, EMC
regulations, or any other tests to ensure conformity with safety, audio quality, long-term
reliability or any regulation requirements. As a result, Avaya makes no representations whether
a particular non-Avaya headset will work with Avaya’s telephones or with a different generation
of the same Avaya telephone.

Since there is no industry standard for handset interfaces, different manufacturers utilize
different handset/headset interfaces with their telephones. Therefore, any claim made by a
headset vendor that its product is compatible with Avaya telephones does not equate to a
guarantee that the headset will provide adequate safety protection or audio quality.

1.1. General Test Approach

The general test approach was to register the Hitachi Cable WirelessIP-3000 SIP Telephone with
Avaya Distributed Office. Calls were made between both wired and wireless telephones and
specific calling features were exercised.

1.2. Test Results

The Hitachi Cable WirelessIP-3000 SIP Telephone passed all test cases. The Hitachi Cable
WirelessIP-3000 SIP Telephone was verified to successfully register with Avaya Distributed
Office. The telephony features verified to operate correctly included attended/unattended
transfer, conference call participation, conference call add/drop, multiple call appearances, caller
ID operation, call forwarding unconditional, call forwarding on busy, call forwarding clear,
voicemail, hold, return from hold, send all calls, call pickup and hunt groups.

6. Verification Steps
The following steps may be used to verify that the configuration is working properly.

Avaya Distributed Office Verification Steps

e Place calls with the Hitachi Cable WirelessIP-3000 SIP Telephone. Exercise calling
features such as conference, transfer and hold and verify proper operation of those
features.

e Using Avaya Distributed Office Local Manager, in the Managed Objects pane,
double-click on the Users option under Maintenance and Monitoring->Telephony.
Verify the Hitachi Cable WirelessIP-3000 SIP Telephone entry shows in service.
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| [Telephany theck Clear | Busyout Rel Reset 5| Test Pi
| you ease sa 5| Tes e | Ping
Users D an ) an = chacked =) thecked % thacked 2 thacked =Y thecked
Trunk Groups
Dutside Line Groups s - -
| Remote (DR Status Ent. User Name =t eied gl Port | IP Addre
CTI Model Type
Phone Messages Files . . .
|| Voicemail & Automated Atte |:| in service 200 ext 200 Avaya 46213W H.323 19z2.168.1.
- General .
- Mailboxes [ off hook 201 ext 201 Avaya 9630 SIP 1921681,
= Bt leng e s [ in service 202 Hirirelass Avaya 9620 sIP 192.168.1.
Media Services

- General
- System Announcements

| |Platform
| | Ethernet Switch

- Ports

- Statistics

- CAM Table

Data Services

- DHCP Server

- IP Phones File Server
| - IP Phones Files
| | USE Devices

| |Security
Trusted Certificates
Server Certificate
Authentication File

e e B b

|| Backup % Restore

| | Master Encryption Key
Restore Factory Defaults

| | _Create Installation Profile

Hitachi Cable WirelessIP-3000 SIP Telephone Verification Steps

e Verify that the Hitachi Cable WirelessIP-3000 SIP Telephone has the correct SSID
configured. Use the steps outlined in Section 4 Step 2 to confirm all of the settings are
correct.

e Verify that the Hitachi Cable WirelessIP-3000 SIP Telephone has an IP address assigned
and is configured for DHCP, see Section 4 Step 3.

o Verify that the Hitachi Cable WirelessIP-3000 SIP Telephone has the correct SIP server
configuration. Use the steps outlined in Section 4 Steps 7 and 8 to confirm all the
settings and IP address information is correct.

e Verify the Hitachi Cable WirelessIP-3000 SIP Telephone can place and receive calls both
to and from stations within the network and that two-way audio is heard.

7. Support

For technical support on the Hitachi Cable WirelessIP-3000 SIP Telephone use the information
below.

e Phone: 1-914-993-0990
e Email: Hitachi Cable America, White Plains, NY - info@hitachi-cable.com
e Web : http://www.wirelessip5000.com/eng/index.html
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8. Conclusion

These Applications Notes described the configuration steps to enable the Hitachi Cable
WirelessIP-3000 SIP Telephone to interoperate with Avaya Distributed Office.

9. Additional References

[1] Avaya Distributed Office i20 Installation Quick Start, May 2007, Issue 1 Document
Number 03-602289

[2] WirelessIP3000 Administrator Manual, Document Number TD61-2898B

[3] WirelessIP3000 User’s Manual, Document Number TD61-2899A
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APPENDIX A: Avaya Distributed Office Network Setup

The following screen shows the network settings used for the test. In the Managed Objects
pane, double-click on the System Summary option under Maintenance and Monitoring. The
IP Address and the SIP Domain are the parameters that are needed for configuring the Hitachi
Cable WirelessIP-3000 SIP Telephone.

AVAYA

Distributed Office Local Manager

Media Services
- General
- System Announcements

Authentication File

Avaya Distributed Office

Local Managar

? Help © Logoff administrator

Platform MAC Address:

00:04:0D:6D:85:01

Home Sawve Configuration | 5]
8 Managed Objects System Summary
System Summary
. Al
Lo;:“s Device: i40-ds1 Status: Active Alarms
Reboot Name: i40 Date & Time: 11:12:43 EDT 07 Sep 2007
{ efoans Chapnesfeg Location: Uptime: & min
Felephony Contact: RAM: 226MB/512MB
Users
| Trunk Groups Flazh: 448MB / 1024MB
Outside Line Groups . .
Remote CDR IP Address: 192.168.1.89 Load average: 6.47 4.44 2.00
CTI Platform IP Address: 102.16%.1.90 Firmware: 1.1.0_33.02-5P-3.0.0
Phone Messages Files .
Voicernail & Automated Atte Subnet: 255.255.255.0 E{geazgency Transfer inactive
- General WLAM: vi(1) !
- Mailboxes : A Current TOM
- Gl (s ks MAC Address: 00:04:0D:F5:59:BC clock source: Local

SIP Dormain: example.com
Platform Branch Prefix: 50
(it g SES IP Address: 198.152.254.3
- Ports
- Statisti ) ) ) )
- CAMfra;Ise |Slot |Modu|e ‘Type |H\'4|I Yintage HW Suffix Serial # FW Yersion Notes
Data Services -Sp-
- DHCP Sarver 1 AM1L0 Srruer o 5 071530128718 1.1.0_33.02-6P
- IP Phones File Server —rs o o
- IP Phones Files 3 " elgra = Analag 5 A A M
USE Devices analog
Security 4 g‘stfg'ate‘j ISDN PRI 5 & 7S Wi
Trusted Certificates )
Server Cortificate Chassis  i40-DS1 Platfarm 4 € 071530105954 27.12.0
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