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Abstract

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000E Release 7.5, Avaya Aura® Session Manager Release 6.1, and the Avaya Aura®
Session Border Controller Release 6.0.2, with the AT&T IP Flexible Reach SIP Trunk service
using either AVPN or MIS/PNT transport connections.

Avaya Aura® Session Manager 6.1 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Communication Serveq
1000E 7.5 is a telephony server, and is the point of connection between the enterprise endpointg
and Avaya Aura® Session Manager. An Avaya Aura® Session Border Controller 6.0.2 is thg
point of connection between Avaya Aura® Session Manager and the AT&T IP Flexible Reach
service, and is used to not only secure the SIP trunk, but also to make adjustments to thg
signaling for interoperability.

The AT&T IP Flexible Reach service is one of several SIP-based Voice over IP (VolP)
services offered to enterprises for a variety of voice communications needs. The AT&T IP
Flexible Reach service allows enterprises in the U.S.A. to place outbound local and long
distance calls, receive inbound Direct Inward Dialing (DID) calls from the PSTN, and place
calls between an enterprise’s sites.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through compliance testing and additional technical
discussions. Testing was conducted via the DevConnect Program.
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1. Introduction

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000E Release 7.5 (CS1000E), Avaya Aura® Session Manager Release 6.1 (Session Manager),
and the Avaya Aura® Session Border Controller Release 6.0 (Avaya Aura® SBC), with the
AT&T IP Flexible Reach SIP trunk service for PSTN access.

The AT&T IP Flexible Reach service is one of several SIP-based Voice over IP (VoIP) services
offered to enterprises for a variety of voice communications needs. The AT&T IP Flexible Reach
service allows enterprises in the U.S.A. to place outbound local and long distance calls, receive
inbound Direct Inward Dialing (DID) calls from the PSTN, and place calls between an enterprise’s
sites. The AT&T IP Flexible Reach service utilizes AVPN' or MIS/PNT? transport services.

For more information on the, AT&T IP Flexible Reach service visit:
http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-
enterprise/ip-flexible-reach-enterprise/.

2. General Test Approach and Test Results

The interoperability compliance testing focused on verifying inbound and outbound call flows (see
Section 2.3 for examples) between the CS1000E, the Avaya Aura® SBC, and the AT&T IP
Flexible Reach service. The CS1000E users make calls to and from the PSTN via the AT&T IP
Flexible Reach service.

2.1. Interoperability Compliance Testing

The compliance testing was based on a test plan provided by AT&T. This test plan examines the
functionality required by AT&T for solution certification as supported on the AT&T network. Calls
were made to and from the PSTN across the AT&T network. The following features were tested as
part of this effort:
e SIP trunking of inbound and outbound calls.
e Incoming calls from the PSTN were routed to the DID numbers assigned by the
AT&T IP Flexible Reach service to the CS1000E location. These incoming PSTN
calls arrived via the SIP Trunk and were answered by Avaya IP UNIStim
telephones and fax machine emulation software (Ventafax). Proper call disconnect
was verified.
e Outgoing calls from the CS1000E location to the PSTN were routed via the SIP
Trunk to the AT&T IP Flexible Reach service. These outgoing PSTN calls were
originated from Avaya IP UNIStim telephones, and fax machine emulation software
(Ventafax). Proper call disconnect was verified.
e Use of G.729A and G.711Mu codecs were verified.
e Inbound and outbound T.38 Fax, using combinations of G3 and SG3 modes, were
verified.

" AVPN uses compressed RTP (cRTP).
* MIS/PNT does not support cRTP.
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e CS1000E station call coverage to Avaya Call Pilot® for message generation and retrieval
(including Message Wait Indicator).

e Passing of DTMF events (RFC2833) and their recognition by navigating automated
menus (e.g. Avaya Call Pilot® message selection and retrieval)

e PBX features such as hold, resume, conference and transfer.

e Requests for privacy (i.e., caller anonymity) for CS1000E outbound calls to the PSTN,
and for inbound calls from the PSTN to CS1000E, were verified.

e SIP OPTIONS monitoring of the health of the SIP trunk was verified. Both the AT&T
IP Flexible Reach service and the Avaya Aura® SBC were able to monitor health using
SIP OPTIONS.

e Inbound calls to CS1000E station that were call forwarded back to PSTN destinations,
through use of Diversion Header were verified.

e Proper UDP port ranges for RTP media (16384-32767) were verified.

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results. The
following observations were noted during testing:

2.2.1 Known Limitations

1.

To allow the CS1000E user to transfer a call from PSTN user A to PSTN user B, before
user B has answered the call (unattended transfer), CS1000E plug-in 501 must be enabled
as shown in Section 5.7. While plug-in 501 will allow the CS1000E user to complete the
transfer operation, user A will not hear ring back tone while user B is ringing in this case.
PSTN users A and B will have two-way talk path once user B answers.

G.711 fax 1s not supported in the reference configuration. T.38 faxing is supported, as is
Group 3 and Super Group 3 fax. Fax speeds to 14400 bps are supported in the configuration
tested. In addition, Fax Error Correction Mode (ECM) is supported in the reference
configuration.

The AT&T IP Flexible Reach service does not support SIP History-Info headers. However,
the AT&T IP Flexible Reach service requires that SIP Diversion Header be sent for certain
redirected calls (e.g. Call Forward). Session Manager can convert the History Info header
into the Diversion Header by the use of the adaptation “DiversionTypeAdapter” for these
types of calls (see Section 6.3.2). For all other calls, the Avaya Aura® SBC will strip off
History-Info headers (see Section 7.2.5).

Emergency 911/E911 Services Limitations and Restrictions — Although AT&T provides
911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and
software (e.g., IP PBX) reviewed in this customer configuration guide will properly operate
with AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is the customer’s
responsibility to ensure proper operation with the equipment/software vendor.

While AT&T IP Flexible Reach services support E911/911 calling capabilities under certain
Calling Plans, there are circumstances when the E911/911 service may not be available, as
stated in the Service Guide for AT&T IP Flexible Reach found at
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http://new.serviceguide.att.com. Such circumstances include, but are not limited to,
relocation of the end user’s CPE, use of a non-native or virtual telephone number, failure in
the broadband connection, loss of electrical power, and delays that may occur in updating
the Customer’s location in the automatic location information database. Please review the
AT&T IP Flexible Reach Service Guide in detail to understand the limitations and
restrictions.

2.3. Call Flows

To understand how inbound AT&T IP Flexible Reach service calls are handled by the Avaya CPE
environment, three basic call flows are described in this section. However, for brevity, not all
possible call flows are described.

2.3.1

Inbound

The first call scenario illustrated is an inbound AT&T IP Flexible Reach service call that arrives at
the Avaya Aura® SBC, to Session Manager, and is subsequently routed to the CS1000E, which in
turn routes the call to a phone or fax.

1. A PSTN phone originates a call to an AT&T IP Flexible Reach service number.
2. The PSTN routes the call to the AT&T IP Flexible Reach service network.
3. The AT&T IP Flexible Reach service routes the call to the Avaya Aura® SBC.
4. The Avaya Aura® SBC performs SIP Network Address Translation (NAT) and any
necessary SIP header modifications, and routes the call to Session Manager.
5. Session Manager applies any necessary SIP header adaptations and digit conversions, and
based on configured Routing Policies, determines to where the call should be routed next.
In this case, Session Manager routes the call to CS1000E.
6. Depending on the called number, CS1000E routes the call to a phone or fax.
1 AT&T
IP Flexible Reach
Service
PSTN
Phone
Avaya Aura®
SBC
4
v
Avaya 5 Avaya Aura®
Communication |« Session
Server 1000E Manager
Figure 1 - Inbound AT&T IP Flexible Reach Call
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2.3.2 Outbound

The second call scenario illustrated is an outbound call initiated on CS1000E, routed to Session
Manager and is subsequently sent to the Avaya Aura® SBC for delivery to AT&T IP Flexible
Reach service.

1. A CS1000E phone or fax originates a call to an AT&T IP Flexible Reach service number for
delivery to PSTN.

2. CSI1000E routes the call to the Session Manager.

3. Session Manager applies any necessary SIP header adaptations and digit conversions, and
based on configured Routing Policies, determines to where the call should be routed next.

In this case, Session Manager routes the call to the Avaya Aura® SBC.

4. The Avaya Aura® SBC performs SIP Network Address Translation (NAT) and any
necessary SIP header modifications, and routes the call to the AT&T IP Flexible Reach
service.

5. The AT&T IP Flexible Reach service delivers the call to PSTN.

AT&T
<+—— |IP Flexible Reach
6 5 Service
PSTN
Phone

Avaya Aura®
SBC
y
3
Avaya Avaya Aura®
Communication » Session
Server 1000E 2 Manager

Figure 2 - Outbound AT&T IP Flexible Reach Call

2.3.3 Call Forward Re-direction

The third call scenario illustrated is an inbound AT&T IP Flexible Reach service call that arrives at
the Avaya Aura® SBC, to Session Manager, and subsequently CS1000E. The CS1000E routes the
call to a destination station, however the station has set Call Forwarding to an alternate destination.
Without answering the call, CS1000E immediately redirects the call back to the AT&T IP Flexible
Reach service for routing to the alternate destination.
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Note — In cases where calls are forwarded to an alternate destination such as an N11, NPA-555-
1212, or 8xx numbers, then the AT&T IP Flexible Reach service requires the use of SIP Diversion
Header for the redirected call to complete (see Section 6.3.2).

1. Same as the first call scenario in Section 2.3.1.
Because the CS1000E phone has set Call Forward to another AT&T IP Flexible Reach
service number, CS1000E initiates a new call back out to Session Manager, the Avaya
Aura® SBC, and to the AT&T IP Flexible Reach service network.

3. The AT&T IP Flexible Reach service places a call to the alternate destination and upon
answering; CS1000E connects the calling party to the target party.

Alternate
Destination

PSTN
Phone

Phone with
Call Forward Avaya Aura®
SBC
A
1 2
A
Avaya :1 Avaya Aura®
Communication Session
Server 1000E 2= Manager

Figure 3 - Re-directed (e.g. Call Forward) AT&T IP Flexible Reach Call

2.3.4 Coverage to Voicemail

The call scenario illustrated is an inbound call that is covered to voicemail. In this scenario, the
voicemail system is an Avaya Call Pilot® system connected to the CS1000E.

1. Same as the first call scenario in Section 2.3.1.
The called CS1000E phone does not answer the call, and the call covers to the phone’s
voicemail. CS1000E forwards the call to Avaya Call Pilot®. Avaya Call Pilot® answers
the call and connects the caller to the called phone’s voice mailbox.
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—=/ IP Flexible Reach

PSTH
Phaore

Avaya Aurai
Avaya Call Pilot sBC
21 'y
Avaya 1 Avaya Aurain
Communication |- Sassion
Server 1000E Manager

i
i)

Agent / Phone

Figure 4 - Coverage to Voicemail
2.4. Support
241 Avaya

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

2.4.2 AT&T

AT&T customers may obtain support for the AT&T IP Flexible Reach service by calling (877) 288-
8362.

3. Reference Configuration

The reference configuration used in these Application Notes is shown in Figure 5 and consists of
several components:

e The CSI000E system provides the voice communications services for the enterprise site.
The system is comprised of:

o The MG1000E Gateway containing:
= (Call Server (CPPM).
= Media Gateway Controller (MGC), which provides Digital Signaling
Processor (DSP) resources.
= Meridian Integration Recorded Announcement (MIRAN) card used for
Music on Hold.
= Avaya Call Pilot® messaging application.
o IBM 306M Consumer Off The Shelf (COTS) server
= SIP Signaling Server

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 115
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= Avaya Unified Communications Management (UCM)

Note — Only the CS1000E system provisioning providing SIP trunk functionality is
described in these application notes. For additional CS1000E system provisioning
documentation see Section 12.

e Avaya “desk” phones are represented with Avaya 1140E and 2004 UNIStim IP phones.

e The Avaya Aura® SBC provides address translation and SIP header manipulation between
the AT&T IP Flexible Reach service and the enterprise internal network. TCP transport
protocol is used between the Avaya Aura® SBC and Session Manager. UDP transport
protocol is used between the Avaya Aura® SBC and the AT&T IP Flexible Reach service.

e An existing Avaya Call Pilot® system provides the corporate voice messaging capabilities
in the reference configuration. Note - The provisioning of Avaya Call Pilot® is beyond the
scope of this document (see [11] for more information).

e Outbound calls were originated from a phone or fax provisioned on the CS1000E system.
SIP signaling is passed from CS1000E system to Session Manager, and to the Avaya Aura®
SBC, before being sent to the AT&T network for termination. Media was sent from the
calling IP phone directly to the Avaya Aura® SBC. Legacy devices such as analog fax send
their audio from the MGC to the Avaya Aura® SBC. The Avaya Aura® SBC then directs
the media to the AT&T network.

e Inbound calls were sent from PSTN/AT&T, through the Avaya Aura® SBC to Avaya
Aura® Session Manager, and on to the CS1000E system. The CS1000E system terminates
the calls to the appropriate phone or fax extensions.

Note — In the reference configuration TCP (port 5060) is used as the transport protocol between the
CS1000K, the Avaya Aura® SBC, and Session Manager. This was done to facilitate protocol trace
analysis. However, Avaya best practices call for TLS (port 5061) to be used as the transport
protocol where applicable.

UDP transport using port 5060 is required by the AT&T IP Flexible Reach service for the
connection between the Avaya Aura® SBC and the AT&T T IP Flexible Reach border element.
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ATAT
AVPN or MISIPNT
Transport Network

ATET
IP Flexible Reach Service

‘-l

por ™
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Avaya Aura® Session

Enterprise Office Border Controller

Private Side
“Inside"
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3 Avaya

~  Communication
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Figure 5: Avaya Interoperability Test Lab Configuration
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3.1. lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the specific values for their own specific configurations.

Note - The AT&T IP Flexible Reach service border element IP address shown in this document is
an example. AT&T Customer Care will provide the actual IP addressing as part of the IP Flexible
Reach provisioning process.

Component Ilustrative Value in these
Application Notes

Avaya CS1000E
SIP Signaling Server IP Address (TLAN) 172.16.6.110
MGC Media (DSP) IP Address (TLAN) 172.16.6.115
CS1000E extensions 40xx
Avaya Call Pilot®
Call Pilot Application 192.168.67.130
Call Pilot Mailboxes 4xxx
Acme SBC
IP Address of “Outside” (Public) Interface 192.168.64.130

(connected to AT&T Access Router/IP Flexible
Reach Service)

IP Address of “Inside” (Private) Interface 192.168.67.125
(connected to Session Manager)
AT&T IP Flexible Reach Service

Border Element [P Address 135.25.29.74
AT&T Access router interface (to Acme outside) 192.168.64.254
AT&T Access Router NAT address (Acme 135.16.170.55

outside address)

Table 1: Illustrative Values Used in these Application Notes
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4. Equipment and Software Validated

The following equipment and software were used in the sample configuration.

Equipment

Software

Avaya Communication Server 1000E Platform:

e MGI000E Media Gateway
e IBM xSeries 306M (COTS) SIP Signaling
server

Release 7.5, Version 7.50.17 with
Service Pack Linux 7.50 17 20110426
and Plug-in 501 Enabled

Avaya Call Pilot®

CP 5.00.41

CP50041SU09S,
CP500S09G258,
CP500S09G32C

Avaya S8800 Server (System Manager)

Avaya Aura® System Manager
Release 6.1.0 with SP2 (Build Number
6.1.0.0.7345-6.1.5.106)

Avaya S8800 Server (Session Manager)

Avaya Aura® Session Manager
Release 6.1 SP2 (Load 6.1.2.0.612004)

Avaya S8800 Server (Session Border Controller)

Avaya Aura® Session Border Controller

Release 6.0.2.0.3
Avaya 1140E Series IP Deskphones (UNIStim) FW 0625C8A
Avaya 2004 Series IP Deskphones (UNIStim) FW 0604DCN
Fax device Ventafax Home Version 6.3.102.288
AT&T IP Flexible Reach Service via AVPN or VNI 21

MIS/PNT transport service connections.

Table 2: Equipment and Software Used in the Sample Configuration
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5. Configure Avaya Communication Server 1000E

This section describes the Avaya Communication Server 1000E configuration, focusing on the
routing of calls to Session Manager over a SIP trunk. In the sample configuration, Avaya
Communication Server 1000E Release 7.5 was deployed with Call Server applications running on
a CP+PM server platform with MGC, and utilizing a separate SIP Signaling Server.

Avaya Aura® Session Manager Release 6.1 provides all the SIP Proxy Service (SPS) and Network
Connect Services (NCS) functions previously provided by the Network Routing Service (NRS).
As a result, the NRS application is not required to configure a SIP trunk between Avaya
Communication Server 1000E and Session Manager Release 6.1. Therefore NRS was not included
in the reference configuration.

This section focuses on the SIP Trunking configuration. Although sample screens are illustrated to
document the overall configuration, it is assumed that the basic configuration of the Call Server
and SIP Signaling Server applications has been completed, and that the Avaya Communication
Server 1000E is configured to support analog and UNIStim telephones (although supported, SIP
telephones were not part of the reference configuration. For references on how to administer these
functions of Avaya Communication Server 1000E, see Section 12.

Step 1 - Unless otherwise noted, all CS1000E provisioning was performed via the Avaya Unified
Communication Management (AUCM) web interface. The AUCM web interface may be launched
directly via https://<ip address> where the relevant <ipaddress> in the sample configuration is
172.16.6.111. The following screen shows an abridged log in screen. Log in with appropriate
credentials.

AVAYA

Usger ID: |

Password: |

Log In

Change Passwaord

Note — Although not used in the reference configuration, Avaya Aura® System Manager may be
configured as the Primary Security Server for the Avaya Unified Communications Management
application and Avaya Communication Server 1000E is registered as a member of the System
Manager Security framework. The Element Manager then may be accessed via System Manager.
In this case, access the web based GUI of Avaya Aura® System Manager by using the URL
“http://<ip-address>/SMGR”, where <ip-address> is the IP address of Avaya Aura® System
Manager. Log in with appropriate credentials. The Avaya Aura® System Manager Home Page
will be displayed. Under the Services category on the right side of the page, click the UCM
Services link.
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Whether the CS1000E is accessed directly or via System Manager, the Avaya Unified
Communications Management Elements page will be used for configuration.

Step 2 - Click on the Element Name corresponding to “CS1000” in the Element Type column.
In the abridged screen below, the user would click on the Element Name “EM on cotsI”.

AVAYA

= Netwark
Elements
~= 5 1000 Services
IPSec
Patches
SNMP Profiles
Secure FTP Token
Software Deployment
~ Lser Senices
Administrative Users
External Authentication
Passward
“ Security
Roles
Policies
Certificates
Active Sessions
~ Tools
Logs
Data

Avaya Unified Communications Management

Host Name: 172.16.6.111 Software Version: 02.20.0009.01(3993)

User Name admin

Elements

Mew elements are registered into the security framewaork, or may be added as simple hyperlinks. Click an element name to launch its

management service. You can optionally filter the list by entering a search term.

|I Search ” Reset]

En =

[ ElementMame Element Type « Release

; [J| EM on cots1 C51000 75

5[] 192.12.0.100 Call Server 75

1 [] 19212011 Media Gateway e
Controller

4[] cots1.ntlab.com (primary Linux Base 7.5

F a e
Address Description
192.12.0.100 New
element.
192.12.0.100 New
element.
192.12.0.11 New
element.
172.16.6.111 Base 08
element.

5.1.

Node and Key IP Addresses

Step 1 - Expand System = IP Network on the left panel and select Nodes: Servers, Media
Cards. The IP Telephony Nodes page is displayed as shown below. Click “<Node id>" in the
Node ID column to view details of the node. In the sample configuration, Node ID “1001” was

used.
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AVAYA CS1000 Element Manager

L UCM Network Services | Managing: 192.12.0.100 Username: admin
| i System » IP Network » IP Telephony Nodes
ks IP Telephony Nodes
- Virtual Terminals Click the Mode D to view or editits properties.
F System
+Alarms
- Maintenance Frint | Refr
+ Core Equipment
- Peripheral Equipment [] Mode ID = Components  Enabled Applications ELAN IP Mode/TLAN IPv4 Node/TLAMIPvE Status
- IP Metwork : \ i ;
1001 1 LTPS, Gat SIPGw ) & 172.16.6.110 Synch d
- Modes: Servers, Media Cards D— ki i R
- Maintenance and Reports Show: Nodes [] Component servers and cards IPv address

- Media Gateways

The Node Details screen is displayed with additional details as shown below. Under the Node
Details heading at the top of the screen, make a note of the TLAN Node IPV4 address. In the
sample screen below, the Node IPV4 address is “172.16.6.110”. This IP address will be needed
when configuring Session Manager with a SIP Entity for the CS1000E in Section 6.4.1.

Node Details (ID: 1001 -LTP S, Gateway ( SIPGw )

e
Maode 1D: * (0-9989) =

Call server IP address: 192120100 : TLAN address type: & |Pvd only

2 IPv4 and IPv&
Embedded LAN (ELAN) Telephony LAN (TLAN)
Gateway IP address: |192.12.0.1 1 Maode IPv4 address: f1?"2. 16.6.110
Subnet mask: [255.255 255 0 Subnet mask; 2552552550 '

b
* Required Value. [ Save ] [Cancel ]

The following screen shows the Associated Signaling Servers & Cards heading at the bottom of
the screen, simply to document the configuration.

Associated Signaling Servers & Cards

j Select to add ~| Print | Refresh
[] Hostname = Type Deployed Applications ELAN IP TLAN IPvd Role
[] cots1 signaling_Server S >: Gateway, PD, Presence g5 45 4 49 17216.6.111 Leader

Fublisher, IP Media Services
Show:

Nete: Only =erver(s) that are not part of any other IP telephony nodes and deployed application(s) that match the service(z) =selected for this node are
available in the servers list .

Step 2 - Expand System => IP Network on the left panel and select Media Gateways. Click on
the IPMG ID (e.g. 000 01).
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AVAYA €S1000 Element Manager

+ UCM Network Services | Managing: 192.12.0.100 Username: admin
L Home System » IP Network » Media Gateways
I Links
- Virtual Terminals Media Ga{eways
- System
+Alarms
- Maintenance
+ Core Equipment Add... Reboat i 5 Refrg

- Peripheral Equipment
- 1P Network IPMG IP Address Zone Type

-MNodes: Servers, Media Cards
) 000 01 192.12.0.11 1 MGC
- Maintenance and Reports O — e

- Media Gateways
-Zones

This will open the Property Configuration screen.

Step 3 — Click on the Next button.

AVAYA CS1000 Element Manager
F UCM Network Services | Managing: 192.12.0.100 Username: admin
L Home System » IP Network » Media Gateways » IPMG 0 1 Property Configuration
I Links
- Virtual Terminals IPMG 0 1 Property Configuration
- System
+Alarms
- Maintenance
+ Core Equipment e
_ Penipheral Equipment
- IP Network ELANIP address: |192.12.0.11 |
- Modes: Servers, Media Cards £
- Maintenance and Reports Bandwidth zone number: |1 (0-8000)
- Media Gateways . .
_Zones IPMG type:

- Host and Route Tables

- Metwork Address Translation ELAN passihrough port CE

- Qo3 Thresholds Faceplate ELAN port | 1E
- FPersonal Directories —
- Unicode Name Directory Backplane ELAN connection: |E
+Interfaces |
- Engineered Values TLAM passthrough port: |CT
+ Emergency Services —
+ Geographic Redundancy Faceplate TLAN port: | 2T
+ Software —
L customers Backplane TLAN connection: ;T

I Routes and Trunks

- Routes and Trunks

- D-Channels

- Digital Trunk Interface

+ Dialing and Numbering Plans

[ et ] Cance

This will open the MGC Configuration screen. The Telephony LAN (TLAN) IP Address under
the DSP Daughterboard 1 heading will be the IP Address in the SDP portion of SIP messages, for
calls requiring MGC resources. For example, for a call from an analog or digital telephone to
PSTN, the IP Address in the SDP in the INVITE message that the CS1000E sends to Session
Manager, and on to the Avaya Aura® SBC, will be 172.16.6.115 in the sample configuration. Note
that the Avaya Aura® SBC will change this IP address to the Avaya Aura® SBC “outside” IP
address before sending the INVITE on to the AT&T IP Flexible Reach service.
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AVAYA

- UCM Network Services 75

- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- P MNetwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Host and Route Tables
- Metwork Address Translation
- QoS Thresholds
- Fersonal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+ Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans

£ >

C€S81000 Element Manager

Managing: 192.12.0.100 Username: admin
System » IP Network » Media Gateways » IPMG 0 1 Property Configuration » IPMG 0 1 Media Gateway Controller (MGC) Configuration

IPMG 0 1 Media Gateway Controller (MGC) Configuration

- Media Gateway Controller
Hostname |MGC |«

Embedded LAN (ELAN) IP address [192.12.0.11
Embedded LAN (ELAN) gateway IP address [192.12.0.100
Embedded LAN (ELAN) subnet mask [255 255 255 0
Telephony LAN (TLAN) IP address | 17216.6.116
Telephony LAN (TLAN) gateway IP address :1?2.16.6.1

Telephony LAN (TLAN) subnet mask |255.255 255 0

- DSP Daughterboard 1
Type of the DSP daughterboard | DB9G  + |

Telephony LAN (TLAN) IP address |172.16.6.115

Telephony LAN (TLAN) gateway IP address 172.16.6.1
Telephony LAN (TLAN) IPv6 address [

- Electronic Switched Network.  »

5.2. Virtual D-Channel, Routes and Trunks

Avaya Communication Server 1000E Call Server utilizes a virtual D-channel and associated Route
and Trunks to communicate with the Signaling Server.

5.2.1 Virtual D-Channel Configuration

Expand Routes and

Trunks on the left navigation panel and select D-Channels. In the sample

configuration, virtual D-Channel 15 is associated with the Signaling Server.

AVAYA

- UCM Network Services
- Home
- Links
- irtual Terminals
- System
+Alarms
- Maintenance
+Core Equipment
- Peripheral Equipment
- IP MNetwork
- Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
- Zones
-Hostand Route Tables
- Metwork Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces

CS1000 Element Manager

A Managing: 192.12.0.100 Username: admin
Routes and Trunks » D-Channels

D-Channels

Maintenance

D-Channel Diagnostics (LD 96)

Metwork and Peripheral Equipment (LD 32, Virtual D-Channels)
MSDL Diagnostics (LD 96)

TMDI Diagnostics (LD 95}

D-Channel Expansion Diagnostics (LD 48)

Configuration

Choose a D-Channel Number; | 0 _V_5 andtype: |DCH || to Add

+E”mg;?;;2i$;2:ﬂli25 - Channet: 15 T;lpe: DCH CardType: DCIP Description: VDCH
+zeographic Redundancy e : -
+Software - Channel: 20 Type: DCH Card Type: DCIP Description: private
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
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5.2.2 Routes and Trunks Configuration
In addition to configuring a virtual D-channel, a Route and associated Trunks must be configured.

Step 1 - Expand Routes and Trunks on the left navigation panel and expand the Customer
number (e.g. Customer 0). In the example screen that follows, it can be observed that Route 16
has 10 trunks in the sample configuration (Trunk:1 — 10).

AVAYA

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zaones
-Host and Route Tables
- Metwork Address Translation
- Q03 Thresholds
- Fersonal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Yalues
+ Emergency Sernvices
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

CS1000 Element Manager

£ Managing: 192.12.0.100 Username: admin

Routss and Trunks » Routes and Trunks

Routes and Trunks

- Customer: 0 Total routes: 10
- Route: 16 Type: TIE
+Trunk: 1-10 Total trunks: 10
+ Route: 26 Type: DID
+ Route: 27 Type: MUS

Total trunks: 35 Add route
Description: SIP Add trunk

Description: MIRAN Add trunk
Description: MUSIC Add trunk

Step 2 — Click on Trunk:1-10 to display each trunk channel.

- Route: 16 Type: TIE Description: SIP :\eu trunk
-Trunk:1-10 Total trunks: 10
~ Trunk: 1 TN: 096 102 00 Description” SIP
- Trunk: 2 TH: 096102 01 Description: SIF
- Trunk: 3 TH: 096102 02 Description: SIP
- Trunk: 4 TR 08610203 Description: SIP
- Trunk: 5 T 096 102 04 Description: SIFP
- Trunk: G TH: 09610205 Description: SIF
-Trunk: 7 TH: 096102 06 Description: SIP
- Trunk: 8 Tr: 0896102 07 Description: SIP
-Trunk: 9 TH: 096 10208 Description: SIFP
- Trunk: 10 TH: 09610209 Description: SIF
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Step 3 — Click on the Edit button for Trunk: 1. Each trunk that is defined must have a
corresponding channel, but these trunk and channel numbers need not match. Because channels 1-
15 were allocated by other provisioning, in the reference configuration Trunk 1 used Channel 16.
Therefore, each subsequent trunk that was provisioned used channel 16+1. For example, Trunk 9
shown in the table above will use channel 24 (16+8 = 24).

Customer 0, Route 16, Trunk 1 Property Configuration

- Basic Configuration %
Auto increment member number:

Trunk data block:
Terminal number:
Designator field for trunk: | SIP
Extended trunik:
Member number: |1
Level 2 Signaling: w
Card density:

Start arrangement Incoming ;| Immediate (IMM)
Start arrangement Qutgoing: | Immediate (IMM) "

Trunk group access restriction: |0

Channel D for this trunk: | 16 |

Class of Senvice:

Step 4 — Going back to the screen shown in Step 1, select the Edit button next to Route 16 to
verify the configuration, as shown below. Verify “SIP (SIP)” has been selected for Protocol ID
for the route (PCID) field and the Node ID of signaling server of this route (NODE) matches
the node shown in Section 5.1. As can be observed in the Incoming and outgoing trunk (ICOG)
parameter, incoming and outgoing calls are allowed. The Access code for the trunk route
(ACOD) will in general not be dialed, but the number that appears in this field may be observed
on Avaya CS1000E display phones if an incoming call on the trunk is anonymous or marked for
privacy. The Zone for codec selection and bandwidth management (ZONE) parameter can be
used to associate the route with a zone for configuration of the audio codec preferences sent via the
Session Description Protocol (SDP) in SIP messaging.
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- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwoark
- MNodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Host and Route Tables
- Metwork Address Translation
- Q03 Thresholds
- Fersonal Directories
- Unicode Mame Directaory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network

AVAYA CS1000 Element Manager
- UCM Network Services *| Managing: 192.12.0400 Username: admin
- Home Routes and Trunks » Routes and Trunks » Customer 0, Route 18 Property Cenfiguration
- Links
- Vitual Terminals Customer 0, Route 16 Property Configuration
- System
+Alarms

bt

-Basic Configuration

Route data black (RDB) (TYPE): |

Customer number (CUST): |

Route number (ROUT) | |

Designator field fortrunk(DES}:;-SIF-‘ J

Trunk type (TKTP) ;|1 |

ncoming and Outgaing (1A0)

Incoming and outgoing trunk (1COG

Access code for the trunk route (ACOD) - I?S‘ié

Trunk type M211P (M311F)
The route is for a virtual trunk route (VTRK) :

- Zone for codec selection and bandwidth [ | (0-8000)

management [ZICJI‘-JE}:ED.DM5
- Mode ID of signaling server of this route [ 1
mopE) 1007 | (0-9939)
- Protocal 1D for the route (PCID) ;| SIP (SIF) v|
- Print correlation 1D in CDR for the route [
(CRID}:

Step 5 - Scrolling down, other parameters may be observed. The D channel number (DCH) field
must match the D-Channel number shown in Section 5.2.1.

AVAYA CS51000 Element Manager

- UCM Network Services £ Integrated services digital network option (ISDN)

-Home : i

- Links - L 8L0)  [v]
-Virtual Terminals - D channel number (DCH} : |15 ] (0 - 254)

- System = " - =
+Alarms - Interface type for route [IFC}.|_rv1er|cI|an I'v11_f§L1_.-_ il
- Maintenance ; i N T il

- Private network identifier (PN} ;| 00000 | -
+Core Equipment 1:|00000 | (0-22700)
- Peripheral Equipment - Metwork calling name allowed (NCMA)
- IP Metwark - i
4 bda%: Severs Media Cards - Network call redirection (NCRD}
- Maintenance and Reports --Trunk route optimization (TRO}: []
g e - Recognition of DTI2 ABCD FALT signal for ISL
e FaLTy: O
-Host and Route Tables ' e =t
- Network Address Translation - Channel type (CHTY}: !_E!_—_C_h_a_r]_lj_e_l__(_El_Q_H_}_ | )
- QoS Thresholds - Call type for outgoing direct dialed TIE route [ = 5]
- Personal Directories rcwp}:|_Unkn0wn Calltype (UKWN) v
- Unicode Mame Directory
e -Insert ESN access code (INAC)H: []
-Engineered Values - Integrated service access route (1S4R): []
+Emergency Services 3 i
+ Geographic Redundancy - Display of access prefix on CLID (DAPC): []
+Software - Mobile extension route (MBXR}: []

- Customers 5 2 : _[— = - |

© Fotilos aaud Tranks - Mobile extension outgoing type (MBXOT) : :_r_slanonal numhber (Nf'A,\ &

-Routes and Trunks - Mobile extension timer (MBXT) : |0 | (0-82000 milliseconds)
- D-Channels o =l g
- Digital Trunk Interface Calling number dialing plan (CNDF} :! Unknown (LKW v!

- Dialing and Numbering Plans
- Electronic Switched Network

& -
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Step 6 - Scrolling down, open Basic Route Options and verify that the DCNO number specified
(e.g. 1), matches the Digit Conversion Tree Number specified in Section 5.5.

- Basic Route Options
Attendant announcement (ATARN) : [ Mo Attendant Announcement. (M)
Billing number required (BILM) :
Call detail recording (CDR)
Maorth American toll scheme (MATL) :
Controls or timers (CMTL) :

Conventional (Tie trunk anly) (CHNVT)

5

EOOROO

Incaming DID digit conversion an this route (IDC) :

-Day IDC tree number (DCHO)

—i

(0-254

—i

- MNight IDC tree number (MOMO) (0-254)
- Display external dialed digits (DEXT):
MFC feature options (MFC_FEAT) :

+ Network Options

O O

+ General Options

+ Advanced Configurations

5.3. SIP Trunk to Session Manager

Step 1 - Expand System = IP Network = Nodes: Servers, Media Cards.

Step 2 - Select Node ID 1001 as shown in Step 2 of Section 5.1 to edit configuration settings for
the configured node.

Step 3 - Using the scroll bar on the right side of the screen, navigate to the Applications section
on the screen and select the Gateway (SIPGw) link to view or edit the SIP Gateway configuration.

Managing: 192.12.0.100 Username: admin
System » IP Network » |IP Telephony Nodes » Node Details

Node Details (ID: 1001 - LTPS, Gateway ( SIPGw ))

ladlEWdY IF dUUIESS. 1J£_1£. 0.1 INUUE 1FvEd dUUIESS. Ir£ 10,91 11U L

Subnet mask: (2652652550 Subnet mask: (2552652650
IP Telephony Node Properties Applications (click to edit configuration)

» Voice Gateway (VGW) and Codecs » SIP Line

» Quality of Service (Q0S) » Tarminal Proxy Sewer (TPS)

« LAN » | Gateway (SIF Gw)

» SNTP » FEeErsonal Directones (PDY

« MNumbering Zones + Presence Publisher

« MCDN Aternative Routing Treatment (MALT) Causes » |P Media Services V-
* Required Value. [ Save l [ Cancel ]
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Step 4 - On the Node ID: 1001 - Virtual Trunk Gateway Configuration Details page, enter the
following values and use default values for remaining fields.

e SIP domain name: Enter the appropriate SIP domain for the customer
network. In the sample configuration, “cotsl.ntlab.com” was used in the reference
configuration.

e Local SIP port: Enter “5060”

e Gateway endpoint name: Enter descriptive name

e Application node ID: Enter “<Node id>". In the sample configuration, Node

“1001” was used matching the node shown in Section 5.1.

The values defined for the sample configuration are shown below.

Node ID: 1001 - Virtual Trunk Gateway Configuration Details )
General | SIP Gateway Seftings | SIP Gateway Senices
Wirk gateway application; Enable gateway service on this node &
General Virtual Trunk Network Health Monitor
Wirk gateway application: | SIP Gateway (SIPGw) v/ [ Monitor IP addresses (listed below)
SIP domain name: |cotsd.ntlab.com [ :nfulannaticn will be captured for the |P addresses listed
L helow
Local SIP part: 5060 | “(1-8se35) || Monitor IP-
Gateway endpoint name: :SS__-1.UU_1- - Manitor addresses:
Gateway password: _.
Application node 1D: [1001 (0-989%
Enable failsafe NRS: []
b
e vase LS el ]

Step 5 - Scroll down to the section: SIP Gateway Settings = Proxy or Redirect Server

Under Proxy Server Route 1, enter the following and use default values for remaining fields.

e Primary TLAN IP address: Enter the IP address of the Session Manager SIP
signaling interface. In the sample configuration, “192.168.67.210” was used.

e Port: Enter “5060”

e Transport protocol: Select “TCP”

Note: TCP was used for the reference configuration. However, Avaya best practices
recommends the use of TLS in production environments. For more information on configuring
the CS1000E to use TLS, see [8].

Note - The Secondary TLAN IP address was not used.
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Proxy Or Redirect Server:

Proxy Server Route 1:
Primary TLAMN IP address: 192 168.67 210

=2 can have either IPv4 or IPvE format based on the value of "TLAN

port (5060 e

Transport protocol: TCF' V:
Options: [] Support registration
[] Primary CDS proxy

Secondary TLAN IP address: (0.0.0.0

The IP address can have either IPv4 or

1
T

§ format based on the value of "TLAN

address type
Port (5060 | 1 -ess2s

Transport protocal: TCF' v

Step 6 - Scroll down and repeat these steps for the Proxy Server Route 2 (not shown).

Step 7 - Scroll down to the SIP URI Map section. The values defined for the sample
configuration are shown below. The Avaya CS1000E will put the “string” entered in the SIP URI
Map in the “phone-context=<string>" parameter in SIP headers such as the P-Asserted-Identity.
If the CDP: value is configured to blank, the CS1000E will omit the “phone-context="in the SIP
header altogether.

SIP URI Map:
Fuhlic E.164 domain names Frivate domain names
National: upP: |
Subscriber: .. COP: f.cdp.udp
Special number: . | Special number: .
Unknown: Yacant number:
Unknown:

Step 8 - Scroll to the bottom of the page and click Save (not shown) to save SIP Gateway
configuration settings. This will return the interface to the Node Details screen.

Step 9 - Click Save on the Node Details screen (not shown).

Step 10 - Select Transfer Now on the Node Saved page as shown below.
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AVAYA €S1000 Element Manager
~ UCM Network Services #| Managing: 192.12.0.100 Username: admin
: System » IP Netwaork » [P Telephony Nodes » Node Saved
- Home
e Node Saved
- Virtual Terminals
- System
+Alarms Mode ID: 1001 has been saved on the call server.
- Maintenance
+ Core Equipment The new configuration must also be transferred to associated servers and media cards.
- Peripheral Equipment
- IP Metwaork
_Modes: Servers Media Cards [ Transfer Mow... ]‘r’ou will be given an option to select individual servers, or transfer to all.
- Maintenance and Reports
- Media Gateways
—Zvones ¥ [ Show Modes ]‘r’ou may initiate a transfer manually at a later time.
=Hnst and Bonte Tahle

Once the transfer is complete, the Synchronize Configuration Files (Node ID <id>) page is
displayed.

Managing: 192.12.0.100 Username: admin
Sy=tem » IP Network » IP Telephony Nodes » Synchronize Configuration Files

Synchronize Configuration Files (Node ID <1001>)

Mote: Select components to synchronize their configuration files with call server data. This process transfers server IMI files to selected
components, and requires a restart” of applications on affected server(s) when complete.

- at Print | Refresh

[] Hostname Type Applications Synchronization Status
LTF3, Gateway, PD,
0 cots1 Signaling_Server Fresence Publisher, Syncrequired

IP Media Services

* Application restart iz only reguired for initial =ygtem configuration or if changes have been made to general L&N configurationg, SNTP =ettings, SIP and
H323 Gateway =setling=s, network connectivity related parameters like portz and IP address, enabling or dizabling 2ervices, or adding or remeving application

BEMETE.

Step 11 - Enter ¥l associated with the appropriate Hostname (e.g. cots1) and click Start Sync.

The Synchronization Status field will update from Sync required, to Sync in progress, to
Synchronized as shown below

Managing: 192.12.0.100 Username: admin
System » IP Network » [P Telephony Nedes » Synchrenize Configuration Files

Synchronize Configuration Files (Node ID <1001>)

Mote: Select components to synchronize their configuration files with call server data. This process transfers server INI files to selected
components, and requires a restart® of applications on affected server(s) when complete.

- Print | Refresh

[] Hostname Type Applications Synchronization Status
LTP3, Gateway, PO,
[ cotst Signaling_Server Presence Publisher, Synchronized

IP Media Services
* Application restart iz only reguired for initial 2y=tem configuration or if changes have been made to general LAN configurations, SNTP =ettingz, SIP and
H323 Gateway =ettings, network connectivity related parameters like portz and IP address, enabling or dizabling services, or adding or removing application

SEMVETS.
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Step 12 - After synchronization completes, click on the Refresh button in the right hand corner,
enter ¥l associated with the appropriate Hostname (e.g. cots1), and click Restart Applications

NOTE - When the applications restart, the phones will also reset.

Managing: 192,120,100 Username: admin
System » IP Network » P Telephony Nodes » Synchronize Configuration Filss

Synchronize Configuration Files (Node ID <1001>)

Mote: Select components to synchronize their configuration files with call server data. This process transfers server NI files to selected
components, and requires a restart* of applications on affected server(s) when complete.

[ Start Sync ][ Cancel ][ Restart Applications ]

Frint | Refresh
Hostname Type Applications Synchronization Status

LTPS, Gateway, PD,
Signaling_Server Fresence Publisher,

IP Media Semvices

* Application restart i= only required for initial system configuration or if changes have been made to general LAN configurations, SNTP =ettings, SIP and
H323 Gateway =ettings, network connectivity related parameters like portz and IP address, enabling or dizabling 2ervices, or adding or removing application
SEMVErS.

cots1 Synchronized
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5.4. Routing of Outbound Dialed Numbers to Session Manager

This section provides the configuration of the routing used in the reference configuration for
routing calls over the SIP Trunk between Avaya Communication Server 1000E and Session
Manager for calls destined for the AT&T IP Flexible Reach service. The routing defined in this
section is simply an example and not intended to be prescriptive. The example will focus on the
configuration enabling a CS1000E telephone user to dial 9-1-732-xxx-xxxx to reach a PSTN
telephone. Other routing policies may be appropriate for different customer networks.

5.4.1 Route List Block

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network. Seclect Route List Block (RLB) on the Electronic Switched
Network (ESN) page as shown below.

AVAYA CS1000 Element Manager
- UCH Network Services | Wanaging: 192.12.0.100 Username: admin
- Home Dialing and Mumbering Plans » Electronic Switched Metwork (ESN
- Links - :
- Virtual Terminals Electronic Switched Network (ESN)
- System
+Alarms

- Maintenance
+ Core Equipment
- Peripheral Equipment

- Customer 00
- Network Control 8 Services

+|P Metwaork - Metwork Control Parameters (NCTL)
+Interfaces & ESN .ﬂxcce_ss dees and Parameters (ESM)
- Engineered Values - Digit Manipulation Block (DGT)
+ Emergency Senvices = HDrljeArea Code |_:HNF'_.A}
+ Geographic Redundancy - Flexible CLID Manipulation Block (CMDEB)
+ Software - Free Calliljg Area Screening f_FCAS} _

- Customers = creening (FSMS)

- Route List Block (RLB)
= Incoming Trunk Group Exclusion (ITGE)
- Metwork Attendant Services (MAS)

- Coordinated Dialing Plan (CDP)

- Routes and Trunks
- Routes and Trunks
-[D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans - Local Steering Code (LSC)
- Electronic Switched Network - Distant Steering Code (DSC)
- Flexible Code Restriction - Trunk Steering Code (TSC)

The Route List Blocks screen is displayed.

Step 2 - Enter an available route list index number in the Please enter a route list index field and
click to Add, or edit an existing entry by clicking the corresponding Edit button. In the sample
configuration, route list block index 15 is used.
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AVAVA CS1000 Element Manager
- UCM Network Services | Managing: 192.12.0.100 Username: admin
— Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 00 » Network Control & Services » Route List Blocks
- Links
-Virtual Terminals Route List Blocks
- System
+Alarms
-Maintenance [ ]
iot i | | y | toAdd
+ Core Equipment Please enter a route list index | | {0-1999)
- Peripheral Equipment
+IP Network + Route List Block Index —- 10
+Interfaces
- Engineered Values + Route List Block Index —15 Eclit|
+Emergency Services
+ Geographic Redundancy + Route List Block Index — 16
+ Software
ctisloners + Route List Block Index - 17
- Routes and Trunks
- Routes and Trunks + Route List Block Index 18 |E
-D-Channels
—DigitaITrunkInterface + Route List Block Index --19
- Dialing and Numbering Plans
- Electranic Switched MNetwork + Route List Block Index — 20
- Flexible Code Restriction

The Route List Block screen will open.

Step 3 - If adding a new route list index, scroll down to the Options area of the screen. If editing
an existing route list block index, select the Edit button next to the appropriate Data Entry Index
as shown below (e.g. 0).

AVAY»‘:\ CS51000 Element Manager
- UCM Hetwork Services b Managing: 192.12.0.100 Username: admin
—Home Dialing and Numbering Plans » Electronic Switched Metwork (ESN} » Custemer 00 » Network Con|
imike Block
- Virtual Terminals -
- System Route List Block
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment General Properties
+ P Metwark
+ Interfaces Mumber of Alternate Routing Atternpts: |5 [ ¢1-103
- Engineered Values a !
+Emergency Senvices Initial Set: |1 (0-84)
+ Geographic Redundancy i
+ Software Set Minimum Facility Restriction Level : |1
- Customers -
- Routes and Trunks Overlap Length: |0 | (0-24)
- Routes and Trunks Extended Local Calls:
-D-Channels
- Digital Trunk Interface Route List Index: |
- Dialing and Numbering Plans '
- Electronic Switched Metwork B
- Flexible Code Restriction Please choose the | Data Entry Index 2 » || to Add
- Incoming Digit Translation —
- Phones :
_Templates + Data Entry Index — 0 |
- Reports
& + Data Entry Index — 1
1 i,
The Data Entry of a Route List Block screen will open.
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Step 4 — Scroll down to Digit Manipulation Index and select 15 (see Section 5.4.2).

Step 5 - Scroll down to the Options section and select a “<Route id>” in the Route Number drop
down menu. In the sample configuration route number 16 was used. Default values may be
retained for remaining fields as shown below.

General Properties

Entry Mumber for the Route List:

Indexes

Time of Day Schedule: | 0 W

Facility Restriction Level: |0 [0-7)

|Digitru1anipulatinnIndex: 15 |» |

L]

2L O-Channel Down Digit Manipulation Index: (0-1838)

£

Free Calling Area Screening Index;

£

Free Special Mumber Screening Index:

Business Metwork Extension Route:

':'l:lr:-r:-

Incoming CLID Table: (0-07

Options

Local Termination entry: []

Route Mumber: | 16 |

Skip Conventional Signaling: []
Use Tone Detectar: []

Conversinn tn | Ok T

Step 6 - Click Submit (not shown) to save the Route List Block definitions.

In the reference configuration Route list block 15 uses Digit Manipulation 15 to keep the called
number unchanged (see below), and Route 16 to send calls to Session Manager.

5.4.2 Digit Manipulation Block
The Digit Manipulation Block (DGT) is used to modify the outbound called digit string.

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network. Select Digit Manipulation Block (DGT) as shown below.
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AVAYA CS1000 Element Manager

- UCH Network Services | Wanaging: 192.12.0.100 Username: admin
- Home Dialing and Mumbering Plans » Electronic Switched Metwork (ESN
- Links
- Virtual Terminals Electronic Switched Network (ESN)
- System
+ Alarms

- Maintenance
+ Core Equipment
- Peripheral Equipment

- Customer 00
- Network Control 8 Services

+ P Metwork - Metwork Control Parameters (NCTL})
+|nterfaces ==k _ : eters (ESM)
- Engineered Values - Digit Manipulation Block (DGT)
+ Emergency Senices = Hnme.&rea COode [}HNI—‘_-.‘-'-.}
+ Geographic Redundancy - Flexible CLID Manipulation Block (CMDB)
+ Software - Free Calling Area Screening (FCAS)

_ Customers - Free Special Mumber Screening (FEN3)

- Route List Block (RLB)
- Incoming Trunk Group Exclusion (ITGE)
- Metwork Attendant Services (MAS)

- Coordinated Dialing Plan (CDP)

- Routes and Trunks
- Routes and Trunks
-[D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans = chal Steerin.g Code (LSC)
- Electronic Switched Network - Distant Steering Code (DSC)
- Flexible Code Restriction - Trunk Steering Code (TSC)

Step 2 — Add a new Digit Manipulation Block if required. In the reference configuration Digit
Manipulation Block 15 was used. Click on Edit.

Managing: 192.12.0.4100 Username: admin
Dialing and Mumbering Plans » Electronic Switched Metwork (ESN} » Customer 00 » Metwork Control & Services » Digit Manipulation Block List

Digit Manipulation Block List

Please cnoose the | Digit Manipulation BlockIndex3 v |

+ Digit Manipulation Block Index — 1

+ Digit Manipulation Block Index — 2

+ Digit Manipulation Block Index -- 15

+ Digit Manipulation Block Index — 16

+ Digit Manipulation Block Index — 17

+ Digit Manipulation Block Index — 18

+ Digit Manipulation Block Index — 19

+ Digit Manipulation Block Index - 20

+ Digit Manipulation Block Index — 30
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Step 3 — Set Number of leading digits to be deleted to 0 (zero). Set Call Type to be used by the
manipulation digits to Call type will not be changed (NCHG).

Digit Manipulation Block

Digit Manipulation Index numbers:
Mumber of leading digits to be deleted: |0 (0-15}
Insert:
IP Special Number: []

Call Type to be used by the manipulated digits ; | Call type will not be changed (NCHG) b

[ Submit ] [ Refresh ] [ Delete ] [ Cancel

Step 4 — Click on Submit.

5.4.3 NARS Access Code
This section defines the access code for off-net dialing (e.g. calls to PSTN).

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network.

Step 2 - Select ESN Access Codes and Parameters (ESN). Although not repeated below, this
link can be observed in the first screen in Section 5.4.1.

Step 3 - In the NARS/BARS Access Code 1 field, enter the number the user will dial before the
target PSTN number. In the sample configuration, the single digit “9” was used.

Step 4 - Click on Submit (not shown).
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MARS/BARS Dial Tone after dialing ACT or AC2 access codes:

- Mumber of digits in CDP ON {DSC + DM or LSC + DMY: |

ESN Access Codes and Basic Parameters

General Properties

NARS/BARS Access Code 1: |9

r

MARS Access Code 2: |

M E |

Expensive Route Warning Tone:

- Expensive Route Delay Time: |

Coordinated Dialing Plan feature for this customer:

=

=k
[}

- Maximum number of Steering Codes:

Routing Controls:

w

Check for Trunk Group Access Restrictions:

(0-10)

{3-10}

{1-84000 )

5.4.4 Numbering Plan Area Codes
This section defines the various Numbering Plan Area Code (NPA) used to access PSTN (e.g.

1732).

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network. Scroll down and select Numbering Plan Area Code (NPA)
under the appropriate access code heading. In the sample configuration, this is Access Code 1, as

shown in below.

AVAYA

- Peripheral Equipment
+ P MNetwark
+Interfaces
- Engineered Values
+ Emergency Sernvices
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched MNetwark
- Flexible Code Restriction
- Incoming Digit Translation
- Phones

Mmoo mbim

CS1000 Element Manager

4 - Free Calling Area Screening (FCTAS)

- Free Special Mumber Screening (FSMNS)
Route List Block (RLB)
Incoming Trunk Group Exclusion (ITGE)
- Metwork Attendant Semnvices (NAS)
- Coordinated Dialing Plan (CDP)
- Local Steering Code (LSC)
- Distant Steering Code (DSC)
- Trunk Steering Code (TSC)
- Numbering Plan (NET)
- Access Code 1
- Home Location Code (HLOC)
- Location Code (LOC)
- Mumbering Plan Area Code (MPAY
- Exchange (Central Office) Code (MNXX)
- Special Mumber (SPN)

et o118 = A AL LA A=A A= P ———————
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Step 2 - Add a new NPA by entering it in the Please enter an area code box and click to Add or
click Edit to view or change an NPA that has been previously configured. In the screen below, it
can be observed that various dial strings such as 1732, 1800 and 1908 are configured.

Numbering Plan Area Code List

Flease enter an area code to Add

+ Humbering Plan Area Code - 1712
+ Numbering Plan Area Code -. 1732
+ Numbering Plan Area Code - 1800

+ Numbering Plan Area Code — 1908

Step 3 - In the screen below, the entry for “1732” is displayed. In the Route List Index, “15” is
selected to use the route list associated with the SIP Trunk to Session Manager (as defined in
Section 5.4.1, Step 2). Default parameters may be retained for other parameters. Repeat this
procedure for the dial strings associated with other numbering plan area codes that should route to
the SIP Trunk to Session Manager.

Numbering Plan Area Code

General Properties

Humbering Plan Area code franslation:
Route List Index: | 15 »

Incoming Trunk group Exclusion Index; | »

5.4.5 Other Special Numbers to Route to Session Manager

In the testing associated with these Application Notes, non-emergency service numbers such as
nl1, and 011 international calls were also routed to Session Manager and ultimately to the AT&T
IP Flexible Reach service. Although not intended to be prescriptive, one approach to such routing
is summarized in this section.

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network.

Step 2 - Scroll down and select Special Number (SPN) under the appropriate Access Code
heading (e.g. 1 as shown in Section 5.4.3, Step 3).
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Step 3 - Add a new number by entering it in the Please enter a Special Number box and click to
Add or click Edit to view or change a special number that has been previously configured. In the
screen below, it can be observed that various dial strings such as 0, 011, and x11 calls are listed.

AVAYA CS81000 Element Manager
- UCM Network Services A

- Home Special Number List

- Links

=Virtual Terminals

- System Please enter a Special Number | ||_to Add

+Alarms

- Maintenance

+ Core Equipment + Special Number - 0

- Peripheral Equipment

+IP Network + Special Number — 011
+Interfaces

- Engineered Values + Special Number -- 411

+ Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched MNetwork
- Flexible Code Restriction

Step 4 — To modify an entry click on “Edit”. In each case, Route list index “15” has been selected
in the same manner as shown for the NPAs in the prior section.

Special Number (011)

General Properties

Route listindex: | 15 »

Incoming trunk group exclusion index |

Step 4 - Click on Submit (not shown).

5.4.6 Summary

In summary, to have CS1000E route a PSTN call for 1732xxxxxxx via SIP trunk to Session
Manager:
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e Routes & Trunks (Section 5.2.2)
o Customer 0
o Route 16 = SIP trunk
e Route List Block (Section 5.4.1)
o Data0
= Route=16
= Digit Manipulation = 15
e Digit Manipulation Block 15 (Section 5.4.2)
o Delete=0
o Type =NCHG
e ESN Access Codes and Parameters (ESN) (Section 5.4.3)
o NARS/BARS Access Code 1 =9
e Numbering Plan Area Code NPA (Section 5.4.4)
o 1732xxxxxxx
o Route list Index = 15
o Digit Manipulation Block 15
= Delete=0
= Type=NCHG

5.5. Routing of Inbound Numbers to CS1000E

Calls from PSTN will dial AT&T IP Flexible Reach DID numbers to reach stations on the
CS1000E. These DID numbers are converted to the associated extensions by the CS1000E
Incoming Digit Translation (IDT) table.

Step 1 — Navigate to Dialing and Numbering Plans - Incoming Digit Translation

Step 2 — Select the appropriate Customer ID (00 in the reference configuration) and click on Edit
IDC.

- UCM Network Services

- Home

- Links
- Virtual Terminals

- System
+Alarms
-Maintenance
+Core Equipment
- Peripheral Equipment
+ [P Metwork
+|nterfaces
- Engineered Yalues
+Emergency Services
+ Geographic Redundancy
+ Software

- Customers

- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation

X Managing: 192.12.0.400 Username: admin
Dialing and Mumbering Plans » Incoming Digit Translatien

Incoming Digit Translation

- Customer: 00
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Step 3 — From the listed Digit Conversion Trees, select either New DCNO or edit DCNO. In the
reference configuration, Digit Conversion Tree Number: 1 was selected. Note that the Digit
Conversion Tree Number selected must also be defined in the Routes and Trunks provisioning
shown in Section 5.2.2, Step 6.

- UCM Hetwork Services o Managing: 192.12.0.100 Uszername: admin
—Home Dialing and Numbering Plans » Incoming Digit Translation » Customer 00

- Links
- Virtual Terminals Customer 00 Incoming Digit Conversion Property
- System
+Alarms
- Maintenance . .
+Core Equipment - Digit Conversion Tree Number: 0 MNew DCNO

- Peripheral Equipment T z ;
1P MmO - Digit Conversion Tree Number: 1 Edit DCNO

+Interfaces
- Engineered Values

e - Digit Conversion Tree Number: 3 New DGNO
+ Geographic Redundancy

+ Software - Digit Conversion Tree Number: 4 New DCNO
- Customers
- Routes and Trunks

- Routes and Trunks
- D-Channels Refresh ] [ Cancel

- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation

- Digit Conversion Tree Number: 2 MNew DCMNO

Step 4 — The IDC Tree form will open. Click on the Add button. In the Incoming Digits field
enter an AT&T IP Flexible Reach DID (e.g. 7323204383). In the Converted Digits field enter the
associated CS1000E extension (e.g. 4094). Click on Save.

Add Incoming Digits

Incoming Digits: 73232&4383 -
Converted digits: JrDE4| - 0 - 99999399

Force storage or remaval of data: []

In case of mnl%: betwean the new and existing Incoming Digits, foros storage or
remowal may result in loss of portions of the tree.

[ Save ][Cancel

Step 5 — Repeat Step 4 for all associated AT&T IP Flexible Reach DIDs and extensions.

Note — This method should not be used to redirect DIDs for PSTN access to the Call Pilot access
extension. The procedures described in Section 7.2.9 cover this scenario.
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5.6. Zones

Zone configuration can be used to control codec selection and for bandwidth management.

Step 1 - Expand System - IP Network and select Zones as shown below.

Managing: 192.12.0.100 U=sername: admin
Syztem » IP Network » Zones

Zones

Zones are used to group related information for either bandwidth or dial plan numbering purposes.

Bandwidth Zones
Bandwidth zones are used for alternate routing of calls between IP stations and also for bandwidth management.

MNumbering Zones
Mumbering zones are used to route calls through a centralized call server.

Step 2 - Select Bandwidth Zones. In the sample lab configuration, two zones are configured as
shown below. In production environments, it is likely that more zones will be required.

Step 3 - Select the zone associated with the virtual trunk to Session Manager (e.g. item 2, zone 5)
and click Edit as shown below.

Bandwidth Zones

[ Add... H Edit... ] Ilmpnrt...] [ Export ] [Maintenance... : Refresh
Intrazone Intrazone Interzone Interzone L L4
Zonga Bandwi Strate Bandwi Strat Resource Type Zone Intent Description
10 3 10000 BO 10000 BB SHARED Mo PHOMES
2@ 5 100000 BO 100000 BB SHARED VIRK VTRK

Step 4 - In the resultant screen shown below, select Zone Basic Property and Bandwidth
Management.

Edit Bandwidth Zone

|Z-:Jne Basic Property and Bandwidth Management

Adaptive Metwork Bandwidth Management and CAC

Alternate Routing for Calls between IP Stations

Branch Office Dialing Plan and Access Codes

Branch Office Time Difference and Daylight Saving Time Property

Media Services Zone Properies
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The following screen shows the Zone 5 configuration. Note that the Interzone Strategy (access
to the AT&T network) is set for “Best Bandwidth (BB)”. This is so that codec G.729A is
preferred over codec G.711MU for calls with the AT&T IP Flexible Reach service.

Zone Basic Property and Bandwidth Management

Input Description Input Value
Zone Number (ZONE). ; i {1-8000)

Intrazone Bandwidth (INTRA_BW): | 100000 (0 - 10000000 )
Intrazone Strategy (INTRA_STGY): | Best Quality Q) |
Interzone Bandwidth (INTER_BW): | 100000 (0 - 10000000 )
Interzone Strategy (INTER_STGY): | Best Bandwidth (BB) |
Resource Type (RES_TYPEY): Shared (S H.%REI:_J} v_'g
Zone Intent (ZBRN): WTRE [WRK}_ bt |
Description (ZDES): [V TRK

[ Submit ] [ Refresh ] [ Cancel ]

5.7. Codec Parameters.

The following section describes how to set codec preferences as well as setting Packet Interval
(PTIME) values. Note that the CS1000E always specifies G.711mu regardless of the additional
selected codecs. Codecs are defined in the Media Gateway (for analog and digital phones) and in
the IP Telephony Node for IP (e.g. Unistim) phones.

5.7.1 Media Gateway Codec Configuration

Step 1 - Expand System = IP Network on the left panel and select Media Gateways. Select the
appropriate media gateway (e.g. 000 01 as shown in Section 5.1, Step 2).

Step 2 -, The Property Configuration screen will open as shown in Section 5.1, Step 3. Click on
“Next”.

Step 3 - Scroll down and click on VGW and IP phone codec profile.
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Hostname |DB1
- DSP Daughterboard 2
Type of the DSP daughterboard [ MNoDB A
Telephony LAN (TLAN) IP address
Telephony LAN (TLAN) gateway IP address 172.16.6.1
Telephony LAN (TLAN) IPv6 address
Telephony LAN (TLAN) subnet mask 255.255.255.0

Hostname

+WGW and IP phone codec profile
+ oS
+ Media Based CLID

Step 4 - The VGW and IP phone codec profile section will expand. Scroll down, click on and
expand the Codec G711 field. Note that the “Select” box is checked by default. Set the Voice

payload size (PTIME) to 30.

-Codec G711 Select
Codec name G711

Voice payload size | 30 % | | maframe )
Voice playout (jitter buffer) nominal delay 6O |
Madifications may cause changes to dependent settings
Voice playout (jitter buffer) maximum delay [ 120 ~; :

Maodifications may cause changes to dependent settings

VAD []

Step 5 — Scroll down, click on and expand the Codec G727A field. Check the selection box and
set the Voice payload size (PTIME) to 30.

Note — Although not set in the reference configuration, annexB=yes may be enabled by selecting
the VAD (Voice Activity Detection) box.

-Codec G729A Select
Codec name GT729A
Voice payload size 5-_3|:| _v'_ Lt
Voice playout {jitter buffer) nominal delay El.'.l _ v
Modifications may cause changes to dependent settings
Voice playout (jitter buffer) maximum delay 12EI |

Madifications may cause changes to dependent settings

VAD []
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Step 6 — Scroll down and click on Codec T.38 FAX. Note that T.38 is enabled by default.

-Codec T38FAX Select
Codec name T38 FAX

Step 7 — If changes are made to any of these settings, click on Save (not shown).

Step 8 — A dialog box will open. Click on Ok.

Message from webpage E|
2 ) _ S
‘“"4/ Click on [1DF] to save the IPMG configuration.
[ ok i [ Cancel l

Step 9 —Select © next to the Media Gateway ID (e.g. 000 01), and click on the Reboot button.
The Media Gateway will reboot and deploy the new configuration.

- UCM Network Services | Managing: 192.42.0.400 Username: admin
- Home System » P Network » Media Gateways

- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Netwark
- Modes: Servers, Media Cards
- Maintenance and Reports ® 00001
-Zones

Media Gateways

——1
[Add.. ] [ Digital Trunking.. || [ Reboot || [ Delete | [ virtual Terminal | | More Actions v Refresh

IPMG IP Address Zone Type
192.12.0.11 1 MGC

5.7.2 IP Telephony Node Codec Configuration

Step 1 — As shown in Section 5.1, Step 1 expand System => IP Network, seclect Node, Server,
Media Cards, and select IP Telephony Node Id “1001”.

Step 2 — Scroll down the upper half of the form and under the IP Telephony Node Properties
heading, select Voice Gateway (VGW) and Codecs (not shown). The following screen shows the
General parameters used in the sample configuration.

- System
AlemE General | Volce Codecs | Fax
= Maintanance General
+ Core Equiprent
- Penpheral Equipmeant
- 1P Matwark

- Modes Servers Media Cards

- Maintenznce and Repors

- Madia Galawars - [P
- FONES Idie noise level |65 327 - +327 DB
- Host and Routz Tables

- Matwork Addrass Translation
= 003 Thresholds

- Personal Direciones

- Unicode Nama Directary

Echo cancaliztion: [#] Use canceller, with t2il delay: | 124 »
[#] Domamic atenuation

walee activity detecton threshold: |-17

Signaling eplicns; [#) DTMF tang detection
] Low Ietency mode
[#] Remave DTHF delay (squelch DTMF frarm TOW 19 1P}

+Intertaces
- Engineersd Values
+ Emargency Sendces

[+] ModemFax pass-through
[¥] ¥.21 Faxtone detection
[ R factor calculation

+ BOMiare
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Step 2 - Use the scroll bar on the right to find the area with heading Voice Codecs. Set the Voice
payload size to 30. Note that Codec G.711 is enabled by default.

Voice Codecs
Codec G7171: Enahled (required)
Voice payload size: '-3[] . v.' (miliseconds per frame
Waoice playout (jitter buffer) delay: |60 % | | 120 % | (milissconds
N-om.inal Haxim.um

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)}

Step 3 — Scroll down to the G729 codec and check the selection box. Set the Voice payload size to
30.

Note — Although not set in the reference configuration, annexB=yes may be enabled by selecting
the VAD (Voice Activity Detection) box.

Codec G729: [+] Enabled
Woice payload size: | 30 V._ (miliseconds per frame

Woice playout (jitter buffer) delay: F_—.‘[] .v' 12[] 9: (milizeconds
Mominal Maximum
Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)

Step 4 - Scrolling further down, note that T.38 fax is enabled by default. Verify the Maximum
Rate is set to 14400.

Fax
Codecname; T.38 FAX

Maximum rate: | 14400 » | (bp=

Fax TCF method: |2 »

Fax playout nominal delay: {100 0 - 300 milizeconds

F&x no activity timeout: |20 {10 - 32000 miliseconds

Packet size: | 30 + | (bp=

Step 5 — Click on Save and then follow Steps 8 through 12 in Section 5.3 to save the
configuration.
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5.8. Enabling Plug-Ins for Call Transfer Scenarios

Plug-ins allow specific CS1000E software feature behaviors to be changed. In the testing
associated with these Application Notes, plug-in 501 was required for successful completion of
Unattended Transfer calls (see Section 2.2.1).

Step 1 - To view or enable a plug-in, from the left navigation menu, expand System - Software,
and select Plug-ins (not shown). In the right side screen, a list of available plug-ins will be
displayed along with the associated MPLR Number and Status. Use the scroll bar on the right to
scroll down so that Plug-in “501” is displayed as shown in the screen below.

Step 2 - If the Status is “Disabled”, select the check-box next to Number 501 and click the Enable
button.

Note - Enabling plug-in 501 will allow the user to complete the transfer while the call is in a
ringing state, but no audible ring back tone will be heard after the transfer is completed. Without
plug-n 501 enabled, Unattended Transfer with not work.

AVAy/-\ CS1000 Element Manager
- UCM Network Services 2
- Home Aninternal error has occured! Severity:Major
- Links
- Virtual Terminals Print |
- System -
+ Alarms [] Numberas Description MPLR MNumber Status
- Maintenance FLHILUM REJEL 15 Wolb LLBD KEWUES T WIHTH NU LALLING i
+(u30re et 86 [] 223 NQMBER o MPLR12290 Disabled
= :T:'egp:‘sraLEquipmem 87 [] 224 Slurﬂro%usé t:e;t|nent on external transfer through application if WPLR24675 Disabled
- etworl L
- Modes: Servers, Media Cards as[] 225 PILPKG 179, Taurus, elekironic look, Mail and CallPilot softkeys MPLR22389 Disabled
i :“:th‘aengt‘gz:y’;d Reports 89 [] 226 PLACLID should display mare than 10 digits WMPLR15783 Disabled
-Zvones ap [] 228 PL: TTY 0 on CPU card (8/1/N) causes cursor to go up on VDU MPLROTE13 Disabled
- Hostand Route Tables 91 [] 230 PI: Unplugged telset disables after midnight routines. MPLR11700 Digabled
- Netwark Address Translation : ; . ;
Fl: BRI 64K data not possible over DTI2. With mix of spans (both .
i PQS?SI:;TETSJETSGHGS 92 [] 231 DTl and DTI2) THIS is not supported. ik sk
e 2 Pl QS81G GF: Mo diverting and originally called number in DLIZ2 e :
- Unicode Mame Directory g3 [] 232 A ; MPLR24273 Disabled
s AFDU oln clalls from MCDN TRO-BA. . .
_ Engineered Values g4 [] 233 MW (High Voltage) Support for CLASS setwith CLS LPA MPLR16506 Disabled
+ Emergency Senvices 95 [] 235 Restrict Hands-free functionality for all IP set types. MPLRZ9100 Disabled
jg;’;ﬁ:gh'c Redundancy 96 [] 500 NO DESCRIPTION MPLR21979 Disabled
_ Call Server PEPs 7 [] 501 Enables blind fransfer to a SIF endpoint even if SIF UPDATE is not | o) oang7g Enabled |
- Loadware PEPs B e supported by the far end

5.9. Customer Information

In the reference configuration, specific calling number information is required based on the
destination of the call. For Calls to the AT&T IP Flexible Reach service, AT&T assigned DIDs are
required.

5.9.1 Calling Number Provisioning for call to the AT&T IP Flexible Reach
Service

The AT&T IP Flexible Reach service expects to see service assigned DID (Direct Inward Dialing)
numbers in the SIP origination headers (e.g. From and PAI). In the reference configuration these
were 10 digit numbers associated with the local NPA (Note — For security, sample numbers are
shown in this document).
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Step 1 - Select Customers from the left navigation menu, click on the appropriate Customer
Number (e.g. 00)

AVAYA €S$1000 Element Manager

- UCM Network Services | Managing: 192.12.0.100 Username: admin
- Home Customers

- Links

- Virtual Terminals Customers
- System

+Alarms

- Maintenance

+ Core Equipment Add...

- Peripheral Equipment
+ 1P Netwark Customer Number 4 Total Routes Total Trunks

+Interfaces 1 10 3@

- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software

- Customers

Step 2 — The Customer Details screen will open. Select ISDN and ESN Networking.

Customer Details

Basic Configuration
Application Madule Link
Attendant

Call Detail Recording

Call Party Mame Display
Zall Redirection
Centralized Attendant Service
Contralled Class of Service
Features

Feature Packages

Flexible Feature Codes
Intercept Treatments

[S0OM and ESM Metwaorking
Listed Directory Mumbers

Media Services Properties

Mobile Service Directory Mumbers
Multi-Party Operations

Might Service
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The ISDN and ESN Networking screen will open. As a reference, the following screen shows the
General Properties used in the reference configuration.

General Properties
Flexible trunk to trunk connection option: i Connections restricted \.r"
Flexible orhiting prevention timer: 14 v

Country code: | ' 0 - 9809

Code for processing the called number
Mational access cnde:i '
International access code:
Options: [] Transfer on ringing of supenvised external trunks
Connection of supenised external trunks

Metwork option: [] Coordinated dialing plan routing
Integrated services digital netwark:

Step 3 - Scroll down from General Properties to the Calling Line Identification section and
note the value in the Size parameter (e.g. 256).

Step 4 - Click the Calling Line Identification Entries link.

Integrated services digital network:

Microsoft converged office dialing plan: | Private dialing plan

Calling Line Identification
Information for incoming/outgoing calls: | Mo manipulation is done  w
Size: | 266 {0 - 4000}

Country code: |1 [0 - 9999)
Code displayed as part of calling number

Calling Line |dentification Entries |
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The Calling Line Identification Entries page will open.

Step 5 — In the Search for CLID section, enter “0” (zero) in the Start range field and in the End
range field enter one less than the Size value from Step 3 above (e.g. enter 255). Click on Search.

AVAYA CS1000 Element Manager

- UCM Hetwork Services #| Managing: 192.42.0.100 Username; admin
- Home Customers » Customer 00 » Customer Detailz » ISDN and ESH Networking » Calling Ling identification Entries

- Links
- Virtual Terminals Calling Line Identification Entries

- System
i Search for CLID
- Maintenance -
+ Core Equipment Start range : [0
- Peripheral Equipment |
+ P Metwork Endrange : [255
+Interfaces
- Engineered Values i
+ Emergency Services
+ Geographic Redundancy
+ Software

- Customers

- Routes and Trunks
- Routes and Trunks Add...
-D-Channels

Calling Line ldentification Entries

This will display all defined Call Ids. For example CLID 0 will use 732-320-4097

Calling Line Identification Entries

Search for CLID
Start range : |
End range : |
Calling Line Identification Entries
| Add. | Delete | Refresh

[] Entryld s«  Mational Code  Local Code  Home location code  Local steering code  Use DN as DID Eme ety Local =

Code
10 a 732 3204097 NO
|3 732 3204098 NO
3[] 2 732 3204363 NO
a[] 2 732 2204384 NG
5[] 4 732 2204385 NO
&[] 5 732 3204386 NO

Click on any Entry ID to view or change further details (e.g. Entry ID 5).

Note that the Use DN as DID is set to NO. This means that the local extension will not be used for
the calling number.
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Managing: 192.12.0.100 Usernams; admin
Customers » Customer 00 » Customer Detailz » ISDN and ESH Networking » Calling Ling ldentification Entries » Edit Calling Line ldentification &

Edit Calling Line Identification 5

General Properties

National Code: [732 | (0. sossss)
Code for naticnal home number
Local Code: |3204386 | (412 digitsi

ode for home local number or listed DN

] ©

Local Steering Code:

[ | {17 digits)
UseDNasDID:[NO v
Emergency Services Access
Emergency Local Code: [1-12 digits)

Code for home |ocal number during Emergency calls

Home national number for emergency senvices

Emergency Optiens: [] i

Append the ariginating directory number far
eMmergency semnvices access calls

Calling Party Name Display
Reman characters:

CPND Name: | Groucho Marx

first name, last nams

Expected Length: 24

Display Format: :-First name, Last name v

Call IDs are then associated with specific telephone directory numbers (DNs). See Section
5.9.1.2.1.

5.9.1.1 Summary

In summary, to have CS1000E insert the AT&T DID in the origination headers for calls to AT&T
via the SIP trunk to Session Manager:

o Customers = 00 (Section 5.8.1)
= ISDN & ESN Networking
e (alling Line Identification Entries
= CLID Search

=  Start=1
» End =255
» EntryIDS5

* National code = 732
*» Local code - 3204386
= Use DN as DID =NO
o Phones (Section 5.9.1)
= DN 4094 (select TN)

» Key0
= CLID=5
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5.10. CS1000E Stations

This section is not intended to be prescriptive, but simply illustrates a sampling of a telephone
station defined in the sample configuration.

5.10.1 Example IP UNIStim Phone DN 4094,

The following screen shows basic information for an IP UNIStim phone in the reference
configuration.

Step 1 — Select Phones from the menu. The Search For Phones screen will open.

Step 2 - Select Criteria = Prime DN and enter a DN in the value field (e.g. 4094). Click on
Search.

Step 3 — Click on the TN value (e.g. 096 0 01 03). The Phone Details form will open. Note that
the telephone type is an 1140 and that it is defined in Zone 3. A call between this telephone and
another telephone in Zone 3 will use a “best quality” strategy (see Section 5.5) and therefore can
use G.711MU. If this same telephone calls out to the PSTN via the SIP trunk, the call would use a
“best bandwidth” strategy, and the call would use G.729A.

Note — SIP trunk calls to the AT&T IP Flexible Reach network will use Zone 5, as defined in
Section 5.6.

AVAVA CS1000 Element Manager
— UCM Network Services ~| Phone Details
- Home

- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
+IP Metwork
+ Interfaces General Properties | Features | Keys | UserFields Custom View: | All ¥
- Engineered Values =
+Emergency Senvices
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface Customer Number: *
- Dialing and Numbering Plans s
- Electronic Switched Network Terminal Number: |
- Flexible Code Restriction
- Incoming Digit Translation Designation: fNUL | * (1.6 characters
- Phones ! :
-Templates Zone: |3 | %
- Reports : '
- Views
= isks
- Properties Key Expansion Modules: [0+
- Migration — =
- Tools M C

System: EM on cots
Fhone Type: 1140
Sync Status: TRN

General Properties

5.10.1.1 Features

Scroll further down the Phone Details form and locate the Features section of the form. In this
section various CS1000E telephone features are defined. All of the features described below are
found by scrolling through this section.
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Features

Feature Description Value:
ARA Automatic Answer Back Denied
AACSE Application Acquire Request
ABDA CDR on Abandoned Calls Deniad
ADAY Alternate Redirection by Day Option

5.10.1.1.1 Requesting Privacy

One means to have a CS1000E station request privacy (e.g. Privacy: id header in SIP INVITE) for
an outbound call, is to set CLBA Calling Party Privacy to “Allowed” via the Phone Features in
Element Manager as shown below.

CFIA Fealure Lall Forwara oy Lall IypeDescrintian Denied Value: F
CFXA Call Forward External Allowed w

CLBA Calling Party Privacy v

CLRO Calling Mumber Restriction Override Denied |~

CLs TrunkiCall Type Access Restriction Unrestricted w

Note - Another means to have the CS1000E request privacy (i.e., Privacy: id in SIP INVITE) for
an outbound call is to set DDGA Present/Restrict Calling Number to “Denied” (not shown).

5.10.1.1.2 Call coverage to Call Pilot

Step 1 — Set the FDN (Flexible Call Forward No Ans DN) feature to the Call Pilot access
extension (e.g. 2080).

Step 2 — Set the FNA (Call Forward No Answer) feature to Allowed.

Step 3 — Set the Hunt (Hunt DN - All Calls, or Internal Calls for CFTA) feature to the Call Pilot
access extension (e.g. 2080).

Note - The phone Key MWK (Message Waiting) is also required (see Section 5.9.1.2.3 below).
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5.10.1.2 Keys

Scroll further down the Phone Details form and locate the Keys section of the form. Phone key
positions (buttons) are defined in this section.

5.10.1.2.1 Key 0 - Single Call Appearance
This key defines the first call appearance on the telephone.

Note — The CLID Entry (Numeric or D) field is where the CLID defined in Section 5.8 is
associated with this station. In the reference configuration telephone station 4094 was assigned
CLID 5 and therefore will use 7323204386 as its calling number.

Keys
Key Mo. Key Type Key Value
SCR - Single Call Ringing v - ‘5

0 Directory Number 4094 %
Multiple Appearance Redirection Prime(MARF)
First Mame LastMame Display Format | Language
Groucho Marx First, Last % ||| Roman

—~

CLID Entry (NumericorDy |2 %

AMIE Entry

5.10.1.2.2 Key 2 — Message Waiting Indicator
This defines the MWI lamp.

MIK - Message Waiting Indication b

5.10.1.2.3 Key 16 - Message Waiting
This key defines the extension CS1000E will dial to reach the messaging system.

MWK - Message Waiting w
16 Message Center DI 2080

] Multiple Appearance Redirection Prime(MARP)

5.10.1.2.4 Key 19 - Forward All Calls
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This key defines an alternate destination to redirect inbound calls to this station.

CFW - Forward All Calls w
19 Redirection DN Length 16

Redirection DM Q17325552903

s

5.10.2 Analog Fax Line

The following screen shows basic information for an analog port in the configuration that may be
used with a fax machine. The port is configured as Directory Number 2779. No special Features
or Keys were defined.

Phone Details

System: EM on cots1
Fhone Type: 2500
3ync Status: TRM

General Properties | Features | Single Line Features | User Fields Custom View: | All v

General Properties

Customer Mumber: *
Terminal Mumber:

Designation: |/ANALOG  [* 1.5 characters)

Directory Mumber: 2?‘?’9 |- :b

CLID entry: |

5.11. Changing RFC2833 DTMF Telephone Event Type

The CS1000E uses RFC2833 DTMF Telephone Event type 101 by default. The AT&T IP Flexible
Reach service uses 100. While having asymmetric telephone event types is permitted, this may
cause issues in some call scenarios. If an issue occurs, the CS1000E value may be changed to 100
as follows:

Step 1 — From a CS1000E console connection (e.g. serial interface), press the ctrl key and enter
“pdt”. The system will return:

PDT login on /tyCo/0
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Username:

Step 2 — Enter the appropriate login. The system will respond with:
Password:

Step 3 — Enter the appropriate password. The system will respond as follows:
The software and data stored on this system are the property
of, or licensed to, Avaya Inc. and are lawfully available
only to authorized users for approved purposes. Unauthorized
access to any software or data on this system is strictly
prohibited and punishable under appropriate laws. If you are
not an authorized user then logout immediately. This system

may be monitored for operational purposes at any time.
pdt>

Step 4 — At the pdt> prompt enter “setRFC2833PT 100~
pdt> setRFC2833PT 100

The system will respond with the pdt> prompt.
pdt>

The CS1000E will now use RFC2833 DTMF telephone event type 100.

NOTE - If the CS1000E is rebooted, this command will be cleared and the system will use
telephone event 101 again. This command must be re-entered

5.12. Configuration Backup

Expand Tools > Backup and Restore on the left navigation panel and select Call Server. Select
Backup and click Submit to save configuration changes as shown below.
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[ Eysiem
+Alamms
-Maintenance
+Core Equipmeant
- Peripheral Equipment Call Server Backup
+IP Metwork
+Interfaces
- Engineered Values
+Emergency Senvices
+ Software

- Customers

- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Humbering Plans
- Electronic Switched Metwork
-Flexible Code Restriction
= Incaming Digit Translation

- Phones
- Tamplates
- Repors
=Views
- Lists
- Froperties
—-Migratien

- Tools
-Backup and Reslore

- Call Server

|2

Action | Backup % | Submit | | Cancel |

The backup process may take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

Backing up reten.bkp to "Aarfoptinonelicsfsicf2/backup/single”
Database backup Completel

TEMUZ07

Backup process to local Removable Media Device ended successfully.

The configuration of Avaya Communication Server 1000E is complete.

6. Configure Avaya Aura® Session Manager Release 6.1

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — The following sections assume that Session Manager and System Manager have been
installed and that network connectivity exists between the two. For more information, consult the
references in Section 12.

This section provides the procedures for configuring Session Manager to receive calls from and
route calls to the SIP trunk between Avaya Communication Server 1000E and Session Manager,
and the SIP trunk between Session Manager and the Avaya Aura® SBC.
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The following administration activities will be described:

e Define SIP Domain

e Define Locations for Avaya Communication Server 1000E and for the SBC

e Configure the Adaptation Modules that will be associated with the SIP Entities for Avaya
Communication Server 1000E and the SBC

e Define SIP Entities corresponding to Avaya Communication Server 1000E and the SBC

e Define Entity Links describing the SIP trunk between Avaya Communication Server
1000E and Session Manager, and the SIP Trunk between Session Manager and the SBC.

e Define Routing Policies associated with the Avaya Communication Server 1000E and the
SBC.

e Define Dial Patterns, which govern which routing policy will be selected for call routing.

Configuration is accomplished by accessing the browser-based GUI of Avaya Aura® System
Manager, using the URL “http://<ip-address>/SMGR”, where <ip-address> is the IP address of
Avaya Aura® System Manager. Log in with the appropriate credentials.

In the Log On screen (not shown), enter appropriate User ID and Password and press the Log On

button. Once logged in, a Release 6.1 Home screen like the following is displayed. From the
Home screen below, under the Elements heading in the center, select Routing.

I L O

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and
assign roles to users

Subscribers
Manage users and shared
resources associated with
CS1000, including LDAP/file

Application Management
Manage applications and
application certificates

Communication Manager
Manage Communication
Manager objects

Conferencing
Conferencing

Inventory
Manage, discover, and

Backup and Restore
Backup and restore System
Manager database

Configurations
Manage system wide
configurations

Events

Manage alarms,view and
harvest logs

import and export navigate to elements, update Licenses
Synchronize and Import element software View and configure licenses
Sy:chrqnlz:ja_ us?:rs wﬂ:h thi Mei‘lS:ngaI;ggMessaging System Replication
Egefgp#gfn f:lr.:C ory, impor objects Track data replicatiorj
nodes, repair replication
UCM Roles Presence nodes
Manage UCM Roles, assign rfasence Scheduler
roles to users Routing

User Management
Manage users, shared user
resources and provision

MNetwork Routing Policy

Session Manager
Session Manager Element

Schedule, track, cancel,
update and delete jobs

Security
Manage Security Certificates

users Manager
SIP AS 8.1 Templates
SIP AS 8.1 Manage Templates for

Communication Manager and
Messaging System objects

UCM Services
Manage UCM applications
and navigation such as
CS1000 deployment,
patching, ISSS and SNMP

The screen shown below shows the various sub-headings of the left navigation menu that will be
referenced in this section.
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Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

6.1. SIP Domain

Step 1 - Select Domains from the left navigation menu. In the reference configuration domain
“cots1.ntlab.com” was defined.

Step 2 - Click New (not shown). Enter the following values and use default values for remaining
fields.
e Name Enter the enterprise SIP Domain Name. In the sample screen below,
“cots1.ntlab.com” is shown.
e Type Verify “SIP” is selected.
e Notes Add a brief description. [Optional]

AVAyA Avaya Au ra® System Ma nager 6.1 Help | About | Change Password | Log off
admin
Routing *| Home
Routing il Home / Elements / Routing / Domains - Domain Management
Domains Help 2
Focabone Domain Management
Adaptations
SIP Entities
Entity Links 11Item Refresh Filter: Enable.
N Mame | Type Default Notes
Time Ranges = = Je s —Ir. = =
*|cots1.ntlab.com ] |cs1K
Routing Policies
Dial Patterns
BegulapEApresion: * Input Reguired

Defaults

Step 3 - Click Commit to save.

Note - Multiple SIP Domains may be defined if required.

6.2. Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside.
Location identifiers can be defined in a broad scope (e.g. 192.168.10.x for all devices on a
particular subnet), or individual devices (e.g. 192.168.10.10 for a devices’ IP address). In the
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reference configuration, the CS1000E, and the Avaya Aura® SBC were each defined as individual
Locations.

6.2.1 Location for Avaya Communication Server 1000E
Step 1 - Select Locations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description. [Optional]

Step 2 - In the Location Pattern section, click Add and enter the following values.

e [P Address Pattern Enter the [P Address or IP Address pattern used to identify the
CS1000E location (e.g. 172.16.6.110).

e Notes Add a brief description. [Optional]
Step 3 - Click Commit to save.

The screen below shows the top portion of the screen for the Location defined for Avaya
Communication Server 1000E.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 56 of 115
SPOC 11/1/2011 ©2011 Avaya Inc. All Rights Reserved. CS1KSMASBCIPFR



AVAYA

Avaya Aura® System Ma nager 6.1 Help | About | Change Password | Log of

admin

Routing *| Home

'l Home / Elements / Routing / Locations - Location Details

Routing
Domains Help ?
Locations Location Details
Adaptations
SIP Entities General
Entity Links * Name: |CS1K
Time Ranges Notes:
Routing Policies
Dial Patterns Overall Managed Bandwidth
Regular Expressions ;
Defaults Managed Bandwidth Units: | Kbit/sec ¥
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia
Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Band:r_i';izgti(grr:g:a: 1000| Kbit/Sec
Maximum Multimedia Band:r_i';jg;lti(;rr:gl:ar 1000/ Kbit/Sec
Minimum Multimedia Bandwidth: 64| Kbit/Sec
* Default Audio Bandwidth: 80 'kbit,‘sec s
Location Pattern
1 Item Refresh ) Filter: Enable
| I IP Address Pattern I Motes
Tk ;i?.?-.l.f‘-.f'-ll.o ] [
Select : All, None
* Input Required
6.2.2 Location for the Avaya Aura® Session Border Controller
Step 1 - Select Locations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Name: Enter a descriptive name for the location.
e Notes: Add a brief description. [Optional]
Step 2 - In the Location Pattern section, click Add and enter the following values.
o [P Address Pattern Enter the IP Address or IP Address pattern used to
identify the Avaya Aura® SBC location (e.g. 192.168.67.125).
e Notes Add a brief description. [Optional]
Step 3 - Click Commit to save.
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AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya AU ra® System Ma nager 6 1 Help | About | Change Password | Log off]

admin

Routing % Home

il Home / Elements / Routing / Locations - Location Details

Help ?

Location Details

General
* Name: AA-SBC

Notes: |

Overall Managed Bandwidth

Managed Bandwidth Units: .kbitfsec b
Total Bandwidth:
Multimedia Bandwidth:

Audio Calls Can Take Multimedia
Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra

-Location): ! 1000] Kbit/Sec

Maximum Multimedia Bandwidth (Inter 2
-Location): 1000| Kbit/Sec

Minimum Multimedia Bandwidth: _. 64 Kbit/Sec

* Default Audio Bandwidth: 80| ZKbitEsgg: b

Location Pattern

1Item Refresh . Filter: Enable
[] | 1P Address Pattern | Notes
[0 =[i92.188.67.125 [

Select : All, None

* Input Required

6.3. Configure Adaptations

Session Manager can be configured to use an Adaptation Module designed for Avaya
Communication Server 1000E to convert SIP headers in messages sent by Avaya Communication
Server to the format used by other Avaya products and endpoints. In the reference configuration
the following adaptations was used.

e DiversionTypeAdapter — This adaptation is used to convert History-Info headers sent by
the CS1000E in certain outbound calls to AT&T (which are not supported by the AT&T IP
Flexible Reach service), to Diversion Headers. This is required for call scenarios such as
Call Forwarding.

e (CS1000Adapter — This adaptation is used to provide translation between CS1000E
generated History-Info headers into formats used by other Avaya products and endpoints.
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¢ DigitConversionAdapter — This adaptation is used to modify digit strings in the Request-
URI. Note that the adaptation functionality is included in all other adaptations.

In addition, Module parameters odstd (to modify destination domain or IP addressing), osred (to
modify source domain or IP addressing, MIME=no (to remove unnecessary CS1000K SIP
headers), and fromto=yes (to modify the From and To header) are specified.

6.3.1 Adaptation for Avaya Communication Server 1000E Entity
Step 1 - Select Adaptations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module (e.g., “CS1000”)
e Module Name: Select “CS1000Adapter” from drop-down menu (or add an
adapter with name “CS1000Adapter” if not previously defined)
e Module Parameter: Enter fromto=yes (Note — this parameter is set so that the
correct To header information is provided for calls to Call Pilot).

General
* Adaptation name: CS1K %
Module name: |C51000Adapter o
Module parameter: fromto=yes
Egress URI Parameters:

Motes:

Step 2 - Scrolling down, in the Digit Conversion for Incoming Calls To SM section, click
Add to configure entries for calls from CS1000E users to AT&T. The text below and the
screen example that follows explain how to use Session Manager to convert between
CS1000K extensions and AT&T IP Flexible Reach DIDs.

e Matching Pattern  Enter a CS1000E extension (e.g. 4094).

e Min Enter minimum number of digits (e.g. 4)

e Max Enter maximum number of digits (e.g. 4)

e Phone Context Leave blank.
Delete Digits Enter “4”, to remove the CS1000E extension digits.

e Insert Digits Enter the corresponding AT&T IP Flexible Reach DID(e.g.
7323204383).

e Address to modify Select “both”.

Repeat for any addition CS1000E extensions.
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Digit Conversion for Incoming Calls to SM

4 Items Refresh ] _ ] Filter: Enable
[ 2 i Phone Delete i Address to
|:| Matching Pattern Min Max Gt Digits Insert Digits modify Notes
O #4093 =4 4 =4 17323204385 both w
D 4094 =4 *la w4 73232043383 bath M|
[l *|angs %4 AP * 14 7323204385 both w
< >

Select : All, None

Step 3 - Scrolling down, in the Digit Conversion for Qutgoing Calls from SM section, click
Add to configure entries for calls from AT&T to access the integrated Call Pilot messaging
system. The text below and the screen example that follows explain how to use Session

Manager to convert between inbound AT&T IP Flexible Reach DIDs and CS1000K/Call Pilot
extension (2090).

e Matching Pattern Enter AT&T IP Flexible Reach DIDs (e.g. 7323204384).
e Min Enter minimum number of digits (e.g. 10)
e Max Enter maximum number of digits (e.g. 10)
e Phone Context Leave blank.
Delete Digits Enter “10”, to remove the AT&T DID digits.
o Insert Digits Enter the corresponding Call Pilot extension (e.g. 2090).

e Address to modify Select “both”.
Repeat for any addition AT&T DID access to Call Pilot.

Digit Conversion for Qutgoing Calls from SM %
Remove
) ) ) ) ~ Filter: Enable
s s Phone Delete hE Address to

|:| Matching Pattern | Min | Max ot Digits - Insert Digits | S N Notes

D *131433253856 110 *110 *110 2090 both w Call Pilot

D 14386 *q =14 =4 2090 bath bl Call Pilot

|:| * 7323204384 “l10 *110 =10 2090 both w Call Pilot
< | ¥
Select : All, None

6.3.2 Adaptation for the Avaya Aura® SBC Entity

The message body of an INVITE message sent from the CS1000E will contain a MIME Multipart
message body containing the SDP information expected by AT&T, but also containing “x-nt-
mcdn-frag-hex” and “x-nt-epid-frag-hex” application parts that are not processed by AT&T. On
the production circuit used for testing, AT&T was able to properly parse the Multipart MIME
message body, and outgoing calls from the CS1000E to AT&T could be completed successfully
without the configuration in this section. Nevertheless, since AT&T has no use for this
information, the Module Parameter MIME=no was used in the reference configuration to remove
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these headers. Note that the Avaya Aura® SBC can be configured to remove these headers as well
(see Section 7.2.5). Either method is acceptable.

Step 1 - Select Adaptations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module
e Module Name: Select “DiversionTypeAdapter” from drop-down menu (or add
an adapter with name “DiversionTypeAdapter” if not previously defined)
e Module Parameter: Enter the following three parameters separated by spaces.
o Enter “odstd=<IP address of the public interface of the Avaya Aura® SBC>”
(e.g. odstd=135.25.29.74).
o Enter “osrcd=<IP address of the AT&T IP Flexible Reach border element>"
(e.g. osrcd=192.168.64.130).
o Enter “MIME=no” to remove additional MIME Media Type headers that the
CS1000E adds to its SIP signaling.

The entire Module parameter string will appear as:

odstd=135.25.29.74 osrcd=192.168.64.130 MIME=no

Note that the entire entry is not visible in the screenshot below.
Adaptation Details Commit||Cancel

General

* Adaptation name: CS1K_AT&T_AA-SBC
Module name: |DiversionTypeAdapter
Module parameter: |odstd=135.25.29.74 osrcd=192.1¢
Egress URI Parameters:

MNotes: [CS1K_outbound to ATE&T wia AA-S

Note — Neither Digit Conversion for Incoming Calls to SM or Conversion for Outgoing
Calls from SM Digit were required in the reference configuration for the Avaya Aura® SBC
SIP Entity.

Step 2 - Click Commit.

6.3.3 List of Adaptations

Select Adaptations from the left navigational menu. The completed list of the Adaptation
Modules defined for the sample configuration is shown below. In list form, the module parameters
assigned to the adapters are more evident than the screens presented in the prior sections.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 61 of 115
SPOC 11/1/2011 ©2011 Avaya Inc. All Rights Reserved. CS1KSMASBCIPFR



Adaptations

New
Refresh Filter: Enable
[ ] HName Module name Egress URI MNotes
Parameters

[0 csik C51000Adapter
[ CSIK ATET AA- Dé”fdrﬂﬁg?zp;’;ga;'fr CS1K_outhound to ATET via AA-

SBC ods : . . . B SEC

=_— osrcd=192.168.64.130 MIME=no

Select : All, None

6.4. SIP Entities

SIP Entities must be added for the CS1000E and the Avaya Aura® SBC. Note that once Entity
Links are provisioned for each Entity (see Section 6.5), the Entity Link information will also be
displayed on the Entity forms.

6.4.1 SIP Entity for CS1000E
Step 1 - Select SIP Entities from the left navigation menu.

Step 2 - Click New (not shown). In the General section, enter the following values and use
default values for remaining fields.

e Name: Enter an identifier for the SIP Entity

e FQDN or IP Address: Enter the TLAN IP address of the CSI000E Node.

e Type: Select “SIP Trunk”

e Notes: Enter a brief description. [Optional]

e Adaptation: Select the Adaptation Module defined in Section 6.3.1.
e Location: Select the Location defined in Section 6.2.1.

Step 3 - In the SIP Link Monitoring section:
e SIP Link Monitoring: Select “Use Session Manager Configuration” (or
choose an alternate Link Monitoring approach for this entity, if desired).

Step 4 - Click Commit to save the definition of the new SIP Entity.

The following screen shows the SIP Entity defined for theCS1000E in the sample configuration.
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SIP Entity Details
General
* Name: CS1K

* FQDN or IP Address: 172.16.6.110

Type: |SIP Trunk v
Notes:
Adaptation: |CS51K b

Location: |CS1K %

Time Zone: AmericafNew_‘r‘crk hd

Override Port & Transport with DNS |
SRV:

* SIP Timer B/F (in seconds): |4
Credential name:

Call Detail Recording: none +

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration »

6.4.2 SIP Entity for the Avaya Aura® SBC
Step 1 - Select SIP Entities from the left navigation menu.

Step 2 - Click New (not shown). In the General section, enter the following values and use
default values for remaining fields.

e Name: Enter an identifier for the SIP Entity

e FQDN or IP Address: Enter the private side IP Address of the SBC.

e Type: Select “Other”

e Notes: Enter a brief description. [Optional]

e Adaptation: Select the Adaptation Module defined in Section 6.3.2.
e Location: Select the Location defined in Section 6.2.2.

Step 3 - In the SIP Link Monitoring section:

e SIP Link Monitoring: Select “Use Session Manager Configuration” (or
choose an alternate Link Monitoring approach for this entity, if desired).

The following screen shows the SIP Entity defined for the SBC in the sample configuration.
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Help ?
SIP Entity Details (cancel
General
* Name: AA-SBC to ATET
* FQDN or IP Address: [192.168.67.125
Type:

Motes:

Adaptation: |CS1K_AT&T_AA-SEC v
Location: main b
Time Zone: |America/New_York b

Override Port & Transport with DNSD
SRV:

* SIP Timer B/F (in seconds): 4
Credential name:

Call Detail Recording: none %

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration '+

6.5. Entity Links

The SIP trunk between Session Manager and the CS1000E is described by an Entity Link, as is the
SIP trunk between Session Manager and the SBC.

6.5.1 Entity Link to Avaya Communication Server 1000E Entity
Step 1 - Select Entity Links from the left navigation menu.

Step 2 - Click New (not shown). Enter the following values.

e Name Enter an identifier for the link.
SIP Entity 1 Select SIP Entity defined for Session Manager during installation.
SIP Entity 2 Select the SIP Entity defined for the CS1000E in Section 6.4.1.
Protocol After selecting both SIP Entities, select “TCP”.
Port Verify Port for both SIP entities is the default listen port.

For the sample configuration, default listen port is “5060”.

e Trusted Enter ¥

e Notes Enter a brief description. [Optional]
Note: TCP was used for the reference configuration. However, TLS would typically be used in
production environments. For more information on configuring TLS, see [1] & [8].
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Step 3 - Click Commit to save the Entity Link definition.

The following screen shows the entity link defined for the SIP trunk between Session Manager

and the CS1000E.
Help ?
—
1 Item Refresh ] Filter: Enable
Name fIP Entity | pigtocol  Port SIP Entity 2 Port Trusted = Notes
*[cs1K «[sme1 ™| |TcP ™|  *[s060 +[cs1k v| *[s0s0
£ >

* Input Required

Commit

6.5.2 Entity Link to the Avaya Aura® SBC
Step 1 - Select Entity Links from the left navigation menu. Click New (not shown). Enter the

following values.
e Name
e SIP Entity 1
e SIP Entity 2

Enter an identifier for the link.
Select SIP Entity defined for Session Manager during installation.
Select the SIP Entity defined for the Avaya Aura® SBC in Section

6.4.2.
e Protocol After selecting both SIP Entities, select “TCP”.
e Port Verity Port for both SIP entities is the default listen port.
For the sample configuration, default listen port is “5060”.
e Trusted Enter ¥
e Notes Enter a brief description. [Optional]

Note: TCP was used for the reference configuration. However, TLS would typically be used in
production environments. For more information on TLS, see [1] & [12].

Step 2 - Click Commit to save the Entity Link definition.

The following screen shows the entity link defined for the SIP trunk between Session Manager
and the Avaya Aura® SBC.
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Help 7
Entity Links Cancel
1 Item Refresh Filter: Enable
Name fIP Entity | protocol | Port SIP Entity 2 Port Trusted Notes
"|AA-5BC I SME1 TCP (& =15060 "IAA-SBC_to_ATET ¥ *15060
< >
* Input Required Commit| | Cancel

6.6. Routing Policies

Routing policies describe the conditions under which calls will be routed by Session Manager to
the CS1000E, or the Avaya Aura® SBC.

6.6.1 Routing Policy to the CS1000E

Step 1 - To add a new routing policy, select Routing Policies. Click New (not shown). In the
General section, enter the following values.

e Name: Enter an identifier to define the routing policy
e Disabled: Leave unchecked.
e Notes: Enter a brief description. [Optional]

Step 2 - In the SIP Entity as Destination section, click Select. The SIP Entity List page
opens (not shown).

e Select the SIP Entity associated with the CS1000E (see Section 6.4.1) and click Select.
e The selected SIP Entity displays on the Routing Policy Details page.

Step 3 - In the Time of Day section, add an appropriate time of day. In the sample
configuration, time of day was not a relevant routing criteria, so the “24/7” range was chosen.
Use default values for remaining fields.

Step 4 - Click Commit to save the Routing Policy definition.

The following screen shows the Routing Policy for the CS1000E.
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Help '
Routing Policy Details ]
General
¥ Name: To CS1K
Disabled: []

MNotes:

SIP Entity as Destination

]
MName FQDN or IP Address Type Motes
C51K 172.16.6.110 SIP Trunk

Time of Day

[Remove] [Uiew Gaps/Overlaps

1 Item Refresh ! : : ; . : ; Filter: Enable
] Ranking ! Mame 2 Mon Tue Wed | Thu Fri Sat Sun EAREL I?m:l Notes

. | Time Time
O o 24/7 00:00 23:50 ET; Range

Select : all, None

6.6.2 Routing Policy to the Avaya Aura® SBC

Step 1 - To add a new routing policy, select Routing Policies. Click New (not shown). In the
General section, enter the following values.

e Name: Enter an identifier to define the routing policy
e Disabled: Leave unchecked.
e Notes: Enter a brief description. [Optional]

Step 2 - In the SIP Entity as Destination section, click Select. The SIP Entity List page
opens (not shown).

e Select the SIP Entity associated with the Avaya Aura® SBC (see Section 6.4.2) and
click Select.

e The selected SIP Entity displays on the Routing Policy Details page.

Step 3 - In the Time of Day section, add an appropriate time of day. In the sample
configuration, time of day was not a relevant routing criteria, so the “24/7” range was chosen.
Use default values for remaining fields.

Step 4 - Click Commit to save the Routing Policy definition.

The following screen shows the Routing Policy for the Avaya Aura® SBC.
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Help ?

Select : All, None

Routing Policy Details
General
* Name: To_ATE&T_via_AA-SBC
Disabled: []
MNotes:
SIP Entity as Destination
Name FQDN or IP Address Type Notes
AA-SBC to ATET 192.168.67.125 Other
Time of Day
[Remove] [View Gaps/Overlaps
1 Item Refresh ! ; : : : ; ; Filter: Enable
'] Ranking | Name Mon Tue Wed | Thu Fri Sat Sun S_tart E"d MNotes
Time Time
Fl [o 24/7 00:00 a5y LM Range
24,7

6.7.

Dial Patterns

Dial patterns are used to route calls to the appropriate routing policies, and ultimately to the
appropriate SIP Entities. Dial patterns will be configured to route outbound calls from CS1000E
users to the PSTN via the AT&T IP Flexible Reach service. Other dial patterns will be configured
to route inbound calls from the AT&T IP Flexible Reach service to CS1000E users.

6.7.1 Inbound AT&T calls to CS1000E Users

Step 1 - To define a dial pattern, select Dial Patterns from the navigation menu. Click New (not
shown). In the General section, enter the following values and use default values for remaining

fields.

Pattern:
Min:

Max:

SIP Domain:

Notes:

Enter dial pattern for calls to the CS1000E (e.g. 732320xxxx)

Enter the minimum number of digits (e.g. 10).

Enter the maximum number of digits (e.g. 10).

Select a SIP Domain from drop-down menu or select “All” if
Session Manager should route incoming calls from all SIP domains.
Enter a brief description. [Optional]

Step 2 - In the Originating Locations and Routing Policies section, click Add.
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Step 3 - The Originating Locations and Routing Policy List page opens (not shown).
¢ In the Originating Location list, select the location defined for the Avaya Aura®
SBC in Section 6.2.2.

¢ In the Routing Policies table, select the Routing Policy defined for the CS1000E in

Section 6.6.1.

e Click Select to save these changes and return to Dial Pattern Details page.

Step 4 - Click Commit to save. The following screen shows an example Dial Pattern defined
for the sample configuration. Repeat this procedure as needed to allow additional AT&T DID
numbers to be routed to the CS1000E.

Dial Pattern Details

General

Originating Location

4 Items Refresh

|:| Originating Locati
0 aa-sBC
{.

Select : All, None

* Ppattern: | 732320
* Min: |10

* Max: |10

Emergency Call: [ ]

SIP Domain: |-ALL- v

MNotes: Inbound from ATET

s and Routing Policies

Originating = - Routing
on Name ! Location :';Lr::lg Halscy Rank ? Policy
Notes Disabled
To C51K a

e 7

Commit

Filter: Enable
Routing Routing
Policy Policy

Destination Notes

CS1K

6.7.2 Outbound Calls to AT&T

Step 1 - To define a dial pattern, select Dial Patterns from the navigation menu. Click New (not
shown). In the General section, enter the following values and use default values for remaining

fields.
e Pattern:

e Min:
e Max:
e SIP Domain:

e Notes:
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Step 2 - In the Originating Locations and Routing Policies section, click Add.

Step 3 - The Originating Locations and Routing Policy List page opens (not shown).
¢ In the Originating Location list, select “Apply the Selected Routing Policies to All
Originating Locations”. In the Routing Policies table, select the Routing Policy
defined for the Avaya Aura® SBC in Section 6.6.2.

e Click Select to save these changes and return to Dial Pattern Details page.

Step 4 - Click Commit to save. The following screen shows an example Dial Pattern defined
for the sample configuration. Repeat this procedure as needed to allow additional PSTN
numbers to be routed to PSTN/AT&T network via the Avaya Aura® SBC.

Help ?
Dial Pattern Details
General
* Pattern: 1732
* Min: |11
* Max: |11
Emergency Call: []
SIP Domain: |-ALL- il
MNotes: To PSTN
Originating Locations and Routing Policies
2 Items Refrash ) ) Filter: Enable
Originating 2 = N Routing Routing | Ro
" Originating Location Name Location ﬁl;u"'ll::lg Policy Rank £ Policy Policy Pol
| | Notes | | Disabled | Destination No
e Any To_AT&T_wvia_AA- Ah-
I:I Ak Locations SBC G SBC_to ATE&T
< >
Select : All, None

7. Configure Avaya Aura® Session Border Controller (SBC)

This section illustrates an example configuration of the SBC. In the sample configuration, the
SBC runs on its own S8800 Server as an application template using System Platform. The

installation of the System Platform is assumed to have been previously completed (see the Avaya

Aura® SBC references in Section 12) for additional information on the SBC installation.

7.1. Logging into the Avaya Session Border Controller

Log in to the System Platform console domain by entering https://<ip-addr>/webconsole as shown

in the example screen below. In the reference configuration, the console domain uses the IP
Address 192.168.67.124. Enter an appropriate User Id and press the Continue button.
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AVAyA Avaya Aura™ System Platforr

Web Conso
Login

Copyright @ 2009-2010 Avaya Inc. All Rights Reserved.

On the subsequent screen, enter the appropriate Password and click the Log On button.

AVAYA Avaya Aura™ System Platfori|

Web Conso|

Login

Copyright @ 2009-2010 Avaya Inc. All Rights Reserved.

The Virtual Machine List will show the SBC Template installed during the SBC installation
process [12] [14]. The template defines the basic SBC provisioning (IP addressing, To apply the

additional reference configuration provisioning, click on the g to access the SBC GUI interface.

Avaya Aura™ System

AVAyA Previous successful login: Wed Jun 29 15:3

Failed login at

Failover status:

Home About | H
Zubiiust Machios: Monagensent Virtual Machine Management

v Server Management Virtual Machine List

+ User Administration System Domain Uptime: 64 days, 5 hours, 37 minutes, 9 seconds

Current template installed: SBCT 6.0.2.0.3 (sbc E362P4)

Name Version IP Address Maximum Memory Maximum Virtual CPUs CPU Time State Appli

[+ ] Domain-0 6.0.3.0.3 192.168.67.123 512.0 MB 8 3d 8h 44m 1= Running
@ P sbe E362P4 192.168.67.125 4.0 GB | 4 1d 7h 35m 50s Running
[ cdem 6.0.3.0.3 192.168.67.124 1024.0 MB 1 1d 4h 57m 50s Running

Copyright @ 2009-2010 Avaya Inc. All Rights Reserved.
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Enter appropriate Username and Password and click Login.

Acme Packet Net-Net OS-E

To access the NNOS-E management interface, you must first log in. Please provide your user name

Username: |

Password: |

Login |

The following shows an abridged Home screen after logging in. Note the tabs at the top.

7 -
Avp‘leP, JJ{'(r?('_.é packet
a 1\ a | powered
Logout admin Home
-|Box 1 Refresh Help
(c) 2005-2010 Acme Get summary for-

Packet, Inc. All rights

reserved box-identifier 0175-92c9-5442-35d9

[www_acmepacket.com]

box-status IPAddress LocalBox (65.206.67.93)
State Connected E)
build-version E362P1
build-number 47121

ume s aron wea 20110511

timezone EDT
uptime 7 days 16:07:38

7.2. Network Configuration

In the reference configuration, the Avaya S8800 Server has four physical network interfaces,
labeled 1 through 4. The port labeled “1” (virtual “eth0”) is used for the management and private
(inside) network interface of the SBC (toward the customer equipment). The port labeled “4”
(virtual “eth2”) is used for the public (outside) network interface of the SBC (toward AT&T).
These can be verified by checking the “interface eth0” and interface eth2” settings (see Section
7.2.1).

The AT&T AVPN transport service requires that RTP media traffic use UDP port range 16384-
32767. This range is defined as part of “interface eth2” (see Section 7.2.3).

SIP-Gateways are defined for corresponding to the private and public interfaces. In the reference
configuration the private interface is defined as “PBX” and the public interface is defined as
“Telcol” (see Section 7.2.4).
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7.2.1 Verify IP Addressing

Step 1 - From the Configuration tab, select cluster = box <name defined during install> (e.g.
AA-SBC). The interface eth0 and interface eth2 will be displayed. Click on ip inside (ethO) or ip
outside (eth2) to display the interface configuration. Note that AT&T may require the eth2 IP
address as part of the IP Flexible Reach service provisioning.

Step 2 - The configuration may be modified by clicking the Edit button. If changes are made,
click on the Set button. To cancel changes or to go to a previous screen, click on Back.

ARYA (A Configuration
| r okt " {
allra
Stafvs Summary Logout admin e e e ey
Configuration: all duplex  [ful |w] (Full duplex)
[ Configuration | Setup | View autoneg | enabled ¥ (Resource is active)
B cluster ip ip admin |ip-address geolocation [security-| address-|filter- [ media-|metr
B box:AA-SBC domain (scope |intf ports
El interface ethl —
_ ipinside Edit [Delete |ip inside | enabled | static 0 disabled |enabled |1
B interface eth2 i e 2
® ip outside 192.168.67.125/24 20000
cii 5000
ok bled
# default-session-config e
H tls Edit
B session-config-pool
entry ToTelco Add o
entry ToPBX Sl
entry Discard
& dial-plan vian Add vian
El enterprise
B servers
sip-gateway PBX Reset
sip-gateway Telco
® dns
e Help Index
£ >

7.2.2 Transport Protocols

7.2.2.1 Private Interface — Eth0

The private interface, ethO, was provisioned to support UDP, TCP, and TLS transport protocols.
However, TCP (port 5060) was used in the reference configuration for the connection to Session
Manager (see Section 6.5.2). This can be displayed by the following:

Step 1 — Navigate to cluster = box <name defined during install> = interface eth0 - ip
inside.

Step 2 — Scroll down to, and click on the SIP heading. The UDP, TCP, and TLS supported
protocols are displayed.

Note: TCP was used for the reference configuration. However, TLS would typically be used in
production environments. For more information on configuring TLS, see [12].
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Elsip

[Delete] admin '_Eﬂahh?d"‘ (Resource is active)
i ; Idisahled V {Resource is inactive)
translation £ ]
nat-a!dd- idisahled ¥ | (Resource is inactive)
iy kbbbl |
from
nat-add-X- IEHEIb|Ed ¥ (Resource is active)
Remote- 7 =
Info
load- [f3|59.v.'
balance- -
head-end
udp-port udp-port from- |to- transport| remote- |certificate
Server |server port
Edit Delete | udp-port 5060 | Edit Edit any ] Edit
Add udp-port
tcp-port tcp-port from-  |to- transport| remote- | certificate
server |server port
Edit Delete |tcp-port 5060 | Edit Edit any ] Edit
Add tcp-port
tis-port tls-port from- |to- transport| remote- | certificate
server | server port
Edit Delete |tls-port 5061 (Edit  |Edit  [TLS ] vspitls\certificate
aasbc pi2

Step 3 - The configuration may be modified by clicking the Edit buttons. If changes are made,
click on the Set button (not shown). To cancel changes or to go to a previous screen, click on Back
(not shown).

7.2.2.2 Public Interface — Eth2

The AT&T IP Flexible Reach service requires UDP transport protocol between the Avaya Aura®
SBC and the AT&T IP Flexible Reach service border element. Therefore, the public interface,
eth2, was provisioned to support UDP transport protocol only. This can be displayed by the
following:

Step 1 — Navigate to cluster > box <name defined during install> => interface eth2 - ip
outside.

Step 2 — Scroll down to, and click on the SIP heading. The UDP (port 5060) transport protocol is
displayed.
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Elsip

[Celete] admin |enabled ¥ (Resource is active)

= = e
nat |disabled ¥ (Resource is inactive)
translation —

nat-add- disabled
received- e
from

Ed

| (Resource is inactive)

nat-add-X- ‘ariiiad |
Remote- 3
Info

.51

| (Resource is active)

load- false v |
balance- i
head-end

udp-port udp-port from- |to- transport|remote- |certificate
server |server port

Edit any 1] Edit

Edit Delete | udp-port 5060 | Edit

Add udp-port

Step 3 - The configuration may be modified by clicking the Edit buttons. If changes are made,
click on the Set button (not shown). To cancel changes or to go to a previous screen, click on Back
(not shown).

7.2.3 Setting the RTP Port Range on Eth2

Step 1 - Go to cluster 2 box <name defined during install> - interface eth2 - ip outside to
display the eth2 configuration toward AT&T. Select Media Ports from either the menu or from the
display.
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AVAYA f s Y packe] Configuration
allfa

e L N e S O N

B ﬂ Reset ‘ Back ‘ Copy ‘ Delete

Configuration: all

- : Add allow rule, Add deny rule
| Configuration | Setup | View |
B cluster metr
= box:AA-SBC.customerb.com * :
name
B interface eth0 |0ut9|de
ip inside P e —
B interface eth2 adiminy enabled (¥ | (Resource s active) L
B ip outside
sip * ip-address o
icm * type static |¥| (static IP address)
routing “address/mask  |192 168.64.130/24 (n.n.n.n/n)
kernel-filter —
= eolocation
B vsp g |[J
default-session-config . . - o
& tls security-domain enter | or select from | <Not configured> "J
= session-config-pool e
entry ToTelco address-scope [Nat confiqurad> W8
entry ToPBX enter] or select from |- g
entry Discard 5 F - —
dial-plan filter-intf disabled || (Resource is inactive)
= enterprise .
B G me?ha-perts

sipg ateway E'EF.‘( 3 >

Step 2 - The media port section will be displayed. Enter 16384 in the base-port field and 16383 in
the count field.

Elmedia-ports

[Delete] admin enabled ¥ | (Resource is active)

base-port |15354 (at minimum 1,default=20000)

count 16383 (from 0 to 65,535}

= idle-monitor enabled % | (Resource is active)

Step 3 - Click on the Set button to save.

Step 4 - Proceed to save and activate the configuration as described in Section 7.3.

7.2.4 Configuring the SIP-Gateways

In the reference configuration, a sip-gateway was defined to AT&T (the IP Flexible Reach border
element) and to the customer site (Session Manager). The AT&T gateway was defined as “Telcol”
and customer gateway was defined as “PBX”.

7.2.41 Telco1

Step 1 - Go to vsp = enterprise = servers and any previously defined sip-gateways will be
displayed. In the reference configuration sip-gateways PBX and Telcol were defined.
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Step 2 - Click on sip-gateway Telco = servers = server-pool - server Telcol and the Telcol
sip-gateway configuration will be displayed.

.
i\\ff-\yli\r | acmic -_/‘(’};.-n-kr-r | Conﬁg Ri=tion
allra
Status Summary  Logout admin “Home "I UL SHAts ™ Cal Togs™ "EveRt Togs™ “Actions™| ervices [TREYSHIACEEssTTo01sY
Configuration: all Configure vsplenterprise\servers\sip-gateway Telco\server-pooliserver Telco1
Show advanced ‘ Help Index
|C0nﬁgurati0n| Setup | View |
Seti Reset | Back‘ Copy | Delete ‘
cluster
B vsp
default-session-config
tls 5
session-config-poal servername  [Tgjcot
dial-plan z ———
E enterprise admin | enabled + | (Resource is active)
Bl servers = — :
in-gateway PBX "
I; sip-gate oy PB host 135.25.29.74 (host name or n.n.n.n)
sip-gateway Telco
vsp\session-config-pc
= semver-pool o transport  |UDP v \
ST P |VUF ™ (User Datagram Protocol)
dns port {5080 (at minimum 1,default=5060)
settings :
outhound-normalization  Add guthound-normalization
inbound-normalization Add inbound-normalization
4 ¥

Step 3 - Verify the following:

admin state is enabled.
host address is the IP address of the AT&T IP Flexible Reach border element (e.g.
135.25.29.74).

transport protocol is UDP.
port is 5060.

Step 4 - Click on the Set button to save any changes or Back if no changes are required.

Step 5 - Proceed to save and activate the configuration as described in Section 7.3.

7.24.2 PBX
Repeat the steps in Section 7.2.4.1 and verify the following:

7.2.5

admin state is enabled.

host address is the IP address of Session Manager (e.g. 192.168.67.210).

transport protocol is TCP. Note that TCP was used in the reference configuration to
facilitate protocol trace verification and troubleshooting. TLS may be used as well (see [1]
& [12].

port is 5060.

Stripping SIP Headers

The Avaya Aura® SBC can be used to strip SIP headers that are not required or supported by
AT&T. For headers that have relevance only within the enterprise, it may be desirable to prevent
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the header from being sent to the public SIP Service Provider. For example, Session Manager
Release 6.1 may insert the “P-Location” and “Remote-Party-ID” headers. The CS1000E may send
the “x-nt-e164-clid”, “x-nt-corr-id”, “Alert-Info”, and “History-Info” headers. The following
procedures may be used to strip such headers that AT&T does not process.

7.2.5.1 Specific Session-config-pool Method

Undesired headers may be removed via the session-config-pool. For example, during installation,
two session-config-pools were created, “To-Telco” and “To-PBX”. First the headers are removed
session-config-pool “To-Telco”. This will remove the specified headers for calls sent by the
customer location to AT&T.

Step 1 - Navigate to vsp => session-config-pool = entry ToTelco = header-settings. In the
resultant screen, click Edit blocked-header and proceed to add the P-Location and other blocked
headers as described in the previous section.

Sonfingmtionzal
| Configuration | Setup | View | Elhleader-
settings allowed- Edit allowed-header
[Delete] header
= cluster kel
B box:AA-SBC customerb.com blocked- :
H interface eth( header btocHia
M interface eth2 x-nt-2164-clid
cli
B vsp x-nt-corr-id
b default-session-config Aot it
H tls
= session-config-pool History-Info
H entry ToTelco =
M entry ToPBX Remote-FParty-10
# entry Discard
® dial-plan Edit blocked-header
=l enterprise

Step 2 — Repeat the procedure in Step 1 for “entry ToPBX”. This will remove the specified
headers for calls from AT&T and answered by the customer location.

Step 3 - Proceed to save and activate the configuration as described in Section 7.3.

7.2.6 Stripping Unnecessary SIP Message Body Information

As described in Section 6.3.2, the message body of an INVITE message sent from the CS1000E
will contain a MIME Multipart message body headers not required by AT&T. These headers were
removed by Session Manager in the reference configuration. Alternatively the Avaya Aura® SBC
may be used to remove these headers. Two alternative approaches were tested successfully and are
described below as reference. In one approach, the SBC is used to specifically block the “x-nt-
mcdn-frag-hex” and “x-nt-epid-frag-hex” parts. In another approach, the SBC is used to block
any body part that is not SDP.
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7.2.6.1 Block Any body part but SDP Approach

Step 1 - To block any body part but SDP, navigate to vsp = default-session-config = bodypart-
type. Click Add allowed-body-part.

Step 2 - In the bodypart-type drop-down menu, select “application”. In the application-sub-type
menu, select “sdp” as shown in the screen below. Click Create.

Step 3 - Navigate to vsp = default-session-config 2> bodypart-type. Click Add blocked-body-
part.

Step 4 - In the bodypart-type drop-down menu, select “application”. In the application-sub-type
menu, select “any” as shown in the screen below. Click Create.

Step 5 - Proceed to save and activate the configuration as described in Section 7.3.

7.2.6.2 Block Specific Body Part Approach

This is an alternative to the approach documented in the previous sub-section. In this section, the
specific body parts that the CS1000E inserts in the message body are blocked rather than blocking
anything but SDP.

Step 1 - Navigate to vsp > default-session-config = bodypart-type. Click Add blocked-body-
part.

Step 2 - In the bodypart-type drop-down menu, select “application”. In the application-sub-
type menu, type in or select “x-nt-medn-frag-hex”. Click Create.

Step 3 - Click Add blocked-body-part. In the bodypart-type drop-down menu, select
“application”. In the application-sub-type menu, type in or select “x-nt-epid-frag-hex”. Click
Create.

Step 4 - Proceed to save and activate the configuration as described in Section 7.3.

7.2.7 Disable Third Party Call Control

Step 1 - Navigate to vsp = default-session-config > third-party-call-control. To disable third-
party-call-control, select disabled from the admin drop-down. Note - After disabling, the third-
party-call-control link becomes red as shown below.

Step 2 - click Set as shown below.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 79 of 115
SPOC 11/1/2011 ©2011 Avaya Inc. All Rights Reserved. CS1KSMASBCIPFR



waylr-\r ;_Q.,{.,,M._A,‘.;.kc.,‘i Configuration
aufa

Status Summary Logout admin Home™ Configuration mmw.lii.l,ll..‘ﬁ."i;_.mm.l.. ol
~
Configuration: all Configure vsp\default-session-config\third-party-call-control Show advanced Help
Index

|C0nﬁguration| Setup | View |

B cluster E] Reset Back Delete

B box:AA-SBC . customerb.com

Bl interface eth0 dmi = o
ip inside AL | disabled ¥|| (Resource is inactive)
Bl interface eth2 [
E ip outside statusevents ~|h h ¥ (both calllegs)
sip ==
icmp handle-refer-locally |disabled ¥ | (Resource is inactive)
media-ports ——
# routing refer-maintain-identity | false v |
H kemnelfilter —
B vep i ringback-file | Browse System Files
B default-session-config husiyfile
media y- | Browse System Files
bodypart-type
sip-diractive pre-call-announcement ] Browse System Files
log-alert
header-settings - terminate-after-pre-call-announcement m_v (Resource is inactive)
tls A handle-replaces-locally [ disabled M Docnima i inactie)

Step 3 - Proceed to save and activate the configuration as described in Section 7.3.

7.2.8 SIP OPTIONS Messages for AT&T Network Status

In the reference configuration, the Avaya Aura® SBC sent SIP OPTIONS messages to the AT&T
IP Flexible Reach border element to verify the state of the network connection. The AT&T
response to the OPTIONS is “405 Method Not Allowed”. Although this appears to be an error, in
fact the arrival of the message assures the Avaya Aura® SBC that the network connection is up.

Step 1 - Navigate to cluster = box:AvayaSBC -> interface eth2 = ip outside. Scroll down to,
and click on, the icmp option.

Step 2 - Set the admin option to enabled.

AZSON e Configuration
e ACcH( [
AUTO ‘e
el e By Configuration e sl ookt i o i i
Configuration: all HEsip N
[Delete]
Configuration | Setu View
| L ‘ E | h323 Configure
B cluster
B box:AA-SBC. customerb.com Ll Configure
B interface eth0
H interface eth2 titp Configure
H ip outside
- cli bootp-server Configure
ﬂ:fauh-session-conﬁg Slicmp : -
session-config-pool eslen Admin E_M:! (Resource is active)
dial-plan Fllimit
enterprise = i
dns [
settings vrrp-advertisements Configure
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Step 3 - Scroll to the bottom of the screen and click Set.

Step 4 - Navigate to vsp = enterprise = servers = sip-gateway Telco. Click on the Show
Advanced button at the top of the page (not shown).

Step 5 — In the general: section set failover-detection and select ping from the menu.

Configure vsplenterprise\servers\sip-gateway Telco Sh

Set| Reset | Back | Copy | Delete

Manage connections, Log instant messages, Record media, Record files,
Set up accounting, Change from: URI, Change to: URI

general:

*

name |Te|u:|:|

peer-identity |

admin enabled |¥| (Resource is active)

domain |

directory Create

failover-detection (Use OPTIONS to detect failures)

Step 6 — Scroll down to the routing: section and set the ping-interval as desired (e.g. 60).
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routing-setting normalization -

auto-tag-match
auto-domain-match

pstn-backup b
Select All Unselect All
domain-alias Edit domain-alias

domain-subnet Edit domain-subnet

loop-detection tight % | (Compare source and destination address/port/transport)
service-type provider || (Provider peer)
ping-interval |5[] seconds

Step 7 - Scroll to the bottom of the screen and click Set.

Step 8 - Proceed to save and activate the configuration as described in Section 7.3.

7.2.9 Altering the To Header for PSTN Calls to CS1000E

The AT&T IP Flexible Reach service may specify different DID numbers in the Request URI and
To headers of inbound Invite messages. The Avaya Aura® SBC is configured to modify the To
header to match the number (user field) specified in the Request URL

Note - While not required for typical inbound calls, this function is required for correct handling of
inbound calls to Call Pilot for message retrieval.

Step 1 - Navigate to vsp => session-config-pool = entry ToPBX -> header-settings > altered-
header, and click on Add altered —header (not shown). In the resultant screen, enter the follow:

admin — enabled

number — select an identifying number (e.g. 1).

source-header — Select Request from the drop down menu.
source-field — Select User from the drop down menu.
destination — Select To from the drop down menu.
destination-field - Select User form the drop down menu.
apply-to-methods — Select INVITE from the drop down menu.
Let the other values default

Step 2 - Scroll to the bottom of the screen and click Set.

Step 3 - Proceed to save and activate the configuration as described in Section 7.3.
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Configure vsplsession-config-poollentry Tn::F'E}Wﬂth\at'.ami|=.-r-s|=.-ttings‘mﬂtﬂn=.-t:l-h.&*:;ht:lla|

Show advanced | Help Index
Set1 Reset | Back l Copy | Delete
admin !Enabled_vj (Resource is active)
* number ]1
* source-header enter IF{equeat or select from | Request e

* source-field _ _
" type | user ¥ | {User portion of the URL)

#* = 5 |
destination enter |T|:| or select from | To b

* destination-field

“type | user ¥ | (User portion of the URL)

o

apply-to-methods = -~
REFER =
MESSAGE

INFO »

Select All ‘ Unselect All ‘

apply-to-responses

* type EHD V| (Do not apply to responses (requests only))
apply-to-dialog Ithh V_| (Apply to both inbound and cutbound dialogs )
session-persistent |_dIE_EIE*|E_d3 (Resource is inactive)

Setl Reset| Bacl{| Cnpy|

7.3. Saving and Activating Configuration Changes

Step 1 - To save and activate configuration changes, select Configuration = Update and save
configuration from the upper left hand side of the user interface, as shown below.
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Configuration: all

Configuration View

Update and save nnﬁ guration

RE'.‘]E’Update and save the current t:crnﬁguraticrn.|
Validareconmmguramon

Analyze configuration

Search configuration

Save as XML
Load from XML

Step 2 - Click OK to update the live configuration.

Microsoft Internet Explorer X|

\?‘) Do you want to update the live configuration?

—— =

Step 3 - Click OK to save the live configuration.

Microsoft Internet Explorer il

\?‘) Do you also want to save the live configuration?

A screen that includes the following should appear.

“Home™ Configuration StatusT T CallLogs™ "EventLogs™ "Actions ™ Services™
Configuration Updated and Saved

The running configuration has been updated and saved.

7.4. Avaya Aura® SBC Configuration File

The Avaya Aura® SBC configuration is saved to a text configuration file (cxc.cfg file). A copy of
the configuration file can be retrieved from the SBC by selecting the Tools tab and selecting
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Download saved configuration file from the left-side menu
resulting from the configuration in Section 7 is attached.

S o e S S R

Copyright (c) 2004-2011 Acme Packet Inc.
All Rights Reserved.

File: /cxc/cxc.cfg
Date: 13:53:59 Wed 2011-08-03

config cluster

JF; Reviewed:
SPOC 11/1/2011

config box 1

set hostname AA-SBC.customerb.com
set timezone America/New York

set name AA-SBC.customerb.com

set identifier 00:ca:fe:45:93:63
config interface ethO

config ip inside
set ip-address static 192.168.67.125/24
config ssh
return
config snmp
set trap-target 192.168.67.124 162
set trap-filter generic
set trap-filter dos
set trap-filter sip
set trap-filter system
return
config web
return
config web-service
set protocol https 8443

. An example configuration file

set authentication certificate "vsp\tls\certificate ws-cert"

return

config sip

set udp-port 5060 "" "" any O
set tcp-port 5060 "" "" any O

set tls-port 5061 "™ "" TLS 0 "vsp\tls\certificate aasbc.pl2"

return
config icmp
return
config media-ports
return
config routing
config route Default
set gateway 192.168.67.1
return
config route StaticO
set destination network 192.11.13.4/30
set gateway 192.168.67.123
return
config route Staticl
set admin disabled
return
config route Static?2
set admin disabled
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return
config route Static3
set admin disabled
return
config route Statici4
set admin disabled
return
config route Statich
set admin disabled
return
config route Static6
set admin disabled
return
config route Static7?
set admin disabled
return
return
return
return
config interface eth2
config ip outside
set ip-address static 192.168.64.130/24
config sip
set udp-port 5060 "" "" any O
return
config icmp
return
config media-ports
set base-port 16384
set count 16383
return
config routing
config route Default
set admin disabled
return
config route external-sip-media-1
set destination network 135.25.29.0/24
set gateway 192.168.64.254
return
config route ORT
set destination network 12.40.234.0/24
set gateway 192.168.64.254
return
return
config kernel-filter
config allow-rule allow-sip-udp-from-peer-1
set destination-port 5060
set source-address/mask 135.25.29.0/24
set protocol udp
return
config deny-rule deny-all-sip
set destination-port 5060
return
return
return
return
config cli
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set prompt AA-SBC.customerb.com
return

return

return

config services
config event-log
config file access
set filter access info
set count 3
return
config file system
set filter system info
set count 3
return
config file errorlog
set filter all error
set count 3
return
config file db
set filter db debug
set filter dosDatabase info
set count 3
return
config file management
set filter management info
set count 3
return
config file peer
set filter sipSvr info
set count 3
return
config file dos
set filter dos alert
set filter dosSip alert
set filter dosTransport alert
set filter dosUrl alert
set count 3
return
config file krnlsys
set filter krnlsys debug
set count 3
return
return
return

config master-services
config database
set media enabled
return

return

config vsp
set admin enabled
config default-session-config
config media
set anchor enabled
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set rtp-stats enabled
return
config bodypart-type
return
config sip-directive
set directive allow
return
config log-alert
return
config header-settings
return
config third-party-call-control
set handle-refer-locally disabled
return
return
config tls
config default-ca
set ca-file /cxc/certs/sipca.pem
return
config certificate ws-cert
set certificate-file /cxc/certs/ws.cert
return
config certificate aasbc.pl2
set certificate-file /cxc/certs/aasbc.pl2
set passphrase-tag aasbc-cert-tag
return
return
config session-config-pool
config entry ToTelco
config to-uri-specification
set host next-hop
return
config from-uri-specification
set host local-ip
return
config request-uri-specification
set host next-hop
return
config p-asserted-identity-uri-specification
set host local-ip

return
config contact-uri-settings-in-leg
return
config contact-uri-settings-out-leg
return

config bodypart-type

set blocked-body-part custom-mime-type x-nt-inforeqg any
return
config in-codec-preferences

set preference audio "Media Format: DynamicRTP-Type-111" O
return

config out-codec-preferences

set preference audio "Media Format: DynamicRTP-Type-111" 0
return

config out-media-normalization

return

config header-settings
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set
set
set
set
set
set

blocked-header
blocked-header
blocked-header
blocked-header
blocked-header
blocked-header

P-Location
x-nt-el6d-clid
x-nt-corr-id
Alert-Info
History-info
Remote-Party-ID

config reg-ex-header 1
set admin disabled
set destination From

set create From "<sip:\+(.*)Q@(.*)" "<sip:\1@\2"
return
config reg-ex-header 2
set admin disabled
set destination P-Asserted-Identity
set create P-Asserted-Identity "<sip:\+(.*)Q@(.*)" "<sip:\1@\2"
return
config reg-ex-header 3
set admin disabled
set destination Contact
set create Contact "<sip:\+(.*)Q(.*)" "<sip:\1@\2"
return
return
return
config entry ToPBX

config to-uri-specification
set host next-hop-domain

retur

n

config request-uri-specification
set host next-hop-domain

return
config contact-uri-settings-in-leg
return
config contact-uri-settings-out-leg
return
config in-codec-preferences
set preference audio "Media Format: DynamicRTP-Type-111"
return

config out-codec-preferences

set preference audio "Media Format:

retur

n

config header-settings

set
set
set
set
set
set

blocked-header
blocked-header
blocked-header
blocked-header
blocked-header
blocked-header

P-Location
x-nt-el6d4-clid
x-nt-corr-id
Alert-Info
History-Info
Remote-Party-ID

config altered-header 1

set source-header Request

set source-field user

set destination To

set destination-field user
return
return

return

config entry Discard
config sip-directive

DynamicRTP-Type-111"
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return
return
return
config dial-plan
config route Default
set priority 500
set location-match-preferred exclusive
set session-config vspl\session-config-pooll\entry Discard
return
config source-route FromTelco
set peer server "vsp\enterprisel\servers\sip-gateway PBX"
set source-match server "vspl\enterprise\servers\sip-gateway Telco"
return
config source-route FromPBX
set peer server "vspl\enterpriselservers\sip-gateway Telco"
set source-match server "vspl\enterprisel\servers\sip-gateway PBX"
return
return
config enterprise
config servers
config sip-gateway PBX
set domain cotsl.ntlab.com
set failover-detection ping
set outbound-session-config-pool-entry vsp\session-config-pool\entry ToPBX
config server-pool
config server PBX1
set host 192.168.67.210
set transport TCP
return
return
return
config sip-gateway Telco
set failover-detection ping
set ping-interval 60
set outbound-session-config-pool-entry vsp\session-config-pool\entry
ToTelco
config server-pool
config server Telcol
set host 135.25.29.74
set connection-retry-interval 60
config network
return
config error-response-codes
return
return
config server Telco2
set admin disabled
set host 135.25.29.75
config network
return
config error-response-codes
return
return
config server ORT
set admin disabled
set host 12.40.234.99
return
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return
return
return
return
config dns
config resolver
config server 192.168.67.5
return
return
return
config settings
set read-header-max 8191
return
return

config external-services
return

config preferences
config gui-preferences
set enum-strings SIPSourceHeader PAI
set enum-strings SIPSourceHeader P-Asserted-Identity
set enum-strings SIPSourceHeader Contact
set enum-strings MediaAudioSubType "Media Format: DynamicRTP-Type-111"
return
return

config access
config permissions superuser
set cli advanced
return
config permissions read-only
set config view
set actions disabled
return
config users
config user admin
set password 0x00b930c8c97cc6705¢c312dd835419ecc3559106a7b9£91774cb86e85ec
set permissions access\permissions superuser
return
config user cust
set password 0x0033a56c33e6e62e159bb5bd%4be32dc30e408d441627¢93d9d740483¢
set permissions access\permissions read-only
return
config user init
set password 0x002e3afdb5919e72cbd542345a7a918£f9cad4ce77c917bcff336£c9901b
set permissions access\permissions superuser
return
config user craft
set password 0x00fb8bl2ebad6bbcl22cf5642ele076477a510££a51dad44498020£fcbcl?2
set permissions access\permissions superuser
return
config user dadmin
set password 0x0005b4d2bal868181287f£f79¢c199ab43f8575ca330d8d88599dde14804
set permissions access\permissions read-only
return
return
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return

config features
return

8. AT&T IP Flexible Reach Service

Information regarding AT&T IP Flexible Reach Service may be found at
http://www.business.att.com/enterprise/Service/voice-services/voip/sip-trunking/ or by contacting
AT&T at 800-248-3632.

8.1. AT&T Provisioning

The AT&T IP Flexible Reach service provided DID numbers for the reference configuration that
could be called from the PSTN. These DID numbers terminated to the Avaya CS1000E location
via the AT&T IP Flexible Reach service. DID numbers shown in these application notes are
examples. Customers will be assigned DIDs by AT&T.

The AT&T IP Flexible Reach service also provided a network border element IP address for the
reference configuration. Customers will be assigned a border element IP address(es) by AT&T.

9. Verification Steps

This section provides example verifications of the Avaya configuration with AT&T IP Flexible
Reach service.

9.1. Avaya CS1000E Verifications

This section illustrates sample verifications that may be performed using the Avaya CS1000E
Element Manager GUI.

9.1.1 IP Network Maintenance and Reports Commands

Step 1 - From Element Manager, navigate to System = IP Network - Maintenance and
Reports as shown below.

—UCI Hetwork Services T Wanaging: 192120100 U=ername. agmin

- Home System » P Network » Nede Maintenance and Reports %
- Links
- Virtual Terminals Node Maintenance and Reports
- System
+Alarms
- Maintenance - Hode ID: 1001 Node IP: 172.16.6.110 Total elements: 1
+ Core Equipment
- Peripheral Equipment Hostname ELAMIP Type TN
- IP Metwaork Signaling
-Modes: Servers, Media Cards Server- - -
N rrE AT s cots1 192120490 oo NO TN GENCMD | [ 5YSLOG | [OMRPT | [ Reset | [ Status | [ virtual Terminal
- Media Gateways H30EM

-Zones
-Host and Route Tables

Step 2 - In the resultant screen on the right, click the Gen CMD button. The General Commands
page is displayed as shown below.
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- UCM Network Services
-Home
- Links
-Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
-Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways

-Zones
-Host and Route Tables
blabancle foid ==

1 Managing: 192.12.0.100 Username: admin

System » IP Network » Node Maintenance and Reports » General Commands

Element P : 192.12.0.10

General Commands

Group

IP address | 192.12.0.100

Element Type : Signaling Server-IBM X306M

Command | —- Select A Group — »

Mumber of pings |3

Click on a button to invoke a command.

RUN

A variety of commands are available by selecting an appropriate Group and Command from the
drop-down menus, and selecting Run.

Step 3 - To check the status of the SIP Gateway to Session Manager in the sample configuration,
select “Sip” from the Group menu and “SIPGwShow” from the Command menu. Click Run.
The example output below shows that the Session Manager (192.168.67.210, port 5060, TCP) has
“SIPNPM Status” Active.

- UCM Network Services
-Home
- Links
-Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
-Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Huost and Route Tables
- Metwork Address Translation
- QoS Thresholds
-Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+Emergency Senvices
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

= Nialinn and Mumharinn Manc

AT Managing: 192.12.0.100 Username: admin

System » IP Network » Node Maintenance and Reports » General Commands

Element P : 192.12.0.10

General Commands

Group | Sip w

IP address |192.12.0.100

Element Type : Signaling Server-IBM X306M

Command | SIPGwShow

Mumber of pings |3

[FIPNEM Status

Primary Proxy IP address
Primary Proxy port
Primary Proxy Transport

: Active

: 182.168.87.210
: 5060

: ICP

SECONMEYY PYoXY IF aouress
Secondary Proxy port
Secondary Proxy Transport
Primary Proxy2 IP address
Primary Proxy2 port
Primary Proxy2 Transport
Leotive Proxy

Time To Mext Registration

Channels Busy / Idle / Total :

Stack version
TLS Security Policy

ULy

: 5060

: ICF

: 182.168.87.210
: 5060

: ICP

: Primary :Register Not Supported
: 0 Seconds

o/ o1z /12
: 5.5.0.13

: Security Disakbled

v RUN

Step 4 - As another example, the following screen shows the results of the “vtrkShow” Command
from the “Vtrk” Group. The command was run with an active incoming PSTN call from the
AT&T IP Flexible Reach service to an IP-UNIStim telephone. One channel is shown busy, and 11

idle.
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- UCM Network Services | Managing: 192.42.0.400 Username: admin

—_Home System » IP Network » Node Maintenance and Reports » General Commands %
- Links
- Virtual Terminals General Commands
- System
+Alarms
- Maintenance Element|P:192.12.0.10 Element Type : Signaling Server-IBM X306M
+ Core Equipment
- Peripheral Equipment Group | Virk + | Command | virkShow + | Protocol Start Range RUN
- IP Network
- Nodes: Servers, Media Cards IF address [192.12.0.100 MNumber of pings |3

- Maintenance and Reports
- Media Gateways

-Zones - A
- Host and Route Tables VIRK Summary
- Metwork Address Translation -
— Q0% Thresholds VIRE =status : Rctive
- Personal Directories Master status : On
- Unicode Name Directory VIRK REG Node : 1001

+ Interfaces Protocol H 5IP

- Engineered Values D-Channel : 15

+ Emergency Services Customer H]

+ Geographic Redundancy Channels Idle : 11

+ Software Channels Busy : 1

- Customers Channels Mbsy : O

- Routes and Trunks Channels Pend : O

- Routes and Trunks Channels Dsbl : 0O

- D-Channels Channels Ukwn : O

- Digital Trunk Interface

Step 5 - The next screen capture shows the output of the Command “SIPGWShowch” in Group
“Sip” for channel 16°, while an incoming call was active (using channel 16) from PSTN via the
AT&T IP Flexible Reach service to an IP-UNIStim phone. In the output below, the scroll bar was
used to scroll down to the area showing that the codec in use was “G_729A 30MS”. Note that the
Remote IP (192.168.67.125) is the IP Address of the inside private interface of the Avaya Aura®
SBC.

General Commands

ElementIP : 19212010 Element Type : Signaling Server-IBM X306M

Group | Sip w Command | SIPGwShowch w || Sip | |16 RUM
IP address |192.12.0.100 Mumber of pings |3 PING
Time To MNext Registration : 0 Seconds A
Channels Busy / Idle / Total : 1 / 11 / 12
Stack wersion : 5.5.0.13
TLS Becurity Policy : Becurity Disabled
SIP Gw Registration Trace 1 OFF
Cutput Type Used : RPT
Channel tracing t 1
Handle Chan Type Direction CallState S5IPState BExState TxState
O0x9eedlal 16 VIERK Terminate BUSY Binging Sent Connected Connected
Codec BRirTime F5 M5 Fax DescHum RemoteIP URI Scheme
G 728A 30MS 796 ye= m no 4094 1%92.168.67.125] :: ETF

nearEnd Msec policy = 0
farEnd M=ec policy = 0

? Note — See Section 5.2.2 Step 3 to determine the proper channel to display.
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Step 6 - The next screen capture shows an alternate way to view similar information, but in this
case, by searching for calls involving a specific directory number. The screen shows the output of
the Command “SIPGWShownum” in Group “Sip” where DN 4094 was specified. An incoming
call was active from PSTN via the AT&T IP Flexible Reach service to the IP-UNIStim phone with
DN 4094. In the output below, the scroll bar was used to scroll down to the area showing that the
codec in use was “G_729A 30MS”. Note that the Remote IP (192.168.67.125) is the IP Address
of the inside private interface of the SBC.

General Commands

ElementIP : 192.12.0.10 Element Type : Signaling Server-IBM X306M

Group | Sip w Command | SIPGwShownum | Sip | 14094 RUM
IP address [192.12.0.100 Nurnber of pings |3 [% PING
TL5 Security Policy : Security Di=abled ~
51F Gw Registration Trace : OFF
Cutput Type Used : RPT
Channel tracing i 1

Calling/Called Party Number: 4094
Humbering Plan Indicator: Undefined
Type Of Number: Undefined

Handle Chan Type Direction CallState S5IPState ExState TxS5tate

0x%eedlald 1a VIRK Terminate BUSY Ringing Sent Connected Connected

Codec ARirTime FS5 M5 Fax DescNum RemoteIP URI Scheme

G_T29A 30MS5 67 yes m no 4094 1%2.168.67.125( :: S5IF

nearEnd Msec policy = 0

farEnd Msec policy = 0 £

Step 7 - The following screen shows a means to view IP UNIStim telephones. The screen shows
the output of the Command “isetShow” in Group “Iset”. At the time this screen was captured,
the “4094 1140E IP Deskphone” UNIStim telephone was involved in an active call with PSTN via
the AT&T IP Flexible Reach service.

Element IF : 192.12.010 Element Type : Signaling Server-IBM X306M

Group | Iset + | Command | isetShow [% v Range |0 500 RUM

IP address | 192.12.0.100 Number of pings |3 PING
bet Information

IP Address HAT Model Name Type RegType State Up
172.16.6.107 1140E IP Deskphone 1140 Eegular online 1
172.16.6.108 IPF Phone 2004 Phase 2 2004F2 Regular online 1
172.16.6.109 1140E IP Deskphone 1140 Eegular busy 1
172.16.6.106 1140E IP Deskphone 1140 Begular online 1

Total sets = 4
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9.1.2 System Maintenance Commands

A variety of system maintenance commands are available by navigating to System >
Maintenance using Element Manager. The user can navigate the maintenance commands using
either the “Select by Overlay” approach or the “Select by Functionality” approach.

Managing: 10.7.8.61 Username: admin
System » Maintenance

Maintenance

@ Select by Overlay O Select by Functionality

The following screen shows an example where “Select by Overlay” has been chosen. The various
overlays are listed, and the “LD 96 — D-Channel” is selected.

Maintenance

@ Select by Qverlay  Select by Functionality

=Select by Overlay=

LD 30 - Network and Signaling

LD 32 - Network and Peripheral Equipment
LD 34 - Tone and Digit Switch

LD 36 - Trunk

LD 37 - Input/Qutput

LD 38 - Conference Circuit

LD 39 - Intergroup Switch and System Clock

LD 45 - Background Signaling and Switching I_m
LD 46 - Multifrequency Sender D-Channel Diagnostics
LD 48 - Link MSDL Diagnostics
LD 54 - Multifrequency Signaling TMDI Diagnostics
LD 60 - Digital Trunk Interface and Primary Rate Interface

LD 75 - Digital Trunk

Loon Call Tr.

[ D 96 - D-Channel

LD 117 - Ethernet and Alarm Management

LD 135 - Core Common Equipment

LD 137 - Core Input/Output

LD 143 - Centralized Software Upgrade

On the preceding screen, if “LD 96 - D-Channel” is selected on the left menu with “D-Channel
Diagnostics” selected on the right menu, a screen such as the following is displayed. D-Channel
number 15, which is used in the sample configuration, is established “EST” and active “ACTV”.
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Managing: 192.42.0.100 U=ername. admin %
System » Maintenance » D-Channgl Diagnostics

D-Channel Diagnostics

| Status for D-Channel (STAT DCH) v
| Disable Automatic Recovery (DIS AUTO) v| AL
| Enable Automatic Recovery (ENL AUTO) v| [ rDL
| TestInterrupt Generation (TEST 100) v
| Establish D-Channel (EST DCH) v
| |pcH|pEs |apPL_sTaTus|unk_sTaTus|aUTO_RECY

O [015_VDCH OPER EST ACTV | AUTO

() 020 private DSBL RST AUTO

Instruction: Select a command, add wvalue and click on [Submit].
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9.2. Wireshark Verifications

This section illustrates Wireshark traces for sample outbound and inbound calls using the reference
configuration.

9.2.1 Example Outbound Call

This section illustrates an example outbound call from a CS1000E 1140E IP UNIStim user with
Directory Number 4094 to PSTN.

The following screen capture shows a Wireshark trace captured on the CPE private network,
filtered on SIP messages. The INVITE message sent by the CS1000E is selected. As can be
observed, in the sample configuration, the CS1000E sends the calling station’s associated AT&T
DID number (see Section 5.8) in SIP headers such as the From and P-Asserted-Identity headers.
CS1000E proprietary headers such as “x-nt-e164-clid” can be observed, and such headers will be
removed by the SBC. CS1I000E MIME headers can be observed in the Message Body and will be
removed by Session Manager. The History-Info header will be removed by the Avaya Aura®
SBC.

Filter: | sip ¥ Expression... Clear Apply
Mo, Tirne Source Destination Protocal Info
22 1.477 172.16.6.110 152.168. 67,210 SIP/SDP Reguest: INVITE sip:1?326?12438@c0tsl.nﬂab.com;user:ph0r|
T T.480 T9Z. 165, 67. 210 T7Z.16. 6. 10 TP Tatus: LU0 Trying
27 1.526 152.168.67. 210 192.168.67.125 SIP/SDP Request: IMVITE sip:l7326712438@135.25.29.74;user=phone,
28 1.528 152.168.67.125 192.168.67.210 SIF Status: 100 Trying
40 3.720 192.168.67.125 192.168.67.210 SIP/SDP Status: 180 Ringing, with session description
43 3.723 152.168.67.210 172.16.6.110 SIP/SDP Status: 180 Ringing, with sessi description
57 5.136 192.168.67.125 192.168.67.210 SIP/SDP Status: 200 oK, with session dei%r"lpt"lon
50 5.140 192.168.67. 210 172.16.6.110 SIP/SDP Status: 200 oK, with session description
6l 5.148 172.16.6.110 192.168.67.210 SIF Request: ACK sip:l7326712438@192.168.67.125:5060;transpor
62 5.148 1592.168.67. 210 192.168.67.125 SIF Request: ACK sip:l7326712438@192.168.67.125:5060;transpor
FREETNOS 172.16.6.110 192.168.67.210 SIP Reguest: BYE sip:l7326712438@152.168.67.125:5060;transpar
Tl At ) 192.168.67. 210 152.168.67.125 SIP Reguest: BYE sip:l73267124388192.168.67.125:5060;transpor
F7 7.601 152.168.67.125 152.168.67.210 SIP Status: 200 oK
78 7.602 192.168.67. 210 172.16.6.110 SIF Status: 200 oK |
b
# From: "Groucho Marx"<sip: ?323204383qc0tsl ntlab. com;user= phone> tags= _2c3af38-6e0610ac-13c4-55013-0181a-658202F1-0181a -~
53] |p TP AT AR ST O s LT T, Oy User= phane>
Ca'l'l -ID: 4d107f8-620610ac-13¢c4-55013-9181a-5cFh4625-9181a
® Cseq: 1 INVITE
®via:r SIPS2.0/TCP 172.16.6.110:5060;branch=2z0hG4bK-9181a-238627a6-d427def
Max-Forwards: 70
supported: 100rel, x-nortel-sipvc,replaces
User-agent: Nortel] CS1000 STP Gw releass 0 version Linux=7, 50,1
® P-Asserted-Identity: "Groucho Marx"<sip:7323204383@cotsl. ntlab. com; Wser=phones
Privacy: none
# x-nt-elad-clid: +73232043838cotsl. ntlab. com; user=phone
History-Info: <sip:17326712438@cotsl. ntlab. com; user=phones; index=1
ATert-Into: <cid:externa @cotsl. mt [ab, coms
® Contact: <sip:7323204383@cotsl.ntlab. com:5060;maddr=172.16.6.110;transport=tcp; user=phone:>
Allow: IMVITE,ACK, BYE, REGISTER, REFER, MOTIFY, CAMCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
cContent-Type: multipart/mixed;boundary=unigue-boundary-1
Content-Length: 853
= Message Body
!=| MIME Multipart Media Encapsulation, Type: multipartsmixed, Boundary: "unigue-boundary-1"
[Twpe: muTtipartmixed]
First boundary: —-unigue- boundary 1NN v
| Frame (frame?, 475 bte: Packets: 100 Disolaved: 16 Marked: 0 Load time: 0:00,015 Profile: Default
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The following screen capture shows the same Wireshark trace, however the Invite sent by Session
Manager is selected. As can be observed from the selected section, the CS1000E proprietary
header “x-nt-e164-clid” can still be observed, as is the History-Info header. Session Manager has
inserted the P-Location header which will be removed by the Avaya Aura® SBC. However the
CS1000E MIME header has been removed from the Message Body by Session Manager (see
Section 6.3.2).

Filter: |sip ¥ Expression... Clear Apply

0. Tirne Source Destination Protocol Infa
22 1.477 172.156.6.110 192.168.67.210 SIF/SDP Reguest: INVITE sip:l73267124388cotsl. ntlab. com;user=phor
24 1.480 152.168.67. 210 172.16.6.110 SIE Status: 100 Trying
27 1.526 152.168.67. 210 152.168.67.125 SIP/SDP Request: INVITE Sip:l?326?12438@135.25.29.?4;user=ph0ne,|
28 1.529 152.168.67.125 152.168.67. 210 SIF Status: 100 Trying
40 3.720 192.168.67.125 192.168.67.210 SIP/SDP Status: 180 Ringing, with session description
43 3.723 192.168.67. 210 172.16.6.110 SIP/SDP Status: 180 Ringing, with sessiofsdescription
57 §5.136 192.168.67.125 192.168.67.210 SIP/SDP Status: 200 oK, with session description
59 5.140 1%92.168.67. 210 172.16.6.110 SIP/SDP Status: 200 oK, with session description
6l 5.146 172.16.6.110 152.168.67. 210 SIF Request: ACK sip:l7326712438@1592.168.67.125:5060; transpor
62 5.1409 152.168.67. 210 152.168.67.125 SIP Request: ACK sip:l7326712438@1592.168.67.125:5060; transpor
F3 Ta0a3 172.16.6.110 192,168, 67. 210 SR Reguest: BYE s1p:l73267124358@192.168.67.125:5060; transporn
75 7.556 152.168.67. 210 152.168.67.125 SIP Request: BYE sip:l7326712438@1592.168.67.125:5060; transpor
7P OT.6801 152.168.67.125 152.168.67. 210 SIP Status: 200 OK
78 7.802 162.168.67. 210 172.16.6.110 SIP Status: 200 OK

b
T a—

[2 x—rt-el64-cTid: +7323204383@cotsl. ntlab. com; user=phone
# [Expert Info (MotesUndecoded): Unrecognised SIP header (x-nt-eléd-cl1id)]
alert-Info: <cid:external@cotsl.ntlab. com>

F Contact: <sip:7323204383@cotsl.ntlab.com:5060;maddr=172.16.6.110; transport=tcp; user=phone>
allow: INVITE, ACK, BYE, REGISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
Content-Length: 261
Content-Type: applicationssdp

# P-asserted-Identity: "Groucho Marx" «sip:7323204383@192.168.64.1530; user=phaonex>

I ote—Party-T0: "crogcho Mars' IR FIF3204383@15G2 168, 64 .1 30 user=phones:narty=callinn: scresn=no: nrivacy=aff
History-Info: <sip:173267124388cotsl. ntlab. com;user=phones; index=1, <sip:1732671243861%2.168.64.130; user=phones>; index=1.

Route: <sip:192.168.67.1258 transport=tcp:ilr:phase=terminating>
|L-P—L0cati0n: sM; origlocname="cslk"; termlochame="Aa-SEC"
# [Expert Info (MotesUndecoded): Unrecognised SIP header (P-Location)]
Max-Forwards: 66
= Message Body
= session Description Protocol
session Description Protocol wersion (uwl: O
= ownerCreator, Session Id o): - 193 1 IN IP4 172.16.6.110

Owner Username: -
Chaccdan TR 07

The following screen shows a Wireshark trace of the same outbound call, but taken at the public
(outside) interface of the Avaya Aura® SBC. A portion of the INVITE sent to AT&T is shown
(frame 15). The use of UDP and destination port 5060 can be observed (see Sections 7.2.2 and
7.2.4.1). Note that the CS1000E proprietary header “x-nt-e164-clid” and the History-Info header
have been removed
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Filter: |sip

Mo, Timne SOLFCe: Destination Protocol Info

¥ Expression... Clear Apply

IlS 17.733 192.168.64.1350 135.25.29.74 SIP/SDP Reguest: IMVITE sip:l73267124358@155.25.29.74, with sessic
o B i il I155.25.258.74 1562, Te8. 64,150 STE Status: 100 Trying
22 20.243 135.25.29.74 152.168.64.130 SIP/SDP Status: 180 Ringing, with session description
124 21.859 135.25.29.74 192.168.64.130 SIF/SDP Status: 200 oK, with session description
126 21.878 152.168.64.150 beral e ) SIF Request: ACK sip:l7326712438@135.25.20,74:5060;transport=
s L 192.168.64.1350 L3520 2 0uFd SLE Reguest: BYE sipil7326712438€155.25.29.74:5060;transport=
264 23,914 135.25.25.74 152.168.64.1350 SLE Status: 200 ok & ud
>
# User Datagram Protocol, Src Port: sip (50600, Dst Port: sip (50600 | -~
= Sessi0n InTtiation Protocol
® Request-Line: INVITE sip:173267124388135.25.29.74 SIP/2.0
= Message Header
# From: "Groucho Marx” <sip:73232043838192.168.64.130>;Tag=7043a8c0-13C4-42173719-54%0h6bc-16dd42d
# To: <sip:l73267124386135.25.29. 74>
Call-ID: CxC-192-5%9a63cd0-7d43a8c0-13c4-4e173719-5490b6bhc-5dc4a4 578192, 168.64.130
# Cseq: 1 IMNVITE
® Contact: <sip:7323204383@152.168.64.130:5060;transport=udp; user=phone>
® via: SIP/2.0/UDP 192.168.64.130:5080; branch=z2%hG4bk-24adl-4e173719-5490b6bc-1a373d62
Supported: 100rel, x-nortel-sipvec,replaces
User-agent: Mortel CS1000 SIP Gw release 7.0 version_ssLinux-7.50.17 Avaya-sM-6.1.2.0.612004
Privacy: none
® P-Asserted-Identity: "Groucho Marx" <sip:732320438368192.168.64.130>
# Remote-Party-ID: "sroucho Marx" <sip:73232043838192.168.64.1530; user=phones>;party=calling; screen=no; privacy=off
Max-Forwards: &5
Allow: INVITE, ACK,BYE,RESISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFO, SUBSCRIEE, UPDATE
content-Type: applicationssdp
Cantent-Length: 267
= Message Body
= Session Description Protocaol
session Description Protocol version (w): O
# owner/Creator, session Id o): - 203 1 IW IP4 192.168.64.130
Session Mame (s): -
F# Connection Information (c): INM IP4 192.168.64.130
# Time pescription, active time {t): 0 0
# Media Description, name and address (m): audio 30240 RTP/AVP 18 0 8 100 111
+-C0nnect10n Informat10n Cch: IN IP4 192 168,64, 130 I
() Frame (Frame), 1230 bt Packets, 91 Disgaved: 7 Morked. 0l 0ad tine; 0:00,015 FrofieiDefaul |

Scrolling down further in the Message Body shows the following:

The CS1000E offered G.729 and G.711 codecs as described in Section 5.6.

RFC2833 DTMF Telephone Event 100 was set using the procedures described in Section
5.10.

Annexb=no is specified, meaning G.729a is used.
The ptime value of 30 provisioned in Section 5.6 is also shown.

=l Message Body
- session Description Protocol

Session Description Protocol version (w):

Owhner Creator, Session Id (o): - 203 1 IW IP4 192.168.64.130

Ssession Mame (s2:

Connection Information (c): IW IP4 192.168.64.130

Time Description, active time (£): 0 O

media pescription, name and address (m): audio 30240 RTP/AVP 18 0 8 100 111
Media Type: audio

Media Port: 30240

Media Protocol: RTRAAWP

media Format: ITU-T G.72%

Media Format: ITU-T G.711 PCMU
Media Format: ITU-T G.711l PCMA
MEn T FOrma s OyTTam i cRT R =T yTa— 1ot
Media Furmat: Dynam1cRTP Type -111

Media attribute (al: rtpmap 100 te1ephone eventjEOOO

Media attribute fa): rtpmap:lll x-nt-inforeg 8000

Media Attribute Caj: Tmtp:18 annexb=no |

Media Attribute fa): fmtp:100 0-15

=
3
=
=
w
=

mMmedia attribute Ca): ptime:30

Media Attribute (al): sendrecw
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The AT&T IP Flexible Reach service responds with a 2000K that agrees on the use of G.729a, as
well as also specifying RFC2833 DTMF Telephone Event 100.

Filter: |sip | ™ Expression... Clear Apply
Mo, Tirme: Source Diestination Protocol Info
AECE R 152.168. 64,150 135.25.29.74 SIP/SDP Reguest: INMVITE sip:1732671243868135.25.29.74, with sessic
SR e | 135.25.29.74 152.168.64.1350 SIP Status: 100 Trying
22 20,243 135.25.29.74 152.168.64.130 SIP/SDP Status: 180 ringing, with session description
124 21.859 135.25.29.74 192.168.64.130 SIP/SDP Status: 200 oK, with session description
126 21.878 152.168.64.130 135.25.29.74 SIP Request: ACK sip:l7326712438@135.25.29,74:5060; transport=
2683 23,879 192.168.684.150 135.25.29.74 S1E Reguest: BYE sip:l7326712438@135.25.259.74:5000;transport=
264 23,914 s 229074 152.168.64.150 SIE Status: 200 ok ~

>

Frame 1 : r
# Ethernet II, Src: Cisco_0l:c5:al €00 Dst: 00:ca:fe:85:58:80 (00:ca:fe:85:558:80)
Internet Protocol, Sre: 135.25.209.74 (135.25.29.74), Dst: 192.163.64.130 (192.168.64.130)

User Datagram Protocol, src Port: sip (50600, Dst Port: sip 50600
= session Initiation Protocol
+ Status-Line: SIP/2.0 200 OK
Message Header
- Message Body
= Session Description Protocol
session Description Protocol version (wl: 0
| Owner /Creator, Session Id (o): Sonus_UAC 2738 21156 IM IP4 135.25.29.74
session Mame (s): SIP Media cCapabilities
# Connection Information {c): IW IP4 135.25.29.74
# Time Description, active time (t): 0 0
® Media Description, name and address ¢m): audio 18144 RTP/AavP 18 100
¥ Media Aattribute (a): rtpmap:l8 G729/8000
® Media attribute (a): fmtp:1l8 annexhb=no
mMedia attribute (a): rtpmap:100 telephone-event/8000
# Media attribute (a): fmtp:loo 0-15

Media attribute (a): sendrecy

# Media attribute (a): maxptime:30

®

Changing the display filter to rtp, the media streams for this call are displayed. Note that the UDP
ports used are within the range defined in Section 7.2.3. Also note that G.729 was the codec used.

Filter: |rtp | ¥ Expression... Clear Apply

o, Time: Source Destination Protocal Info e
150 8.769 152.168.64.130 RS P5. 2007 RTF PT=ITU-T|G. 729, | SSRC=0x5B3A3A28, Seq=9508, Time=11767403%
16 BoED? R 1592.168.64.130 RTE PT=ITU-T|G.729, | SSRC=0x4B3C23F7, Seq=93, Time=22320
152 8,796 152.168.64.130 L35 502074 RTE PT=ITU-T|G.729, | SSRC=0x5B3A3A28, Seq=9509, Time=117674063
dEEER TR T3P PO 1592.168.64.130 RTE PT=ITU-T|G.729, | SSRC=0x4B3C23F7, Seq=%, Time=22560
194 B.827 152.168.64.130 I35 752974 RTE PT=ITU-T|G. 729, | SSRC=0x3B34A3428, Seq=%510, Time=117674087
155 8.852 135.25.29.74 152.168.64.1350 RTR PT=ITU-T|G.729, | SSRC=0x4B3C23F7, Seq=95, Time=22800
1596 8.859 152.168.64.130 135 52074 RTE PT=ITU-T|G.72%, SSR%XSBB,\B,\QS, Seq=9511, Time=117674111
1587 B.882 T35 P 152.168.64.130 RTE PT=ITU-T|G.729, | SSRC=0x4BE3C23F7, Seq=96, Time=23040
TOR R RRA TR2 AR AL TRN M6 2E 20 T4 RTR BT=TTI-T|~ 776 |SSpr=fv5RIAT47R  San=G517 Tima=117A747325 "

| >

# Ethernet II, t Cisco 01:c5:al (00:22:55:01:¢5:al), Dst: 00:ca:fe:85:58:80 (00:ca:fe:B85:58:80)
# Internet Protocol, Src: 135.25.20.74 (135.25.29.74), Dst: 162.168.64.130 (192.168.64.130)
= User Datagram Protocol, Src Port: 17692 (17692), Dst Port: 28694 (28694)
Source port: 17692 (17692)
Destination port: 286594 (286940
CERETTT 50
# Checksum: 0x0000 (none)
Real-Time Transport Protocal

]

9.2.2 Example Inbound Call

This section illustrates an inbound call from PSTN telephone 732-671-2438 to AT&T IP Flexible
Reach DID 732-320-4383.

The following screen shows a Wireshark trace taken from the public interface of the Avaya Aura®
SBC. Frame 6 shows an INVITE from AT&T, and is expanded to illustrate the contents of the
message header and message body. Note that AT&T sends the calling party number 7326712438
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in the From, Contact, and PAI headers. The Request-URI and To header both contain the dialed
AT&T DID 7323204383. In the message body, note that the AT&T SDP offer lists G.729A and

G.711mu. RFC2833 DTMF Telephone Event 100 is also specified.

I3

on Initiation Pro
Request-Line: INVITE sip:73232043836192.168.64.130:5060 SIF/2.0
ssage Header
via: SIP/2.0/UDP 135.25.29.74:5060;branch=29hG4bKsd6j4711020395h881670.1
] From: <sip:7326712438@135.25.29.74:5060>; tag=ds5clcadzs
@ To: <sip:7323204383@1592.168.64.130>
Call-IDb: ASE_1310129676833_32579_null_135.25.250.88
" Cseq: 1 INVITE
Max-Forwards: 66
® Contact: <sip:732671243868135.25.29.74:5060; transport=udp>
Allow: INVITE,ACK, CANCEL, BYE, INFO, PRACK
Accept: application/ssdp, application/isup, applicationsdtmf, application/dtmf-relay, multipart/mixed
P-charging-vector: fcid-value=43c195a0-0bch-1000-00-00-00-10-6b-01-ce-d7; icid-generated-at=135.25.30. 257
# P-asserted-Identity: <sip:73267124386135.25.29.74:5060>
Content-Length: 259
Content-bisposition: session; handling=required
Content-Type: application/sdp
= Message Body
= Session Description Protocol
session Description Protocol version (vl: O
® owner/Creator, Session Id (o): Sonus_UAC 795 3435 IN IP4 135.25.29.74
session Mame (s): SIP Media Capabilities
® Connection Information (c): IW IP4 135.25.29.74
# Time Description, active time (t): 0 0
® media pescription, name and address ¢m): audio 17694 RTPSAvP 18 0 100
Media attribute (a): rtpmap:l8 GF29/8000
# Media attribute (a): rtpmap:0 PCMU/S000
® Media attribute (a): rtpmap:100 telephone-event /8000

k)| Session Initiation Protocal (sin), 1033 bytes Packets: 154 Displaved: 7 Marked: 0 Load time: 0:00.015 Profile: Default

Filter: |sip ¥  Expression... Clear Apply
0. Time: Source Destination Protocol Infa
6 5,598 135.25.29.74 152.168.64.130 SIP/SDP Request: INVITE sip:7323204383@192.168.64.130:5060, with
7 5.801 152.168.64.130 135.25.29.74 SIP Status: 100 Trying
B0 axE 192.168.64.150 135.25.29.74 SLE Status: 180 Ringing
11 §.985 192.168.64.130 125.25.20.74 SIP/SDP Status: 200 oK, with session description
LIS 135.25.26.74 192.168.64.130 SIP Reguest: ACK sip:4004@192.168.64.130:5060; transport=udp;L
179 9.592 152.168.64.130 135.25.29.74 SIP Request: BYE sip:7326712438@135.25.20, 74 :15060;transport=0
181 9.6248 135.25.29.74 152.168.64.130 SIP Status: 200 ok

i

The following screen shows the 200 OK in frame 11 expanded to show the contents of the SDP
Message Body from the CS1000E containing the following:

e  G.729A with annexb=no
e RFC2833 DTMF Telephone Event 100
e Ptime=30
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-l Message Body
-l Session Description Protocol
session Description Protocol wversion (w): O
+ owner//Creator, Session Id (o): - 192 1 IW IP4 192.165.64.130
Ssession Mame (s): -
# connection Information {c): IW IP4 192.168.64.130
+# Time Description, active time (t): 0 O
=l Media Description, name and address ¢m): audio 288%6 RTPAAVP 18 100 111
Media Type: audio
Media Port: 28696
Media Protocol: RTPAVP
| media Format: ITU-T G.729 |
Media Format: DynamicRTP-Type-100
mMedia Farmat: DynamicRTP-Type-111
# connection Information {c): IW IP4 192.168.64.130
|+ Media attribute Ca): rtpmap:1l00 telephone-ewvent, /8000
# Media ATtribute fal: rtpmap 111l X-nt-inforeg/ 8000
[ Media attribute €a): ptime:30
|+ Media attribute Ca): fmtp:1l8 annexb=no
+ Media attribute Ca): fmtp:lo0 0-15
Media attribute (al): sendrecy

Proceeding to the Wireshark from the inside of the SBC for this same call, Session Manager will
modify the Request-URI from 732-320-4383 to CS1000E Directory Number 4094, an IP UNIStim
1140E telephone.

The following screen capture shows the INVITE message (frame 47) from the Avaya Aura® SBC
inside interface to Session Manager. The message body contains the same called number and SDP
offer information as shown in the previous screenshots.
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Filter: Esip | * Expression... Clear Apphy

Mo, Time: Source Destination Protocol Info ol
47 8. 060 192.168.67.125 192.168.67.210 SIP/SDP RequesT: INVITE sip:7323204383@cots1l.ntlab. com: 5060, with
48 B. 062 192.168.67.210 192.168.67.125 SIP Status: 100 Trying
51 8.067 1592.168.67.210 172.16.6.110 SIP/SDP Request: INVITE sip:4094@cotsl.ntlab. com:5060, with sessi
54 B. 08O 172.16.6.110 192.168.67.210 SIP status: 100 Trying
56 H.098 172.16.58.110 1%2.1688.67.210 SIP Status: 180 Ringing
58 8.100 192.168.67.210 192.168.67.125 SIP status: 180 Ringing ,l%

71 9.082 172.16.6.110 192.168.67.210 SIP/SDP Status: 200 ok, with sessi description

75 9.086 192.168.67.210 192.168.67.125 SIP/SDP Status: 200 ok, with session description

7o 9,261 1592.168.67.125 192.168.67.210 SIP Reguest: ACK sip:4094@c0t51.nt1ab.c0m:5060;maddr=l72.16.€“l
>

Ethernet II, sSrc: 0 a:fe:45:93:63 (00:ca:fe:45:9 33, Dst: Ibm_08:f4:58 (00:21:5e:08:T4:58)
Internet Protocol, Src: 192.168.67.125 (192.168.67.125), Dst: 1%92.168.67.210 (192.168.67.210)
Transmission Control Protocol, Src Port: jwalkserwver (12897, Dst Port: sip (508070, sSeq: 349, Ack: 473, Len: 1104
Sessjon Initiation Protocol
) Regquest-Line: INVITE sip:7323204383@8cotsl.ntlab. com:5060 SIP/2.0
= dE AEd0ET
From: <sip:7326712438@135.25.29.74:5060>;tag=7d43a8c0-13c4-4e173767-5451e7d5-45bb1a37
H To: <sip:7323204383@cotsl. ntlab. coms>
Call-ID: CxC-195-55a64050-7d43a8c0-13c4 42173767 -5491e7d5-6140c4d1@135.25.25.74
CSeq: 1 INVITE
@ Contact: <sip:7326712438@1592.168.67.125:5060; transport=tcp>
® wia: SIP/2.0/TCP 1592.168.67.125:5060;branch=z9hG4hK-24add-4el73767-5491e7d5-70311had
Max-Forwards: &5
Accept: application/sdp,applicationSisup, applicationsdmf, applicationsdtmf-relay, multipart mixed
F-Charging-vector: icid-walue=603ef0a0-0bef-1000-00-00-00-10-6b-01-ce—-d7;icid-generated-at=135.25.30.2357
) P-asserted-Identity: <sip:7326712438@135.25.29.74:5060>
A1low: INVITE,ACK,CANCEL, BYE, INFO, PRACK
Content-Disposition: session; handling=required
Content-Type: application/sdp
Content-Length: 261
= Message EBody
= Session Description Protocol
session Description Protocol wversion (vw): O
@ Owner/Creator, Session Id o): Sonus_UAC 3582 5946 IN IP4 1592.168.67.125
Session Mame (s): SIP Media Capabhilities v

O Frame (frams) 1158 byle | Parkets: 147 Disnlaver: 24 Marked: 0 losd tne, L0000 I Profile: Default

®

The following screen capture shows the INVITE message (frame 51) from Session Manager to the
CS1000E. The message body contains the same called number and SDP offer information as
shown in the previous screenshots, however Session Manager has changed the Request-URI called
number from 732-320-4383 to 4094 (see Section 6.3.1).
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Filter: | sip > Expression... Clear Apply

o, Time Source Destination Protacal Info e
47 §.060 192.168.67.125 192.168.67.210 SIP/SDP Request: INVITE sip:7323204383@cotsl.ntlab.com:5060, with
48 8.062 192.168.67.210 1592.168.67.125 SIP Status: 100 Trying
51 &.067 192.168.67.210 172.16.6.110 SIPSSDP Reqguest: INVITE sip:40%4@cotsl.ntlab. com:5060, with sessi
54 8. 080 172.16.6.110 192.168.67. 210 SIF Status: 100 Trying
56 8. 008 172.16.6.110 192.168.67.210 SIP Status: 180 Ringing
58 8.100 192.168.67.210 192.168.67.125 SIP status: 180 Ringing [é\\s
71 9.082 172.16.6.110 192.168.67.210 SIP/SDP Status: 200 oK, with séssion description
75 9.086 192.168.67.210 192.168.67.125 SIP/SDP Status: 200 oK, with session description
7O G260 1%2.168.67.125 1%2.168.67. 210 SIF Request: ACK sip:40%4@cotsl.ntlab.com:s060;maddr=172.16, ¥

*
= O I T O ProtoTo T ~
iERequest—Line: INVITE sip:40594@cotsl.ntlab.com: 5060 SIP/S2.0
= Message Header
Record-Route: <sip:74che?B8d@192.168.67.210; transport=tcp; Ir>
Record-poute: <sip:l82.168.67.208:15060;1r; sap=086408461¥1%016asm-callprocessing. sar-784160832~1310158964 824166572103
Record-route: <sip:74che?8d@192.168.67.210;transport=tcp; Ir>
# From: <sip:73267124368@135.25.29.74:5060>;tag="cd43a8c0-13¢4-4e173767-5491e7d5-45bh1a37
# To: <sip:7323204383@cotsl.ntlab. com>
Call-ID: CxC-195-59a64050-7d43a8c0-13c4-4el73767-5491e7d5-0140d4d1@135.25.29. 74
# C3eq: 1 INVITE
# Contact: <sip:73267124388152.168.67.125:5060; transport=tcp>
# viar SIP/2.0/TCP 192.168.67.210; branch=z%hc4bKC0AB4 3D1FFFFFFFFFFFL534601012391-aP; Tt=60161
# viar SIP/2.0/TCP 192,168, 67.209:15070; branch=z5%ha4 bKCOAB4 30D1FFFFFFFFFFFLS534 601012391
# viar SIP/2.0/TCP 192.168.67.209:15070; branch=z5%ha4bKCOAB4 30DLFFFFFFFFFFFL534611012385
# viar SIP/2.0/TCP 192.168.67.209:15070; branch=z5%h=4bKCOAB4 3DLFFFFFFFFFFFL534 611012388
# via: SIP/Z2.0/TCP 192.168.67.210; branch=z%hG4hK-24add-4e173767-5491e7d5-705311bad-ap; fT=59422
# viar SIP/2.0/TCP 192.168.67.125:5060; branch=z9hG4bK-24add-42173767-5491e7d5-70311bad
Accept: applicationssdp, applicationAisup, applicationsdtmf, application/dtmf-relay, multipart/mixed
P-Charging-vector: fcid-value=603ef0a0-0bef-1000-00-00-00-10-6b-01-ce-d7;icid-generated-at=135.25.30.237
# P-Asserted-Identity: <sip:i7326712438@155.25.29.74:5060
Allow: INVITE, ACK, CANCEL, BYE, INFO, PRACK
Cantent-Disposition: session;handling=reguired
Content-Type: application/sdp
Content-Length: 261
Route: <sip:l72.16.6.110;transport=tcp; 1r;phase=tarminating: ol
) *
)| Frame (frame), 556 bytes Packets: 147 Displaved: 24 Marked: 0 Load Hie: 0,00,000 Profile: Default

The following screen capture shows the same Wireshark trace but expands the 200 OK in frame 71
sent by the CS1000E when the user answers the call. The message body area is expanded to show
the following:

Media port within range 16384-32767
G.729A with annexb=no

RFC2833 DTMF Telephone Event 100
Ptime=30
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-l Message Body
-] session Description Protocol
session Description Protocol wersion (vl O
+ Owner/Creator, Ssession Id (od: - 204 1 IW IP4 172.16.6.110
session Mame (s): -
+ Connection Information (<) IW IP4 172.16.6.109
# Time Description, active Time (tJ: 0 0
=l Media Description, name and address (m): audio 16384 RTPAAvP 18 100 111
Media Type: audio
|Media Port: 16384
Media Protocaol: RTPSAVE %
| Mmedia Format: ITU-T G.720 |
Media Format: DynamicRTP-Type-100
Media Format: DynamicRTP-Type-111
Connection Information (c): IN IP4 172.16.6.109
Media attribute (a): ptime:30
Media attribute (a): fmtp:l8 annexb=no
Media attribute (a): rtpmap:l00 telephone-event /8000
Media attribute (a): fmtp:loo 0-15
Media attribute (a): rtpmap:lll x-nt-inforegq/ 8000
Media attribute (a): sendrecy

| F | E |

9.3. System Manager and Session Manager Verification

This section contains verification steps that may be performed using System Manager for Session
Manager verification.

9.3.1 Verify SIP Entity Link Status

Log in to System Manager. Expand Elements - Session Manager - System Status = SIP
Entity Monitoring.

From the list of monitored entities, select an entity of interest, such as “AuraSBC”. Under normal
operating conditions, the Link Status should be “Up” as shown in the example screen below. The
Reason Code column indicates that the Avaya Aura® SBC has responded to SIP OPTIONS from
Session Manager with a SIP 404 message, which is sufficient for SIP Link Monitoring to consider
the link up.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIF entity.

All Entity Links to SIP Entity: AA-SBC_to_AT&T

[ Summary View |

1 Itemn Refresh Filter: Enable
s | Session Manager SIP Entity Resolved Conn. Reason Link
Fetats Name IP et Fenh: Status Fudg Status
Show SM61 192.168.67.125 5060 TCP Up 404 Hof Up
found
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Return to the list of monitored entities, and select another entity of interest, such as “CS1000-
R75”. Under normal operating conditions, the Link Status should be “Up” as shown in the
example screen below. In this case, “Show” under Details was selected to view additional
information.

All Entity Links to SIP Entity: CS1K

[ Summary View ] %
1 Item Refresh ] ] . . . . Filter: Enable
4 Session Manager SIP Entity Resolved Conn. Reason Link
Hhetanks Name P | eoxt Rroio. Status | Code | Status
Hide SM&1 172.16.6.110 5060 TCP Up 200 OK Up
Time Last Down Time Last Up Last Message Sent S S N
Response Latency {(ms)

Jun 24, 2011 §:00:51  Jun 24, 2011 5:02:44 Jul &, 2011 5:59:54

FM EDT PM EDT PM EDT i

9.3.2 Call Routing Test

The Call Routing Test verifies the routing for a particular source and destination. To run the
routing test, expand Elements = Session Manager = System Tools = Call Routing Test.

The following screen shows an example call routing test for an inbound call to the CS1000K via
AT&T. Note that the called number was AT&T DID 7323204383 and Session Manager converts
this to CS1000E extension 4093 before routing the call to the CS1000E.
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Call Routing Test

This page allows you to test SIF routing algorithms on Session Manager instances. Enter information about a SIF INVITE to
how it will be routed based on current administration.

SIP INVITE Parameters

Called Party URI _ Calling Party Address
7323204383]@ cots1.ntlab.com | [192.168.67.125
Calling Party URT Session Manager Listen Port
|17326712438@192.168.67.125 B |5060 |

Day Of Week Time (UTC) Transport Protocol

| Friday v |22:28 | | TCP ¥
Called Session Manager Instance

r Execute Test
|SM61 ¥

Routing Decisions
Route < =ip:4094@cotsl.ntlab.com = to SIP Entity C51K (172.16.6.110). Terminating Location is CS1K.

Routing Decision Process

NRP Adaptations: CS1K_AT&T_AA-SBC applied.

BEGIN EMERGENCY CALL CHECK: Determining if this iz a call to an emergency number.

Originating Location is AA-5BC. Using digits and host < cotsi.ntlab.com = for routing.
NRP Dial Patterns: No matches for digits <« 7323204383 = and domain < cotsl.ntlab.com =.

MNRF Dial Fatternz: Mo matches for digits < 7323204383 = and domain = ntlab.com =.

MRP Cial Patterns: Found a Dial Pattern match for pattern < 732320 = Min/Max length 10/10 and domain < null =.
MRF Routing Policies: Ranked destination NRF Sip Entities: CS1k

MRF Routing Policies: Removing dizabled routes.

MNRPF Routing Policies: Ranked destination MRP Sip Entities: CS1K

END EMERGENCY CALL CHECHK: This i= not an emergency call.

Adapting and proxying for SIP Entity CS1K.

MRP Entity Links: Found direct link to destination. Link uses TCP to port 5060,

MNRF Adaptations: C51K applied.

NRP Adaptations; Request-URI set to sipcutsl.ntlab.cum

MNRFP Adaptations: Request URI =et to sip:4094@cotel.ntlab.com
Route = =ip:4094@cotsl.ntlab.com > to SIF Entity CS1K (1.?2.16.6.1].D].|Terrr|inating Location is CS1K.
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9.4. Avaya Aura® Session Border Controller Verification

This section contains verification steps that may be performed using the Avaya Aura® Session
Border Controller.

9.4.1 Status Tab

Avaya Aura® SBC status information is available via the Status tab.

f PR
Avr\\lli\r ;J{'H?('.é packet Status
aura
Status Summary Logout admin~ LULLCERERLEL UL LELEE LS
A~

Status

Choose a status to view from the left panel
BOX:

1 Display| Categories v

Trends

Access About NNOS-E () 2005-2011 Acme Padeet, Inc Al rights ressrved.
Accounting

Archives

For example, there is a SIP heading on the left menu that can be expanded as shown below.

Registration

= SIP
active-association
active-call-peers
active-call-summary
active-calls
active-session

In the example below, active-calls was selected from the left, revealing details about an active
outbound call from a CS1000E 1140E Unistim station to PSTN. A scroll bar allows viewing of
information about the active inbound call.
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AVAVIAF’ iam:q/(l- ',m:‘kc!
AU"S e
atus Summa Logout admin

i a Ay iy

MNetfilter

Palicy

Presence

Profiling

RADIUS

Registration

SIP
active-association
active-call-peers
active-call-summary
active-calls

[

OEHEHBEHEBRE

Status

“Home™ "Configuration™ Status [“CallTogs™ "Even Iﬁ'l".‘I’Ii'l"ll"-m.ﬂii- ["Access”|"Tools™|

-

active-calls - currently active calls

View |Basic ~| Search seconde Refresh

"Groucho Mand

active-session

audit-trail
call-admission-contral
cluster-session-status
load-balance
registration-admission-control
sip-authentication L3
sip-authorization-details
sip-b2b-status
sip-connections
sip-data-structures
sip-dialog-status
sip-domain
sip-invite-responses
sip-invite-responses-by-tag
sip-local-endpoints
sip-message-activity

e N < .f -

About NNOS-E  (c) 2005-2011 Acme Padeet, Inc. All rights reserved.

0x04C2DBBS1ECIDEEC  =sipi7323204383@cots1.ntlab.com;user=phone=tag=2c65638- =sip:17326712438@cots1.ntlab.c
Ge0610ac-13c4-55013-96a5¢c-7icvalca-96a5¢c

Taken Jul 8, 2011 2:34:17 Py EZE

Additional information about the call is available by moving the bottom scroll bar to the right (not

shown).

9.4.2 Call Logs

The Call Logs tab can provide useful diagnostic or troubleshooting information. In the following

screen, the SIP Messages search capability can be observed.

The following screen shows a portion of the Call Logs tab selected after making an outbound call.

AVBYA [ .'J(‘{Hl'_& '[L‘;(‘k('f
gura

Status Summary  Logout admin

Call Logs

st sl 0 -0U7 e soleession ol el oo sl s s el

Select: Search Type:m.

Sessions

User Sessions
Devices

SIP Messages

View All Sessions

Search

H323 Messages

Accountig Calis Page [1¥]* of 3 showing [30 ¥ items

Monitored URIs

View: | User Messages v!

« Database 08

« Monitored Calls Created Method| Result From To | Calll
Detail Session Diagram Statistics  Audit

. Files 14:34:10.397 :
Fri2011-07- INVITE Bye  sip:7323204383@cots i ntlabcom  sip:17326712438@cots ntlab.com 0 12/d8-680610ac-13c4-5:

96asc

As shown below, select the Session Diagram link to view a ladder diagram for the session.
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For example, the following screen shows a portion of the ladder diagram for the outbound call.
Note that the activity for both the inside private and outside public side of the SBC can be seen.

Call Sequence for Session 0x04C2DBB81EC1D68C il et
Call IDs: 4d127d8-6e0610ac-13c4-55013-96a5¢c-6ee7e164-96a5¢c CXC-40-59a635d0-7d43a8c0-13c4-de1]
a2 s sy e
<Timestamp= =<Delta= <Relative Time=
b INVITE (1 INVITE) —| 14:34:10.396 0.000 0.000
4— 100 Trying (1 INVITE) 4 14:34:10.397 0.001 0.001
b INVITE (1 INVITE) — 14:34:10.399 0.002 0.003
4— 100 Trying (1 INVITE) 4 14:34:10.440 0.041 0.044
4 180 Ringing (1 INVITE) 4 14:34:12.810 2.370 2.414
4 180 Ringing (1 INVITE) 4 14:34:12.811 0.001 2.415
+—— 200 OK (1INVITE) 4 14:34:13991 1.180 3.595
+—— 200 OK (1INVITE) 4 14:34:13.992 0.001 3.596
b ACK (1 ACK) ——— 14:34:14.009 0017 3613
b ACK (1ACK) ———+ 14:34:14010 0.001 3614
p BYE (2BYE) ———— 14:38:40.303 266.293 269907
b BYE (2 BYE) ———— 14:38:40.304 0001 269908
+——— 200 Ok (2 BYE) 4 14:38:40.343 0039 269947
+——— 200 0K (2 BYE) 4 14:38:40.343 0.000 269947

At the top right of the screen, the session may be saved as a text or XML file. If the session is
saved as an XML file, using the Save as XML link, the xml file can be provided to support
personnel that can open the session on another Avaya Aura® SBC for analysis.
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Back Save as text Save as XML

Call Sequence for Session 0x04C2DBBS1EC1D68C Add Session

The Call Logs tab also provides the capability to see modifications made to SIP headers by the
SBC. Below the ladder diagram is another screen section. Using the same Session Diagram as
shown above, Scrolling down to the INVITE message sent by the SBC to AT&T. The More and
See changes links have been selected to expand the SIP message display and enable observation of
the changes made by the SBC to the Revised message, as compared to the Original INVITE
received from Session Manager.

E— T,
AVAylAr :Jrrrwé'p;itkcrg Call Logs
allra

Status Summary  Logout admin

st Wlﬁiﬂi‘%}m T

A
etk 19216067210 S i sasas2n7s
& ChEanE 192.168.64.130(eth2)
» User Sessions <Timestamp> <Delta= <Relative Time=
* Devices
s SIP Messages INVITE (1 INVITE) 14:34-10.396 0.000 0.000
* H323 Messages
« Accounting Calls 100 Trying (1 INVITE) 14:34:10.397 0.001 0.001 =
< | 3
« Monitored URIls AT FTOMT 7
« Monitored Calls 96a5c
Revised: From: "Groucho Mand =sip:7323204383@192.168.64.130=tag=7 d43a8c0-13c4-4e174da2-54e8bf0-h04bfGf
s Files Original: To: =sip:17326712438@cots 1.ntlab.com;user=phone=
Revised: To: <sipi17326712438@135.25.29.74=
. iractzﬁaeie Original: Call-ID: 4d127d8-6e0690ac-13c4-55013-06a5c-6ee7e164-96a5¢
Revised: Call-ID: CXC-40-59a635d0-7d43a8c0-13c4-4e174da2-54e8bf0f-4d777949@192.168.64.130
Sessions CSeq: 1INVITE

Original: Via: SIP/2.0/TCP 192.168.67.210;branch=z0hG4bKC0AB43D 1FFFFFFFFFFF1534601013552-AP fi=60161
Revised: Via: SIP/2.0/UDP 192.168.64.130:5060;branch=z9hG4bK-24d7f-4e174da2-54e8bf0f-6233847¢

Original: Via: SIP/2.0/TCP 192.168.67.209:15070;branch=29hG4bKC0AB43D1FFFFFFFFFFF 1534601013552
Revised:

Original: Via: SIP/2.0/TCP 192.168.67.209:15070;branch=29nG4bKC0AB43D1FFFFFFFFFFF 1534611013550
Revised:

Scrolling down further, the following screen shows that the SBC has deleted the “x-nt-e164-clid”
and “Alert-Info” headers as defined in Section 7.2.5.

Original: ¥-nt-e164-clid: +7323204383@cots1.ntlab.com;user=phone
Revised:

Original: Alert-lnfo. <cid:external@cots1.ntlab.com=

Revised:

Scrolling down further the Avaya Aura® SBC removes the History-Info header as well as the P-
Location Header as defined in Section 7.2.5.
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Criginal: History-Info:
=5ip 17326712438 @cots 1.ntlab.com;user=phone= index=1,=sip:17326712438@192.168.64.130,user=phone=;index=1.1

Revised:
Criginal: P-Location: SM;origlocname="C31K"tfermlocname="AA-SBC"
Revised:

10. Conclusion

As illustrated in these Application Notes, Avaya Communication Server 1000E Release 7.5,
Avaya Aura® Session Manager Release 6.1, and the Avaya Aura® Session Border Controller
Release 6.0.2 can be configured to interoperate successfully with AT&T IP Flexible Reach service
via either AVPN or MIS-PNT transport. This solution allows Avaya Communication Server
1000E user access to the PSTN using an AT&T IP Flexible Reach service connection.
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