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Abstract

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP test system with Avaya Aura® Communication Manager and Avaya Aura®
Session Manager using SIP trunk emulation. Hammer IP is a test solution for understanding
how IP-based systems will behave in the real world. Hammer IP can be used to assess and
monitor network performance, reliability and quality of VolP services in an Avaya IP
telephony network. In this configuration, Hammer IP emulates SIP trunks that interface to
Session Manager and originates and terminates calls through Avaya SIP telephony network.
While the call is active, Hammer IP can send DTMF tones and voice media, and provide voice
quality metrics. Call progress can also be monitored, and at the completion of the test, test
reports can be generated. The Hammer IP provides a collection of applications used to
configure the system; create, schedule, and monitor tests; and create reports.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.

JAO; Reviewed: Solution & Interoperability Test Lab Application Notes 1 of 46
SPOC 6/11/2015 ©2015 Avaya Inc. All Rights Reserved. HIP-SIP-TRK



1 Introduction

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP test system with Avaya Aura® Communication Manager and Avaya Aura® Session
Manager using SIP trunk emulation. Hammer IP is a test solution for understanding how IP-
based systems will behave in the real world. Hammer IP can be used to assess and monitor
network performance, reliability and quality of VVoIP services in an Avaya IP telephony network.
In this configuration, Hammer IP emulates SIP trunks that interface to Session Manager and
originates and terminates calls through Avaya SIP telephony network. While the call is active,
Hammer IP can send DTMF tones and voice media, and provide voice quality metrics. Call
progress can also be monitored, and at the completion of the test, test reports can be generated.
The Hammer IP provides a collection of applications used to configure the system; create,
schedule, and monitor tests; and create reports.

The following set of Hammer IP applications were used during the compliance testing:

= Hammer Configurator used to configure and manage the system.

= Hammer TestBuilder used to create and run test scripts.

= Hammer System Monitor used to monitor SIP registration status and call progress.

=  Hammer Call Summary Monitor used to monitor call completion and to create reports.

Below is a list of related Application Notes.

= Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
and Avaya Aura® Session Manager using SIP Endpoint Emulation [3]

= Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
using H.323 Endpoint Emulation [4]

= Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
using H.323 Trunk Emulation [5]

2 General Test Approach and Test Results

Interoperability compliance testing covered feature and serviceability testing. The feature testing
was conducted by originating and terminating calls using SIP trunk channels on Hammer IP and
establishing the calls through the Avaya SIP telephony network. The compliance test also
covered monitoring various reports on the Hammer IP during and after the test runs, and
checking the status of various SIP resources on Communication Manager. The serviceability
testing focused on verifying the ability of the Hammer IP to recover from adverse conditions,
such as disconnecting the Ethernet cable and rebooting the server.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1 Interoperability Compliance Testing

The interoperability compliance testing focused on verifying that the Hammer IP can establish
SIP trunks with Avaya Aura® Session Manager, establish calls, send voice media, and provide
voice quality metrics. The following features and functionality were covered:

Note:

Establishing SIP trunks to Avaya Aura® Session Manager and verifying the exchange of
SIP Options messages.

Originating and terminating calls through Avaya SIP telephony network.

Support of G.711 mu-law and G.729 codecs.

Support of direct IP-to-IP media (also known as “Shuffling” which allows IP endpoints to
send audio RTP packets directly to each other without using media resources on the
Avaya Media Gateway). Calls with Shuffling and IP Audio Hairpinning disabled were
also verified.

Generating voice quality metrics with Shuffling disabled.

DTMF support.

Exchange of SIP Options messages.

Originating calls from SIP trunks and terminating calls on SIP trunks, SIP endpoints,
H.323 endpoints, and H.323 trunks.

Performance and load testing was not the focus of the compliance test.

2.2 Test Results

All test cases passed. Empirix Hammer IP was successful in originating calls using SIP trunk
emulation and terminating calls on channels emulating SIP trunks, SIP endpoints, H.323 trunks,
and H.323 endpoints.

Important Note: The purpose of this compliance test was to verify interoperability between
Empirix Hammer IP and Avaya Aura® Communication Manager and Avaya Aura® Session
Manager using SIP trunk emulation. That is, the goal was to verify that Hammer IP establish a
SIP trunk to Session Manager and establish calls. This was successfully verified. If a Hammer
test encounters failed calls, there are various items to consider, including:

The Guard Time and Stagger parameters may be set too aggressively (e.g., Hammer IP
may be initiating too many calls too quickly) and the configuration under test may not be
able to handle the load generated by Hammer IP. These parameters should be considered
carefully for each test. It may be necessary to slow down the test to a rate that can be
reasonably handled by the test configuration.

Resources may be getting exhausted in the Avaya media gateway. These resources may
include media processing resources, touch-tone receivers (TTRs), network trunks, and
TDM bus resources.

Generally speaking, call failures encountered in Hammer IP are usually a result of one of the
issues mentioned above.
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Note: Communication Manager does not shuffle calls between a SIP trunk and a H.323 trunk.
This is per design. If the originating endpoint on the Hammer IP is a SIP endpoint, note that the
call arrives on Communication Manager via a SIP trunk. Therefore, a call from a SIP endpoint
to a H.323 trunk is essentially a call from a SIP trunk to a H.323 trunk and the call is not

shuffled.

2.3 Support
Technical support on the Empirix Hammer IP can be obtained via phone, website, or email.

= Phone: (978) 313-7002
= Web: http://www.empirix.com/support/maintenance.aspx

= Email: supportcontract@empirix.com
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3 Reference Configuration

The network diagram below illustrates the test configuration. In this configuration, Session
Manager receives calls from the Hammer IP, which emulates SIP trunks. The call is routed
through the Avaya SIP telephony network. The call is eventually routed back to the Hammer IP
where it is terminated. While the call is established, the Hammer IP sends voice media (i.e., RTP
traffic) using an audio recording. This allows voice quality metrics to be provided at the end of
each call. The Hammer IP applications running on the Hammer IP server were used to configure
the system, create and monitor the tests, and view the test reports.
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Figure 1: Empirix Hammer IP with Avaya SIP Telephony Network
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4 Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya Aura® Communication Manager running
on S8300 Server

6.3.9SP 9.1

(R016x.03.0.124.0 with Patch 22098)

Avaya G450 Media Gateway

Gateway FW 36.12.0

Avaya Aura® Session Manager running on an
S8800 Server

6.3.11.0.631103

Avaya Aura® System Manager

6.3.11
Build No. 6.3.0.8.5682-6.3.84751

Software Update Revision No: 6.3.11.8.2933

Empirix Hammer IP running on Microsoft

Windows Server 2008 R2 with Dual 2.40 GHz 6.0.0.85

Intel Xeon CPU and 12.0 GB of RAM
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5 Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

= Administer IP Node Names

= Administer IP Codec Set

= Administer IP Network Region

= Administer SIP Trunk Group to Session Manager
= Administer AAR Call Routing

Communication Manager is configured through the System Access Terminal (SAT).

5.1 Administer IP Node Names

In the IP Node Names form, assign an IP address and host name for the S8300 Server in the
G450 Media Gateway (procr) and Session Manager (Iz-asm). The host names will be used in
other configuration screens of Communication Manager.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
default 0.0.0.0
devconl3 10.32.24.20
lz-asm 192.168.100.235
procr 192.168.100.10
procrb HH
(5 of 5 administered node-names were displayed )

Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name

5.2 Administer IP Codec Set

In the IP Codec Set form, specify the audio codec(s) required by the test that will be run on the
Hammer IP. The form is accessed via the change ip-codec-set 1 command. Note the codec set
number since it will be used in the IP Network Region covered in the next section. For the
compliance test, G.711MU, G.729AB, and G.729A codecs were used. In the IP codec set form,
specify the appropriate codec being used by the Hammer test. Below is the IP codec set
configured for G.711 mu-law.

change ip-codec-set 1 Page 1 of 2

IP Codec Set
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
23
33
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5.3 Administer IP Network Region

In the IP Network Region form, specify the codec set to be used for Hammer calls and specify
whether IP-1P Direct Audio (Shuffling) is required for the test. Shuffling allows audio traffic to
be sent directly between IP endpoints without using media resources in the Avaya G450 Media
Gateway. Note that if Shuffling is enabled, audio traffic does not egress the Hammer IP since
the calls would be shuffled. The Authoritative Domain for this configuration is devcon.com.

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION
Region: 1

Location: 1 Authoritative Domain: devcon.com

Name:
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: no

Codec Set: 1 Inter-region IP-IP Direct Audio: no
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 65535
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.l1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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5.4 Administer SIP Trunk to Session Manager

Prior to configuring a SIP trunk group for communication with Session Manager, a SIP signaling
group must be configured. Configure the Signaling Group form as follows:

= Set the Group Type field to sip.

= Set the IMS Enabled field to n.

* The Transport Method field was set to tcp.

= Specify the S8300 and the Session Manager as the two ends of the signaling group in the
Near-end Node Name field and the Far-end Node Name field, respectively. These
field values are taken from the IP Node Names form.

= Ensure that the TCP port value of 5060 is configured in the Near-end Listen Port and
the Far-end Listen Port fields.

= The preferred codec for the call will be selected from the IP codec set assigned to the IP
network region specified in the Far-end Network Region field.

= Enter the domain name of Session Manager in the Far-end Domain field. In this
configuration, the domain name is devcon.com.

= The Direct IP-IP Audio Connections field was enabled on this form.

= The DTMF over IP field should be set to the default value of rtp-payload.

= Disable Initial IP-IP Direct Media.

Communication Manager supports DTMF transmission using RFC 2833. The default values for
the other fields may be used.

add signaling-group 60 Page 1 of 3
SIGNALING GROUP

Group Number: 60 Group Type: sip
IMS Enabled? n Transport Method: tcp
Q-SIP? n
IP Video? n Enforce SIPS URI for SRTP? vy

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? vy
Remove '+4+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near-end Node Name: procr Far-end Node Name: lz-asm
Near-end Listen Port: 5060 Far-end Listen Port: 5060
Far-end Network Region: 1

Far-end Domain: devcon.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Initial IP-IP Direct Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
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Configure the Trunk Group form as shown below. This trunk group is used for SIP calls to
Hammer IP. Set the Group Type field to sip, set the Service Type field to tie, specify the
signaling group associated with this trunk group in the Signaling Group field, and specify the
Number of Members supported by this SIP trunk group. Accept the default values for the
remaining fields.

add trunk-group 60 Page 1 of 21
TRUNK GROUP

Group Number: 60 Group Type: sip CDR Reports: y
Group Name: To lz-asm COR: 1 TN: 1 TAC: 1060
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: O
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 60
Number of Members: 40

5.5 AAR Call Routing

SIP calls to Session Manager are routed over a SIP trunk via AAR call routing. Configure the
AAR analysis form and enter add an entry that routes digits beginning with “46” to route pattern
60 as shown below. Note that the digits arriving from Hammer IP for incoming call requests will
start with ‘8’, the AAR feature access code. The AAR feature access code will steer the call to
AAR routing.

change aar analysis 4 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
46 5 5 60 aar n
5 7 7 254 aar n
6 5 5 2 aar n
7 5 5 3 aar n
8 7 7 254 aar n

Configure a preference in Route Pattern 60 to route calls over SIP trunk group 60 as shown
below.

change route-pattern 60 Page 1 of 3
Pattern Number: 60 Pattern Name: To lz-asm
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 60 0 n user
23 n user
3 n user
4: n user
OF n user
6: n user
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6 Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

= SIP domain

= Logical/physical Locations that can be occupied by SIP Entities

= SIP Entities corresponding to Session Manager, Communication Manager, and
Hammer IP

= Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

= Routing Policies and Dial Patterns

= Session Manager, corresponding to the Avaya Aura® Session Manager Server to be
managed by Avaya Aura® System Manager

Configuration is accomplished by accessing the browser-based GUI of Avaya Aura® System
Manager using the URL “https://<ip-address>/SMGR”, where <ip-address> is the IP address of
Avaya Aura® System Manager. Log in with the appropriate credentials.

6.1 Specify SIP Domain

Add the SIP domain for which the communications infrastructure will be authoritative. Do this
by selecting Domains on the left and clicking the New button on the right (not shown). The
following screen will then be shown. Fill in the following:

= Name: The authoritative domain name (e.g., devcon.com).
= Type: SettoSIP.
= Notes: Descriptive text (optional).

Click Commit.

Since the sample configuration does not deal with any other domains, no additional domains
need to be added.

¢ Pomm [ tlesments [ Houting / Oamaine [+]
Halp

Domaln Management _(umml(l .t_!ng_z_lj

L ltem O Flter: Enabis

Moy Type Mote V

] ., Com o |
Commit] Cancel
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6.2 Add Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management. To add a location, select Locations on the left and click on
the New button (not shown) on the right. The following screen will then be shown. Fill in the
following:

Under General:
= Name: A descriptive name.
= Notes: Descriptive text (optional).

The screen below shows addition of the Lincroft location, which includes the Avaya Aura®
Communication Manager and Avaya Aura® Session Manager.

1 Home / Elements [ leeting / Locations [+]
Location Details Commié] Cancal|

General
* Nammwr:  Lincroft

Noles: DevConnect network

Dial Plan Transparency in Survivable Mode

Enabled: |

Listed Directory Number:

Associated CM SIP Entity: |

Overall Managed Bandwidth

Managed Bandwidth Units: KR/ sec _-J
Total Bandwidth:
Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Under Location Pattern:
= [P Address Pattern: A pattern used to logically identify the location.
= Notes: Descriptive text (optional).

Click Commit to save the Location definition.

Location Pattern
ﬂ] Rm\ov-]
1ltem Filtor; Enable
™ 1P Address Pattern - Notes
O *192.168.100.* devconld (OM) & Iz-ssm (SM)
Sedect : Al Nooe
cammk]_gmod]
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6.3 Add SIP Entities

In the sample configuration, a SIP Entity is added for Session Manager, the S8300 Server in the
G450 Media Gateway, and Hammer IP.

6.3.1 Avaya Aura® Session Manager

A SIP Entity must be added for Session Manager. To add a SIP Entity, select SIP Entities on the
left and click on the New button (not shown) on the right. The following screen is displayed.
Fill in the following:

Under General:

= Name: A descriptive name.

= FQDN or IP Address: IP address of the signaling interface on Session Manager.
= Type: Select Session Manager.

= Location: Select one of the locations defined previously.

= Time Zone: Time zone for this location.

1ame 1 n
o Hume / Bements [ Routing / SIP Entities o
Hlp 7
SIP Entity Detalls Comenit| Cancal |
General
* Name: -asm
* FQDN or 1P Address: 152 168,100.235
Type: na =
Notes:
Location:  Lincroft =
Outbound Proxy: =
Time Zone: | America/tiew York =
Credential name:
SIF Link Monitoring
SIP Link Monitoring: |Use Session Manager Corfiguration =]
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Under Port, click Add, and then edit the fields in the resulting new row as shown below:

= Port: Port number on which the system listens for SIP
requests.

= Protocol: Transport protocol to be used to send SIP requests.

= Default Domain The domain used for the enterprise (e.qg.,

devcon.com).

Defaults can be used for the remaining fields. Click Commit (not shown) to save the SIP Entity
definition.

Port
TCP Failover port:
TLS Failover port:

ﬂl Removel

3 Items & Filter: Enable
[~ |Port Protocol |Default Domain Notes
[T |soso TcP ~| [deveon.com <]

E 5060 UDP ~| |devcon.com =1 J
[T |so61 T5 | |devconcom -

Select : All, None
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6.3.2 Avaya Aura® Communication Manager

A SIP Entity must be added for the Communication Manager. To add a SIP Entity, select SIP
Entities on the left and click on the New button on the right. The following screen is displayed.
Fill in the following:

Under General:

= Name: A descriptive name.

= FQDN or IP Address: IP address of the signaling interface (e.g., S8300 Server)
on the telephony system.

= Type: Select CM.

= Location: Select one of the locations defined previously.

= Time Zone: Time zone for this location.

Defaults can be used for the remaining fields. Click Commit to save each SIP Entity definition.

+ Mome [ Elemunts [ Resting [ S19 Extities o
SIP Entity Detadls Commt c-nml[

* Name: devionld

* FQDN or 1P Address: 192.168.100.10

Type: =
Notes:
Adaptation: =l
Location: Lincroft -l
Time Zome:  America/New_York =l

* SIP Timer B/F (in seconde): 4

Credential name:

Call Detail Recording: none  #|
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6.3.3 Empirix Hammer IP

Two SIP Entities must be added for Empirix Hammer IP, one for incoming calls and another one
for outgoing calls. To add a SIP Entity, select SIP Entities on the left and click on the New
button (not shown) on the right. The following screen is displayed. Fill in the following:

Under General:

= Name:
= FQDN or IP Address:

A descriptive name.
IP address of the signaling interface (e.g., Hammer-Inc)

on the telephony system.

= Type:
= Location:
= Time Zone:

The following SIP Entity is for incoming call requests from Hammer IP.

o Wane £ Klomsats | Howting [ SIP Eotitees

SIP Eatity Detalls

Adaptation

SIF Link Monitorieg

* Nome:
" FQDN o 1P Address:
Type:

Notes:

Locatien: Lincro

Timwn Jome:

*SIP Tiewer B/F (in seconds):
Crndential neme:

Call Dutail Recordieg:

Loop Detection Mode: O

Select SIP Trunk.
Select the location defined previously.
Time zone for this location.

Hammer-Inc
192.168.100.170

SIP Trurk

greas .

Usae Sezson Marager Co

Commar | Conced

ntguraton =)
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The following SIP Entity is for calls destined to Hammer IP.

Mame x
> o Mo J Hlemmnts / I-t-u 7 %y betities °
Dossaiins Yo
Kocatiant: SIP Entity Details Comvet | Conoel
Mhu\ wnearal
1P Entities * Name: Hammer-Out
Eartity Lindos * FQDN or 1P Address: 192 166.100 171
iu-v Ranges Type:  SIF Trunk
Noles:
Adaptatioe: =
Location:  Lnoroft -]
Time 2008 Anecafies Yok -
* SIP Timer 8/F (in seconds): 4
Credential name:
Call Detadt Recording: - agress =
Loop Detection Mode: | O vl
Lank Mo )
SIP Link Monitoring: 156 Saison Mansger Conliguration »
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6.4 Add Entity Links

This section covers the configuration of Entity Links for Communication Manager and Hammer
IP.

6.4.1 Communication Manager Entity Link

The SIP trunk from Session Manager to Communication Manager is described by an Entity link.
To add an Entity Link, select Entity Links on the left and click on the New button (not shown)
on the right. Fill in the following fields in the new row that is displayed:

= Name: A descriptive name (e.g., Iz-asm to devconl14).

= SIP Entity 1: Select the Session Manager.

= Protocol: Select the appropriate protocol.

= Port: Port number to which the other system sends SIP
requests.

= SIP Entity 2: Select the name of Communication Manager.

= Port: Port number on which the other system receives
SIP requests.

= Connection Policy: Select Trusted. Note: If Trusted is not selected,

calls from the associated SIP Entity specified in
Section 6.3.2 will be denied.

Click Commit to save the Entity Link definition.

The following Entity Link is between Session Manager and Communication Manager.

o Mume [ Eloments | Sesting / Fatity Unky o

o Fntity Links Cmml! Canced

1 Item o Flter: inatie

.....

Cumimbe] Canced
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6.4.2 Hammer IP Entity Links

The SIP trunk from Session Manager to Hammer IP is described by an Entity link. Two entity
links are required for Hammer IP, one for incoming calls from Hammer IP and another one for
outgoing calls to Hammer IP. To add an Entity Link, select Entity Links on the left and click on
the New button (not shown) on the right. Fill in the following fields in the new row that is
displayed:

= Name: A descriptive name (e.g., Hammer-Inc Link or
Hammer-Out Link).

= SIP Entity 1: Select the Session Manager.

= Protocol: Select the appropriate protocol.

= Port: Port number to which the other system sends SIP
requests.

= SIP Entity 2: Select the Hammer-Inc or Hammer-Out SIP entity.

= Port: Port number on which the other system receives
SIP requests.

= Connection Policy: Selected Trusted. Note: If the link is not trusted,

calls from the associated SIP Entity specified in
Section 6.3.3 will be denied.

Click Commit to save the Entity Link definition.

The following Entity Link is between Session Manager and the SIP Entity that handles incoming
calls from Hammer IP (i.e., Hammer-Inc).

Commt Carxed
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The following Entity Link is between Session Manager and the SIP Entity that handles outgoing
calls to Hammer IP (i.e., Hammer-Out).

o Dume [ themerts [ Sotieg [ Sotity Links
Hor

Entity Links Comm# || Cancel
AP Entites
Srtity Links I (TS,
Thein ”m_ Nors S0 Tty | Peatucul | Part SEP Erily 3 m'.':'u_ Purt 3 ":::z:"" l::.’ Motwe
Wasuling Pelicies Serviin
Dinl Pattoms * MammenOut 1z-3em - - ) * | Wwrreree-Cut e (m] * (5060 nated o]
[ISTI—
ll-:hﬂ‘ Solad | ML

Comme | Cancel
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6.5 Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.3. Two routing policies were added — one for Communication Manager
and one for Hammer IP. To add a routing policy, select Routing Policies on the left and click on
the New button (not shown) on the right. The following screen is displayed. Fill in the
following:

Under General:
Enter a descriptive name in Name.

Under SIP Entity as Destination:
Click Select, and then select the appropriate SIP entity to which this routing policy applies.

Defaults can be used for the remaining fields. Click Commit to save each Routing Policy
definition. The following screen shows the Routing Policy for Communication Manager.

o N { Elements [ Riutiog [ Rusting Pelioes [+]

Routieg Pulicy Details Comndt | Carcel

* Wame: devconld Pokcy
Disabled
* Retrdes: 0

Notes

Mame QDN or I Address Tyoe MNotes

£62.108.300.10

Add . | Remove Veaw Gago'Overtape

I Rem 0 Fibar: icaliw
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The following screen shows the Routing Policy for Hammer IP.

¢ Bams [ Chements / Reuting /| Noabug Palicies [+]
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6.6 Add Dial Patterns

Dial patterns must be defined to direct calls to the appropriate SIP Entity. In the sample
configuration, a 6-digit number beginning with ‘8’ followed by “46202” will be routed to
Communication Manager. The ‘8’ is the AAR access code and “46202” are the digits routed to
the Hammer IP, which will terminate on a SIP trunk. To add a dial pattern, select Dial Patterns
on the left and click on the New button (not shown) on the right. Fill in the following:

Under General:

= Pattern: Dialed number or prefix.

= Min Minimum length of dialed number.

= Max Maximum length of dialed number.

= SIP Domain SIP domain of dial pattern.

= Notes Comment on purpose of dial pattern (optional).

Under Originating Locations and Routing Policies:
Click Add, and then select the appropriate location and routing policy from the list.

Default values can be used for the remaining fields. Click Commit to save this dial pattern. The
following screen shows the dial pattern definition for Communication Manager. Based on these
digits, Communication Manager will route the call to Hammer IP via a SIP trunk.

« Hame / Dhaoments / Ksuting / Disl Patterns [+]

Dial Pattem Details Commee | Cancel

* Pattern. 86
' Min 0
M B
tmorgancy Call:

Emergency Priseity

Emergency Tyge
SIP Domain: | destoo.com

Notes:

Palicy
Disatded
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The following screen shows the dial pattern definition for Hammer IP. The extension, 46202,
will be routed to Hammer IP. Note that “46202” does not have to match any configuration on

Hammer IP. Hammer IP will answer any calls routed to it regardless of the digits.

o i £ iepents | Wty | Dol Patters (-}
LY
Nal Patters Details (uont  Catusl
oeval
SIF tnithos
e ¥ Pallemn: &80
tutity Liaks X .
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LIS lmﬁ- Eimergency Priveity:
7”“ [fe—— Emorgency Tyga!
SV Domein: | destco.com (o)
MNotes:
Ongmating Location ind Rootng Palices
Add Remove
10w O Pl Lol
Neiganating Lacalion Minstang Palic Sty Reuting Policy Mawtisg Pelicy
ESPNEIING SEntiag Wamme m.'lm R -nu»-‘J i . u::::;t:d u-mnnm—l n.«—:‘ -
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6.7 Add Session Manager

To complete the configuration, adding the Session Manager will provide the linkage between
System Manager and Session Manager. Expand the Session Manager menu on the left and
select Session Manager Administration. Then click Add (not shown), and fill in the fields as
described below and shown in the following screen:

Under General:

= SIP Entity Name: Select the name of the SIP Entity added for
Session Manager
= Description: Descriptive comment (optional)

= Management Access Point Host Name/IP:
Enter the IP address of the Session Manager
management interface.

Under Security Module:
= Network Mask: Enter the network mask corresponding to the IP
address of Session Manager
= Default Gateway: Enter the IP address of the default gateway for

Session Manager

Use default values for the remaining fields. Click Commit to add this Session Manager.

toame Ses s Menayrs

o Mume [ thonenis /| Session fanager [ Sesnion Mansger Admantstratios [+]
Melp ¥

Saccion Manogsr Edit Session Manager Commit| Cancet

Administratios

T e seneryl | Securmty Modise | NIC Banging | Monturey 1 COR ¢ Persomat Profie Mamaper [PPM
Cuemmmpnicabion
Prufile ¥ ditor .
— General «

' Netwerk
419 Bttty Name Lz-asm

Description

*Management Access Point Host Name/[F 192.168.100.233

*Direct Reuting to Endpaints  Enable x|

Vioware Virtwal Maching [

Security Module «

SIP Entity IP Address
*Network Mask 235,255.255.0
*Ovfault Gateway 192,168.100.1
*Cal Contred PB 46

*QOS Prierity &

*Sowed & Duplex  Auto :I
*SIF Firewadl Configuratico SM 6.3.8.0 =
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The following screen shows the Monitoring section, which determines how frequently Session
Manager sends SIP Options messages to Hammer IP. Use default values for the remaining
fields. Click Commit to add this Session Manager. In the following configuration, Session

Manager sends a SIP Options message every 900 secs. If there is no response, Session Manager
will send a SIP Options message every 120 secs.

Monitoring «
Enable Montoning ¢
*Proactive cycls time (secs) 500
*Reactive cydle ime (aece) 120
*Number of Retnes |1
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7 Configure Empirix Hammer IP

This section provides the procedures for configuring the Empirix Hammer IP. The procedures
fall into the following areas:

= Assign IP addresses to each Hammer IP channel.

= Configure the system, including the originating and terminating channels and the
PhoneBook, using the Hammer Configurator.

= Save and apply the Hammer configuration and start the Hammer server.

= Create and run the test script using the Hammer TestBuilder.

7.1 Configure IP Addresses on Hammer IP Server

The Hammer IP server needs to be configured with IP addresses for each channel. During the
compliance test, 20 SIP trunk channels were used. 10 channels were used to originate calls and
10 channels were used to terminate calls. This requires a block of 20 IP addresses, which must
be contiguous. The 20 IP addresses used were from 192.168.100.171 to 192.168.100.190. These
IP addresses are configured in the Advanced TCP/IP Settings under Network Connections in
Windows Server 2008.

IP Settings |pNs | wns |

—IP addresses
IP address | Subnet mask :I
192,168,100, 172 255,255, 255.0 —
192,163,100, 173 255.255.255.0 &
1| | »
Add... | Edit... | Remove |
~Default gateways:
Gateway | Metric |
192,168.100.1 Automatic
Add... | Edit... Remove |
—Iv Automatic metric
Interface metric; I

| QK I Cancel
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7.2 Configure System

This section covers the configuration of originating and terminating channels. In this
configuration, the originating channels emulate SIP trunks (described in Section 7.2.1). The
terminating channels can emulate SIP trunks, H.323 trunks, SIP endpoints or H.323 endpoints.
These Application Notes will explicitly describe the configuration for terminating calls to SIP
trunks in Section 7.2.2.1. In addition, it will provide references to other Application Notes for
configuring terminating channels as SIP endpoints, H.323 endpoints, and H.323 trunks in
Sections 7.2.2.2, 7.2.2.3, and 7.2.2.4, respectively. Only one of those sections needs to be
followed depending on the configuration desired.

7.2.1 Configure Originating Channels — SIP Trunks

The Empirix Hammer IP is configured through the Hammer Configurator, a graphical user
interface, residing on the Hammer IP server. From the Hammer IP server, run the Hammer
Configurator. The following screen is displayed.

Note: It is assumed that Hammer IP is already in Master Controller Mode. To verify, check
that the title bar of the Hammer Configurator indicates Master Controller Mode Enabled as
shown below. It is also assumed that a system was already added to the configuration. In this
configuration, the system name is AVAYAEMPIRIX01, which corresponds to the server name.

In the Hammer Configurator, the server name will appear in the left pane of the Hammer
Configurator. Expand the server name (e.g., AVAYAEMPIRIXO01) in the left pane and click on
IP Channels Configuration. The following window will be displayed. Select Avaya_SIP for
the Signaling Project and then click New.

+ Hamumer Conligurator - AVAYASMPIRIXOL - Master Conlry
B Lot Vew m,w Applcations  Delp
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© HEares i 4| Audo Codes 1
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- B AvavEMPRIN
& = channels Confguraton
9 Sgraing Server Configuraton
Verson ard License Info
5 @D Hamssver NYT Servers

& Configure Global
& Speech Rec Servess
S Voio= Quasity Servers
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The first line in the grid that is highlighted in the figure below corresponds to the 10 originating
channels. To set the number of channels in the group, click on the Channel Range cell in the
grid and enter the number 10. The following fields in the Signaling tab should be set as follows:

State Machine should be set to Avaya SIP Trunk.

Trunk ANI may be any extension.

Display Name may be any extension.

Network Connection should be set to the appropriate network interface.

Local Trunk IP should be set to a unique IP address (e.g., 192.168.100.170) and should
match the IP address configured on Communication Manager is Sections 5.1 and 5.4.
This IP address will be used for the group of originating channels.

Subnet Mask should be set to the network mask (e.g., 255.255.255.0).

Avaya IP should be set to the Session Manager SIP interface (e.g., 192.168.100.235).
Destination Port should be set to the SIP listen port (e.g., 5060).

Transport Protocol should be set to UDP.

Enable OPTIONS “PING” should be set to OPTIONS - respond.

The default values for other fields may be used as shown.

Lo
fle Edt Yew Frotocos TestBudder Appicatons Mep
= I — |
AETELLE S CSETESEPMEB R AT
il oot [P 5] Vo | o] D] coul] Ak [[ O] soa | o0 |
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< Advanced Settrgs 1120 (10) Fosue Avapa_SIP G711 ULaw
= B AvAvASPIRINO L
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Q Sgnaing Server Configuration
Version and Lcense Info
= G Hammer NXT Sarvers
< Configure Global
& Speech Roc Sarvers
© Voice Quaity Servers Sk 'Mﬂl Siraing Preview | Moda Preven|
Q| Name | Vaue | Incrementar Siep
e (TR
Q @ Trunk ANT 45201 None :]
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In the Media tab of the 10 originating channels, configure the fields as follows:

= Audio Codec should be set to the appropriate codec for the test. G711 U-Law, G729AB,
and G.729A were used during the compliance testing.

» Frequency [ms] should be set to the appropriate value for the specified codec. It should
match the Packet Size [ms] field in the IP Codec Set form on Communication Manager
for the specified codec.

= Network Connection should specify the appropriate network interface.

= Source IP Address should be set to the IP address of the channel group (e.g.,
192.168.100.170).

= Media Profile should be set to one that specifies the codec configured in the Audio
Codec field. See Appendix A for instructions on configuring a Media Profile.

= The default values for the remaining fields may be used as shown.

_ioi x|
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7.2.2 Configure Terminating Channels

During the compliance test, the originating channels emulated SIP endpoints with the calls
terminating on SIP endpoints, SIP trunks, or H.323 endpoints. Select one of the following
subsections depending on the configuration desired.

Note:

Section 7.2.2.1 for terminating calls on SIP trunks.
Section 7.2.2.2 for terminating calls on SIP endpoints.
Section 7.2.2.3 for terminating calls on H.323 endpoints.
Section 7.2.2.4 for terminating calls on H.323 trunks.

Ensure that the originating and terminating channels are assigned unique IP addresses.

7.2.2.1 Configure Terminating Channels — SIP Trunks

The second line in the grid that is highlighted in the figure below corresponds to the second
group of channels that will terminate calls. Set the Channel Range cell to the number of
channels in this group. The configuration of the Signaling tab is similar to the one for the group

of or

iginating channels in Section 7.2.1 with the exception that the Trunk ANI, Display Name,

and Local Trunk IP fields will be different. This group of channels will be assigned IP address
192.168.100.171.
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The Media tab for the group of terminating channels is shown below. The configuration is
similar to the one for the group of originating channels except for the Source IP Address field.
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7.2.2.2 Configure Terminating Channels — SIP Endpoints
To terminate the calls to SIP endpoints follow the instructions described in [3], specifically:

= Section 5 describes how to configure SIP stations and call routing on Communication
Manager.

Section 6 describes how to configure SIP endpoints on Session Manager.

Section 7.2.2.1 describes how to configure terminating SIP endpoints on Hammer IP.
Section 7.2.3 describes how to configure the PhoneBook.

Section 7.4 describes how to disable the Do Connect Latency option (required) and how
to specify the dialed digits when running a test script.

The configuration described in all the aforementioned sections of [3] must be completed for
terminating calls to H.323 trunks.

7.2.2.3 Configure Terminating Channels — H.323 Endpoints
To terminate the calls to H.323 endpoints follow the instructions described in [4], specifically:

= Section 5 describes how to configure H.323 endpoints for the originating channels on
Communication Manager.

= Section 6.2.2.1 describes how to configure terminating H.323 endpoints on Hammer IP.

= Section 6.2.3 describes how to configure the PhoneBook.

= Section 6.4 describes how to specify the dialed digits when running a test script.

The configuration described in all the aforementioned sections of [4] must be completed for
terminating calls to H.323 endpoints.

7.2.2.4 Configure Terminating Channels — H.323 Trunks
To terminate the calls to H.323 trunks follow the instructions described in [5], specifically:

= Section 5 describes how to configure H.323 trunks and call routing on Communication
Manager.

= Section 6.2.2.1 describes how to configure terminating H.323 trunks on Hammer IP.

= Section 6.4 describes how to specify the dialed digits when running a test script.

The configuration described in all the aforementioned sections of [5] must be completed for
terminating calls to H.323 trunks.
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7.3 Applying the Hammer IP Configuration

This completes the configuration of Hammer IP. This configuration should be saved by clicking
the Save button on the Hammer Configurator window. The configuration needs to be applied
to the server for the changes to take effect. Click on the Apply button in the Hammer
Configurator window. The following window is displayed as the configuration is being applied
to the server.

Applying Configuration to Server{s)...

Updating TestBuilder zettings... [Task 4 of 7]

Check that the system has been started by clicking on the server name (e.g., AVAYAEMPIRIX01)
in the left pane of the Hammer Configurator. If the current status is System Is Stopped, click
the Start system button to start the system. When the system is started, it should appear as
shown below and should also specify which configuration has been applied. The configuration
performed above was saved as SIP_20 TRK_TRK.

-+ Hammer Configurator - AVAYAEMPIRIXO1 - Master Controller Mode Enabled - IEllil

File Edit View Protocols TestBuilder Applicatons Help
[ —
< A R

Configure Hammer G5 system:
AVAYAEMPIRIXO1
- Current status
System is started.

The configuration "SIP_20_TRK_TRK" is loaded
and ready to run.

.5 Speech Rec Servers
.5 Voice Quality Servers

- Options Operations
[T Auto start system on reboot i
Stop system |
Reboot system |
Launches the QoE Manitor application l_ l_ S
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7.4 Configure and Run the Test Script
For the compliance test, two default test scripts were used:

" a4 calls b dtmf.hld to verify DTMF
" vVoice Quality Test.hld to verify voice quality

The sample test script, voice Quality Test.hld, establishes a VolP call between two H.323
endpoints on the Hammer IP, followed by the originating side playing an audio prompt to the
far-end so that voice quality metrics (e.g., PESQ score) can be obtained. The test script is
configured with the Hammer TestBuilder application and can be displayed in a ladder diagram
as shown below by double-clicking on the test script name.
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In the sample test script configured above, the A-side (originating SIP endpoint) places a call to
the B-side (terminating SIP endpoint) using the Place Call action. The Place Call properties can
be configured by double-clicking on the action in the ladder diagram. The Place Call Properties
is configured to dial the same digits for every call. In this example, the Hammer IP dials the

AAR access code ‘8’ followed by “46202”.

Note: Disable the Do Connect Latency option in the Place Call Properties window.

Place Call Properties

— Phane Mumber
% Lze Dial Sting

|a4aznz
" Use Phone book

™ Usze Channel Map

]

Cancel

il

Help

— Timeout [re]:

IEEIEIEIEI

— TDk Parameters

= | SET
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H.323 Restrict Media

— Connect Latency

[ DoConnect Latency  Conrect Latency Params
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To run the test, right-mouse click on the test script in the left pane of the Hammer TestBuilder
window and navigate to Schedule->Edit & Run. To re-run the test, the user can simply select
Schedule=>Run, if no changes are required.
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In the Properties window, click on the ellipses button (...) in the Channels section and assign
channels to the A-Side and B-Side. Set the Loop Count to the appropriate value to control the
number of iterations the test should run. Setting this field to -1 will allow the test to run forever.
Setting this field to a specific number will run the test for the many iterations and then stop. The
Guard Time (ms) field specifies how long to wait before the test is run again on the same
channel. The minimum setting should be 3500. The Stagger section allows the user to specify
how long to wait before the test is run on the next channel.

Important Note: The Guard Time and Stagger parameters should be carefully considered for
every test. A test script could fail because the configuration under test cannot handle the load
generated by the Hammer IP. These parameters can slow down the test to a rate that can be
reasonably handled by the test configuration.
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8 Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya
Aura® Communication Manager, Avaya Aura® Session Manager and Empirix Hammer IP.

8.1 Verify Avaya Aura® Communication Manager

When the Hammer IP is running a test script, the status trunk command may be used to view
the active call status. The trunk that is being monitored here is the trunk to Session Manager.
This command should specify the trunk group and trunk member used for the call be specified.

status trunk 60/1 Page 1 of 3
TRUNK STATUS
Trunk Group/Member: 0060/001 Service State: in-service/active
Port: T00044 Maintenance Busy? no

Signaling Group ID: 60
IGAR Connection? no

Connected Ports: T00134

Page 2 of the status trunk command indicates the codec being used for the call and whether the
call is shuffled. If the call is shuffled, the Audio Connection Type field would be set to ip-
direct; otherwise, it would be set to ip-tdm as shown below.

status trunk 60/1 Page 2 of 3
CALL CONTROL SIGNALING

Near-end Signaling Loc: PROCR

Signaling IP Address Port
Near-end: 192.168.100.10 : 5060
Far-end: 192.168.100.235 : 5060
H.245 Near:
H.245 Far:
H.245 Signaling Loc: H.245 Tunneled in Q.931? no
Audio Connection Type: ip-tdm Authentication Type: None
Near-end Audio Loc: Codec Type: G.711MU
Audio IP Address Port
Near-end: 192.168.100.15 : 2112
Far-end: 192.168.100.170 : 10002

Video Near:

Video Far:

Video Port:

Video Near-end Codec: Video Far-end Codec:
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8.2 Verify Avaya Aura® Session Manager

Verify that the Hammer SIP trunks are up by navigating to Home—>Elements—>Session
Manager-> System Status->SIP Entity Monitoring and clicking on the appropriate SIP

entities.

Below is the status of the SIP trunks used for incoming/outgoing calls from/to Hammer IP.
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8.3 Verify Empirix Hammer IP

Call progress can be monitored in the Hammer System Monitor. The call log for an originating
channel may be logged to the left window and the call log for a terminating channel may be
logged to the right window.
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The Hammer Call Summary Monitor may be used to get a test status overview, including the
number of call attempts, number of failed calls, PESQ scores, amongst other useful metrics.

Server  |& System Default | =

z Connected

Launches the Reports application

File Wiew Graph Applications Help
kel LY
LY L]

Call Attempts: 20 Calls per Hour: 20 CCS Last Hour: 173

Successiul Calls: |20 Callz per Second: a Erlang Last Hour: 481

Failed: 0 D THF Mizmatch: 0 dyg. CCS per Hour  |173

% Completed: 100.0000 &y, Erlang per Hour: |4.81

Wariable Average | Minimurn | Mazimum Lazt ﬂ
PSOM 0.oo n.oo 0.00 0.00

ParS Cuality 0.oo n.oo 0.oo 0.00 J
PétS Effort 0.oo n.oo 0.oo n.oo

PESD 439 438 423 4.39 j

Cunently Connected: |20 Graph Refrezh Rate (g |1 hd

Time Since Last Reset: 000:33:37
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9 Conclusion

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP with an Avaya SIP telephony network using SIP trunk emulation. The Hammer IP
was able to establish a SIP trunk with Avaya Aura® Session Manager, exchange SIP Options
messages, successfully establish calls through the Avaya SIP telephony network, generate voice
quality metrics, monitor the calls, and generate reports. All feature and serviceability test cases
were completed successfully.
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APPENDIX A: Configure Media Profile on Empirix Hammer IP

The following windows show the configuration of the Media Profile used in the Media tab for
the originating and terminating channel groups. To access this window, click on the ellipses
button (...) by the Media Profile field in the Media tab. Click on the Audio Description button
to view the codecs that will be advertised by the Hammer IP when placing a call.

Media Profile Editor: \\AVAYAEMPIRIX01\Hammer\IPSigServer\SDPs\G711U.sdp x|

— Session Description

[nclude Field?  [Field

[[o=) Qwner:

|[s=] Session Name: |Em|:uiri:-: WO Test Sezzsion

|[i=] Sezzion Information:

[fu=) URI of Description:

I i i B

|[|:|=] Phone Mumber;

|
|
|[e=] Email Address: |
|
|

r |{b=) Banduwidth Information:

— [a=) Attibutes

Add

Edit

d;

Delete

— bedia Descriptions

¥ Audio Dezcrption | r Image [T.38] Dezcrption | r Wideo Dezcription |

MHew | Save | Load Delete | Fresiew | 0K

Cancel

Help

du
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The following window shows the codecs selected for this profile. This Media Profile was
already created and named G711U.sdp. It specifies G.711U and RFC 2833. When done, click
OK to return to the previous window. Additional media profiles can be created and saved by
selecting the desired codecs in this window and then clicking the Save button in the previous
window.

MPE Audio Description: | \AVAYAEMPIRIX01\Hammer\IPSigServer|SDPs x|

— Order and configure codecs to advertize in Media Prafile

Codec I Send 'tpmap"y | FPayload Type | -

G.711U Ma 0

OG.711a M g

OG22 Ma 4

OG. 729 Mo 18 (I

O G.7294E Mo 18

OG.726 40 kbie ez 127

O G.726 32 kb/s Yes 97 4
OG.726 24 kbis Yes 93

OG.726 16 kbés Yes 93

RFC 2833 Yes 101 ¥
Mcovorn L 177 ll —_—

— Optional Dezcrnphans
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