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INTRODUCTION 

 
This document describes necessary steps and guidelines to optimally configure the Avaya WLAN 
platform with Ascom i62 VoWiFi handsets. 
  
The guide should be used in conjunction with both Avaya and Ascom’s configuration guide(s). 
 

About Ascom  

 
Ascom Wireless Solutions is a leading provider of on-site wireless communications for key segments 
such as hospitals, manufacturing industries, retail and hotels. More than 75,000 systems are installed at 
major companies all over the world. The company offers a broad range of voice and professional 
messaging solutions, creating value for customers by supporting and optimizing their Mission-Critical 
processes. The solutions are based on VoWiFi, IP-DECT, DECT, Nurse Call and paging technologies, 
smartly integrated into existing enterprise systems.  
 
Founded in the 1950s and based in Göteborg, Sweden, Ascom Wireless Solutions is part of the Ascom 
Group and listed on the Swiss Stock Exchange. The company has subsidiaries in 10 countries and more 
than 1,200 employees worldwide.  
 
Information about Ascom Wireless Solutions is available at http://www.ascom.com/ws. 
 

About Avaya 

 
Avaya is a global provider of business collaboration and communications solutions, providing unified 
communications, contact centers, data solutions and related services to companies of all sizes around the 
world. 
 
Information about Avaya is available at http://www.avaya.com. 
 
 

http://www.ascom.com/ws
http://www.avaya.com/


 

 
Interoperability Report - Ascom i62, v 5.4.2 / Avaya WLAN   4 
2015-12-15      

SITE INFORMATION 

 
Test Site(s): Ascom Wireless HQ 

Gothenburg  
Sweden 

 
Participant(s): 
 
Matthew Williams (Ascom HQ, SE) 
Ajay Raval (Xirrus Inc., US) 
 
…… 
 
 
 

Test Topology 
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SUMMARY 

 
Please refer to the test protocol for detailed results.  
 
WLAN Features 

High Level Functionality Result 

Association, Open with No Encryption OK 

Association, WPA-PSK, TKIP N/A* 

Association,  WPA2-PSK, AES Encryption OK 

Association, PEAP-MSCHAPv2 Auth., AES Encryption OK 

Association with EAP-TLS authentication OK 

Association, Multiple ESSIDs OK 

Beacon Interval and DTIM Period  OK 

Preauthentication   Supported only in autonomous 
AP mode** 

PMKSA Caching OK 

WPA2-opportunistic/proactive Key Caching OK 

WMM Prioritization OK 

802.11 Power-save OK 

802.11e U-APSD OK 

Active Mode (load test) OK 

802.11e U-APSD (load test) OK 

 
*) WPA can only be used in “mixed mode” (deprecated in 11n/ac) 
**) Opportunistic/Proactive Key Caching recommended  

 
 
Roaming 

High Level Functionality Result 

Roaming, Open with No Encryption OK 

Roaming, WPA-PSK, TKIP Encryption  N/A 

Roaming, WPA2-PSK, AES Encryption  OK* 

Roaming, PEAP-MSCHAPv2 Auth, AES Encryption   OK** 

 
*) Typical roaming time: ~28ms  
**) Typical roaming time: ~29ms (OKC enabled)  
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Known Issues 

 

 Reduced battery lifetime (~30%) when a call is active in UAPSD mode. Considering test results of 
about nine hours of talk time in UAPSD mode, the impact on real world deployments is 
anticipated to be marginal. 

 Ascom i62 will use an incorrect Tx power when the regulatory domain is set statically. e.g. “ETSI” 
or “USA”. This is due to a problem handling the “Power Constraint” information element (802.11h) 
and will be corrected in the next release (Ascom ticket no: ASCOM-292).  
Workaround: Make sure the network parameter “Regulatory domain” set to “World mode 
(802.11d)”.  

 
For additional information regarding known issues, please contact interop@ascom.se. 
 

Compatibility Information 

 
Interoperability validation at Ascom in Gothenburg was carried out in an environment involving Xirrus XR-
620/630 Access Points running software version 7.5.0. According to the manufacturer, this hardware is 
identical to Avaya Wireless LAN Access Points 9122/9123/9132/9133, hence making this report 
applicable to those particular APs on condition that they’re running Avaya’s equivalent software version of 
7.5.2. 
 
Ascom i62 version 5.4.2 incorporates WLAN driver version 3.6.h. 
 
The following hardware is supported: 
 
Compatible Access Points 

Avaya Wireless LAN Access Point 9122 
Avaya Wireless LAN Access Point 9123 
Avaya Wireless LAN Access Point 9132 
Avaya Wireless LAN Access Point 9133  
 
 
Note: This report is valid for Ascom i62 and OEM variants. 
 

General Conclusion 

 
With the exception of listed “Known Issues”, all verified test areas, such as authentication/association, 

handover and call stability, produced good results. The Voice over Wi-Fi roaming experience, irrespective 
of employing PSK and 802.1X authentication, was fully acceptable from the user perspective.  
 
As indicated on the previous page, outcomes of load tests were also satisfactory. In both active and U-
APSD modes, it was possible to maintain twelve simultaneous calls per AP without any noticeable 
deterioration of voice quality. This number was not imposed by a limitation of capacity, but rather phones 
available at the time of testing. Ascom considers a baseline of ten calls per AP to be quite adequate for 
most deployments. 
 
From the perspective of security, Ascom’s recommendation is always to employ the strongest available 
authentication and encryption combination. In practically all deployments, this would imply use of WPA2 
and AES-CCMP exclusively. 
 
 
 

mailto:interop@ascom.se
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TEST RESULTS 

 
Ascom WLAN Infrastructure Verification – VoWiFi 
 

Software Versions: 

 Avaya software v 7.5.2 

 Ascom i62 v 5.4.2 or later (WLAN driver version 3.6.h) 
 

Signaling Protocol: 

 SIP, Innovaphone IP302 used as SIP server (version 10 sr22) 
 
Configuration of WLAN System: 

 Beacon Interval: 100TU (TU = 1,024 microseconds) 

 DTIM Period: 5  

 802.11b/g/n: Channel(s) 1, 6 (802.11b-rate enabled: 11 Mbps) 

 802.11a/n/ac: Channel(s) 40, 48 

 WMM/ U-APSD Enabled 

 802.11d Regulatory Domain: SE 
 
Ascom i62 Configuration: 

 World Mode Regulatory Domain set to World mode (802.11d) 

 IP DSCP for Voice: 0x2E (46) – Expedited Forwarding 46  
(default mapping enabled on Access Points, see “Appendix A”) 

 IP DSCP for Signaling: 0x1A (26) – Assured Forwarding 31; alt. Best Effort 0x00 

 Transmit Gratuitous ARP: Enable 

 Roaming Methodology: 802.11 Roaming 
 
Keep in mind that security options and power save modes were adjusted according to requirements in 
individual test cases. Please refer to appendix A for information regarding device configuration. 
 

Test Areas 

 
Association and Authentication: 100% pass 
 

 APs can support DFS channels in 802.11 a/n/ac mode (see Ascom’s guidelines on p. 16) 
 
 
Power Save and QoS: 100 % pass 
 

 DSCP for voice set to EF46  

 Default WMM-DSCP map enabled on WLAN system (see “Appendix A”) 
 
 
“Performance”: 100% pass 
 

 12 active calls per single radio verified in active and U-APSD modes 
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Roaming and Handover Times: 100% pass 
 

 Typical roaming latency: ~30ms (WPA2, OKC enabled) 

 Pre-Authentication supported only in autonomous AP mode (not recommended) 
 
 
Battery Lifetime: 100% pass 
 

 >95.5hrs in idle mode 

 >4hrs in-call in active mode 

 >9.5hrs in-call in U-APSD mode 
 
 
Stability: 100% pass 
 

 Stable calls for the duration of >24hrs verified in active and U-APSD modes 
 
 
802.11n features: 100% Pass 
 

 Channel bonding in 802.11b/g/n mode is not recommended by Ascom 
 

Metrics do not account for “see comments” and “untested” cases. 
 
 

Test Protocol 
 

Ascom VoWIFI 
Pass 24(23)* 

Fail  0 

Comments  3(4)* 

Untested  6 

Total 33(33)* 

*) a/n/ac (b/g/n) 
 

WLAN Test Protocol

 
 
Miscellaneous 
 
Test specifications are available for scrutiny on Ascom’s interoperability web page (requires login).  
 
URL: https://www.ascom-ws.com/AscomPartnerWeb/en/startpage/Sales-tools/Interoperability 
 

https://www.ascom-ws.com/AscomPartnerWeb/en/startpage/Sales-tools/Interoperability
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APPENDIX A: TEST CONFIGURATIONS 

 

Avaya Wireless LAN Access Points 9122/9123/9132/9133 

 
In the following appendix, you will find screenshots and explanations of basic settings in order to get the Avaya 
WLAN operational with Ascom i62. Please note that APs were managed through their respective GUIs during 
interoperability validation. 

 
As reference, configuration files are included at the end of each section. 
 
ESS, Radio and QoS settings 
 

 
 

 
SSIDs > SSID Management  

- The screen shots above serve as a baseline for ESSID settings with WPA2-PSK security 
- It is recommended that the Encryption/Authentication/Global setting is “unchecked” 
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Radios > Global Settings 

- Select the correct 802.11d Regulatory Domain (or “Country”). 
- Ascom recommends a DTIM Period of “5” (lower values will negatively impact battery lifetime) 
- Make sure WMM Power Save is enabled 
- In VoWiFi deployments, the WLAN manufacturer recommends “Load Balancing” set to “Off” 
- Reduce ARP traffic by setting “ARP filtering” to “Proxy”  
- To share roaming information with other APs, set “Roaming Mode” to “Broadcast” and  

“Share Roaming Info With” to “All” 
 
Opportunistic key caching/proactive key caching (enabled by default) will work given that APs are 
configured to talk to each other. 
 
Note1: WMM Power Save (U-APSD) is strongly recommended since it will boost the battery performance 
dramatically.  
 
Note2: The Ascom i62 does not support 802.11k/v/r/w. These new amendments to 802.11 are 
“backwards-compatible” with previous standards. 
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Radios > Advanced RF Settings  

- In VoWiFi deployments, the WLAN manufacturer recommends that the “RF Monitor Mode” is 
turned “Off” 
 

 
Radios > Radio Settings  

- Disable auto-channel by setting “Channel Lock” to “Block auto-channel assignment” 
 

 
Radios > DSCP Mappings  

- Make sure that “DSCP to QoS Mapping Mode” is enabled and the Expedited Forwarding PHB 
(EF 46) is mapped to the highest priority queue 
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Radios > Global Settings .11bgn 

- The screen shot above serves as a baseline for 802.11b/g/n radio settings. Ascom recommends 
disabling the lowest data rates to improve overall capacity in the radio cell. 

- The remaining radio interfaces: 11an, 11n and 11ac were left at their default settings 
- See page16 for guidelines regarding DFS-channels in the 5GHz band 
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Setting up WPA2-Enterprise/802.1X 

 

 
SSIDs > SSID Management 

- Select “EAP” as authentication method 
- Enter the IP address and shared secret of the external RADIUS server 

 
Note1: Both root and client certificates are required for TLS. Otherwise, only the root certificate will 
suffice. 
 
Note2: “WPA2 opportunistic key caching” is recommended when roaming between access points. 
Without key caching, a full EAP exchange is executed every time the handset roams, which may degrade 
the user experience during an active call. 
 
Please refer to Avaya’s documentation for additional guidance and explanations. 
  
WLAN Configuration: 
 

WLAN 

Configuration
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Ascom i62 

 
 

 
Ascom i62 Network configuration (WPA2-PSK) 
 
TSPEC Call Admission Control is enabled by changing the value “Off” to “Required”. 
 
Ascom supports only three channel deployments using channels 1, 6 and 11.  
For 802.11a/n/ac, use channels according to the infrastructure manufacturer and country regulations. 
 
 

 
Ascom i62 network configuration for 802.1X authentication (PEAP-MSCHAPv2) 
 
Server certificate validation can be overridden in Ascom i62 version 4.1.12 and later. 
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If 802.1X Authentication is used a root certificate has to be uploaded to the phone by “right clicking” - > 
Edit certificates in Ascom Device Manager. EAP-TLS will require both a root and a client certificate. 
 
Please refer to Ascom’s documentation for additional explanations and guidance. 
 

 
Ascom i62 Template: 
 

Ascom i62 Template

 

Innovaphone IP302 (IP PBX) 

 
Innovaphone IP302 acted as SIP server and was configured with a static IP address.  
 
Disclaimer: In the real world, call signaling and voice should be an integral part of any QoS policy. In this 
report, however, signaling protocols are less relevant since testing focuses on interoperability in relation 
to the WLAN infrastructure and not features of the IP PBX.  
 
IP302 Configuration: 
 

IP302 

Configuration
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General guidelines when deploying Ascom i62 handsets in 802.11a/n/ac environments:  
 

1. Enabling more than eight channels will degrade roaming performance. Ascom recommends 
against going above this limit. 
 

2. Using 40 MHz channels (or “channel-bonding”) will reduce the number of non-DFS* channels to 
two in ETSI regions (Europe). In FCC regions (North America), 40MHz is a more viable option 
because of the availability of additional non-DFS channels. The handset can co-exist with 40MHz 
stations in the same ESS. 
 

3. Ascom does support and can coexist in 80MHz channel bonding environments. The 
recommendation is however to avoid 80MHz channel bonding as it severely reduces the number 
of available non-overlapping channels.  
 

4. Make sure that all non-DFS channel are taken before resorting to DFS channels. The handset 
can cope in mixed non-DFS and DFS environments; however, due to “unpredictability” introduced 
by radar detection protocols, voice quality may become distorted and roaming delayed. Hence 
Ascom recommends if possible avoiding the use of DFS channels in VoWIFI deployments. 

 
*) Dynamic Frequency Selection (radar detection) 
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WLAN TR

		

				WLAN Interoperability Test Report										WLAN configuration:

														Beacon Interval: 100ms

				Test object - Handset:										DTIM Interval: 5

						Ascom i62 SW version 5.4.2 or later								802.11 Protocol: 802.11b/g/n and a/n/ac (NOTE: i62 11n-enabled); 802.11d Regulatory Domain: SE

				Test object - WLAN system:										WMM Enabled, QoS = SIP AF31 (or BE) & RTP EF46 (default WMM<->DSCP map enabled); Proxy ARP enabled

						Avaya OS v. 7.5.2/Xirrus Array OS v. 7.5.0 (6033) w/								Deauth on roam = disabled, Roaming methodology = 802.11 roaming, MTU = 1400, except where stated 20MHz channels

						AP Avaya 912x & 913x/Xirrus XR6x0 (b/g/n and a/n/ac)								No Auto-tune, Single Voice VLAN

										WL9100/XR6x0

										2.4Ghz (11n)		5.0Ghz (11ac, Myco 11n)

						Test Case		Description		Verdict		Verdict		Comment

				TEST AREA ASSOCIATION / AUTHENTICATION

						#101		Association with open authentication, no encryption		PASSED		PASSED		Hidden SSID OK; IMPORTANT: WLAN system can be configured to support DFS channels in a/n/ac mode; Ascom's VoWIFI recommendation, if possible, is to avoid DFS channels, see interop. report

						#104		Association with WPA-PSK authentication, TKIP encryption		NOT TESTED		NOT TESTED		WPA2 required for .11n

						#105		Association with WPA-PSK authentication, AES-CCMP encryption		NOT TESTED		NOT TESTED		WPA2 required for .11n

						#106		Association with WPA2-PSK authentication, TKIP encryption		NOT TESTED		NOT TESTED

						#107		Association with WPA2-PSK authentication, AES-CCMP encryption		PASSED		PASSED		WPA2/AES only on WLAN system, handset WPA/WPA2

						#110		Association with PEAP-MSCHAPv2 auth, AES-CCMP encryption		PASSED		PASSED		WPA2/AES and EAP set on WLAN system, handset PEAP-MSCHAPv2; FreeRADIUS used (root-CA certificate required on handset)										FAIL

						#111		Association with EAP-FAST authentication		NOT TESTED		NOT TESTED

						#115		Association with multiple ESSIDs on AP		PASSED		PASSED		WPA-PSK/TKIP deprecated, security setting not used in test										See Comment

						#116		Association with EAP-TLS authentication		PASSED		PASSED		WPA2/AES and EAP set on WLAN system, handset EAP-TLS; FreeRADIUS used (root-CA/client certificates required on handset)

				TEST AREA POWER-SAVE AND QOS

						#150		802.11 Power-save mode		PASSED		PASSED		WMM-PS temporarily disabled through web GUI (not recommended)

						#151		Beacon period and DTIM interval		PASSED		PASSED		WMM-PS temporarily disabled through web GUI (not recommended)

						#152		802.11e U-APSD		PASSED		PASSED		QoS = SIP AF31 (or BE) & RTP EF 46 (default WMM<->DSCP map enabled on system)

						#202		WMM prioritization		PASSED		PASSED		File transfers simulated to/from FTP server on the wireless LAN (WLAN), QoS = FTP BE/UP0 & RTP EF46/UP6

				TEST AREA "PERFORMANCE"

						#301		Active mode - unencrypted		NOT TESTED		NOT TESTED		Not tested if U-APSD passes

						#303		Active mode – encrypted with WPA2-PSK		PASSED		PASSED		WPA2/AES only on WLAN system, handset WPA/WPA2; b/g/n: 12 active calls without voice deterioration, a/n/ac: 12 active calls without voice deterioration (12 calls required to PASS);

						#308		Power-save mode U-APSD – encrypted with WPA2/AES		PASSED		PASSED		WPA2/AES only on WLAN system, handset WPA/WPA2; b/g/n: 12 active calls without voice deterioration, a/n/ac: 12 active calls without voice deterioration (12 calls required to PASS);

						#309		Power-save mode U-APSD – WPA2-PSK / AES, background load		PASSED		PASSED		No voice deterioration while background load generated

						#310		CAC - TSPEC		PASSED		PASSED		3rd call denied; WLAN system WMM ACM voice set to ON (BW for CAC 5%), handset TSPEC CAC set to "required"

				TEST AREA ROAMING AND HANDOVER TIMES

						#401		Handover with open authentication and no encryption		PASSED		PASSED		Roaming methodology: 802.11 roaming, b/g/n: no significant drop in call quality during roam (median: 19ms, 17-50ms), a/n/ac: no significant drop in call quality during roam (median: 18ms, 16-27ms)

						#403		Handover with WPA-PSK authentication and TKIP encryption		NOT TESTED		NOT TESTED		WPA-PSK/TKIP deprecated, security setting not used in test

						#404		Handover with WPA2-PSK auth and AES-CCMP encryption		PASSED		PASSED		Roaming methodology: 802.11 roaming, b/g/n: no significant drop in call quality during roam (median: 31ms, 28-72ms), a/n/ac: no significant drop in call quality during roam (median: 28ms, 27-51ms)

						#408		Handover with PEAP-MSCHAPv2 authentication and AES-CCMP encryption		PASSED		PASSED		Roaming methodology: 802.11 roaming, b/g/n: no significant drop in call quality during roam (median: 32ms, 29-116ms), a/n/ac: no significant drop in call quality during roam  (median: 29ms, 27-79ms)

						#409		Handover with EAP-FAST authentication with CCKM		NOT TESTED		NOT TESTED

						#410		Handover using PMKSA caching		PASSED		PASSED		CLI config: "okc off|disabled"; first assoc. towards any new AP in ESS requires full EAP exchange, subsequent reassoc. only require 802.1x 4-way key exchange

						#411		Handover using PMKSA and opportunistic/proactive key caching		PASSED		PASSED		OKC enabled in WLAN system by default (CLI config: "okc on|enabled"); first assoc. towards ESS requires full EAP exchange, subsequent reassoc. only require 802.1x 4-way key exchange

						#412		Preauthentication		See Comment		See Comment		Not advertised in RSN IE in tested configuration (recommended) ; supported by WLAN system in autonomous mode

				TEST AREA BATTERY LIFETIME

						#501		Battery lifetime in idle		PASSED		PASSED		>95.5hrs standby (avg. 97.875hrs); b/g/n: 100.25hrs, a/n/ac: 95.5hrs; clock screen saver enabled (def.); DTIM = 5

						#502		Battery lifetime in call with no power save		PASSED		PASSED		>4hrs in-call (avg. 4.5hrs); b/g/n: 5hrs, a/n/ac: 4hrs; clock screen saver enabled (def.), DTIM = 5

						#504		Battery lifetime in call with power save mode U-APSD		PASSED		PASSED		>9.5hrs in-call (avg. 12hrs); b/g/n: 9.5hrs, a/n/ac: 14.5hrs; clock screen saver enabled (def.), DTIM = 5

				TEST AREA STABILITY

						#601		Duration of call – Active mode		PASSED		PASSED		>24hrs stable call without interruption (24hrs required to PASS)

						#602		Duration of call – U-APSD mode		PASSED		PASSED		>24hrs stable call without interruption (24hrs required to PASS)

				TEST AREA 802.11n

						#801		Frame aggregation A-MSDU		See Comment		See Comment		Test not required; Note: Supported by WLAN system by default, not configurable in web GUI

						#802		Frame aggregation A-MPDU		PASSED		PASSED		Uplink and downlink A-MPDUs observed in packet capture (PASS)

						#804		40Mhz channels		See Comment		PASSED		40MHz not recommended in b/g/n mode

						#805		802.11n rates		See Comment		See Comment		Legacy rates cannot be completely turned off through the GUI

								PASSED		24		25

								FAIL		0		0

								See Comment		4		3

								NOT TESTED		5		5

								TOTAL		33		33






vars check s7f04e252346efa309e1bbaa8a4f271567a41a194a38f7a6b274a1a7d4f18a6ef
# 10.00 sr22 IP302[10.1294], Bootcode[101294], Hardware[101] 
# IP302-1e-02-fd
#
config change FLASHMAN0
config change VARS
config change SNMP0
config change LOG0
config change LOG0 FAULT
config change LOG0 CNT
config change LOG1
config change CDR0
config change CDR1
config change CPU
config change CFLASH
config change CFLASH
config change CF0
config change TEL1-L1
config change TEL1-L1
config change TEL1-L1
config change TEL1-L1
config change FXO1-L1
config change TEL3-L1
config change TEL3-L1
config change FXO3-L1
config change TEL2-L1
config change TEL2-L1
config change TEL2-L1
config change TEL2-L1
config change FXO2-L1
config change TEL4-L1
config change TEL4-L1
config change FXO4-L1
config change TEL5-L1
config change FXO5-L1
config change TEL7-L1
config change FXO7-L1
config change TEL6-L1
config change FXO6-L1
config change TEL8-L1
config change FXO8-L1
config change TEL1
config change TEL2
config change TEL3
config change TEL4
config change TEL5
config change TEL6
config change TEL7
config change TEL8
config change FXO1
config change FXO2
config change FXO3
config change FXO4
config change FXO5
config change FXO6
config change FXO7
config change FXO8
config change BRI1-L1
config change BRI1-L1
config change BRI1-L1
config change BRI2-L1
config change BRI2-L1
config change BRI1-L2
config change BRI2-L2
config change BRI1 /prot EDSS1 /tei 0
config change BRI2
config change AC-DSP0
config change AC-DSP0
config change AC-DSP0
config change AC-DSP0
config change AC-DSP0
config change AC-DSP0
config change AC-DSP0
config change AC-DSP1
config change AC-DSP1
config change ETH0
config change ETH1
config change ETH1
config change RSTP
config change PPPOE0
config change PPPOE1
config change PPTP
config change IP0 /ip-trace /priority-tos 0xb8 /priority-tos1 0x68
config change IP0 ETH0 /addr 10.11.24.244 /mask 255.255.255.0 /dns 8.8.4.4 /dns2 8.8.8.8
config change IP0 ETH1 /addr 192.168.1.1 /mask 255.255.255.0
config change IP0 PPP0 [ /name Admin-PPP /local ,admin,ip800 /remote ,,,192.168.0.253 /listen /port PPP:
config change IP0 PPP1
config change IP0 PPP2
config change IP0 PPP3
config change IP0 PPP4
config change IP0 PPP5
config change IP0 PPP6
config change IP0 PPP7
config change IP0 PPP8
config change IP0 PPP9
config change IP0 PPP10
config change IP0 PPP11
config change IP0 PPP12
config change IP0 PPP13
config change IP0 PPP14
config change IP0 PPP15
config change IP0 PPP16
config change IP0 PPP17
config change IP0 PPP18
config change IP0 PPP19
config change IP0 PPP20
config change IP0 PPP21
config change IP0 PPP22
config change IP0 PPP23
config change IP0 PPP24
config change IP0 PPP25
config change IP0 PPP26
config change IP0 PPP27
config change IP0 PPP28
config change IP0 PPP29
config change IP0 PPP30
config change IP0 PPP31
config change IP0 RT0 /gateway 10.11.24.1
config change IP0 RT1
config change IP0 RT2
config change IP0 RT3 /net 192.168.0.254 /mask 255.255.255.255 /if local
config change ENET1X0
config change ENET1X1
config change LLDP0
config change LLDP1
config change NAT0 /udp-nat full-cone
config change NAT0 H323NAT0
config change DNS0
config change IP6
config change IP6 ETH0
config change IP6 ETH1
config change IP6 6TO4-00
config change IP6 6TO4-01
config change IP6 6TO4-02
config change IP6 6TO4-03
config change IP6 6TO4-04
config change IP6 6TO4-05
config change IP6 6TO4-06
config change IP6 6TO4-07
config change KEYGEN
config change X509
config change TLS_CIPHER0
config change TLS0
config change CMD0 /name IGWP01
config change PCAP /enable on
config change HTTPCLIENT0
config change WEBDAV0
config change HTTP0 /port 80 /https-port 443
config change TELNET0
config change PING0
config change WEBMEDIA
config change WEBFAX
config change MEDIA-FWD
config change RTPCH
config change MEDIA
config change NTP0 /addr 10.11.24.243 /interval 60 /offset CET-1CEST-2,M3.5.0/2,M10.5.0/3
config change SYNC
config change UDPTEST
config change DHCP0 /mode server /probe-addr arp /vendor-wait 8 /lease-time 360 /check-time 15 /offer ,255.255.255.0,10.11.24.1,8.8.4.4,8.8.8.8,,10.11.24.243 /pool-cfg 10.11.24.151:10.11.24.200
config change DHCP1 /mode off /probe-addr arp /vendor-wait 8
config change FLASHDIR0
config change LDAPSRV0 /accept-ip 10.11.24.0 /accept-mask 255.255.255.0 /accept-tls off
config change LDAPDIR0
config change LDAPREP0
config change KERBEROS
config change KDB0
config change H323
config change SIP /log on
config change TSIP /log on
config change SIPS /log on
config change TEST
config change TONE
config change HTTP
config change ECHO
config change SIG0
config change SIG1
config change FAX
config change CONF
config change SMTP0
config change UP0
config change UP1
config change LICENSE
config change CX0
config change SETUP
config change RELAY0 /cdr-mode all
config change RELAY0 FTY
config change RELAY0 RELAY-SIP
config change RELAY0 RELAY-TSIP
config change RELAY0 RELAY-SIPS
config change RELAY0 TEL1 /name tel1 /tones 7 /coder G711A,20, /lcoder G711A,20, /reg H323 /reg.addr 127.0.0.1 /reg.alias 9929:9929
config change RELAY0 TEL2
config change RELAY0 TEL3
config change RELAY0 TEL4
config change RELAY0 TEL5
config change RELAY0 TEL6
config change RELAY0 TEL7
config change RELAY0 TEL8
config change RELAY0 FXO1
config change RELAY0 FXO2
config change RELAY0 FXO3
config change RELAY0 FXO4
config change RELAY0 FXO5
config change RELAY0 FXO6
config change RELAY0 FXO7
config change RELAY0 FXO8
config change RELAY0 BRI1 /cgpn-in n->0 i->00 /cgpn-out 9916->031559916 9915->031559915
config change RELAY0 BRI2
config change RELAY0 TEST
config change RELAY0 TONE
config change RELAY0 HTTP
config change RELAY0 ECHO
config change RELAY0 SIG0
config change RELAY0 SIG1
config change RELAY0 FAX
config change RELAY0 CONF
config change RELAY0 SIP1
config change RELAY0 SIP2
config change RELAY0 SIP3
config change RELAY0 SIP4
config change RELAY0 GW1
config change RELAY0 GW2
config change RELAY0 GW3
config change RELAY0 GW4
config change RELAY0 GW5
config change RELAY0 GW6
config change RELAY0 GW7
config change RELAY0 GW8
config change RELAY0 GW9
config change RELAY0 GW10
config change RELAY0 GW11
config change RELAY0 GW12 /name EXTERN /prot H323 /type gk-gw /addr 127.0.0.1 /coder G711A,20, /lcoder G711A,20, /alias :EXTERN
config change RELAY0 RT1 /from BRI1 /to TEST 03155->::,,,,GW12,i,,
config change RELAY0 RT2 /from GW12 /to TEST ->::,,,PBX+to+EXTERN,BRI1,i,,
config change RELAY0 RT3
config change RELAY0 RT4
config change RELAY0 RT5
config change RELAY0 RT6
config change RELAY0 RT7
config change RELAY0 RT8
config change RELAY0 RT9
config change RELAY0 RT10
config change RELAY0 RT11
config change RELAY0 RT12
config change RELAY0 RT13
config change RELAY0 RT14
config change RELAY0 RT15
config change RELAY0 RT16
config change RELAY0 RT17
config change RELAY0 RT18
config change RELAY0 RT19
config change RELAY0 RT20
config change RELAY0 RT21
config change RELAY0 RT22
config change RELAY0 RT23
config change RELAY0 RT24
config change RELAY0 RT25
config change RELAY0 RT26
config change RELAY0 RT27
config change RELAY0 RT28
config change RELAY0 RT29
config change RELAY0 RT30
config change RELAY0 RT31
config change RELAY0 RT32
config change RELAY0 REG
config change PBX0 /mode master /gk-id PBX0 /loc Intop /cfnr 20 /incomplete 4 /access 10 /recall 20 /max-call-h 0 /extern EXTERN /extern-node EXTERN /tones 0 /rep-slave off /ext-xfer
config change PBX0 /mode master /gk-id PBX0 /loc Intop /cfnr 20 /incomplete 4 /access 10 /recall 20 /max-call-h 0 /extern EXTERN /extern-node EXTERN /tones 0 /rep-slave off /ext-xfer
config change PBX0 /mode master /gk-id PBX0 /loc Intop /cfnr 20 /incomplete 4 /access 10 /recall 20 /max-call-h 0 /extern EXTERN /extern-node EXTERN /tones 0 /rep-slave off /ext-xfer
config change PBX0 PBX-SIP
config change PBX0 PBX-TSIP
config change PBX0 PBX-SIPS
config change PBX0 ADMIN
config change PBX0 PHONE
config change PBX0 MY
config change PBX0 DEVICES
config change-flags 
vars del
vars create CMD0/AUTH pc s33d3c346cbe295ab809b5b1bd061022e6226dffad1117337b9b6b00f9e82ed0f
vars create CPU/BOX-INIT p 
vars create CPU/TESTLIC p 53
vars create DHCP0/LAST-LEASE p 192.168.10.120,255.255.255.0,,,,192.168.10.100,,,,,,,,,,,,,,,,,,,,,,,0.0.0.0
vars create DHCP0/LEASE/168 pb 560d94930a0b189a0701000413358275
vars create DHCP0/LEASE/216 pb 560d94960a0b189707010004f2353871
vars create DHCP0/LEASE/497 pb 560d96470a0b18a1070100013e124b5d
vars create DHCP0/LEASE/498 pb 560d96490a0b18a2070100013e11b3d2
vars create DHCP0/LEASE/511 pb 560d95700a0b18980701fc15b4ec31f5
vars create DHCP0/LEASE/512 pb 560da4010a0b18990701000c2926c485
vars create DHCP0/LEASE/513 pb 560da4310a0b189b070100013e1310ff
vars create DHCP1/LAST-LEASE p 172.20.80.114,255.255.255.0,172.20.80.1,172.20.80.4,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,miratel.fi
vars create LDAPREP0/AUTH pc 
vars create LDAPSRV0/AUTH pc s9d35a2858256cd390396a9d48439a9810fafd6121ee02d41a52418f42f26375830543ca17d54ddfb72e5b6c84ed53054
vars create LICENSE/CONFIG p raheleh.kamali@ascom.se
vars create LICENSE/GW-DECT/00000 p Multicell=255,test-00-90-33-1e-02-fd/10025777774,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):f0dd-0623-4db6-60b7
vars create LICENSE/PBX0/00000 p Registrations=2,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):53c7-93f1-0979-187c
vars create LICENSE/PBX0/00001 p Registrations=100,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):dee3-14e5-b9f7-0626
vars create LICENSE/PBX0/00002 p Registrations=200,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):6935-96aa-1e54-18dc
vars create LICENSE/PBX0/00003 p Registrations=400,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):5a91-acef-64ba-7a62
vars create LICENSE/PBX0/00004 p Registrations=500,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):0576-a20d-4eaa-5bfa
vars create LICENSE/PBX0/00005 p Registrations=800,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):0def-1146-f12e-786a
vars create LICENSE/PBX0/00006 p Registrations=1600,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):350b-355c-541a-8c20
vars create LICENSE/PBX0/00007 p Registrations=6400,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):d0e2-7e51-3fbc-479c
vars create LICENSE/PBX0/00008 p PBX7#2=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):5e90-4a1a-8648-5a73
vars create LICENSE/PBX0/00009 p PBX7#15=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):bbb1-d819-5d16-44a5
vars create LICENSE/PBX0/00010 p PBX7#30=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):ccf9-6dac-25bc-d233
vars create LICENSE/PBX0/00011 p PBX7#60=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):f85f-f744-81f6-32b7
vars create LICENSE/PBX0/00012 p PBX7#130=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):172f-5fb5-bd7b-42f0
vars create LICENSE/PBX0/00013 p PBX7#250=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):cb14-6f1b-8e9e-40ad
vars create LICENSE/PBX0/00014 p PBX7#500=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):c67a-769e-b71a-777b
vars create LICENSE/PBX0/00015 p PBX7#750=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):2bb1-5a69-3795-b822
vars create LICENSE/PBX0/00016 p PBX7#1000=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):274b-eb4f-a724-3308
vars create LICENSE/PBX0/00017 p PBX7#1250=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):0829-9f03-60ec-8fcf
vars create LICENSE/PBX0/00018 p PBX7#1500=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):cc55-7c05-23f8-84de
vars create LICENSE/PBX0/00019 p PBX7#2000=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):2bde-fabc-ca9d-a798
vars create LICENSE/PBX0/00020 p PBX7#90=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):b2aa-83cc-113f-65e3
vars create LICENSE/PBX0/00021 p PBX7#45=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):e63f-dd21-6be0-76bf
vars create LICENSE/PBX0/00022 p PBX7#190=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):8d51-cf6d-6288-ce87
vars create LICENSE/PBX0/00023 p Operators=50,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):c002-37a7-e888-e190
vars create LICENSE/PBX0/00024 p SoftwarePhones=50,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):a306-3e07-c2a6-5d83
vars create LICENSE/PBX0/00025 p Voicemail#15=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):4efa-ad99-f651-413b
vars create LICENSE/PBX0/00026 p Voicemail#30=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):c41e-34bf-6f92-c265
vars create LICENSE/PBX0/00027 p Voicemail#60=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):e165-bd2d-ad2f-6cd0
vars create LICENSE/PBX0/00028 p Voicemail#90=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):d163-10a0-fb3f-75f4
vars create LICENSE/PBX0/00029 p Voicemail#130=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):edea-3af1-8234-ce0d
vars create LICENSE/PBX0/00030 p Voicemail#250=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):847b-0ea9-acc1-4cf0
vars create LICENSE/PBX0/00031 p Voicemail#500=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):e650-f9cc-4815-1e63
vars create LICENSE/PBX0/00032 p Voicemail#750=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):ce6c-52f9-0c25-1041
vars create LICENSE/PBX0/00033 p Voicemail#1000=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):2c09-7950-8886-c9f1
vars create LICENSE/PBX0/00034 p Voicemail#1250=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):e1d3-58ca-a8c1-2418
vars create LICENSE/PBX0/00035 p Voicemail#1500=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):ed03-dd17-0ff6-6931
vars create LICENSE/PBX0/00036 p Voicemail#2000=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):5013-a96f-8db4-b7d2
vars create LICENSE/PBX0/00037 p Voicemail#45=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):f392-c535-7314-61db
vars create LICENSE/PBX0/00038 p Voicemail#190=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):3203-6088-12e6-883d
vars create LICENSE/PBX0/00039 p Standby#2=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):5272-6be8-6ad5-f94f
vars create LICENSE/PBX0/00040 p Standby#15=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):a1d0-cf76-56a8-3f86
vars create LICENSE/PBX0/00041 p Standby#30=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):0d2a-1418-e342-19c9
vars create LICENSE/PBX0/00042 p Standby#60=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):c3e8-5691-e239-8439
vars create LICENSE/PBX0/00043 p Standby#130=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):80c5-ffd8-164c-f989
vars create LICENSE/PBX0/00044 p Standby#250=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):c570-88b9-e4d4-776e
vars create LICENSE/PBX0/00045 p Standby#500=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):79d5-d880-3760-0b76
vars create LICENSE/PBX0/00046 p Standby#750=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):d407-f78c-0071-75b7
vars create LICENSE/PBX0/00047 p Standby#1000=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):aff0-2291-19c5-01e8
vars create LICENSE/PBX0/00048 p Standby#1250=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):219b-1695-6ba3-13c1
vars create LICENSE/PBX0/00049 p Standby#1500=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):68a9-ae86-1966-c5ab
vars create LICENSE/PBX0/00050 p Standby#2000=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):1d1d-f1ff-b5d9-3764
vars create LICENSE/PBX0/00051 p Standby#90=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):c621-c8c8-9bcf-d082
vars create LICENSE/PBX0/00052 p Standby#45=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):bb92-20e5-0b71-9a48
vars create LICENSE/PBX0/00053 p Standby#190=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):b638-2a0a-871a-83ee
vars create LICENSE/RELAY0/00000 p Gateway=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):77aa-9a31-2baf-31f6
vars create LICENSE/RELAY0/00001 p BRIs=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):7317-148e-61b7-b876
vars create LICENSE/RELAY0/00002 p BRIs=2,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):03ee-596e-87af-e95c
vars create LICENSE/RELAY0/00003 p BRIs=4,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):c87b-e0e6-95b1-b17f
vars create LICENSE/RELAY0/00004 p PRIs=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):252f-f20c-02e7-f388
vars create LICENSE/RELAY0/00005 p PRIs=2,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):0304-0948-4584-2df8
vars create LICENSE/RELAY0/00006 p PRIs=4,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):1287-31c9-5cc6-49cf
vars create LICENSE/RELAY0/00007 p Channels=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):1cef-03cf-ba89-4e13
vars create LICENSE/RELAY0/00008 p Channels=2,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):d40b-c89f-7b51-436f
vars create LICENSE/RELAY0/00009 p Channels=4,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):29da-542a-1dc3-4283
vars create LICENSE/RELAY0/00010 p Channels=8,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):08c0-5fb4-ff8f-44c6
vars create LICENSE/RELAY0/00011 p Channels=16,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):bc73-0bde-aa6d-95f0
vars create LICENSE/RELAY0/00012 p Channels=32,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):fad0-f097-3bca-0385
vars create LICENSE/RELAY0/00013 p ABs=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):9230-787f-664f-6713
vars create LICENSE/RELAY0/00014 p ABs=2,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):8e90-4cd0-8482-f8ac
vars create LICENSE/RELAY0/00015 p ABs=3,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):cfdc-9be2-4ebb-3ba1
vars create LICENSE/RELAY0/00016 p ABs=4,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):2195-6b4d-3d09-2ece
vars create LICENSE/RELAY0/00017 p Gatekeeper7=1,test-00-90-33-1e-02-fd,999999,Test+License+for+Project+INTOP+(Ascom+Sweden+AB):5cd4-ebd8-80d5-4a02
vars create PBX0/KEY pbc s7e95adea0a81c507970638d41d3981c973da6b9ff0650bc7f152fa392eba0b53
vars create PBX0/MWI/MWI/4201 p 
vars create PBX0/MWI/MWI/4202 p 
vars create PBX0/PWD pc sfad3cf3a33f9fa8c103ee536b1269f9faabdd1ecfd9a3511bb5abf24a187d72a
vars create PPP0/LOCAL-AUTH pc 
vars create PPP0/REMOTE-AUTH pc 
vars create PPP1/LOCAL-AUTH pc 
vars create PPP1/REMOTE-AUTH pc 
vars create PPP10/LOCAL-AUTH pc 
vars create PPP10/REMOTE-AUTH pc 
vars create PPP11/LOCAL-AUTH pc 
vars create PPP11/REMOTE-AUTH pc 
vars create PPP12/LOCAL-AUTH pc 
vars create PPP12/REMOTE-AUTH pc 
vars create PPP13/LOCAL-AUTH pc 
vars create PPP13/REMOTE-AUTH pc 
vars create PPP14/LOCAL-AUTH pc 
vars create PPP14/REMOTE-AUTH pc 
vars create PPP15/LOCAL-AUTH pc 
vars create PPP15/REMOTE-AUTH pc 
vars create PPP16/LOCAL-AUTH pc 
vars create PPP16/REMOTE-AUTH pc 
vars create PPP17/LOCAL-AUTH pc 
vars create PPP17/REMOTE-AUTH pc 
vars create PPP18/LOCAL-AUTH pc 
vars create PPP18/REMOTE-AUTH pc 
vars create PPP19/LOCAL-AUTH pc 
vars create PPP19/REMOTE-AUTH pc 
vars create PPP2/LOCAL-AUTH pc 
vars create PPP2/REMOTE-AUTH pc 
vars create PPP20/LOCAL-AUTH pc 
vars create PPP20/REMOTE-AUTH pc 
vars create PPP21/LOCAL-AUTH pc 
vars create PPP21/REMOTE-AUTH pc 
vars create PPP22/LOCAL-AUTH pc 
vars create PPP22/REMOTE-AUTH pc 
vars create PPP23/LOCAL-AUTH pc 
vars create PPP23/REMOTE-AUTH pc 
vars create PPP24/LOCAL-AUTH pc 
vars create PPP24/REMOTE-AUTH pc 
vars create PPP25/LOCAL-AUTH pc 
vars create PPP25/REMOTE-AUTH pc 
vars create PPP26/LOCAL-AUTH pc 
vars create PPP26/REMOTE-AUTH pc 
vars create PPP27/LOCAL-AUTH pc 
vars create PPP27/REMOTE-AUTH pc 
vars create PPP28/LOCAL-AUTH pc 
vars create PPP28/REMOTE-AUTH pc 
vars create PPP29/LOCAL-AUTH pc 
vars create PPP29/REMOTE-AUTH pc 
vars create PPP3/LOCAL-AUTH pc 
vars create PPP3/REMOTE-AUTH pc 
vars create PPP30/LOCAL-AUTH pc 
vars create PPP30/REMOTE-AUTH pc 
vars create PPP31/LOCAL-AUTH pc 
vars create PPP31/REMOTE-AUTH pc 
vars create PPP4/LOCAL-AUTH pc 
vars create PPP4/REMOTE-AUTH pc 
vars create PPP5/LOCAL-AUTH pc 
vars create PPP5/REMOTE-AUTH pc 
vars create PPP6/LOCAL-AUTH pc 
vars create PPP6/REMOTE-AUTH pc 
vars create PPP7/LOCAL-AUTH pc 
vars create PPP7/REMOTE-AUTH pc 
vars create PPP8/LOCAL-AUTH pc 
vars create PPP8/REMOTE-AUTH pc 
vars create PPP9/LOCAL-AUTH pc 
vars create PPP9/REMOTE-AUTH pc 
vars create S-LIC/PBX0/00000 pb 
vars create S-LIC/PBX0/00001 pb 
vars create S-LIC/PBX0/00002 pb 
vars create UPDATE/VIRGIN p 1
vars create X509/CERTIFICATE/00000 pb 
vars create X509/DEVICE_CERTIFICATE/00000 pb 
vars create X509/DEVICE_KEY pbc 
vars create X509/INIT p 1
vars create X509/KEY pbc 
vars create X509/SERIAL pb 00000001
mod cmd FLASHDIR0 erase-all
mod cmd FLASHDIR0 add-view 101 cn=PBX0
mod cmd FLASHDIR0 add-item 101 (cn=_ADMIN_)(pbx=<user pwd="2374552f27079ecbc79cd5494f0ad310" key="2526602380aea3b8a9b78918d4fdb2a0"/>)(guid;bin=00446E72E909D311A1750090330800AD)(usn=304)
mod cmd FLASHDIR0 add-item 101 (cn=Test 00)(h323=2000)(e164=2000)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2000"/>)(guid;bin=0C385B30E909D31197B10090330800AD)(usn=4275)
mod cmd FLASHDIR0 add-item 101 (cn=Test 03)(h323=2003)(e164=2003)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2003"/>)(guid;bin=018A5373E909D311A1750090330800AD)(usn=4281)
mod cmd FLASHDIR0 add-item 101 (cn=Test 04)(h323=2004)(e164=2004)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2004"/>)(guid;bin=018E1AC9E909D311A1750090330800AD)(usn=4282)
mod cmd FLASHDIR0 add-item 101 (cn=Test 05)(h323=2005)(e164=2005)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2005"/>)(guid;bin=02FDB4EBE909D311B1460090330800AD)(usn=4283)
mod cmd FLASHDIR0 add-item 101 (cn=Test 06)(h323=2006)(e164=2006)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2006"/>)(guid;bin=05847081E909D311B1460090330800AD)(usn=4284)
mod cmd FLASHDIR0 add-item 101 (cn=VM)(dn=VM)(h323=VM)(e164=1000)(loc=Intop)(node=root)(pbx=<user text="VM"/>)(pbx=<pseudo type="vm"><script/></pseudo>)(pbx=<device hw="VM"/>)(guid;bin=8FE8FD87E909D311814E0090331E02FD)(usn=4301)
mod cmd FLASHDIR0 add-item 101 (cn=EXTERN)(h323=EXTERN)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal"/>)(pbx=<pseudo type="gw"/>)(pbx=<device hw="EXTERN"/>)(pbx=<presence c="tel:"/>)(guid;bin=013001AFE909D311BD2F0090330800AD)(usn=4303)
mod cmd FLASHDIR0 add-item 101 (cn=MWI)(dn=MWI)(h323=MWI)(e164=4210)(loc=Intop)(node=root)(pbx=<user/>)(pbx=<pseudo type="mwi"><mwi/></pseudo>)(pbx=<device hw="MWI"/>)(guid;bin=4754F1A3E909D311AEE20090331E02FD)(usn=4304)
mod cmd FLASHDIR0 add-item 101 (cn=Test 02)(dn=Test 02)(h323=2002)(e164=2002)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2002"/>)(guid;bin=00CF6045E909D311B9570090330800AD)(usn=4309)
mod cmd FLASHDIR0 add-item 101 (cn=Test 01)(dn=Test 01)(h323=2001)(e164=2001)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2001"/>)(guid;bin=003470B7E909D311B1460090330800AD)(usn=4310)
mod cmd FLASHDIR0 add-item 101 (cn=Test 08)(dn=i62 08 2008)(h323=2008)(e164=2008)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2008"/>)(guid;bin=05ACC0DFE909D311B1460090330800AD)(usn=4315)
mod cmd FLASHDIR0 add-item 101 (cn=Test 09)(dn=i62 09 2009)(h323=2009)(e164=2009)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2009"/>)(guid;bin=0588B5FBE909D311B1460090330800AD)(usn=4316)
mod cmd FLASHDIR0 add-item 101 (cn=Test 07)(dn=i62 07 2007)(h323=2007)(e164=2007)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="2007"/>)(guid;bin=05A2E2CEE909D311B1460090330800AD)(usn=4317)
mod cmd FLASHDIR0 add-item 101 (cn=DECT3)(node=root)(hide=true)(loc=.)(pbx=<dect sys-id="31100243506209" ac="9999" ac-mode="SYSTEM" tones="0" disc-no-ct="true" kp="true" oem1="0x7f" oem2="freq-eu" oem3="0" oem4="0x0"><coder model="G711A" frame="20"/><lcoder model="-" frame="60"/></dect>)(pbx=<pseudo type="dect"/>)(guid;bin=63A0871CE909D311BA280090331E02FD)(usn=4388)
mod cmd FLASHDIR0 add-item 101 (cn=i62 9912)(dn=i62 9912)(h323=9912)(e164=9912)(loc=Intop)(node=root)(pbx=<user filter="normal" cd-filter="normal" cfnr="15" busy-out="2"/>)(pbx=<device hw="9912"/>)(guid;bin=05B47759E909D311B1460090330800AD)(usn=4412)
mod cmd FLASHDIR0 add-item 101 (cn=Poly 9925)(dn=Poly 9925)(h323=9925)(e164=9925)(loc=Intop)(node=root)(pbx=<user/>)(pbx=<device hw="9925"/>)(guid;bin=4EE500EAE909D311BA280090331E02FD)(usn=4413)
mod cmd FLASHDIR0 add-item 101 (cn=Snom 9924)(dn=Snom 9924)(h323=9924)(e164=9924)(loc=Intop)(node=root)(pbx=<user/>)(pbx=<device hw="9924"/>)(guid;bin=ECF9890BE909D311BA280090331E02FD)(usn=4414)
mod cmd FLASHDIR0 add-item 101 (cn=i62 9913)(dn=i62 9913)(h323=9913)(e164=9913)(loc=Intop)(node=root)(pbx=<user cfnr="15" busy-out="2" pwd="79250572409d0c5138732ab6b0ed2cef0000000000000000"/>)(pbx=<device hw="9913"/>)(guid;bin=4CAAE3EEE909D311A1800090331E02FD)(usn=4415)
mod cmd FLASHDIR0 add-item 101 (cn=Myco 9911)(dn=Myco 9911)(h323=9911)(e164=9911)(loc=Intop)(node=root)(pbx=<user filter="normal" cfnr="15" busy-out="2" pwd="79250570409d0c5138632ab6b0f52cef0000000000000000"/>)(pbx=<device hw="9911"/>)(guid;bin=137606C6E909D311929A0090331E02FD)(usn=4416)
mod cmd FLASHDIR0 add-item 101 (cn=i62 9914)(dn=i62 9914)(h323=9914)(e164=9914)(loc=Intop)(node=root)(pbx=<user cfnr="15" busy-out="2"/>)(pbx=<device hw="9914"/>)(guid;bin=05C3CF8BE909D311B1460090330800AD)(usn=4417)
mod cmd FLASHDIR0 add-item 101 (cn=i62 9915)(dn=i62 9915)(h323=9915)(e164=9915)(loc=Intop)(node=root)(pbx=<user/>)(pbx=<device hw="9915"/>)(guid;bin=4CDB3808E909D311A6A00090331E02FD)(usn=4418)
mod cmd FLASHDIR0 add-item 101 (cn=d81 9917)(dn=d81 9917)(h323=9917)(e164=9917)(loc=Intop)(node=root)(pbx=<user cfnr="15" busy-out="2"/>)(pbx=<gw name="DECT3" dsp="d81 9917" ipei="002020909371" subs="e2138af1dfdeb20e5dd8b5a8b221d6d5"/>)(pbx=<device hw="9917"/>)(guid;bin=B21929A7E909D3119B180090331E02FD)(usn=4424)
mod cmd FLASHDIR0 add-item 101 (cn=d41 9923)(dn=d41 9923)(h323=9923)(e164=9923)(loc=Intop)(node=root)(pbx=<user pwd="79250672406b20bf7ddad5d97c14d1edf1f1a227253e453b"/>)(pbx=<gw name="DECT3" dsp="d41 9923" ipei="085870140743" subs="5bd1bc15269951f9d29820f2466c41d6"/>)(pbx=<device hw="9923"/>)(guid;bin=D10C0677E909D311BA460090331E02FD)(usn=4427)
mod cmd FLASHDIR0 add-item 101 (cn=d62 9922)(dn=d62 9922)(h323=9922)(e164=9922)(loc=Intop)(node=root)(pbx=<user pwd="79250673409d0c5338632ab6b0f52ee99bf26bb4d2c1ba50"/>)(pbx=<gw name="DECT3" dsp="d62 9922" ipei="085870158709" subs="66a2cc7a9adc33c8ae4c5fca1c41b8b0"/>)(pbx=<device hw="9922"/>)(guid;bin=49B7B4DFE909D311BA460090331E02FD)(usn=4429)
mod cmd FLASHDIR0 add-item 101 (cn=Myco 9907)(dn=Myco 9907)(h323=9907)(e164=9907)(loc=Intop)(node=root)(pbx=<user/>)(pbx=<device hw="9907"/>)(guid;bin=CF9E24D8E909D311BA280090331E02FD)(usn=4430)
mod cmd FLASHDIR0 add-item 101 (cn=Myco 9908)(dn=Myco 9908)(h323=9908)(e164=9908)(loc=Intop)(node=root)(pbx=<user/>)(pbx=<device hw="9908"/>)(guid;bin=1CAADF81E909D311BA280090331E02FD)(usn=4431)
mod cmd FLASHDIR0 add-item 101 (cn=Myco 9909)(dn=Myco 9909)(h323=9909)(e164=9909)(loc=Intop)(node=root)(pbx=<user/>)(pbx=<device hw="9909"/>)(guid;bin=D2C5EF40E909D311BA280090331E02FD)(usn=4432)
mod cmd FLASHDIR0 add-item 101 (cn=Myco 9910)(dn=Myco 9910)(h323=9910)(e164=9910)(loc=Intop)(node=root)(pbx=<user filter="normal" cfnr="15" busy-out="2" pwd="79250571409d0c5138632ab6b0f52cef0000000000000000"/>)(pbx=<device hw="9910"/>)(guid;bin=A67D7518E909D311929A0090331E02FD)(usn=4433)
mod cmd FLASHDIR0 add-item 101 (cn=tel1)(dn=tel1)(h323=9929)(e164=9929)(loc=Intop)(node=root)(pbx=<user/>)(pbx=<device hw="9929"/>)(guid;bin=1726B3EE86815501F4650090331E02FD)(usn=4435)
mod cmd FLASHDIR0 add-item 101 (cn=d81 9916)(dn=d81 9916)(h323=9916)(e164=9916)(loc=Intop)(node=root)(pbx=<user cfnr="15" busy-out="2" admin="no"/>)(pbx=<device hw="9916"/>)(pbx=<gw name="DECT3" ipei="002020772294" subs="8d755da924625e2adc41ef7d66594558"/>)(guid;bin=EA0D656AE909D311A6140090331E02FD)(usn=4436)
mod cmd FLASHDIR0 add-item 101 (cn=d81 9918)(dn=d81 9918)(h323=9918)(e164=9918)(loc=Intop)(node=root)(pbx=<device hw="9918"/>)(pbx=<user cfnr="15" busy-out="2" admin="no"/>)(pbx=<gw name="DECT3" subs="c87aa9a722c0ec0c9c9961d72864d7d4" ipei="002020909369" user-assigned="true"/>)(guid;bin=BE57A6F7E909D3119B180090331E02FD)(usn=4439)
mod cmd FLASHDIR0 add-item 101 (cn=d81 9919)(dn=d81 9919)(h323=9919)(e164=9919)(loc=Intop)(node=root)(pbx=<device hw="9919"/>)(pbx=<user cfnr="15" busy-out="2" pwd="79250671409d0c5138632ab6b0f52cef0000000000000000" admin="no"/>)(pbx=<gw name="DECT3" subs="11660a092463a8dbba9afd7c111ed1e6" ipei="002020909367" user-assigned="true"/>)(guid;bin=2934B46EE909D31194670090331E02FD)(usn=4440)
mod cmd FLASHDIR0 add-view 102 cn=KDB0
mod cmd FLASHDIR0 add-view 103 cn=KPBX0
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!
configure
!
description
  hostname X2064390338D8
  location ""
exit
!
contact-info
  name  ""
  phone ""
  email ""
exit
!
position-info
  x           0.000000
  y           0.000000
  z           0.000000
  scale       0.000000
  angle       0.000000
  mount      face-down
  scope            map
  map               ""
exit
!
system-info
  ! hardware-configuration
  ! ======================
  !  model: XR620, 1.0GB (400MHz)
  !
  !  component      part number       serial number     date
  !  ---------      ---------------   ---------------   -----------------
  !  system         XR620             X2064390338D8     2014-Sep-27 22:56
  !  controller     100-0167-001.A    0000211160        2014-Sep-27 22:56
  !  iap module 1   100-0166-002.2    0002028559        2014-Sep-28 14:00
  !  iap module 2   100-0166-002.2    0002028322        2014-Sep-27 19:00
  !
  !  interface    mac address(es)
  !  ----------   --------------------------
  !  iaps         50:60:28:30:ec:a0-30:ec:bf
  !  gigabit  1   50:60:28:03:38:d8
  !  gigabit  2   50:60:28:03:38:d9
  !
  ! software-configuration
  ! ======================
  !  component         version
  !  ---------------   -----------------------------------
  !  scd firmware      5.00  (Oct  1 2012), Build: 4651
  !  boot loader       7.1.0 (Jun 19 2015), Build: 7042
  !  iap driver        3.1.0 (Jul 27 2015), Build: 3958
  !  system software   7.5.0 (Aug 03 2015), Build: 6033
  !  app signatures    navl_signatures-7.5.0.tar.gz
  !  license key       1LPQE-QP5AW-GVVWF-67VFR
  !  license features  AOS 8.0 for 2 3x3 radios + RF Performance Manager + RF Analysis Manager + RF Security Manager + Application Control + Public Safety Band + 802.11ac + 802.11n
exit
!
boot-env  ! (local boot images)
  verify bootfile_active XS-7.5.0-6033.bin
  verify bootfile_backup X*.bin
exit
!
administrator
  reset
  !
  privilege-name
    level 0  "read-only"
    level 1  "read-write"
    level 2  "2"
    level 3  "3"
    level 4  "4"
    level 5  "5"
    level 6  "6"
    level 7  "7"
  exit
  edit admin password enc "$1$30c0e241$LVn1syCzqY0L9Vjkx6pnI0" privilege read-write
  !
  radius
    primary     secret enc 
    primary     port   1812
    primary     server 
    secondary   secret enc 
    secondary   port   1812
    secondary   server 
    timeout     600
    auth-type   chap
    disable
  exit
  !
  privilege-section
    acl           "read-write"
    admin         "read-write"
    boot-env      "read-write"
    cdp           "read-write"
    cluster       "read-write"
    console       "read-write"
    contact-info  "read-write"
    date-time     "read-write"
    description   "read-write"
    dhcp-server   "read-write"
    dns           "read-write"
    file          "read-write"
    filter        "read-write"
    gig           "read-write"
    group         "read-write"
    iap           "read-write"
    lldp          "read-write"
    location      "read-write"
    management    "read-write"
    mdm           "read-write"
    netflow       "read-write"
    auth          "read-write"
    proxy-fwd     "read-write"
    proxy-mgmt    "read-write"
    radius-server "read-write"
    reboot        "read-write"
    reset         "read-write"
    roam-assist   "read-write"
    run-tests     "read-write"
    security      "read-write"
    snmp          "read-write"
    ssid          "read-write"
    sta-assurance "read-write"
    syslog        "read-write"
    tunnel        "read-write"
    vlan          "read-write"
    wifi-tag      "read-write"
  exit
exit
!
vlan
  reset
  !
  default-route     none
  native-vlan       none
exit
!
interface gig1
  autoneg      on
  mtu          1500
  ip addr      10.11.24.221
  ip mask      255.255.255.0
  ip gateway   10.11.24.1
  management   on
  led          on
  bond         bond1
  up
exit
!
interface gig2
  autoneg      on
  mtu          1500
  led          on
  bond         bond1
  up
exit
!
interface bond1
  bond-mode    link-backup
  active-vlans all
  mirror       off
exit
!
interface bond2
  bond-mode    link-backup
  active-vlans all
  mirror       off
exit
!
dns
  domain   
  server1  8.8.4.4
  server2  8.8.8.8
  server3  
  use-dhcp on
exit
!
interface iap  ! (global settings)
  !
  global-settings
    all-down
    rf-monitor       timeshare scanning-interval 6
    rf-monitor       timeshare station-threshold 10
    rf-monitor       timeshare traffic-threshold 100
    rf-monitor       off
    management       off
    beacon-rate      100
    beacon-dtim      5
    broadcast-rates  optimized
    arp-filter       proxy
    ipv6-filter      off
    multicast        convert+snoop+prune
    multicast        convert-exclude mDNS
    multicast        forward address none
    multicast        forward vlans   none
    mdns-filter      allow   all
    long-retries     4
    short-retries    7
    country-code     SE
    dot11h-support   on
    dot11k-support   on
    radio-assurance  off
    max-stations     unlimited
    max-iap-stations 64
    sta2sta          forward
    inactive-time    300
    reauth-period    0
    auth-timeout     300
    extract-sta-info ip-address hostname netbios-name user-agent-str 
    extract-sta-info ip-dhcp-period 0
    led enable       iap-up
    led-activity     tx-data tx-mgmt rx-data rx-mgmt assoc
    auto-channel     power-up off
    auto-channel     schedule ""
    load-balancing   off
    sharp-cell       off
    wfa-mode         off
    dot11u           interworking        off
    dot11u           access-network-type private-network
    dot11u           internet            unspecified
    dot11u           asra                disable
    dot11u           hessid              
    dot11u           ipv4-avail          not-known
    dot11u           ipv6-avail          not-known
    dot11u           venue group         unspecified type unspecified
    dot11u           venue name          reset
    dot11u           roam-consortium     reset
    dot11u           domain              reset
    dot11u           cell-network        reset
    dot11u           nai-realm           reset
    dot11u           network-auth-type   reset
    hotspot20        off
    hotspot20        dgaf                on
    hotspot20        wan                 link-status    up
    hotspot20        wan                 downlink-speed 0
    hotspot20        wan                 uplink-speed   0
    hotspot20        conn-cap            reset
    hotspot20        conn-cap            edit "ICMP"         protocol  1 port    0 status open
    hotspot20        conn-cap            edit "FTP"          protocol  6 port   20 status open
    hotspot20        conn-cap            edit "SSH"          protocol  6 port   22 status open
    hotspot20        conn-cap            edit "HTTP"         protocol  6 port   80 status open
    hotspot20        conn-cap            edit "TLS VPN"      protocol  6 port  443 status open
    hotspot20        conn-cap            edit "PPTP VPN"     protocol  6 port 1723 status open
    hotspot20        conn-cap            edit "VoIP TCP"     protocol  6 port 5060 status open
    hotspot20        conn-cap            edit "IKEv2 ISAKMP" protocol 17 port  500 status open
    hotspot20        conn-cap            edit "VoIP UDP"     protocol 17 port 5060 status open
    hotspot20        conn-cap            edit "IKEv2 IPSec"  protocol 17 port 4500 status open
    hotspot20        conn-cap            edit "ESP"          protocol 50 port    0 status open
    hotspot20        oper-friendly-name  reset
    wmm-power-save   on
    wmm-acm          video off
    wmm-acm          voice off
    wmm-acm          cac-max-bw   100
    dscp-mapping     on
    dscp-mapping     qos 0 dscp not 8 40 46 48
    dscp-mapping     qos 1 dscp 8
    dscp-mapping     qos 2 dscp 40
    dscp-mapping     qos 3 dscp 46 48
    fast-roaming     reset-targets
    fast-roaming     mode  broadcast all
    fast-roaming     layer 2-only
    dot11w-support   disable
    okc              on
    !
    intrude-detect
      !
      rogue-ap
        reset
        add "00:0f:7d:*" known    bssid
        add "48:c0:93:*" known    bssid
        add "50:60:28:*" known    bssid
        auto-block rssi -50
        auto-block enc  none
        auto-block type all
      exit
      !
      dos-attack
        beacon-flood      manual  threshold  20000  period   60
        probe-req-flood   manual  threshold   1000  period   60
        auth-flood        manual  threshold    100  period   60
        assoc-flood       manual  threshold    100  period   60
        disassoc-flood    manual  threshold    100  period   60
        deauth-flood      manual  threshold    100  period   60
        eap-flood         manual  threshold    100  period   60
        null-probe-resp   on      threshold      2  period   60
        mic-error-attack  on      threshold      2  period   60
        disassoc-attack   on      threshold      1  period   60
        deauth-attack     on      threshold      1  period   60
        duration-attack   on      threshold     10  period    2  nav 10000
      exit
      !
      impersonation
        ap-impersonation  on      threshold      1  period   60
        sta-impersonation on      threshold      5  period  600
        seq-num-anomaly   mgmt    gap    10
        evil-twin         on    
      exit
      !
      standard
    exit
  exit
  !
  global-a-settings
    rates basic      6   12    24
    rates supported  6 9 12 18 24 36 48 54
    frag-threshold   2346
    rts-threshold    2347
    auto-channel     list 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 
    auto-cell        overlap    50
    auto-cell        min-tx     10
    auto-cell        max-rx    -80
    auto-cell        period     none
    auto-cell        by-channel on
    max-stations     unlimited
    max-iap-stations 64
  exit
  !
  global-bg-settings
    dot11g-only      off
    dot11g-protect   auto-cts
    slot-time        auto-time
    preamble         auto-length
    rates basic      11 
    rates supported  11 12 18 24 36 48 54
    frag-threshold   2346
    rts-threshold    2347
    auto-channel     list 1 6 11 
    auto-cell        overlap    50
    auto-cell        min-tx     10
    auto-cell        max-rx    -80
    auto-cell        period     none
    auto-cell        by-channel on
    max-stations     unlimited
    max-iap-stations 64
  exit
  !
  global-n-settings
    tx-chains        2
    rx-chains        2
    guard-interval   20MHz  short
    guard-interval   40MHz  short
    auto-bond        on
    bonded-width     5GHz   dynamic
    bonded-width     2.4GHz dynamic
    rates basic      none
    rates supported  all
    enable           on
  exit
  !
  global-ac-settings
    enable           on
    guard-interval   80MHz short
    max-modulation   1ss   mcs9
    max-modulation   2ss   mcs9
    max-modulation   3ss   mcs9
  exit
exit
!
management
  xircon    timeout 300
  xircon    port    22612
  xircon    on
  !
  telnet    timeout 300
  telnet    port    23
  telnet    off
  !
  ssh       timeout 300
  ssh       port    22
  ssh       on
  !
  https     timeout 300
  https     port    443
  https     on
  !
  standby   mode    off
  standby   target  
  !
  network-assurance period   300
  network-assurance on
  !
  personal-wifi     all-sta  4
  personal-wifi     per-sta  1
  personal-wifi     expires  never
  !
  activation        interval 1
  activation        server   https://activate.xirrus.com
  !
  cloud disable
  cloud server      
  cloud retry       5
  cloud timeout     60
  cloud scheme      wss
  cloud port        443
  !
  spanning-tree     off
  pci-audit         off
  fips              off
  status-led        on
  reauth-period     0
  max-auth-attempts 3
  !
  banner pre-login  none
  banner post-login none
exit
!
syslog
  console     off
  sta-format  standard
  time-format rfc3164
  sta-url-log off
  local-file  size     2000
  primary     ip       
  secondary   ip       
  tertiary    ip       
  primary     port     514
  secondary   port     514
  tertiary    port     514
  email       port     25
  email       server   
  email       user     
  email       password enc 
  email       from     
  email       to-list  
  console     level    6
  local-file  level    7
  primary     level    6
  secondary   level    6
  tertiary    level    6
  email       level    4
  on
exit
!
date-time
  timezone      1 0
  dst-adjust    on
  ntp primary   10.11.24.243
  ntp primary   auth    none
  ntp primary   key-id  1
  ntp primary   key enc 
  ntp secondary pool.ntp.org
  ntp secondary auth    none
  ntp secondary key-id  2
  ntp secondary key enc 
  ntp           on
exit
!
snmp
  !
  v2
    community read-write enc 9f2092522cbc
    community read-only  enc 9f2092522cbce0773720c333b1106f85
    on
  exit
  !
  v3
    user read-write      name xirrus-rw
    user read-write      auth-password enc 9f2092522cbc927725
    user read-write      priv-password enc 9f2092522cbc927725
    user read-only       name xirrus-ro
    user read-only       auth-password enc 9f2092522cbc92773d
    user read-only       priv-password enc 9f2092522cbc92773d
    authentication       sha
    privacy              aes
    on
  exit
  !
  trap
    host  1   Xirrus-XMS
    host  2   
    host  3   
    host  4   
    port  1   162
    port  2   162
    port  3   162
    port  4   162
    auth      enable
    keepalive 1
  exit
exit
!
dhcp-server
  reset
exit
!
mdm
  airwatch api url          
  airwatch api key          
  airwatch api username     
  airwatch api password enc 
  airwatch api timeout      5
  airwatch api poll-period  5
  airwatch api access-error block
  airwatch redirect-url     
exit
!
security wpa  ! (global settings)
  passphrase  enc 
  eap         on
  psk         off
  aes         on
  tkip        on
  rekey       never
exit
!
security wep  ! (global settings)
  key 1  size not-set 
  key 2  size not-set 
  key 3  size not-set 
  key 4  size not-set 
  default-key 1
exit
!
ssid
  reset
  edit "xirrus" disable
  !
  add  "CompTest"
    band        both
    broadcast   on
    vlan        none
    vlan pool   none
    qos         0
    dhcp        none
    fast-roam   layer 2-only
    time-on     always
    time-off    never
    days-on     all
    stations    unlimited
    traffic     limit-ssid pps  unlimited
    traffic     limit-ssid kbps unlimited
    traffic     limit-sta  pps  unlimited
    traffic     limit-sta  kbps unlimited
    encryption  none unique-settings
    auth        open
    web-page    redirect      off
    mdm-auth    none
    acl
      reset
      off
    exit
    fallback    none
    dhcp-opt    disable
    date-on     none
    date-off    none
    expiration  never
    disable
  exit
  !
  add  "CompTest80211"
    band        both
    broadcast   on
    vlan        none
    vlan pool   none
    qos         0
    dhcp        none
    fast-roam   layer 2-only
    time-on     always
    time-off    never
    days-on     all
    stations    unlimited
    traffic     limit-ssid pps  unlimited
    traffic     limit-ssid kbps unlimited
    traffic     limit-sta  pps  unlimited
    traffic     limit-sta  kbps unlimited
    encryption  wpa2 unique-settings
    auth        802-1x
    passphrase  enc a4268d5038bbd6673b2dce18a75e7799c43b
    psk         on
    eap         off
    aes         on
    tkip        off
    u-psk       cache-timeout 60
    u-psk       server-conn-error block
    web-page    redirect      off
    mdm-auth    none
    acl
      reset
      off
    exit
    fallback    none
    dhcp-opt    disable
    date-on     none
    date-off    none
    expiration  never
    enable
  exit
  !
  del  "xirrus"
exit
!
ssid   ! (iap mappings)
  edit "CompTest"      active-iaps all
  edit "CompTest80211" active-iaps all
exit
!
group
  reset
exit
!
authentication-server  ! (global settings)
  use external-radius
  !
  active-directory
    domain-admin       
    domain-controller 
    workgroup         
    realm             
  exit
  !
  external
    primary              secret enc 
    primary              port   1812
    primary              server 
    secondary            secret enc 
    secondary            port   1812
    secondary            server 
    timeout              600
    das-port             3799
    das-time-window      300
    das-event-timestamp  optional
    called-sta-id-format bssid-ssid
    sta-mac-format       lower
    nas-identifier       
    !
    accounting
      primary            secret enc 
      primary            port   1813
      primary            server 
      secondary          secret enc 
      secondary          port   1813
      secondary          server 
      interval           300
      off
    exit
  exit
  !
  internal
    reset
  exit
exit
!
acl
  reset
  off
exit
!
filter
  reset
  stateful   enable
  track-apps disable
  enable
exit
!
ssid   ! (filter mappings)
  edit "CompTest"      filter-list ""
  edit "CompTest80211" filter-list ""
exit
!
tunnel
  reset
exit
!
interface iap1
  description   ""
  band          2.4GHz 
 !antenna       internal omni
  channel       1
  channel       locked
  bond-40Mhz    off
  bond-80Mhz    off
  mode          bgn
  cellsize      max
  rx-threshold -90
  tx-power      20
  link-distance 
  up
exit
!
interface iap2
  description   ""
  band          5GHz   
 !antenna       internal omni
  channel       40
  channel       locked
  bond-40Mhz    off
  bond-80Mhz    off
  mode          anac
  cellsize      max
  rx-threshold -90
  tx-power      20
  link-distance 
  up
exit
!
interface iap
  !
  wds
    reset
    allow-stations   off
    roam-threshold   6
    roam-avg-weight  50
    !
    client-link 1
      target    
      max-iap   1
      iap       clear
      ssid      ""
      username  ""
      password  enc 
      off
    exit
    !
    client-link 2
      target    
      max-iap   1
      iap       clear
      ssid      ""
      username  ""
      password  enc 
      off
    exit
    !
    client-link 3
      target    
      max-iap   1
      iap       clear
      ssid      ""
      username  ""
      password  enc 
      off
    exit
    !
    client-link 4
      target    
      max-iap   1
      iap       clear
      ssid      ""
      username  ""
      password  enc 
      off
    exit
    !
    host-link 1 iap clear
    host-link 2 iap clear
    host-link 3 iap clear
    host-link 4 iap clear
  exit
exit
!
wifi-tag
  udp-port       1144
  tag-channel-bg none
  disable
  server         
exit
!
location-reporting
  url       
  cust-key  enc 
  period    15
  per-radio disable
  disable
exit
!
station-assurance
  enable
  period         60
  assoc-time     20
  auth-failures  10
  error-rate     20
  retry-rate     35
  data-rate      10
  rssi          -85
  snr            10
  distance      2000
exit
!
roaming-assist
  disable
  period    120
  threshold 0
  data-rate 20
  devices   phone tablet player
exit
!
auth
  reset
exit
!
proxy-fwd
  proxy           off
  bluecoat-url    proxy.threatpulse.net
  netboxblue-url  xirrus.netboxblue.com
exit
!
proxy-mgmt
  off                   
  http               off
  http   host        
  http   port        3128
  http   username    
  http   password    
  !
  https              off
  https  host        
  https  port        3128
  https  username    
  https  password    
  !
  socks              off
  socks  ip          
  socks  port        1080
  socks  username    
  socks  password    
  socks  type        SOCKS5
  !
  socks whitelist set net01 network  
  socks whitelist set net01 mask     
  socks whitelist set net02 network  
  socks whitelist set net02 mask     
  socks whitelist set net03 network  
  socks whitelist set net03 mask     
  socks whitelist set net04 network  
  socks whitelist set net04 mask     
  socks whitelist set net05 network  
  socks whitelist set net05 mask     
  socks whitelist set net06 network  
  socks whitelist set net06 mask     
  socks whitelist set net07 network  
  socks whitelist set net07 mask     
  socks whitelist set net08 network  
  socks whitelist set net08 mask     
  socks whitelist set net09 network  
  socks whitelist set net09 mask     
  socks whitelist set net10 network  
  socks whitelist set net10 mask     
exit
!
netflow
  collector host 
  collector port 2055
  off
exit
!
cdp
  interval  60
  hold-time 180
  off
exit
!
lldp
  interval      30
  hold-time     120
  off
  request-power off
exit
!
cluster
  reset
exit
!
end
!





!
configure
!
description
  hostname X20743803209E
  location ""
exit
!
contact-info
  name  ""
  phone ""
  email ""
exit
!
position-info
  x           0.000000
  y           0.000000
  z           0.000000
  scale       0.000000
  angle       0.000000
  mount      face-down
  scope            map
  map               ""
exit
!
system-info
  ! hardware-configuration
  ! ======================
  !  model: XR630, 1.0GB (400MHz)
  !
  !  component      part number       serial number     date
  !  ---------      ---------------   ---------------   -----------------
  !  system         XR630             X20743803209E     2014-Sep-25 23:58
  !  controller     100-0167-001.A    0000204958        2014-Sep-25 23:58
  !  iap module 1   100-0166-001.2    0001029367        2014-Sep-25 21:00
  !  iap module 2   100-0166-001.2    0001029614        2014-Sep-25 21:00
  !
  !  interface    mac address(es)
  !  ----------   --------------------------
  !  iaps         50:60:28:2f:69:00-2f:69:1f
  !  gigabit  1   50:60:28:03:20:9e
  !  gigabit  2   50:60:28:03:20:9f
  !
  ! software-configuration
  ! ======================
  !  component         version
  !  ---------------   -----------------------------------
  !  scd firmware      5.00  (Oct  1 2012), Build: 4651
  !  boot loader       7.1.0 (Jun 19 2015), Build: 7042
  !  iap driver        3.1.0 (Jul 27 2015), Build: 3958
  !  system software   7.5.0 (Aug 03 2015), Build: 6033
  !  app signatures    navl_signatures-7.5.0.tar.gz
  !  license key       0JQXA-NQWFD-PH946-MML2C
  !  license expires   2015-Oct-31
  !  license features  AOS 7.6 for 2 3x3 radios + RF Performance Manager + RF Analysis Manager + RF Security Manager + Application Control + 802.11ac + 802.11n
exit
!
boot-env  ! (local boot images)
  verify bootfile_active XS-7.5.0-6033.bin
  verify bootfile_backup X*.bin
exit
!
administrator
  reset
  !
  privilege-name
    level 0  "read-only"
    level 1  "read-write"
    level 2  "2"
    level 3  "3"
    level 4  "4"
    level 5  "5"
    level 6  "6"
    level 7  "7"
  exit
  edit admin password enc "$1$30c0e241$LVn1syCzqY0L9Vjkx6pnI0" privilege read-write
  !
  radius
    primary     secret enc 
    primary     port   1812
    primary     server 
    secondary   secret enc 
    secondary   port   1812
    secondary   server 
    timeout     600
    auth-type   chap
    disable
  exit
  !
  privilege-section
    acl           "read-write"
    admin         "read-write"
    boot-env      "read-write"
    cdp           "read-write"
    cluster       "read-write"
    console       "read-write"
    contact-info  "read-write"
    date-time     "read-write"
    description   "read-write"
    dhcp-server   "read-write"
    dns           "read-write"
    file          "read-write"
    filter        "read-write"
    gig           "read-write"
    group         "read-write"
    iap           "read-write"
    lldp          "read-write"
    location      "read-write"
    management    "read-write"
    mdm           "read-write"
    netflow       "read-write"
    auth          "read-write"
    proxy-fwd     "read-write"
    proxy-mgmt    "read-write"
    radius-server "read-write"
    reboot        "read-write"
    reset         "read-write"
    roam-assist   "read-write"
    run-tests     "read-write"
    security      "read-write"
    snmp          "read-write"
    ssid          "read-write"
    sta-assurance "read-write"
    syslog        "read-write"
    tunnel        "read-write"
    vlan          "read-write"
    wifi-tag      "read-write"
  exit
exit
!
vlan
  reset
  !
  default-route     none
  native-vlan       none
exit
!
interface gig1
  autoneg      on
  mtu          1500
  ip addr      10.11.24.222
  ip mask      255.255.255.0
  ip gateway   10.11.24.1
  management   on
  led          on
  bond         bond1
  up
exit
!
interface gig2
  autoneg      on
  mtu          1500
  led          on
  bond         bond1
  up
exit
!
interface bond1
  bond-mode    link-backup
  active-vlans all
  mirror       off
exit
!
interface bond2
  bond-mode    link-backup
  active-vlans all
  mirror       off
exit
!
dns
  domain   
  server1  8.8.4.4
  server2  8.8.8.8
  server3  
  use-dhcp on
exit
!
interface iap  ! (global settings)
  !
  global-settings
    all-down
    rf-monitor       timeshare scanning-interval 6
    rf-monitor       timeshare station-threshold 10
    rf-monitor       timeshare traffic-threshold 100
    rf-monitor       off
    management       off
    beacon-rate      100
    beacon-dtim      5
    broadcast-rates  optimized
    arp-filter       proxy
    ipv6-filter      off
    multicast        convert+snoop+prune
    multicast        convert-exclude mDNS
    multicast        forward address none
    multicast        forward vlans   none
    mdns-filter      allow   all
    long-retries     4
    short-retries    7
    country-code     SE
    dot11h-support   on
    dot11k-support   on
    radio-assurance  off
    max-stations     unlimited
    max-iap-stations 64
    sta2sta          forward
    inactive-time    300
    reauth-period    0
    auth-timeout     300
    extract-sta-info ip-address hostname netbios-name user-agent-str 
    extract-sta-info ip-dhcp-period 0
    led enable       iap-up
    led-activity     tx-data tx-mgmt rx-data rx-mgmt assoc
    auto-channel     power-up off
    auto-channel     schedule ""
    load-balancing   off
    sharp-cell       off
    wfa-mode         off
    dot11u           interworking        off
    dot11u           access-network-type private-network
    dot11u           internet            unspecified
    dot11u           asra                disable
    dot11u           hessid              
    dot11u           ipv4-avail          not-known
    dot11u           ipv6-avail          not-known
    dot11u           venue group         unspecified type unspecified
    dot11u           venue name          reset
    dot11u           roam-consortium     reset
    dot11u           domain              reset
    dot11u           cell-network        reset
    dot11u           nai-realm           reset
    dot11u           network-auth-type   reset
    hotspot20        off
    hotspot20        dgaf                on
    hotspot20        wan                 link-status    up
    hotspot20        wan                 downlink-speed 0
    hotspot20        wan                 uplink-speed   0
    hotspot20        conn-cap            reset
    hotspot20        conn-cap            edit "ICMP"         protocol  1 port    0 status open
    hotspot20        conn-cap            edit "FTP"          protocol  6 port   20 status open
    hotspot20        conn-cap            edit "SSH"          protocol  6 port   22 status open
    hotspot20        conn-cap            edit "HTTP"         protocol  6 port   80 status open
    hotspot20        conn-cap            edit "TLS VPN"      protocol  6 port  443 status open
    hotspot20        conn-cap            edit "PPTP VPN"     protocol  6 port 1723 status open
    hotspot20        conn-cap            edit "VoIP TCP"     protocol  6 port 5060 status open
    hotspot20        conn-cap            edit "IKEv2 ISAKMP" protocol 17 port  500 status open
    hotspot20        conn-cap            edit "VoIP UDP"     protocol 17 port 5060 status open
    hotspot20        conn-cap            edit "IKEv2 IPSec"  protocol 17 port 4500 status open
    hotspot20        conn-cap            edit "ESP"          protocol 50 port    0 status open
    hotspot20        oper-friendly-name  reset
    wmm-power-save   on
    wmm-acm          video off
    wmm-acm          voice off
    wmm-acm          cac-max-bw   100
    dscp-mapping     on
    dscp-mapping     qos 0 dscp not 8 40 46 48
    dscp-mapping     qos 1 dscp 8
    dscp-mapping     qos 2 dscp 40
    dscp-mapping     qos 3 dscp 46 48
    fast-roaming     reset-targets
    fast-roaming     mode  broadcast all
    fast-roaming     layer 2-only
    dot11w-support   disable
    okc              on
    !
    intrude-detect
      !
      rogue-ap
        reset
        add "00:0f:7d:*" known    bssid
        add "48:c0:93:*" known    bssid
        add "50:60:28:*" known    bssid
        auto-block rssi -50
        auto-block enc  none
        auto-block type all
      exit
      !
      dos-attack
        beacon-flood      manual  threshold  20000  period   60
        probe-req-flood   manual  threshold   1000  period   60
        auth-flood        manual  threshold    100  period   60
        assoc-flood       manual  threshold    100  period   60
        disassoc-flood    manual  threshold    100  period   60
        deauth-flood      manual  threshold    100  period   60
        eap-flood         manual  threshold    100  period   60
        null-probe-resp   on      threshold      2  period   60
        mic-error-attack  on      threshold      2  period   60
        disassoc-attack   on      threshold      1  period   60
        deauth-attack     on      threshold      1  period   60
        duration-attack   on      threshold     10  period    2  nav 10000
      exit
      !
      impersonation
        ap-impersonation  on      threshold      1  period   60
        sta-impersonation on      threshold      5  period  600
        seq-num-anomaly   mgmt    gap    10
        evil-twin         on    
      exit
      !
      standard
    exit
  exit
  !
  global-a-settings
    rates basic      6   12    24
    rates supported  6 9 12 18 24 36 48 54
    frag-threshold   2346
    rts-threshold    2347
    auto-channel     list 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 
    auto-cell        overlap    50
    auto-cell        min-tx     10
    auto-cell        max-rx    -80
    auto-cell        period     none
    auto-cell        by-channel on
    max-stations     unlimited
    max-iap-stations 64
  exit
  !
  global-bg-settings
    dot11g-only      off
    dot11g-protect   auto-cts
    slot-time        auto-time
    preamble         auto-length
    rates basic      11 
    rates supported  11 12 18 24 36 48 54
    frag-threshold   2346
    rts-threshold    2347
    auto-channel     list 1 6 11 
    auto-cell        overlap    50
    auto-cell        min-tx     10
    auto-cell        max-rx    -80
    auto-cell        period     none
    auto-cell        by-channel on
    max-stations     unlimited
    max-iap-stations 64
  exit
  !
  global-n-settings
    tx-chains        3
    rx-chains        3
    guard-interval   20MHz  short
    guard-interval   40MHz  short
    auto-bond        on
    bonded-width     5GHz   dynamic
    bonded-width     2.4GHz dynamic
    rates basic      none
    rates supported  all
    enable           on
  exit
  !
  global-ac-settings
    enable           on
    guard-interval   80MHz short
    max-modulation   1ss   mcs9
    max-modulation   2ss   mcs9
    max-modulation   3ss   mcs9
  exit
exit
!
management
  xircon    timeout 300
  xircon    port    22612
  xircon    on
  !
  telnet    timeout 300
  telnet    port    23
  telnet    off
  !
  ssh       timeout 300
  ssh       port    22
  ssh       on
  !
  https     timeout 300
  https     port    443
  https     on
  !
  standby   mode    off
  standby   target  
  !
  network-assurance period   300
  network-assurance on
  !
  personal-wifi     all-sta  4
  personal-wifi     per-sta  1
  personal-wifi     expires  never
  !
  activation        interval 1
  activation        server   https://activate.xirrus.com
  !
  cloud disable
  cloud server      
  cloud retry       5
  cloud timeout     60
  cloud scheme      wss
  cloud port        443
  !
  spanning-tree     off
  pci-audit         off
  fips              off
  status-led        on
  reauth-period     0
  max-auth-attempts 3
  !
  banner pre-login  none
  banner post-login none
exit
!
syslog
  console     off
  sta-format  standard
  time-format rfc3164
  sta-url-log off
  local-file  size     2000
  primary     ip       
  secondary   ip       
  tertiary    ip       
  primary     port     514
  secondary   port     514
  tertiary    port     514
  email       port     25
  email       server   
  email       user     
  email       password enc 
  email       from     
  email       to-list  
  console     level    6
  local-file  level    7
  primary     level    6
  secondary   level    6
  tertiary    level    6
  email       level    4
  on
exit
!
date-time
  timezone      0 0
  dst-adjust    off
  ntp primary   ntp.xirrus.com
  ntp primary   auth    none
  ntp primary   key-id  1
  ntp primary   key enc 
  ntp secondary 
  ntp secondary auth    none
  ntp secondary key-id  2
  ntp secondary key enc 
  ntp           on
exit
!
snmp
  !
  v2
    community read-write enc 9f2092522cbc
    community read-only  enc 9f2092522cbce0773720c333b1106f85
    on
  exit
  !
  v3
    user read-write      name xirrus-rw
    user read-write      auth-password enc 9f2092522cbc927725
    user read-write      priv-password enc 9f2092522cbc927725
    user read-only       name xirrus-ro
    user read-only       auth-password enc 9f2092522cbc92773d
    user read-only       priv-password enc 9f2092522cbc92773d
    authentication       sha
    privacy              aes
    on
  exit
  !
  trap
    host  1   Xirrus-XMS
    host  2   
    host  3   
    host  4   
    port  1   162
    port  2   162
    port  3   162
    port  4   162
    auth      enable
    keepalive 1
  exit
exit
!
dhcp-server
  reset
exit
!
mdm
  airwatch api url          
  airwatch api key          
  airwatch api username     
  airwatch api password enc 
  airwatch api timeout      5
  airwatch api poll-period  5
  airwatch api access-error block
  airwatch redirect-url     
exit
!
security wpa  ! (global settings)
  passphrase  enc 
  eap         on
  psk         off
  aes         on
  tkip        off
  rekey       never
exit
!
security wep  ! (global settings)
  key 1  size not-set 
  key 2  size not-set 
  key 3  size not-set 
  key 4  size not-set 
  default-key 1
exit
!
ssid
  reset
  edit "xirrus" disable
  !
  add  "CompTest"
    band        both
    broadcast   on
    vlan        none
    vlan pool   none
    qos         0
    dhcp        none
    fast-roam   layer 2-only
    time-on     always
    time-off    never
    days-on     all
    stations    unlimited
    traffic     limit-ssid pps  unlimited
    traffic     limit-ssid kbps unlimited
    traffic     limit-sta  pps  unlimited
    traffic     limit-sta  kbps unlimited
    encryption  none unique-settings
    auth        open
    web-page    redirect      off
    mdm-auth    none
    acl
      reset
      off
    exit
    fallback    none
    dhcp-opt    disable
    date-on     none
    date-off    none
    expiration  never
    disable
  exit
  !
  add  "CompTest80211"
    band        both
    broadcast   on
    vlan        none
    vlan pool   none
    qos         0
    dhcp        none
    fast-roam   layer 2-only
    time-on     always
    time-off    never
    days-on     all
    stations    unlimited
    traffic     limit-ssid pps  unlimited
    traffic     limit-ssid kbps unlimited
    traffic     limit-sta  pps  unlimited
    traffic     limit-sta  kbps unlimited
    encryption  wpa2 unique-settings
    auth        802-1x
    passphrase  enc a4268d5038bbd6673b2dce18a75e7799c43b
    psk         on
    eap         off
    aes         on
    tkip        off
    u-psk       cache-timeout 60
    u-psk       server-conn-error block
    web-page    redirect      off
    mdm-auth    none
    acl
      reset
      off
    exit
    fallback    none
    dhcp-opt    disable
    date-on     none
    date-off    none
    expiration  never
    enable
  exit
  !
  del  "xirrus"
exit
!
ssid   ! (iap mappings)
  edit "CompTest"      active-iaps all
  edit "CompTest80211" active-iaps all
exit
!
group
  reset
exit
!
authentication-server  ! (global settings)
  use external-radius
  !
  active-directory
    domain-admin       
    domain-controller 
    workgroup         
    realm             
  exit
  !
  external
    primary              secret enc 
    primary              port   1812
    primary              server 
    secondary            secret enc 
    secondary            port   1812
    secondary            server 
    timeout              600
    das-port             3799
    das-time-window      300
    das-event-timestamp  optional
    called-sta-id-format bssid-ssid
    sta-mac-format       lower
    nas-identifier       
    !
    accounting
      primary            secret enc 
      primary            port   1813
      primary            server 
      secondary          secret enc 
      secondary          port   1813
      secondary          server 
      interval           300
      off
    exit
  exit
  !
  internal
    reset
  exit
exit
!
acl
  reset
  off
exit
!
filter
  reset
  stateful   enable
  track-apps disable
  enable
exit
!
ssid   ! (filter mappings)
  edit "CompTest"      filter-list ""
  edit "CompTest80211" filter-list ""
exit
!
tunnel
  reset
exit
!
interface iap1
  description   ""
  band          2.4GHz 
 !antenna       internal omni
  channel       6
  channel       locked
  bond-40Mhz    off
  bond-80Mhz    off
  mode          bgn
  cellsize      max
  rx-threshold -90
  tx-power      20
  link-distance 
  down
exit
!
interface iap2
  description   ""
  band          5GHz   
 !antenna       internal omni
  channel       48
  channel       locked
  bond-40Mhz    off
  bond-80Mhz    off
  mode          anac
  cellsize      max
  rx-threshold -90
  tx-power      20
  link-distance 
  down
exit
!
interface iap
  !
  wds
    reset
    allow-stations   off
    roam-threshold   6
    roam-avg-weight  50
    !
    client-link 1
      target    
      max-iap   1
      iap       clear
      ssid      ""
      username  ""
      password  enc 
      off
    exit
    !
    client-link 2
      target    
      max-iap   1
      iap       clear
      ssid      ""
      username  ""
      password  enc 
      off
    exit
    !
    client-link 3
      target    
      max-iap   1
      iap       clear
      ssid      ""
      username  ""
      password  enc 
      off
    exit
    !
    client-link 4
      target    
      max-iap   1
      iap       clear
      ssid      ""
      username  ""
      password  enc 
      off
    exit
    !
    host-link 1 iap clear
    host-link 2 iap clear
    host-link 3 iap clear
    host-link 4 iap clear
  exit
exit
!
wifi-tag
  udp-port       1144
  tag-channel-bg none
  disable
  server         
exit
!
location-reporting
  url       
  cust-key  enc 
  period    15
  per-radio disable
  disable
exit
!
station-assurance
  enable
  period         60
  assoc-time     20
  auth-failures  10
  error-rate     20
  retry-rate     35
  data-rate      10
  rssi          -85
  snr            10
  distance      2000
exit
!
roaming-assist
  disable
  period    120
  threshold 0
  data-rate 20
  devices   phone tablet player
exit
!
auth
  reset
exit
!
proxy-fwd
  proxy           off
  bluecoat-url    proxy.threatpulse.net
  netboxblue-url  xirrus.netboxblue.com
exit
!
proxy-mgmt
  off                   
  http               off
  http   host        
  http   port        3128
  http   username    
  http   password    
  !
  https              off
  https  host        
  https  port        3128
  https  username    
  https  password    
  !
  socks              off
  socks  ip          
  socks  port        1080
  socks  username    
  socks  password    
  socks  type        SOCKS5
  !
  socks whitelist set net01 network  
  socks whitelist set net01 mask     
  socks whitelist set net02 network  
  socks whitelist set net02 mask     
  socks whitelist set net03 network  
  socks whitelist set net03 mask     
  socks whitelist set net04 network  
  socks whitelist set net04 mask     
  socks whitelist set net05 network  
  socks whitelist set net05 mask     
  socks whitelist set net06 network  
  socks whitelist set net06 mask     
  socks whitelist set net07 network  
  socks whitelist set net07 mask     
  socks whitelist set net08 network  
  socks whitelist set net08 mask     
  socks whitelist set net09 network  
  socks whitelist set net09 mask     
  socks whitelist set net10 network  
  socks whitelist set net10 mask     
exit
!
netflow
  collector host 
  collector port 2055
  off
exit
!
cdp
  interval  60
  hold-time 180
  off
exit
!
lldp
  interval      30
  hold-time     120
  off
  request-power off
exit
!
cluster
  reset
exit
!
end
!


