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Abstract

These Appcation Notes describe the steps to configure Session Initiation Protocol
Trunking betweerCenturyLink SIP TrunkService(Legacy Qwestusing Sonus NBSersion
7.3.5R6and an Avaya SHenabled enterprise solutioffhe Avaya slution consists oAvaya
Aura® Communication ManageAvaya Session Border Controllier Enterprise and various
Avaya endpoints

CenturyLink is a member of the AvaievConneciService Provider programnformation in
these Application Notes has been obtained through Dew€ct compliance testing a
additional technical discussions. Testing was conducted in the Avaya Solutior
Interoperability Test Lab, utilizin@enturyLinkSIP Trunk Services.
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1. Introduction

These Application Notes describe a sangalefiguration ofAvaya Aura® Communication
Manager and Avaya Session Border ContrdtbeiEnterpriset.0.5integrationwith CenturyLink
SIP TrunkService(Legacy Qwesgtusing Sonus NBS8ersion7.3.5R6

In the sample configuration, tihesaya Session Bader Controllerfor Enterpris Avaya SBCEH

is used as an edge device between Avaya Customer Premise Equipment (CPE) and CenturyLink
SIP Trunk. TheAvaya SBCEperforms SIP header manipulation and provides Network Address
Translation (NAT) functionality toanvert the private Avaya CPE IP addressing to IP addressing
appropriate for the Centylrink SIP Trunk access method.

CenturyLinkSIP Trunk is positioned for customers that have aRBX or IRbased network
equipment with SIP functionality, but needoarh of IP transport and local services to complete
their solution.

CenturyLinkSIP Trunk will enable delivery of origination and termination of local, fong
distance and tofiree traffic across a single broadband connect®di®IP signaling iterface wil
be enabled to the Customer Premisgsifment (CPE).SIP Trunk will also offer remote DID
capability for a customer wishing to offer local numbers to their customers that can be
aggregated in SIP format back to customer.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Communication
ManagerandAvaya SBCHo connect to thpublic Internet using a broadband connection. The
enterprise site was configured to connedCémturyLinkSIP TrunkService. This configuration
(shown inFigure 1) was used to exercise the features and functionality list8ddtion2.1.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

e Incoming PSTN calls to various phone types. Phone types included H.323,
digital, and analog telephones at the enterprise. All inbound PSTN calls were
routed to the enterprise across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323,
digital, and analog telephones at the enterprise. All outbound PSTN calls were
routed from the enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from Avaya one-X Communicator (soft
client).

¢ Avaya one-X Communicator Road Warrior and Telecommuter modes were
tested. Avaya one-X Communicator also supports two Voice over IP (VoIP)
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protocols: H.323 and SIP. Only the H.323 protocol was tested. Session Manager
is needed to support SIP endpoints.
e Various call types including: local, long distance, international, outbouhtteel
operator assisted calls, emergency calls (ahdl)local directory assistance (411).
Inbound toliree calk.
Codecs G.729A, G.729AB and G.711MU.
DTMF transmission using RFC 2833.
T.38 Fax
Caller ID presentation and Caller ID restriction.
Voicemail navigation for inbound and outbound calls.
User features such as hold and resume, transfer, and conference.
Netwak Call Redirection using the SIP REFER method or a 302 response
Off-net call forwarding and mobility (extension to cellular).

2.2. Test Results

Interoperability testing of CenturyLink SIP Trunk Servitegacy Qwestjvas completed with
successful results fall test cases with the exception of the observations/limitations described
below.

e Calling Party Number (PSTN transfers). The calling party number displayed on the
PSTN phone is not updated to reflect the true connected party on calls that are
transfered to the PSTN. After the call transfer is complete, the calling party number
displays the number of the transferring party and not the actual connectedTjpeety.
PSTN phone display is ultimately controlled by the PSTN provider, thus this behavior is
not necessarily indicative of a limitation of the combined Av@yanturyLinkSIP Trunk
solution. ltis listed here simply as an observation.

¢ Network Call Redirection using REFER with transfer i WhenCommunication
Manageris configuredWith the Network CalRedirectionfeature enablednd an
extension receives a call from a PSTN number and attempts to transfer (either
consultative or blind) the call to another PSTN extensionirémsfer is successfolt
the REFER will fail. This causes the Communicatiomisiger to stay connected to both
calls for the duration of the call rather than releasing the calls back to the RASTN.
Sigma script in the SBC is also required to prevent one way audio after the transfer. See
Section6.1.4

e Network Call Redirection using 302 Moved Temporarily When Communication
Manager is programmed to redirect an inbound call to a PSTN number before answering
the call in a vector, CenturyLinki | | send an ACK to thR A302
message from the enterprise but will not redirect the call to the new party in the Contact
header of the 302 messagghe inbound callnitiator hears #&ast busyin this failure
scenario. A workaround is to use the REFER method to redirect the teling
Communication Manager answer the call first with an announcement.
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2.3. Support

For technical support on the CenturyLink SIP Trunk Service, contact CenturyLink using the
Customer Care links atww.centurylinkcom
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3. Reference Configuration

Figure 1illustrates the sample configuration used for the DevConnect compliance testing. The
configuration is comprised of the Avaya CPE location connected via a T1 Internet connection to
theCenturyLink SIP Trunks to Eashd West serversThe Avaya CPE location simulates a
customer site. At the edge of the Avaya CPE locatimaya SBCEprovides NAT functionality

and SIP header manipulatiohvaya SBCEreceives traffic fronCenturyLink SIP Trunlon port

5060 and sends tratfto theCenturyLink SIP Trunkising destination port 5060, using the UDP
protocol. For security reasons, any actual public IP addresses used in the configuration have
beeneitherreplaced with private IP addresseshave been blocked ougimilarly, any

references to real routable PSTN numbers have also been changed to numbers that cannot be
routed by the PSTN.

PSTN Phone @ PSTN @ FAX

m CenturyLink /

Service Service Provider

West (NBS)
outsound: 192.168.32.8 |g— P’ NETWOTK

Remote DID: 192.168.32.9

CenturyLink SIP Trunk
Service

East (NBS)

Infoutbound: 192,168.33.8
Remote DID: 192.168.33.9

Internet

Communication Manager
{10.80.150.225)

SIP
205.xxx.xxx.92

QOutside Interface B1

Avaya Session Border
Controller for Enterprise

— e e e e — — —

10.80.150.100 A 10.80.150.99
Inside Interface A1 | ?ﬂi:;gem::l
n ace
Avaya G450 Media SIP
Gateway j
{10.80.150.61)
e —— — Enterprise LAN ()
A | | |
ST ®
Avaya Digital Ph
e " Avaya one-X Avaya 9641 Avaya 9611 Avaya 9630
Analog Phone x12001 Communicator IP Telephone IP Telephone IP Telephone
X12000 10;:]_2125003_99 X12004 10.80.150.105  x1200210.80.150.104 4112003 10.80.150.410 g g emag o
(H.323)
Figure 1: Avaya Interoperability Test Lab Configuration
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4. Equipment and Software Validated
The following equipment and software were usedtiersample configuration provided:

Component Release
Avaya Aur&® Communication Manger R016x.00.1.510-19528 (SP 7)
Avaya Aur&® Communication Manager N6.0.1-8.0
Messaging
Avaya Session Border Controller for 4.0.5.00
Enteprise
Avaya G40 Media Gateway 31.2.0
Avaya 9@&0 IP Telephone (H.323) Avaya oneX® Deskphondedition 3.104S
Avaya 9611 IP Telephone (H.323) Avaya oneX® Deskphone SIP Edition
6.2009
Avaya 9611 IP Telephon&l(323 Avaya oneX® Deskphone SIEdition
6.2009
Avaya oneX® Communicator (H823 6.13.09
Avaya 242 Digital Telephone n/a
Avaya 6210 Analog Telephone n/a
| CenturyLink (Legacy Qwest) SIP Trunking Solution Components |
Component Release
SonusNBS 07.03.05 RO06

Table 1: Equipment and Software Tested
The specific configuration above was used for the compatibility testing.

Note: This solution will be compatible with other Avaya Server and Media Gateway platforms
running similar versions of Communication Manager.

5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Mana@arfuryLink

SIP Trunk Service A SIP trunk is established between Communication ManagefAaaygh
SBCEfor use by signaling traffic to and fro@entuyLink. It is assumed the general installation
of Communication ManageandAvaya G40 Media Gateway has been previously completed
and is not discussed here.

Communication Manager configuration was performed using the System Access Terminal
(SAT). Somescreens in this section have been abridged and highlighted for brevity and clarity
in presentation.

Note: IP addresses and phomgmbers shown throughout thelgplication Notes have been
edited so that the actual IP addresses of the network elemdmsifalic PSTN numbers are not
revealed.
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5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to verify that thiglaximum
Administered SIP Trunks value onPage 2is sufficient to support the desired number of

simultaneous Slealls across all SIP trunks at the enterprise including any trunks to the service

provider. The example shows tH&000licenses are available a@é4 are in use. The license
file installed on the system controls the maximum values for these attriliuéeiequired
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales

representative to add additional capacity.

OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 0
Maximum Concurrently Registered IP Stations: 18000 3
Maximum Administered Remote Office Trunks: 12000 0
Maximum Concurrently Registered Remote Office Stations: 18000 0
Maximum Concurrently Registered IP eCons: 128 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 18000 0
Maximum Video Capable IP Softphones: 18000 1
Maximum Administered SIP Trunks: 12000 2 94
Maximum Administered Ad - hoc Video Conferencing Ports: 12000 0
Maximum Number of DS1 Boards with Echo Cancellation: 522 0
Maximum TN2501 VAL Boards: 10 0
Maximum Media Gateway VAL Sources: 250 1
Maximum TN2602 Boards with 80 VolP Channels: 128 0
Maximum TN2602 Boards  with 320 VoIP Channels: 128 0

display system - parameters customer - options Page 2of 11

Maximum Number of Expanded Meet - me Conference Ports: 300 0
DDT; Reviewed: Solution & Interoperability Test Lab Application Note 90f70
SPOC 5/6/2013 ©2012 Avaya Inc. All Rights Reserved. CLCM601ASBCE



5.2. System Features

Usethechangesystemparametersfeatures command to set &iTrunk -to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint.
If for security reasons, incoming calls should not be allowed to transfer back to the PSTN then

leave the field set tnone

change system - parameters features
FEATURE RELATED SYSTEM PARAMETERS
Self S tation Display Enabled? y
Trunk - to - Trunk Transfer: all
Automatic Callback with Called Party Queuing? n
Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeou t Interval (minutes): 10
Off - Premises Tone Detect Timeout Interval (seconds): 20
AAR/ARS Dial Tone Required? y

Page 1 of 19

OnPage 9verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.

The compliance test used the vatdéAnonymousfor bothtypes of calls

display system - parameters features
FEATURE RELATED SYSTEM PARAMETERS

CPN/ANI/ICLID PARAMETERS
CPN/ANV/ICLID Replacement for Restricted Calls: Anonymous
CPN/ANV/ICLID Replacement for Unavailable Calls: Anonymous

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code: 1
International Access Code: 011

ENBLOC DIALING PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CA LL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200

Page 9of 19

DDT; Reviewed: Solution & Interoperability Test Lab Application Note
SPOC 5/6/2013 ©2012 Avaya Inc. All Rights Reserved.

100f 70
CLCMG601ASBCE



5.3. IP Node Names

Use thechangenode-namesip command to verify the node name defined for the IP address of
Communication Managéprocr) created during installation. Add a node name &dddress
for Avaya SBCEOGs IASBCE).r Thesé node mameswill becneeddd éor g .
defining the service provider signaling grougSection5.7.

change node - names ip Page 1lof 2
IP NODE NAMES
Name IP Address
ASBCE 10.64.19.100
CMMessaging 10.80.150.225
default 0.0.0.0
procr 10.80.150.225
procré "
5.4. Codecs

Use thechange ipcodecsetcommand to define a list of codecs to use for calls between the
enterprise and the service provider. For the compliance tesidgeset 2 was used for this
purpose. Th€enturyLinkSIP TrunkService supports G.729435.729AB and G.711MU.

During compliane testing each of the supported codecs were tested independently by changing
the order of preference to list the codec being tested as the first choice. The true order of
preference is defined by the end customer. In the example H&ld29A andG.711MU were
entered in théudio Codeccolumn of the table. Default values can be used for all other fields

change ip - codec - set 2 Page lof 2
IP Codec Set

Codec Set: 2
Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)

1. G.729A n 2 20

2: G.711MU n 2 20

3:

OnPage 2 set thd=ax Modeto T.38-standard.

change ip - codec - set 2 Page 2of 2
IP Codec Set
Allow Direct - IP Multimedia? n

Mode Redundancy
FAX t.38 - standard 0
Modem off 0
TDD/TTY us 3
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5.5. IP Interface for procr

Theadd ip-interface procr or change ipinterface procr command can be used to configure
the Processor Ethernet (PE) parameté&tsefollowing screershows theparameters used in the
sample configuration. While the focus here is the use of the PE for SIP Trunk Signademyeob
that the Processor Ethernet will also be used for registrations from H.323 IP Telephones and
H.248 gateways in the sample configuration.

change ip - interface procr Page 1lof 2
IP INTERFACES
Type: PROCR
Target socket load: 1700
Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5
IPV4 PARAMETERS
Node Name: procr IP Address: 10.80.150.225
Subnet Mask: /24
DDT; Reviewed: Solution & Interoperability Test Lab Application Note 120f 70
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5.6. IP Network Region

Create a separate IP network region for the service provia. tithis allows for separate

codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the service provider versus calls within the enterprise or elsewhere. For the compliance test, IP
networkregion 2 was chosedhor the service provider trunkP network region 1 is the default IP
network region and encompasses the rest of the enterprise. dbatige ipnetwork-region 2
command to configure region 2 with the following parameters:

e Set thelLocation field to match the enterprise location for this SIP trunk.

e Set heAuthoritative Domain field to match the&SIP domain of the enterprisén this
configuration, the domain nameasayalab.com This name appears
header of SIP messages originating fithis IP region.

e Enter adescriptive namén the Namefield.

e EnablelP-IP Direct Audio (shuffling)to allow audio traffic to be sent directly between
IP endpoints without using media resources in the Avaya Media Gatéwagnable
shuffling, £tbothIntr a-region andlinter -region IP-IP Direct Audio toyes This is
the default setting. Shuffling can be further restricted at the trunk level on the Signaling
Group form.

e Set heCodec Sefield to the IP codec seefined inSection5.4.

e Set theUDP Port Min andUDP Port Max fields to a range suitable for RTP traffic.

e Default valuesan beused for all other fields.

change ip - network - region 2 Page 1 of 20
IP NETWORK REGION
Region: 2
Locatio n:1 Authoritative Domain: avayalab.com
Name: SIP Trunks
MEDIA PARAMETERS Intra -region IP - IP Direct Audio: yes
Codec Set: 2 Inter -region IP - IP Direct Audio: yes
UDP Port Min: 2048 IP Audio  Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Pri ority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5
Keep- Alive Count: 5
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OnPage4, define the IP codec set to be used for traffic between region 2 and region 1 (the rest

of the entergse). Enter the desired IP codec set indb@ec setolumn of the row with

destination regiondst rgn) 1. Default values may be used for all other fields. The example
below shows the settings used for the compliance test. It indicates that cdtledlise¢ used

for calls between region 2 (the service provider region) and region 1 (the rest of the enterprise).

change ip - network - region 2 Page 4 of 20
Source Region: 2 Inter Network Region Connection Management | M

GA t
dst codec  direct WANBW limits Video Intervening Dyn A G ¢
rgn set WAN Units Total Norm Prio Shr Regions CACRL e
1 2 y NoLimit n t
2 2
3
4

5.7. Signaling Group

Use theadd signalinggroup command to create a signaling group betw€emmunication
ManagerandSession Manager for use by the service provider trunk. This signaling group is

used for inbound and outbound calls between the service provider and the enterprise. For the

compliance test, signaling gro@mwas used for this purpose and was configurging the

parameters highlighted below.

e Set theGroup Type field to sip.

an Evolution Server faBession Manager.

Set theTransport Method to tcp (Transmission ControlBtocol).
Set thePeer Detection Enabld field to n.

Set thePeer Serverto Others.

Communication Manager as defined3action5.3.

Set theMS Enabled field ton. This specifies€Communication Manager will senas

Set heNear-end Node Namdo procr. This node name maps to the IP address of

e Set heFar-end Node Namdo ASBCE. This node name maps to the IP address of

Avaya SBCEOGs inter n®ettions.&8terface a
e Set theNear-end Listen PortandFar-end Listen Portto 506Q

s defi

e Set heFar-end Network Regionto the IPnetwork region defined for the service

provider inSection5.6.
e Set heFar-end Domainto the domain of the enterprise.

e SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the

SIP trunk.

e Set heDTMF over IP field tortp -payload. This value enables Communication

Manager to send DTMF transmissions using RFC 2833.
e Default values may be used for all other fields
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add signaling -group 1 Page 1lof 1
SIGNALING GROUP

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tcp
Q SIP? n SIP Enabled LSP? n
IP Video? n Enforce SIPS URI for SRTP? y

Peer Detection Enabled? n Peer Server: Others

Near - end Node Name: procr Far - end Node Name: ASBCE
Near - end Listen Port: 5060 Far - end Listen Port: 5060
Far - end Network Region: 2

Far - end Domain: avayalab.com
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp - pay load Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP - IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
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5.8. Trunk Group

Use theadd trunk -group command to create trunk group for the signaling group created in
Section5.7. For the compliance test, trunk grolipvas configured using the parameters
highlighted below.

e Set theGroup Type field to sip.

e Enter a descriptive name for t@oup Name

Enter an available trunk access co@AQ) that is consistent with the existing dial plan
in theTAC field.

Set theService Typefield to public-ntwrk .

SetMember Assignment Methodto auto.

Set he Signaling Group to the signaling group shown ihe previous step.

Set heNumber of Membersfield to the number of trunk members in the SIP trunk

group. This value determines how many simultaneous SIP calls can be supported by this

trunk.
e Default values were used for all other fields.

addtr unk-group 1 Page 1of 21
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: y
Group Name: SIP Trunk to SBC COR: 1 TN: 1 TAC: *01
Direction: two - way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public - ntwrk Auth Code? n
Member Assignm ent Method: auto
Signaling Group: 1
Number of Members: 10

OnPage 2 verify that thePreferred Minimum Session Refresh Intervalis set to a value
acceptable to the service provider. This value defines the interval 4iN¥ FEES must be sent
to keep the active session alive. For the compdéidast, the value @00seconds was used.

add trunk -group 1 Page 2of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto

Redirect On OPTIM Failure: 5000

SCCAN?n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval(sec): 600
Disconnect Supervision - In?y Out?y
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OnPage 3 set thdNumbering Format field to public. This field specifies the format of the
calling party number (CPN) sent to the-&ard.

Set theReplace Restricted Numbersand Replace Unavailable Numberdields toy. This will

allow the CPN displayed on local endpoints to be replaced with the valueSgattion5.2, if

the inbound call enabled CPN block. For outbound calls, these same settings request that CPN
block be aavated on the faend destination if a local user requests CPN block on a patrticul

call routed out this trunkDefault values were used for all other fields.

add trunk  -group 1 Page 3of 21
TRUNK FEATURES
ACA Assignment? n Measure d: none

Maintenance Tests? y
Numbering Format: public
UUI Treatment: service - provider
Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y

OnPage 4 set theNetwork Call Redirection field toy. This alows inbound calls transferred

back to the PSTN to use the SIP REFER methodReésrence[15]. Set theSend Diversion
Headerfield toy. This field provides additional information to the network if the call has been
re-directed. This is necessary to support call forwarding of inbound calls back to the PSTN and
some Extension to Cellular (EC500) call scenarigst theSupport Request Historyfield to n.

Set theTelephone Event Payload Typao 100, the value preferreldy CenturyLink

add trunk -group 1 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? n
Prepend '+' to Calling Number? n
Send Transferring Party Information? n
Network Call Redirection?
Send Diversion Header? y
Support Request History? n
Telephone Event Payload Type: 10 0

Convert 180 to 183 for Early Media? n

Always Usere - INVITE for Display Update s?n
Identity for Calling Party Display: P - Asserted - Identity
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5.9. Inbound Routing

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming call if necessalfySession Manager is present, Session

Manager an be used to perform digit conversion using an Adaptadimhdigit manipulation

via Communication Manager incoming call handling table may not be necessary. If the DID
number sent bZenturyLinkis unchanged by Session Manager, then the DID numbdyecan
mapped to an extension using the incoming call handling treatment of the receiving trunk group.

Use thechange inecall-handling-trmt trunk -group command to create amtryfor each DID.
As an example, the following screen illustrates a converdi@i® number3036557104to
extensionl2004.

changeinc -call -handling -trmttrunk - group 1 Page 1 of 30
INCOMING CALL HANDLING TREATMENT

Service/  Number Number  Del Insert

Feature Len Digits

public -ntwrk 10 3035557104 10 12004

public - ntwrk 10 3035557105 10 12005

public -ntwrk 10 3035557106 10 13000

public - ntwrk 10 3035557107 10 13001

public -ntwrk 10 3035557108 10 13002

public -ntwrk 10 3035557127 10 13003

public -ntwrk 10 6145555714 10 13004

public -ntwrk 10 6145555715 10 12000
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5.10. Calling Party Information

l ing party number is sent
numbering was selected to define the format of this nu8®ation5.7), use thechange

The <cal

public-unknown-numbering command to create an entry for each extension which has a DID
assigned. The DID number will be one assigned by the SIP service provider. Itis used to

authenticate the caller.

in the

In the bolded row shen in the example abridged output below, a specific Communication

Manager extension (x12004) is mapped to a DID number that is known to CenturyLink for this

SIP Trunk connection (3035557104), when the call uses trunk dgroup

change public

- unknown - numbering 5

ext - digits 12000 trunk

NUMBERING- PUBLIC/UNKNOWN FORMAT

Total

-group 1Page 1lof 2

Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len
Total Administered: 22
5 12000 1 6145555715 10 Maximum Entries: 9999
5 12001 1 6145555716 10
5 12004 1 3035557104 10 Note: If an entry ap plies to
5 12005 1 3035557105 10 a SIP connection to Avaya
5 13000 1 3035557106 10 Aura(tm) Session Manager,
5 13001 1 3035557107 10 the resulting number must
5 13002 1 3035557108 10 be a complete E.164 number.
5 13003 1 3035557127 10
5 13004 1 6145555714 10
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5.11. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enserpallers will dial 9 to reach an outside line.

This common configuration is illustrated beloWsethe changedialplan analysiscommand to
define a dialed string beginning wighof lengthl as a feature access codcj.

change dialplan analysis Page 1of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type  String Length Type String Length Type
1 attd
5 ext
5 ext
ext
ext
ext
ext
ext
ext
fac
dac
dac

H *O0O~NOAOA~AWNREO

WW R oo g

Use thechange featureaccesscodescommand to configur@ as theAuto Route Selection
(ARS) T Access Codd.

change feature - access - codes Page 1 of 10
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing Listl Access Code: *10

Abbreviated Dialing List2 Access Code: *12

Abbreviated Dialing List3 Access Code: *13
Abbreviated Dial - Prgm Group List Access Code: *14

Announcement Access Code: *19
Answer Back Access Code:

Auto Alternate Routing (AAR) Access Code: *00

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: *33 Deactivation: #33
Call Forwarding Activation Busy/DA: *30 All: *31  Deactivation: #30
Call Forwardina Enhanced Status: Act: Deactivation:

Figure 18 Feature Access Codes

DDT; Reviewed: Solution & Interoperability Test Lab Application Note 200f 70
SPOC 5/6/2013 ©2012 Avaya Inc. All Rights Reserved. CLCM601ASBCE



Use thechange ars analysi€ommand to configure the routing of dialed didgbllowing the
first digit 9.

e Dialed String: enter the leading digits (e.d.303 necessary to uniquely select the
desired route pattern.

e Total Min: enter the minimum number of digits (e.f1) expected for this PSTN
number.

e Total Max: enter the mamum number of digits (e.gL1) expected for this PSTN
number.

¢ Route Pattern: enter the route pattern number (ely.to be used. The route pattern (to
be defined next) will specify the trunk group(s) to be Usedalls matching the dialed
number.

e Call Type: fnpa the call type for North American 1+10 digit calls. For local 7 or 10
digit calls entehnpa. For 411 and 911 calls useclandemerrespectively.The call
type tells Communication Manager what kind of call is made to help decide how to
handle the dialed string and whether or not to include a preceding 1. For more
information and a complete list of Communication Manager call typefgerence[3]
and[4].

The example below showssabset of the dialed strings tested as part of the compliance test. See
Section2.1for the complete list of call types testédl dialed strings are mapped to route
pattern 1 which contains the SIP trunk to the service provider (as defined next).

change ars analysis 1 Page 1of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
1303 11 11 1 fnpa n
1502 11 11 1 fnpa n
1720 11 11 1 fnpa n
1800 11 11 1 fnpa n
1866 11 11 1 fnpa n
1877 11 11 1 fnpa n
1888 11 11 1 fnpa n
1908 11 11 1 fnpa n
2 10 10 1 hnpa n
3 10 10 1 hnpa n
4 10 10 1 hnpa n
411 3 3 1 svcl n
5 10 10 1 hnpa n
555 7 7 deny hnpa n
6 10 10 1 hnpa n
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use thehange routepattern command to configure the parameters for the
service provider trunk route pattemthe following manner. The example below shows the

values used for route pattern 1 during the compliance test.

e Pattern Name Enter a descriptive name.

e Grp No: Enter the outbound trunk group for the SIP service provider. For the
compliance test, trunk gup 1 was used.

¢ FRL: Set the Facility Restriction LeveFRL) field to a level that allows access to
this trunk for all users that require it. The valu® @ the least restrictive level.

e Pfx Mrk : 1 The prefix mark Rfx Mrk ) of 1 will prefix any FNPA10-digit number
with a 1 and leave numbers of any other length unchanged. This will ensure 1 + 10
digits are sent to the service provider lfmrg distancéNorth American Numbering
Plan (NANP) numbersAll HNPA 10 digit numbers are left unchanged.

change route - pattern 1 Page 1lof 3
Pattern Number: 1 Pattern Name: CENTURYLINK SIP TRK
SCCAN?n  Secure SIP? n
Grp FRL NPA Pfx  Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1. 1 0 1 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE T SC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4W Request Dgts Format
Subaddress
L:yyyyynn rest none
2:yyyyynn rest none
3'yyyyynn rest none
4:yyyyynn rest none
5'yyyyynn rest none
6:yyyyynn rest none
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Use thechange ars digitconversioncommand to manipulate the routing of dialed digits that

match the DIDs to prevent these calls from going out the PSTN and using unnecessary SIP trunk
resources. The example below shows the Dibnpers assigned igenturyLinkbeing

converted to 5 digit extensions.

change ars digit - conversion 0 Page 1of 2
ARS DIGIT CONVERSION TABLE
Location: all Percent Full: 0

Matching Pattern  Min Max Del Replacement String Net Conv ANI Req

3035557104 10 10 10 12004 ext y n
3035557105 10 10 10 12005 ext y n

3035557106 10 10 10 10000 ext y n

3035557107 10 10 10 13004 ext y n
3035557108 10 10 10 13002 ext y n

3035557109 10 10 10 13001 ext y n

3035557127 10 10 10 13003 ext y n
6145555686 10 10 10 13000 ext y n

6145555711 10 10 10 13003 ext y n

6145555714 10 10 10 13004 ext y n

6145555715 10 10 10 12000 ext vy n

5.12. Saving Communication Manager Configuration Changes
The commandave translation allcan be used to save the configuration.

save translation all
SAVE TRANSLATION
Command Completion Status Error Code
Success 0
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6. Configure Avaya Session Border Controller for Enterprise

This section covers the configuration of Avaya Session Border Controller for Enterprise (Avaya
SBCE). It is assumed that the software has already been installed. For additional information on

these caofiguration tasks, seReference[12] and[13].

A pictorial view of this configuration is shown below. It shows the components needed for the
compliance test. Each of these comgus is defined in the Avaya SBCE web configuration as

described in the following sections

~
( CenturyLink ( Enterprise
/7 Global Profiles / Domain Policies \ / Domain Policies \ / Global Profiles \
Routing Signaling Rules Signaling Rules Routing
Route_to CenturyLink Avaya Avaya Route_to_CM-Lab1
192.168.33.8, 10.80.150.225
192.168.32.8 .
Media Rules Media Rules o
New-Low-Med New-Low-Med Topology Hldlng
Topology Hiding Enterprise
SIP Trunk
Application Rules Application Rules .
MaxVoiceSession MaxVoiceSession Server lnter'{vorklrlg
Server Interworking Enterprise
SIP-Trunk1-CL
End Point Policy End Point Policy Server Configuration
Server Configuration Groups Groups _ CM-Lab1
CL-InboundOnly SIP Trunk_DomPalicy Enterprise_DomPaolicy 10.80 150,225
192.168.32.9,
192.168.33.9 \ / \ /\ /
Device Specific Settings Device Specific Setti
Server Configuration f \ /_ SVice opecnic =¢ '"g;\
132??&2?9?33 Network Network
Management Management
B1 Al
Server Configuration IP: 205.xx%x.x%x.92 IP: 10.64.19.100
CL-Secondary
192.168.32.8 Signaling Interface Signaling Interface
Sig_Outside_92 Sig_Inside
Signaling 5080 5060
Manipulation
CenturyLink_Script Media Interface Media Interface
\_ /| | Media_Outside_92 Media_Inside
8000-8999 2048-3329
Server Flows
CL-Primary_Flow Server Flows
CL-Secondary-Flow CM-Lab1-Flow
CL-InboundOnly-Flow
e AN vy
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Use a WEB browser to access thé-Secweb interface, enter https://<gddr>ucsedn the
address field of the web browser, where-agur> is the managemepAN IP address oC-

Sec

Log in with the appropriate credentials. Clisign In.

|>

Signin
© Sipera
Systems Password

LEARN - VERIFY -~ PROTECT

The UC-Seac ™ family of products from Sipera Systems delivers comprehensive
YWolP security by adapting the best practices of internet security and by using unigque,
sophisticated technigques such as YolP protocal misuse & anomaly detection,
behavioral learning hased anomaly detection and vaice spam detection to protect
WolP networks.

Visit the Sipera Systems website to learn mare.

HNOTICE TO USERS: This systern is for authorized use only. Unauthorized use of this
systerm is strictly prohibited. Unautharized ar improper use of this system may
result in civil andiar criminal penalties. Use ofthis systern constitutes consent to
security monitaring. All activity is logged with lagin info, host name and IP address.

The main page of thdC-SecControl Center will appear

UC-Sec Control Center

Ome U din min. 23:51 PM GMT
@ Alarms Incidents | [J{ Statistics  —| Logs &% Diagnostics [l Users
| UC-Sec Control Center V ITE:
S velcome Securing your real-time unified communications

“pAdministration

] Logom | @ Help

B4 Systemn Management

Ifyou need suppor, please call our toll free number at (866) 861-3113 or e-mail

support@sinera.corm

|3 Domain Palicies
|23 Device Specific Settings

|23 TLS Management
I3 1M Logging

N ASBCE
Mone found. ASBCE: Server Heartheat is LP

ASBCE: Server Heartheat is failed
ASBCE: Mo Subscriber Flow Matched
ASBCE: Server Heartheat is UF
ASBCE: Server Heartheat is UP

Administrator Notes

Mo notes posted.

o
5 ' Acomprehensive 1P Communications Secority product, the Sipera UC-Sec offers a complete ELEEEES

suite of security, enablement and compliance features for protecting and deploying unified Sipera Website
> | Glabal Parameters comrmunications such as Voice-over-IP (VolP), instant messaging (M), multirmedia, and A
: o Sipera VIPER Labs
> |2) Global Profiles collabaration applications.
» |2 8IP Cluster Contact Support

UC-Sec Devices | Network Type
5 Troubleshooting Alarms (Past 24 Hours) Incidents (Past 24 Hours) _ ) -

DMZ_OMLT
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To view system information that was configuredidg installation, navigate tdC-Sec Control
Center A Sysem Management A list of indalled devices is shown in thmight pane. In the
case of thesample configuratigra singledevice named Sipera is shown. To vidne
configuration of this device, click the monitor icon (thedhcon from the right

UC-Sec Control Center

WElCOmE UCSEc, gned in sz Admin, Current server time is 5:40:27 PM GMT

O Alarms Incidents [m Statistics  —| Logs | & Diagnostics m Users
|2 WC-Zec Contral Center System Management

@ welcome

<# Administration

L] packup/Restore Installed | | Updates

B systern Management

(2 Global Profiles ASHCE IPCS31020130 405008 @ Commissioned B @O ||l x
|2 SIP Cluster

() Domain Palicies

|2) Device Specific Setlings
|23 Trouhleshooting

) TLS Management

=) IM Logging

The System Information screen shows thgetwork Settings, DNS Configurationand
Management IPinformation provided during installation and correspondsigoire 1. TheBox
Type was set t&IP and theDeployment Modewas set td’roxy. Default values were uséaolr
all other fields.

Systemn Information: ASBCE [
— General Settings Device Settings
Appliance Name ASBCE HA Mode i [
Box Type SIF Secure Channel Mode  Maone
Deployment Mode Proy Twio Bypass Mode i [

—Network Settings

I B S ST

255255255128

10.64.19.100 10.64.19.100 255255 25850 10.64.19.1 Al
—DNS Configuration Management IP(s}
Primary DNS 10.80.150.201 ’7IP 10.80.150.89
Secondary DNS
DNS Location DL
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6.1. Global Profiles
Global Profiles allows for configuration of parameters across alSBéd€appliances.

6.1.1. Routing Profile

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles
include packet transport settings, name server addresses and resolution,mettidusp

routing information, and packet transport types.

Create a Routing Profile f&@ommunication ManagendCenturyLink To add a routing
profile, navigate tdJC-Sec Control CenterA Global ProfilesA Routing and selecAdd
Profile. Enter aProfile Nameand clickNext to continue (not shown).

In the new window that appears, enter the following vallise default values for all remaining
fields:

URI Group: S e | é&ddrom tiie drop down box.
e Next Hop Server 1: Enter theDomain Nameor IP address of the
Primary Next Hop server.
e Next Hop Server 2: (Optional) Enter the Domain Name or IP address of

the secondary Next Hop server.
e Routing Priority Based on

Next Hop Server Checked.
e Use Next Hop for
In-Dialog Messages Select only if there is no secondary Next Hop
server.
e Qutgoing Transport: Choose the protocol used for transporting outgoing

signaling packets.

Click Finish (not shown).
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The following screen shows the Routing Profile to Communication ManddeiNext Hop
Server lis the IP address of the Communication Manager Processor Ethernet as defined in
Section5.3. The Outgoing Transport is setE€P and matches théransport Method set in

the Communication Manager Sigimagj Group inSection5.7.

UC-Sec Control Center

Wl &z Admin. Currert server time iz 4:03:04 PM GMT

@ Alarms [ Incidents | [J Statistics = Logs | & Diagnostics | [f| Users ] Logout | (@ Help
[ UC-Sec Cantrol Center B Giatssi Profiles = Routing: Route_to_Ch-Lab!
o rereme o conemane Foeec e
s Administralion Rename Profile [ Clone Profile | Delete Profile
(L] Backup/Restore Click here to add a description.
[ system Management -
> [ Global Parameters ::f:ul( Routing Profile
4 |) Glohal Profiles
[@ bomain Dos Route_to_CS1K | And Routing Rue |
;/,- Fingerprint Route_to_SessionMgr N Next |
e: e: nore
e B oy
SP2 Priority Dialog | Header
&% Madia Forking
5% Routing remote-test 10.80.150.225 O o O
& Server Configuration Route_to_CenturyLink
L&, Subscriber Profiles
al= Topalogy Hiding
Sighaling Manipulation
25 URI Groups
> |2 8IP Cluster 3

The following screen shows the Routing Profile to CenturyLir@r compliance testing
CenturyLink had four SIP servers assigned. Two of them were used for remote DIDs and were
allocated for inbond only, while the other two were used for both inbound and outbound traffic.
Only the two SIP servers allocated for outbound traffic were added Rotlteng Profile

UC-Sec Control Center

Wl Ackmin. Current server time is 2:36:35 PM GMT
@ Alarms . [nclderﬂs I]EI Statistics Logs &% Diagnostics @ Users g_j Logout | (@ Help
> |2 Global Parameters fa Global Profiles = Routing: Route_to_CenturyLink
4 ) Global Profiles
ﬁ Domain DoS -
&5 Fingerprint Routing Profiles Click here to add a description,
B Server Interworking default —|
€5 Phone Interwarking = Routing Profile
£y Media Forking
m Rauting Route_to_CS1K Add “-ﬂ“llﬂn Rule

T Server Configuration Route_to_SessionMgr

- o Next | Ignore

Subscriber Profi -

A Route_fo_CM-Lab1 NextHop Server 1 | Next Hop Server 2 Hop NAPTR Hopin | Route T‘:::&‘::ft
= Topology Aiding sp2 Priority Dialog | Header

Signaling Manipulation
A URI Groups M| | remote test 102 1AB.338 5060 192168 32 BA0R0 O o o

> [ 8IP Cluster Route_to_CenturyLink

> :, Domain Paolicies

6.1.2. Topology Hiding Profile

TheTopology Hidingprofile manage$ow various source, désation and routing information
in SIP and SDP message headae substituted or changedhtaintan the integrity of the
network. It ides the topology of the rprise networfrom externahetworks

Create a Topology Hiding Profile for the entese and CenturyLink SIP Trunkn the sample
configuration theEnterprise andCenturyLink profileswerecloned from the default profile
To clone a default profile,avigate tdJC-Sec Control CenterA Global Profiles A Topology
Hiding. Select thelefault profile and clickon Clone Profile as shown irFigure 46.
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UC-Sec C

" 3
@ Alarms Incidents

) Uc-Sec Contral Center
@) welcome
<& Administration
(L] Backup/Restare
B8 5ystem Management
& [2) Global Parametets
4 ) Global Profiles
B Domain Dos
5 Fingerarint
B Server Interworking
€5 Phane Interwarking
fg Media Forking
% Routing
[ Server Canfiguration
&2 Subscriber Profiles
ala Topology Hiding
= Signaling Manipulation
£ URI Groups

Topology Hiding Profiles

3 default

% Diagnostics

It is not recommended to edit the defaults. Try cloning or adding a new profile instead.

[ users

Topology Hiding

©) Sipera

Systems
m Logout

@ Help
Clone Profile

Record-Route
To
Reguest-Line
From

Wia

S0P

IPIDamain
IFDomain
IFiDomain
IFDomain
IFiDamain
IFDomain

Auto
Auto
Auto
Auto
Auto
Auto

Overwrite Value

Enter a descriptive name for the newffle and clickFinish.

Frofile Bame

Clane Mame

Clone Profile

default

| Enterprize
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Edit theEnterprise profile to overwrite the headeshown belowto theenterprisedomain. The
Overwrite Value should natch theDomain set in the Communication Manager signaling group
Farend Domain $ection 5.6. Click Finish to save the changes.

Edit Topology Hiding Profile [

T header | crtern | Repiace Acton Overwrtevaue |

| Record-Route v| [IP/Domain v | Auto v | X
\To v| [IP/Domain v | Overwrite | |avayslab.com | bt
| Request-Line v| [IP/Domain v | Overwrite | |avayslab.com | X
| Fram v| [IPDamain v | | Overwrite w | |avayslab.com | X
Wia v| [IPDaomain | |Auto v | X
| S0P v| [IPDamain | |Auto v | X

It is not necessary to modifydi€enturyLink profile from the default valuesThefollowing
screershowsthe Topology Hding Policy created for CenturyLink.

UC-Sec Control Center

Weloome ucs 1 in &z Admin. Current server time is 5:54:30 PM GMT

@ Alarms Incidents | []{ Statistics —| Logs Diagnostics | | Users m Logout | (@ Help
| WC-5ec Contral Center bl Global Profiles = Topology ng: SIP Trunk

Sweiome
<5 Administration

H Backup/Restare Topology Hiding Profiles Click here to add a description.

B8 system Management default —l -
> |2 Global Parameters Topolagy Hiding

cisco_th_profile

4 |7 Global Profiles

i Fingerprint Enterprise IFiDormain Auto
‘Sewerlnterwnrking SDOF IPiDomain Autno
49 Phone Interworking Request-Line IPiDomain Auto
&% Media Forking ) )
! Wia IP{Damain Auto
% Routing i
| Server Configuration From IFiDomain Auto
L8, 5ubscriber Proflles Record-Route IPiDomain Auto
alm Topology Hiding
Signaling Manipulation m

£ URI Groups

» ) SIP Cluster

» | =) Domain Policies

4 |7 Device Specific Settings b
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When creating or editing Topology Hiding Profiles, there are six types of headers available for
selection in the Header draiown listto choose from In addition to the giheadersthere are
additional headerson listed that are affected when either of two types of listed heazigrsTo
HeaderandFrom Header) are selected in thdeader drop-down list. Table 2lists the six

headers along with all of the other affected headers in three header categprigs|frce

Headers, Destination Headers, and SDP Headgrs

Main Header Names Header(s) Affected byMain Header
Source Headers
RecordRoute
From (1) ReferredBy
(2) P-Asserted Identity
Via
Destination Headers
To (1) ReferTo
Requestine
SDPHeaders
Origin Header |

Table 2 Topology Hiding Headers
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6.1.3. Server Interworking Profile

The Server Internetworkingrofile configuresand managevarious SIP call servespecific
parameters such as TCP asidP port assignments, heartbsmnaling paameters (foHA
deployments), DoS securisyatistics, and trusted domainiterworking Profile features are
configured based on different Trunk Servefsiere are default profiles available that may be
used as is, or modified, or new profiles can tefigured as described below.

In thesample configuratiorseparate Server Interworking Profil@srecreated folEnterprise
andCenturyLink .

6.1.3.1Server Interworking Profile T Enterprise

To create a new Server Interworking Profide theenterprise navigateto UC-Sec Control
Center A Global Profiles A Server Interworking and dick on Add Profile as shown in
Figure 52.

UC-Sec Control Center @ Sipera

you signed in as Admin. Current server time iz T:42:43 PM GMT Systems
ﬂ_] Logout

Wielcome ucs

@ Alarms Incidents UEI Statistics | Logs &7 Diagnostics @ Users

@ Help

I UC-Fec Contral Center Bl Global Profiles = Server Interwaorking: £32100
&) welcome .
Add Profile ~
~ 7 Administration - -
=] BackupiRestore Interworking Profiles It is not recommended to edit the defaults. Try cloning or z
System Management
@ ¥ g cs2100 General | | Timers | | URI Manipulation | | Header Manipulati

» | Global Parameters

4 =) Global Profiles el
[ Domain Dos 0CS Edge-Server
§-§{. Fingerprint cisco-cocm Hold Support RFC3264
82 Server Interwarking cups 180 Handling None

5 Phone Interworking

Sipera-Halo 181 Handling Maone
£% Media Forking :
. OCS-FromEnd- 182 Handling Mone
57 Routing B | corver
& Server Configuration 183 Handling Mane
B8, Subscriber Profiles Refer Handling Mo
al= Topology Hiding o Handling Mo
Signaling Manipulation ) .
Civersion Header Support ko
4% URI Groups e e I R bt

Enter a descriptive name for the new profile and diekt to continue

Interworking Profile

Frofile Mame | Enterprise |
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In the new window that appeagsjter the following valuesUse default values for all remaining
fields:

e Hold Support: SelectRFC3264
e T.38 Support: Checked.

Click Nextto continue

Editing Profile: Enterprise [
) Mone
Hold Support {7 RFC2543-¢=0.0.0.0
(&) RFC3264 - a=sendonly
180 Handling ® Maone (O SDP (O Mo SDP
181 Handling ® Maone (O SDP (O Mo SDP
182 Handling (& Mone (O SOFP () MWo BDF
183 Handling (& Mone (O SOP () Wo 8DF
Refer Handling ]
Z0¢ Handling F

Diversion Header Support

Delayved SOF Handling Fi

T.38 Support

LRI §cheme @ BIP (O TEL (O AMY
(& RFC3261

Yia Header Faormat ) RFC2543
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Default values can also be used for the next two windows that appear.N€ktto continue

x

Interworking Profile I

Privacy Enabled ]

F-Assered-ldentity
P-Freferred-ldentity

Privacy Header

DTMF
DTMF Support (% Mone (O SIP MNOTIFY (O SIPINFO

x

Interworking Profile I

Configuration is not required. All fields are optional.

SIP Timers

Min-SE || seconds, [90- ga400]
Init Timer |:| milliseconds, [50 - 1000]
Wz Timer |:| milliseconds, [200- 2000]
Trans Expira |:| seconds, [1- 64]

Invite Expire || seconds, [180-300]

Transport Timers

TCP Connection Inactive Timer |:| seconds, [E00 - 3600]
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On theAdvanced Setthgswindow uncheck the followingefault settings

Topology Hiding: Change CaltiD
Change Max Forwards
Has Remote SBC

Click Finish to save changes.
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Interworking Profile

Fecord Routes

Topoalogy Hiding: Change Call-1D
Call-Info MAT

Chanoe Max Forwards

DCE Extensions
AvayA Extensions
MORTEL Extensions
SLIC Extensions
Diversion Manipulation

Diversion Header LIRI

Metaswitch Exensions

Feseton Talk Spurt

Hasz Remote SBC
Route Response on Via Port

Zisco Extensions

Include End Point IF for Context Lookup

Feset SETP Context on Session Refresh

Advanced Settings

) Mone
) Single Side
(¥} Both Sides

EDDDDDD_DDDDDDDDD
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Solution & Interoperability Test Lab Application Note
©2012 Avaya Inc. All Rights Reserved.

350f 70
CLCM601ASBCE



6.1.3.2Server Interworking Profile T CenturyLink

To create a new Server Interworking Profile for Centuni¢l_havigate taJC-Sec Control
Center A Global Profiles A Server Interworking and dick on Add Profile as shown in
Figure 58.

UC-Sec Control Center @ Sipera

N igned in as Admin. Current server time is 8:36:13 PM GMT Systems
@ Alarms Incidents | [If Statistics [& Users QJ Logout
|y UiC-Sec Cantral Center

Wielcome uic:

@ Help

%% Diagnostics

=] Logs

&) welcome

5 Admiinistration > -

@ Backup/Restare Interworking Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
System Management

@ 4 g 52100 General | | Timers | | URI Manipulation | | Header Manipulation | | Advanced |

> |2 Global Parameters

-Tu
4 [ Global Prafiles o ~
@ Domain Dos 0CS-Edge Server 1
{35- Fingerprint cisco-ccm Hald Suppaort RFC3264
% Server Interworking cups 180 Handling Nane

5 Phone Interwarking

& nadia Fork Sipera-Halo 181 Handling Maone
E“EREu;?ngm na OCS-FromEnd-Server 182 Handling Mone
| Server Configuration Enterprise 183 Handling Mone
L8, Bubscriber Profiles Refer Handling Mo
alm Topology Hiding e Handling Mo
§3|§F;I:25p23n|pulatlon Diversion Header Suppart Mo L]
> [ SIP Cluster Delayed SOF Handling [}
> |Z) Domain Policies T.38 Support Mo
> |2 Device Specific Settings URI Scheme =11l
' glg“;':ﬁ:;g:‘nnegm Via Header Format RFC3261
(M Logging vy |
L - L
Figure 58: Server Interworking i Add Profile for CenturyLink
Enter a descriptive name for the new profile and dNekt to continue
Interworking Profile
Profile Marme \SP-Trumk-1-cL |
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In the new window that appears, enter the following vallise default values for all remaining
fields:

e Hold Support: SelectRFC3264- a=sendonly
e T.38 Support: Checked.

Click Nextto continue

Editing Profile: Enterprise [
) Mone
Hold Support {7 RFC2543-¢=0.0.0.0
(&) RFC3264 - a=sendonly
180 Handling ® Maone (O SDP (O Mo SDP
181 Handling ® Maone (O SDP (O Mo SDP
182 Handling (& Mone (O SOFP () MWo BDF
183 Handling (& Mone (O SOP () Wo 8DF
Refer Handling ]
Z0¢ Handling F

Diversion Header Support

Delayved SOF Handling Fi

T.38 Support

LRI §cheme @ BIP (O TEL (O AMY
(& RFC3261

Yia Header Faormat ) RFC2543
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Default values can also be used the next two windows that appear. CIN&xtto continue.

x

Interworking Profile I

Privacy Enabled ]

F-Assered-ldentity
P-Freferred-ldentity

Privacy Header

DTMF
DTMF Support (% Mone (O SIP MNOTIFY (O SIPINFO

x

Interworking Profile I

Configuration is not required. All fields are optional.

SIP Timers

Min-SE || seconds, [90- ga400]
Init Timer |:| milliseconds, [50 - 1000]
Wz Timer |:| milliseconds, [200- 2000]
Trans Expira |:| seconds, [1- 64]

Invite Expire || seconds, [180-300]

Transport Timers

TCP Connection Inactive Timer |:| seconds, [E00 - 3600]
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On theAdvanced Settingswindow uncheck the following default settings:

Topology Hiding: Change CaltiD
Change Max Forwards

Click Finish to save changes.
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Interworking Profile

Record Routes

Tapolagy Hiding: Change Call-1D
Call-Info MAT

Chanoe Max Forwards

0C5 Extensions
AvayY A Extensions
MORTEL Extensions
SLIC Extensions
Diversion Manipulation

Diversion Header LIRI

Metaswitch Extensions

Reseton Talk Spurt

Has Remote SBC
Foute Response on Via Port

Cisco Extensions

Include End FPoint IP for Context Lookup

Feset SETP Context on Session Refresh

Advanced Settings

) Mone
{7 Single Side
(%) Both Sides

EDD!DDD_DDDDDDDDD
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6.1.4. Signaling Manipulation

The Signaling Manipulation feature allows the ability to add, change and delete any of the
headers in a SIP message. This feature will add the ability to configure such manipulation in a
highly flexible manner using a proprietary scripting language c&lighfa.

The SigMa scripting language is designed to express any of the SIP header manipulation
operations to be done by the Avaya SBCE. Using this language, a script can be written and tied
to a given flow through the EMS GUI. The Avaya SBCE applidher interprets this script at

the given entry point or Ahook pointo.

These application notes will not discuss the full feature of the Signaling Manipulation but will
show an example of a script created during compliance testing to aid in topologyamditag

remove thesendonlymedia attribute sent by Communication Manager when a call is placed on
hold. CenturyLink will stosendingRTP packets when tteendonlymedia attribute is received

on a PSTN to PSTN transfezsulting inone way audio Thesendrecvmedia attribute is

assumed as the default for the session when no other attribute is sent. So rather than replacing
sendonlywith sendrecythesendonlymedia attribute was simply removed

To create a new Signaling Manipulation, navigated@ SecControl Center A Global
ProfilesA Signaling Manipulation and dick on Add Script. A new blank SigMa Editor
windowwill pop up.
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Thefollowing sample scripwill act on the response of an inbound call from Centuryl(éxy,
180 Ringing an@00 OK)andthe request of an outbound call to CenturyL{eky., INVITE
messages from Communication Managdie script is further broken down as follows:

e within sessioni Al | 0 Transformationgppliedto all SIP sessions.

e act onmessage Actions to be taken tany SIP message

e %DI RECTI ON=fA OUT B OU Ndplied toamessages leaving tiSpera E
SBC.

e WENTRY_POI NT=APOSTTROUThNGW pointo to appl:
SIP message has routed through the Avaya
SBCE.

e %HE ADE R Sassértedidentityo ] [ 1Uked to retrieve an entire head@he first
dimension denotes which header while t
seconddimension denotes thé'instance of
theheader in a message

e . regex _nvayaadba c® Mid®, An action to replace a givanatch with the

A205.xXx.XxX.92:5060 ;) provide string (e.g., fi

and replace it with the external interface IP
address and port)

With this script, Alertinfo headers will be removed. TheABsertedldentity header Wi be

modi fied by replacing the domain fAavayal ab. co
and the SIP port of 506(Also, thefisendonly media attribute is being removed to prevent one

way audio during PSTN to PSTN transfers when the Network @alir&ction feature is

activated on the Communication Manager trunk group.

Sighta Editor
—Options

Title | SIP Trunk1 _Script m

JffCenturyLink

within session ™ALLY

{

act on wessage where $DIRECTION="OQUTBOUND" and %ENTRY POINT="POST ROUTING"
{

0 =1 o 0 ook D B

// Rewowve Alert Info header
9 remove ($HEADERI["Alert-Infao™] [1]):

11 //Topology Hiding of PAI header
12 SHELDERZ["p-asserted-identity"] [1] .regex_replace ("avayalab') .com", "205. xxx. xxx.92: 5060") ;

14 // Remove "sendonly" Media Attribute if present.

15 if(%3DP[1] ["s™] ["w™] [1] . ATTRIBUTES ["sendonly"] [1]="") then

1la {

17 remove ($3DP[1] ["s"] ["m™] [1] .ATTRIBUTES ["sendonly™] [1]) ;

18 3|

19 ¥

20 i

& v
< >
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Thefollowing screershows the finished Signaling Manipulation Sc&P Trunkl_Script
used during compliance testing. This script will later be applied to the Centurylivér Se
Configuration inSection6.1.5.2

rol Center @ Sipera

d in olmin. Current =r time is B:13:38 PM GMT Systems

@ Alarms Incidents  [If Statistice | | Logs @] Logowt | @ Help
I UC-Sec Control Center Global Pro gnaling Sor
?:‘;’i‘:i:‘r:raﬁm e e Download Script | Ciane Script [ Delete Script
[& BackupiRestore Signaling Manipulation Click here to add a description.
B8 5ystem Management Scripts — e
» [ Global Parameters SIP Trunk2_Script Signaling Manipulation
rl
|2 Global Profiles o] #/Centuryling ~
B pomain Dos 5
re CS1K_Script
&% Fingerprint within session "ALL™
& Server Intenworking CM_saved {
€y Phone Interwarking test act on message where $DIRECTION="OUTEOUND" and %ENTRY_POINT="POST_ROUTING"
) ) i
% Media Forking SIP Trunk4_Script
ﬁ Routing . SIP Tnnk1_Script #/ Remove Alert Info header
Jip Server Configuration remove [$HEADERS["Alert-Info™]1[1]);
L8, Buhscriber Profiles
alm Topology Hiding #¢Topology Hiding of PAT header
Signaling Manipulation SHEADERS[ "p-agserted-identity"][1].regex_replace ("avayalaebl.con","205.168.62.92: 5060") ;
&* URI Groups /4 Remove "sendonly” Media Atcribute if present.
+ |2 8IP Cluster 1E(%EDPLLI["a" 1 ["w"][1]. ATTRIEBUTES[ "sendonly”][1]=""1 then
> |2) Domain Policies {
» ) Device Specific Settings remove (33DP[1]["s"]["m"][1].ATTRIBUTES["sendonly™][1])
# |2 Troubleshooting }}
» 2 TLS Managerment y =
= ) IM Logging “
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6.1.5. Server Configuration

The Server Configuration screen contains four tablSeneral, Authentication, Heartbeat, and
Advanced Together, these talt®nfigure and managesious SIP call sger-specific

parameters such as TCP and Uit assignments, heartbsagnaling parameter®oS security
statistics, and trusted domains

In the sample configuration, separate Server Configurations were creaf@ahiorunication
Manager andCenturyLin k.

6.1.5.1Server Configuration i Communication Manager

To add a Server Configuration Proffter CommunicatiorManger navigate tdJC-Sec Control
Center A Global Profiles A Server Configuration and click onAdd Profile as shown below

p Alarms Incidents [ Statistics L Cd @ Logowt @

j UC-5ec Contral Center

@) welcame

& Administration -

[]| BackupiRestore General || Authentication ‘ ‘ Heartheat H Advanced |

8} Systern Management Session_Manager

15 Global Profiles Server Type Call Server
& ormain Dog CL-Primary
e i CLSecondary IP Addresses [ FODNs 10.64.18.210
5 Fingerprin &
; Server Interworking | sme.3 Supported Transporls TCR

TCP Port G060

€3 Phone \meworkmg CLnboundonly
&% Media Forking
4 Routing @
i Server Configuration
L&, Subscriber Profiles
e Tl Uidine ¥

Enter a descriptive nanfer the new profile and clicklext.

Add Server Configuration Profile

Frofile Marme |CI‘-.-1-Lah1 |
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In the new window that appears, enter the following vallisse default values for all remaining
fields:

e Server Type: SelectCall Server from the dropdown box.
IP Addresses /
Supported FQDNSs: Enter the IP adress of the Communication Manager

Processor Ethernet as definedsiection5.3.

Supported Transports: SelectTCP.

TCP Port: Port number on which to sei&P requestto
CommunicatiorManager This should match the port
number used in thEar-end Listen Portin the
Communication Manager Signaling Group as defined
Section5.7.

Click Next to continue

Add Server Configuration Profile - General £

Server Type |Ca|l server V|

1080150225
IP Addresses f Supported FaDMs

Comma seperated list

TGP
Supported Transports ] uoP
] 1Ls
TCP Port 5060 |
UDP Port | |
TLS Port | |
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Verify Enable Authentication is uncheckd as Communication Manager does not require
authentication. CliclNextto continue.

Add Server Configuration Profile - Authentication [

Enable Authentication ]

lzer Mame | |

Fealm | |

Fazsword | |

Canfirm Passward | |

In the new window that appears, enter the following vallse default values for all remaining
fields:

e Enabled Heartbeat: Checked.
e Method: SelectOPTIONS from the dropdown box.
e Frequency: Choose the desired frequency in seconds the Avaya

SBCE will send SIP OPTIONS. For compliance
testing60 seconds was chosen.

e From URI: Enter an URI to be sent in the FROM header for
SIP OPTIONS.

e TO URI: Enter an URI to be sent in the TO header for SIP
OPTIONS.

Click Next to continue

Add Server Configuration Profile - Heartbeat %

Enable Heartbeat
Methad
Frequency |E|:| | secands
From LRI |PING@ava3~’alab.cnm |
To URI |PING@avayalab.cnm |
TCP Probe J
TGP Probe Freguency | | seconds
B 3
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