AVAYA

Ethernet Routing Switch 8800 Series
Hirschmann™ Industrial Ethernet Switches

Engineering

>Ethernet Routing Switch 8800 Series
with Hirschmann™ [ndustrial Ethernet

Switches Technical Configuration
Guide

Avaya Networking

Document Date: May 2012
Document Number: NN48500-640
Document Version: 1.1



AVAYA

© 2012 Avaya Inc.
All Rights Reserved.

Notices

While reasonable efforts have been made to ensure that the information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the right to make changes and corrections to the information in
this document without the obligation to notify any person or organization of such changes.

Documentation disclaimer

Avaya shall not be responsible for any modifications, additions, or deletions to the original published version of this documentation
unless such modifications, additions, or deletions were performed by Avaya. End User agree to indemnify and hold harmless Avaya,
Avaya’s agents, servants and employees against all claims, lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked Web sites referenced within this site or documentation(s)
provided by Avaya. Avaya is not responsible for the accuracy of any information, statement or content provided on these sites and
does not necessarily endorse the products, services, or information described or offered within them. Avaya does not guarantee that
these links will work all the time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on this product. Refer to your sales agreement to establish the terms of the limited warranty. In
addition, Avaya’s standard warranty language, as well as information regarding support for this product, while under warranty, is
available to Avaya customers and other parties through the Avaya Support Web site: http://www.avaya.com/support

Please note that if you acquired the product from an authorized reseller, the warranty is provided to you by said reseller and not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/
ARE APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR INSTALLS AVAYA SOFTWARE, PURCHASED FROM
AVAYA INC., ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER (AS APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS OTHERWISE AGREED TO BY AVAYA IN
WRITING, AVAYA DOES NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED FROM ANYONE OTHER THAN
AVAYA, AN AVAYA AFFILIATE OR AN AVAYA AUTHORIZED RESELLER, AND AVAYA RESERVES THE RIGHT TO TAKE
LEGAL ACTION AGAINST YOU AND ANYONE ELSE USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING, DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS "YOU" AND "END USER"), AGREE TO THESE TERMS AND
CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE AVAYA
AFFILIATE ("AVAYA").

Copyright

Except where expressly stated otherwise, no use should be made of the Documentation(s) and Product(s) provided by Avaya. All
content in this documentation(s) and the product(s) provided by Avaya including the selection, arrangement and design of the
content is owned either by Avaya or its licensors and is protected by copyright and other intellectual property laws including the sui
generis rights relating to the protection of databases. You may not modify, copy, reproduce, republish, upload, post, transmit or
distribute in any way any content, in whole or in part, including any code and software. Unauthorized reproduction, transmission,
dissemination, storage, and or use without the express written consent of Avaya can be a criminal, as well as a civil offense under
the applicable law.

Third Party Components

Certain software programs or portions thereof included in the Product may contain software distributed under third party agreements
("Third Party Components"), which may contain terms that expand or limit rights to use certain portions of the Product ("Third Party
Terms"). Information regarding distributed Linux OS source code (for those Products that have distributed the Linux OS source
code), and identifying the copyright holders of the Third Party Components and the Third Party Terms that apply to them is available
on the Avaya Support Web site: http://support.avaya.com/Copyright.

Trademarks

The trademarks, logos and service marks ("Marks") displayed in this site, the documentation(s) and product(s) provided by Avaya
are the registered or unregistered Marks of Avaya, its affiliates, or other third parties. Users are not permitted to use such Marks
without prior written consent from Avaya or such third party which may own the Mark. Nothing contained in this site, the
documentation(s) and product(s) should be construed as granting, by implication, estoppel, or otherwise, any license or right in and
to the Marks without the express written permission of Avaya or the applicable third party. Avaya is a registered trademark of Avaya
Inc. All non-Avaya trademarks are the property of their respective owners.

Downloading documents
For the most current versions of documentation, see the Avaya Support. Web site: http://www.avaya.com/support

Contact Avaya Support

Avaya provides a telephone number for you to use to report problems or to ask questions about your product. The support
telephone number is 1-800-242-2121 in the United States. For additional support telephone numbers, see the Avaya Web site:
http:// www.avaya.com/support.

Avaya Inc. — External Distribution
May 2012 ERS 8800 Series with Hirschmann™ |E Switches TCG 2



AVAYA

Abstract

This Technical Configuration Guide describes a solution comprised of Avaya Ethernet Routing Switch
8800 Series switches and Hirschmann™ Industrial Ethernet switches. During interoperability testing,
connectivity was established between the Avaya and Hirschmann™ switches, and tests that simulated
network failures were successfully completed.

Information in this Technical Configuration Guide has been obtained through Avaya Networking
interoperability testing and additional technical discussions. Testing was conducted at the Avaya
Networking Test Lab.

Acronym Key

Throughout this guide the following acronyms will be used:
e DIN: Deutsches Institut fir Normung (in English - German Institute for Standardization)
e EMI: Electromagnetic Interference
o IE: Industrial Ethernet
e IGMP: Internet Group Management Protocol
e LACP: Link Aggregation Control Protocol
e MICE: Mechanical, Ingress, Climatic/Chemical and Electromagnetic
e MLT: MultiLink Trunking
e NEMA: National Electrical Manufacturer Association
e RSTP: Rapid Spanning Tree Protocol
e SMLT: Split MultiLink Trunking
e STP: Spanning Tree Protocol
e VRRP: Virtual Router Redundancy Protocol

Avaya Inc. — External Distribution
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Conventions

avaya.com

This section describes the text, image, and command conventions used in this document.

Symbols

é) Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

Warning — Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Text

Bold text indicates emphasis.

Italic text in a Courier New font indicates text the user must enter or select in a menu item, button or

command:

ERS5520-48T# show running-config

Output examples from Avaya devices are displayed in a Lucida Console font:

ERS5520-48T# show sys-info

Operation Mode:
MAC Address:

POE Module Fw:
Reset Count:

Last Reset Type:
Power Status:
Autotopology:
Pluggable Port 45:
Pluggable Port 46:
PTuggable Port 47:
Pluggable Port 48:
Base Unit Selection:

sysDescr:

May 2012

Switch

00-12-83-93-B0-00

6370.4

83

Management Factory Reset

Primary Power

Enabled

None

None

None

None

Non-base unit using rear-panel switch
Ethernet Routing Switch 5520-48T-PwR
Hw:02 FW:6.0.0.10 Sw:v6.2.0.009
Mfg Date:12042004 HW Dev:H/W rev.02

Avaya Inc. — External Distribution
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1. Introduction: Industrial Ethernet

Harsh environments require robust solutions.

The Avaya-Belden Industrial Ethernet (IE) solution can stand up to environmental settings that have wide
temperature ranges, excessively dirty areas, high EMI, or areas where it is not always feasible or possible
to use a NEMA-rated enclosure to protect the Ethernet switching equipment. Examples of this include:

» Manufacturing
» Military

» Mining

»  Civil communications infrastructures
» Railway networks

In the manufacturing environment, Industrial Ethernet will soon completely replace proprietary BUS-
systems (fieldbus, Profibus, etc.) that are connecting industrial robots and other manufacturing
components. This migration to Ethernet is being driven by the ubiquitous availability and price points of
Ethernet. Most, if not all, manufacturing environments already have some form of Ethernet in place —
handling the office/backend networks. The ability to leverage this, along with the continually lowering
price of Ethernet makes this very attractive as a replacement for the plant floor network.

Avaya and Belden are working together to offer a joint solution of an industrial switching infrastructure
that ensures the interoperability and integration between the equipment offered by the two vendors. The
Avaya-Belden total solution now encompasses not only the IE network, but also the data center and
backend office infrastructure.

2. Avaya-Hirschmann™ Ethernet Switches
Interoperability testing

This document provides the details of the interoperability testing between the Avaya Ethernet Routing
Switches and the Hirschmann™ Industrial Switches. The various network design scenarios and test
cases are also detailed in this document.

The interoperability testing focused primarily on verifying throughput under normal conditions and then
simulating various fault conditions to test high availability. The following sections describe the Avaya and
Hirschmann™ switches used in these tests.

2.1 Avaya Ethernet switching components

The following Avaya Ethernet switches are part of this solution:

e Avaya Ethernet Routing Switch 8800
e Avaya Ethernet Routing Switch 5650

Avaya Inc. — External Distribution
May 2012 ERS 8800 Series with Hirschmann™ |E Switches TCG 7
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2.1.1 Ethernet Routing Switch 8800

The Avaya Ethernet Routing Switch 8800 (ERS 8800) systems are typically deployed in Switch Clusters
to deliver true end-to-end reliability and always-on application access. Available in a wide range of
models, these systems are specifically designed to address the critical enterprise requirements of
reliability, efficiency, and scalability. The ERS 8800 is also a key component of the Avaya Virtual
Enterprise Network Architecture, supporting full-featured network virtualization capabilities for campus
cores and data center applications.

As a Layer 2/3 routing switch, the ERS 8800 provides flexibility in many network designs as it can be
utilized as a closet switch, aggregation switch, or core switch. The ERS 8800 supports Switch Clustering
by using Split Multilink Trunking (SMLT) for active/active uplink connectivity without using any form of
spanning tree. However, the ERS 8800 also supports the IEEE 802.1w Rapid Spanning Tree Protocol
(RSTP) for those environments where spanning tree is desired.
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Figure 1 — Avaya ERS 8800

2.1.1.1 High Availability

The ERS 8800 supports High Availability (HA) mode within a single chassis when two Switch Fabric/CPU
(SF/CPU) modules are installed. With HA enabled, both CPUs are active. The CPUs exchange topology
data, so in the event of an SF/CPU failure, the functioning SF/CPU can continue passing traffic with sub-
second recovery. In the event of a failure of the master CPU, the backup CPU takes over system control
with sub-second convergence and minimal or no interruption to user applications/traffic.

Avaya Inc. — External Distribution
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2.1.1.2 Switch Clustering — Split MultiLink Trunking (SMLT)

Switch Clustering using Split MultiLink Trunking (SMLT) provides industry-leading performance for
resiliency. Providing redundant active-active links without using Spanning Tree allows the ultimate design
in a converged environment. Sub-second failover and the simplicity of a network without Spanning Tree
reduces TCO and ensures converged applications will function flawlessly. A vital feature of Switch
Clustering is its ability to work with any end device (3rd party switch, servers, etc.) that supports a form of
link aggregation.

Switch Clustering also provides the ability to perform virtual hitless upgrades of the core switches
(cluster). With all connections to the cluster dually attached, a single core switch can be taken out of
service without interrupting end user traffic. This switch then can be upgraded and brought back into
service. By performing the same function on the other switch, after the upgraded switch is back online,
the entire cluster has been upgraded without taking a service outage and with minimal interruption to
traffic flows on the network.

2.1.1.3 VRRP with Backup Master

To allow both VRRP switches to route traffic, Avaya created the Backup Master extension to VRRP,
which creates an active-active environment for default routing. With Backup Master enabled on the
backup routing switch, the backup router no longer switches traffic to the VRRP Master. Instead the
Backup Master routes all traffic received on the Backup Master IP interface according to the switch
routing table. This prevents the edge switch traffic from being unnecessarily switched to the other switch
in the cluster.

VRRP provides redundancy for end users’ default gateway and should be utilized for each VLAN
configured that hosts end stations. This VRRP default gateway is for workstations or any edge clients in
the edge VLAN, not for the firewall. Along with VRRP, Backup Master should be enabled on the Switch
Cluster to provide active-active routing and forwarding of traffic.

mstaﬁon

Default
Gateway
X.X.X.254

ERS 8000 ERS 8000

VLAN IP VLAN IP

X.X.X.1 X.X.X.2

VRRP Master VRRP Backup
\ VRRP Address x.x.x.254 /

Figure 2 — Avaya ERS 8800 with VRRP Backup Master

Avaya Inc. — External Distribution
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2.1.2 Ethernet Routing Switch 5650

The Ethernet Routing Switch 5600 (ERS 5600) is a family of stackable Ethernet Layer 2/3 routing
switches. For the Avaya-Belden Industrial Ethernet (IE) solution, the Avaya Networking Test Lab used the
ERS 5650 in their tests. Like all of the ERS 5600 models, the ERS 5650 provides direct end station
connectivity, aggregation for closet connectivity, as well as for servers, network appliances, and other
devices. The ERS 5650 provides flexibility in many network designs as it can be utilized as a closet
switch, aggregation switch, or as a core switch.

The ERS 5650 supports Switch Clustering by using Split Multilink Trunking (SMLT) for active/active uplink
connectivity without the use of any form of spanning tree. However, the ERS 5650 also supports the IEEE
802.1w Rapid Spanning Tree Protocol (RSTP) for those environments where spanning tree is desired.

In the Avaya-Belden Industrial Ethernet (IE) solution, the ERS 8800s perform all of the Layer 3 functions.
The ERS 5650s perform the Layer 2 switching to the ERS 8800s only. However, the ERS 5650 is
perfectly suited to providing the high-performance and highly available connectivity solution in the wiring
closet. It has 48 ports of 10/100/1000 plus two 10 Gbps XFP ports. You can combine the
ERS 5650 switches into a single stack with each ERS 5650 unit providing two 10GbE XFP ports for high-
capacity uplinks to the core of the network.

Figure 3 — ERS 5650

Avaya Inc. — External Distribution
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2.2 Hirschmann™ Ethernet switching components

The following Hirschmann™ Ethernet switches are part of this solution:

e Hirschmann™ MACH1040
e Hirschmann™ RS30
e Hirschmann™ MS30

2.2.1 Hirschmann™ Ruggedized Switch MACH1040

Hirschmann™ Ruggedized Switches are designed for high network availability and operational safety in
the harshest conditions. The Hirschmann™ MACH1040_Gigabit Ethernet Switch operates in the
temperature range of -40 to +70 °C, and it has high resistance to shock, vibration, electrical discharge,
and magnetic fields. The MACH 1040 also uses the latest energy-saving chip technology, providing an
extremely low thermal footprint despite being fan-less.

The MACH1000 is also available in an all-Gigabit version, offering 16 10/100/1000 RJ45/SFP combo
ports to provide countless copper/ fiber combinations. These switches are available with Layer 2 or Layer
3 capabilities. The fan-less design and extremely efficient components are optimized for minimal heat
generation and high MTBF (mean time between failure). The switches offer sub-10 second boot times
and offer PTP IEEE 1588V2 with BC and TC, precision 30ns.

Hirschmann’s ruggedized MACH1040 switches provide outstanding performance under extreme
conditions with great flexibility. They have been specially designed to handle demanding requirements in
applications such as military, power generation and distribution, as well as transportation. The series
supports RSTP, MRP, link aggregation, Fast-HIPER-ring, redundant network/ring coupling and many
security features.

The Avaya Networking Test Lab used MACH1040 switches in all Layer-2 based test scenarios.
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Figure 4 - MACH1040
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2.2.2 Hirschmann™ Rail Switch RS30

The Hirschmann™ Rail Switch (RS30) is a compact, managed OpenRail switch that comes in a small
footprint. The RS30 is a Layer 2 switch that provides high port-density with speeds up to 1 Gigabit. The
switch is Class 1 Div 2 rated, has a redundant media/ring, redundant power inputs, and DIN rail mounts. It
also comes with extensive security options and alarming to ensure network integrity.

Figure 5 - RS30

2.2.3 Hirschmann™ Modular MICE Switches

MICE refers to the Mechanical, Ingress, Climatic/Chemical and Electromagnetic noise environment where
the switch is going to be installed. The Modular Switch (MS30) offers you maximum flexibility due to the
huge variety of media modules and therefore perfectly prepared for the growing network demands of the
future. The MS30 is a Layer 2 switch that supports high port-density with speeds up to 1 Gigabit. The
switch is Class 1 Div 2 rated, has a redundant media/ring, redundant power inputs, and DIN rail mounts. It
comes with extensive security options and alarming to ensure network integrity. The MS30 also supports
RSTP 802.1w as well as HIPER-ring, and redundant network/ring coupling.

The Avaya Networking Test Lab used an MS30 switch in all Layer-2 based test scenarios.

Figure 6 — MS30

Avaya Inc. — External Distribution
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3. Equipment and software validated

The following equipment and software were used for the sample configuration provided:

Equipment Software

Avaya Ethernet Switches
e Avaya Ethernet Routing Switch 8800 e Software Release 7.1.3
e Avaya Ethernet Routing Switch 5650 e Software Release 6.2.1

Hirschmann™ Ethernet Switches

e MACH1040 e Software Release 06.0.02
e RS30 e Software Release 06.0.02
e MS30 e Software Release 06.0.02

4. Testing methodology

The Avaya Networking Test Lab conducted comprehensive tests using a methodology that verified
connectivity under normal conditions and under various fault conditions. The testing consisted of using
PCs connected to the Hirschmann™ switches (100Mbps Ethernet) and a PC connected to an ERS 5650
(100Mbps Ethernet). Pings were run between all the PCs in both directions. This ensured network
connectivity to and through the core of the network.

A steady-state environment was tested where all devices were properly configured and connected as
shown in each of the network topology figures. From this steady state, links and switches were failed to
simulate network outages. These links and switches were then recovered simulating the restoration of the
network. The results of each of these tests are detailed in the tables for each section. Please note that all
tests were done simulating a single point of failure in the network. Multiple, simultaneous failures are out
of the scope of these tests.

Avaya tested the solution under different scenarios, which are described in the following sections:
e ERS 8800 single connection to Hirschmann™ switches
e ERS 8800 MLT connection to Hirschmann™ Switches

e ERS 8800 switch cluster connection to Hirschmann™ Switch

Avaya Inc. — External Distribution
May 2012 ERS 8800 Series with Hirschmann™ |E Switches TCG 13
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5. ERS 8800 single connection to
Hirschmann™ switches

The objective of this test is to establish connectivity between the ERS 8800 and the Hirschmann™
switches used in this testing.

The following figure represents the topology for this test:

ERS 5600

"

Hirschmann Switch

a0

ERS 8800

PC2

Figure 7 — ERS 8800 Single Connection to Hirschmann™ Switches

5.1 Procedure steps

Set up a single connection between the ERS 8800 and the Hirschmann™ MACH1040.
Test basic interoperability of link auto-negotiation (half/full duplex and 10/100/1000 Mbps).
Test on both copper and fiber ports.

Connect the ERS 8800 to the Hirschmann™ RS30 and repeat steps 2 and 3.

Connect the ERS 8800 to the Hirschmann™ MS30 and repeat steps 2 and 3.

o > 0N

Note: This test uses Port 2/13 as the connection to the Hirschmann™ switches. It also uses only one
VLAN (VLAN 1000).

Avaya Inc. — External Distribution
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5.2 Test results

The following table shows the test results:

Test Results
Test Cases

MACH1040 RS30 MS30
Autonegotiation ERS8800 - Hirschmann™
(copper) Pass Pass Pass
No Autonegotiation ERS8800 - Hirschmann™
(copper) Pass Pass Pass
Ping PC1 «» PC2 (both directions, copper) Pass Pass Pass
Fail Link 1 (remove cable from port) Pass Pass Pass
Recover Link 1 (plug cable back into port) Pass Pass Pass
ERS8800 - Hirschmann™ (fiber) Pass Pass Pass
Ping PC1 «» PC2 (both directions, fiber) Pass Pass Pass
Fail Link 1 (remove fiber from port) Pass Pass Pass
Recover Link 1 (plug fiber back into port) Pass Pass Pass

Multicast Test Cases for MACH1040 only Test Results

Multicast stream from PC1 to PC2, IGMPv1 Pass’
Multicast stream from PC1 to PC2, IGMPv2 Pass’
Multicast stream from PC1 to PC2, IGMPv3 Pass’

Table 1 ERS 8800 Switch Single Connection to Hirschmann™ Switches
Note

1. The IGMP Querier that's active on the Hirschmann™ MACH switch allows only the system interface to be the
querier. Therefore, for Multicast test cases, Active Querier and IGMP Snooping is enabled on the ERS 8800.

Avaya Inc. — External Distribution
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5.3 ACLI configuration

The following configuration shows how to configure the ERS 8800 with the ACLI:

1 Enter Interface Configuration mode for port 2/13:

8800 (config) #interface FastEthernet 2/13

2 Disable Autonegotiation on port 2/13:

8800 (config-if) #speed 100
8800 (config-if) #duplex full

3 Enable Autonegotiation on port 2/13:

8800 (config-if) #speed auto
8800 (config-if) #duplex auto

4 Enable IGMPv1 on VLAN 1000:

8800 (config) #interface vlan 1000
8800 (config-if) #ip igmp

8800 (config-if) #ip igmp snooping
8800 (config-if) #ip igmp version 1
8800 (config-if) #ip igmp mrouter 2/13

5 Enable IGMPv2 on VLAN 1000:

8800 (config-if) #ip igmp version 2

6 Enable IGMPv3 on VLAN 1000:

8800 (config-if) #ip igmp version 3
7 Enter Global Configuration mode:

8800 (config-if) #exit

8 Configure SSM globally:

8800 (config)# ip pim mode ssm

9 Configure an SSM channel:

8800 (config)# ip igmp ssm-map all

Avaya Inc. — External Distribution
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5.4 GUI configuration

The following sections show how to configure the MACH1040 and the ERS 8800 with the GUI.

5.4.1 Configuring the MACH1040

1 Disable Spanning Tree on the MACH1040:

avaya.com
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<

2 Disable Autonegotiation on the MACH1040:

(
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[® Port Configuration
Propagate Automatic Manual Link/ Mol 3
L HETAINE RIS Connection Error Configuration configuration current Settings e PALRETIE:
(Auto. Conf. off)
1.1 v ] v 100 Mbit/s HDX disable v
1.2 v | v 1000 Mbit/s FDX disable v
1.3 v [ v 1000 Mbit/s FDX unsupported v
1.4 v [ v 1000 Mbit/s FDX | 100 Iibit/s FO disable v
1.5 v | v 1000 Mbit/s FDX u v
16 v O 72 1000 Mbit's FOX u v
1.7 v [ v 1000 Mbit/s FDX un rted v
1.3 v ] v 100 Mbit/'s FDX enable v
1.9 v [ v 100 Mbit/'s FDX enable v
1.10 v ] v 100 Mbit/s FDX enable v
1.11 v [ v 1000 Mbit/s FDX disable v
112 v ] v 1000 Mbit/s FDX disable v
1.13 v | v 1000 Mbit/s FDX disable v
1.14 v [ v 1000 Mbit/s FDX disable v
1.15 v ] v 1000 Mbit/s FDX disable v
1 v ] | 1000 Mbit/s FDX iv]
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3 Enable Autonegotiation on the MACH1040:

avaya.com

(

[®| Port Configuration
2 t Manual
Propagate Automatic Manual Link/ 2
Port Port Name Port on 5 5 g 2 Cable Crossing Flow Control
Connection Error Configuration configuration current Settings (Auto. Conf. off)

14 v ] v 100 Mbit/s HDX disable v
1.2 v [ v 1000 Mbit/s FDX v
1.3 v m v 1000 Mbit/s FDX v
1.4 v m v 1000 Mbit/s FDX v
1.5 v ] v 1000 Mbit/s FDX v
16 v C v 1000 Mbit/s FDX v
17 v [ v 1000 Mbit/s FDX v
1.3 v W v 100 Mbit/s FDX v
1.9 v C v 100 Mbit/s FDX enable v
1.10 v C v 100 Mbit/s FDX enable v
1.11 v m v 1000 Mbit/s FDX disable v
1.12 v O v 1000 Mbit/s FDX disable v
113 v ] v 1000 Mbit/s FDX disable v
1.14 v [ v 1000 Mbit/s FDX disable v
115 v W v 1000 Mbit/s FDX disable v
1.16 v [ v 1000 Mbit/s FDX disable v

May 2012 Avaya Inc. — External Distribution 18
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5.4.2 Configuring the ERS 8800

Disable Autonegotiation on port 2/13 from Edit > Port > General > Interface:

ENTERPRISE D

@ Device Physical iew

EVICE MANAGER

[T Port 2/13 General =

Interface YRF YLAN 5TG MAC Learning Rate Lim&ing CP Limit Test LT PCAP EAPOL LACP VLACP Remote Miroring Mroute Strean Limit Fdb Protect NSMA BPFOU Fiker
v “Z Refresh | @) Help
Index: 2{13
Namma:
Descr: 10008asaTX Port 2/13 Name
Type: rc1000BaseTX
M 1522
Physaddress: 00:80:2d:af:44:4c
VendorDesor: s
AdrrirStatus: @uw down testing
OperStatus: up
LastChange: 0 day, 00h:01m:00s
UnkTi20: | @ grabled ) dlsabled
AULONEQONIEtE: | o tne @ fake
AdminDuple: | - natf @ ful
OperDuplex: full

@ Belden in Avayardrch,..

ENTERPRISE D

Device Physical Yisw

Interface YRF YLAN 5TG

' “ Refresh

Indlex;

Namea:

Descr:
Typea:

Fhysaddress:
VendorDesor:

EVICE MANAGER

[ Port 2/13 General *

MAC Leaming

D Hep
- 213

 1000BaseTX Port 2/13 Namea
rc1000BasaTx

1522

00:80: 2 f: 4 4c

Nf&

Rate Limiing

CP Limnit

Tast

SMLT

PCAP

EAPOL

LACP

VLACP

Remote Miroring

Mroute Stream Limit

Fdb Protect

NSMA

BFOU Filker

AdmirStatus:

OperStatus:
LastChanga:
LinkTrzp:

@ up down testing

1 dlay, 20h:17m:0%9s
@ enabled disabled

AutoNegotiate:

OperDuples:
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Enable IGMPv1 on VLAN 1000 from IP > IGMP > Interface:

ENTERPRISE DEVICE MANAGER

QL\ev.:e Physical Wiew || [I=] Port 213 Ganeral =) YLANs =1 1GMP =

4 zche | Interface || IGAP | Multicast Router Discovery | Snoop || Snoop Face || Groups || IGAP Groups | IGAP Counters || Static | Access Control | Sender | Ssmélobal || SsmChannel || Streamdimit Membei
v i S Refresh | o L Begot  Sirie & vep

Hirdex Guearyirterval Salus Wersion  OperVersion Querier Quer o L ) i L Joing Robustness LastMembQueryintvi FlushAction

WLAN_10 125 notinService 2 wersion2 0000 100 o o 2 10 nong
WLAN_100 125 notinService 2 wersion2 0000 100 o o 2 10 none
Bedden_interop_1000 125 active 1 wersiont 304002 100 [t} 186205 2 10 none
k1 _VLAN 125 notinService 2 wersion2 0000 100 o o 2 10 mone
£ >

Total Rows : 4 row(s) | 1 of 1 Page(s)

@ Belden in Avayadrch,..

ENTERPRISE DEVICE MANAGER

Q Device Physical iew || [T Port 2/13 Ganeral =) YLANs =1 1GMP =

4 zche | Interface || IGAP | Multicast Router Discovery | Snoop || Snoop Face || Groups || IGAP Groups | IGAP Counters || Static | Access Control | Sender | Ssmélobal || SsmChannel || Streamdimit Membei
v i S Refresh | o L Begot  Sirie & vep

Hirdex Guearyirterval Salus Wersion  OperVersion Querier Quer o L ) i L Joing LastMembQueryintvi FlushAction

WLAN_10 125 notinService 2 wersion2 0000 100 o o 2 10 nong
WLAN_100 125 notinService 2 wersion2 0000 100 o o 2 10 none
Bedden_interop_1000 125 active 2 wersion2 304002 100 [t} 186205 2 10 none
k1 _VLAN 125 notinService 2 wersion2 0000 100 o o 2 10 mone
£ >

Total Rows : 4 row(s) | 1 of 1 Page(s)

@ Belden in Avaya-drch
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5 Enable IGMPv3 on VLAN 1000 from IP > IGMP > Interface:

ENTERPRISE DEVICE MANAGER

Q Device Physical View | i) Port 213 Ganeral =] vLans [ ir

Cache | Interface | IGAP | Mukicast Router Discovery || Snoop | Snoop Trace || Groups | [GAP Groups || IGAP Counbers || Stabic | Access Controd | Sender | Ssmlobal | SsmChannel | Streamlimet Med =

e % Refresh | s = Beret  Srint € help

Mindex: Queryinterval Stelus  Version OperVersion  Querier  GQuer poazeTi Viers i Joins LasiMermbOueryintl  Flushaction
VLAN_10 125 nolinService 2 versicn2 0000 100 0 0 2 10 one
WLAN_100 125 notinService 2 wersion2 0000 100 o o 2 0 nane
Belden_interop_1000 125 active 3 wersion3 304002 100 a 186203 2 10 none
st VLAN 125 notinService 2 version2 0000 100 0 ] 2 10 none
£ >

Total Rows : 4 row(s) | 1 of 1 Page(s)

opyright ® 2010-2012 Avaya Inc. All rights resarved. Ravision numbar: 25024

| T ersseno-Configurati... | T Documentd - Microsof...

ENTERPRISE DEVICE MANAGER

Q Device Physical iew || [T Port 2/13 Ganeral =] vLans [ ir

4 frace | Groups || IGAP Groups || IGAP Counters || Static || Access Control || Sender | SsmGlobal (| SsmChannel | Streamiimi Members | Streamlimit || Global | MVR Groups | MVR Wlans | MVR Recetvers
¥ apply | o Refresh | @) Help
| DynamicLearming
AdminACtion: | none @ enableall  ©) disabiel
RangeGroup: 235.1.1.0 (A.B.CD)
Rangedask:  255,255,255,0 (A.B.C.D)

* | @ Bekden in Avaya-irch,..
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ENTERPRISE DEVICE MANAGER

QL\ev.:e Physical Wiew || [I=] Port 213 Ganeral =) YLANs =1 1GMP =
MVR Ylans MVR Receivers

IGAP Counters || Static || Access Control

Sender | SsmGobal | SsmChannel || Streamlimk Members | Streamiimit | Global | MVR Groups

4 lrace Groups IGAP Groups

& Insert v “ Refresh | s € Bepot et | & e
IpMullicasiGrp  IpScurce  LearringMode  Activity  AdminState

25111 3010010  stabic talse enable

25112 3010020  stebic false enable

Total Riows : 2 rowls)

@@ 0 %o w0amam

* | @ Bekden in Avaya-irch,.. | T ersseno-Configurati... | T Documentd - Microsof...
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6. ERS 8800 MLT connection to Hirschmann™
Switches

The objective of this test is to establish advanced Switch-to-Switch multiple connections using MLT. The
connections are between the ERS 8800 and the Hirschmann™ MACH1040 and RS30 switches.
Note: The Hirschmann™ MICE switch (MS30) does not support Link Aggregation.

The following figure represents the topology for this test.

ERS 5600

Hirschmann Switch

LS

ERS 8800

PC2
Figure 8 - ERS 8800 MLT and Hirschmann™ Link Aggregation
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6.1 Procedure steps

1. Configure MLT ports on the ERS 8800.

2. Configure LACP on the Hirschmann™ switches.

6.2 Test results

The following table shows the test results:

i G Test Results
MACH1040 RS30
Autonegotiation ERS8800 - Hirschmann™ (copper) Pass’ Pass’
No Autonegotiation ERS8800 - Hirschmann™ (copper) Pass’ Pass?
Ping PC1 «<PC2 (both directions, copper) Pass Pass
Partially fail MLT link (remove cable from port) Pass Pass
Recover the failed MLT link (plug cable back into port) Pass Pass
ERS8800 > Hirschmann™ (fiber) Pass Pass
Ping PC1 « PC2 (both directions, fiber) Pass Pass
Partially fail MLT link (remove cable from port) Pass Pass
Recover the failed MLT link (plug cable back into port) Pass Pass
Multicast Test Cases for MACH1040 only Test Results
Multicast stream from PC1 to PC2, IGMPv1 Pass®
Multicast stream from PC1 to PC2, IGMPv2 Pass®
Multicast stream from PC1 to PC2, IGMPV3 Pass®

Table 2 ERS 8800 Switch MLT and Hirschmann™ Link Aggregation

Notes

1. When configuring Link Aggregation on Hirschmann™ switches to interoperate with Avaya MLT, "Allow
static link aggregation" must be enabled.

2. If the LAG configured on the Hirschmann™ MACH switch is not trunked (set ‘U’ for the trunk as the member of vian
1000), and the MLT trunk on the ERS 8800 is not configured as ‘access’ mode, then you won'’t be able to connect to
the network. You have to configure the trunk as ‘tagged’ mode on the switches on both sides to get connectivity.

3. The IGMP Querier that's active on the Hirschmann™ MACH switch allows only the system interface to be the
querier. Therefore, for Multicast test cases, Active Querier and IGMP Snooping is enabled on the ERS 8800.

Avaya Inc. — External Distribution
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6.3 ACLI configuration

The following configuration shows how to configure the ERS 8800 with the ACLI:
Notes: This test uses two copper ports and two fiber ports.

e The copper MLT ports are 2/14 and 2/15.

e The fiber MLT ports are 7/14 and 7/15.

e The MLT name is MLT-20.

e Autonegotiation is always on the Fiber ports.

Enter Interface Configuration mode and disable Autonegotiation on Copper port 2/14:

8800 (config) #interface FastEthernet 2/14
8800 (config-if) #speed 100

8800 (config-if) #duplex full

8800 (config-if) #exit

2  Enter Interface Configuration mode and disable Autonegotiation on Copper port 2/15:

8800 (config) #interface FastEthernet 2/15
8800 (config-if) #speed 100

8800 (config-if) #duplex full

8800 (config-if) #fexit

3  Create MLT-20 with Copper ports:

8800 (config) #mlt 20 name "MLT-20" enable member 2/14-15 learning disable

4  Enter Interface Configuration mode and enable Autonegotiation on Copper port 2/14:

8800 (config) #interface FastEthernet 2/14
8800 (config-if) #speed auto

8800 (config-if) #duplex auto

8800 (config-if) #exit

5 Enter Interface Configuration mode and enable Autonegotiation on Copper port 2/15:

8800 (config) #interface FastEthernet 2/15
8800 (config-if) #speed auto

8800 (config-if) #duplex auto

8800 (config-if) #exit

Avaya Inc. — External Distribution
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6 Enter Interface Configuration mode and enable Autonegotiation on Fiber port 7/14:

8800 (config) #interface GigabitEthernet 7/14
8800 (config-if) #speed auto

8800 (config-if) #duplex auto

8800 (config-if) #exit

7  Enter Interface Configuration mode and enable Autonegotiation on Fiber port 7/15:

8800 (config) #interface GigabitEthernet 7/15
8800 (config-if) #speed auto

8800 (config-if) #duplex auto

8800 (config-if) #exit

8 Create MLT-20 with Fiber ports:

8800 (config) #mlt 20 name "MLT-20" enable member 7/14-15 learning disable

9 Enable IGMPv1 on VLAN 1000:

8800 (config) #interface vlan 1000

8800 (config-if) #ip igmp

8800 (config-if) #ip igmp snooping

8800 (config-if) #ip igmp version 1

8800 (config-if) #ip igmp mrouter 7/14-15
8800 (config-if) #exit

10 Enable IGMPv2 on VLAN 1000:

8800 (config) #interface vlan 1000
8800 (config-if) #ip igmp version 2
8800 (config-if) fexit

11 Enable IGMPv3 on VLAN 1000:

8800 (config) #interface vlan 1000
8800 (config-if) #ip igmp version 3
8800 (config-if) #exit

12 Configure SSM globally:

8800 (config) #ip pim mode ssm

13 Configure an SSM channel:

8800 (config) # ip igmp ssm-map all

Avaya Inc. — External Distribution
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6.4 GUI configuration

The following sections show how to configure the MACH1040 and the ERS 8800 with the GUI.
Note: This test uses four copper ports and four fiber ports.

e The copper MLT ports are 1/45-1/48.

e The fiber MLT ports are 2/1-2/4.

e MLT 1isthe Copper MLT.

e MLT 2 is the Fiber MLT.

e Autonegotiation is always on the Fiber ports.

6.4.1 Configuring the MACH1040

1 Enable Link Aggregation on the MACH1040:

® Link Aggregation

allow static link aggregation vV

Trunk-Port Source-Ports

X

Source-Ports
18 -]
1.10
111
1.12

OK I Cancel

May 2012 Avaya Inc. — External Distribution 27
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2 Disable IGMP on the MACH1040:

avaya.com

DL

& IGMP
—Operation—— ~IGMP Querier ~IGMP Settings
IGMP Querier active | Current Querier IP Address I0.0.0.0
" On  Off || ProtocolVersion "1 2 (3 || MaxResponse Time [s] J10
Transmi interva ] [60 Group Membership Interval [s] {260
~Multicasts
Unknown Multicasts " SendTo Query Ports { SendTo AllPorts (% Discard
Known Multicasts ¢ Send to Query and registered Ports  { Send to registered Ports
IGMP IGMP Static Learned
Port IGMP enabled Forw Automatic Query Query
All Query Port Port Port
11 v =] = disable ]
1.2 v ] r disable ]
1.3 v ] = disable ]
1.4 v ] r disable ]
1.5 v ] r disable ]
16 v ] = disable ]
1.7 v ] r disable ]
1.8 v ] r disable ]
19 Vv ] [ disable ]
1.10 v ] = disable ]
1.11 v ] r disable ]
112 v ] r disable ]
1.13 v ] r disable ]
1.14 v ] r disable ]
.15 v ] r disable ]
1.16 v ] = disable ]
2 v ] r disable ]
8.1 ] i Iz disable [

May 2012
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6.4.2 Configuring the ERS 8800

Disable Autonegotiation on ports 2/14 and 2/15 from Edit > Port > General > Interface:

ENTERPRISE DEVICE MANAGER

@ Device Physical view || {5 vians = || B2 M

Ji=]

ik’ Funks - Stats, MLT 20 ] Port 2/14,... General '

Interface v || maciLeaming | cPumt | pcae || EpoL || Lace || wLace || Mroute Stream Lmit | FdbProtect || msta || BPDUFRer | DDIjSFR

Vv % Refresh | C - Beret  Srint € help

hdex  Mame Descr Type MU Physaddress VendorDescr  AdminStatus | OperStatus LastChange LinkTrsp  Autohlegotiste  AdminDuplex.  Ope
2n4 1000BaseTX Port 2114 Narme rel000BaseTX 1., ODE0:2datdddad  NA up w 1day, 2002138 enabled  false full tul
A5 10008aseTH Port 25 Name rei000BaseTX 1. O0X802dafddde L up up 1 doy, 20h21meE3s enabled  false full full
£ >

Total Riows : 2 rowls)

[® Beldenin Avaya-drch... ) ER

Create MLT-20 and add ports 2/14-15 from VLAN > MLT/LACP > MultiLink/LACP
Trunks:

ENTERPRISE DEVICE MANAGER

QL‘evl:eUhyslcel\'e\y ) vLans 5] 16MP =) MLT/LACk %] ) Mulkil Tunks - Stats, MLT 20 =) Port 2/14,... General

LACP Global YLACP Global MultiLink, /LACP Trunks LACP IstJSMLT Stats

@ Insert & Delete | o 2 Refresh | | Copy | I & undo | [ Bport (= Prine ) Graph ] i @) Help
M PertType Name PorlMerrbers VisnkdList MiType  RunningType  SmR  AgMinlink  Mndex  MubicasiDistribution ClesrLinkAgaregate  MIStgE

1tk MLT it 4 10,100,200,1000,3399 isthLT nomaLT 0 1 6144 cissble nene truse
2tk SMLT fo_S500-1 70 100 SpMLT  nomeLT 2 1 6145  cisnble none truse

3 trunk SMLT_fo_S600-2 a3 200 SpHMLT  nommaMLT 3 1 6146 disatle none trus

4 trunk SMLT_to 1 an 10,200 spMLT  nomeMLT 4 1 6147 dizsble none trus

5 trunk SMLT_to W2 an 10,200 SpEMLT  nomebLT 5 1 6148 dissble nene truse

6 trunk SMLT fo_PWA1_Copper  7H 10,200 SpMLT  nomeLT 6 1 6143 cisnble none truse

T truric SMLT to_PW-2_Copper m 10,200 SpitLT normaikiL T T 1 6150 chzable none true
10 truni toSMLTedge_8600 1 10,200 spMLT  nomebLT 10 1 6153 cizable none trus
0 trunk MLT-20 214215 1000 AormaMLT  pormabLT 0 1 6163 dissble nene false
23 sccess  SMLTn-VLANIDOD i 1000 spHMLT  normelLT 23 1 6165 cisnble none true
24 truni SMLT-40-Biekden 228,728 1000 SpitLT normalkiL T 24 1 B16T chzable none true

£ >

Total Riows : 11 row(s) | 1 of 1 Page{s)
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Enable Autonegotiation on ports 2/14 and 2/15 from Edit > Port > General >
Interface:

ENTERPRISE DEVICE MANAGER

@ Device Physical view || FEvians = | ()

MP | ) MLTL

[ MUILINKJLACP Funks - Stats, MLT 20 /| =) Port 2/14,. General

Interface YRF YLAN MAC Learning CP Limit PCAP EAPOL LACP VLACP Mroute Stream Linit Fdb Protect NSNA BPOU Filker DODIjSFP

Vv % Refresh | C - Beret  Srint € help

hdex  Mame Descr Type MU Physaddress VendorDescr  AdminStatus | OperStatus LastChange LinkTrsp  Autohlegotiste  AdminDuplex.  Ope
2n4 1000BaseTX Port 2114 Narme rel000BaseTX 1., ODE0:2datdddad  NA up w Ocay, 0ONDDMO2s  enabled  true full tul
A5 10008aseTH Port 25 Name rei000BaseTX 1. O0X802dafddde L up up 0 clevy, D0h00m 025 enabled  true full full
£ >

Total Riows : 2 rowls)

@ Belden in Avayadrch,..

Enable Autonegotiation on MLT-20 from VLAN > MLT/LACP > MultiLink/LACP

Trunks:

ENTERPRISE DEVICE MANAGER

@ Device Physical view || [ vLaNs

) MLT/LACP =) 5

P Funks - Stats, MLT 20 /|| =] Port 2/14,... Generd

L

bal WLACP Global MultiLink /LACP Trunks LACP Ist{SMLT Stats

&) Insert &) Delete | %% Refresh | | Copy | [ € undo | [ Expert (5 Print Tlasph ] @) Help

M PertType Name PorlMerrbers VisnkdList MiType  RunningType  SmR  AgMinlink  Mndex  MubicasiDistribution ClesrLinkAgaregate  MIStgE
1tk MLT it 4 10,100,200,1000,3399 isthLT nomaLT 0 1 6144 cissble nene truse
2tk SMLT fo_S500-1 70 100 SpMLT  nomeLT 2 1 6145  cisnble none truse
3 trunk SMLT_fo_S600-2 a3 200 SpHMLT  nommaMLT 3 1 6146 disatle none trus
4 trunk SMLT_to 1 an 10,200 spMLT  nomeMLT 4 1 6147 dizsble none trus
5 trunk SMLT_to W2 an 10,200 SpEMLT  nomebLT 5 1 6148 dissble nene truse
6 trunk SMLT fo_PWA1_Copper  7H 10,200 SpMLT  nomeLT 6 1 6143 cisnble none truse
T truric SMLT to_PW-2_Copper m 10,200 SpitLT normaikiL T T 1 6150 chzable none true
10 trunk toSMLTedge_8600 1 10,200 spMLT  nomebLT 10 1 6153 cizable none trus
20 trunk MLT-20 214215 1000 AormaMLT  pormabLT 0 1 6163 dissble nene false
23 sccess  SMLTn-VLANIDOD i 1000 spHMLT  normelLT 23 1 6165 cisnble none true
24 truni SMLT-40-Biekden 228,728 1000 SpitLT normalkiL T 24 1 B16T chzable none true
£ >

Total Riows : 11 row(s) | 1 of 1 Page{s)

@ Belden in Avayadrch,..
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Enable Autonegotiation on fiber ports 7/14 and 7/15 from Edit > Port > General >
Interface:

ENTERPRISE DEVICE MANAGER

ysical View | =) vLaNs =) 16mi f ! L P T s =] Port 2/14,... G

ral [Z) Port T/14,.. General =

Interface YRF YLAN MAC Learning CP Limit PCAP EAPOL LACP VLACP Mroute Stream Linit Fdb Protect NSNA BPOU Filker DODIjSFP

Vv % Refresh | C - Beret  Srint € help
hdex  Mame Descr Type  Mu OperStatus LastChange LinkTrsp  Autohlegotiste  AdminDuplex  OperDi
n4 1000GEiC Port 7114 Mame rcGbicOther 1., 00E802datd513  FIMSARCORP.  up up 0 day, 00RO3M09s enstied  trus ol ful
THS 1000Gkic Port 715 Name: rcGhicCther 1., O0BO:2d afd4514 FIMSAR CORF. up up 0 day, 00R03m 115 enabled  true full ful
£ >

Total Riows : 2 rowls)

Enable Autonegotiation on ML
MultiLink/LACP Trunk

ENTERPRISE DEVICE MANAGER

evice Physical Wiew || [IT] VLANS ) MLT/LACE =

=

k/LACP Trunks LACP IstJSMLT Stats

rt 214,

WLACP Global | Mult

&) Insert &) Delete | %% Refresh | | Copy | [ € undo | [ Expert (5 Print Tlasph ] @) Help

M PertType Name PorlMerrbers VisnkdList MiType  RunningType  SmR  AgMinlink  Mndex  MubicasiDistribution ClesrLinkAgaregate  MIStgE
1tk MLT it 4 10,100,200,1000,3399 isthLT nomaLT 0 1 6144 cissble nene truse
2tk SMLT fo_S500-1 70 100 SpMLT  nomeLT 2 1 6145  cisnble none truse
3 trunk SMLT_fo_S600-2 a3 200 SpHMLT  nommaMLT 3 1 6146 disatle none trus
4 trunk SMLT_to 1 an 10,200 spMLT  nomeMLT 4 1 6147 dizsble none trus
5 trunk SMLT_to W2 an 10,200 SpEMLT  nomebLT 5 1 6148 dissble nene truse
6 trunk SMLT fo_PWA1_Copper  7H 10,200 SpMLT  nomeLT 6 1 6143 cisnble none truse
T truric SMLT to_PW-2_Copper m 10,200 SpitLT normaikiL T T 1 6150 chzable none true
10 trunk toSMLTedge_8600 1 10,200 spMLT  nomebLT 10 1 6153 cizable none trus
20 trunk MLT-20 THATAS 1000 AormaMLT  pormabLT 0 1 6163 dissble nene false
23 sccess  SMLTn-VLANIDOD i 1000 spHMLT  normelLT 23 1 6165 cisnble none true
24 truni SMLT-40-Biekden 228,728 1000 SpitLT normalkiL T 24 1 B16T chzable none true
£ >

Total Riows : 11 row(s) | 1 of 1 Page{s)

Trwitakion Letters EN
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Enable IGMPv1 on VLAN 1000 from IP > IGMP > Interface:

ENTERPRISE DEVICE MANAGER

QL\ev.:e Physical Wiew || [I=] Port 213 Ganeral =) YLANs =1 1GMP =

4 zche | Interface || IGAP | Multicast Router Discovery | Snoop || Snoop Face || Groups || IGAP Groups | IGAP Counters || Static | Access Control | Sender | Ssmélobal || SsmChannel || Streamdimit Membei
v i S Refresh | o L Begot  Sirie & vep

Hirdex Guearyirterval Salus Wersion  OperVersion Querier Quer o L ) i L Joing LastMembQueryintvi FlushAction

WLAN_10 125 notinService 2 wersion2 0000 100 o o 2 10 nong
WLAN_100 125 notinService 2 wersion2 0000 100 o o 2 10 none
Bedden_interop_1000 125 active 1 wersiont 304002 100 [t} 186205 2 10 none
k1 _VLAN 125 notinService 2 wersion2 0000 100 o o 2 10 mone
£ >

Total Rows : 4 row(s) | 1 of 1 Page(s)

@ Belden in Avayadrch,..

Enable IGMPv2 on VLAN 1000 from IP > IGMP > Interface:

ENTERPRISE DEVICE MANAGER

Q Device Physical iew || [T Port 2/13 Ganeral =) YLANs =1 1GMP =

4 zche | Interface || IGAP | Multicast Router Discovery | Snoop || Snoop Face || Groups || IGAP Groups | IGAP Counters || Static | Access Control | Sender | Ssmélobal || SsmChannel || Streamdimit Membei
v i S Refresh | o L Begot  Sirie & vep

Hirdex Guearyirterval Salus Wersion  OperVersion Querier Quer o L ) i L Joing LastMembQueryintvi FlushAction

WLAN_10 125 notinService 2 wersion2 0000 100 o o 2 10 nong
WLAN_100 125 notinService 2 wersion2 0000 100 o o 2 10 none
Bedden_interop_1000 125 active 2 wersion2 304002 100 [t} 186205 2 10 none
k1 _VLAN 125 notinService 2 wersion2 0000 100 o o 2 10 mone
£ >

Total Rows : 4 row(s) | 1 of 1 Page(s)

" @ Belden in Avaya-drch..

Avaya Inc. — External Distribution 32

May 2012 ERS 8800 Series with Hirschmann™ |E Switches TCG



AVAYA avaya.com

Enable IGMPv3 on VLAN 1 from IP > IGMP > Interface:

ENTERPRISE DEVICE MANAGER

Q Device Physical View | i) Port 213 Ganeral =] vLans [ ir

Cache | Interface | IGAP | Mukicast Router Discovery || Snoop | Snoop Trace || Groups | [GAP Groups || IGAP Counbers || Stabic | Access Controd | Sender | Ssmlobal | SsmChannel | Streamlimet Med =

e % Refresh | s = Beret  Srint € help

Mindex: Queryinterval Stelus  Version OperVersion  Querier  GQuer poazeTi Viers i Joins LasiMermbOueryintl  Flushaction
VLAN_10 125 nolinService 2 versicn2 0000 100 0 0 2 10 one
WLAN_100 125 notinService 2 wersion2 0000 100 o o 2 0 nane
Belden_interop_1000 125 active 3 wersion3 304002 100 a 186203 2 10 none
st VLAN 125 notinService 2 version2 0000 100 0 ] 2 10 none
£ >

Total Rows : 4 row(s) | 1 of 1 Page(s)

opyright @ 2010-201Z Avaya Inc. All r

” | @ Bekdenin Avayatiech,.. £ ERSSE00-1{wf0)- ... | D ERSBB00-Configurati.. | [ Documentl - Microsof... e o 10:34 AM

10 Configure SSM globally from IP > IGMP > Ssm Global:

ENTERPRISE DEVICE MANAGER

Q Device Physical View | i) Port 213 Ganeral =] vLans [ ir

4 frace | Groups || IGAP Groups || IGAP Counters || Static || Access Control || Sender | SsmGlobal (| SsmChannel | Streamiimi Members | Streamlimit || Global | MVR Groups | MVR Wlans | MVR Recetvers
v dpply | 5 Refresh | ©) Help
70 il =
AdminACtion: | none @ enableall  ©) disabiel
RangeGroup: 235.1.1.0 (A.B.CD)
Rangedask:  255,255,255,0 (A.B.C.D)

” | @ Bekdenin Avayatiech... £ ER -... | Thersseoo-Configwati... | T Document - Microsof... = 10:36 AM
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ENTERPRISE DEVICE MANAGER

QL\en:euhys.cel\'ew =] Port 213 Ganeral =) YLANs =1 1GMP =

Configure an SSM channel from IP > IGMP > Ssm Channel:

4 frace | Groups || IGAP Groups || IGAP Counters || Static || Access Control || Sender | Ssmilobal | SsmChannel | Streamiimi Members
) Insert v 2 Refresh | E € BHepet Sieme & Hep
IpMullicastGrp  IpScurce L Activity
25111 3010010  stabic false enable
05142 3010020 stebic folze ensbie

Total Riows : 2 rowls)

* | @ Bekden in Avaya-irch,.. | T ersse00-Configurati...

| B Document1 - Microsaf...

Streaminit
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7. ERS 8800 switch cluster connection to
Hirschmann™ Switch

The objective of this test is to configure two ERS 8800s as a Layer 3 Switch Cluster that aggregates
individual Hirschmann™ switches configured for 802.3ad link aggregation. The connections are between
the ERS 8800s and the Hirschmann™ MACH1040 and RS30 switches.

Note: The Hirschmann™ MICE switch (MS30) does not support Link Aggregation.

The following figure represents the topology for this test.

2

PC1

ERS 5600

VRRP Master _ VRRP Backup Master

ERS 8800 Left ERS 8800 Right

Hirschmann Switch

PC2

Figure 9 - ERS 8800 Switch Cluster to Individual Hirschmann™ Switches
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7.1 Procedure steps

The third IE solution design utilized the aggregating individual Hirschmann™ switches configured for
802.3ad link aggregation (not supported on MICE). Test on both copper and fiber connections. The
following represents the topology:

1. Configure the ERS 8800s as an L3 Switch Cluster.
2. Disable IGMP on the Hirschmann™ switches.

3. Enable LACP on the Hirschmann™ switches.

7.2 Test results

The following table shows the test results:

S Test Result
MACH1040 RS30
Autonegotiation ERS8800 - Hirschmann™ (copper) Pass Pass
No Autonegotiation ERS8800 - Hirschmann™ (copper) Pass Pass
Ping PC1 « PC2 (both directions, copper) Pass Pass
Fail link 1 (remove cable from port) Pass: 1 ping lost Pass: 1 ping lost
Recover link 1 (plug cable back into port) Pass: 1 ping lost Pass: 1 ping lost
Power off ERS8800 Left switch Pass Pass
Power on ERS8800 Left switch Pass Pass
Power off ERS8800 Right switch Pass Pass
Power on ERS8800 Right switch Pass Pass
ERS8800 - Hirschmann™ (fiber) Pass Pass
Ping PC1 « PC2 (both directions, fiber) Pass Pass
Fail link 2 (remove cable from port) Pass Pass
Recover link 2 (plug cable back into port) Pass Pass
Power off ERS8800 Left switch Pass: 1 ping lost Pass: 1 ping lost
Power on ERS8800 Left switch Pass Pass
Power off ERS8800 Right switch Pass Pass
Power on ERS8800 Right switch Pass Pass
Multicast Test Cases for MACH only Test Results
Multicast stream from PC1 to PC2, IGMPv1 Pass'
Multicast stream from PC1 to PC2, IGMPv2 Pass’
Multicast stream from PC1 to PC2, IGMPVv3 Pass’

Table 3 ERS 8800 Switch Clustering and Hirschmann™ Link Aggregation
Note

1. The IGMP Querier that's active on the Hirschmann™ MACH switch allows only the system interface to be the
querier. Therefore, for Multicast test cases, Active Querier and IGMP Snooping is enabled on the ERS 8800.
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7.3 ACLI configuration

For these tests, there are three switches to configure: ERS 8800-Left, ERS 8800-Right, and the
MACH1040.

7.3.1 ERS 8800-Left

Note: This test designates 8800A as ERS8800-Left.
e IST to 8800-Right is Copper MLT port 4/3, VLAN 3999
e SMLT to ERS 5650 Fiber MLT port 7/27, VLAN 1000
e SMLT to Hirschmann™ are Copper/Fiber MLT ports 2/28 and 7/28, VLAN 1000
¢ IP Routing is enabled
e VRRP is enabled

Enter Configuration mode and create IST VLAN 3999:

8800A (config)#vlan create 3999 name IstVlan type port
8800A (config)#vlan members remove 1 4/3

8800A (config)#vlan members add 3999 4/3

2 Create Access VLAN 1000

8800A (config)#vlan create 2 name To5650Vlan type port
8800A (config)#vlan members remove 1 7/27

8800A (config)#vlan members add 1000 7/27

/27

3 Create Trunk VLAN 1000

8800A (config)#vlan create 3 name ToHirschmannVlan type port
8800A (config)#vlan members remove 1 2/28,7/28
8800A (config)#vlan members add 1000 2/28,7/28

4 Create IST IP interface, IST MLT, and IST Peer

8800A (config)#interface vlan 3999

8800A (config-if)#ip address 12.12.12.2 255.255.255.252
8800A (config-if) ffexit

8800A (config)#mlt 1 name IST enable member 4/3

8800A (config)#interface mlt 1

8800A (config-if)#ist enable peer-ip 12.12.12.1 vlan 3999
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5 Create VLAN 1000 IP Interface

8800A (config)#interface vlan 1000
8800A (config-if)#ip address 2.2.2.2 255.255.255.0

6 Create SMLT-to-ERS5650 MLT

8800A (config)#mlt 23 name SMLT-to-ERS5650 enable member 7/27 learning disable
8800A (config)#interface mlt 23
8800A (config-if) #smlt 23

7 Create SMLT-to-Hirschmann MLT

8800A (config)#mlt 24 name SMLT-to-Hirschmann enable member 2/28,7/28 learning disable
8800A (config)#interface mlt 24
8800A (config-if) #smlt 24

8 Globally Enable IP Routing and VRRP

8800A (config)#ip routing

8800A (config) #router vrrp enable

9 Enable IP routing and create VRRP for VLAN 1000 IP Interface

8800A (config)#interface vlan 1000

8800A (config-if)#ip routing

8800A (config-if)#ip vrrp address 1000 2.2.2.1
8800A (config-if)#ip vrrp 1000 enable

8800A (config-if)#ip vrrp 1000 backup-master enable

10 Error message when enabling PIM with IST enabled

8800A (config)#ip pim enable

% Cannot modify settings

% PIM not supported on an IST enabled unit
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7.3.2 ERS 8800-Right

Note: This test designates 8800A as ERS8800-Left.
e |ST to 8800-Right is Copper MLT port 4/3, VLAN 3999
e SMLT to ERS 5650 Fiber MLT port 7/27, VLAN 1000
e SMLT to Hirschmann™ are Copper/Fiber MLT ports 7/28 and 8/28, VLAN 1000
e |IP Routing is enabled
e VRRPis enabled

1  Enter Configuration mode and create IST VLAN 3999:

8800A (config)#vlan create 3999 name IstVlan type port
8800A (config)#vlan members remove 1 4/3

8800A (config)#vlan members add 3999 4/3

2 Create Access VLAN 1000

8800A (config)#vlan create 2 name To5650Vlan type port
8800A (config)#vlan members remove 1 7/27

8800A (config)#vlan members add 1000 7/27

/27

3 Create Trunk VLAN 1000

8800A (config)#vlan create 3 name ToHirschmannVlan type port
8800A (config)#vlan members remove 1 2/28,7/28
8800A (config)#vlan members add 1000 2/28,7/28

4 Create IST IP interface, IST MLT, and IST Peer

8800A (config)#interface vlan 3999

8800A (config-if)#ip address 12.12.12.1 255.255.255.252
8800A (config-if) #exit

8800A (config)#mlt 1 name IST enable member 4/3

8800A (config)#interface mlt 1

8800A (config-if)#ist enable peer-ip 12.12.12.2 vlan 3999
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5 Create VLAN 1000 IP Interface

8800A (config)#interface vlan 1000
8800A (config-if)#ip address 2.2.2.2 255.255.255.0

6 Create SMLT-to-ERS5650 MLT

8800A (config)#mlt 23 name SMLT-to-ERS5650 enable member 7/27 learning disable
8800A (config) #interface mlt 23
8800A (config-if) #smlt 23

7 Create SMLT-to-Hirschmann MLT

8800A (config)#mlt 24 name SMLT-to-Hirschmann enable member 2/28,7/28 learning disable
8800A (config)#interface mlt 24
8800A (config-if) #smlt 24

8 Globally Enable IP Routing and VRRP

8800A (config)#ip routing

8800A (config) #router vrrp enable

9 Enable IP routing and create VRRP for VLAN 1000 IP Interface

8800A (config)#interface vlan 1000

8800A (config-if)#ip routing

8800A (config-if)#ip vrrp address 1000 2.2.2.1
8800A (config-if)#ip vrrp 1000 enable

8800A (config-if)#ip vrrp 1000 backup-master enable

10 Error message when enabling PIM with IST enabled

8800A (config)#ip pim enable

% Cannot modify settings

% PIM not supported on an IST enabled unit
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7.4 GUI configuration

1 Enable Link Aggregation on the MACH1040:

® Link Aggregation

allow static link aggregation V'

Trunk-Port Source-Ports Name Active Link Trap STP-Mode Type
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2 Disable IGMP on the MACH1040:

avaya.com

DL

& IGMP
—Operation ~IGMP Querier: ~IGMP Settings
IGMP:Querier active | Current Querier IP Address I0.0.0.0
" On  Off || ProtocolVersion "1 2 (3 || MaxResponse Time [s] J10
Transmi interva ] [60 Group Membership Interval [s] {260
~Multicasts
Unknown Multicasts " SendTo Query Ports { SendTo AllPorts (% Discard
Known Multicasts ¢ Send to Query and registered Ports  { Send to registered Ports
IGMP IGMP Static Learned
Port IGMP enabled Forw Automatic Query Query
All Query Port Port Port
11 v =] = disable ]
1.2 v ] r disable ]
1.3 v ] = disable ]
1.4 v ] r disable ]
1.5 v ] r disable ]
16 v ] = disable ]
1.7 v ] r disable ]
1.8 v ] r disable ]
19 Vv ] [ disable ]
1.1 v ] r disable ]
1.11 v ] r disable ]
1.12 v i Iz disable [
1.13 v ] r disable ]
1,14 v ] r disable ]
1.15 v i Iz disable [
1.16 v ] = disable ]
2 v ] r disable ]
8.1 ] i Iz disable [

May 2012
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7.5 Configuring the ERS 8800

Create Copper Port SMLT-24 and add ports 2/28 and 7/28 from VLAN > MLT/LACP >
MultiLink/LACP Trunks:

ENTERPRISE DEVICE MANAGER

) Device Fhy st = FE M /uace ®

LACP Global | VLACP Global | MultiLink/LACP Trunks || LACP | IstfStLT Stats

@ Insert | ) Delete | ¥ - s Refresh | Copy | [T € undo [ Export | (S print Haaph Jis0 @ Help

M PoType Mame Poathembers ViankdList METype  RunningType  Smlld  AggMinlink  Hindex ClearLinkggres L
1 trunk MLT_ist 403 10,100,200,1000,3939 LT istLT 0 1 6144 disable none frue 4
2 trurk SMLT to_5600-1 7130 100 SORMLT  SpRMLT 2 1 6145 disabie none trug "
3 trurk SMLT fo_5600-2 TS 200 SpRMLT  SpitMLT 3 1 6146 disable none true 3
4 trurk SMLT_to_FW.1 an 10,200 SPUMLT  rommalLT 4 1 6147 disatie none true 3n
S trurk SMLT_to_FW-2 an 10,200 SpRMLT  normeBLT S 1 6148 disabie none true an
& trurk SMLT to_PW-1_Copper m 10,200 SpRMLT  SpitMLT [ 1 6148 disable none true |
7 trurk SMLT to_FW-2_Copper m 10,200 SPRMLT  spiMLT 7 1 6150 disabie none true A
10 trurk 10SMLTedge_B500 75 10,200 SpRMLT  normeBLT 10 1 6153 disabie none true "=
20 trunik MLT-20 Tn4a.7ns5 1000 normaldLT  noemaldlL T 1] 1 B163 disable none false

23 access SMLT-in-VLANI000 mr 1000 SpitMLT normalbLT <] 1 G166 disable none frue m
24 trurk SMLT-to-Beiden 20287128 1000 SpRMLT  SpiRMLT 24 1 G167 disobie none true 20
< >

Tokal Rows : 11 row(s) | 1 of 1 Page(s)

| 8 Beldenin fvay... | B My Information

Verify the SMLT configuration from VLAN > SMLT > SMLT Info:

Logged in user: GRT - Log out

ENTERPRISE DEVICE MANAGER

@ Device Physical view || [Z) sMLT =

Segle Port LT | SMLT Info

5 Refresh g Copy | I € udo | Beoct St @ e

MiType  RunningType

SptWLT  splbLT

SPRMLT  splMLT

normalaLT
SpMLT  normalLT
SPRMLT  splMLT

7 SptMLT  splMLT

10 10 SpHMLT  normaliLT

B3 SpRMLT  normalaLT

24 M SptMLT  splbLT

g

Mo s W RE R
@ ohoa W
%

Total Rows 1 9 row(s)

[ &) Microsoft Powe.... %0 154254.docx (o | A SMLT configura...

M Gelden in Avay... | B My Information
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Create Fiber Port SMLT-24 and add port 7/28 from VLAN > MLT/LACP >
MultiLink/LACP Trunks:

ENTERPRISE DEVICE MANAGER

G Device Physical view || [Z) smeT = || ER MLT/LACP

LACP Global | WLACP Global | MultiLink/LACP Trunks | LACF | Ist/SMLT Stats

@ Insert | @ Delete | o Z Refrosh | Copy I € o | Beeot  (Siein ] Graph ] 1t @) Help

M PorType Name: Porthiembers ViaridList MitType  RunningType  Smbld  ApgMinlink  Hindex  MullicastDistribution ClearLinkAggregate NSigEnable [
1 trunk LT st s 10,100,200,1000 3298 EAMLT LT 1} 1 144 disable nons true s
2 frunk SMLT to_S600-1 Elc ] 100 SpaMLT SplMLT 2 1 6145 dizabie N trug "
3 trunk SWLT to_SE00-2 w2 200 splMLT SpRMLT 3 1 6146 disnbis oo true n
4 trunk SMLT to_FW-1 an 10,200 SpMLT  normaldLT 4 1 B147  disabie none true an
5 trunk SMLT to_PWW-2 4n 10,200 SplMLT normaliLT ] 1 6148 digabie none trug 4an
6 trunk SHLT to_PW-1_Copper H 10,200 splMLT SplRMLT L} 1 6149 disnbis oo true m
7 trunk SMLT _to_PW.2_Copper m 10,200 SpMLT  splLT 7 1 6150 disable none true "
10 trunk WEMLTedge_BE00 £ 10200 spaMLT normalaLT 10 1 6153 digabie none trug "
20 trunk WLT-20 TH4-TNS 1000 normalLT  normalalT o 1 B163 disnbis oo folse

23 access  SMLT-n.VLAMNI00O mr 1000 SplMLT oAl T 23 1 6166 digabie none true

24 trunk SHLTo-Beiden el 1000 spaMLT SplMLT 24 1 G167 digabie Rione trug "
< >

Total Rows : 11 row(s) | 1 of 1 Page(s)

” [@eeieninavay.. | B Myinfomation [ @MaosftPowe... ) Erseaon-1 (... | B0 154254, '8 ST confiowa... | cH = 2

58 oyt

ENTERPRISE DEVICE MANAGER

@ Device Physical view || [Z) sMLT /|| B MLTRACP =

Segle Port LT | SMLT Info

v o Refresh  wl Copy | I E e Hesot Sipie @ Heo
Smitid  MiType  RunningType

SptWLT  splbLT

SPRMLT  spltMLT

- @ os W RE
@ ohoa W
%

i

1010 SpiMLT  normalLT
B3 SPRMLT  normaliLT
MM SpRMLT  splhLT

Total Rows : 9 row(s)

Copyright @ 2010-2012 Avayas Inc. All rights reserved. Revision number: 25

M Gelden in Avay... | O Mylnformation | (G Mirosoft Powe... £ ER [ Rjsezstdocx (. | B ST configwa.. o [ 38 '®
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Enable IGMPv1 on VLAN 1000 from IP > IGMP > Interface:

ENTERPRISE DEVICE MANAGER

QL\ev.:e Physical Wiew || [I=] Port 213 Ganeral =) YLANs =1 1GMP =

4 zche | Interface || IGAP | Multicast Router Discovery | Snoop || Snoop Face || Groups || IGAP Groups | IGAP Counters || Static | Access Control | Sender | Ssmélobal || SsmChannel || Streamdimit Membei
v i S Refresh | o L Begot  Sirie & vep

Hirdex Guearyirterval Salus Wersion  OperVersion Querier Quer o L ) i L Joing LastMembQueryintvi FlushAction

WLAN_10 125 notinService 2 wersion2 0000 100 o o 2 10 nong
WLAN_100 125 notinService 2 wersion2 0000 100 o o 2 10 none
Bedden_interop_1000 125 active 1 wersiont 304002 100 [t} 186205 2 10 none
k1 _VLAN 125 notinService 2 wersion2 0000 100 o o 2 10 mone
£ >

Total Rows : 4 row(s) | 1 of 1 Page(s)

@ Belden in Avayadrch,..

Enable IGMPv2 on VLAN 1000 from IP > IGMP > Interface:

ENTERPRISE DEVICE MANAGER

Q Device Physical iew || [T Port 2/13 Ganeral =) YLANs =1 1GMP =

4 zche | Interface || IGAP | Multicast Router Discovery | Snoop || Snoop Face || Groups || IGAP Groups | IGAP Counters || Static | Access Control | Sender | Ssmélobal || SsmChannel || Streamdimit Membei
v i S Refresh | o L Begot  Sirie & vep

Hirdex Guearyirterval Salus Wersion  OperVersion Querier Quer o L ) i L Joing LastMembQueryintvi FlushAction

WLAN_10 125 notinService 2 wersion2 0000 100 o o 2 10 nong
WLAN_100 125 notinService 2 wersion2 0000 100 o o 2 10 none
Bedden_interop_1000 125 active 2 wersion2 304002 100 [t} 186205 2 10 none
k1 _VLAN 125 notinService 2 wersion2 0000 100 o o 2 10 mone
£ >

Total Rows : 4 row(s) | 1 of 1 Page(s)

" @ Belden in Avaya-drch..
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Enable IGMPv3 on VLAN 1 from IP > IGMP > Interface:

ENTERPRISE DEVICE MANAGER

Q Device Physical View | i) Port 213 Ganeral =] vLans [ ir

Cache | Interface | IGAP | Mukicast Router Discovery || Snoop | Snoop Trace || Groups | [GAP Groups || IGAP Counbers || Stabic | Access Controd | Sender | Ssmlobal | SsmChannel | Streamlimet Med =

e % Refresh | s = Beret  Srint € help

Mindex: Queryinterval Stelus  Version OperVersion  Querier  GQuer poazeTi Viers i Joins LasiMermbOueryintl  Flushaction
VLAN_10 125 nolinService 2 versicn2 0000 100 0 0 2 10 one
WLAN_100 125 notinService 2 wersion2 0000 100 o o 2 0 nane
Belden_interop_1000 125 active 3 wersion3 304002 100 a 186203 2 10 none
st VLAN 125 notinService 2 version2 0000 100 0 ] 2 10 none
£ >

Total Rows : 4 row(s) | 1 of 1 Page(s)

opyright @ 2010-201Z Avaya Inc. All r

” | @ Bekdenin Avayatiech,.. £ ERSSE00-1{wf0)- ... | D ERSBB00-Configurati.. | [ Documentl - Microsof... e L 10:34 AM

8 Configure SSM globally from IP > IGMP > Ssm Global:

ENTERPRISE DEVICE MANAGER

Q Device Physical View | i) Port 213 Ganeral =] vLans [ ir

4 frace | Groups || IGAP Groups || IGAP Counters || Static || Access Control || Sender | SsmGlobal (| SsmChannel | Streamiimi Members | Streamlimit || Global | MVR Groups | MVR Wlans | MVR Recetvers
v dpply | 5 Refresh | ©) Help
70 il =
AdminACtion: | none @ enableall  ©) disabiel
RangeGroup: 235.1.1.0 (A.B.CD)
Rangedask:  255,255,255,0 (A.B.C.D)

” | @ Bekdenin Avayatiech... £ ER -... | Thersseoo-Configwati... | T Document - Microsof... = 10:36 AM
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Q Device Physical iew || [T Port 2/13 Ganeral =] vLans = 16mp =
4 frace | Groups || IGAP Groups || IGAP Counters || Static || Access Control || Sender | Ssmilobal | SsmChannel | Streamiimi Members | Streamlimit || Global | MVR Groups | MVR Wlans | MVR Recefvers
) Insert v 2 Refresh | E BHepet Sieme & Hep
IpMullicastGrp  IpScurce L Activity
25111 3010010  stabic talse enable
05142 3010020 stebic folze ensbie

Total Riows : 2 rowls)

” | @ Bekdenin Avayatiech,.. £ ERSSE00-1{wf0)- ... | D ERSBB00-Configurati.. | [ Documentl - Microsof...

8. Conclusion

The Avaya Networking Test Lab verified connectivity under normal conditions where all the devices were
configured properly. From this steady-state environment, various tests simulated fault conditions with link
and switch failures. These links and switches were then recovered simulating the restoration of the

network.

The Avaya-Belden Industrial Ethernet (IE) solution passed all of these tests and confirmed that this
solution meets Avaya’s quality and interoperability standards.
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