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Avaya Solution & Interoperability Test Lab

Application Notes for Fonolo Voice Call-Backs Version 3.3
with Avaya Aura® Communication Manager Release 8.1
and Avaya Aura® Session Manager Release 8.1 using SIP
Trunks and TLS T Issuel.O

Abstract

These Application Notes describe thenfiguration steps required for Fonolo Voice €
Backs applicatiorto interoperate with Avaya Aura® Communication Manager and A
Aura® Session Manager using Sifenks andrLS.

Readers should pay attention $ection 2, in particular the scope of testing as outlineg
Section2.1as well as the observations note®ection2.2, to ensure that their own use esa
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avay&olution and Interoperability Test Lab.
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1.l ntroducti on

These Application Notes describe the configuration steps requirédhoto Voice CaHBacks
(Fonolo VCB to interoperate i Avaya Aura® Communication ManagemdAvaya Aura®
Session ManagersingSIPtrunks andl'LS. Fonolo VCBprovides functionality to replace hold
time with a calback During this compliancéesting Fonolo VCBwas hostedn the cloud by
Fonola The solution communicates via SBRTP.The Fonolo VCBfunctionality was
compliance tested Uiding SIP trunks to Session Managé&he configuration allowed
Communication Managéeo use SIP trunking for calls to and from WM€B application. The
Fonolo VCB is a call center solution where instead of a cstifgting in the queue when agents
are all busycallercan request to get a call back when an agent becomes available.

When a caller encounters a scenario where no agents are available in a call center enyironment
and Communication Manager is part oftthavironment, the caller is presented with options by

the call center to either continue waiting in the queue or receive a call back from the call center.
If the caller chose the latter, then the call center directs the caller to Fonolo V&Beasaion

Manager SIP trunk where Fonolo VCB then provides a message to the caller to leave a call back
number, so that Fonolo VCB can call back the caller when an agent becomes available. Once
Fonolo VCB receives the confirmed call back number from the caller|&-M&B usesa SIP

trunk with Session Manager to call back into the call center and wait in the queue until an agent
becomes available. When an agent becomes available, Fonolo VCB informs the agent that there
is a call waiting angiromptsif the agent wouldike to get connected to the caller. If the agent
accepts to connect to the caller, Fonolo VCB then calls the callaiSIRtrunk to

Communication Manager and connects the caller with the available Wg®m. Fonolo VCB

makes an outbound call to thaller and agent via Session Manager, it makes two SIP INVITE
requestsone to the available agent and one to the calledt then mixes the audio within the

Fonolo VCB server.

For scurity purposes publiendlabIP addresselsave been altered in this dooent

2. General Test AppRecsawclht sand Test

The interoperability compliance tesg focused on verifying inbound and outbound call flows
between Communication Manager, Session Manager and Fonolo VCB.

The feature test cases were performed manually. Calls were placed manually from users on the
PSTN to a call center Vector Directory idber (VDN). During compliance testinGall Center

Elite within Communication Manager was uség assumption was made during compliance
testing in the vector script to direct callers to Fonolo VCB when no agents are availablea When
calleris connected wh Fonolo VCB, Fonolo VCB reathe call back number of the caller or
asksthecaller to input a new call back number. Fonolo VCB recognized the Dual Tone Multi
Frequency (DTMF) input provided by the caller confirming the call back number. For
complianceesting purposes, agents were made available after the above call bbecztier

and Fonolo VCB is completed. Fonolo VCB then called into the call center VDN and connected
with an available agent. Fonolo VCB provided a recordimfigrming the agent ad call in

waiting, andchecledif the agent wamdto get connected to the PSTN callEhne agyentcan
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accepthe call by using DTMF input. Fonolo VCB then made the second outbound call to the
PSTN caller vicCommunicatiorManager and if the PSTN callersavered the call they then get
connected with the agent.

The serviceability test cases were performed manually by disconnecting and reconnecting the
SIP trunk connection to Fonolo VCB.

DevConnect Compliance Testing is conducted jointly by AvayaDeawConnect membershe
jointly-defined test plan focuses on exercising APIs and/or stantasgsl interfaces pertinent

to the interoperability of the tested products and their functionali@@sConnect Compliance

Testing is not intended to substitut#l foroduct performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya solutising appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products Readers should consult the appriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAwaga solution component is
the responsibilityof each individual vendoReaders should consult the appropriate vendor
supplied product documentatifor more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
andFonoloutilizesTLS, use ofsecure media SRTBNd secure encrypted SRTRtures as
requested byonola

This test was conducted in a lab environment simulating a basic customer enterprise network
environment. The testing focused on the standbadednterface between the Avaya solution

and the thireparty solution. The results of testing are therefore considered to be applicable to
either a premiséased deployment or to a hosted or cloud deployment where some elements of
the thirdparty solution mayeside beyond the boundaries of the enterprise network, or at a
different physical location from the Avaya components.

Readers should be aware that network behaviors (e.qg. jitter, packet loss, delay, speed, etc.) can
vary significantly from one locatiomtanother and may affect the reliability or performance of

the overall solution. Different network elements (e.g. session border controllers, soft switches,
firewalls, NAT appliances, etc.) can also affect how the solution performs.

If a customer is comdering implementation of this solution in a cloud environment, the
customer should evaluate and discuss the network characteristics with their cloud service
provider and network organizations and evaluate if the solution is viable to be deployed in the
cloud.
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The network characteristics required to support this solution are outside the scope of these
Application Notes. Readers should consult the appropriate Avaya angdantyddocumentation
for the product network requirements. Avaya makes no guartnatethis solution will work in
all potential deployment configuratians

2.1. Interoperability Compliance Testing

The Fonolo VCB application is hosted in a cloud environment by Fonolo and the VCB
applicationwasinstalled andynchronizedvith the Fonolo ofpremise appliances residing in
customero6s side. SIP trunks were used to conn
Manager via Session Manager. The following features and functionality were covered during

compliance testing:

1 Establishment of SIP trunloanectivity between Fonolo VCB and Session Manager

including session refresh

Testing of G.711MU codec

Incoming calls to a VDN of Communication Manager call center can be redirected to the

VCB application via the SIP trunk based on vector scripting. Guggzalls from the

VCB appliance to the VDN via Session Manager when callers decickddrack.

During this compliance testin@all Center of Communication Manager was used and is

not the scope of these Application Notes.

1 The VCB application can malkanoutbound call to th®STNcaller via Communication
Manager who had selected the call back option and merge the call between the caller and
available agent. The outbound call is made from Communication Manager via Session
Manager Session Border Controllésr EnterpriseandusesSIP INVITE.

1 DTMF transmission to ensure that options selected by the caller and agent is accepted
correctly by Fonolo VCB.

1 Userto-User Information (UUI) is sent from Communication Manager to the VCB
applicationand that the samaformation is sent back to the agent from the VCB
application.

T
T

Serviceability testing focused on verifying the ability of Fonolo VCB to recover from adverse
conditions, such as the SIP trunk going down (udimgyoubcommand) and reboot of Session
Manager

2.2. Test Results
All test cases were executed and pasgduthe following exceptions/observations:

Fonolo VCB only supports G.711u codec

Fonolo VCB only supports encrypted SRTCP therefore only AvayaFSi€lgohones
were used as aget@iephones sincAvaya H.323telephones do not support encrypted
SRTCP.

T
T
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2.3. Support
Technical support oRonolo VCBcan be obtained through the following:

1 Phone: + 1-855-366-2500(Toll-free)
9 Web: https://fonolo.com/contact/
9 Email: suppor@fonolo.com
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3. Reference Configuration

A simulated enterprise site consisting of Communication Manager, Session Mandg§gstem
Managemwereused during compliance testings shown inFigure 1, SIP trunks were used to
connect Fonolo VCB opremise appliance with Communication Manager via Session Manager.
The configuration of Fonolo VCB was done from their cloud and was synched with the Fonolo
on-premise appliances via httgsvaya Session Bordé€Zontroller for Enterprise was used to
provide SIP connection to SIP Service Provider for external call to PSTN. A skill set queue is
configured on Communication Manager with two agents belonging to this dqueie.
configuration allowed the enterprise diteuse SIP trunking for calls to and frdronoloVCB

via theSession Manager

S
Session Border |[gip Trunk
Controller for
Enterprise
N N

SIP Trunk
P 4 v__ /" @exl sIP
g Endpoint and
System Session
M — Manager Agent for
Snager L =! Desktop
l\\. i 4
" Softphone v,
SIP Trunk

. { 96x]1 H323

’ . ) Endpoint and
Media Server COmDIMICATION ¢ 5 Awvaya Agent for
Manager Desktop

- g " \ Softphone
\

450 Media
Gateway
- A

Figure 1: Test Diagram Configuration
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4. Equi pment and

Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® Communication Manager
runningon Virtual Environment

8.1.3

8.1.3.2.0.890.26989

Avaya Aura® Media Serveunningon | 8.02
Virtual Environment

Avaya G450 Media Gateway 4134.0
Avaya Aura® Systenvlanagemrunning 8.1.3

on Virtual Environment

8.1.3.0.1011784

Avaya Aura® Session Managemning | 8.1.3

on Virtual Environment 8.1.3.0.813014
Avaya Aura® Media Server running on | 8.0

Virtual Environment 8.0.2.163
Avaya 9641GS SIP Deskphone 7.1.9.0.8
Avaya 179J SIP Deskphone 4.0.10.3.2
Avaya Agent for Desktop (AAfD) 2.0.6.18
Softphone

Fono_lo Voice CalBacks On-premise Version 33
Appliance
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5, Confi fuagwa Alornmantuni cati on Manager

This section provides the procedures for configuring Communication Marfduger.
Communication Manager configuration was performed usiedgifstem Access Terminal

(SAT). Some screens in this section have been abridged and highlighted for brevity apéhclarit
presentation

The administration athe routing andbasic connectivity between Communication Manager and
Session Manager or the setting up of skill set, hunt group, vectors for a call center type
environment on the Communication Manager argmofocus of these Application Notes
however, some details are provided only for informational purposes and completeness.

5.1. Verify Communication Manager License

Log into the System Access Terminal to verify that the Communication Manager licerike has
approprateper mi ssi ons for features illustrated in
systemparameters customerp t i o0 n s 0 NavigatertoRaygel2and verify that there is

sufficient remaining capacity for SIP trunks by comparingMla&imum Administered SIP

Trunks field value with the corresponding value in th8ED column.

If additional license is required, contact an authorized Avaya Sales or Reseller representative.

display system - parameters customer - options Page 2 of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 2 0
Maximum Concurrently Registered IP Stations: 18000 7
Maximum Administered Remote Office Trunks: 12000 0
Max Concurrently Registered Remote Office Stations: 18000 0
Maximum Concurrently Registered IP eCons: 414 0
Max Concur Reg Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 41000 1
Maximum Video Capable IP Softphones: 18000 12
Maximum Administered SIP Trunks: 400 00 64
Max Administered Ad - hoc Video Conferencing Ports: 24000 O
Max Number of DS1 Boards with Echo Cancellation: 999 0
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5.2. Administer IP Node Names

Us e dhdnge ndd@mamesip command and add an entry f
interopASM and10.33.1.12are entered adameandIP Address. Note theprocr and10.33.1.6
entry, which is the nodedameandIP addressfor the processor board. These values will be
used laterd configure the SIP signaling to Session Manag&eiction5.5.

change node- names ip
IP NODE NAMES
Name IP Address
AMS1 10.33.1.30
default 0.0.0.0
interopASM 10.33.1.12
Isp 10.33.1.7
procr 10.33.1.6

5.3. Administer IP Codec Set

Use t he -fodekssaentgend pcommand, where fAno i s t
codec types in thAudio Codecfields as necessary. As per the observation not&eéation
Error! Reference source not fourwhly configureG.711MU andEncrypted SRTPis set to
fibestefforto that means the CM can commun&avith other end either unencrypted SRTP or
encrypted SRTCPlhe codec shown below was used in the compliance testing.

changeip - codec - set 2 Page 1of 2
IP MEDIA PARAMETERS
Codec Set: 1
Audio Silence  Frames Packet
Codec Suppression Per Pkt Size(ms)
1. G.711MU n 2 20
2: n 2 20
3:
Media Encryption Encr ypted SRTCP: best - effort
1:1 -srtp - aescml128- hmac80
2: none
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5.4. Administer IP Network Region

Use t he -fetwbrlarneggei oinp nd command, w-kBnel neeworR n 0
region number used by the SIP signaling group fBautionError! Reference source not
found>5.

For Author itative Domain, enter the applicable domain for the network. Enter a descriptive
Name Ent e r IntfayegisndP-IP Direct Audio andinter -region IP-IP Direct Audio,
as shown below. Fd@Codec Setenter theodec set numbeéfor integration withForolo VCB

as configured irsection 5.3

changeip - network -region1 Page 1 of 20
IP NETWORK REGION
Region: 1 NR Group: 1

Location: 1 Authoritative Domain : bvwdev.com
Name: Loc -1 Stub Network Region: n
MEDIA PARAMETERS Intra -regionIP - IP Direct Audio: yes
Codec Set: 2 Inter -regionIP - IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5  AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep- Alive |  nterval (sec): 5
Keep- Alive Count: 5

5.5. Administer SIP Signaling Group
Use t he fadd uspi gnoalciomgmand, where Ano i s

i S

this case Alo0. Enter the following values

the remaining fields.

1 Group Type: Setitagisi| p o
1 Transport Method: Set is asi Is0.
1 Near-end Node Name: Ent er t inerfaemfrConanruiication
Manager
1 Far-end Node Name: Enter the node name for Session Manager
9 Near-end Listen Port: Enter the TLS port for the SIP trunk to Session
Manager
i Far-end Listen Port: The same port number asNiear-end Listen Port
i Far-end Network Region: Enter thenetwork regiomumber 2
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1 Far-end Domain: The applicablé&SIPdomain name for the netwark
1 Direct IP-IP Audio Connections?:  Setisagi y. 0

change signaling - group 1 Page 1of 2
SIGNALING GROUP
Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tls
Q SIP?n
IP Video? n Enforce SIPS URI for SRTP? n
Peer Detection Enabled? n Peer Server: SM Clustered? n
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Call ing/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near - end Node Name: procr Far - end Node Name: interopASM
Near - end Listen Port: 5061 Far - end Listen Port: 5061
Far - end Network Region: 2

Far - end Domain: bvwdev.com
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Initial IP - IP Direct Media? n
H.323 Station Ou tgoing Direct Media? n Alternate Route Timer(sec): 6

5.6. Administer SIP Trunk Group

Use the -dimaddptman&kommand, where Ano is an
case Nnlo. Enter the following values for
remaining fields.

9 Group Type: Setisasisi po

9 Group Name: Enter a descriptive name

1 TAC: Enter a available trunk access code

9 Service Type: Setisadit i e 0

1 Signaling Group: Enter the signaling group that has been creat&tation 5.5

1 Number of Members Enter a number of SIP trunk member, in this case 10 & u

add trunk -group1 Page 1of 5
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: y
Group Name : Private Trunk COR: 1 TN: 1 TAC: #01
Direction: two - way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
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| Number of Members: 10
NavigatetoPage3a nd e nt er Ninbering/Farima.0 f or

add trunk - group 3 Page 3of 4
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: service - provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y

Navigate toPage 5a n d  eyafor the Corivert 180 to 183 for Early Medi& field as shown
below.

add trunk - group 3 Page 4of 4
PROTOCOL VARIATIONS

Mark Users as Phone? n
Prepend '+' to Calling/Alerting/Diverting /Connected Number? n
Send Transferring Party Information? n
Network Call Redirection? y
Build Refer - To URI of REFER From Contact For NCR? n
Send Diversi  on Header? y

Support Request History? n

Telephone Event Payload Type: 101

Convert 180 to 183 for Early Media? y
Always Use re - INVITE for Display Updates? n

Identity for Calling Party Display: P - Asserted - Identity
Block Sending Calling Party Location in INVITE? n
Accept Redirect to Blank User Desti nation? n
Enable Q - SIP?n
Interworking of ISDN Clearing with In - Band Tones: keep - channel - active
Request URI Contents: may - have - extra - digits
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5.7. Administer Private Numbering

Use the ficchamber pngv@decommand, to define the
Fonolo VCB Add an entry for the trunk group definedSaction5.6. In the example shown

below, all calls originating from a-diigit extension beginning witB3 and34 and routed tarunk

groupl will result in a 4digit calling number. The calling party number will be in the SIP

AFromo header.

change private - numbering 0 Page 1of 2
NUMBERING- PRIVATE FORMAT

Ext Ext Trk Private Total

Len Code Grp(s) Prefix Len
4 33 1 4 Total Administered: 15
4 34 1 4  Maximum Entries: 540

5.8. Administer Dial Plan

This section provides a sample dial plan used for routing calls with dialedt8gxs to Fonolo
VCB. Use the fichange dial plan andafythesusef 00 comm
digits patterr78, as shown below

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full :5

Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type  String Length Type String Length Type

0 3 fac 33 4 ext # 3 dac
1 4 ext 34 4 ext

1 11udp 45 4 aar

78 5 udp 46 4 aar

5.9. Administer Uniform Dial Plan

This section provides a sample AAR routing used for routing calls with dialed tigis to

Fonolo VCB Note that other routing met hddad prhayn &
command and add an entry to specify the use of AAR for routingivd @8xxx, as shown

below.

change uniform - dialplan 0 Page 1of 2
UNIFORM DIAL PLAN TABLE
Percent Full: O

Matching Insert Node
Pattern Len Del  Digits Net Conv Num
1 11 0 arsn
35 4 0 aarn
78 50 aarn
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5.10. Administer Route Pattern

Use the fAphlhanee nr mdt € o mma ntohg route padterrenumberdo bé s
usedtoreackonoloVCB i n this case fAlo. Enter the
andretainthe default values for themaining fields.

9 Pattern Name:

Enter adescriptive name

1 Grp No: The SIP trunk group number froection5.6.
1 FRL: A level that allows access to this trumkth O being least restrictive
1 Numbering Format: Set t-p v i b e whlivate umlbesng plan.
change route - pattern 1 Page lof 4
Pattern Number: 1 Pattern Name :SIP -TLS-To- SM
SCCAN?n Secure SIP? n  Used for SIP stations? n
Grp FRL NPA Pfx Ho p Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1:1 O n user
2: user
3: user
4: n user
5: user
6: user
BCC VALUE TSC CA - TSC ITC BCIE Service/Feature PARM Sub Numbering LAR
012M4W Request Dgts Format
Lyyyyynn rest levO - pvt  next
2:yyyyynn rest none
3yyyyynn rest none
4:yyyyynn rest none
5'yyyyynn rest none
6:yyyyynn rest none
5.11. Administer AAR Analysis
Use the Achafgecammamhadrydiasdd an entry
78xxx. In the example shown below, calls witigits 78xxx will be routed as an AAR call using
route pat tSectionOl0i 1 0 f r om
change aar analysis 78 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num R eqd
78 5 5 1 aar n
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5.12. Administer Agent Login ID

To add amAgent LoginiID, us e t h eddagemloyganld gagéntID>0for each agent.
In the complance test, three agent login IDs 1000 and 1001 were created.

add agent - loginID 1000 Page 1of 2
AGENT LOGINID
Login ID: 1000 AAS? n
Name: Agent 1000 AUDIX? n
TN: 1
COR: 1
Coverage Path: LWC Reception: spe
Security Code: 1234 LWC Log External Calls? n
Attribute: AUDIX Name for Messaging:

LoginID for ISDN/SIP Display? n
Password:
Password (enter again):
Auto Answer: station
MIA Across Skills: system
AUX Agent Considered Idle (MIA)? system ACW Agent Considered Idle: system
Aux Work Reason Code Type: system
Logout Reason Code Type: system
Maximum time agent in ACW before logout (sec): system
Forced Agent Logout Time:
WARNING: Agent must log in again before changes take effect

OnPage 2of theAgent LoginID form, set the skill numbeSN) to hunt group 1, which is the
hunt group (skill) that the agents will log into.

add agent - loginID 1000 Page 2of 2
AGENT LOGINID
Direct Agent Skill: Service Objective? n
Call Handling Preference: skill - level Local Call Preference? n

SN RL SL SN RL SL

1.1 1 16:
2: 17:
3: 18:
4: 19:
5: 20:
6:
7.
8:
9:
10:
11:
12:
13:
14:
15:
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5.13. Administer Hunt Group

This section provides the Hunt Group configuration for the call center agents. Agents will log
into Hunt Group 1 configured below. Provide a descriptive name and seétdabp Extension

field to a valid extension. Enable tA€D, Queug andVector options. This hunt group will be
specified in theAgent LoginIDs configured inSection5.12

add hunt - group 1 Page 1of 4
HUNT GROUP

Group Number: 1 ACD?y
Group Name: Skill -1 Queue?y
Group Extension  : 3320 Vector ?y

Group Type: ucd - mia

TN: 1
COR: 1 MM Early Answer? n
Security Code: Local Agent Preference? n
ISDN/SIP Caller Display:

Queue Limit: unlimited
Calls Warning Threshold:  Port:
Time Warning Threshold:  Port:

5.14. Administer Vector

Use t he c¢omman dwherefhrain gies vtelcd ow e-800@ Theexample e r f r ¢
of the vectorl2 with the basic scripting is shown belowhis section provides a sample vector
that was useduring the compliance testing. When a call is directed to this vector it provides the

caller with an optiontopre§s1 6 or stay in the queue i f all at
then the call is routed totnA7800UCB, MWwhsoh 18
line was added to send UUI information to Fonolo VCB for testing purposes
change vector 12 Page 1of 6
CALL VECTOR
Number: 12 Name: To - Fonolo
Multimedia? n  Attendant Vectoring? n Meet - me Conf? n Lock? n
Basic? y EAS?y G3V4 Enhanced?y ANI/II - Digits? y ASAI Routing? y
Prompting? y LAI?y G3V4 Adv Route?y CINFO?y BSR?y Hol idays?y

Variables? y 3.0 Enhanced?y
01 wait -time 5 secs hearing 1104 then silence

02 goto step 11 if staffed - agents inskill 1 =0

03 gotostep 7 if expected -wait forskill prim >=10
04 queue-to skill prim

05

06

07 collect 1 digits after announcement 1107 for none

08 set A =digits CATR 0123456789

09 route -to number 78000 cov n if digit =1

10 gotostep 4 if unconditionally

11 disconnect after announcement none

12 stop
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5.15. Administer VDN

Use dadhvwimd® command t o add DestivaibNfield, emeb/ector I n
Number 1 as configured iSection 514 above and keep other fields at theiraléf values.

add vdn 3340 Page 1of 3
VECTOR DIRECTORY NUMBER

Extension: 3340
Name*: Contact Center 1
Destination: Vector Number 1 2
Attendant Vectoring? n
Meet - me Conferencing? n
Allow VDN Override? n
COR: 1
TN*: 1
Measured: both  Report Adjunct Calls as
ACD*? n
Acceptable Service Level (sec): 20
VDN of Origin Annc. Extension*:
1st Skill*:
2nd Skill*:
3rd Skill*;

6. Conf i guawae di a Saenrdvwearysd Pel ephone

6.1. Configure 46xxsettings File to Enable SRTCP

Use an editor application to modify théxxsettings to enable secure media SRTP and encrypted

SRTCP for Avaya SIP IP telephones as shown in the highlighted text below. Make sure the SIP
IP telephone is able to get the 46xxsettings file from HTTP server. The setup of HTTP server is
out of scopehis document.

BHHH R R R R R B R B R R R R R R R
HHAHHHHHHR

Hit

## AVAYA IP TELEPHONE CONFIGURATION FILE TEMPLATE

## *** 21 Dec 2021 ***

##

## This file is intended to be used as a template for con figuring Avaya IP
telephones.

## Parameters supported by software releases up through the following are

included:

##

##  J100 SIP R4.0.10.1 (J129, J139, J159, J169, J179, J189)

H#it 96x1 SIP R7.1.14.0

##  Avaya Vantage Devices SIP R3.1.1.0 (K15 5/K175)

##  Avaya Vantage builtin Unified Communication Experience R3.1.1.0

(Known also as Avaya Vantage Connect)

##  J159/3169/J179/J189 H.323 R6.8.5.1

##  96x1 H.323 R6.8.5.1
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## B189 H.323 R6.8.5.1

##  Avaya Vantage Devices SIP R2.2. 0.6 (K155/K165/K175)

##  Avaya Vantage Connect Application SIP R2.2.0.6

##  Avaya IX Workplace 3.8 (running on Avaya Vantage Devices)(f.k.a Avaya
Equinox)

##  96x0 H.323 R3.2.4

##  96x0 SIP R2.6.14.5

Hi Hixx SIP R1.0.2

##  16xx H.323 R1.3.3

#H#

## Note: At the end of the file there is HISTORY TABLE to track changes in

this file.

## MEDIAENCRYPTION specifies which media encryption (SRTP) options will be
supported.

## Up to 2 or 3 options may be specified in a comma separated list.

## 2 options are supported by:

## 1. Prior releases to 96x1 SIP 7.0.0

#it 2. H1xx SIP R1.0 and later

## 3. 96x0 SIP R1.0to R2.6.14.1

## 3 options are supported by 96x1 SIP R7.0.0 and later, J129 SIP R1.0.0.0

(or R1.1.0.0), J 169/J179 SIP R1.5.0, J100 SIP R2.0.0.0 and later, J139 SIP
R3.0.0.0 and later, J159 SIP R4.0.3.0 and later, J189 SIP R4.0.6.1 and later

and H1xx SIP R1.0.1 and later.

## For 96x0 SIP R2.6.14.5 and later, up to 3 options may be specified, but

only the firs t two supported options are used.

## Options should match those specified in CM IP - codec - set form.
## 1 =aescml28 - hmac80

## 2 =aescml28 - hmac32

## 3 =aescml28 - hmac80- unauth

## 4 =aescml28 - hmac32- unauth

## 5 =aescml28 - hmac80- unenc

## 6 =aescml28 - hmac32- unenc

## 7 =aescml28 - hmac80- unenc - unauth

## 8 =aescml28 - hmac32- unenc - unauth

## 9 =none (default)

## 10 = aescm256 - hmac80

## 11 = aescm256 - hmac32

## Options 10 and 11 are supported by 96x1 SIP R7.0.0 and lat er, H1xx SIP

R1.0.1 and later and J129 SIP R1.0.0.0 (or R1.1.0.0), J169/J179 SIP R1.5.0,
J100 SIP R2.0.0.0 and later, J139 SIP R3.0.0.0 and later,
## J159 SIP R4.0.3.0 and later, J189 SIP R4.0.6.1 and later.

## Note: The list of media encryption (SRTP ) options is ordered from high

(left) to the low (right) options. The phone will publish this list in the

SDR OFFER

## or choose from SDP - OFFER list according to the list order defined in

MEDIAENCRYPTION. Please note that Avaya Communication Manager has the
capability

## to change the list order in the SDP - OFFER (for audio only) when the SDP -

OFFER pass through CM.

## This parameter is supported by:

#it J129 SIP R1.0.0.0 (or R1.1.0.0), J169/J179 SIP R1.5.0, J100 SIP

R2.0.0.0 and later, J159 SIP R4.0.3.0 and later, J189 SIP R4.0.6.1 and later
#H Avaya IX Workplace 3.1.2 and later; supported values: 1,2,9,10 and

11. The default value is 1,2,9.

## Avaya Vantage Connect Application SIP R1.0.0.0 and later; supported
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values: 1,2,9,10 an d 11. The default value is 1,2,9.

#t 96x1 SIP R6.0 and later

#it Hixx SIP R1.0 and later

#H# 96x0 SIP R1.0 and later

SET MEDIAENCRYPTION 1

## SET MEDIAENCRYPTION 10,1,9

## ENCRYPT_SRTCP specifies whether RTCP packets are encrypted or not. S RTCP
is only used if SRTP is enabled using

## MEDIAENCRYPTION (values other than 9 (none) are configured).

## This parameter controls RTCP encryption for RTCP packets exchanged between

peers.

## RTCP packets sent to Voice Monitoring Tools are always sent unencrypted.
## Value Operation

## 0 SRTCP is disabled (default).

## 1 SRTCP is enabled.

## This parameter is supported by:

#Ht J129 SIP R1.0.0.0 (or R1.1.0.0), J169/J179 SIP R1.5.0, J100 SIP

R2.0.0.0 and later, J139 SIP R3.0.0.0 and lat er, J159 SIP R4.0.3.0 and later,
J189 SIP R4.0.6.1 and later

#Ht Avaya IX Workplace 3.1.2 and later

## 96x1 SIP R7.1.0.0 and later

#H# Avaya Vantage Connect Application SIP R1.0.0.0 and later

SET ENCRYPT_SRTCP 1

6.2. Configure Avaya Media Server

By default, SRTCP encryption in Media Server is disabled, to enable the SRTCP encryption.
From the home page of Media Server (not shown), navig&gdiem ConfigurationA Media
ProcessingA Media Security, check the box in the crypto suite in thRTSCP Encryption

column as highlighted in the screenshot below.

Avaya Aura® Media Server Holp | Sign Out admin

Managing: ams8.bvwdev.com, 10.33.1.30 O
Home » System Configuration » Media Processing » Media Security

Media Security

Security Policy | Crypto Suites

Security Policy
Security Policy: | SECURITY ENFORCED v |

Best Effort Mode:

Crypto Suites
SRTP Master Key Master Key SRTCP SRTP SRTP

Priority Keay Lifetime Derive Rate Index Length  Encryption Encryption Authentication
O AES 256 _CM_HMAC_SHA1 80 2
@) AES 256 CM HMAC SHA1 32 20

I AES_CM_128_HMAC_SHA1_80 2431~ 0 v I
] AES_CM_126_HMAC_SHA1_32 2~
| Save || Cancel || Restore Defaults |
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7.Confi Afwuaga AuraE Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
the following areas:

1 Launch System Manager

9 Administer Doman

9 AdministerLocations

9 Administer SIPEntities

1 AdministerRoutingPolicies

1 AdministerDial Patterns

1 Administer Certificate for VCB Appliance

7.1. Launch System Manager

Access the System Manager web interface by using thefURLt t pasd:d/r/eispp 0 i n an |
browser wi nedaodwd,r ewshseor e siiitphe | P address of Syst
appropriate credentials.

This system is restricted solely to authorized

users for legitimate business purposes only. The

actual or attempted unauthorized access, use, User ID:
or modification of this system is strictly
prohibited. Password:

Unauthorized users are subject to company

disciplinary procedures and or criminal and civil Log On Reset
penalties under state, federal, or other

applicable domestic and foreign laws.

The use of this system may be monitored and

recorded for administrative and security reasons.

Anyone accessing this system expressly ) Supported Browsers: Internet Explorer 11.x or Firefox 58.0, 59.0 or 60.0.
consents to such monitoring and recording, and

is advised that if it reveals possible evidence of

criminal activity, the evidence of such activity may

be provided to law enforcement officials.

All users must comply with all corporate
instructions regarding the protection of
information assets.
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7.2. Administer Domain

In the subsequent screen (not shown), s@kshentsA Routing to display the

Administration of Session Manager Routing Policiescreen below. SeleBouting A
Domainsfrom the left pane, and clidkewin the subsequent screen (not shown) to add a new
domain

a

AVAyA & Users v/ Elements v & Services v Widgets v Shortcuts v ‘ =

Aura® System Manager 8.1

Home Routing

Routing Administration of Session Manager Routing Policies

Domains A Routing Pelicy censists of routing elements such as "Domains”, "Locations”, "SIP Entities”, etc.

The recommended order of routing element administration (that means the overall routing workflow) is as follows:

Locations
Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIP).

Conditions Step 2: Create "Locations”

Step 3: Create "Conditions" (if Flexible Routing or Regular Expression Adaptations are in use)
Adaptations
Step 4: Create "Adaptations”

SIP Entities Step 5: Create "SIP Entities”

TheDomain Managementscreen is displayed. In tiNdamefield enter the domain name, select
fisipo from theType drop down menu and provide any optioNaites

AVAYA & Users v /& Elements ~ £ Services v | Widgets v  Shortcuts v ‘ — | admin

Aura® System Manager 8.1

Home Routing Routing
Routing . Help ?
Domain Management
Domains
New More Actions ~
Locations
2 Items ¥ Filter: Enable
Conditions O [Name Type Motes
] bvwdev.com sip SIP Domain
Adaptations —
[ presence.bvwdev.com sip presence domain
~ - Select : all, None
SIP Entities
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7.3. Administer Locations

SelectRouting A Locationsfrom the left pane and clidkewin the subsequent screen (not
shown) to add a new location fgCB.

Thelocation Detailsscreen is displayed. In tli&neral subsection, enter a descriptiidame
and optionaNotes Retain the default values in the renmagnfields.

AVAyA & Users v /# Elements v  # Services v | Widgets v  Shortcuts v ‘

Aura® System Manager 8.1

Home Routing

Routing

Location Details Commit|[Cancel|

Domains
General

Locations = Name: |Other_LOC

Conditions Notes:

Adaptations - H 1
LEAE RS Dial Plan Transparency in Survivable Mode

SIP Entities Enabled: [ |

Listed Directory Number:

Entity Links

Associated CM SIP Entity:

Time Ranges

Scroll down to the.ocation Pattern subsection, clickAdd and enter the IP address of all
devices involved in the compliance testing®Address Pattern as shown below. Retain the
default values in the remaining fields.

Location Pattern

Add Remove

2 Items &2 Filter: Enable
[C] |IP Address Pattern a Notes

] #*|10.32.1.189 Fenolo appliance 2

[ *|10.323.1.188 Fonolo appliance 1

Select : All, None

Commit” Cancel|
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7.4. Administer SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to Session Managewhich includes Communication Managea-onolo appliances.

7.4.1. Configure Session Manager SIP Entity
The following screen shows tipeeviously configuredession Manager SIP Entity named

ASM70A. The | P address of Session MRDHEgé&r 6s
Address10.33.112
AVAVA & Users v Elements v & Services v Widgets v Shortcuts v ‘ = | admin
Aura® System Manager 8.1
Home Routing
Help 2
Routing . . _—
SIP Entlty Details [commit|| cancel|
Domains General
_ * Name: ASM70A
Locations
* IP Address: |10.33.1.12
Conditions SIP FQDN:
Adaptations Type: |Session Manager v
Notes:
SIP Entities
Entity Links Location: |IntsropASHM ~
Qutbound Proxy: ~
Ui §aleae Time Zone: | America/Denver ~
Routing Policies Minimum TLS Version: |Use Global Setting v
Credential name:
Dial Patterns
_ Monitoring
gl e SIP Link Monitoring: |Use Session Manager Configuration v
< CRLF Keep Alive Monitoring: | Use Session Manager Configuration v
Cantitns 1 fnlen 7
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Theportsneed to be defined iBession Managdor other endpoints to connect sxroll down
to theListen Ports section of theéSIP Entity Details screenNote that his section is only
present for th&ession ManageSIP Entity.

In theListen Ports section, clck Add and enter the following values. Use default values for all

remaining fields:

1 Port:
i Protocol:
i Default Domain:

Port number on which Session Manager listens for&jBests
Transport prtocol to be used with this port

The default domain assated with this port. For the compliance
test, this was the enterprise SIBrBain

Listen Ports
Add Remaove
6 Items o Filter: Enable
[] | Listen Ports Protocol | Default Domain Endpoint Notes
] |so60 TCP v | | bvwdev.com ~
] |so60 UDFP v bvwdev.com v
] |so61 TLS v bvwdev.com v
] |soe2 TLS w bvwdev.com v [l
] |[so67 TLS v bvwdev.com v [l
] |s0s0 TCP bvwdev.com v [l
Select : All, Mone
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7.4.2. SIP Entity for Fonolo Voice Call-Backs

SelectRouting A SIP Entities from the left pane and clidkewin the subsequent screen (not
shown) to add a new SIP entity MCB.

The SIP Entity Details screen is displayed. Enter the following values for the specified fields
and retain the default values for the remaining fields.

1 Name: Enter adescriptive name

1 FQDN or IP Address: The IP address d¢fonolo VCB appliance

1 Type: SetisaB Ot her 0o

1 Notes: Enter desired notes

1 Location: Selectappropriatdocation name fronsection7.3.
1 Time Zone: Selectthe applicable time zone

1 SIP Link Monitoring: S e | ¢icktMonitoringEnabl ed o .(not shown)

AVAyA & Users v  /# Elements v £ Services v | Widgets v  Shortcuts v ‘ E

Aura® System Manager 8.1

Home Rauting

Routing

SIP Entity Details [commit][cancel|
STIETE General

_ * Name: |Fonolol
Locations

* FQDN or IP Address: [10.33.1.188

Conditions
ondition Type: Other v

Notes: |Fonolo Appliance Server 1

Adaptations

SIP Entities Adaptation: hd
Location: |QOther_LOC ~
Entity Links
Time Zone: | America/Denver v
Time Ranges * SIP Timer B/F (in seconds): 4

Minimum TLS Version: |Use Global Setting v

Routing Policies

Scroll down to théentity Links subsection and clicldAdd to add an entity link. Enter the
following values for the specified fields and retain the default values for the remaining fields.

1 Name: Enter adescriptive name

1 SIP Entity 1: The Session Manager ASM7IQtAYY name,
1 Protocol: Set it agiTLSO.

1 Port: Setitagi 5 006 1

1 SIP Entity 2: TheVCB enity name from this section

1 Port: Setitadi 5 006 1

1 Connection Policy: Selectit r u.st ed o
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Note that onlyTLS protocol was tested.

Entity Links
Override Port & Transport with DNS SRV: [

Add| |Remove
1ltem & Filter: Enable
— Connection Dy
I_] | Name - SIP Entity 1 Protocol | Port SIP Entity 2 Port Polic New
o Service
] *|asM704_Fonelol_5051_1 VASMTOA TLE v | *[5061 “Fonolol * 5061 trusted W (]
Select : All, None
SIP Responses to an OPTIONS Request
Add| |Remove
0 Items Filter: Enable
Mark
Response Code & Reason Phrase Entity Notes
Up/Down

Repeat the procedure above to add another SIP entMCBr during the compliance testing
two Fonolo appliances were used for outgoing and incoming calls between Communication
Manager and Fonolo appliances.

AVAyA & Users v # Elements v £ Services v Widgets v Shortcuts v ‘

Aura® System Manager 8.1
Home Rauting

Routing

SIP Entity Details commit|[cancel|
Domains General

) #* Name: Fonolo2
Locations

# FQDN or IP Address: [10.33.1.1890
Conditions Type: Other ~

Adaptations Notes: |Fonolo Appliance Server 2

SIP Entities Adaptation: il
Location: |Other_LOC -
Entity Links
Time Zone: |America/Denver ~
Time Ranges * SIP Timer B/F (in seconds): |4

Minimum TLS Version: |Use Global Setting v

Routing Policies

Credential name:

Dial Patterns

Securable: []
< Call Detail Recording: none
KP; Reviewed: Solution & Interoperability Test Lab Application Note 26 of 47

SPOC 6/3/2022 ©2022 Avaya Inc. All Rights Reserved. VCB-TLS-SM81



The screen below shows the entity link for BFmoloVCB appliance server 2.

Entity Links
Override Port & Transport with DNS SRV: [

Select : All, Nonea

Add Remove
1Item & Filter: Enable
- Connection LTS
|| | Name SIP Entity 1 Protocol | Port SIP Entity 2 Port Palic New
= Service
[ *|ASM_Fonolo2 WASMTO0A TLS v #5061 wFonolo2 *|5061 trusted L O

7.4.3. SIP Entity for Communication Manager

SelectRouting A SIP Entities from the left pane and clidkewin the subsequent screen (not
shown) to add a new SIP entity for Communication Manager. Notéhenatreen below shows
the previous configueSIP Entity of Commurmiation Manager it is shown here feference

and display purpose.

The SIP Entity Details screen is displayed. Enter the following values for the specified fields
and retain the default values for the remaining fields.

1 Name: Enter adescriptive name.

1 FQDN or IP Address: The IP address of the processor interface.

1 Type: Selecti C Mo

1 Notes: Any desired notes.

1 Location: Select the applicable location for Communication Manager.
i Time Zone: Sekct the applicable time zone.

AVAyA & Users v # Elements v & Services v | Widgets v Shortcuts v ‘ E
Aura® System Manager 8.1
Routing
Routing . . T
SIP Entity Details |commit]| Cancel]
Domains General
5 *# Name: |ACM-Trunkl-Private
Locations
* FQDN or IP Address: [10.33.1.6
Conditions Type: M -
Adaptations Notes: |Private SIP trunk for SIP phone

SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Patterns

<

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Minimum TLS Version:

Credential name:

Securable: [

Call Detail Recording:

InteropCM hd
America/Toronto
4

Use Global Setting v

both ~
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Scroll down to theentity Links subsection and clickAdd to add an entity link. Enter the
following values for the specified fields and retain the default values for the remaining fields.

1 Name: A descrptive name.
1 SIP Entity 1: The Session Manager ABM/70AOt Yy name
1 Protocol: Thesignaling group transport TL&ethod
1 Port: The signaling group listen pds061
1 SIP Entity 2: The Communication Manager entityma from thissection
i Port: The signaling group listen pds061 number
1 Connection Policy: Selectit r u.st ed 0
Entity Links
Override Port & Transport with DNS SRV: O
Add Remove
1Item Filter: Enable
O |Name SIP Entity 1 Protocol | Port SIP Entity 2 Port c°g’;ﬁ$°"
O = |asmM70_ACM_Trunk1_5! VASM70A TLS v * 5061 vACM-Trunk1-Private * 5061 trusted v
Select : All, None
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7.5. Administer Routing Policies

Add two new routing policies, one f®CB and one for the new SIP trunks with Communication
Manager.

7.5.1. Routing Policy for Fonolo VCB

SelectRouting A Routing Policiesfrom the left pane and cliddewin the subsequent screen
(not shown) to add a new routing policy #6CB.

TheRouting Policy Detailsscreen is displayed. In tlé&eneral subsection, enter a descriptive
Name, and retain the default values in the remaining fields.

In theSIP Entity as Destinationsubsection, clickSelectand select thEonolo SiPentity name
from Section7.4.2 In theTime of Daysubs e ct i o n, Ranking Ranking aptioh ie r
only configured for the two outgoing routing policies of VCB so that calls cdmalebalanced
The screen below shows the result of the selection.

AVAyA & Users v # Elements v £ Services v | Widgets v  Shortcuts v ‘ E | admin

Aura® System Manager 8.1

Home Routing

-

Routing Routing Policy Details |commit|| cancel|

Domains General

) * Name: |To-Fonolol
Locations

Disabled: [

Conditions * Retries: |0

Adaptations Notes:

SIP Entities SIP Entity as Destination
Select
Entity Links
Name FQDN or IP Address Type Notes
Fonolo1 10.33.1.188 Other Fonolo Appliance Server 1
Time Ranges
Time of Day

Routing Policies

Add Remove View Gaps/Overlaps

TE Bz 1Item (& Filter: Enable
< [] | Ranking Name |Mon |Tue |Wed |Thu |Fri Sat  |Sun | Start Time End Time | Notes
O 0 24/7 00:00 23:59 Time Range 24/7 -
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7.5.2. Routing Policy for Communication Manager

SelectRouting A Routing Policiesfrom the left pane and clickewin the subsequent screen
(not shown) to add a new routing policy for Communication Manager.

TheRouting Policy Detailsscreen is displayed. In tli&neral subsection, enter a descriptive
Name, and retain the default valuestire remaining fields.

In the SIP Entity as Destinationsubsection, clickSelectand select the Communication
Manager entity name fro®ection7.4.3 The screen below shows the result of the selection.

AVAyA & Users v/ Elements v & Services v | Widgets v  Shortcuts v ‘ == ‘ admin

Aura® System Manager 8.1

Home Routing
Routing Routing Policy Details Commit|| cancell 7

Demains General

) * Name: To-CM-Trunk1l
Locations

Disabled: [

Conditions * Retries: 0

Adaptations Notes:
SIP Entities SIP Entity as Destination

Select
Entity Links

Name FQDN or IP Address Type Notes

ACM-Trunkl-Private 10.33.1.6 CcM Private SIP trunk for SIP phone
Time Ranges

Time of Day

Routing Policies

Add Remove View Gaps/Overlaps

Dial Patterns v 1Item Filter: Enable
< [_] | Ranking Name |Mon |Tue |(Wed |Thu Fri Sat Sun Start Time End Time Notes
[} 1] 24/7 00:00 23:59 Time Range 24/7 o
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7.6. Administer Dial Patterns
Add a new dial pattern fdfonoloVCB and Communication Manager.

7.6.1. Dial Pattern for Fonolo VCB

SelectRouting A Dial Patterns from the left pane and cliddewin the subsequent screen (not
shown) to add a new dial pattern to retud Fonolcappliance TheDial Pattern Details screen
is displayed. In th&eneral subsection, enter the following values five specified fields, and
retain the default values for the remaining fields.

1 Pattern: A di al pattern T®o0omatch, in this
1 Min: The mhimum number of digits to match
1 Max: The maimum number of digits to match

9 SIP Domain: The signaling goup domain name frot8ection7.2

In theOriginating Locations and Routing Policiessubsection, clickAdd and create an entry
for reachinghe Fonolo VCB In the compliance testing, the entry allowed for call originations
from all Communication Managened p oi nt s Al .| VM@Baeduting polecy fidm
Section7.5.1was selected as shown beldvote that two routing policies are selected since
during thiscomplianceesting, two outgoing routing policies were configured for calls made
from Communication Manager to VCB.

AVAyA & Users v /# Elements v  ## Services v Widgets v  Shortcuts v ‘ E | admin

Aura ® System Manager 8.1

Home Routing
Adaptations - - P | PE——— A
Dial Pattern Details Commit|| Cancell
SIP Entities
General
Entity Links * Pattern: |78
# Min: |5
Time Ranges
* Max: |5

Routing Policies. Emergency Call: [_]

in: v
Dial Patterns SIP Domain: |bvwdev.com

Notes:

Dial Pattemns

Originating Locations and Routing Policies

Origination Dial ...

Add Remove

Regular Expressions 2 Items o Filter: Enable

Routing

Originating Routing Routing Policy Routing

Defaults LJ |originating Location Name Location Notes Policy Name JarL: D?Dliﬁvd Destination Policy Notes
1sable
[l -ALL- To-Fonolol 0 Fonolol
[ -ALL- To-Fonolo2 Q Fonolo2
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7.6.2. Dial Pattern for Communication Manager

SelectRouting A Dial Patterns from the left pane and clidkewin the subsequent screen (not
shown) to add a new dial pattern to reach Communication ManageRidlieattern Details
screen is displayed. In tli&eneaal subsection, enter the following values for the specified
fields, and retain the default values for the remaining fields.

1 Pattern: Adialpg t ern to matoandi m906his case 0383
1 Min: The mnimum number of digits to match
1 Max: The maimum number of digits to match

9 SIP Domain: The signaling group domain name fr@&@action7.2

In theOriginating Locations and Routing Policiessubrsection, clickAdd and create an entry
for reaching Communication Manager. In the compliance testing, theadioimed for call
originations from alWCB endpoints irall locations. The Communication Manager routing
policy from Section7.5.2was selected as showelow.

AVAYA & Users v/ Elements v ¥ Services v | Widgets v  Shortcuts ~ ‘ = |admin

Aura® System Manager 8.1
Home Routing
Conditions Dial Pattern Details |Commit]| Canczl|
Adaptations General
* pattern: |33
SIP Entities
* Min: |4
Entity Links * Max: |4
Emergency Call: [
Time Ranges
SIP Domain: | bvwdev.com v
Routing Policies Notes: |Dial pattern to CM from all locations
Dial Patterns A - - - -
¢ Originating Locations and Routing Policies
Dial Patterns Add Bemove
1Item o~ Filter: Enable
Ongination Dial ... :
0 .. . . Originating Routing Rout.mg Routing Policy Routing
_| | Originating Location Name oo [T Polic Rank Policy . .
¥y Name Disabled | Destination Policy Notes
Regular Expressions.
O oalL To-CM- o ACM-Trunkl-
< — Trunk1 Private
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Below is the dial pattern with the | eadin
PSTN through Communi cat i oARSddessaogleinr . The d
Communication Manager.

g di
i git

AVAyA & Users v/ Elements v  # Services v Widgets v  Shortcuts v ‘ E | admi

Aura® System Manager 8.1

Home Routing
e r
Conditions Dial Pattern Details Commit|| cancell
General
* pattern: 9

SIP Entities
# Min: 10

Entity Links * Max: 14

Time Ranges Emergency Call: ||

SIP Domain: bvwdev.com ~

Routing Peolicies .
Notes: Fonolo VCB calling PSTN through CM

Dial Patterns o . ) . o

Originating Locations and Routing Policies
Dial Patterns Add Remaove
1Item o2 Filter: Enable
Origination Dial ... -
— Originating Routing Hunbig Routing Policy Routing
[_] |©riginating Location Name & N . Rank Policy P N

Location Notes | Policy Name : Destination Policy Notes

Regular Expressions. Disabled

= To-CM- ACM-Trunk1-
< U -au- Trunk1 0 Private
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7.7. Administer Fonolo VCB Certificate

During the testingMutual TLS authenticatiorbetween Fonolo VCB appliances and Session
Manager wasised Certificate Authority (CA) certificate of each side viastalledon the
server/appliance of the other side.

To addFonolotrust certificate in Session Manager, in the home page of System Manager,
navigate tdServicesA Inventory A Manage Elements TheManage Elementgpage displays,
in theElementssection, click on Session Managg8M70A and then seled¥lore Actions A
Manage Trusted Certificates as shown in the screenshot below.

AVAyA & Users v F Elements v £ Services v | Widgets v  Shortcuts v ‘ E |admin

Aura® System Manager 8.1

Home Inventory
Inventory ~ Helo 2
Manage Elements Discovery
Manage Elements
Create Profiles and Disc... Manage Elements
Element Type Access
Subnet Configuration Elements
3| View| |/ Edit| |@New| @Delete| |Details , More Actions ~ | Advanced Search »
Manac ceabilit... ¥ Manage Trusted Certificates |

18 Items 2 Show| 15+ Eilter: Enable

: 1
Manage Identity Certif Manage Trusted Certificates

Synchronization [J | Name Node | Reg. Status
O  aaMs3 10.33.1.5 ]
Connection Pooling _ | Import
O ams1 10.33.10.201 1
ASMTOA 10.33.1.11 4 SAL Gateway configuration |iger
O asm7oB 10.33.1.21 { Product Registration hger
[ Breeze 10.33.1.15 | View Certificate Add Status

TheManage Trusted Certificatespage displays, seleadd.

AVAyA & Users v Elements v £ Services v ‘ Widgets v  Shortcuts v ‘ E |admin

Aura® System Manager 8.1

Home Inventory
Inventory ’ Help ?
Manage Elements Discovery
Manage Elements
Help ?
Create Profiles and Disc...
Element Type Access Manage Trusted Certificates [Done|
Subnet Configuration
Manage Serviceabilit.. ¥ Manage Trusted Certificates
Add
Synchronization
16 Items Filter: Enable
Connection Pocling ¥ (] |store Description Store Type Subject Name
— . . . CN=fonolg.com, OU=NMetwork Operations,
(O] Used for validating TLS dlient identity certificates SECURITY_MODULE HTTP (s e T Ontar o, CoCA
[C]  Used for validating TLS client identity certificates SECURITY_MODULE_HTTP O=AVAYA, QU=MGMT, CN=SystemManager CA
[0 Used for validating TLS dlient identity certificates SAL_AGENT O=AVAYA, OU=MGMT, CN=SystemManager CA
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In the Add Trusted Certificate page, do the following:

1 Select Store Type to add trusted certificateSelectSECURITY_MODULE_SIP from
the dropdown menu

1 Import from file : Selectthis option
M Choose File Browse to Fonolo certificate file
1 Retrieve Certificate: Select this button to retrieve the certificate

Manage Elements Discovery

Help ?

Add Trusted Certificate

|Commit|| Cancel|

Select Store Type to add trusted certificate | SECURITY_MODULE_SIPF

® Import from file

mport as PEM certificate

_ Import from existing certificates
) Import using TLS

Filename Action

+ please select a file fonolo_appliance.crt Remove

Mo file chosen

You must click the Retrieve certificate button and review the certificate details before you can continue.|Retrieve Certificate|

After retrieving the certificate successfully, sel€ammit button to confirm the addition of the
certificate.

Certificate
Details
Suh]_ect CN=fonolo.com, OU=Network Operations, O=Fonaolo, L=
Details
Valid From Sat Jan 31 17:13:39 MST 2015 V?_:::d Tue Jan 28 17:13:39 MST 2025

Key Size 2048

LT CN=fonolo.com, OU=Network Operations, O=Fonaolo, L=
Name

Certificate —
Fingerprint | 22bb680e88baf809fa09e92367a0b82eboddf309e77f03¢

CA
Certificate ves
Serial [-7,13pcBAFCFBS49
Number:
Basic

Constraints: CA Certificate

Key Usage
Extension:
Extended
KEY Usage:
|Commit| |Cancel|
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8. Configure FonocecBack/ni ce Call

This section provides a fAisnapshoto of Fonol o
Fonolo VCB is typically configured for customers by Fonolo. $treen shots and partial

configuration shown below, supplied by Fonolo, are provided for refemrigeThese represent

only an example of the configuration GUI of VCB, available through the Fonolo Customer

Portal athttps://portal.fonolo.comOther configurations are possible. Contact Fonolo for details

on how to configure VCB. The configuration operations described in this section can be
summarized as follows:

1 Add a New SIP Trunk Group,
1 Adding the Agent CalBack Endpoint,
1 Adding a New CalBack Profile,

8.1. Add a New SIP Trunk Group

Navigate toTelcoA SIP Trunks and click theAdd New SIP Trunk Group at the top of the
page. Define a new label to identify this SIP trunk group. During compliance t&stiyg
Sessio Manager was used as the label. Then seksdt New SIP Trunk (not shown).

MANAGE  TELCO STATS ADMIN

SIP Trunks

(YSIP Trunk Groups GRRlisEss

This is a list of your SIP Trunk groups. You can edit/ Call Routing links below

Avaya Session Manager

Members: Avaya Session Manager - 5IP5,

Under theMemberstab in this new SIP trunk group, click tAeld New Member button (not
shown), and th&dd New SIP Trunk dialog will appear as shown below.

UnderAdd New SIPTrunk :

1 SIP URL: The IP address of Session Manager formatted as a fully qualified URL,
defining the protocol and SIP port.

1 DTMF Mode: The mode to use for sending DTMF tones. Default is RFC 2833.

1 Identity Header: Whether to include an identity header (eitRemoteParty1D or P-
Assertedldentity). Default is none.

1 CodecSupport The | i st of audidgawcodecs to use.

1 Priority : A numeric value that can be used to determine failover or load balance groups

when more than one SIP trunk group membeaefined. Members with lower priority

values are used first; members with an equal priority values are load balanced.
1 Keepalive This instructs the Fonolo platform to perform regular kekge using SIP

OPTIONS requests, based on the number of seawfased. Default is disabled.
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1 Session Timerslf Fonolo should enable SIP Session Timers (RFC 4028). Default is
disabled.

1 NAT Support: If the SIP trunk group member specified is located behind a NAT
(Network Address Translation) device. Fonolo can comgerfsr the usreachable RTP
data specified in the SDP body of the INVITE request, using symmetric RTP.

Add the IP address of Session Manager, formatted as a fully qualified URL, defining the
protocol and SIP port, then click tBave Trunk button. Duringcompliance testing, the protocol
TLS and port5061is used for the SIP service with Session Manager, and the default values for
the remaining SIP trunk group member settings.

Update SIP Trunk
SIP Trunk SID: TMBBf854afBbdBed662481bf363b5368Fbe
SIP Label: Avaya Session Manager - SIPS Only visible through this interface.
SIP URL: tls://10.33.1.12:5061 SIP URL to connect to this SIP trunk member.
SIP URLs should use IF addresses or hostnames, and include a protocol (udp, tcp, or tis), and a port value. For example: udp://10.10.10.10:5060
DTMF Mode: RFC 2833 (Recommended) v | How we send/receive DTMF tones with this host.
Identity Header: None v | If we should add an additional SIP identity header.
From Domain: O Use a custom From domain on this SIF Trunk member.
Codec Support: p-law [0 a-law
Priority: 10 Lower priority trunks are used first. Equal priority trunks are load balanced.
Keepalive: Enable a keepalive timer on this host. (SIP OPTIONS)
Session Timers: Enable SIP Session Timers (RFC 4028) on this host.
NAT Support: [l This host is behind a NAT device.
Save Trunk Cancel
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8.2. Adding the Voice Call-Back Endpoint

Navigate toManageA Targetsand click theAdd New Targetbutton. Define a new label to
identify this new Target. During compliance testi@gistomer Service Agentvas used as the
Target Label. Select théial as SIP Extensioroption (shown below) fobial Method and
enter the VDN taeach the pertinent skillset via Session Manager ifcktensionfield.

MANAGE  TELCO STATS ADMIN

Targets

Call-Back Profiles

Targets

This is a list of targets attached to y{ SMS Profiles it them by clicking on the links below.

Audio Prompts [ Export Target Details
Customer Service Agent (#

. (= Delete
SIP Extension: #3340 Audio Profiles -

Contact Groups

During compliance testing, VDR340was preconfigured on Communication Manager which
was accessible via Session Manager. Then click oAddeNew Targetbutton to save this
Target.
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