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Abstract

These Application Notes describe a configuration where the Extreme Networks Sentriant
network security appliance protects the subnets where an Avaya Media Server and Avaya IP
Telephones reside against rapidly propagating threats. During compliance testing, the
Sentriant detected basic ping and port scans that often precede threats on the protected subnets,
and mitigated basic Denial of Service (DoS) attacks. Information in these Application Notes
has been obtained through compliance testing and additional technical discussions. Testing
was conducted via the DeveloperConnection Program at the Avaya Solution and
Interoperability Test Lab.
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1. Introduction

These Application Notes describe a configuration where the Extreme Networks Sentriant
security appliance is deployed in an Avaya IP telephony infrastructure. Sentriant is a security
appliance that is designed to protect the internal corporate network against rapidly propagating
threats and LAN attacks. Sentriant operates within the network interior, and is complementary to
perimeter security solutions.

Sentriant uses pre-defined and configurable rules in monitoring the network for potential threats.
Once a threat is identified, Sentriant mitigates the threat by “cloaking”, where Sentriant logically
inserts itself in the path between the attacker and the target. Specifically, Sentriant redirects the
attacker communications streams to itself by changing the ARP tables in the attacker and/or
target. Sentriant can then selectively filter out malicious packets and forward the rest to the
target. Sentriant can also be configured to send alerts via e-mail (SMTP), SNMP, and Syslog
when threats are identified.

CLEAR-Flow (Continuous Learning, Examination, Action and Reporting of Flows) is a flexible,
dynamic and ExtremeWare XOS feature to monitor network traffic in combination with ACL
rules to take appropriate action when certain traffic conditions are met. The Extreme Sentriant
can work with integrated CLEAR-Flow rules within the ExtremeWare XOS operating system
running on the Extreme Networks switch, such as BlackDiamond 10K. With the application of
CLEAR-Flow rules, Sentriant allows the switch to pre-qualify traffic flows that are considered
indicative of operational threat behaviors. If such traffic is detected, that specific traffic flow is
selectively mirrored to the Sentriant device, which performs additional classification and analysis
to determine if the specific traffic flow is actually harmful traffic. If the traffic is harmful, the
source is determined and mitigated or stopped by the Sentriant device.

Figure 1 illustrates a sample configuration consisting of an Avaya S8300 Media Server with
Avaya G700 Media Gateway, Avaya IP Telephones, an Extreme BlackDiamond 10K switch, an
“Attacker” PC, and an Extreme Networks Sentriant security appliance. Avaya Communication
Manager runs on the S8300 Media Server, though the solution described herein is also extensible
to other Avaya Media Servers and Media Gateways. The S8300 Media Server resides on VLAN
10 and is connected to the BlackDiamond 10K via an 802.1Q trunk. The IP Telephones reside
on VLAN 20 and are connected to the BlackDiamond 10K switch with 802.1Q port. The
“Attacker” PC resides on VLAN 30.

The Sentriant security appliance connects to two ports on the Extreme BlackDiamond 10K
switch. The VLANS to be protected (VLANSs 10 and 20) are also assigned to the two ports. The
protected VLANS are mirrored to one of the two Extreme BlackDiamond 10K ports (the
“Reader” port), allowing the Sentriant to monitor unicast and broadcast traffic on the protected
VLANS. The other port (the “Writer” port) allows the Sentriant to transmit ARP messages onto
the protected VLANS and perform cloaking.
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BD10K

Vlan 1(default): 1.1.10/24 Vian1: 1.1.1.1 port1:1- 4

Vlan 10 (core): 10.4.4.0/24 Vlan 10 (core): 10.4.4.1  port1:5-10
Vlan 20 (voice): 20.1.1.0/24 Vlan 20 (voice): 20.1.1.1  port 1:11 - 16
Vlan 30 (data): 30.1.1.0/24 Vlan 30 (data): 30.1.1.1  port 1:17 - 25

Avaya S8300 Media Server i 8 ' Extreme Networks Sentriant
with Avaya G700 Media 11 it
Gateway

Avaya 4620SW
IP Telephone

Extreme Networks
BlackDiamond 10K Switch

[ E R
Attacker PC Avaya 4620SW
IP Telephone
Figure 1: Sample configuration.
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2. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration
provided:

Equipment Software/Firmware
Avaya S8300 Media Server with G700 Gateway | Avaya Communication Manager 3.0
Load (340.3)

Avaya 4620 Series IP Telephones 2.2.3 (4620SW)
Extreme Networks Sentriant 2.2 Build 4583
Extreme Networks Black Diamond 10K Switch X0S 11.2.05
Attacker PC Red Hat Linux ES 3

3. Configure Extreme Networks Sentriant

This section describes the steps for configuring the Extreme Networks Sentriant to protect the
subnets (VLANSs 10 and 20 in the sample configuration) where the Avaya S8300 Media Server
and IP Telephones reside. The subnet (VLAN 30) where the attacker PC resides cannot be
protected due to the VLAN mirror function of the Extreme BlackDiamond 10K. Specifically,
when the Extreme BlackDiamond 10K receives untagged frames from VLAN 30 endpoints,
including the attacker PC, the Extreme BlackDiamond 10K copies the untagged frames to the
mirror port without applying the VLAN 30 tag. Without the VLAN tag, the Sentriant cannot
determine what subnet the frames belong to, and thus has no “visibility” into VLAN 30 and
cannot protect the subnet. The Sentriant does have visibility into VLAN 10 and 20 because the
Avaya S8300 Media Server and Avaya IP Telephones transmit/receive tagged frames in these
two VLANS.
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Step Description
1. | Assume that the Sentriant Manager Application software has been installed on a computer and
an IP address 172.16.254.207 has been assigned to Sentriant. Follow the steps below to access
Sentriant configuration menu.
e Launch the Sentriant Manager application.
e Enter the IP address in the Appliance IP Address field.
e Log in with the appropriate credentials.
=0
Yersion: 2.20-4582 Copyright (=) 2004-2005. Extreme Metwarks, Ihe. and its Licensors
Appliance IP Address(:port): |1 T216.254 207
Uszermame: Iadmin
Pazswmard: EEERTEN
[V Remember Settings f* Connect ¢ DemoMode [~ DemoData
Login I Cancel
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Step

Description

2. o

Select the Edit Config tab and expand the Network Topology tree to the Segments

level.

Select a QTag (VLAN) and click on the icon next to it.

E |Sentriant Manager - Sentriant{172.16.254.207) User Role: Admin

File ‘iew Monitor Events Reports Wiew Config  Edik Config  Appliance  Help

& VLN 10 Me:

Monitorl Eventsl Heportsl ‘Yiew Config  Edit CUNﬁQI Appliancel

=8 10| |

| |

[#-dlerts B
---Deception
---Named Items

E{l---Netwolk Topalogy

M ative 6463659379
Mative 2427100283
Mative 2734111111
&2 Qtag100) 8141877

[#-Segment Sets
---Applianc:es

(- Switches

[#--Policy

at

|Seaments x|l e 4p T [0
I All Segments LI I Al Appliances LI — | Esport |

Segments Narme Segment [P

---‘ Mative 646369379 |Dtag[1DDJ 814187734 _l

& Native 2427100283
& Native 2794111111

o

[tag(100) 814187734

2| 2| =|

' n’f”| |
SUbNEtsl Gatewa}ll Proteche: angel Deceptionl Cloakl Advancedl

Subhet

|Mask

Segment Asgistant

Go to Address Space |

I3 ® ©. % [11728/2005 1303 Coordinated Universal Time

Help |

3. | Assign a descriptive name and click on “OK”.

| npLit;

x|

f¥LAN 10 - Media Server

]9

Cancel
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Step Description
4. | Click on the icon next to Segment IP.
E |sentriant Manager - Sentriant{172.16.254.207) User Role: Admin A8 -3 x|
Fil=  ¥iew Monitor Events Reports  View Config  Edik Config  Appliance  Help
Kl 3
Monitorl Eventsl Heportsl ‘iew Config  Edit Configl Appliancel
---Alerts l |Segments x|l e 4p T OX
---Deception -
All Segments - Al Appliances | = Export
---Namedltems I S _I I i _I _l #l
&-Network Topolagy Segments itz Sraget 17
; ___‘ Mative -G4E3E3979 |mag[1 00 814187734 ﬁl | W
‘ Mative 2427100229 Subnetsl Gatewayl Frotected Hangel Deceptionl Cloakl Advancedl
---‘ Mative 2794111111 il _| il
[ R 1tag(100] 514187734 Subnet |Mask |
egment Sets
ppliances
b Switches
i Poley = 5 A Gio to Address 5 |
= t Assistant t
‘I I _}I_ egment AssEan ol ress apace
I3 ® . & [11/28/2005 1503 Coordinated Universal Time Help |
5. | Assign an available IP Address to the Sentriant on this VLAN and click on “OK?”.
cegment IP Address x|
IP Address: [10.4.4.207
s Cancel
6. | Select the Subnets tab and click on the “+” icon.
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Step Description
7. e Enter the subnet information for this VLAN, and check the Add Protected Range
checkbox to protect the entire subnet.
e Click on OK.
Newsubnet x|
Subnet IP Address: [in4.40 =
Mazk IP Address: |255.255.255. 1] —
[+ #dd Protected B anos 10.4.4
(] Cancel
IP subnet 10.4.4.* is included in Protected Range.
E |sentriant Manager - Sentriant{172.16.254.207) User Role: Admin A8 -0l =l
File Wiew Monitor Ewvents Reports VYiew Config  Edit Config  Appliance  Help
Monitorl Eventsl Heportsl ‘fiew Config  Edit CUNﬁQI Appliancel
---Deception ;I ISegments LI 6/8 < > r D X
---Named Ikems I All Segments LI I All Appliances LI EI Export |
E-Metwork Topolagy Segments N Seqment IP
o Native 545363379 MANTD MedaSerer 2| [1040207 2|
Mative 646369373
Naive 2427100253 ‘ Mative 2427100289 Subnetsl Gateway eceptionl Cloakl Advanc:edl
-Mative . 5| =
|| S £
Native 810162660 ...‘ h o IP Address |
- AM 10 - Media Server «
: %8 WLAN 10 - Media 1044
---Segment Sets
---App\ianc:es
i Switches
[#-Policy = -
. _DIL Segment Aszistant Go to Address Space |
I3 @ . % [11/28/200517:14 Coordinated Universal Time Help |
To protect specific ranges within the subnet, uncheck the Add Protected Rang checkbox
and configure the ranges in the Protected Range tab (not described in these Application
Notes)
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Step Description

8. | Select the Gateway tab and click on the “+” icon.

9. | Enter the default gateway of the subnet and click on OK.

Mew Gateway x|

IP Address: |1 0.4.4.1

k. Cancel

10. | Select the Deception tab. Set Deception Mode to On.

E |sentriant Manager - Sentriant{172.16.254.207) User Role: Admin A8 -0l =l
File Wiew Monitor Ewvents Reports VYiew Config  Edit Config  Appliance  Help

Monitor | Events| Reports | View Config  Edit Conhgl Appliance |

---Deception ;I ISegments LI 6/8 <> r D X
---Namedltems I All Segments LII All Appliances LI l:ll Export |

E}N etwork, Topology

Segments Mame Segment [P

& 4 Nalive S46363379 IVLAN 10 - Media Server ﬁl |1u.4.4.20? ﬁl

I Cloak | Advanced |

~Mative -646369373

‘ Mative 2427100289 Subnetsl Gatewayl Protected Range
- 4 Native 2794111111 DeceptionMadz: |0 =
5 4 Native 810162650

~Mative 2427100283

~Mative 2734111111
Decays I Excludes |

2| 2| =]

~Mative 810162660
LAM 10 - Media Serve

~%5 WLAN 10 - Media §

[-Segment Sets IF Address Persanality |
---App\ianc:es
------ Switches
[#-Policy —
il Segment Aszistant Go to Address Space |

4 |
I3 @ ©, %2 [11/28/2005 17:15 Coordinated Uriversal Time _teb |

IL'
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Step Description
11. | Click the Cloak tab and retain the default value On Demand for the Cloak field.
E |Sentriant Manager - Sentriant{172.16.254.207) User Role: Admin A8 -0l =l
File Wiew Monitor Ewvents Reports VYiew Config  Edit Config  Appliance  Help
Monitorl Eventsl Heportsl ‘fiew Config  Edit CUNﬁQI Appliancel
Deseption ;I ISegments LI E/E < } - I:l x
Mamed ltems I All Segments LII All Appliances LI l:ll Export |
- Network Topol
2 :e etk ope gy Segments Mame Segment [P
- Mative 545353373 IVLAN 10 - Media Server ﬁl |1u.4.4.20? ﬁl
Mative -646369373
- Native 2427100289 Subnetsl Gatewayl Pratected Hangel Deception t:|0‘3k| Advanc:edl
Mative 2427100289 :
& Native 2734111111 Claak: On Demand
Mative 2794111111
_ & Nafive 810162660 Full Clok Mode: [0 |
Mative 810162660
10 - Media -
?&; VLAN 10 - Media & Local Cloak ¥ alidation, IDn LI
agment Sets Allow Unpratected Cloak: IDn LI
Appliances
Switches
[#-Policy = |
il Segment Aszistant Go to Address Space
e B
I3 ® ° % [11/28/200517:15 Coordinated Universal Tme Help |
SZ; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 26

SPOC 2/9/2006 ©2006 Avaya Inc. All Rights Reserved. Sentriant.doc




Step Description
12. | Select the Advanced tab. Set MAC Validation to On.
Note: MAC validation is required in order to detect spoofing.
E |Sentriant Manager - Sentriant{172.16.254.207) User Role: Admin o 4
File Wiews Monitor Ewents Reports  Yiew Config  Edit Config  Appliance  Help
Monitorl Events' Heports' ‘iew Config  Edit CUNHQI Appliance'
E dit Config 21 |Segments =l w3 4p 0 O X
'"ACCBSS I All Segments ﬂl Al dppliances j I:Il Export |
---Alelts
- Decent Segments | | Mame Segment [P
i#-Deception )
. o WLAN 10 - Media Server ﬁ| 10.4.4.207 ﬁl
---Namedltems ‘ Mative -B46365379 I I
éﬂ---NetworkTopoIogp & Mative 2427100289 Subnets| Gatsway| Protected Range | Deception| Cloak Je3":|V~?'VTC'3C||
& Native 2794111111 Transit Segment: IDH |
= & Native 510162660 MAC Validatiors [on |
Segment Assistant Go to Address Space |
[
' ¥ [11/29/2005 21:47 Coordinated Universal Time Help |
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Step

Description

13.
on the two por
Repeat this ste

File  ‘Wigw  Monitor

E |Sentriant Manager - Sentriant(172.16.254.207) User Role: Admin

MDnitor' Eventsl Heportsl “iew Config  Edit Configl Appliancel

Expand the VLAN tree and select one of the two interfaces. These two VLAN interfaces reside

ts connected to the Extreme BlackDiamond Switch. Click on the Enable tab.
p for the other interface.

B[ (0] x|

Events Reports Yiew Config  Edit Config  Appliance  Help

& Default

A
il
A
A

Edit Config |Seaments =l 4p D OX
---Ac:c:ess I All Segments ﬂ I All Appliances LI I:Il Export |
---Alerts
A | Mame: ethl. 10 & |
[#-Deception S:egrnents I
---Named ltems ‘ M ative 546369379 State: Dizabled
E{}---Network Topology ‘ Mative 2427100283 Segment: O YLaM 10 - Media Server
: egmert ‘ Native 2734111171 Appliance: E Sentriant } |
- dff Mative 810162660
~Segment Sets o ® native MAC Address: D0:0E: 0C:4F:04: 4B
: i -3 VLAN 10 - Media Server
[F-Appliances [_— | | Beadwrite State: Read-Only
S witch Sentriant.eth1.10
P Towienes : Paired With: ethz.10
i-Policy | @] @] Sentriant.eth2.10 j Enable Disable | B I Unpai I

IHec 2

S28/2006 19:37 Coordinated Universal Time
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Step Description

14. | Select one of the interfaces and click on the Pair button. This will make the “Read” port pair to
“Write” port.

E |Sentriant Manager - Sentriant{172.16.254.207) User Role: Admin

=8 =10 |

File Y%iew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help
&, Default

MDnitor' Eventsl Heportsl Wiew Config  Edit CDI‘1fiEI| Appliancel

Edit Corfig |Seaments =l 1 4p - OX
""QCCBSS I All Segments LI I All Appliances ll I:Il Export |
---Alerts
A1 | Hame: eth1.10 & |
[#}-Deception S:egments I
---Named ltems ‘ M ative -546353373 Shate: | @] Enabled
E{}---Network Topology ‘ Mative 2427100283 Segment; O WLAM 10 - Media Server
‘ Native 2734111111 Appliance: E Sentiatt } |
- fff Mative 810162680
~Gegment Sets H & Hative MAC Address: O00E: OC:4F: 0448
) 23 VLAN 10 - Media Server

~#ppliances | | Readwhite State: Read/ /it

- Spitch | - Sentriant.eth1.10
HiEnes ) Paited With:
5ol | @] Sentriant. eth2.10 LI Enable Disable | | TR Uit I

From read only port
I3 @ . % [11/28/2005 1935 Coordinated Universal Time \—ALLIVHelp

15. | Select the other interface from the pull-down list and click on OK.

Choose a Writer to pair with x|

Axailable writer(z)

] Cancel
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Step Description
16. | Click on the Configure Changes icon on the bottom left of the Sentriant Manager main window.

E |Sentriant Manager - Sentriant{172.16.254.207) User Role: Admin

18 -10(x]

File Wiew Monitor Ewents Reports  ‘iew Config  Edit Config  Appliance  Help

Monitor | Events | Reports | View Config  Edit Configl Appliancs |

Edit Canfig [ Segments =1 4p T OX
---Ac:cess -
I Al Segments LI I Al Applhiances LI — Export
---.fi.lerts
A | Hame: ethl.10 & |
[#-Deception S:egments I
---Named ltems ‘ Mative -646369379 State: Enabled
E{}---Nelwolk Topology ‘ Hative 2427100283 Segment: {:} WLAMN 10 - Media Server
E ' Mative 2734111111 Appliance: E Sentriant | 2 |
- ff Native 810162660
o ® naive MAC Address: O-0E-0C:4F 0448
-3 WLAN 10 - Media Server
: | | Readiwite State: Read-Only
Sentriant.ethl.10
3 Paired bwith: eth2.10
- Policy | D] D] Sentriant eth2.10 LI Enatle I Dizable Eair | Urpair I

He-

W

l1'|.-’28a"2005 1942 Coordinated Universal Time Help |
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Step Description

17. | Click on “Save” and then “Close”.

E |view/Save Changes x|

Type | dentifier Wwhao When |

Rollback | Save | Save tofile Cloze

18. | Repeat Step 2 — 17 as necessary to protect other VLANS. In this configuration, the steps were
repeated for VLAN 20 (Voice VLAN).

3.1. Configure Rules on Sentriant Security Appliance

Rules are what drive the Detection and Response actions of the Sentriant appliance. Once a
segment is configured and is being monitored by the Sentriant appliance, Rules must be assigned
before mitigation actions are in effect. There are two components to a rule:

Detection - used to detect malicious network behavior.

Response - action(s) taken by the Sentriant appliance will take to mitigate malicious network
behavior.

A variety of rules can be defined based upon a set of predefined Rule Types. Each rule type
represents a different behavioral pattern that can be detected by Sentriant. For detailed rule types,
refer to the reference section in this document. In this configuration, a sample rule for H.323
RAS protocol protection is created.
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Step

Description

1. | To create a Rule:

From Edit Config > Network Topology > Policy, click on Rules in the Navigation

Panel.

Click the “+” icon to add a new rule.

Manitor | Events | Repoits| View Config Edit Config | Appliarce |

Edit Config

[F-Aocess

---Alerts

---D eception
[#-Mamed ltems
---N etwork Tapalogy
=R olicy

<« Back | Fanward »»

Monitor | Events | Reports ViewConﬁg| Edit Carfig | sppliance

Edil Coriig A [Fuies w00
- Access
=
FH-Alerts
Name ¥
[ Deception ame
--Named ltems A Uruzed Cortact
- Metwark Topology j [eeltlanled
9 Poiicy A Taa Many Unused
f—J L\. Too Many Unprotected
" Too Marw SHTP SYN Please select a Rule to view/edit their properties
- Bad Pkt - &l Flag A Too My i
E----Bad ERRE My, Too Many SMTP Hosts
. Bad Pkt SYNFI L\. Too Many Extemal
Bad Pkt URG [ A Spod
- ~Bad Pkt: ¥mas ‘ B
M D Clend
4 | 7]
Wiew in Help Spstem Yigw in Popup Window | Return

2. e Type the name of the new rule in the Name field.
e From the Rule Type drop down list, select the rule type.
e Click OK.
NewRule x|
M ame: ITDD h any ol P Regiztration RAS
Rule Type: ITraffic: LI
] I Cancel
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Step Description

3. Click the Detection tab and modify the # of Packets and Time Period. In this configuration,
100 RAS packets in 10 seconds period are selected since there are only two IP telephones in
network. These two perimeters must be adjusted according to the number of IP endpoints in
the network. The number of RAS packets defined by the rule must be greater than the
number of total RAS packets generated by IP endpoints.

E |Sentriant Manager - Sentriant(172.16.254.207) User Role: Admin = [ ] 34
File Wiew Manitor Events Reports  View Config  Edit Config  Appliance  Help

Monitar | Everts| Reports| View Config  Edit Canin Appliance |

E---Ppﬁcy = [Rutes s 4p- OX

E} Fules
E,‘}' | = | Mame Type
------ ARP Repl
- |Name T | ITDD ManyvalP Re &2 | ITraffic:

------ Bad Pkt : Al Flags

Detection | Response| Include | Exclude |
Unused Contact 2 B
------ Bad Pkt : Mo Flags ‘ﬁ

______ Bad Pkt SYNIFIN A Too Many VolP Registrations RAS # of Packets I‘IDD & |
------ Bad Pkt: URG Only M, TooMany Used Time Perind: 10 & |
------ Bad Pkt : ¥mas Tree A TooMany Unused IP Type

------ DNS Mail Lackup [, Too Many Unprotected Source | |Target |

Ly, TooMany SMTP SYNs

------ Ilegal VolP Traffic using Description 1% |

My, TooMany SMTP Host

------ Ping Flood
...... Port Scan L, TooMany External
...... Spoof M Spoct
P I I _’I_I b Port Gz LI

I3 @ ©. % [11/29/2005 2157 Coordnated Uriversal Time _teb|
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Step

Description

e Click the Response tab and select Threat Medium from the Priority drop down menu.
e Select Cloak in the Type field.

E|Sentriant Manager - Sentriant{172.16.254.207) User Role: Admin -8 -0l x]
File View Monitor Ewents Reports View Config  Edit Config  Appliance  Help

%, Default
K »
Monitorl Events' Heportsl ‘fiew Config  Edit Configl Appliancel
5-Policy 21| [Rues =23 4p T O
I:II:II:I | = | Mame Type
-BRF Reply
| Name ¥ | ITOo Mary ValP Regstratior & | ITraffic
--Bad Pkt : &l Flags
- Detection Response I Includel Excludel
Unusged Contact =
--Bad Pkt : Mo Flags ﬁ
BadPkt: SYNFIN My, Too Mary VaolP Regstrations 3.931 Visual

BadPkt: URG Orly A1 Too Many VolP Registrations RAS Priority: L Thizat Medi.. B8 ID & |
--Bad Pkt : ¥maz Tree M, TooMany Used Timeout IBDD— r & |

- DINS Mai Lockup M TooMany Unused

] Responze
| llegal WolP Traffic using [y Toa Many Unprotected Tome: ICI N LI
 PingFlsod ] s oo Many smTP Sv: JIf (] = o
Part San My, Too Many SMTP Host Timeout IBDU r ﬁl
- Spaot L, Too Many Extemnal Alerts: [~ SMMP [~ SMTP [ Syslog
- T oo Many External ‘ Spoot

My, Port Scan

- T oo Many SMTF Host

a | LIJ 1% Pina Fload =l
I3 @ . %2 [11/25/200517.03 Coordinated Universal Time ﬂl
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Step Description
S. e Click the Include tab and select the “+” icon.
e Select Protocol UDP.
e Enter 1719 in the Port field under Target.
e Click OK.
|
Traffiz Sek: InputdSelect belaw [t |
Frotocol: [H]nls Ll
Source
IP Address: | nput
Part: | put
Target
P Address: | rput
Part: 1719 | put
Ok I Cancel
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Step Description

6. | A Rule Setis added to each Segment Set allowing for the best detection possible based on the
type of network segment configuration. When a rule is triggered by a source threat, deception,
alerts and cloaking activities are activated.

In this configuration, the default rule set is used for protection.

e From Edit Config > Network Topology > Policy, click on Rule Sets in the Navigation
Panel.

e Select Rule Set Default.

e Select Too Many VolP Registrations RAS under Available Rules.

e Click the right arrow to add this rule into Default rule set.

b S m]

% Default

i
i
A
A

Monitorl Eventsl Heportsl Wiew Config  Edit Corfig | Appliancel

------ Mgl VoIF Traffic using 2 | [Fiuke Sets Defaut =l 4p 1 OX
...... Ping Flood IDefau" LI EE:l | == |
...... Port 5
ot mean | Included Rules Ayailable Rules
...... S poof

A Too Many YolP Registrations RAS

|»

My, TooMany Used
------ Too Many External
L, TooMany Extermal
------ Too Many SMTP Host
i Unused Contact
------ Too Many SMTP SYMe
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Step

Description

Click on the Configure Changes icon on the bottom left of the Sentriant Manager screen.

E |Sentriant Manager - Sentriant(172.16.254.207) User Role: Admin | [ 39

File Wiew Monitor Ewvents Reports View Config  Edit Config  Appliance  Help

%, Default
Kl »
Monitorl Eventsl Fleportsl ‘iew Config  Edit Can‘QI Appliancel
--DNS MailLockup 2] |Rule Sets.Default =l 1 40 OX
llegal YalP Traffic using lm E,‘}' | — |
-Ping Flood
| Included Rules | Available Fules |
Part § -
o =ean L, Too Many External ﬂ
--Spaaf

8, Unused Contact

- Ton Many External \
Y L, TooMany Unpratected

- Too Many SMTP Host
oo Many s M TooMany Unused

--Too Many SMTP SvMs

My, TooMany SMTP Host _I
<

-Too Many Unpratected

Too Many YolP Registrations RAS

-Too Many Unused -
o0 Many Snse &\, Ping Flood

. Too M Uszed
oo Many Use A lllegal Yol P Traffic using RTP
%8 TooMany YalP R
#2 TooMany ValP Re My, Too ManyolP Regstrations 3,931
% TooManyVolP Re w \ |
&2 TonManyVolP Re v | Ly, TooMany SMTP SN A
il—l E

I3 # °| % [{1/23/200517:20 Coordinated Uriversal Time ﬂl

Follow steps 1-7 to create other customized rules if needed.
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4. Configure Extreme BlackDiamond 10K Switch

This section describes the steps on the Extreme BlackDiamond 10K for configuring the VLAN,
port mirroring and Clear-Flow feature for the two ports connected to the Extreme Networks
Sentriant.

Step Description

1. | From the Extreme BlackDiamond 10K Command Line Interface (CLI), assign the protected
VLANS (10 and 20 in the sample configuration) to the two ports connected to the Sentriant
appliance, and configure the ports as trunk ports with 802.1q encapsulation.

create virtual-router "VR-Default"
configure vr VR-Default add ports 1:1-60

# Create VLAN core for S8300 Media Server
create VLAN "'core"

configure VLAN core tag 10

configure VLAN core qosprofile QP7

# Create VLAN voice for Avaya IP Telephones
create VLAN "voice"

configure VLAN voice tag 20

configure VLAN voice qosprofile QP7

# Create VLAN data (unprotected VLAN) for PCs
create VLAN "data"

configure VLAN data tag 30

configure VLAN data qosprofile QP1

# Add ports to VLANs

configure VLAN core add ports 1:3 tagged

configure VLAN core add ports 1:5-10 tagged
configure VLAN voice add ports 1:3, 1:11-16 tagged
configure VLAN voice add ports 1:17-25 untagged

# Assign IP address to VLAN interfaces and enable IP forwarding on these
# interfaces.

configure VLAN Mgmt ipaddress 172.16.254.58 255.255.255.0

configure VLAN core ipaddress 10.4.4.1 255.255.255.0

enable ipforwarding VLAN core

configure VLAN voice ipaddress 20.1.1.1 255.255.255.0

enable ipforwarding VLAN voice

configure VLAN data ipaddress 30.1.1.1 255.255.255.0

enable ipforwarding VLAN data
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Step Description

2. | Configure a monitor session to mirror all VLAN traffic from the protected VLANS to the port in
Step 1 connected to the “Reader” port on the Sentriant.

# Mirroring configuration. Port 1:2 (Read Only), Port 1:3 (Read/Write).

enable mirroring to port 1:2 tagged
configure mirroring add port 1:3

3. | Configure an access list for the protected VLAN and enable CLEAR-Flow on the switch.

# Enable CLEAR-Flow on Extreme Switch and configure Module acl for protected
# VLANs.

configure access-list universal3 VLAN "core"
configure access-list universal3 VLAN *"voice"

enable clear-flow

5. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying that the Extreme Networks
Sentriant detected basic ping, port scans and H.323 RAS attack defined by special rule, as well
as mitigated basic Denial of Service (DoS) attacks.

5.1. General Test Approach
The general approach was to launch ping scans on the protected VLANS, and port scans, H.323

RAS attacks, and basic DoS attacks on the Avaya S8300 Media Server, as well as the Avaya IP
Telephones. The main objectives were to verify that:

e Sentriant correctly detects basic ping, TCP SYN, and UDP scans on protected subnets.

e Sentriant correctly detects H.323 RAS attacks against the Avaya S8300 Media Server

e Sentriant correctly detects basic DoS attacks, such as ping, TCP SYN/FIN, and UDP
floods, against the Avaya S8300 Media Server and the Avaya IP Telephones.

e Sentriant cloaks (mitigates) the basic DoS attacks.

e Avaya IP Telephones on the protected subnets successfully establish and maintain calls
during the basic scan and DoS attack activity.

e Avaya IP Telephones on the protected subnets successfully establish and maintain calls
when there is no scan or DoS attack activity.
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5.2. Test Results

The test objectives of Section 5.1 were verified. The Sentriant was able to detect the basic ping
and port scans as well as H.323 RAS attacks, and mitigate basic non-spoofed DoS attacks
generated by the attacker PC.

6. Verification Steps
The following steps may be used to verify the configuration:

e From the attacker PC, run ping scans on the protected subnets and verify that the
Sentriant correctly reports the scans.

e From the attacker PC, run port scans on specific targets in the protected subnets and
verify that Sentriant correctly reports the scans.

e From the attacker PC, run UDP traffic to port 1719 on the Avaya S8300 Media Server
and verify that Sentriant correctly cloaks the traffic with the configured rule.

e From the attacker PC, send basic ping and port floods to specific targets in the protected
subnets. Verify that one or more Sentriant rules are triggered and the Sentriant correctly
reports the attack. If “Cloaked” is reported as the response(s) for the triggered rule(s),
verify that the ARP tables of the source, target, and/or Extreme BlackDiamond switch
have been changed such that the attack communication streams are redirected to
Sentriant. If “Tracked” is reported as the response(s) for the triggered rule(s), then
perform a manual cloak operation and verify the ARP tables as per above.

7. Support

For technical support on the Extreme Networks Sentriant, consult the support pages at
http://Extremenetworks.com/support.html or contact Extreme Networks customer support at:

e Phone: 866.869.6767
e E-mail: support@Extremenetworks.com

8. Conclusion

These Application Notes described a configuration where the Extreme Networks Sentriant
security appliance protects the subnets where an Avaya Media Server and Avaya IP Telephones
reside against rapidly propagating threats. During compliance testing, the Sentriant detected
basic ping and port scans that often precede threats on the protected subnets, and mitigated basic
Denial of Service (DoS) attacks against the aforementioned Avaya IP telephony endpoints.
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9. Additional References

[1] Administrator Guide for Avaya Communication Manager - Release 3.0/3.0.1.
http://support.avaya.com/japple/css/japple?temp.documentl D=232034&temp.productlD=136527
&temp.releaselD=228560&temp.bucketlD=159898&PAGE=Document

[2] Sentriant Manager 2.2 User Guide.
http://www.extremenetworks.com/services/documentation/Sentriant UG.pdf
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property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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