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Abstract

These Application Notes describe the steps for configuring the IBM Proventia Network
Intrusion Prevention System to support an Avaya IP Telephony infrastructure consisting of a
Corporate Headquarters with three remote sites.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration of a Voice over IP (VoIP) solution using
IBM Proventia GX5208 appliances and IBM Proventia Management SiteProtector SP1001 with
an Avaya Telephony Infrastructure consisting of Avaya Communication Manager, Avaya SIP
Enablement Services (SES), Avaya Modular Messaging, Avaya [A 770 INTUITY AUDIX and
Avaya IP telephones. Compliance testing emphasis was placed on validating that Avaya VolP
telephony features worked properly under various security threats with the IBM Proventia
Network Intrusion Prevention System in place.

The IBM Proventia Network Intrusion Prevention Security System is designed to identify VoIP
traffic and analyze the payload for known or suspected attacks. It can alert administrators to
attacks and anomalous traffic, or block it outright, even without a pattern matching signature
update. The solution helps identify and protect VoIP services against known and unknown
threats before they impact the network. The IBM Proventia Network Intrusion Prevention
Security System provides the following security capabilities:

e Support for networking capabilities like Quality of Service (QoS), dynamic port
assignment and Network Address Translation (NAT) traversal, without interfering with
QoS deliverables.

e VolIP traffic auditing and attack protection using the IBM Proventia Intrusion Prevention
System (IPS), with robust parsing and analysis of key VoIP protocols including Session
Initiation Protocol (SIP), Media Gateway Control Protocol (MGCP), H.323, H.245,
H.225,Q.931, T.120 and Skinny Client Control Protocol (SCCP).

e Protection from remote Transmission Control Protocol (TCP)/User Diagram Protocol
(UDP)-based attacks, mis-configurations and vulnerabilities in the underlying operating
systems such as Microsoft Windows, UNIX and Linux.

e Network-layer protection from distributed denial of service (DDoS) attacks, worm
propagation and other attacks which exhaust network bandwidth.

1.1. Interoperability Compliance Testing

The interoperability compliance test covered feature functionality, serviceability, and
performance testing. The emphasis in the compliance test was placed on validating that Avaya
VolIP telephony features worked properly under various security threats with the IBM Proventia
Network Intrusion Prevention System in place.

The telephony features verified to operate correctly included attended/unattended transfer,
conference call participation, conference call add/drop, multiple call appearances, caller ID
operation, call forwarding unconditional, call forwarding on busy, call park, call pick-up, bridged
call appearances, voicemail using Avaya Modular Messaging and Avaya [A770 INTUITY
AUDIX , Message Waiting Indicator (MWI), and hold and return from hold

Serviceability testing was conducted to verify the ability of the Avaya/IBM VoIP solution to
recover from adverse conditions, such as power cycling network devices and disconnecting
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cables between the LAN interfaces. In all cases, the ability to recover after the network
normalized from failures was verified.

1.2. Support

Technical Support for IBM ISS Products is Available 24/7/365.
Americas
— Customer Support Portal: https://www.iss.net/issEn/MYISS/login _help.jhtml
— Phone: 888-447-4861 (Toll free in U.S. or Canada) or 404-236-2700
— E-mail: support@iss.net
— Web: http://iss.net/support
— Customer Support Knowledgebase: http://www.iss.net/support/knowledgebase

2. Reference Configuration

The configuration in Figure 1 shows a converged VoIP and data network with multiple remote
sites. The extension numbers beginning with the number 5 are registered with Avaya
Communication Manager in the Main Site and extension numbers beginning with the number 4
are registered with the Remote Site B Avaya Communication Manager. For compliance testing, a
centralized corporate DHCP server was used. To better manage the different traffic types, the
voice and data traffic were separated onto different VLANS.

2.1. Corporate Headquarters

The Corporate Headquarters consisted of one IBM Proventia GX5208, one IBM Proventia
Management SiteProtector SP1001, one Brocade Fastlron SuperX Switch, one Avaya
Communication Manager running on an Avaya S8300 Server with an Avaya G450 Media
Gateway, Avaya SIP Enablement Services (SES), Avaya Modular Messaging, Avaya [A 770
INTUITY AUDIX, one Avaya 2410 Digital Telephone, one Avaya 9630 IP Telephone running
Avaya one-X Deskphone Edition on VLAN Voicel, one Avaya 9640 IP Telephone running
Avaya one-X Deskphone SIP on VLAN Voicel and one Corporate DHCP/File server. The
Corporate Headquarters provided a DHCP/File server for assigning IP network parameters and to
download settings to the Avaya IP telephones.

2.2. Remote Site A

Remote Site A consisted of one IBM Proventia GX5208, one Brocade Fastlron GS Switch, one
Avaya 9650 IP Telephone running Avaya one-X Deskphone Edition, one Avaya 9620 IP
Telephone running Avaya one-X Deskphone SIP, and a PC on data network. The Avaya [P
telephones register to headquarters Avaya Communication Manager.

2.3. Remote Site B

Remote Site B consisted of one IBM Proventia GX5208, one Brocade Fastlron GS Switch, one
Avaya Communication Manager running on an Avaya S8300 Server with an Avaya G700 Media
Gateway, one Avaya 2410 Digital Telephone, one Avaya 9640G IP Telephone running Avaya
one-X Deskphone Edition, one Avaya 9630 IP Telephone running Avaya one-X Deskphone
Edition, and a PC on data network. The Avaya IP telephones register to the Remote Site B
Avaya Communication Manager. An H.323 trunk was configured between the Avaya
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Communication Manager systems at the Corporate Headquarters and Remote Site B to allow
direct dialing between the sites.

2.4. Remote Site C

Remote Site C consisted of one IBM Proventia GX5208, one Brocade Fastlron GS Switch, one
Avaya G700 Media Gateway, and two Avaya 2410 Digital Telephones. The Remote Site C
Avaya Media Gateway registers to the headquarters Avaya Communication Manager. While the
Avaya 2410 Digital Telephones are directly connected to the Remote Site C Avaya Media
gateway, they are administered on the headquarters Avaya Communication Manager.
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment \ Software/Firmware
Avaya PBX Products

Avaya S8300 Server running Avaya Communication Avaya Communication Manager 5.1 2
Manager
Avaya G450 Media Gateway (Corporate Site)

MGP 28.22.0

MM712 DCP Media Module HW9
Avaya [A 770 INTUITY AUDIX 5.1.2
Avaya G700 Media Gateway (Remote Site B)

MGP 28.22.0

MM712 DCP Media Module HW9
Avaya G700 Media Gateway (Remote Site C)

MM712 DCP Media Module HW9

Avaya SIP Enablement Services (SES)

Avaya SIP Enablement Services (SES) Server

15.12

Avaya Messaging (Voice Mail) Products

Avaya Modular Messaging - Messaging Application

Server (MAS) 4.0
Avaya Modular Messaging - Message Storage Server 40
(MSS) '
Avaya IA 770 INTUITY AUDIX 5.1
Avaya Telephony Sets

Avaya 9600 Series IP Telephones

Avaya one-X Deskphone Edition 3.0

Avaya 9600 Series IP Telephones

Avaya one-X Deskphone SIP 2.0.0

Avaya 2410 Digital Telephone

5.0

IBM Intrusion Prevention System Products

IBM Proventia GX5208

1.7(XPU 29.030)

IBM Proventia SP1001

1.7(XPU 29.030)

IBM External Bypass Unit

n/a

Brocade Products

Brocade Fastlron SuperX Switch 05.0.00T3e3
Brocade Fastlron GS Switch with routing enabled 04.3.01T7¢3
Brocade Fastlron GS Switch 04.3.01T7el

MS Products

Microsoft Windows 2003 Server

| File/DHCP Service
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4. Configure Avaya Communication Manager

This section shows the steps used to configure Avaya Communication Manager. For detailed
information on the installation, maintenance, and configuration of Avaya Communication
Manager, refer to [1].

Use the change ip-network-region 1 command to change the DIFFSERV/TOS PARAMETERS
and 802.1P/Q PARAMETERS settings configured in Avaya Communication Manager.

The Differentiated Services Code Point (DSCP) value of 48 will be used for both PHB values.
DSCP 48 represents the traffic class of premium and the traffic type voice. Set the Call Control
PHB Value to 48 and the Audio PHB Value to 48. Call Control 802.1p Priority and Audio
802.1p Priority are set to 6.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: Authoritative Domain: devcon.com
Name:
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3027
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 48 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 48 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1lp Priority: 6
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

[C20.))
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5. Configure IBM Proventia Network IPS SP1001

The following steps detail the initial configuration of the IBM Proventia SP1001 via the front
liquid crystal display (LCD).

Configure the IP Address, Subnet Mask, and Default Gateway for the IBM Proventia SP1001 using
the front LCD display panel.

@ = Enter @ =Up @ = Down ® = right G) = Down

Press @ on the LCD panel. The LCD displays a message asking to set up the network.

Highlight OK, and then press .

Press @ on the LCD panel to display the IP Address screen.

Press the &=4 and &=4 arrows to select a number, and then press the ® arrow to move to the next
field, @ to move back.

When completing all of the fields, press @
Select OK to move forward, and then press @ to confirm the selection.

Complete these steps again to provide the Subnet Mask and Default Gateway settings.

After entering all of the network information, a final conformation screen appears. Select OK to save
all network information and enable the Management port, or select Cancel to return to the IBM
Proventia SP1001 screen without saving any information.

After confirming the settings, the appliance generates a temporary, case-sensitive password.

Record this password, it must be used to log on to the appliance.

IBM lnternet Security Systema
Proventia® Management
SP1001
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6. Configure the IBM Proventia Network IPS GX5208

6.1.Configure the IBM Proventia Network IPS GX5208

The following steps detail the initial configuration of the IBM Proventia GX5208 Appliance via
the command line interface over a console connection. This process should be uses for all of the
IBM Proventia Network IPS GX5208’s in this test bed. Change the names and IP addresses
according

Connect a computer (such as a laptop) to the serial port on the appliance using the serial cable
provided. Using a program such as HyperTerminal, create a connection to the appliance with the
following settings:

Bits per second “9600”

Data Bits “8”
Parity “None”
Stop bits “1”

Flow control  “None”

e Setup Terminal Emulation = VT-100

e Press the power button to start the appliance. The appliance displays the login prompt:
<appliance name> login:

e Type admin, and then press ENTER.

e Type the admin password, and then press ENTER. (Obtain the default admin password
from [7]).

An introductory screen appears. Press Start, the License Agreement will appear.

“& Proventia - HyperTerminal

File Edit “ew Cal Transfer Help

=2 3 P B

Internet Security Systems
Proventia GHO208

i Proventia GK5208 Setup |
Helcome to the
Internet Security Systems Proventia(tm) appliance
initial configuration utility.

Please select 'Start’ to start configuring your appliance.

Connected 0:01:28 ARSI 9600 8-M-1 HUM
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6.2. Accept License Agreement

Accept License Agreement, press Accept to continue.

“& Proventia - HyperTerminal

~

0O &

File Edit YWiew Call Transfer Help

Internet Securit

i License Agreement |

Internet Security Systems Inc., an IBH Company

Sof tware License Agreement

BY INSTALLING, ACTIYATING, COPYING OR OTHERWISE USING THIS
SOFTWARE PRODUCT YoU AGREE TO ALL OF THE PROVISIONS OF THIS
1SS SOFTWARE LICENSE AGREEMENT ("LICENSE"). EXCEPT AS MAY BE
MODIFIED BY AN APPLICABLE LICENSE NOTIFICATION THAT
ACCOMPANIES, PRECEDES, OR FOLLOWS THIS LICENSE, AND AS MAY
FURTHER BE DEFINED IN THE USER DOCUMENTATION ACCOMPANYING THE
SOFTWARE PRODUCT, YOUR RIGHTS AND OBLIGATIONS WITH RESPECT TO

THE USE OF THIS SOFTWARE PRODUCT ARE AS SET FORTH BELOW. IF
YOU ARE WOT WILLING TO BE BOUND BY THIS LICEMSE, RETURN ALL
COPIES OF THE SOFTWARE PRODUCT, INCLUDING AMY LICEMSE KEYS, TO
I8S WITHIN FIFTEEN (15) DAYS$S OF RECEIPT FOR A FULL REFUND OF
ANY PAID LICENSE FEE. TF THE SOFTYARE PRODUCT WAS OBTAINED BY

<Tab> between elements | Use <Enter> to select

Connected 0:01:59 ANSTW 9600 5-M-1 MUM
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6.3.Change default passwords on the GX5208

Change default passwords, press OK to continue

“& Proventia - HyperTerminal

File Edit Wew Call Transfer Help

D =8 0B

Internet Security Systems
Proventia GX5208

Change Password

Change password for user "admin’:

0ld Password: PSR-
New Password: HREHRERR
Re-type Password: semmxxxxx

<Tab> between elements | <Enter> to select

Connected 0:03:45

AMSTW 9600 8-M-1 UM

6.4.Configure the Management IP address

The IP address assigned to the GX5208 must be routable so it can reach the SP1001

Configure the Management IP Address, Subnet Mask and Gateway, press OK to continue.

“& Proventia - HyperTerminal

File Edit Wew Call Transfer Help

0= 3 DH &

Internet Security Sustems

Proventia GH5208

Network Configuration

Enter the configuration details for the network

interface used to manage this appliance:

IP Address: 10.20.20.101
Subnet Mask: 255.255.255.8
Gateway: 10.20.20.1

<Tab> between elements | <Enter> to select

Connected 0:05:05

9600 &-K-1 MUM
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6.5.Set Timezone

Set timezone, press OK to continue

lyperTerminal

File Edit Wew Call Transfer Help

D =8 0B

Internet Securit
Time Zone Configuration

Please select one of the timezone regions:

i
Detroit
Kentucky/Louisville
Rentucky/Honticello
Indiana/Indianapolis
Indiana/Marengo
Indiana/Knox
Indiana/Vevay
Chicago
Indiana/Yincennes
Indiana/Petersburg

<Tab> between ele > to select

Connected 0:07:09 AMSTW 9600 8-M-1 CAPS  MUM

6.6.Accept License Agreement

Enter unique Agent Name for the Proventia as it will appear in SiteProtector Management, Press
OK to continue

Eile Edit Yiew Cal Transfer

0= & DBE B

Internet Security Systems
Proventia GK5208

Agent Name Configuration

Enter a name for the agent as it
will be displaved in SiteProtector:

Agent Name: PROY_001

<Tab> between elements | <Enter> to select

Connected 0:08:11 AN 9600 &-N-1 CAPS | HUM

TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 31
SPOC 6/16/2009 ©2009 Avaya Inc. All Rights Reserved. Avaya-IBM




6.7.Speed and Duplex settings

Choose speed and duplex settings for interfaces, Press OK to continue

“& Proventia - HyperTerminal
File Edit Wiew Call Transfer Help

D &3 DB

Please choose the speed and duplex setting

to match your network environment:

Please choose "auto’ if wou are not sure which settings
are correct for your environment.

Port A: | [Port E:|

Port B: | [Port F: |

Port C: | [Port 6: |

Port D: | [Port H: |

<Tab> between elements|{<Up>/<Down> arrows between optionsi{<Enter> to select

Connected 0:09:41 ANSTW 9600 8-M-1 CAPS  NUM
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6.8.Adapter Mode Configuration

Choose Inline Protection for the Ports, Press OK to continue

roventia - HyperTerminal

Eile Edit Wew Call Transfer Help
0= 5 DB
.y
Internet Securit
Adapter Mode Configuration
Please choose adapter mode:
RO Rl I nline Protection ‘
Ports C-D: Inline Protection ‘
RO Sl nline Protection ‘
Inline Protection ‘
<Tab> between elements}<Up>/<Down> arrows between options|<Enter> to select
Connected 0:11:08 AMSIW 9600 8-M-1 CAPS MUM
6.9.Re-start Appliance
Once appliance is configured it will re-start.
HyperTerminal
Flle Edit Wiew Call Transfer Help
0= 2 DB
Internet Security Systems
Proventia GK5208
Appliance Configuration
Restarting network..._
Connected 0:11:38 ANSTW 9600 8-N-1 CAPS MU
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7. Configure the IBM Proventia Network IPS GX5208 Manager

Proventia Manager is the Web-based management interface for the appliance. Use Proventia
Manager to monitor the appliance status, configure and manage settings, and review and manage
appliance activities.

e Start Internet Explorer 6.0 or 7.0.

e Type https://XXX.XXX. XXX. XXX (where XXX.XXX.XXX.XXX is the IP address for
this appliance).

e Loginusing the user name “admin” and the Proventia Manager password created in
section 6.3.

e Ifnecessary, install the Java Runtime Environment (JRE).

7.1. Login to the Proventia Manager

Step | Description

1.| enter “admin” and the Proventia Manager password created in section 6.3

Connect to 10. 20, 20,101

Proventia Local Management Interface
User name: €3 admin -
Password: [TITTITTTTY

[Iremember my password

l OF ] [ Cancel
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Step | Description
2.| The Welcome screen appears, select the following:
e Select Yes, use the Getting Started Procedures
e C(lick Launch Proventia Manager to continue
Mricoroe o Bhe Prosent la Menager - Mixresolt inter e [xplossr
Fle Bl Wew  Faeaies ek Seip I3
O - & o] (B g 0 e Prten ) -aE3
A Ve (11020 20 1y micomra phps Vpes v foa ol resipreps Ry ssmrmnrs | 4 0| | Bavmrcion a5, Mo e .00 ks i 1
Gl\ll:«l\l THSECLITY | Sy S TEMS"
proventia netwo rk
Intrusion Prevention System
Medel EXSIIE
Wiek{aimes 18 o Pasvrnia GONTH Bppliance
55 rhiirermsed bl piu wik e CoTong 510mbd protatunid 16 kel T @riled
o mnan by deed Suntaste The spplince sefbngt
W n, b e Gattrg 51 aned pacsdhae)
Mo, ¢ orbaves withaadt the Capmang Dieted procadires”
Lok, P s B sy
3.| The Warning — Security box appears , check the Always trust content from this publisher
checkbox, select Yes to continue
Warning - Security E'
The web site's certificate cannot be verified. Do you
want to continue’?
Name: 10.20.20,101
Publisher: PRCN_001.DEN4.COM
Blways brusk content From this publisher
[ Yes ] [ Mo l
U,) The certificate canmaot be werified by 2 trusted source, Mare InFormation...
L]
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4.| The Authentication Required box appears, enter “admin” and the Proventia Manager
password created in section 6.3, select OK to continue.

Authentication Required

Enter login details ko access Proventia Local Managemenk
Interface on f10.20.20.101:

User name: |admin

Password: |uu-u"|

[] 5ave this password in yaur passward list

L 04 ] [ Cancel

Authentication scheme: Basic

5.| The Main Proventia GX5208 web page will appear. The following steps refer to the
Configuration Tree, which is in the left pane of the window.

2 PROY_002 Proventia GX5208 Manager - Internet Security Systems - Microsoft Internet Explorer

Fle Edt Vew Favorkes Toos Help T
Q- Q HEAG Lo o @ - 5B B
Adcress | )] https:{/10.20.20. 100/main. i i jon=1.5.0_1 ing_started.htm v B0 Lok
PL-Home pm’u‘qemork EX5208 Appliance Mame: PROY_002
- Motifications .
&-Intrusion Prevention svsTEM Loos | END SESSION
CI-Firewall Settings R
E-System Q Proventia Manager Home (=]
Alerts po d
Log Files Protection Status: stem Status: e
Local Tuning Paran Module: St i‘yﬂ | Numb, EIE You have not acquired and uploaded your Systern
Toals (LIS Mw Ll un_1 Ls License. Updates can not be discovered or
Management Intrusion Prevention Active [o| |Base Version Number 1.5_2008.0213_12.12.37 downloaded until this is complete.
Access < Uptime 1 hours, 1 minutes Install License.
h Featuring Virtual Patch™ Technolo P -
@ sﬁ'ﬁmﬂ“ 2 = Last Restart 2009-03-16 10:10:53
B Updtes Last Firmware Update 2008:02-13 12:12:37 - version: 1.5
B-Support Last Intrusion Prevention Update 2008-02-13 12:12:37 - version: 1.95
Last System Backup 2008-02-13 12:12:37
Backup Description Factory Default
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7.2. Install the Product License

Proventia Network IPS requires a properly configured license file in order to run at full

capability. Y ou must save the license file to the appropriate location so the Proventia Manager
software can locate and acknowledge it.

Install the product license for the IBM Proventia Network IPS GX5208

e Register your customer license at https://wwwl.iss.net/wos
® You should receive login credentials. Login and download license.
e Download the license from the ISS Registration Center (note where it is downloaded).

From the Configuration Tree, click System = Licensing. Click the Browse button under Upload a

new License Key:, Locate the license file that was downloaded, select OK (not shown) then click
the Upload button.

2 PROV_002 Proventia GX5208 Manager - Internet Security Systems - Microsoft Internet Explorer,

File Edit Wew Favortes Tools Help

Qo - @ 3] A @ Poower Yorowns @ 3~ 3

Address | @] https:1{10.20.20.100jmain.php?reminder=f sisebr owser=0tkjavaEnm=0ijava=0ij =1 dor=5un%20Mic 201nC, ~ E)Go Lnks ?
O Home provemiu‘".efwo"k 615208 Appliance Name: PROY_002
B-Notifications
B-Intrusion Prevention L@J ALERTS, LBl
C)>-Firewall Settings N R
B-System Licensing
Alerts @ .
Lag Filss e Important System Messages:
Local Tuning Parar ‘N L r bl You have not acquired and uploaded your System
Tools OlLICSNES InfIMALiONISIAVERGEIS License. Updates can not be discovered or
Management dowmloaded until this is complete.
Access Upload a new License Key: Install License
2 Licensing [(Browse. ]

B-Statistics r 7

B Updates | e )

B-Support
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7.3. Register Proventia IPS with SiteProtector

Step

Description

1.

Register the Proventia GX Series IPS Appliance for SiteProtector Management. From the
Configuration Tree, click System - Management. In the SiteProtector Setup tab in the main

display area, check the checkbox next to Register With SiteProtector. Enter information for the
following options:

e Desired SiteProtector Group for Sensor: G-Series
o Heartbeat Interval (secs): 3600

Click the + icon to continue.

A PROY_001 Proventia GX5208 Manager - Internet Security Systems - Microsoft Internet Explorer,

File Edit View Favorkes Took Help "
Q- ©  [x] [l @ Psewer Jorooms @ (- 3B
Address | ] https://10.20.20. 101 fmain.php?remind i j 1.5.0_1 1&javaVendor=35un20Microsystems %20Inc, shel rueddaunchhelp fgetting_started.htm v Bleo ks
Pop-up blocked. To ses this pop-up or additional options click here. ..
C)-Home meiq'qemo* EX5208 Appliance Name: PROY_DD1
B-Notifications
&-Intrusion Prevention | (SYSTEMLoGs ) [ALerTs BE END SESSION
C1-Firewall Settings
=-System Management [al=]
Alerts
Log Files
Local Tuning Paran{ | [ € SteProtector Setup |
Tools
b Managsment ¥ Register With SiteProtector
Access [ Local Settings Override SteProtector Group Seffings
Licensing
@ Statistics Desired SteProtector Group for Sensor: | |5 Series
#-Updates r
&-Support Heartbest Inferval (secs): 3600 ]
Agent Manager Configuration
s/(+[x + 3 B DO
T
(=] | Authenticstion Level |  Agent Manager Name Agert Manager Address | Agert Manager Port | Use Proxy Settings Procxy Server AIre Proxy Server Port
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Step

Description

The Add Agent Manager Configuration screen appears. Enter the following information:

Agent Manager Name: SPI101_Agent Manager
Agent Manager Address: 10.20.20.99

Select OK to continue

Add Agent Manager Configuration

Athertication Level: | first-time-trust *
Agent Manager Mame: |SF‘1 01 _Agent_Manager |
Agert Manager Address: 110.20.20.99 |

Agent Manager Port: 3895

Agent Manager Uzer Mame: | |

Adgent Manager User Passwaord, | Enter Passward... |

[T Use Proxy Seftings

Proxy Server Address: |

Proxy =erver Port: 28

|£| | Cancel |
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7.4.

Install SiteProtector Console

Step | Description
1.| From the PC being used to run SiteProtector, go to: https://10.20.20.99:3994 (the IP
assigned to the SiteProtector)
Under Main Menu, select Install SiteProtector Console.
2 Welcome to SiteProtector™ - Microsoft Internet Explorer.
File Edkt ‘iew Favorites Took Help
Qed - ©Q (¥ [@ G Pser Jrroms @ - S EF B
Address | ] hitps:ff10.2,20.99:3994/index. html
o IBM Proventia® Management
TE=os  StoProtector™
VWelcome to SiteProtector
e Gl Main Menu
SiteProtector
O Documentation on
wiwwiss.net @ SiteProtector Web Access
SiteFrotector
Dggmatmnm B Install SiteProtector Console
O wwwiss.net B
B IBM Internet Security Systems
2.| Click through the installation screens (not shown). At the Deployment Manager URL
screen, enter https://10.20.20.99:3994/ in the Deployment Manager URL field. Select
Next to continue.
SiteProtector, Console - InstallShield Wizard
Deployment Manager URL
Fleaze provide the URL of SitePratector Deployment Manager.
Fleaze enter the name of the zerver or IP address where Deplopment Manager iz installed.
Example: myserver.mydomain. com
If Deplayment Manager is not installed amywhere on pour network or wou don't know what the:
server name is, just click MNest'
Deployment Manager URL: | https://10.20.20.99: 39344
[ < Back " Mest = ] [ Cancel ]
3.| The InstallShield Wizard Complete screen appears (Not Shown). Select Finish to
continue.
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https://10.20.20.99:3994/
https://10.20.20.99:3994/

7.5. Create a new site (reference the SiteProtector Server Address or

Hostname).

Step | Description

. SiteProtector
Edt View Action Took Help

Note: DEVCONNECT was used as the site name for testing.

4.| To launch SiteProtector, from the PC, select Start = Programs - ISS - SiteProtector
- Console. From the top menu bar on SiteProtector select Object > New -> Site.

Go ko:| g Summary ~ @

A B sie.. B U B

3 Open. . Ctri+O | B Sroup ChrkHh
T MewTa | Sterane
[ Mews Window P Asset ., S

Close Tab Cri+F4 | e agent... Chrl+w

Close Window B Foicy [ kd
B Propertics ai+Ente| W@ Policy Repository i
e Connect bo Site B IncidentiException. ..
@ Distorriect from Site B Report.
& Exit [ Ticket...

Managing Policies
Summary WView

Reporting & Data
Export

System Health
Ticketing
More Features

What's Next?

Add a new site

Policy Repository
T e s e e rredlo i e s CallHas S R SR EED
or more palicy repositories from where they can be deployed to groups or individual agents.

Each repository also stores Shared Objects, common policies referred to by multiple agents of
the same type or multiple versions of a given agent.

licy g, Named Policies
. pames ol -
e Positor, Policies now have mames
a "’mmﬂ;‘,’“wm you define and new ver-
i Sions are
pﬁ,g,:e rEpsig s et generaced with each edi. [IRGGAELE
Poiey g 08 e\ i i _=lis
s dapy, / /
;‘,&"‘.‘P can b7 ,:e"’ La]
_oOhg the =’°~nn by ]
-WH,k ] ——
=
P
e B
ik W
e o simplify the list o
& " ) palicy types. highlight 2
Cormsen s b 12657 palicy and then from the
A View menu select 1
[ims——— Filters and choose o -1
Shared Objacts filter by “Policy Type..4 =
Only | instance 4
Shared Object pofer o
S e
F a
nstancly = cptied

T
B iron |
Suemempiars Editing Policies =
L S Select a policy in the
e Fromanywhereinthe Ul _{ o0 voblo to sea s prior
T ool b oy # versions and comments in
a policy to begin editing. the lower table.

Notfications
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Step | Description
5.| The Logon to Site screen will appear, Enter the following:
e Server —10.20.20.99
e Port-3998
e User — Administrator
e Password — Use the password created in section 6.3
Press OK to continue.
Logon to Site rz|
Logon to Site
1BM Internet Security Systems
IBM Proventia® Managem
SiteProtector™ Console Server [10.20.20.59 |
Part | 3995 5 |
User |.ﬁ.l:|ministrat|:|r |
Password |m |
[ (o] l l Cancel ] [ Help l
6. Wait for the SiteProtector to complete synchronizing and downloading the repository
updates.
Press OK to continue.
Logon to Site
Logon to Site
IBM Internet Security Systems:
IBM Proventia® Managem
SiteProtector™ Console server | |
Part | |
User | |
Downloading Repository Updates., ., Sof 9 Password | |
l [893Bytes] versionsl _0_0,xsd
Cancel Help
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7.6. Install All Applicable licensing.

Obtain all licenses and registration instructions form an IBM Proventia fulfillment representative
or visit https://wwwl .iss.net/wos. Refer to section 1.2 for support information.

1.| From the top menu bar on SiteProtector select Tools > Licenses > Add License
. SiteProtector
Object  Edt  Vew Action [REST Heb
— - Gate: e Agert 3
o ] User Emadl Addresses... ReatSecure Desbiop. ..
S has 4 e e EEEEEIIREeeeee
& & EERE ™ Setup...
71 G Series Emdm"' , dese g::m: :.:: ;::S’P‘?.O:Wl.lm 1:.‘:;?
# 7 Ungrouped Assets m:;:"'“ . © seio01 active 6.9(% 118) Curment
& 1 babort Spsemcs S poved co@on o Ot Brochat nrce)
OrDemand Servies... e ) se1001 Active LO(PU 1.5} Out of Date (Product Festures) - Version 1.6
5 optons... = sp1oo1 Active 1.5(5P 914.2150) Out of Date (Product Msntenance, Product
EER— kT T Prowentia Server Bckive 1.0.914. 2190 (PU 28.050)
@m S 10.20.20.100 PROV_002 hctive 150U 1.55) Out of Date (Security Content, Product Feat
5208 i 10.2020.101 PROV_001 active 1.5 07U 1.95) Out of Date (Securty Content, Product Feat
2.| The Agent/Module License Information box will appear. Select the License tab, click the

Import tab, (not shown), find the License file obtained from the IBM Proventia

Representative, click OK to continue.

- SiteProtector
Object Edk  View Adion Took Hep

v B Oas 9« HaiBbraN

- agent 1 10.20.20.99 : DEVConnECT ()

X My Stes
= @ waomes
S () DEVCONNECT Model Asset
1 G Series W) SteProtector Datsbase () SP100L
# 1 Ungrouped Assets |4 Evert Colector = sep001
& ocabst SPI001 2 seroo1
. & sero01
9y X-Press Updats Sarver () SPLO0L
SPI001 1= sppo01

Agenk Nama:
P Datsbase
EvartColector_5P1001 ()

]

SPCore

Agent,
Upsdlat
0 Fumeare

Manager_SP1001 (9
aSarver

Healthy
Healthy
Healthy

Status
Autive
Ative
Autive
Active
Warning Rctive
Active

PRiighit-chick: on a coluren header to filter.

Health Status
@ Heatty

Wersion

2005 7.0000
6.3(F 1.13)
2.0(% 7.0)

GO ot . Agant »

Update Status

In Progress

Current

Current

Ot of Date (Product Maintenance)
Oukt of Diste (Product Fastures) - Version |
Ot of (Product Maintensnce, Produc

X/

1.092)

(Security Cortent, Product Fed

Surnmary | Licenses | waenings. P (Sexurity Cortent, Product Fed
Name: Agent bype Licersse b State Error status Expiration dabe Maintenance date  License GUID
5p_pow_s _XI068... Server for Windows 1 Key Good 2013-12-31 2013-12-31 Z2068E6T-0B28-7...
Aovarya_SPRFTM_ ... Graphical Manage. 1 Kay Good L009-06-14 000514 SEFDISAT-OFFCE...
Avirya_S208_90da... @E208 3 Key Good 2009-06-14 2009-06-14 CIBTEOC-DIETS...
Lockin: | (3 Desitep2 v B eF
fe)
My Recent
Documerts
@
Desbtop
MD:O-U)M: Press F5 ko refresh
9 Coc ] (o]
My Computer
L] 2
m& Flename: | Avays_5208_90day.ttxm T
Flaces Fles of type: | Al Fdes 3
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7.7. Applying Initial Updates

1.| From the left navigation tree of the SiteProtector window, select DEVCONNET, right click
on the Agent Name that is Out of Date, click on Updates - Apply XPU.

K SiteProtector E]E"

Object Edit View Action Tooks Help
enr ¥ BOasddNERUEIBULBRERE W Go o/ &= Agent v
&= Agent : 10.20,20.99 : DEV CONNECT [

){Myitw
E 10202059 Right-click. on & column header to Filter,

B 271 DEVCONMECT todel Asset Agent Name Health Status  Status Version Update Status
) G Series I SteProtector Database (=) SPLOOI mT - o ~10 (5P 7.0:4PU 1.192) In Progress
& 0 Ungrouped Assets |8] Event Collector 2 seroot EventCollector_ (=P 1.18) Current
@ [ locahast SP1001 = spro01 SP Core it ' loEp7.o) Current.
Agent Manager = spro01 AgentManaget  Enot view. . 9 (P81} Out of Diate [Product Maintenance)
¥-Press Update Server () 5P1001 UpdateServer 0(PULS) Out: of Date (Product Features) - Version 1.
SPLOOL = sproot SP Firtiware Launch b5 (SP914.2150) Out of Diate [Product Maintenance, Product
] Proventia Server for... () s1o01 Proventia Serve ; 0.914.2190 (P 28.050)
GHS208 = 10.20.20.100 FROY_D02 Find Groups Conkaining Selected Agent(s)... |5 (XPU 1.95) Out of Diste {Secusity Content, Product Fe
65208 2 10.20.20.101 PROY_DO1 N S (xPU 1.95) Out of Date (Secusity Content, Product Feal
[ ]
™
Network Behavior 3
|
Appky »
U sopty .
OnDemand Services 3
New Ticket. ..
g List Tickets
[E] Properties
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2.| The Apply Updates Wizard will appear and will start applying all necessary updates:

-

<= hpply Update Wizand

Maonitoring Update Job

Creerall Progress; [ ----------- ]

Current Skep F'rn:ngress:[ ]

IssdkxPUManager returned error downloading File SiteProtector/DE_XPU_1_ 220 % _20031114.xpu :
The server returned a 401 indicating authorization is required For this request, [ID=0xc752000f]

[T L i = LS| L= [ gy e |y S e e L L LS Ly LS | L LRy S RS ) ey | S R ST gy = L= L= S g e =S

The server returned a 401 indicating authorization is required For this request, [ID=0xc759000F] 5
Downloading update File SiteProtector/DE_XPU_1_222 200581211.xpu for SiteProtector Database
pdate (xPU 1.2223 with Agent Module license key
100% downloaded - SiteProtector/DE_XPIJ_1 222 20031211.xpu
Downloading update File SikeProtector/DE_XPU_1_221 20081209.xpu for SiteProtector Database
pdate (xPU 1.2217 with OneTrust tokens
Issdk¥PUManager returned error downloading file SiteProtector/DE_XPU_1_221_20031209,xpu
The server returned a 401 indicating authorization is required For this request, [ID=0xc752000F]
Downlaading update File SikeProtector/DE_XPU_1_221 20081209, xpu for SitePratectar Database
pdate (xPU 1.2217 with Agent Module license key
100%: downloaded - SikeProteckor/DE_KPID_1_Z21 20081209, xpu
Downloading update File SikeProtector/DE_®PU_1 220 ¥ 20031114, xpu for SiteProteckor
Database Update (XPU 12200 with OneTrust bokens
IssdkxPUManager returned error downloading file SiteProtector/DE_XPU_1_ 220 % _20031114.xpu
The server returned a 401 indicating authorization is required For this request, [ID=0xc7S2000f]
Downloading update File SikeProtector/DE_XPU_1_220 ¥ 20081114, xpu for SiteProteckor
Database Update (XPU 12200 with Agent Module license key
0% downloaded - SiteProtectar/DE_¥PI_1_ 220 x 20051114.xpu

L

Close

7.8. Tuning and Customization

To maximize the resources available and mimic the “real world” deployment, IBM ISS
recommends evaluating tuning and customization of the Proventia GX appliance through the
Proventia Management SiteProtector.

7.8.1. Recommended Policies

The IPS must be offered as a pre-configured appliance and operate effectively using an “out-of-
the-box” configuration and must adequately protect its environment with minimal tuning. The
default blocking policy should protect against known hybrid threats and future worm
propagations without requiring advanced knowledge of configuration options.

Default policies are comprised of all X-Force recommended responses for each type of attack,

which requires minimal configuration or expertise from the user. Additional tuning can be done
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in the ¢
traffic.

7.8.2.

‘in-line simulation” mode, which allows for response visibility without blocking network

Install the Trust X-Force Policy

The Trust X-Force Policy was used for compliance testing.

1.

From the left navigation tree on SiteProtector select View = DEVCONNECT -> Default
Repository = Shared Object, double click on Global Tuning Parameters to continue.

2% SiteProtectorn

Object  Edit Tools  Help

newv 3t H () & v o «EJIEBOLESE

| U Policy ¢ 10,20,20,9% ¢ Global Tuning Pa... [ |

Wiew  Action

-
~

Go tD:| [] Palicy

v| AgantVersian: Agent Mode:

Agent Type: ‘E, Crossheam IPS

.)( My Sites & Shared Objects {Default Repository)
=] 10,20,20.99 Object Type # Agent Version(s) Last Modified Last Modified By

- T DEYCOMNECT © Global Tuning Parameters 2.0 2008-06-08 11:05:36 EDT

= UD Default Repository © Pratection Domains 2.0 2008-06-08 11:05:36 EOT
€ Response Ohjects 2.0 2008-06-08 11:05:36 EDT

[z Shared Objects

Q) Protection Domains
O Response Objects
i 32 Group Settings : Default : version 1
t' Update Settings : Default : version &
0 G Seties
- Q Locally Configured Agents
- B localhost

The Edit Global Tuning Parameters (Default Repository) box will appear. Select the X-
Force Default Blocking tab and check the Use X-Force blocking recommendation check
box. From the top menu bar on SiteProtector seclect Action = Save Policy to continue.

24 SiteProtector,

Object  Edit Wiew Action  Tools  Help
new |3 B € & % 4 < « 2= H B B
[7] Policy : 10.20,20,99 : Global Tuning Pa... U‘ © Edit Global Tuning Parameters (Default ... B |

® Edit Global Tuning Parameters (Default Repository)

Tuning Parameters | ¥Force Default Blocking |

o box| © it Policy

I Tiee ¥-Parce blocking recammendations
Checking this will enable x-Force recommended blocking responses for all current and future checks.

IF you change this value while editing the Security Events policy, please save then refresh the Security Events
policy,

The Force Update? Box will appear, select Yes to continue.

Force Update?

Updates made to policy configuration will be applied the next time the affected agents contact Site: '10,20,20,99',

@

‘Wwould you like to Force the agents to contact Site: '10,20,20,99' now?

J [

| ‘fes Mo
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7.8.3. Updating Protection

The IPS must support current vulnerability and threat information and possess online help that
describes each event, affected platforms, corrective action, and active hyperlinks with additional
details. Security content updates should support both manual and automated mechanisms and be
available at regular intervals and also in an immediate fashion when late-breaking threat
emergencies occur. Updates should not require physical access to the appliance.

In the Proventia Network IPS appliances, there are two ways to apply X-Press Updates (both
security and firmware updates) to the appliance:

e Right-click the group or appliance and select Update > Apply XPU.
e Configure the Update Settings policy and apply the policy to the appliance

The timing and frequency of updates can be changed by adjusting the options on the Update
Settings tab.

8. General Test Approach and Test Results
8.1. Test Approach

All feature functionality test cases were performed manually. The general test approach entailed
verifying the following list while attacks were being blocked by the IBM Proventia System:

= LAN/WAN connectivity between all locations

= Registration of Avaya H.323 and SIP IP telephones in Remote Site A with Corporate HQ
Avaya Communication Manager

= Registration of Avaya Communication Manager in Remote Site C with Corporate HQ
Avaya Communication Manager

= Registration of Avaya SIP IP telephones with Avaya SIP Enablement Services

= Verification of the DHCP relay configuration

= Inter-office calls using G.711 mu-law & G.729 codecs

= Verifying that DSCP and 802.1p Priority QoS values are not altered by the IBM
Proventia Network Intrusion Prevention System.

= Verifying that Avaya Modular Messaging voicemail and MWI work properly.

= Verifying that Avaya [A 770 INTUITY AUDIX voicemail and MWI work properly.

= Retrieving Voicemail messages from Remote locations

= Features Tested: attended/unattended transfer, conference call participation, conference
call add/drop, multiple call appearances, caller ID operation, call forwarding
unconditional, call forwarding on busy, call park, call pick-up, bridged call appearances

8.2. Test Results

All feature functionality, serviceability, and performance test cases passed. VolP traffic and
voice features worked properly while service attacks were being blocked by the IBM Proventia
Network Intrusion Prevention System.
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9. Verification Steps

While the IBM Proventia Network Intrusion Prevention System is in place, the general

verification steps include:

1. Verifying the DHCP relay through the network is functioning by confirming that the
Avaya IP telephones receive their IP addresses from the DHCP server connected to the
Brocade Fastlron SuperX Switch.

2. Check that the Avaya H.323 IP telephones have successfully registered with Avaya
Communication Manager using the list registered-station command.

3. Check that the Avaya SIP IP telephones have successfully registered with Avaya SIP
Enablement Services (SES) listng the Registered Users on the SES administrative GUI.

4. Place internal and external calls between the digital telephone and IP telephones at each

site.

5. Verified attacks were being blocked using the SiteProtector interface.

10. Conclusion

Time #

2009-03-15 10:52:27 EDT
2009-03-18 10:52:57 EDT
2009-03-15 10:54:25 EDT
2009-03-18 10:55:52 EDT
2009-03-15 10:55:52 EDT
200r3-03-18 10:56: 16 EDT
2003-03-18 10:56: 19 EDT
200r3-03-18 10:56: 22 EDT
2003-03-18 10:57:56 EDT
200r3-03-18 10:57:56 EDT
2003-03-18 10:53: 11 EDT
200r3-03-18 10:58: 11 EDT

Tag Mame

ISR _Remobedctivate_Bo
ISR _Remobedctivate_Bo
ISR _Sreswe_Path_Bo
ISR _Remobedctivate_Bo
ISR _Remobedctivate_Bo

Ewent Counk Skatus

@ Attack Faiure (blocked by Proventia appliance)
@ Attack Faiure (blocked by Proventia appliance)
@ Attack Faiure (blocked by Proventia appliance)
@ Attack Faiure (blocked by Proventia appliance)
@ Attack Faiure (blocked by Proventia appliance)

e ]

MSRPC_LSASS_Bo
MSRPC_LSASS_Bo

@ Attack Faiure (blocked by Proventia appliance)

MSRPC_Remobedctivate_Bo
MSRPC_LSASS_Bo
MSRPC_LSASS_Bo
MSRPC_LSASS_Bo
MSRPC_LSASS_Bo

P @ Attack Failure (blocked by Proventia appliance)
>

@ Attack Faiure (blocked by Proventia appliance)
@ Attack Faiure (blocked by Proventia appliance)
@ Artack Fadure (blocked by Proventia appliance)
@ Artack Fadure (blocked by Proventia appliance)
@ Artack Fadure (blocked by Proventia appliance)

B

These Application Notes describe the configuration steps for integrating IBM Proventia Network
Intrusion Prevention System with an Avaya telephony infrastructure. For the configuration
described in these Application Notes, the IBM Proventia Network Intrusion Prevention System
was responsible for monitoring and blocking security threats before they impact endpoints
throughout the network.
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11.

Additional References

The documents referenced below were used for additional support and configuration
information.

The following Avaya product documentation can be found at http://support.avaya.com.

Administrator Guide for Avaya Communication Manager, Document Number 03-300509.
Installing, Administering, Maintaining, and Troubleshooting SIP Enablement Services,
Release June 2008, Issue 6.0, Document Number 03-600768

Avaya one-X Deskphone Edition for 9600 Series IP Telephones Administrator Guide
Release 2.0, Document Number 16-300698.

Avaya one-X Deskphone SIP for 9600 Series IP Telephones Installation and Maintenance
Guide Release 2.0, Document Number 16-601943.

Modular Messaging Release 3.1 Messaging Application Server Administration Guide for
Avaya Modular Messaging with the Avaya MAS and MSS, February 2007.

Avaya IA 770 INTUITY AUDIX Messaging Application Release 5.0 Administering
Communication Manager Servers to Work with IA 770, January 2008.

The IBM product documentation can be found at

[7]

http://www.iss.net/support/documentation/index.php

The Brocade product documentation can be found at http://www.Brocadenet.com/.

[8] Brocade Fastlron Configuration Guide with sections as follows:

e Fastlron X Series Chassis
o Fastlron SuperX

e [Fastlron Layer 2 Compact Switches
o Fastlron GS

12. Change History
Issue Date Reason
1.0 5/07/2009 Initial issue
1.1 6/16/2009 Updated Figure 1 and text in Sections 2.3 & 2.4
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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