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Abstract

These Application Notes describe the procedure for configuring Telecommunications Services
of Trinidad and Tobago SIP Trunk service with Avaya Communication Server 1000E Release
7.5, Avaya Aura® Session Manager Release 6.1, and Avaya Session Border Controller for
Enterprise Release 4.0.5Q009.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

Telecommunications Services of Trinidad and Tobago SIP Trunk service provides PSTN
access via SIP trunks between the enterprise and Telecommunications Services of Trinidad
and Tobago network as an alternative to legacy analog or digital trunks. This approach
generally results in lower cost for the enterprise.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes provide the procedure for configuring Telecommunications Services of
Trinidad and Tobago SIP Trunk service with Avaya Communication Server 1000E Release 7.5,
Avaya Aura® Session Manager Release 6.1, and Avaya Session Border Controller for Enterprise
Release 4.0.5Q09. Telecommunications Services of Trinidad and Tobago SIP Trunk service will
be referred to hereafter as TSTT. During the interoperability testing, SIP trunk applicable feature
test cases were executed to ensure the interoperability between the TSTT network and Avaya
Communication Server 1000E.

In the sample configuration, the Avaya solution consists of a Communication Server 1000E Rel.
7.5 (hereafter referred to as CS1000), Avaya Aura® Session Manager Rel. 6.1 (hereafter referred
to as Session Manager), Avaya Session Border Controller for Enterprise Rel. 4.0.5Q09 (hereafter
referred to as Avaya SBCE), and various Avaya endpoints. This documented solution does not
extend to configurations without the Avaya SBCE or Session Manager.

2. General Test Approach and Test Results

The CS1000 system was connected to Avaya SBCE via SIP trunks to Session Manager. Avaya
SBCE was connected to the TSTT network via SIP trunks. Various call types were made from
the CS1000 to TSTT network and vice versa to verify interoperability between the CS1000 and
the TSTT network.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The focus of this test was to verify that the CS1000 can interoperate with the TSTT network. The
following interoperability areas were covered:

e Static IP.

e Incoming calls from the PSTN were routed to DID numbers assigned by TSTT. SIP Soft
clients logged into TSTT’s local network were used as PSTN endpoints. Incoming PSTN
calls from SIP Soft clients were terminated to the following Avaya Endpoints: Avaya
1100 Series IP Telephones (SIP), Avaya 1100 Series IP Telephones (UniStim), Avaya
M3904 Digital Telephones, Avaya 2050 IP Softphone, Analog Telephones and Fax
machines.

Outgoing calls to the PSTN Soft Clients were routed via the TSTT network.

Proper disconnect when the caller abandons the call before the call is answered.

Proper disconnect during normal active call termination by the caller or the callee.

Proper disconnect by the network for calls that are not answered (with voice mail off).
Proper response to busy end points.
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Proper response/error treatment when dialing invalid PSTN numbers.

Codec G.711u and G.729 with Voice Activity Detection (VAD) disabled.

Voice mail and DTMF tone support in both directions (RFC2833) (Leaving voice mail,
retrieving voice mail, etc.).

CallPilot VVoice Mail Server (Hosted in the CS1000).

Outbound Toll-Free calls, interacting with Interactive Voice Response systems (IVR).
International calls.

Calling number and calling name blocking (Privacy).

Call Hold/Resume.

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Call Park.

Consultative Call transfers.

Station Conference.

T.38 fax support.

G.711u fax pass-through support.

Long duration calls (one hour).

Early Media transmission.

2.2. Test Results

Interoperability testing of TSTT SIP Trunk Service with the CS1000 solution was completed
successfully with the following observations/limitations.

Calling Name and Calling Number Delivery to PSTN: On outbound calls from the
CS1000 to the PSTN the “Calling Name” is not delivered to the PSTN phone (is not
displayed), only the “Calling Number” is delivered (is displayed).

Caller-1D on re-directed calls to PSTN: Caller ID works properly between the CS1000
and the TSTT network when there is no call re-direction involved. However, when a call
is re-directed to the PSTN at the CS1000 extension, the Caller 1D will not properly reflect
the true originator of the call. In normal conditions if a call is re-directed at the CS1000 to
a PSTN extension, the Caller 1D displayed at the PSTN extension will be of the extension
doing the re-direction (i.e., transferee) and not the Caller ID of the extension that
originated the call.

T.38 Fax: T.38 fax calls from the CS1000 to the PSTN were successful; T.38 fax calls
from a fax machine connected to a line on the CS2K to the CS1K were failing. The CS2K
was returning a “488 Not Acceptable Here” in response to the SIP Re-INVITE sent by
the CS1000 to convert to T.38. Changes made by TSTT solved the problem.

SIP Header Optimization: SIP header rules were implemented in Avaya SBCE and in
Session Manager to streamline the SIP header and remove any unnecessary parts. The
following headers were removed: X_nt_e164 clid, Alert-Info and History-info if they
were present in the INVITE. Also the multipart MIME SDP, which included the x-nt-
mcdn-frag-hex, x-nt-esn5-frag-hex, and x-nt-epid-frag were stripped out. These particular
headers and MIME have no real use in the service provider network. If an issue is being
investigated on the service provider network, the presence of these headers may add
unnecessary confusion.
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e Items not supported or not tested included the following:
- Inbound toll-free calls.
- 0,0+410, 411,911
- Call Transfers scenarios invoked at the PSTN.
- Call re-direction scenarios invoked at the PSTN.
- Conference scenarios invoked at the PSTN.

2.3. Support
For support on Telecommunications Services of Trinidad and Tobago systems, call:
Toll Free at: 1-868-824-8788 or visit the corporate Web page at: http://tstt.co.tt/
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3. Reference Configuration

Figure 1 below illustrates the test configuration used. The test configuration simulates an
enterprise site with the Avaya components connected to TSTT SIP Trunk Service through the
Public Internet.

The Avaya components used to create the simulated customer site included:
e Avaya Communication Server 1000E (CS1000).

e Avaya HP® Proliant DL360 G7 server running Avaya Aura® Session Manager.
e Avaya HP® Proliant DL360 G7 server running Avaya Aura® System Manager.
e Avaya Session Border Controller for Enterprise.

e Avaya 1100-Series IP Telephones (UniStim).

e Avaya 1100-Series Telephones (SIP).

2050 Avaya IP Softphone.

Avaya M3904 Digital telephones.
Analog Telephones.

Fax machines.

Desk top with administration interfaces.

Located at the edge of the enterprise is Avaya SBCE. It has a public side that connects to the
public network and a private side that connects to the enterprise network. All SIP and RTP traffic
entering or leaving the enterprise flows through Avaya SBCE. In this way, Avaya SBCE can
protect the enterprise against any SIP-based attacks. Avaya SBCE provides network address
translation at both the IP and SIP layers. The transport protocol between Avaya SBCE and TSTT
across the public IP network is SIP over UDP. The transport protocol between Avaya SBCE and
Session Manager across the enterprise IP network is SIP over TCP. The transport protocol
between Session Manager and the CS1000 across the enterprise IP network is SIP over TLS. For
ease of troubleshooting during testing, the compliance test was conducted with the Transport
Method set to UDP between Session Manager and the CS1000.

For security reasons, any actual public IP addresses used in the configuration have been masked.
Similarly, any references to real routable DIDs and PSTN numbers have also been masked to
numbers that cannot be routed by the PSTN.

One SIP trunk group was created between the CS1000 and Session Manager to carry the traffic
to and from the service provider (two-way trunk group).

For inbound calls, the calls flowed from TSTT’s network to Avaya SBCE then to Session
Manager. Session Manager used the configured dial patterns and routing policies to determine
the recipient (in this case the CS1000) and on which link to send the call. Once the call arrived at
the CS1000, further incoming call treatment, such as incoming digit translations and class of
service restrictions were performed.
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Outbound calls to the PSTN were first processed by the CS1000 for outbound treatment through
the Electronic Switched Network and class of service restrictions. Once the CS1000 selected the
proper SIP trunk; the call was routed to Session Manager. Session Manager once again used the

configured dial patterns, adaptations, and routing policies to determine the route to Avaya SBCE
for egress to TSTT’s network.

Service Provider
i TSTT Domain: tstt.co.tt

ACME Packet SBC

i IP: 192 168.10.155
Internet
Lap-Top
{SIP Softphone)
™
Avaya Aura® .
Session Mana Enterprise
JE oo 0 pdtran 604 Router
172.16.5.32/24 ! '
Avaya
Avaya Aura®
System Manager Sasslnft;rﬁgl:ld:rr I:i:anlmller Junlper Enterprise Firowall

172.16.5.19026

72.16.20.60/24

Avaya
'Communication Server 1000E

- Avaya 2050 IP Softphone

= Avaya Unified Communications Management Avaya 11XX Avaya 11X0¢
- Avaya Aura® System Manager Administrator o Deskphones SIP Deskphones
- Avaya Aura® Session Border Controller (UNIStim}

Avaya M3904 Administrator

Analog b
Deskphone Digital Deskphone

Figure 1: TSTT SIP Trunk service with Avaya CS1000E
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Avaya:
Equipment Release/Version
Avaya Communication Server 1000E Call Server: 7.50 Q +

Server and Media Gateway in a single CP- | 05-16 12:51:18 (est))
MGS card.

running Co-resident Call Server, Signaling | DepList 1: core Issue: 01 (created: 2012-

Signaling Server: 7.50.17.00
**See Service Updates & Patches below**

Avaya Aura® Session Manager running on a | 6.1 Service Pack 5

HP® Proliant DL360 G7 Server. (ASM 6.1.5.0.615006)

Avaya Aura® System Manager runningona | 6.1 Service Pack 5

HP® Proliant DL360 G7 Server. Build No. 6.1.0.0.7345-6.1.5.502
Avaya Session Border Controller for

Enterprise running on a DELL R210 V2 4.0.5.Q09

Server

Avaya Phones 1110: 0623C8G (UniStim)

1120: 0624C8G (UniStim)
1165: 0626C8G (UniStim)
1120: 04.01.15.00 (SIP)

M3904: --

Lucent Analog Phone N/A

Fax Machines N/A

TSTT:

Equipment Release/Version

CS2K CVM13

Acme Packet Session Border Controller 7.0

Signaling Server Service Updates & Patches:
HEHHRR R R R R R R R R
SUs:

avaya-cs1000-cnd-4.0.20-00.i386.000
€s1000-baseWeb-7.50.17.16-1.i1386.001
ipsec-tools-0.6.5-14.el5.3 _avaya 1.i386.000
€s1000-dbcom-7.50.17-02.i1386.000
¢s1000-shared-pbx-7.50.17.16-1.i386.000
€s1000-kcv-7.50.17.16-1.i386.000
¢s1000-linuxbase-7.50.17.16-10.i386.000
€s1000-patchWeb-7.50.17.16-6.1386.000
cs1000-ipsec-7.50.17.16-1.i386.000
€s1000-ftrpkg-7.50.17.16-9.i386.000
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¢s1000-sps-7.50.17.16-4.1386.000
¢s1000-tps-7.50.17.16-19.i386.000
¢s1000-pd-7.50.17.16-1.i386.000
¢s1000-csmWeb-7.50.17.16-4.i386.000
¢s1000-ncs-7.50.17.16-1.i386.000
spiritAgent-6.1-1.0.0.108.208.i386.000
¢s1000-mscAnnc-7.50.17.16-1.i386.000
¢s1000-mscTone-7.50.17.16-1.i386.000
¢s1000-mscMusc-7.50.17.16-2.i386.000
tzdata-2011h-2.€15.i386.000
¢s1000-bcc-7.50.17.16-62.1386.000
¢s1000-dmWeb-7.50.17.16-3.i386.000
€s1000-Jboss-Quantum-7.50.17.16-24.i386.000
¢s1000-EmCentralLogic-7.50.17.16-2.i386.000
¢s1000-emWeb 6-0-7.50.17.16-27.i386.000
¢s1000-vtrk-7.50.17.16-64.i386.000
¢s1000-emWebLocal 6-0-7.50.17.16-1.i386.000
HHHEHH T

Patches:

p30224 1

p27159 1

HHHEHH T

Note: The VTRK SU version should be “cs1000-vtrk-7.50.17.16-20.i386.000.nt1” or higher on
all Signaling Servers to ensure proper operation of blind transfer feature and T.38 fax. Patch
p30224 1 is required if problems with SIP UPDATE are observed during Call Redirection
scenarios. Patch p27159_1 is required for T.38 support.

In addition to applying the latest Call Server patches, Signaling Server Service updates and
patches listed above, the following procedure should be followed to ensure proper operation of
Call Transfers from the CS1000 to the PSTN.

Enable Plug-Ins 201 and 501 as follows:

Login to the Unified Communications Management (UCM) and Element Manager as
described in Section 5.1.1, go to System = Software = Plug-ins, select plug-in 201 and click
the Enable button, the status will change to Enabled; do the same for plug-in 501.
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5. Configure Avaya Communication Server 1000E

These Application Notes assume that the basic configuration has already been administered. For
further information on Avaya Communications Server 1000, please consult references in Section
11.

The procedures shown below describe the configuration details of the CS1000 with SIP trunks to
the TSTT network.

5.1. Login to the CS1000E System

5.1.1. Login to Unified Communications Management (UCM) and Element
Manager

Open an instance of a web browser and connect to the UCM GUI at the following address:
http://<UCM IP address> Log in using an appropriate Username and Password.

User ID: |admin |

Password: | ......... |

Log In

Change Password

Go to central login for Single Sign-On
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The Unified Communications Management screen is displayed. Click on the Element Name
of the CS1000 Element as highlighted in the red box shown below.

AV/-\VA Avaya Unified Communications Management
Metwark Host Mame: 172.16.20.60  Software Version: 02.20.0017.00(4713)  User Name adrmin
Elements
31000 Services

IPSac Elements

Patches Mew elerments are registered into the security framewark, or may be added as simple hyperlinks. Click an element name to launch its

SNMP Profiles managerment service. You can optionally filter the list by entering a search term.

Secure FTP Token
Software Deployment Search || Beset

e e
Administrative Users
External Authentication Add... | ‘ | E B 4
BECE:;SWDM [ Element Marme Element Type « Eelease Address Description
Roles 1 ] EMoncsik C51000 T.A 172.16.21.81 ey
Policies element.

i 2 [ tslkavayalab.corm Linux Base 74 172.16.20.61 Base 05
Ce.mﬂcates. fprimanyg element.
Active Sessions 5[] MoC Media Gateway 75 172.16.21 62 Media

Tools Controller Gateway
Logs Cantroller
Data
v
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The CS1000 Element Manager System Overview page is displayed as shown below.

- Maintenance
+ Core Equipment
- Peripheral Equipment
+IP Metwork
+Interfaces
-Engineered Values
+Emergency Services
+ Boftware
- Customers
-Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched MNetwork
- Flexible Code Restriction
-Incoming Digit Trans|ation
- Phones
-Templates
- Reports
-Miews
- Lists
- Properies
- Migration
-Tools
+Backup and Restore
~Date and Time
+Logs and reports
- Security
+Passwords
+Paolicies
+Login Cptions

AVAYA CS51000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
_Home System Owerview
-Links
- Virtual Terminals System Overview
- System
+Alarms

IP Address: 172.16.21.61
Type: Avaya Communication Server 1000E CPMG128 Linux
Version: 4421
Release: 750 Q +
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5.1.2. Login to the Call Server Command Line Interface (CLI)

Using Putty, login to the Signaling Server with the admin account. Run the command “cslogin”
and “logi” with the appropriate admin account and password, as shown below.

Togin as: admin

Avaya Inc. Linux Base 7.50
The software and data stored on this $¥stem are the property of,
or Ticensed to, Avaya Inc. and are lawtully available only
to authorized users for approved purposes. Unauthorized access
to anﬁ software or data on this system is strictly prohibited and
punishable under appropriate laws. I wou are not an authorized
user then do not try to Togin. This system may be monitored for
operational purposes at any time.

admin@l72.16.20.60"'s password:
Last Togin: Mon Mar 26 12:15:0%9 2012 from 172.16.5.250
0]0; admin@cslki~0[admin@cslk ~]1% cslogin

SECO54 A device has connected to, or disconnected from, a pseudo tty without authentica
ting

TT¥ 1% SCH MTC BUG OSH 12:18
ovL111l IDLE 0

>=Tagi

USERID? admin

PASST

+TY #15 LOEGEED IW ADMIN 12:18 26/5/2012

-
The software and data stored on this ;¥stem are the property of,
or licensed to, Avaya Inc. and are lawtully available only to
authorized users for approved purposes. Unauthorized access to
any software or data on this system is strictly prohibited and
punishable under appropriate laws. I wou are not an authorized
user then logout immediately. This system may be monitored for
operational purposes at any time.

oLO00
>
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5.2. Administer a Node IP Telephony
This section describes how to configure a Node IP Telephony on the CS1000.

5.2.1. Obtain Node IP address

These Application Notes assume that the basic configuration has already been done and that a
Node has already been created. This section describes the steps for configuring a Node (Node ID
1006) in the CS1000 IP network to work with the TSTT network.

Select System = IP Network - Nodes: Servers, Media Cards. Following is the display of the
IP Telephony Nodes page. Then click on the Node ID of the CS1000 Element (i.e., 1006).

AV/-\yA CS1000 Element Manager
_UCM Network Servi ing: 172.16.21.61 admin
System s P Metwork » IP Telephany Nodes

-Home
_Links IP Telephony Nodes

- Virtual Terminals Click the Mode ID 1o view or editits properties.
- System

+Alarms

- Maintenance Add Print | Refresh

+ Core Eguipment

- Petipheral Equipment
~IP Metwark

- Maintenance and Reports
- hledia Gateways

-Zones

-Hostand Route Tahles

- Q05 Thresholds
- Parzonal Diractories
- Unicode Mame Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Goftware
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones

[] Hode D~ Components Enzhled Applications ELAMIP

MNode/TLAN IPv4  Mode/TLAN IPv6  Status

-Dlodes: Servers, Media Cards

SIF Ling, LTPS, IF Media

! Services, Gateway ( SIPGw)

17216.20.60 Swnchronized

- Metwork Address Translation (M.

Modes [] Component servers and cards IP¥6 address

+Tools

+Security
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The Node Details screen is displayed below with the IP address of the CS1000 node. The Node
IP Address is a virtual address which corresponds to the TLAN IP address of the Signaling
Server, SIP Signaling Gateway. The SIP Signaling Gateway uses this Node IP Address to
communicate with other components for call processing.

AVAYA CS1000 Element Manager
_ UCM Network S 172.16.21.61 admin ~
iy System » F Metwork » P Telephony Nodes » Node Details
+Links Node Details {ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway { SIPGw ))
- System
+Alarms
- Maintenance R A
+Core Equipment Mods 1D (0-8338)
- Peripheral Equipment R
_IF Metwork Call server IP address: |172.16.21.61 TLAN address ype: (3 |Pyd anly
-Dlodes: Servers, Media Cards © IPv4 and IPvE
- Maintenance and Reports
- Media Gateways Embedded LAN (ELAN) Telephony LAN (TLAN)
-Zones
—Host and Route Tahles Gateweay IP address: (1721621254 |+ Node [Pv4 address: |172.16.20.60 *
- MNetwork Address Translation (M
- QoS Thresholds Subnetmask: [256.256.2660 | Subnetmask: [2656.265.266.0 |+
- Personal Directories
- Unicode Name Directory
+Interfaces ™
-Engineered Values
+Emergency Services B WV,
+ Goftware
- Customers Associated Signaling Servers & Cards
+Routes and Trunks
+Dialing and Numbering Plans Select to add |+ Print | Refresh
+Phones
+Tools [] Hosthame = Tipe Deeployed Applications ELANIP TLAN IPwd Raole
+Security SIP Line, LTPS, Gateway, PD,
[ es1k Signaling_Serer Presence Publisher, P Media 172.16.21.61 172.16.20.61 Leader
Semices
Show:
Note: Only server(s) thet are not part of any dther IP telephony node and deployed application(s) that match the service(s) selected for this node are
awailable inthe servers list
¢ A3 b
< >
Continue from Section 5.2.1. On the Node Details page, select the Terminal Proxy Server
/-\V/-\y/-\ CS1000 Element Manager
- UCM Network Services ’ Sys‘1err.| ».\P Metwork » [P T‘a\ephnny Modes » Mode Details 5
giioe Node Details {ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway { SIPGw )}
+Links
- System
+Alarms -~
- Maintenante Subnetmask: | 255.255.2560 |+ Subnetrmask: |255.265.286.0 |*
+ Core Eguipment
- Petipheral Equipment
~IP Metwark
-Dlodes: Servers, Media Cards " - N o "
_Malntenance and Reports IP Telephony Node Properties Applications (click to edit configuration)
~Media Gateways o voice Gateway WOW) and Codecs s SIPLine
e « Gusli of Servce [Gos) Terminal Prowy Serer 75
-Hostand Route Tahles s Lan + Gateway (SIPGW,
- Metwork Address Translation (M, ® SMTP » Personal Directaries (PO
- QoS Thresholds ¢ Numbering Zones + Prasence Publisher
_ Personal Directories * MCDM Metnative Routing Treatment (MALT) Causes + |P hMedia Serices
- Unicode Name Directory "
+Interfaces
-Engineered Values * Required Value. Cancel
+Emergency Services
+ Goftware : : "
_ Customers Associated Signaling Servers & Cards
+Routes and Trunks
+Dialing and Numbering Plans Select to add (v Erint | Refresh
*?"“I“es [] Hostnama Tipe Deployed Applications ELAN P TLAN IPvd Role
+Tools
+ Security 8IP Line, LTP8, Gateway, FD,
[ es1k Signaling_Semer Presence Publisher, P Media 172.16.21.61 172.16.20.61 Leader
Semices
Show:
Hote: Only server(s) that are not part of any dther IP telephony node and deployed application(s) that match the service(s) selected for this node are
available inthe servers list
£ > N
< >
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The UNIStim Line Terminal Proxy Server (LTPS) Configuration Details screen is displayed
below. Check the Enable proxy service on this node check box and then click Save.

AVAYA

CS51000 Element Manager

172.16.21.61 admin

- UCM Network Si
-Home
+Links
- System
+Alarms
- Maintenance
+ Core Eguipment
- Peripheral Equipment
~IP Metwark
-Dlodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahbles
- MNetwork Address Translation (M
- Q05 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Goftware
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones
+Tools
+Security

System s IP Metweork = P Telephony Nodes » hode Details » URIStim Line Terminal Prozy Server (LTPS) Configurstion
Node ID: 1006 - UNIStim Line Terminal Proxy Server (LTPS) Configuration Details

Firrnweare | DTLS | Metwork Connect Server

LIMIStim Line Terminal Proxy Server: Enahle proxy semvice on this node b
Firmware
IP address: 0.0.00
Full file path: downloadfirmwa
Server AccountfUser ID
Password
DTLS
DTLS policy: | Off L4
Network Connect Server
~

Priman: nahanrl connact carar (T 8KY 1P addracce: 0000
Note: Changss mads on this page will NOT be

Reguired Value transmitted until the Node is also saver.

5.2.3. Administer Quality of Service (QoS)

Continue from Section 5.2.2. On the Node Details page, select the Quality of Service (QoS)
link as shown below.

AVAYA

CS1000 Element Manager

_ UCM Network S 172.16.21.61 admin ~
iy System s P Metwork » P Telephony Nodes » Node Details
+Links Node Details {ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw )}
- System
+Alarms
- Maintenance A
+ Core Equipment Subnetmask: 255255 2560 |+ Subnetmask [255. 2552550 |+
- Petipheral Equipment
~IP Metwark
-Dlodes: Servers, Media Cards
-Maintenance and Reports IP Telephony Node Properties Applications (click to edit configuration)
=[G @ElBES voice Gateway (VGW) and Codecs + SPLine
- Zones GQuality of Service (Qo5) + Terminal Proxy Server (TPS)
-Hostand Route Tahles ) + Gateway (SIPGW)
- Metwork Address Translation (N, SNTP » Personal Directaries (POY
- QoS Thresholds  Mumbeting Zones « Presence Publisher
=[PEEERE DS o MCDWM Aternative Routing Treatment (MALT) Causes » |P Media Services
- Unicode Name Directory
+Interfaces b
-Engineered Values
+Emergency Services B WV,
+ Goftware
- Customers Associated Signaling Servers & Cards
+Routes and Trunks
+Dialing and Numbering Plans Select to add |+ Print | Refresh
+Phones
+Tools [] Hosthame = Tipe Deeployed Applications ELANIP TLAN IPwd Raole
+Security SIP Line, LTPS, Gateway, PD,
[ es1k Signaling_Semer Presence Publisher, P Media 172.16.21.61 172.16.20.61 Leader
Semices
Show:
Note: Only server(s) thet are not part of any dther IP telephony node and deployed application(s) that match the service(s) selected for this node are
awailable inthe servers list
¢ A3 b
< >
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The Quality of Service (QoS) screen shown below will be displayed. Accept the default
Diffserv values. Click the Save button.

- Maintenance
+ Core Eguipment
- Peripheral Equipment
~IP Metwark
-Dlodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahbles
- MNetwork Address Translation (M
- Q05 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Goftware
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones
+Tools
+Security

* Required Yalue.

Diffseru Codepaint (DSCP)

Enable Avaya automatic QoS [

AVAVA CS51000 Element Manager
_UCM Network Si 172.16.21.61 admin ]
_Home System » [P Metweork » P Telephony Nodes » hode Details » Qualty of Service (QnS)
+Links Node ID: 1006 - Quality of Service (QoS)
- System
+Alarms

Control packets: 40

Woice packets: |46

(0-63)

(0-63)

WLAN tagging: [ B02.1Q support

80210 bits value (B02.1P7.

(0-7)

Mote: Changes made on this page will NOT be
transmitted! until the Node is alsa saved
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5.2.4. Synchronize the New Configuration

Continue from Section 5.2.3, return to the Node Details page shown below and click on the
Save button. The Node Saved screen is displayed (not shown). Click on the Transfer Now (not
shown). The Synchronize Configuration Files screen is displayed (not shown). Check the
Signaling Server check box and click on the Start Sync (not shown).When the synchronization
completes, check the Signaling Server check box and click on the Restart Applications (not
shown).

AVAYA CS1000 Element Manager

- UCM Network Services System » [ Metwork » P Telephony Nodes » Node Details
'[‘F":“ Node Details {ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))
+Links
- System
+Alarms ~
- Maintenance Made ID: *(0-0093)
+ Core Eguipment
- Fetipheral Equipment Call server IP address: [172.16.21.61 * TLAN address ype. 3 Pyd only
~IP Metwark
-Dlodes: Servers, Media Cards O 1Pvd and IPv6
7 mz'dnlt:gzm:yld REBEIS Emhedded LAN (ELAN) Telephony LAN (TLAN)
-Zones Gateway IP address: 172.16.21.264 |+ MNode IPv4 address: [172.16.20.60
-Hostand Route Tahbles
SR ES ST G Subnetmask: 256.256. 2560 | Subretmask [266.266.2660 |
- Q05 Thresholds
- Personal Directories
- Unicode Name Directory v
+Interfaces
-Engineered Values * Required Value.
+Emergency Services
+ Goftware
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones
+Tools

Associated Signaling Servers & Cards

Select to add v Erint | Refresh

[] Hostname « Type Deploved Applications ELAM IP TLAM IPwd Role

+ Security 8IP Line, LTP8, Gateway, FD,
[ es1k Signaling_Semer Presence Publisher, P Media 172.16.21.61 172.16.20.61 Leader
Semices

Show:

Hote: Only server(s) that are not part of any cther [P telephony nods and deployed application(s) that match the service(s) selected for this node are
avallabls inthe servers list

< » ~
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5.3. Administer Voice Codec
This section describes how to configure Voice Codecs on the CS1000.

5.3.1. Enable Voice Codec, Node IP Telephony.

Select IP Network - Nodes: Servers, Media Cards from the left pane, and in the IP
Telephony Nodes screen displayed, select the Node ID of the CS1000 system (not shown). The
Node Details screen is displayed. On the Node Details page shown below, click on Voice
Gateway (VGW) and Codecs.

/-\V/-\y/-\ CS51000 Element Manager
- UCM Network Services System » P Metwark » IP Telephony Nodes » Node Details ad
’r_‘":e Node Details {(ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))
+Links
- System
+Alarms A
- Maintenance Subnetmask: (285 265 26850 ¢ Subnetmask: (256255 2850 |+
+ Core Egquipment
- Peripheral Equipment
- IP Metwork
-Modes: Servers, Media Cards " P " o "
~ Mainanance and Reports IP Telephony Node Properties Applications (click to edit configuration)
- Media Gateways o Voice Gateway (VGW) and Codecs e SIPLine
_Zones o Guality of Senvice [GoS] » Terrinal Prowy Server (TPS
~Host and Route Tables o Lan o Gatoway (SIPGw)
— Metwork Address Translation (N, o SWTP » Eersonal Directories (PDY
— QoS Thresholds o Numbeting Zones = Presence Publisher
— Personal Directories o MCDRM Aernative Routing Treatment (MALTY Causes * |P hedia Serices
- Unicade Mame Directory v
+Interfaces
-Engineered Values * Reguired Walue.
+Emergency Services
+Software . - N
- Customers Associated Signaling Servers & Cards
+Routes and Trunks .
+Dialing and Numbering Plans Select to add v Print | Refresh
*?"“I"‘*s [ Hostname Tyne Deploved Applications ELAN P TLAN IPvd Role
+Tools
+Security 5IP Line, LTPS, Gateway, PO,
[ es1k Signaling_Server Presence Publisher, [P Media 172.16.21.61 172.16.20.61 Leader
Semices
Show:
Mote: Only serveris) that are not part of any other IPtelephony node and deployed applicationcs) that match the service(s) selected for this noce are
awailable inthe servers list
< > v
< >
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The Voice Gateway (VGW) and Codec screen is displayed below. TSTT supports G711u and
G.729 Codecs with Voice Activity Detection (VAD) disabled.

The values for the G711 Voice Codec is shown below, ensure that VVoice Activity Detection
(VAD) is unchecked.

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
=Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Eguipment
- Petipheral Equipment
- IP Metwark
-Dlodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahles
- Metwork Address Translation (N
- QoS Threshalds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Walues
+Emergency Services
+Software
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones
+Tools
+Security

Managing: 172.16.21.61 Username: admin

System » [P Metweork » |P Telephony Nodes » hode Details » WGW and Codecs

Node ID: 1006 - Voice Gateway (VGW) and Codecs

General | Yolce Codecs | Fax

.21 Faxtone detection
[[] R factor calculation

Voice Codecs

Codec GT11: Enabled {required)

Voice payload size: |20 + | (miliseconds per frame)

Woice playout fitter buffery delay: |40~ | BO  » | (miliseconds)
Marminal Maximurm

Maxirmum delay may be automatically adjusted based on nominal

seftings.

[] Woice Activity Detection (WAD)|

Codec G722: [] Enabled
Yoice payload size: (miliseconds per frame)

Voice plavout itter buffery delay:
Mominal Maximurm

(millseconds)

Maxirmurm delay may be automatically adjusted based on nominal

seftings.

Note: Changss mads on this page will NOT be

Required Value transmitted until the Node is also saver.

.

The values for the G729 Voice Codec are shown below; ensure that Codec G729 is checked and

Voice Activity Detection (VAD) is unchecked as shown below.

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
=Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Eguipment
- Petipheral Equipment
~IP Metwark
- Dlodes: Servers, Media Cards
-Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahles
- Metwork Address Translation (N
- QoS Threshalds
- Personal Directories
- Unicode Mame Directory
+Interfaces
-Engineered Walues
+Emergency Services
+Software
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones
+Tools
+Security

Managing: 172.16.21.61 Username: admin

System » [P Metweork » |P Telephony Nodes » hode Details » WGW and Codecs

Node ID: 1006 - Voice Gateway (VGW) and Codecs

General | Yoice Codecs | Fax

Codec 3729: [¢] Enabled

Yoice payload size: |20 | (miliseconds per frame)

Woice playout {itter buffery delay: |40 v | B0 + | (miliseconds)

MNominal Maximurm

Maximum delay may be automatically adjusted based on nominal

settings.
Codec G723.1: [] Enabled
Voice payload size: 30 (milissconds per frame)
Voice plavaut {itter buffery delay:
Mominal Maximurm

(milliseconds)

Maxirmurm delay may be automatically adjusted based on nominal

seftings.
Coding rate. (kbpz)

Codec name: T.38 FAX

Note: Changss mads on this page will NOT be

Reguired Value transmitted until the Node is also saver.

~
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For Fax over IP, T.38 was used as default and G.711u pass-through as fallback. T.38 with
payload size 30ms was chosen as default codec for fax. During the testing T.38 fax transport
worked successfully.

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
=Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Eguipment
- Petipheral Equipment
~IP Metwark
-Dlodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahles
- Metwork Address Translation (N
- QoS Threshalds
- Personal Directories
- Unicode Mame Directory
+Interfaces
-Engineered Walues
+Emergency Services
+ Goftware
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones
+Tools
+Security

Managing: 172.16.21.61 Username: admin
System » [P Netweork » P Telephony Nodes » hode Details = WGWW and Codecs

Node ID: 1006 - Voice Gateway (VGW) and Codecs

General | Yoice Codecs | Fax

Codec G723.1: [] Enabled
Voice payload size: 30 (milizzconds per frame)
Woice plavout (itter buffer) delay:
Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

milligeconds)

Coding rate: (kbps)

Fax
Codec narme: T.38 FAX

Maxirmurn rate: | 14400 v | (bps)

Fax TGF method: |2

Fax playout nominal delay: [100 (0 - 300 millzeconds)

FAX no activity tirmeout. |20 (10 - 32000 millizeconds)

Packet size: |30 + | (bps)

Mate: Changes made on this page will NOT be
transmitted until the Node is slso saved.

~

*Reguired Value.

Ensure that Modem/Fax Pass Through and V.21 are checked.

AVAYA

CS51000 Element Manager

- UCM Network Services
-Home
-Links
=Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Eguipment
- Petipheral Equipment
=P Metwark
-Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahles
- Metwork Address Translation (M
- Q05 Thresholds
- Personal Directories

Managing: 172.16.21.61 Username: admin
System s IP Metweork » |P Telephony Modes » Mode Details » WGW and Codecs

Node ID: 1006 - Voice Gateway (VGW) and Codecs

General | Yoice Codecs | Fax

General
Echo cancellation: Use canceller, with tail delay | 128
Dynamic attenuation
Voice activity detection threshald: 17 (-20 - +10 DEM)
Idle noise level: -B5 (-327 - +327 DEM)
Signaling options: DTMF tane detection
[] Low Iatency made

Rermove DTMF delay (squelch DTMF from TOM ta IP)

- Unicaode Mame Directory
+Interfaces ModermiF ax pass-through
fEngmeeredgalues .21 Faxtone detection
+Emergency Services
+Software [] R factor calculation
- Customers

+Routes and Trunks

Voice Codecs

+Dialing and Numbering Plans Codec G711 Enabled required)
+Phones Woice payload size: |20 v | (miliseconds per frams)
+Tools . ’ oy
+ Security Voice nlavout ditter buffers delav: |40 » | (AN s | rmilliseconds)
R Mote: Changes made on this page will NOT e Save Cancel
Remuired Yaluz. transmitted unitil the Node is also saved.
< >

Click on Save and Synchronize as described in Section 5.2.4.

5.3.2. Enable Voice Codec on Media Gateways.

From the left menu of the Element Manager page, select IP Network = Media Gateways menu
item. The Media Gateways page will appear (not shown). Click on the IPMG (not shown) and
the IPMG Property Configuration page is displayed (not shown), click next (not shown), scroll
down to the Codec G711, uncheck VAD for codec G711, check Codec G729A, and uncheck
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VAD for codec G729A as shown below. Scroll down to the bottom of the page and click Save

(not shown).

AVAYA

CS1000 Element Manager

- UCM Network Services Codec nhame G711 “
-Home " "
_Links Voice payload size | 20 ¥ | ¢ moframe)
- Virlual Terminals Voice playout (itter buffer) nominal delay | 40 ~
- System
+Alarms Modifications may causs changes to dependsnt settings
- Maintenance - . .
Voice playout (jitter buffer) maximum del 80w
+ Core Eguipment playout § ) i
- Petipheral Equipment Modifications may cause changes to dependent settings
=P Metwark
- Modes: Servers, Media Cards vap [
- Maintenance and Reports
- Media Gateways =(ETE D Select
- Zones Codec name G729
-Hostand Route Tahles
- Metwork Address Translation (M. Voice payload size | 20 % | [ msiframe)
- Q05 Thresholds
-Petsonal Directories Voice playout (jitter buffer) nominal delay | 40 +
=UIilBeEs (e liEeng) Modifications may cause changes to dependent settings
+Interfaces
-Engineered Values Voice playout (itter buffer) maximum delay | 80 +
+Emergency Services
+ Saftware Modifications may causs changes to depandsnt settings
- Customers vaD []
+Routes and Trunks
+Dialing and Numbering Plans +Codec G723.1 Select []
+Phones
Codec T33FAX
+Tools - Select
+Security +0Q0S
+Media Based CLID
- Call Server LAN
Embedded LAN {ELAN) configuration o
< >

For Fax over IP, T.38 was used as default and G.711u pass-through as fallback. During the
testing T.38 fax transport worked successfully. Under VGW and IP phone codec profile ensure
that Enable V.21 FAX tone detection and Enable modem fax pass through mode are
checked. T.38 with payload size 30ms was chosen.

AVAYA

CS1000 Element Manager

- UCM Network Services -VGW and IP phone codec profile s
- Hpme Enable echo canceller
-Links
=Yirtual Terminals Echo canceller tail delay | 128 | ( milliseconds )
- System
+Alarms Enable dynamic attenuation
- Maintenance
+Care Eguipment Voice activity detection threshold |1 (0-4DBM)
- Petipheral Equipment .
—IP Metworlk Idie noise level |0 (0-1DBM)
-Modes: Servers, Media Cards i
- Maintenance and Reports Rfactor calculation []
- Media Gateways -
TS DTMF tone detection
-Hostand Route Tables ! Enable low latency mode [
- Metwork Address Translation (N
- Qo5 Thresholds Remove DTMF delay (squelch DTMF from TDM to IP)
- Personal Directories
- Unicode Name Directory Enable modemifax pass through mode
+Interfaces
- Engineered Values Enable V.21 FAX tohe detection
+Emergency Services
+ Saftware Fax TCF method |2 v
- Customers FAX maximum rate | 14400 % (g
+Routes and Trunks
+Dialing and Numbering Plans FAX playout nominal delay | 100 (0 - 300 milliseconds )
+Phones
+Tools FAX no activity timeout | 20 (10 - 32000 millizzconds)
+Security "
FAX packet size 30 v
+Codec G711 Select
+Codec G729A Select >
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5.4. Administer Zones and Bandwidth

This section describes the steps to create bandwidth zones to be used by IP sets and SIP Trunks:
zone 1 and 5 are used by IP sets and zone 4 is used by SIP Trunks.

5.4.1. Create a zone for IP phones (zones 1 and 5)

The following figures show how to configure a zone for IP sets for bandwidth management
purposes. The bandwidth strategy can be adjusted to preference. Select IP Network - Zones
from the left pane, click on the Bandwidth Zones as shown below.

AV/-\yA CS1000 Element Manager
- UCM Network Services Managing 172462461 Username: admin
-Home System » P Network » Zones
-Links
-Virtual Terminals Zohes
'5\::’;?9 Zones are used to aroup related information for either bandwidth or dial plan numbering purposes
+
- Maintenance Bandwidth Zones
* g”"e Eu”'lpmem Bandwidth zanes are used for alternate routing of calls betwsen IP stations and alsa for bandwidth management.
- Petipheral 1t -
_IF Network Numbering Zones
-Modes: Servers, Media Cards Numbering zones are used to route calls through a centralized call server

- Maintenance and Reports
- hledia Gateways

-Zones

-Hostand Route Tahles

- Metwork Address Translation (M.
- Q05 Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Goftware
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones
+Tools
+Security
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Click Add (not shown), select the values shown below and click on the Save button.
e INTRA _STGY: Bandwidth configuration for local calls, select Best Quality (BQ).
e INTER_STGY: Bandwidth configuration for the calls over trunk, select Best Quality
(BQ).
e ZBRN: Select MO (MO is used for IP phones).

Note: BQ will use G711 as first choice and G729 as second choice. BB will use G729 as
first choice and G711 as second choice.

The values for Zone 5 are shown below; G711u will be used as first choice and G729 as second
choice.

AV/-\y/-\ £S51000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
—Home System » [P Metwork » Zones » Bandwidth Fones » Zone Basic Property and Bandvidth Maragemert
-Links
- virual Terminals Zone Basic Property and Bandwidth Management
- System
+Alarms
- Maintenance Input Description Input Value
+ Core Eguipment T e T |
- Peripheral Equipment Zone Number (ZONE): |5 = (1-8000)
- IP Metwark .
- Nodes: Servers, Media Cards Intrazone Bandwidth (INTRA_BW): 1000000 (0 - 10000000 )
- Maintenance and Reports . "
~ Media Galeways Intrazone Strategy (INTRA_STGY): | Best Quality (BG) v
- Interzone Bandwidth (INTER_BW): 1000000
- Hostand Route Tables ! iy (0~ 100AR0A0 )
- MNetwork Address Translation (M Interzone Strategy (INTER_STGY): | Best Quality (BQ) v
-G0S Thresholds
— Patzonal Diractories Resource Type (RES_TYPE): | Shared (SHARED) v
- Unicade Name Directory Zone Intent (ZBRN): | MO (MO) 3
+Interfaces
-Engineered Values Description (ZDES):
+Emergency Services
+ Goftware

+Routes and Trunks

+Dialing and Numbering Plans
+Phones

+Tools

+Security
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The values for Zone 1 are shown below; G729 will be used as first choice and G711u as second

choice.
AV/-\yA CS1000 Element Manager
- UCM Network Services Managing: 172,16.21.61 Username: admin
- Home System » IP Metwork » Zones » Bandwidth Zones » Bandwidth Zones 1 » Edit Bandwidth Zone » Zone Basic Property and Bandwidth Management
-Links
- Virual Terminals Zone Basic Property and Bandwidth Management
- System
+Alarms

- Maintenance
+ Core Eguipment
- Petipheral Equipment
=P Metwark
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahles
- MNetwork Address Translation (M
- Q05 Thresholds
- Parzonal Diractories
- Unicade Mame Directory
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones
+Tools
+Security

Input Description Input Value
Zone Number (ZONE): = (1-8000)
Intrazone Bandwidth JNTRA_BwW): 1000000 (0 - 10000000 )

Intrazone Strategy (INTRA_STGY): | Best Bandwidth (6] v

Interzone Bandwidth (INTER_BVV): | 1000000 (0 - 10000000 )
Best Bandwidth (BE) ~
Shared (SHARED) +

MO (MOY

Description (ZDES): |IPPHOMES_G729_FIRST

Interzone Strategy (INTER_STGY):
Resource Type (RES_TYPE):

Zone Intent (ZBRN): v

[ Submit ] [ Refrash ] [ Cancel ]

5.4.2. Create a zone for virtual SIP trunks (zone 4)

Follow Section 5.4.2 to create a zone for the Virtual SIP Trunks. The difference is in the Zone
Intent (ZBRN) field, For ZBRN select VTRK for virtual trunk and Best Quality (BQ) for both,
INTRA_STGY and INTER_STGY as shown below and then click on the Save button. For
TSTT Zone 4 was created for the Virtual SIP Trunks.

AVAYA €S1000 Element Manager

- UCM Network Services Managing: 172.16.21.61  Username: admin
~Home System » IP Metwork » Zones » Bandwidth Zones » Bandwidth Zones 4 » Edit Bandwicth Zone » Zone Basic Property and Bandvwidth Management
-Links
- Wirtual Terminals 2one Basic Property and Bandwidth Management
- System
+Alarms

-Maintenance

+ Core Equipment

- Peripheral Equipment
- IP Metwark

Input Description Input Value

Zone Number (ZOME): = (1-8000)

-Host and Route Tahles

-G08 Thresholds
- Personal Directaries

- Metwork Address Translation (M,

- MNodes: Servers, Media Cards Intrazone Bandwidth (INTRA_BW): | 1000000 (0 - 10000000 )
- Maintenance and Reparts | "

~ Media Gateways Intrazone Strategy {INTRA_STGY): | Best Quality (B0 w

- Zones Interzone Bandwidth {(INTER_BW): | 1000000 (0 - 10000000 )

Interzone Strategy (INTER_STGY):
Resource Type (RES_TYPE):

Best Quality (BQ) A4

Shared (SHARED) v

-Unicode Mame Directory
+Interfaces
- Engineered Yalues
+Emergency Services
+Software
- Customers
+Routes and Trunks
+Dialing and Numbering Plans
+Phones
+Tools
+Security

Zone Intent (ZBRN): |VTRK (WTREK) v

WTREKZOME_G711_FIRST

Description (ZDES):

submit | [ Refresh | [ cancel |
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5.5. Administer SIP Trunk Gateway
This section describes the steps for establishing a SIP IP connection between the SIP Signaling
Gateway (SSG) and Session Manager.

Select Customers in the left pane. The Customers screen is displayed. Click on the link
associated with the appropriate customer, in this case 00. The system can support more than one
customer with different network settings and options.

AVAYA €S1000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
—Home Customers
-Links

- virtual Terminals Customers
+System
- Customers
+ RP"FES and Trunks ) Add... Refresh
+Dialing and Numbering Plans
+Phones Customer Mumber & Total Routes Total Trunks
+Tools

10 3 17

+Security o

The Customer 00 Edit page will appear. Select the Feature Packages option from this page.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin ~
—Home Customers » Customer 00 » Customer Details
-Links
- Virtual Terminals Customer Details
+System
- Customers
+Routes and Trunks Basic Configuration
+ Dialing and Numbering Plans application Module Link
+Phones
+Tools Attendant
+Security Call Detail Recording

Call Party Mame Display

Call Redirection

Centralized Attendant Serice
Controlled Class of Service
Features

Flexible Feature Codes

Intercept Treatments

ISDM and ESM Metworking

Listed Directory Mumhbers

Media Serices Propeties

Mobile Service Directory Mumbers
hulti-Party Operations

Might Service

Recorded Cverflow Announcement
SIF Line Service v

The screen is updated with a list of Feature Packages populated. Select Integrated Services
Digital Network to edit its parameters. The screen is updated with parameters populated below
Integrated Services Digital Network. Check the Integrated Services Digital Network (ISDN)
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check box, and retain the default values for all remaining fields as shown below. Scroll down to

the bottom of the screen, and click on the Save (not shown).

AVAVA CS1000 Element Manager
-UCM Network Services - Integrated Services Digital Network Package: 145 &
'['_Ur:e +Dial Access Prefix on CLID table entry option
-Links - —
_irtual Terminals Integrated Services Digital Metwark:
+System - Virtual private network identifier: |1 - 16383)
- Customers
+Routes and Trunks - Private network identifier: |1 - 16383
+Dialing and Numbering Plans - Mode DI:
+Phones
+Tools Multi-location business group: |0 - B5538)
+Security
Business sub group consult-only: | 65535 (0 - BE53E)
Prefic1:
Prefix 2:
Home number plan area code : (200 - 000
Frefix for central office : (100 - 000
Local steering code:
Calling number type: | CLID feature displays the set's Prime DN
Redirection count for ISDMN calls: |5
CLID information for incomingfoutgoing calls: | Mo manipulation is done  w
Public service telephone networks: []
+Network Attendant Service Package: 159
+Flexible Numbering Plan Package: 160
+ Trunk Failure Monitor Package: 182 3
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5.5.1. Administer the SIP Trunk Gateway to Session Manager

Select IP Network -> Nodes: Servers, Media Cards from the left pane, and in the IP
Telephony Nodes screen displayed, select the Node ID of this CS1000 system. The Node

Details screen is displayed as shown in Section 5.2.1.

On the Node Details screen, select Gateway (SIPGw) (not shown).

Under General tab of the Virtual Trunk Gateway Configuration Details screen, enter the
following values (highlighted in red boxes) for the specified fields, and retain the default values
for the remaining fields as shown below. The parameters (highlighted in red boxes) are filled in
to match values entered under SIP Entity Link in Session Manager (these are shown in Section

6.6).

e Vitrk gateway application: SIP Gateway (SIPGw).
e SIP domain name: tstt.co.tt.
e Local SIP port: 5085.
e Gateway endpoint name: CS1KGateway.
e Application node ID: 1006.
AVAVA CS1000 Element Manager
_ UCM Network Services Managing: 172.16.21.61 Username: admin
e System » F Metwork » P Telsphony Nodes » Nods Details » Virtual Trunk Gateway Configuration
_Links Node ID: 1006 - Virtual Trunk Gateway Configuration Details
=Virtual Terminals
SERED General | 8IP Gateway Seftings | SIP Gateway Services
+Alarms
- Maintenance Virk gateway application: 7] Enable gateway service on this node b
+ Core Eguipment
- Petipheral Equipment
~IP Metwork General irtual Trunk Network Health Monitor
- Dlodes: Servers, Media Cards
- Maintenance and Reparts Pvirk gateway application: | SIP Gateway (SIPGw) [ Manitar IP addresses (listed below)
:g;s:salewava SIP domain name: tstt co it Infarmation will be captured for the P addresses listed
-Hostand Route Tahles below
~ Metwark Addl T lation (M. . . i
7Q§S '?r:reah;:edsss ranslation (h Local SIP port: 5085 r1-65535) | Monitor IP:
-Personal Directories )
- Unicode Name Directory Gateway endpoint name: CE1KGateway «| | Monitor addresses:
+Interfaces
-Engineered Walues Gateway password:
+Emergency Services
Lo [applicatian nods 1D: 1005 |
+Routes and Trunks .
+Dialing and Numbering Plans Enable failsafe MRS: [
+Phones
+Tnulsr &
+Security R Mate: Cheanges made on this page wil NOT ke
NERLEVETE, trensmitted untilthe Hode is also saved.
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Click on the SIP Gateway Settings tab, under Proxy or Redirect Server, enter the following
values (highlighted in red boxes) for the specified fields, and retain the default values for the
remaining fields as shown below.

AV/-\y/-\ CS1000 Element Manager
_UCM Network Senices Managing: 172.16.21.61 Username: admin
_Home System » P Metwork » IP Telephony Modes » Node Details » Viual Trunk Gateveay Configurstion
_Links Node ID: 1006 - Virtual Trunk Gateway Configuration Details
=¥irtual Terminals
=D General | SIP Gateway Settings | SIP Gateway Services
+Alarms
- Maintenance Proxy Or Redirect Server: d
+ Core Equipment .
- Peripheral Equipment Proxy Server Route 1:
~ P Metwork Prirmary TLAMN IP address: [172.16.5.32
- Modes: Servers, Media Cards The IP address can have ether IPv4 or IPYE format besed on the value of "TLAN
- Maintenance and Repors address type"
- Media Gateways
- Zones Port: 5085 (1 - 65535)
-Hostand Route Tahles
- Metwork Address Translation (M. Transport protocol: | UDP w
- Q0% Threshaolds . ) .
- Persanal Directories Options: [] Support registration
- Unicode Name Directory [ Primary COS proy
+Interfaces
- Engineered Yalues
+ Emﬂs\cgenw Services Secondary TLAM [P address: [0.0.0.0
+ Software The IP addres=s can have ether IPv4 or IPYE format based on the value of "TLAR
- Customers sdldress type
+Routes and Trunks
+ Dialing and Numbering Plans Part: (5060 (1 - 65535)
+Phones
+Tools Transport protocaol: | UDP w 3
+Security Mote: Chy de on thi il NOT b
. =4 ANYSS MAdS on TS Page il 1=} Save Cancel
ficticdhtius transmitted urtil the MNode is also saved
< ¥
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On the same page shown above, scroll down to the SIP URI Map section.
Under the Public E.164 Domain Names, for:

National: leave this SIP URI field as blank.

Subscriber: leave this SIP URI field as blank.

Special Number: leave this SIP URI field as blank.

Unknown: leave this SIP URI field as blank.

Under the Private E.164 Domain Names, for:
UDP: leave this SIP URI field as blank.

CDP: leave this SIP URI field as blank.

Special Number: leave this SIP URI field as blank.
Vacant number: leave this SIP URI field as blank.
Unknown: leave this SIP URI field as blank.

Note: These fields are shown with no entries (blank) for the Avaya DevConnect lab
configuration; it is possible that customer installations may have domains names configured
here.

Then click on the Save button.

AVAYA CS1000 Element Manager
~UCM Hetwork Services Managing: 172.16.21.61 Username: admin
_Home System @ IP Metwork » [P Telephony Modes » Mode Details » Vitual Trunk Gateway Configuration
—Links Node ID: 1006 - Virtual Trunk Gateway Configuration Details
= Virtual Terminals
gosten General | SIP Gateway Settings | SIP Gateway Services
+Alarme
-Maintenance L
+Core Equipment SiP UR! Map: _ ) _
- Peripheral Equipment Fublic E.164 domain names Private domain names
- IP Netwoark Matianal UDP
- Modes: Servers, Media Cards
- Maintenance and Repors Subscriber COP
- hiedia Gateways
-Zones Special number. Special number.
-Huost and Route Tables
- Metwork Address Translation (B Unknown Wacant number.
- @05 Thresholds
- Personal Directories Unknown
- Unicode Mame Directory
+Interfaces SIP Gateway Services
-Engineerad Yalues
+Emergency Services SIP Converged Desktop: Enable GO service
+ Sofware
_ Customers Serice DM Uszed for making % TRE call from agert.
+Routes and Trunks Converged telephane call forsward DR:
+ Dialing and Numbering Plans
+Phones RAM route for announce: (route number 0 - 5117
+Tools Wait tirne before RAN gueue: |1 (-1 - 32767 msec) -
+ Security
N Mote: Changes made on this page will NOT be
Rediieciione transmitted unti the Mode is also saved
£ >
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5.5.2. Administer Virtual D-Channel

Select Routes and Trunks > D-Channels from the left pane to display the D-Channels
screen. In the Choose a D-Channel Number field, select an available D-channel from the
drop-down list as shown below. Click on to Add button.

- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
+ Dialing and Numbering Plans
+Phones

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.46.21.64  Username: admin

- Home Routes and Trunks » D-Channels
+Links

+System D-Channels

- Customers

Maintenance

D-Channel Diagnostics (LD 96)
Metwoark and Peripheral Equipment {LD 32, ¥irtual D-Channels)

MSDL Diagnostics (LD 96)
TMDI Diagnostics (LD 96)

+Tools 5 D-Channel Expansion Diagnostics (LD 48)
+Security
Configuration
Chooge a D-Channel Mumber: | 1 ¥ | andtype: |[DCH v
- Channhel: 0 Type: DCH Card Type: DCIP Description: VolP
- Channel: 96 Type: DCH Card Type: DCIP Description: SIPL_DCH
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The D-Channels 0 Property Configuration screen is displayed next as shown below (D-
Channel 0 was added for testing). Enter the following values for the specified fields:
e D channel Card Type (CTYP): D-Channel is over IP (DCIP).

o Designator (DES): A descriptive name.
e Interface type for D-channel (IFC): Meridian Meridianl (SL1).
e Meridian 1 node type: Slave to the controller (USR).
¢ Release ID of the switch at the far end (RLS): 25.
AVAVA CS1000 Element Manager
“CaE RS Henesing R%uni?ﬁg;a::g: » D-Channels 0 Property Configurstion >
—H_ume
:;;'s';sem D-Channels 0 Property Configuration
: ;:i:;n:;fi Trunks
- Routes and Trunks - Basic Configuration
-DChamels

- Digital Trunk Interface

+Dialing and Numbering Plans Action Device And Number (ADAN)

+Phones |D channel Card Type |
+Tools
+Security Designator: |\olP

Recovery to Primary: []

PRIloop number for Backup O-channel

User
Interface tvpe for D-channel: | Meridian Meridian1 (SL1) v
Country: | ETS 300 =102 basic protocal (ETS0 -

D-Channel PRI loop number.

Prirary Rate Interface

Secondary PRIZ loops

Meridian 1 node type: | Slave to the contraller (USR) -

Release D of the swilch atthe farend: | 25+

Central Office switch type: | 100% compatible with Bellcare standard (STD)

Integrated Services Signaling Link Maximum Range: 1 - 4000
Signalling server resource capacity: | 3700 Range: 0 - 3700
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On the same page scroll down and enter the following values for the specified fields:

e Advanced options (ADVOPT): check Network Attendant Service Allowed.

Retain the default values for the remaining fields.

AV/-\yA CS1000 Element Manager
- UCM Network Senvices User 2
-Home
N Interface type for D-channel: | Meridian Meridiant (SL1) v
+Links
+System Country:| ETS 300 =102 basic protocal (ETSN hd
- Customers D-Channel PRI loop number:
- Routes and Trunks
- Rautes and Trunks Frimary Rate Interface
-D-Channgels
- Digital Trunk Interface Secondary PRIZ loops
+ Dialing and Numbering Plans Meridian 1 node type: | Slave to the controller (USR) v
+Phones
+Tools Release D of the swilch atthe farend: | 25+
+Security Central Office switch type: | 100% compatible with Bellcare standard (STDY +
Integrated Services Signaling Link Maximurm
Signalling server resource capacity: | 3700
- Layer 3 call control message count per & second 300
time interval
- Mumber of Status Enquiry Messages sent within 18
128 ms
- Map channel numher to timeslots on a PRIZ loop
- Owetlap Receiving: []
- Qverlap Sending: []
--Owerlap Timer v
- Multilocation Business Graup Allowed: []
- Metwork Attendant Service Allowed |
~
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Click on the Basic Options (BSCOPT) and click on the Edit button for the Remote
Capabilities attribute as shown below.

AVAVA CS51000 Element Manager
- UCM Network Services - *
-Home Primary D-channel for a backup DCH
+Links
+System - PINK customer number. v
- Customers - Progress signal b
_Ifnﬂusﬁtse:":n;r‘lr‘r"ul;is - Calling Line [dentification v
-D-Channhels - Output request Buffers: | 32 s
- Digital Trunk Interface o -
+ Dialing and Numbering Plans - D-channel transmission Rate: | 56 khis when LCMT is AMI (36K) v
+Phones - Channel Megotiation option: | Mo alternative acceptable, exclusive. (1]«
+Tools - -
+
- B channel Semvice messaging.: []
- Layer 3 call control message count per 5 second 300
time interval
- Mumber of Status Enquiry Messages sent within 1w
128 ms
- Map channel number to timeslots on a PRIZ loop
- Owerlap Receiving: []
- Qverlap Sending: []
--Owerlap Timer v
- Multilocation Business Graup Allowed: [[]
- Metwaork Attendant Service Allowed
+
+Feature Packages
v
The Remote Capabilities Configuration page will appear. Then check ND2 and MWI (if
mailboxes are present on the CS1K Call Pilot) checkboxes as shown below.
Click on the Return — Remote Capabilities button (not shown).
Click on the Submit button (not shown).
AV/-\yA CS1000 Element Manager
- LICM Network Senvices Rerouting requests processed using integer value (DV21) [] o]
-Home Rerouting requests processed using ohject identifier (Dv20) []
+Links _ T "
+System Diversion info. sent. rerouting requests processed (DV3l) []
- Customers EurolSDH - div. info sent. rerouting req. processed (DV30) []
- Routes and Trunks Call transfer notification and invocation to EuralSDN (ECTO) []
- Routes and Trunks
—D-Channals Malicious call identification (MCID) []
- Digital Trunk Interface MCDN QSIG conversion (MQC) [
+ Dialing and Numbering Plans B
+ Phones Remote D-channel is on a MSDL card (MSL) []
+Tools Message waiting interworking with DMS-100 (MA1) |
+Security Network access data (NAC) []
Network call trace supported (NCT) []
Network name display method 1 (ND1) []
Network name display method 2 (ND2)
Network name display method 3 (ND3) []
Mame display - integer ID coding (NDI) []
Name display - object ID coding (NDO) []
Path replacement uses integer values (PRI) []
Path replacement uses object identifier (PRO) []
Release Link Trunks over IP (RLT) []
Remote virtual queving (RvQ) []
Trunk anti-tromboning operation (TAT) []
User to user service 1 (UUS1) []
NI-2 name display option. (NDS) [ ]
Message waiting indication using integer values (QMAT) []
Message waiting indication using object identifier (QMWO) ] -
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5.5.3. Administer Virtual Super-Loop

Select System - Core Equipments - Superloops from the left pane to display the
Superloops screen. If the Superloop does not exist, click “Add” button to create a new one. In
this example, Superloop 8 is one of the Super-loops that was added and used.

AVAYA €$1000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
-Home System » Core Equipment » Superloops
+Links
- System Superloops
+Alarms
- Maintenance
- Core Equipment Add Delete Retresh
SHDEy (Deiete ]
- Superloops Superloop Murmber Superloop Type

-MSDUMISP Cards

- Conference/TOSMulirequency | —- L] IPMG

-Tone Senders and Detectors | 208 Yirtual

- Petipheral Equipment 303 12 virtual
+IP Metwork
P e 4O 16 Phantom
- Engineered Values sO 48 Virtual
+Emergency Services 50 52 Virtual
+ Goftware

- Customers

+Routes and Trunks

+Dialing and Numbering Plans
+Phones

+Tools

+Security

5.5.4. Administer Virtual SIP Routes

Select Routes and Trunks - Routes and Trunks from the left pane to display the Routes and
Trunks screen. In this example, Customer 0 is being used. Click on the Add route button as
shown below.

AVAVA CS1000 Element Manager
- UCM Network Services Managing 172.16.21.61  Username: admin

_Home Routes and Trunks » Routes and Trunks

+Links

+ System Routes and Trunks

- Customers

-Routes and Trunks
-Routes and Trunks

_D-Channels + Customer: 0 Total routes: 3 Total trunks: 17 Add route

- Digital Trunk Interface
+Dialing and Numbering Plans
+Phones
+Tools
+Security
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The Customer 0, New Route Configuration screen is displayed next. Scroll down until the
Basic Configuration Section is displayed and enter the following values for the specified fields,
and retain the default values for the remaining fields as shown below.

e Route Number (ROUT): Select an available route number.
e Designator field for trunk (DES): A descriptive text.
e Trunk Type (TKTP): TIE trunk data block (TIE).
¢ Incoming and Outgoing trunk (ICOG): Incoming and Outgoing (I1AO).
e Access Code for the trunk route (ACOD): An available access code.
e Check the field The route is for a virtual trunk route (VTRK), to enable four
additional fields to appear.
e For the Zone for codec selection and bandwidth management (ZONE) field, enter 4
(created in Section 5.4.2).
e For the Node ID of signalling server of this route (NODE) field, enter the node number
1006 (created in Section 5.2.1).
e Select SIP (SIP) from the drop-down list for the Protocol 1D for the route (PCID) field.
e Check the Integrated Services Digital Network option (ISDN) checkbox to enable
additional fields to appear. Enter the following values for the specified fields, and retain
the default values for the remaining fields. Scroll down to the bottom of the screen.
e Mode of operation (MODE): Route uses ISDN Signalling Link (ISLD).
e D channel number (DCH): D-Channel number O (created in Section 5.5.2).
e Interface type for route (IFC): Meridian M1 (SL1).
AVAVA CS51000 Element Manager
:L_%Ealmmmm Customer 0, Route 0 Property Configuration
rm?]m&[s
_Routes and Trunks - Basic Configuration
i?gﬁeﬁjﬁgﬁjmnks Route data block (RDB) (TYPE)
- Digital Trunk Interface Customer number (CUST)
:gi:;ill:egsand HNumbering Plans Route numiser (ROUT)
*TD‘“S_ Designator fleld for trunk (DES) : | SERVICE PROVIDE
— Trunk type (TKTP)
Incaming and outgaing trunk (COG) ;| Incoming and Outgaing (A0)
Access code for the trunk route (ACOD) : |7916
Trunk type M311P (M311P)
The route is for a virtual trunk route VTR
- Zone for codec Ser::a:;lgg;:gﬂliaggﬁgh 00004 @- 3000)
- Mode 1D of signaling server mFN‘SorE?;;e 1008 @- 2999)
- Protocal 10 for the route (PCID) | SIP (SIFY v
- Print correlation 1D in CDR for the route 0
{CRIDY
Integrated services digital netwark option ([SDM)
- Mode of operation (MODE) : | Route uses ISDN Signaling Link {ISLD)Y v
- D channel number (DCH) - |0 (0-254)
- Interface type for route (IFC) - | Meridian M1 {SL1) v &
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e Network calling name allowed (NCNA): Check box.
o Network call redirection (NCRD): Check box.
e Insert ESN access code (INAC): Check box.

AVAYA

CS1000 Element Manager

- UCM Network Services
- Home
- Links
- Virtual Terminals
+ System
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
+ Dialing and Numbering Plans
+Phones
+Tools
+ Security

- Private network identifier (PMI (0 - 32700}
- Metwork calling name allowed (NCHA) -
- Metwaork call redirection (MCRD)
--Trunk route optimization (TRO):
- Recognition of DTI2 ABCD FALT signal for IS_L O
(FALT):
- Channel type (CHTY):| B-channel (BCH) v
- Call type for outgoing direct dialed 'I;IE_IE;:ES?E Unknawn Call type (UKW 3
-Insert ESN access code (INAC): |
- Integrated service access route (ISAR)
- Display of access prefix an CLID (DAPC): []
- Mobile extension routs (MBXR): []
- Mohile extension outgoing type (MBXOT) ;| Mational number (NPA) v

- Mabile extension timer (MBXT) |0 (0 - 8000 milliseconds)

Calling number dialing plan (CNDP) : | Unknown (UKWN) v

+Basic Route Options
+Network Options
+General Options
+Advanced Configurations

[ Submit ][ Refresh ][ Delete ][ Cancel ]

In Basic Route Options, check the North American toll scheme (NATL) and Incoming DID
digit conversion on this route (IDC), input 0 for both Day IDC Tree Number and Night IDC
Tree Number as shown below. The IDC is discussed in Section Error! Reference source not

AVAVA CS51000 Element Manager

':CM Network Senices - Mobile extension outgoing type (MBXOT) | Mational number (NPA) v

-Home

_Links - Mohile extension timer (MBXT) |0 (0 - B000 milliseconds)
=Virtual Terminals

+ System Calling number dialing plan (CHDPY | Unknown (UKW v

- Customers - Basic Route Options

- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
+ Dialing and Numbering Plans
+Phones
+Tools
+Security

Attendant announcement (ATAN)
Billing number reguired (BILN)
Call detail recording (COR)

Mo Attendant Announcement. (NO) w
O
O

|Nunh American toll scheme (MATL)

M|

Contrals ortimers (CMTL)
Conventional (Tie trunk anky) (CNWT)

Incaming DID digit conwersion on this route (DC)

- Day IDC tree number (DCHNO)

- Night IDC tree number (NDNO)

SEO0OOd

(0- 254

0 (0- 254)

- Display external dialed digits (DEXT)
Multifrequency compelled or MFC signaling (MFC)
Pracess naotification networked calls (PHNNG)
+Network Optiens
+General Options
+Advanced Configurations

[ Submit ][ Refresh ][ Delete ][ Cancel ]

O
Mo MFC (MO} v

]
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In Advance Configurations (not shown); check Music-on-hold to enable music on hold on the
route. Input Music route number 1 in the box as shown below. The CS1000 system is pre-
configured with route 1 as a music route.

Click on the Submit button (not shown).

AVAVA CS$1000 Element Manager
Rl ey i
- UCM Network Services e
-Home Home national number (HNTMN)
-Links : I
In-band automatic number identification route
~Virtual Terminals iy - O
+System . .
AT Incoming identifier send (CI18)
- Routes and Trunks Internalfexternal definition (IDEF) - | Use network info (NET)
-Routes and Trunks ) )
-D-Channels Identify originating pary IDOF) : []
- Digital Trunk Interface Insert qHNST) :
+Dialing and Numbering Plans :
+Phones Manual outgoing trunk route (MANO) © []
+Tools Wanual raute (MML) : []
+Security
Music on-hald (MUS) :
- Music route nurnber (MRT) © |1 (- 511y
Outgaing identifier send (OGIS) ©
Oft-hook tirmer delay (OHTD) @ []
Qutpulging route (OPR) : []
Pseudn answer (PARNS) ©
Periodic clearing signal (FECL) : [
Privacy indicator ignored (PI) : [
Audliary application (AUXP) - [
Protocol selection (PSEL) : | DM-DM Protocol Selection (DMODM])
Freference trunk usage threshold (PTUT) - |0 (0- 510
Port type atfar end (PTYP) : | Analog TIE trunks (STT) ~
Route trafiic information in ACD Reports (RACD) : []
Radio paging route (RPAY: [] &

5.5.5. Administer Virtual Trunks

Continue from Section 5.5.4, after clicking on Submit, the Routes and Trunks screen is
displayed and updated with the newly added route. In the example, Route 0 has being added.
Click on Add trunk button next to the newly added route 0 as shown below.

-Routes and Trunks
-Boutes and Trunks
-D-Channels
- Digital Trunk Interface
+Dialing and Numbering Plans
+Phones
+Tools
+Security

AVAVA CS51000 Element Manager
- UCM Network Services Managing: 172.16.21.61 Username: admin
-Home Foutes and Trunks » Routes and Trunks:
-Links
- Virtual Terminals Routes and Trunks
+System
- Customers

- Customer: 0 Total routes: 3 Total trunks: 17
. . Description: SERVICE
+Route: 0 Type: TIE PROVIDER
+Route: 1 Type: IMUS Description: MUSIC
+Route: 96 Type: TIE

Add route

Add trunk
Description: SIPL_ROUTE Add trunk
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The Customer 0, Route 0, Trunk 1 Property Configuration screen is displayed as shown

below.

Enter the following values for the specified fields and retain the default values for the

remaining fields. The Media Security (SRTP) has to be disabled at the trunk level by editing the
Class of Service (CLS) at the bottom basic trunk configuration page. Click on the Edit button as
shown below.

e The Multiple trunk input number (MTINPUT) field may be used to add multiple
trunks in a single operation, or repeat the operation for each trunk. In the sample
configuration, 11 trunks were created.

e Trunk data block (TYPE): IP Trunk (IPTI).

e Terminal Number (TN): Available terminal number (created in Section 5.5.3).

¢ Designator field for trunk (DES): A descriptive text.

e Extended Trunk (XTRK): Virtual trunk (VTRK).

e Member number (RTMB): Current route number and starting member.

e Start arrangement Incoming (STRI): Immediate (IMM).

e Start arrangement Outgoing (STRO): Immediate (IMM ).

e Trunk Group Access Restriction (TGAR): Desired trunk group access restriction level.

e Channel ID for this trunk (CHID): An available starting channel ID.

AVAYA C$S1000 Element Manager
- UCM Network Services Managing 172.16.21.61  Lsername: admin .
_ H,u':: RoLtes and Trunks » Routes and Trunks » Customer 0, Route 0, Trunk 1 Property Gonfiguration
_:_;i.?uanermmam Customer 0, Route 0, Trunk 1 Property Configuration
ﬁ;‘;ﬂm Trunks - Basi¢ Configuration
- Routes and Trunks
-D-Channels Auta increment member number
- Digital Trunk Interface Trunk data block
+Dialing and Numbering Plans
:;:Efmy Designator field for trunk: | WIR_TRK
Extended trunk:
Merber number: |1
Level 2 Signaling v
Card density:
Start arrangement Incoming ;| Immediate (M)
Start arrangement Outgoing: | Immediate (MM)
Trunk group access restriction: |1
Channel ID for this trunk: |1
Class of Genvice
+Advanced Trunk Configurations
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Click on Edit Class of Service (shown on previous screen), For Media Security, select Media
Security Never (MSNV), for Restriction Level, select Unrestricted (UNR). Use default for
remaining values. Scroll down to the bottom of the screen and click Return Class of Service
and then click on the Save button (not shown).

AVAVA CS51000 Element Manager
R —
- UCM Network Services *
_Home - Busy Tone Supervised COT. v
-Links - Calling party: | Calling party Denied (CND) »
=Virtual Terminals
+ System - Central Office Ringback: v
- Customers - Centrex Switchhook Flash: | Centrex Switchhiook Flash Denied (THFD) v
- Routes and Trunks " "
W e T - Dial Pulse: | Dial Pulse (DIFY v
-D-Channels - DTR PAD walue M
- Digital Trunk Interface
+ Dialing and Numbering Plans - Echo Canceling: | Echo Canceling Denied (ECDY
+Phones - Hong Kang DTI w
+Tnuls_ - Loop Break Supervised COT. v
+Security
- Make-break ratio for dial pulse: | 10 pulses per second (P10} v
- Manual Incaming: | Manual Incoming Denied (MID) s
-Media Security. | Media Security Never (MShY) v
-Metwark Hook Flash Over MS11F: v
- Polarity: -
- Priority; | Low Priority (LPR)  »
|- Restriction level | Unrestricted (UNR) v
- Reversed Ear Piece: | Reversed Ear Piece denied (RREF)
- Shartorlong line: v
- Transmission Class of Service: | Non-Transmission Compensated (NTC) w
-Warning Tone: | Warning Tone Allowed QVTA) »
- Reversed Ear Piece: | Reversed Ear Fiece denied (XREF)
- ARF Supervised COT. v
~
AV/-\yA CS1000 Element Manager
- UCM Network Services General Properties 3
-Home
-Links Flexible trunk to trunk cannection option: | Gonnections restricted -
=irtual Terminals "
+System Flexible orbiting prevention timer: | 6 s
- Customers Country code: |1 ©-o%0g)
+Routes and Trunks Code t the salled N
+Dialing and Numbering Plans o for processing The safled number
+Phones MNational access code: |1
+Tools
+ Seturity International access code: |011
Options: Transfer on ringing of supervised external trunks
Connection of supervised external trunks
Metwark optian Coordinated dialing plan routing
Integrated services digital network:
Microsoft converged office dialing plan: | Private dialing plan s
Calling Line Identification
Infarmation far incoming/outgoing calls: | Mo manipulation is done s
Size: | 256 0 - a000)
Country code, 0 - Boo)
Code displayed as part of calling number
Calling Line Identification Entries
~
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Click on Add as shown below.

AVAYA

CS1000 Element Manager

-Home
-Links

+System
- Customers

+Phones
+Tools
+Security

- UCM Network Services Menaging: 172.16.21.61  Usarnams: admin

Customers » Customer 00 » Customer Details » ISDM and ESN Networking » Calling Line Identification Entries

- Virual Terminals Calling Line Identification Entries

Search for CLID

+Routes and Trunks
+Dialing and Numbering Plans Startrange :

End range :

‘End range’ should not exceed the CLID size specified

Calling Line Identification Entries

Refresh

Add entry 0 as shown below.
National Code: Input the three digit area code prefix of the DID number assigned by the

service provider, in this case 868.

Local Code: input the seven digit number of the DID assigned by Service Provider, in

this case it is 5551234,
Calling Party Name Display: Uncheck for Roman characters.

Repeat for each of the DID numbers to be assigned to extensions in the CS1000.

AV/-\yA CS51000 Element Manager
i — - - - " ~
hiom Nstuwork Sendces Edit Calling Line Identification 0
-Links
~Wirtual Terminals General Properties
+System
- Customers i
Mational Code: | 868 -
+Routes and Trunks 0 5895
+Diﬁ|i"u and Numbering Plans Code for national home number
+Phones Local Code: | B5R1234 (112 digits)
a3 Code for home lacal number or listed DN
Securit
’ w Local Steering Code: (17 digitsy
UseDMasDID | MO v
Emergency Services Access
Emergency Local Code: (112 digits)
Code for home local number during Emergency calls
Emergency Options: [ Home national number for emergency services
access calls
Append the originating directory number for
emergency services access calls
Calling Party Name Display
Roman characters: []
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5.5.7. Enable External Trunk to Trunk Transferring
This section shows how to enable External Trunk to Trunk Transferring feature which is a
mandatory configuration to make call transfer and conference work properly over SIP trunk.

e Login into Call Server CLI (please refer to Section 5.1.2 for more detail)

o Allow External Trunk to Trunk Transferring for Customer Data Block by using LD 15.

=ld 15 COBOOO

MER AWAIL (AP 42552101 USED U P: 371282 939078 TOT: 44862461
DISk SPACE MEEDED: 1713 KBYTES

REC: chy

TYPE: net

TYPE MET _DATA,

CLUSTO

;I;ﬁNX yes
EXTT yes

5.6. Administer Dialing Plans
This section describes how to administer dialing plans on the CS1000.

5.6.1. Define ESN Access Codes and Parameters (ESN)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select ESN Access Code and
Parameters (ESN) as shown below.

AVAVA C81000 Element Manager
- UCM Network Services A1 Managing: 172.46.21.61  Username: admin ~
—Home Dialing and Numbering Plans » Electrenic Switched Network (ESN
- Links - -
- Virtual Terminals Electronic Switched Network (ESN)
- System
+Alarms
. gjlrneta?l?;ﬁwm - Customer 00
+C
_ Feripheral Equipment - Network Control & Services
+IP Network - Metwork Gontrol Parameters (NCTI
+Interfaces - ESN Access Codes and Parameters (ESN
- Engineered Values - Digit Manipulation Block (DGT)
+Emergency Services - Home Area Code (HMPA)
+ Software - Flexible CLID Manipulation Block (CMDB}
- Free Calling Area Screening (FCAS)
- Customers
Rout | Trunk - Free Special Number Screening (FSNS)
Tk ol - Route List Block (RLB
a D-qunes an‘ funks - Incoming Trunk Group Exclusion (ITGE
T ohnamnsis - Network Attendant Services (NAS)
- Digital Trunk Interface
- Dialing and Numbering Plans - Coordinated Dialing Plan ECDE)
- Electronic Switched Network - Local Steering Code (LEC
_Flexible Code Restriction - Distant Steering Code (DSC)
- Incoming Digit Translation - Trunk Steering Code (TSC)
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In the ESN Access Codes and Basic Parameters page, define NARS/ BARS Access Code 1 as

shown below. Click Submit (not shown).

AVAVA CS51000 Element Manager
o Hetuark Senaces ESN Access Codes and Basic Parameters 2
- Customers General Properties
- Dialing and Numbering Plans MNARS/BARS Access Code 1: |9
- Electronic Switched Metwark
- Flexible Code Restriction MNARS Access Code 20 |b
- Incoming Digit Translation
+ Phones MARS/BARS Dial Tone after dialing AC1 or ACZ access codes:
+Tools Expensive Route Warning Tone:
+Security
- Expensive Route Delay Time: |B (0-10%
Coordinated Dialing Plan feature for this custormer:
- Maximum number of Steering Codes: |E4000 (1 - 64000 )
- Number of digits in COP DM (DSC + DN or LSC + DMN): |10 (3-10)
Routing Controls: []
Checkfor Trunk Group Access Restrictions: []
Limits
Maximurn number of Digit Manipulation tables: |2000 (0-2000)
Maximum number of Route Lists: |2000 (0-2000)
Maximum number of CLID manipulation tables: | 266 (1-288)
Maxirum number of Supplemental Digit restriction blocks: |1600 (0-1500)
Maximum number of Incoming Trunk Group exclusion tables: | 255 (0-266)
Maximum number of Free Calling area screening tables: | 255 (0-285) @
5.6.2. Associate NPA and SPN call to ESN Access Code 1
Login to the Call Server CLI (please refer to Section 5.1.2 for more detail)
In LD 15, change Customer Net_Data block by disabling NPA and SPN to be associated to
Access Code 2 (AC2). It means Access Code 1 will be used for NPA and SPN calls.
>Id 15
CDB000
MEM AVAIL: (U/P): 35717857 USED U P: 8241949 920063 TOT: 44879869
DISK SPACE NEEDED: 1697 KBYTES
REQ: chg
TYPE: net_data
CUSTO
OPT
AC2 xnpa xspn
FNP
CLID
ISDN
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Verify Customer Net_Data block by using LD 21

>|d 21
PT1000

REQ: prt

TYPE: net

TYPE NET_DATA
CUST 0

TYPE NET_DATA

CUST 00

OPT RTA

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

5.6.3. Digit Manipulation Block Index (DMI)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Digit Manipulation Block
(DGT) as shown below.

AVAVA C$1000 Element Manager
- UCM Network Services | lanaging: 172462181 Username: admin A
—Home Dialing and Numbering Plans » Electronic Switched Network (ESN)
- Links - -
- Virtual Terminals Electronic Switched Network (ESN)
- System
+Alarms

- Maintenance - Customer 00

+ Core Equipment
- Peripheral Equipment
+IP MNetwork
+Interfaces
-Engineered Values
+Emergency Services
+Software

- Customers

- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched hetwork
- Flexible Code Restriction
- Incoming Digit Translation

- Hetwork Control & Services
- MNetwork Control Parameters (NCTL)
- ESM Access Codes and Parameters (ESN)
- Home Area Code (HNPA)
- Flexible CLID Manipulation Block (CMDB
- Free Calling Area Screening (FCAS)
- Free Special Number Screening (FSNS)
- Route List Block (RLB)
- Incoming Trunk Group Exclusion (ITGE)
- Network Attendant Services (MAS)

- Coordinated Dialing Plan (CDP)
- Local Steering Code (LSC)
- Distant Steering Code (DSC
- Trunk Steering Code (TSC
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In the Please choose the Digit Manipulation Block Index drop-down field, select an
available DMI from the list and click to Add as shown below.

In the example shown below Digit manipulation Block Index 1 was previously added.

AV/-\yA CS1000 Element Manager

- UCM Network Services Managing. 172,16.21.61  Username: admin

- Home Dialing and Mumbering Plans » Electronic Switched Metvorl (ESM) » Customer 00 » Network Control & Services » Digit Manipulstion Block List
+Links

+System Digit Manipulation Block List

- Customers

+Routes and Trunks

- Dialing and Numbering Plans Please choose the | Digit Manipulation Block Index 3 || to Add

- Electranic Switched Metiork

- Flexible Code Restriction
~ Incorming Digit Translatian |+ Digit Manipulation Block Index -- 1 |

+Phones | . -
+Tools + Digit Manipulation Block Index - 2
+Security

Enter O for the Number of leading digits to be deleted field and select NPA (NPA) for the
Call Type to be used by the manipulated digits and then click Submit as shown below.

AVAYA C51000 Element Manager

- UCM Network Services Managing: 172.16.21.61 Usernames: admin

_Home Dialing and Numbering Pianz » Electronic Switched Network (ESN) » Customer 00 » Network Control & Services » Digit Manipulation Block List » Digit
. Manipulation Block

+Links

+ System P A "

BT Digit Manipulation Block

+Routes and Trunks
- Dialing and Numbering Plans

- Electronic Switched Metwark Digit Manipulation Index numbers:

- Flexible Code Restriction

- Incoming Digit Translation | MNumber of leading digits to be deleted: |0 (0-197
+Phones nsert
+Tools nse
+ Security IF Special Mumber: []

|Ca|l Type to be used by the manipulated digits | NPA (NPA] v |
[ Submit ] [ Refresh ] [ Delete ] [ Cancel ]
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5.6.4. Route List Block (RLB)

This section shows how to add a RLB associated with the DMI created in Section 5.6.3
Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Route List Block (RLB) as
shown below.

AVAVA C$1000 Element Manager
- UCM Network Services #| Managing: 172.46.21.61 Username: admin A
—Home Dialing and Numbering Plans » Electronic Switched Network (ESN)
- Links - -
- Virtual Terminals Electronic Switched Network (ESN)
- System
+Alarms
-Maintenance

- Customer 00

pComieis - Hetwork Control & Services

- Peripheral Equipment

+IP Metwork - Metwork Control Parameters (NCTL)
+Interfaces - ESM Access Codes and Parameters (ESN)
-Engineered Values - Digit Manipulatien Block (DGT)
+Emergency Services - Home Area Code (HNPA)

+Software - Flexible CLID Manipulation Block (CMDB

- Free Calling Area Screening (FCAS)
- Free Special Number Screening (FSNS)
TRoes e Tk ~ Roulz List Block (RLE)
iDl—Cnanne\s - — Incoming Trunk Group Exclusion (ITGE)
- Network Attendant Services (MAS)
- Coordinated Dialing Plan {CDP)

- Customers

- Digital Trunk Interface
- Dialing and Numbering Plans

- Electronic Switched Metwark - Local Steering Code (LSC)
-Flexible Code Restriction - Distant Steering Code (DSC
- Incoming Digit Trans|ation - Trunk Steering Code (TSC

Select available a value in the Please enter a route list index and click on the “to Add” button
as shown below.

In the example shown below Route List Block Index 1 was previously added.

AV/-\y/-\ £S51000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
_Home Dialing and Numbering Plans » Electronic Switched Netvvork (ESN) » Customer 00  Netwark Control & Services » Route List Blocks
+Links -
+System Route List Blocks
- Customers
+Routes and Trunks
- Dialing and Numbering Plans Please enter a route list index (0-1900)
- Electronic Switched MNetwork
- Flexible Code Restriction
- Incaming Digit Transatian + Raute List Block Index -- 1 |
Phones
ools + Route List Block Index -- 2
+Security
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Enter the following values for the specified fields, and retain the default values for the
remaining fields as shown below. Scroll down to the bottom of the screen, and click on the
Submit button.

¢ Digit Manipulation Index (DMI): 1 (created in Section 5.6.3.

¢ Route number (ROUT): 0 (created in Section 5.5.4).

AVAYA €S1000 Element Manager

- UCM Network Senvices General Properties L
-Home
-Links Entry Mumber for the Route List

=Virtual Terminals
+System Indexes
- Customers
+Routes and Trunks

Tirme of Day Schedule: | 0 w

- Dialing and Numbering Plans

- Electronic Switched Metwork Facility Restriction Level: |0 (0-73)

- Flexible Code Restriction - N

- Incoming Digit Translation Digit Manipulation Index: | 1
RIS 1L D-Channel Down Digit Manipulation Index: |0 (0-1889)
+Tools
+Security Free Calling Area Screening Index |0 »

Free Special Mumber Screening Index: | 0 »
Business MNetwork Extension Route: []

Incoming CLID Table: |0 (0-258)
Options

Local Termination entry: []

Skip Conventional Signaling: []
Display Qriginatar's Information: [
Use Tone Detector: []
Corwversionto LON: []

Expensive Route: []

Strategy on Congestion: | No Reroute (NRR) v
- Q5IG Alternate Routing Causes: | QSIG Alternate Routing Cause 1 v
5.6.5. Inbound Call Digit Translation
This section describes the steps for receiving calls from the PSTN via TSTT network.
Select Dialing and Numbering Plans - Incoming Digit Translation from the left pane to
display the Incoming Digit Translation screen. Click on Edit IDC button as shown below.
AVAYA €S1000 Element Manager
- UCM Network Services Managing: 172.16.21.61 Username: admin
—Home Dialing and Numbering Plans » Incoming Digit Translation
+Links
+ System Incoming Digit Translation
- Customers
+R.0L|Ites and Trunks )
Dy end mberig e - custamer 0
- Flexible Code Restriction
- Incoming Digit Translation
+Phones
+Tools
+ Security
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Click on New DCNO to create the digit translation mechanism. In this example, Digit
Conversion Tree Number (DCNO) 0 was created as shown below.

+Routes and Trunks

- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translatian

+Phones

AV/-\VA CS51000 Element Manager
-UCM Network Services Managing: 172.16.21.61  Username: admin
—Home Dialing =nd Mumbsring Plans » Incoming Digit Transtation » Customer 00
-Links
- Virtual Terminals Customer 00 Incoming Digit Conversion Property
+System
- Customers

- Digit Conversion Tree Number: Edit DCHO

- Digit Corversion Tree Number: Mew DCNO

- Digit Cormversion Tree Number: MNew DCND

]
1
2
+Tools - Digit Conrversion Tree Number: 3
+ Security - Digit Conversion Tree Number: 4
- Digit Cormversion Tree Number: 5
- Digit Conversion Tree Number: 6
- Digit Conversion Tree Number: 7
- Digit Corversion Tree Number: 8
- Digit Conversion Tree Number: 9
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Detail configuration of the DCNO is shown below. The Incoming Digits can be added to map
to the Converted Digits which would be the CS1000 system extension number. This DCNO
has been assigned to route 0 as shown in Section 5.5.4

In the following configuration, the incoming call from PSTN with the prefix 8685551234 will
be translated to the CS1000 extension number 8000.

- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation

+Phones

+Tools

+Security

AVAYA CS1000 Element Manager
- UCHM Network Services Managing: 172.16.21.61  Lisername: admin 4
—Home Disling and Numbeing Plans » Incoming Digit Translation » Customer 00 » Digt Conversion Tree 0 Configuration » Add Incoming Digits
~Links
- Virtual Terminals Add Incoming Digits
+5ystem
—Customers
+Routes and Trunks

Incoming Digits: BE65551234) =

(Converted digits: 8000 * {0 - 09009000)

Farce storage o removal of data: [

caze of conflict betaeen the new and existing Incoming Digits, force storage of ramowal may result in 1038 of partions

In
afthe tree
CPMND language.

Roman characters

CPND Name: | Avaya 1165

firstname, last name

Expected length: v

Display farmat: | First name, Last name w

[0 Katakana characters
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5.6.6. Outbound Call - Special Number Configuration.

There are special numbers which are configured to be used for this testing such as 0 to reach
Service Provider operator, 0+10 digits to reach Service Provider operator assistant, 011 prefix for
international call, 1 for national long distance call, 411, 911, 711 and so on. Calls to special
numbers shown here are for reference only and may not have been tested for various reasons.

Refer to section Items not supported or not tested in Section 2.2.

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Special Number (SPN) as

shown below.

AVAYA CS1000 Element Manager
- UCM Network Services
-Home - Customer 00
-Links - Network Control & Services

- Vitual Terminals - Network Control Parameters (NCTL)
+System - ESN Access Codes and Parameters (ESN)
~Customers - Digit Manipulation Block (DGT)

- Home Area Code (HMPA)
- Flexible CLID Manipulation Block (CMDB)
- Free Calling Area Sereening (FGAS)
- Free Special Mumber Screening (FENS)
- Route List Black (RLE)
~ Incoming Trunk Group Exclusion (TGE)
- Metwork Attendant Services (MAS)
- Coordinated Dialing Plan (CDP}
- Local Steering Code (LSC)
- Distant Steering Code (D5C)
- Trunk Steering Code (TSC)
- Numbering Plan (NET)
- Access Code 1

+Routes and Trunks

- Dialing and Numbering Plans
- Electronic Switched hetwark
- Flexible Code Restriction
- Incoming Digit Trans|ation

+Phones

+Tools

+Security

- Home Location Code (HLOC)

- Location Code (LOC)

- Mumbering Plan Area Code (MPA)

- Exchange (Central Ofiice) Code (NX)X)

- Network Speed Call Access Code (NSCL)
- Access Code 2

- Home Location Code (HLOC)

- Location Code (LOC)

- Numbering Plan Area Code (MPA)

- Exchange (Central Office) Code (W)

- Special Mumber (SPM)

- Metwork Speed Call Access Code (NSCL)

Enter SPN and then click on the “to Add” button.
Special Number: 0

o Flexible length: 0 (flexible, unlimited and accept the character # to ending dial

number).

e CallType: NONE.

e Route list index: 1, created in Section 5.6.4.
Special Number: 011

e Flexible length: 15.

e CallType: NONE.

e Route list index: 1, created in Section 5.6.4.
Special Number: 1

o Flexible length: 0 (flexible, unlimited and accept the character # to ending dial

number).
e CallType: NATL.
e Route list index: 1, created in Section 5.6.4.
Special Number: 411
e Flexible length: 3.
e CallType: None.
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e Route list index: 1, created in Section 5.6.4.
Special Number: 711

e Flexible length: 3.

e CallType: None.

e Route list index: 1, created in Section 5.6.4.
Special Number: 911

e Flexible length: 3.

e CallType: None.

e Route list index: 1, created in Section 5.6.4.

AVAYA CS1000 Element Manager

-UCM Network Senvices - Special Number -- 0 ~
=Ll Fleible length: 0

-Links
_Virtual Terminals Interational dialing plan: NO

+System Type of call that is defined by the special number: NOMNE
~Customers Rowte listindes: 1
+Routes and Trunks "

- 5 I Number -- 011 Edit
- Dialing and Numbering Plans R

- Electronic Switched Metwark Flexihle length: 15
- Flexible Code Restriction Inhibit time-out handler: NO
- Incorning Digit Translation
+Phanes Type of call that is defined by the special number. NOMNE
+Tools Route listindex: 1
+Security - Special Number -- 1
Flexible length: 0
Type of call that is defined by the special numher. NATL
Route listindex: 1
- Special Number - 411
Flexible length: 3
Inhibit time-out handler: NO
Type of call that is defined by the special number: NOMNE
Route list index: 1

- Special Number -- 711

Flexihle length: 3
Inhibit time-out handler: NO
Type of call that is defined by the special number. NOMNE
Route listindex: 1
- Special Number - 911
Flesihle lenath: 3 s

5.6.7. Outbound Call - Numbering Plan Area Code (NPA)

The Numbering Plan Area Code (NPA) was not used for Outbound Calls. The Special
Number 1 defined above in Section 5.6.6 allows the user to dial any Numbering Plan Area Code
(NPA) when dialing 9+1.

5.7. Administer Phone
This section describes the addition of the CS1000 extension used during the testing.

5.7.1. Phone creation

Refer to Section 5.5.3 to create a virtual super-loop - 8 used for IP phone.
Refer to Section 5.4.1 to create a bandwidth zone - 5 for IP phone.

For CS1000 FAX over IP Support recommendation refer to the Avaya Product Support Notice
(PSN) referred to in Section 11 [16], including the “Analog Station provisioning for T.38
section” and “Minimum Vintage Loadware Recommendation” for MGC.

Login Call Server CLI (please refer to Section 5.1.2 for more detail).
Create an IP phone using Unified Communications Management (UCM) or LD 11.
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REGQ: Prt
TYPE: 1110
T

cusT

TEN

DATE

PAGE

DES
MODEL_MAME
EMULATED

DE HO0]

Mo 008 0 00 01 VIRTUAL|

(TPE L1110

(COEN 8D

CTYP =DLC

CUsT O

MUID

MHTN

CFG_Z0ONE 00005

CUR_FONE 00005

MRT

ERL O

ECL O

FDr

TGAR O

LOK MO

NCOS 5

SGRP O

RMPG O

SCI O

S50

<LST

SCPW

SELT MO

CAC_CIS O

CAC_MFC O

(CLS UNR FEA WTA LPR MTD FMA HTA TDD CRPD
MwA LMPMN RMMD SMwD AAD IMD XHD IRD WID OLD WCE DRGL
POD SLED CCSD SwWD LMD CHDA
CFTA SFA MRD DDV CMIA CDCA MSID DAPA BFED RCED
ICDA CDMD LLCK MCTD CLED AUTU
GPUD DPUD DMDA CFXA ARHD CLTD ASCD
CPFA CPTA ABDD CFHA FICD MAID DNAA BUZZ
UDI RCC HETD AHD IPND DDGA MAMA MIMD PRSD MRWD NRCD NROD
DRDD EXRO
USMD USRD ULAD CCEBD RTDD RBDD RBHD PGMD OCED FLXD FTTC DWDY DNO3 MCEN
FDSD NOVD WOLA VOUD CDMR PRED RECD MCDD T87D SBMD
MShY FRA  PRCH MwWTD DVLD CROD ELCD

(CPMD_LANG EMNG

RCO O
EFD
HUNT
EHT
LHE O
FLEY 02
FUID
LPWD
DANT MO
AST
IAPG O
AACS MO
ITHA MO
DGRP
MLWL_LANG O
MLMNG ENG
DNDR O
KEY 00 SCR 5001 1 MARP
CPMD
CPMD_LAMNG ROMAN
MAME Avaya, 1110_uni
HKPLM 14
DISPLAY_FMT FIRST, LAST
ANIE O
0L
02
03
04
05
o]}
07
08
o=}
10
11
12
13
14
15
16 mMwk B0O56
17 TRM
18 Aa0&
19 CPw 12
20 RGA
21 PRE
22 RNP
23
24 PRS
25 CHG
26 CPNM
27
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5.7.2. Enable Privacy for Phone

This section shows how to enable or disable Privacy for a phone by changing its class of service
(CLS); changes can be made by using Unified Communications Management (UCM) or LD
11. By modifying the configuration of the phone created in Section 5.7.1, the display of the
outbound call will be changed appropriately. The privacy for a single call can be done by
configuring per-call blocking and a corresponding dialing sequence, for example *67. The
resulting SIP privacy setting will be the same in either case.

To hide display name, set CLS to namd. The CS1000 will include “Privacy:user” in the SIP
message header before sending to the Service Provider.

FEQ: cho
TYPE: 1110

TII 5001
ECHG we=

ITEM cls nard
ITEMN

To hide display number, set CLS to ddgd. The CS1000 will include “Privacy:id” in SIP message
header before sending to Service Provider.

FEQ: cho
TYPE: 1110

TII 8001
ECHG wves

ITEM cls ddgd
ITEH

To hide display name and number, set CLS to namd, ddgd. The CS1000 will include
“Privacy:id, user” in SIP message header before sending to Service Provider.

REQ: chyg

TYPE: 1110

T 5001

ECHG wes=

ITEM cl= nammd ddgd
ITEMN

To allow display name and number, set CLS to nama, ddga. The CS1000 will send header
“Privacy:none” to Service Provider.

REQ: chg

TYPE: 1110

TII 5001

ECHG we=

ITEM cl= nama ddga
ITEMN
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5.7.3. Enable Call Forward for the Phone

This section shows how to configure the Call Forward feature at the system level and phone

level.

Select Customers from the left pane to display the Customers screen as shown below. Select
Customer 00 as shown below.

AVAYA

C81000 Element Manager

- UCM Hetwork Services

-Home

- Links
- Virtual Terminals

- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
+IP Metwork
+Interfaces
-Engineered Values
+Emergency Senvices
+Zoftware

- Customers

- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface

#| Managing: 172.46.21.61 Username: admin
Custemers

Customers

Add

Customer Number & Total Routes

1@ 3

Refresh

Total Trunks
17

Select Call Redirection as shown below.

+Routes and Trunks

+Dialing and Numbering Plans
+Phones

+Tools

+Security

AVAVA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
_Home Customers » Customer D0 » Customer Detalls
-Links

-irtual Terminals Customer Details
+System
- Customers

Basic Configuration

Application Module Link
Altendant

Call Detail Recording

Call Party Name Display
Centralized Attendant Service
Contralled Class of Serice
Features

Feature Packages

Flexible Featura Codes

Intercept Treatments

ISDM and ESM Metworking

Listed Directory Numbers

Media Services Properties

Mobile Service Directory Mumhbers
Multi-Party Operations

Might Service

Recarded Owerflow Announcement
SIP Line Service

Timers
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The Call Redirection page is displayed as shown below.

Set the following fields:
e Total redirection count limit: 0 (unlimited).
e Call Forward: Originating.
¢ Number of normal ring cycle of CFNA: 4.

Click on Save (not shown)

AVAYA €S1000 Element Manager

5 he i
- UCM Network Services o not disturb hunting: || A

-Home |T-Jta|remremmn countlimit | 0+
+Links

+ System
- Customers [0 cFratreatment for call waiting calls on a DN
+Routes and Trunks

+ Dialing and Numbering Plans
+Phones Iessage center

Options: [ Call forward reminder tone for 500/2500 sets
[J DD callto second degree busy treatment

+Tools Prevention of reciprecal call forward

+ Security
Callforward: (& Originating

O Forwarding

Number of normal ringing cycles for CFNA

Option 0: | 4

<

Option 1: |4+

Option 2|4 »

Number of distinctive ringing cycles for CFNA

Option 0: | 4w
Option 1.4

Option 2. |4 »

Calls routed to message center

To enable Call Forward All Call (CFAC) for the phone over the SIP trunk by using LD 11,
change its CLS to CXFA then program the forward number on the phone set. Following is the
configuration of a phone that has CFAC enabled, the phone forwarded to the PSTN number
919195551212.

REQ: prt
TYPE: 2050pc
TM 8003
CLE UMR FBEAWTA LPR MTD FNA HTA TOD HFA CRPD
M LWMPN RMMD SMWD AAD IMD ¥HD IRD MID OLD WCE DRG1
POD SLKD CCSD SWD LND CNDA
CFTA SFD MRD DDV CNIA COCA MSID DAPA BFED RCBD
ICOD COMD LLCN MCTD GLED AUTU
GPUD DPUD DMNDACEXA]ARHD CLTD ASCD
CPFA CPTA AEDD CFHD FICD NAID DNAA BUZZ
UDI RCC HBTD AHD IPMD DDGA NAMA MIND PRSD NRWD NRCD NROD
DRDD EXRO
USMD USRD ULAD CCED RTDD REDD REHD PGND OCED FLXD FTTC DNDY DMO3 MCEM
FDSD MOWD WOLA VOUD COMR PRED RECD MCDD TS7D SEMD
KEM3 MSNY FRA PKCH MUTA WMWTD DVLD CROD ELCD

[19 CFw 12 919195551212|

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 56 of 102
SPOC 6/1/2013 ©2013 Avaya Inc. All Rights Reserved. TSTTCS1KSMASBCE



To enable Call Forward Busy (CFB) for the phone over the SIP trunk by using LD 11, change
its CLS to FBA, HTA then program the forward number as HUNT. Following is the
configuration of a phone that has CFB enabled; the phone is CFB to the PSTN number
919195551212.

REQ: prt
TYPE: 2080pc
TM 3003
CLS UNR[EBAIYWTA LPR MTD FMAHTAI TOD HFA CRFD
hA, LR RMMD ShWD AAD IMD XHD IRD NID OLD WCE DRG1
POD SLKD CCSD SWD LND CMDA
CFTA SFD MRD DDY CHIA CDCA MSID DAPA BFED RCED
ICDD COMD LLCK MCTD CLBD AUTU
GPUD DPUD DNDA CFXA ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD NAID DNAA BUZZ
UDI RCGC HETD AHD IPMD DDGA MAMA MIND PRSD MRWD NRCD NROD
DRODD EXRO
USMD USRD ULAD CCBD RTDD RBOD RBHD PGND OCED FLXD FTTC DMDY DMO3 MCEN
FDSD MOYD YOLA %0UD COMR PRED RECD MCDD TE7D SEMD
KEM3 MSMY FRA PKCH MUTA MWTD DVLD CROD ELCD
CPND_LANG ENG
RCO 0O
EFD 8004
[ HUNT 919195551212

To enable Call Forward No Answer (CFNA) for the phone over SIP trunk by using LD 11,
change its CLS to FNA, SFA then program the forward number as FDN. Following is the
configuration of a phone that has CFNA enabled; the phone is CFNA to the PSTN number
919195551234,

REC: prt
TYPE: 2050pc
™ 8003

[FDN 919195551234]

CLE UMR FBA WTA LPR MTD|FNA[HTA TOD HFA CRPD
kWA LMPMN RMMD ShWD AAD IMD XHD IRD NID OLD YCE DRG1
POD SLKD CCE0 SWD LMD CMDA,
CFTA MRD DO CNIA COCA MSID DAPA BFED RCED
ICDD COMD LLCM MCTD CLED ALITL
GRUD DPUD DNDA CEXA ARHD CLTD ASCD
CPFA CRTA ABDD CFHD FICD MAID DNAA BUZZ
LIDI RCC HETD AHD IPMD DDGA MARMA MIND PRSD NRWD NRCD NROD
DRDD EXRO
LISMD USRD ULAD CCBD RTDD REDD REHD PGND OCBD FLD FTTC DNDY DMO3 MCEM
FOSD MNOVD YOLA YOUD COMRE PRED RECD MCDD Ta7 D SEMD
KEM3 MSMY FRA PKCH MUTA MWTD DVILD CROD ELCD
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5.7.4. Enable Call Waiting for the Phone
This section shows how to configure Call Waiting feature at the phone level.

To configure Call Waiting feature for the phone by using LD 11, change the CLS to HTD, SWA
and add CWT to a key as shown below.

REQ: prt
TYPE: 2050pc
™ 8003

CLS UNR FEAWTA LPR MTD FNAHTDITOD HFA CRPD
hA, LR RMMD ShaD AAD IMD XHD IRD NID QLD %CE DRG1
POD SLKD CCSD EWA]LND CNDA
CFTA SFA MRD DOV CHIA CDCA MSID DAPA BFED RCED
ICDD COMD LLCK METD CLBD AUTU
GPUD DPUD DMDA CFXA ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD NAID DNAA BUZZ
UDI RCGC HETD AHD IPMD DOGA MAMA MIND PRSD MRWD NRCD NROD
DROD EXRO
USMD USRD ULAD CCED RTDD RBOD REHD PGND QCED FLXD FTTC DNDY DMO3 MCEN
FDSD MOYD YOLA YOUD COMR PRED RECD MGCDD TE7D SEMD
KEM3 MEMY FRA PKCH MUTA MWTD DVLD CROD ELCD

[0z cwT

6. Configure Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

SIP domain.

Logical/physical Location that can be occupied by SIP Entities.

Adaptation module to perform dial plan manipulation.

SIP Entities corresponding to the CS1000, Avaya SBCE and Session Manager itself.
Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities.

Routing Policies, which control call routing between the SIP Entities.

Dial Patterns, which govern to which SIP Entity a call is routed.

Regular Expressions, which also can be used to route calls.

Session Manager, corresponding to Session Manager Server to be managed by Avaya
Aura® System Manager.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.
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6.1. System Manager Login and Navigation

Session Manager Configuration is accomplished by accessing the browser-based GUI of Avaya
Aura® System Manager, using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is
the IP address of Avaya Aura® System Manager. Log in with the appropriate credentials and
click on Login (not shown). The screen shown below is then displayed; click on Routing.

Users

Administrators
Manage Administrative Users

Directory Synchronization
Synchronize users with the enterprise
directory

Groups & Roles
Manage groups, roles and assign roles
to users

UCM Roles
Manage UCM Roles, assign roles to
users

User Management
Manage users, shared user resources
and provision users

Elements

B5800 Branch Gateway
Manage BS200 Branch Gateway 6.2
elements

Communication Manager
Manage Communication Manager 5.2
and higher elements

Conferencing
Manage Conferencing Multimedia
Server ohjects

Inventory
Manage, discover, and navigate to
elements, update element software

Meeting Exchange
Manage Meeting Exchange and Avaya
Aura Conferencing 6.0 elements
Messaging
Manage Avaya Aura Messaging,
Communication Manager Messaging,
and Modular Messaging
Presence
Presence

Routing
Metwork Routing Policy

Session Manager

Session Manager Element Manager
SIP AS 8.1

SIP A5 8.1

»®

Routing Home

Services

Backup and Restore
Backup and restore System Manager
database
Bulk Import and Export
Manage Bulk Import and Export of
Users, User Global Settings, Rales,
Elements and others
Configurations
Manage system wide configurations
Events
Manage alarms,view and harvest logs
Licenses
Wiew and configure licenses
Replication
Track data replication nodes, repair
replication nodes

Scheduler
Schedule, track, cancel, update and
delete jobs
Security
Manage Security Certificates
Templates

Manage Templates for Communication

Manager, Messaging System and

BEBOD Branch Gateway elements
UCM Services

Manage UCM applications and

navigation such as C51000

deployment, patching, ISSS and SNMP

The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items discussed in this section will be located
under the Routing link shown below.

Routing x Routing *  Home
Routing 'l Home /Elements / Routing
Domains Help 7
Locations Introduction to Network Routing Policy

Adaptati
FETES Metwork Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.

ELEnL UES The recommended arder to use the routing applications (that means the averall routing workflow) to configure your netwark configuration is as

Entity Links follows:

Time Ranges Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIP).

Routing Policies
Step 2: Create "Locations"
Dial Patterns

Regular Expressions Step 3: Create "adaptations’

Defaults Step 4 Create "SIP Entities"
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6.2. Specify SIP Domains

Create a SIP domain for which Session Manager will need to be aware in order to route calls.
For the compliance test domain tstt.co.tt was added.

To add a domain Navigate to Routing = Domains in the left-hand navigation pane and click the
New button in the right pane (not shown). In the new right pane that appears (shown below), fill
in the following:

e Name: Enter the domain name.
e Type: Select sip from the pull-down menu.
o Notes: Add a brief description (optional).

Click Commit. The screen below shows the entry for the TSTT domain.

Routing * Routing * Home

Routing "W Home SElaments / Routing / Domalns
oo 3
Locations Domain Management Cancel
Adaptations Waming: S0P Domasin nama changs wil caurs login Fadurs for Communication Addrere handles with thiz domain. Consul relesss rotes or Suppart for rtaps b2 revet kagin
SIP Entities e
Entity Links
Time Ranges
Routing Paolicles 1 Ttem | Rafraat Filtar: Enable
Dial Patterns Lo Type Default Hotes
Regular Expressions * fistt.coq O TEIT Pompn I
Defaults
* Input Reguired Commit || Cancel |
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6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing -> Locations in the left-hand navigation pane and click the New button in the right pane
(not shown).

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name for the location.
e Notes: Add a brief description (optional).

In the Location Pattern, click Add and enter the following values. Use default values for all
remaining fields:

e |IP Address Pattern: An IP address patterns used to identify the location.

e Notes: Add a brief description (optional).

The screen below shows the addition of the HG Lab location, which includes all equipment on
the 172.16.5.x and 172.16.20.x subnets including the CS1000, Avaya SBCE and Session
Manager. Click Commit to save.

Routing ™ Routing ®  Home

Routing W Home [Elaments / Routing / Locations

Domains Halp 7
Location Details Commit Cancel

Adaptations

SIP Entities General

Entity Links " Mame:  HG Lab

Time Ranges Motes:  Simulited Enterprise Cuwstomer {C

Routing Palicies

Dial Patterns Overall Managed Bandwidth

Regular Expressions

Managed Bandwidth Units:  Kiitfzec
Defaults
Total Bandwidib;

mMultimedia Bandvidth:
Audio Calls Can Take Multimedia Bandwidth: [
* Latency before Multimedia Alarm Trigger: 5 Minutes

3
Ackd REMoVE ]

2 Ibors | Rpfrost Fiter: Enablo
O | 1r addrass pasern Wocas
T
Salect: A1, None
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6.4. Add Adaptation Module

Session Manager can be configured with adaptation modules that can modify SIP messages
before or after routing decisions have been made. A generic adaptation module
DigitConversionAdapter supports digit conversion of telephone numbers in specific headers of
SIP messages. Other adaptation modules are built on this generic module, and can modify other
headers to permit interoperability with third party SIP products.

To view or change adaptations, select Routing - Adaptations. Click on the checkbox
corresponding to the name of an adaptation and Edit to edit an existing adaptation, or the New
button to add an adaptation. Click the Commit button after changes are completed. The
following screen shows a portion of the list of adaptations in the sample configuration.

The adaptations named CS1K75 and Outbound to TSTT were created and used during the
compliance test.

Routing x Routing *  Home
Routing [l Home /Elements / Routing / Adaptations

Domains Hel »
Locations Adaptations
Adaptations
SIP Entities
Entity Links 3

7 Items | Refresh Filter: Enable
Time Ranges

Egress URI
Routing Policies 0 ame) Module name Parameters W=
Dial Patterns O asac DigitConversionfidapter gdn‘:?;n;nnmingr Avaya Aura
n DigitConversionAdapter odstd=suramessaging.com osrcd=auramassaging.com

Regular Expressions O a4 Messaging iodstd—sil rnismmi.svay s.com iosrod—sil.miami.avsys.com
Defaults O Acme Qut/In DigitConversionadapter odstd=avayalabz.com iosred=sil.miami.avaya.com

||:| CS1K75 CS10004dapter] iﬁdlinzgtgglfggnmcommg

[ Diversion History  DiversionTypeAdapter MIME=no éiiﬁj?;ﬁ:‘:w calls to

O W DigitConversionadapter odstd=aslab.centixvaip.net osrcd=aslab.centixvoip.net

|D % DigitConversionAdapter MIME=no a?;?:;‘;gsw remave

Select : all, None
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Settings for CS1K75 Adaptation:

In the General section, enter the following values. Use default values for all remaining fields:
e Adaptation Name: Enter a descriptive name for the adaptation.
e Module Name: Enter CS1000Adapter.

Click Commit to save.

The CS1K75 adaptation shown below will later be assigned to the CS1K7.5 SIP entity.

Routing * Routing * Home
Routing Tl Home JElemants / Routing / Adaptations
Domaing Halp ¥
Locations Adaptation Details Commit || Cancel
SIP Entitios General
Entity Links “ adaptation name: CS1KFE
Time Ranges Maodule name: | C510008dapter i
Routing Palicies module parameter:
ial
Bl An Egress ORI Parameters:
Regular Expresslons
Motes: Adaptaton for incoming cals b n:I

Defaults

hgit Conversion for Incoming Calls ta SM

0 Items  Refresh Fier: Enabie
Hatching Patiern Hin Maw Phone Context Delete Digits Inzert Digits Address to modify Adaptation Data Mobes
Digit Conversion for Outgeing Calls from SM
Famove
0 Irems  Refresh Filtar: Enable
Haiching Patiern Fin  Max  Fhone Context Deleie Digits Insert Digits Address to modify Adaptation Data Hotes
* Input Required || Comimit I Cancel
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Settings for Outbound to TSTT Adaptation:

In the General section, enter the following values. Use default values for all remaining fields:
e Adaptation Name: Enter a descriptive name for the adaptation.
¢ Module Name: Enter DigitConversionAdapter.
¢ Module parameter: Enter MIME=no

Click Commit to save.

The Outbound to TSTT adaptation shown below will later be assigned to the HG ASBCE SIP

entity.

Routing ™ Routing ™ Home
Routing Pl Home JElements f Routing / aAdaptations
Domains Help P
Locations Adaptation Details [Ccommit ] [cancat
SIP Entities Gener ral
Entity Links * Adaptation name: Ouibownd ta TSTT
Time Ranges Module name: | DignConversionddapter =
Routlng Felicles Module parameter: MIME=no
Dial Patterns
Egress URI Parameters:
Regular Expressions
Mootes: adaptation to remove MIME type:
Defaulkis
Digit Conversion for Incoming Calls to SM
#cd | [_Remove |
O bams  Fofrost Fitar: Enable
Matching Pattern Min Max Phone Contest Dalote Digits Insert Digits Address to modify Adaptation Data Motes
Digit Conversion for Outgeing Calls from SM
REMOVE
O Items  Refresh Filtar: Enable
HMatching Pattern Min  Max  Phone Contest Delete Digits Insert Digits Address to modify Adaptation Datas Hotes
* Input Required || Commit I Cancal |
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6.5. Add SIP Entities
A SIP Entity must be added for Session Manager and for each SIP telephony system connected

to it which includes the CS1000 and Avaya SBCE. Navigate to Routing = SIP Entities in the
left-hand navigation pane and click on the New button in the right pane (not shown).

In the General section, enter the following values. Use default values for all remaining fields:

e Name: Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for
SIP signaling.

e Type: Enter Session Manager for Session Manager, Other for the CS1000 and Avaya
SBCE.

e Adaptation: This field is only present if Type is not set to Session Manager. If
applicable, select the Adaptation Name defined in Section 6.4.

e Location: Select one of the locations defined in Section 6.3.

e Time Zone: Select the time zone which the entity belongs to.

To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities.

In the Port section, click Add and enter the following values. Use default values for all
remaining fields:

Click Commit to save.

For the compliance test, only two Ports were used:
e 5060 with TCP for connecting to Avaya SBCE.

e 5085 with UDP for connecting to the CS1000.
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The following screen shows the addition of Session Manager. The IP address of Session
Manager Security Module Interface is entered for FQDN or IP Address.

Routing ®  Rowting * Home
Rowting Ul Home fElements / Routing / S1P Entities
Domains Helo T
Locations SIP Entity Detalls Cancal
Adaptations P —
* Name: WG Session Manager
Entity Links
* FQDN or IP Address: 172.16.5.32
Timie Ranges
Rauting Policies Type:
Drial Patterns Notes: HG Session Manager
Regular Expressions
Defaults Location: HG Lab
Outhound Proxy: v
Il’lmr Tone: AmericaMow Yook v
Credential name:
SIP Link Monitoring
SIP Link Monltoring:  Use Sessicn Manager Configuration »
Port
)
9 tems  Refrash Filtar: Enable
[ port - Protocel | Default Domain Nates
IO moeo TCR avayalab.com M|
0O (see0 UoP avayalab .com v
O (=81 TS avayatab cam -
O |sesz TCP % avayalab.com -
0O sr TP avayalab gom L
O [ses0 TCP avayatab eom w
] som TCP W avayalab com -
|o sess UCR avayalab.com ~]
0O (sose TCP & avayalsb.com -
Salect : All, Nong
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A separate SIP entity for the CS1000, other than the one created for Session Manager during
Installation, is required in order to send SIP service provider traffic. The following screen shows
the addition of the CS1000 SIP entity.

For the compliance testing, the fallowing values were used:
e Name: Enter a descriptive name.
e The FQDN or IP Address field is set to the TLAN IP address of the CS1000 Signaling
Gateway (Node IP address), refer to Section 5.2.1.
o For Adaptation select the CS1K75 adaptation defined in Section 6.4.
e For Location select the HG Lab location defined in Section 6.3.

Routing ¥ Home
Routing ’
Domains Halp T
Lecations SIP Entity Details Cancel |
Adaptations Gener ral
" Mame; CS1KT.E
Entity Links
¥ FQDN or 1P Address: 172,16, 20.60
Time Ranges
Routing Palicles Type:
Dial Patterns Hotes: C51000 Rel. 7.5
Regular Expressions
Defaults Rdaptation; CS1K7S 4
Location: HG Lab +
Time Zone:  AmearcaMNew_York -
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A separate SIP entity for Avaya SBCE, other than the one created for Session Manager during
Installation, is required in order to route calls to the service provider. The following screen

shows the addition of Avaya SBCE SIP entity.

For the compliance test the fallowing values were used:
e Name: Enter a descriptive name.

e The FQDN or IP Address field is set to the IP address of its private network interface
(see Figure 1).

e For Adaptation select the Outbound to TSTT adaptation defined in Section 6.4.
[ ]

For Location select the HG Lab location defined Section 6.3.

Routing

Domains

:

Help #

Locations SIP Entity Datails [Commat)|Cancal]
hdaptations Genaral
* Mame: HG ASSCE
ENHYaks * FQDH or TP Address: 172.16.5.71
Time Ranges
Type:

Routing Policies - ncace

Dial Patterns Motes: [HG As8C

BRORCEDE SCRY Adaptation: Outbound to TSTT =

Ceinuls Location: HG Lab =

Time Zone:  AmencaNew_York
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6.6. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links were created; one to the CS1000 and the other to Avaya SBCE. To add an
Entity Link, navigate to Routing = Entity Links in the left-hand navigation pane and click on
the New button in the right pane (not shown). Fill in the following fields in the new row that is
displayed:
Name: Enter a descriptive name.

SIP Entity 1: Select Session Manager entity configured in Section 6.5.

Protocol: Select the transport protocol used for this link. This must match the protocol
defined in Section 6.5.

Port: Port number on which Session Manager will receive SIP requests. This must
match the port defined in Section 6.5.

SIP Entity 2: Select the name of the other system. For the CS1000 and Avaya SBCE,
select the CS1000 or Avaya SBCE SIP entity defined in Section 6.5.

Port: Port number on which Session Manager will receive SIP requests from the far-end.
For the CS1000 this must match the port defined under SIP Gateway Settings tab, under
Proxy or Redirect Server in Section 5.5.1. For Avaya SBCE this must match the port
defined under Server Configuration in Section 7.2.3.

Connection Policy: Select Trusted from the pull-down menu.

Click Commit to save.

The following screens illustrate the Entity Links to the CS1000.

Routing ™ Home
Domains Help 7
Locations Entity Links m E
Adapiations
SIP Entities
1 tem Refreash Filter: Enable
Hame SIP Entity 1 Protocol | Port SIP Entity 2 Port Connaction | popey
Routing Pallcies It- HG SM ts CS1TE * |HG Sestite Marager % LUDP & *[5085 *[cg1KT.5 w| - 5pas Trugtad w I _
Dial Patterns
Regular Exprés<ions
Defaults * Inpul Required
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The following screens illustrate the Entity Links to Avaya SBCE.

routing ™ Home
Routing M Hiome / Flements f Rouling / Entity Links
Domains Halp ¥
Locations Entity Links Commit] [Cancel
Adaptations
SIP Entities
1 Item Refresh Filter: Enable
Connection
Tine Ranges IHI!IH'I SIP Entity 1 Protocol  Port SIP Entity 2 Port B Naotes
* MG SM to MG ASSCE * MG Session Manager W ToR W * | SO MG ASSCE - = 50 Trusted w
Routing Policles - I
U s »
Dial Patterns
Regular Expresslons
Defaults * Input Required Comanit||Cancal

The following screen shows the list of Entity Links. Note that only the highlighted links were
created for the compliance test, and are the ones relevant to these Application Notes.

Routing * Home

Routing i Home / Elements / Routing / Entity Links
Domains Help 7
Locations Entity Links
Adaptations
New
SIP Entities
Entity Links 16 Items Refresh Filter: Enable
Time Ranges D ‘ Name ‘ SIP Entity 1 ‘ Protocol | Port | SIP Entity 2 | Port | Connection Policy ‘ Notes
Routing Policies O aac HG Sescion Manager TCP AAC Trusted
——— 0 HGSMtoCMTrk2 HG Session Manager  TCP HG CM Trunk 2 5070 Trusted _—
1a atterns

O [HG.SM to CS1K75 HG Session Manager UDP CS1K7.5 Trusted|
Cezgulan B EaThe [] HGSM to HG AA-SBC HG Session Manager  TCP HG A4-5BC Trusted ||
Defaults [0 |HE SM to HG ASBCE HG Session Manager TCP 5060 HG ASBCE 5060 Trusted|
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6.7. Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.5. Two routing policies were added for this compliance test: one for the
CS1000 and one for Avaya SBCE. To add a routing policy, navigate to Routing = Routing
Policies in the left-hand navigation pane and click on the New button in the right pane (not
shown). The following screen is displayed. Fill in the following:

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name.
e Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select.
The selected SIP Entity displays on the Routing Policy Details page as shown below. Use default
values for remaining fields. Click Commit to save.

The following screen shows the Routing Policy for the CS1000.

Routing * Home
Routing M Home JElements / Routing / Routing Policies
Damains Help 7
—
Locations Routing Palicy Detalls Commit || Cantel
9 Palicy _Commi |
Adaptationg
SIP Entities General
Entity Links * Mame: To CS1K7S
Time Rangoes Dlsabded: ]
* Rtes: 0
Dial Patterns
Notes: inbound Calls to CSIKTS
Regular Expressions
Defaults .
SIP Entity as Destination
Select
Hame PN or 1P Address Type Hates
| csaxrs 172.26,20.40 Other 51000 kel 7% |

The following screen shows the Routing Policy for Avaya SBCE.

Routing * Home

— ;
Domains Help ¥
Locations Routing Policy Details [CommitlfCancel]
Adaptations
SIP Entities General
Entity Links I Mame: |HG ASBCE I
Time Ranges Disabled: [

* Retries: 0
Dial Patterns IHme-s: Outbound calls via ASBCE |
Regular Exprossions
Defoukts SIP Entity as Destination
(Seleq)
Hame FOOM ar IP Address Type
G ASBCE 172,146,871 Ceher MG ASACE
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6.8. Add Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were configured to route calls from the CS1000 to TSTT and vice versa. Dial Patterns
define which route policy will be selected for a particular call based on the dialed digits,
destination domain and originating location. To add a dial pattern, navigate to Routing = Dial
Patterns in the left navigation pane and click on the New button in the right pane (not shown).
Fill in the following, as shown in the screens below:

In the General section, enter the following values. Use default values for all remaining fields:
e Pattern: Enter a dial string that will be matched against the Request-URI of the call.
e Min: Enter a minimum length used in the match criteria.
e Max: Enter a maximum length used in the match criteria.
e SIP Domain: Enter the destination domain configured in Section 6.2 used in the
matching criteria.
e Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
The example shown below is for dial pattern “1” for the North American Numbering Plan area

prefix, have a destination domain of tstt.co.tt, Originating Location Name of HG Lab, uses
Routing Policy Name of HG ASBCE.

Routing «

Domains

Locations Dial Pattern Details
Adaptations

SIP Entities

Entity Links * Pattern: 1

Time Ranges * Min: 1

Routing Policies " Max: 11

Emergency Call: [

Regular Expressions

Emergency Priority:

Defaults
Emergency Type:

SIP Domain: tstt.cott ~

Notes:

Onigimating Locations and Routing Policies

1 Item Refrest Fiter: Enable

Routing

[]  Originating Location Name 1 Driginating Location — Bouting ' mank JPolicy e el
Select : All, Nor
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The next example shown below is for dial pattern “612” to route inbound calls to DID numbers
provided by TSTT (DID numbers assigned to extensions in the CS1000), have a destination
domain of tstt.co.tt, Originating Location Name of HG Lab, uses Routing Policy Name of To
CS1K75.

Routing ™ Heme
Eramaling Help ¥
Lacations Dilal Pattern Detalls Cancel
Adaptations
SIP Entities I
Entity Links " Pattern: 612
Time Ranges * Mim (3
Routimg Policies * Max: [10
Emergency Call: ]
Regular Expressions
Defaults Emergency Prierity:
Emergency Type:
SIP Domain: | tsttoott s
Nt
Orngimating Locations amd Routing licies
1 Iten  Rirfriésh Filtés: Erihible
[ Driginating Location Name | Deiginating Lecatien Ragting Ramk Hrn;:!::u Bawing Paticy. et
Bates Palicy Hame Disablad Destination Palicy Hotes
[T ww e ey To ST 0 csurs
Salect : &), Hone

The same procedure should be followed to add other required dial patterns.

6.9. Add/View Session Manager

The creation of Session Manager element provides the linkage between System Manager and
Session Manager. This was done as part of the initial Session Manager installation. To add
Session Manager, navigate to Elements = Session Manager => Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). If Session Manager already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:
e SIP Entity Name: Select the SIP Entity created for Session Manager.
e Description: Add a brief description (optional).
e Management Access Point Host Name/IP: Enter the IP address of the Session Manager
management interface.

In the Security Module section, enter the following values:

e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity Name.
Otherwise, enter the IP address of Session Manager signaling interface.

o Network Mask: Enter the network mask corresponding to the IP address of Session
Manager.
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o Default Gateway: Enter the IP address of the default gateway for Session Manager.

Use default values for the remaining fields. Click Save (not shown) to add Session Manager.
The screen below shows Session Manager values used for the compliance test.

Sesslon Manager ™ Routing ™ Home

Session Manager [l Home /Elements / Session Manager / Session Manager Administration

Dashboard Help ¥
Edit Session Manager Comenit

Communication Profile

v _L ‘; 5 IL :i‘ tule | NIC Banding | Morstaring | COR | Persar ger (P " Settings | E

Metwaork Configuration

Device and Location N

Configuration S1P Entity Nome HG Session Manager

Application Descriplion Lab-HG SM

Configuration “Management Access Point Host Name/IP 172 16.5.31

System Status "
*Direct Routing to Endpaints  Enable «
System Tools

Performance

SIP Entity IP Address 172 16550
“Metwork Mask 255 25852550

‘Default Gateveay 172.06.5.254

*Call Control PHB. 46
*Q0S Priorty &
“Speed & Duplex  Auto -

YLAM 1D
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7. Configure the Avaya Session Border Controller for
Enterprise (Avaya SBCE).

This section describes the required configuration of the Avaya SBCE to connect to TSTT SIP
Trunk service.

It is assumed that the Avaya SBCE is provisioned and ready to be used on the IP network; the
configuration shown here is accomplished using the Avaya SBCE web interface.

7.1. Log in Avaya SBCE

Access the web interface by typing “https://x.x.x.x” (where x.x.x.x is the management IP of the
Avaya SBCE)

e - [B]%]
pr—

@ v @] hitpsf172.16,5.70] ~ | il Certificate Ervar || ¥4 | X 2

Esnagt B &1 Links *
n - S »
WA & welcome to Sipera UC-5ec a2 - &l v |75 Page — (0F Tools -

@) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer
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Select UC-Sec Control Center and enter the login ID and password.

0 D ente 10 diow Erne Xplorer provided by Avaya L]

@._ 3y~ |@ https:f{172.16.5.70/ucsec] V|Eg§I Certificate Errar | | +4| | X 2|

_—

Esnaor B & Links
—_— - . »»
W o I@ LIC-Sec Contral Center ] l - B feh - |2b Page = {0k Tools -

A

Sign In

@ S I pseys[’eg Password I:I

LEARM - VERIFY — PROTECT [

Sign In ]

The UC-Sec ™ family of products from Sipera Systems delivers comprehensive YolP
security by adapting the best practices of internet security and by using unigue,
saphisticated technigues such as VolP protocal misuse & anaomaly detection,
behavioral learning hased anomaly detection and woice sparn detection to protect
WolF networks.

Yisitthe Sipera Systems wehsite to learn more.

HOTICE TO USERS: This systerm is for authorized use only. Unauthorized use ofthis N
systern is strictly prohibited. Unauthorized or improper use of this system may result
in civil andfar criminal penalties. Use of this system constitutes consentto security b

Done [8 € Internet Ho100% v

7.2. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters
that affect all the devices under the EMS control.

7.2.1. Server Interworking

Interworking Profile features are configured to facilitate interoperability of implementations
between enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since modifying a default
profile is generally not recommended, for the test configuration the default avaya-ru profile was
duplicated, or “cloned”, and then modified to meet specific requirements.

On the left navigation pane, select Global Profiles = Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone Profile.

Enter the new profile name in the Clone Name field, the name of Avaya was chosen in this
example. Click Finish.
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For the newly created Avaya profile, click Edit (not shown) at the bottom of the General tab

o Verify that for Hold Support, RFC2543 is selected.
o Verify that for T.38 Support is selected.

o Leave other fields with their default values.

e Click Next.

The following screen capture shows the newly added Avaya Profile.

UC-Sec Control Center
@ Alarms Incidents | [Jfy Statistics = =] Logs | &5 Diagnostics
IS Uc-Sec Contral Centar
Daame
o Administration
H Backup/Restore Interworking Profiles Click here to add a description.
ﬁsys{em Management cs2100 " ~ - N -
+ ) Global Parameters General H Timers H URI H Header H Adh d ‘
4 [ Global Profiles B ~
& omain Dos 0CS-Edge-Server
& Fingerprint - Hold Support RFC2543
Qh Server Interworking| cisco-ccm po— I
al Phone Interwarking cups andiing one
& Media Forking 181 Handling Mane
x"gﬁuutmg Sipera-Halo
& Server Configuration OCS-FrontEnd-Server B HEMELE D=t
[& Subscriber Profiles 183 Handling Mane
1'DTopulogy Hiding Avaya Refar Handll N
Signaling Manipulation erer Hanaling °
£2° URI Groups 3wt Handling Mo
0 8IP Cluster .
- 5 Damain Palicies Diversion Header Support Mo o
> [ Device Specific Settings Delayed SOP Handling Mo
> | Traubleshooting | |
> |2 TLS Management .38 Support res
> M Logging URI Scheme siP
Wia Header Format RFC3261
.

7.2.2. Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other
types of domain policies, to determine the route that SIP packets should follow to arrive at their
intended destination.

Two Routing Profiles were created in the test configuration, one for inbound calls, with Session
Manager as the destination, and the second one for outbound calls, which are sent to the Service
Provider SIP trunk.

To create the inbound route, from the Global Profiles menu on the left-hand side:

e Select the Routing tab.

e Select Add Profile.

e Enter Profile Name: Route to SM.
e Click Next.

On the next screen, complete the following:
o Next Hop Server 1: 172.16.5.32 (Session Manager IP address).
e Check Routing Priority Based on Next Hop Server.
e Outgoing Transport: TCP.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 77 of 102
SPOC 6/1/2013 ©2013 Avaya Inc. All Rights Reserved. TSTTCS1KSMASBCE



e Click Finish.

The following screen shows the newly added Route_to_SM Profile.

UC-Sec Control Center

i e e, o g in & Adein, Currerd sarver e ks 1:54:53 PM GMT
@ Mums [ incidents [ Gatisties ) Lous | 1 (egnosties |3 sers
0 UC-Bec Contiol Carner
S welcome

) Adminéstraton | aaa pronse |
iy esempmesion
Bl Systemn Wanagament detnult . .
2 Ginbal Paramaters Routing Profile
4 3 Global Profiles Route_to_S:
@ oomain Dog Roube_to_SP

& Fingergprint
R Servor Inberwarking
3 Prane Interworking
£ Madia Forking
& Server Configuration
&8 Subscriber Profies
i} Topalgy Hikding
Sigratng Manipusion

& URI Groups.

i SIP Clusher

2 Domain Pokties

1 Dievice Specific SeMngs

3 Troubdeshootng

i TLE Manage men

i IM Logging

Similarly, for the outbound route:
e Select Add Profile.
e Enter Profile Name: Route_to_SP
e Click Next.

Next Hop Server 1: 192.168.10.155 (Service Provider IP address)
e Check Routing Priority Based on Next Hop Server.
[ ]

Outgoing Transport: UDP.
e Click Finish.

The following screen capture shows the newly added Route_to_SP Profile.

2 UC-Bee Conlrol Center
Sl alcorme

o Admirisiration

i s

Bl Svsterm Management dafauit . =

= Global Paramatars Routing Prafile |
# | Giobal Profiles Routa_ta_56

& Fingerprint
W Servur Intaraoriing

ﬁ Praone Intenworking
s

Madia Forking

;
i Servar Configuration
& Subscriber Prodles
ln Topology Midng

Bigreabreg Maniputation

2 R Groups

= 5IP Cluster

i Domain Polties

2 Device Spetific Settings

= Tpudeehaoting

= TLE Management

= M Logging

19218810155

I T N

Click here o add a descrighion.
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7.2.3. Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (Session
Manager) and the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration. Click Add Profile and enter the profile name: Session
Manager.
On the Add Server Configuration Profile Tab:
e Select Server Type: Call Server.
e IP Address: 172.16.5.32 (IP Address of Session Manager Security Module).
e Supported Transports: Check TCP.
TCP Port: 5060.
Click Next.
Click Next on the Authentication tab.
Click Next on the Heartbeat tab.
On the Advanced tab, select Avaya from the Interworking Profile drop down menu.
Leave the Signaling Manipulation Script at the default None.
¢ Click Finish.

The following screen capture shows the General tab of the newly added Session Manager
Profile.

UC-Sec Control Center '."‘:l:.' Sipera

Welcome ucaec, you sgred n a3 Admn. Current secer bme i 15647 PM GMIT

Walcoma -
) BackupResiore Profile _ Authenticabion || Heartbeal | Advanced |
i System Lianagemant | Session Manager]
=) Global Farameters Sarvice Provider
=3 Globad Profiles

Bl Oomain Dos

& Fingerprind

W Terver Interworking

€3 Prione inberworking

&% Media Forking m

27 Routing
h
bt Profil

fa Topology Hiding
Zignaling Manipulatisn

.

Served Typeé Call Served

IP Aadresses | FODNS

172.16.532
Supported Tranzpodts CF

=050

TGP Port

& URI Groups
) SIF Chyslar
L Damain Palities
= Drvice Specfic Seftings
= Trowbleshooting
3 TLE Management
= I Logging
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The following screen capture shows the Advanced tab of the added Session Manager Profile.

UC-Sec Control Center
Velcome Ucsec, you sighed I 83 Admn Qurreet er
@ Awms [ Incidents [ Statistics
& UC-Sec Control Certer
S vielcome
o AdMinisabon
) BackupRestore
8 System Managemont
3 Global Parameters
2 Global Profiles
@ oomain Dos
2 Fingerprint
& Server Interworking
€3 Phone Interworking
£ Media Forking

.~

P2 Routin:
& Subscnber Proties
+!a Yopology Hiding
Signaing Maniputation

& URI Groups

2 SIP Clyster

2 Domain Poicies

2 Dinice Specific Settings

2 Troutieshoosng

J TUS Management

2 M Logging

Service Provides

15 11951 PM GMT

Tl Logs ¥ (lagnostics B Users

| General | |

Enable DoS Protection r
Enable Grooming r

I Interworking Profile Ay 'nal
Signaling Manipulabon Scrigt None
TCP Connection Type SuBI0

@ Sipera

& Logowt ki telp

T T W
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To add the profile for the Trunk Server, from the Server Configuration screen, click Add
Profile and enter the profile name: Service Provider.

On the Add Server Configuration Profile Tab:
e Select Server Type: Trunk Server.
e |IP Address: 192.168.10.155 (service provider’s SIP Proxy IP address).
e Supported Transports: Check UDP.
UDP Port: 5060.
Click Next.
Click Next on the Authentication tab.
Click Next on the Heartbeat tab.
On the Advanced tab, select Avaya from the Interworking Profile drop down menu.

Leave other fields with their default values for now, a Signaling Manipulation Script
will be assigned later.

e Click Finish.

The following screen capture shows the General tab of the added Service Provider Profile.

© Sipera

UC-Set Contil Canter iguroion: Servica Proider
o oo ] e e | ]
} AdliminEstration
L B DTN [ | oo | noons | | ances
il Svstem Managamant Sassion Manages
3 Giobal Paramtars - e ]
4 | Global Profiles Enmver Type Trunk Seevar
B vomain Des
& Fingergrint P Addres s | FGDNg 192168100155
W Sarver Intaranrking Suppedied Transpodts uoP
&5 Phans Interworking
& Media Farking LA So80
b Routin
| i
i Sunscriber Proflas
u Topalogy Hiding
Sigriaireg Manipulaion
& URI Groups
o §IF Clystar
i Domiain Polcies
= Divice Specific Seftings
= Troubieshooting
3 TLE Managemsent
J M Logging
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The following screen capture shows the Advanced tab of the added Service Provider Profile.

UC-Sec Control Center
a5 Adein Qurrert gacver time o 1:25:45 PM GMT

7.2.4. Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP
packets, preventing private enterprise network information from being propagated to the un-
trusted public network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP
headers like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains
expected by Session Manager and the SIP trunk service provider, allowing the call to be accepted
in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on
the SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the Enterprise to the public network.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

Click on default profile and select Clone Profile.

Enter the Profile Name: Session_Manager.

In the From chose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the Service Provider under Overwrite Value.

In the To chose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the Service Provider under Overwrite Value.

In the Request-Line chose Overwrite from the pull-down menu under Replace Action,
enter the domain name for the Service Provider under Overwrite Value.

Click Finish.
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The following screen capture shows the newly added Session_Manager Profile.
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To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding
from the Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile
e Enter the Profile Name: Service_Provider.

¢ Inthe From chose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the Service Provider under Overwrite Value.

¢ Inthe To chose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the Service Provider under Overwrite Value.

¢ In the Request-Line chose Overwrite from the pull-down menu under Replace Action,
enter the domain name for the Service Provider under Overwrite Value.
e Click Finish.

The following screen capture shows the newly added Service_Provider Profile.
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7.2.5. Signaling Manipulation

The Avaya SBCE is capable of doing header manipulation by means of Signaling Manipulation
(or SigMa) Scripts. The scripts can be created externally as a regular text file and imported in the
Signaling Manipulation screen, or they can be written directly in the page using the embedded
Sigma Editor. For the test configuration, the Editor was used to create the script needed to handle
the header manipulation described above.

From the Global Profiles menu on the left panel (not shown), select Signaling Manipulation
(not shown). Click on Add Script (not shown) to open the SigMa Editor screen (not shown). On
the Title, enter Remove_Unwanted Headers. Enter the script as shown on the screen below:

Sighla Editor

Options
’7T\t|e |Remove_UnWarrted_Headers

within session "ALL"
{
act on request where $DIRECTICN="OUTEOUND™ and %ENTRY POINT="PO3ST_ROUTING"

{

/¢ Remove unwanted Headers

[= R R AT ST R Y

remove (SHEADERS [("Llert-Info™] [1]):
9 remove (3HEADERS["H-nt-esl6d4-clid™] [1]):
10 remove ($HEADERI["History-info™][1]1);

11

12 // Remove unwanted mimes from the body.

13

14 f/ The SBC will not remowve the SDP MIME, so "x-nt-medn-frag-hex'" = $BODY[1]
15 // After "w-nt-modn-frag-hex™ is removed, "x-nt-esnS-frag-hex™ moves up one...
16 /¢ 5o the same command removes "x-nt-esnS-frag-hex".

17 f/ And so on (e.g.,"x-nt-epid-frag-hex™).

19 remowe (5BODY[1]) »
20 remowve [$BODY[1]) 2
z1 remove (3BODY[1]) ;

23 %
24
25 )

The following screen capture shows the added Remove_Unwanted_Headers Script.
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» 1L IM Logaing H
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el -
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After the Signaling Manipulation Script is created, it should be applied to the Service Provider
Server Profile previously created in Section 7.2.3.

Go to Global Profiles > Server Configuration - Service Provider - Advanced tab - Edit.
Select Remove_Unwanted_Headers from the drop down menu on the Signaling Manipulation
Script field. Click Finish to save and exit.

Edit Server Configuration Profile - Advanced

Enable DoS Protection B
Enahle Grooming [

Interworking Profile | Avaya v

signaling Manipulation Script

| Remove_Unwanted_Headers v |

UDF Connection Type (* SUBID ¢ PORTID ¢ MAPPING

The following screen capture shows the Advanced tab of the previously added Service Provider
Profile with the Signaling Manipulation Script assigned.
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Avaya
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7.3. Domain Policies

Domain Policies allow configuring, managing and applying various sets of rules designed to
control and normalize the behavior of call flows, based upon various criteria of communication
sessions originating from or terminating in the enterprise.
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7.3.1. Create Application Rules

Application Rules defines which types of SIP-based Unified Communications (UC) applications
the UC-Sec security device will protect: voice, video, and/or Instant Messaging (IM). In
addition, Application Rules defines the maximum number of concurrent voice and video sessions
the network will process in order to prevent resource exhaustion.

From the menu on the left-hand side, select Domain Policies - Application Rules

Select default Rule (not shown)

Select Clone Rule button (not shown)

Name: new_default

Set the Maximum Concurrent Sessions and Maximum Sessions Per Enpoint to recommended
values, the value of 1000 was used in the sample configuration.

Click Finish (not shown).
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7.3.2. Media Rules
For the compliance test, the default-low-med Media Rule was used.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:07:21 PM GMT

ﬂ Systemn Management
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[} Security Rules
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S

L Time of Day Rules
= End Paint Palicy Groups
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b |23 TLS Management

> (23 IM Logging

@ Alarms Incidents  [Jfy Statistics | =) Logs | &% Diagnostics | [f Users @] Logout | @ Help
= UC-Sec Control Center Domain Policies > Media Rules: default-low-med
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Add Rule Clone Rule
<% Administration - -

default-low-med|
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default-high-enc Media NAT
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Learn Media IF dynamically
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7.3.3. Signaling Rules

Signaling Rules define the actions to be taken (Allow, Block, Block with Response, etc.) for
each type of SIP-specific signaling request and response message. They also allow the control of
the Quality of Service of the signaling packets.

The Alert-Info, P-Location headers and P-Charging-Vector are sent in SIP messages from the
Session Manager to the Avaya SBCE and to the Service Provider’s network. These headers
should not be exposed external to the enterprise. For simplicity, these headers were simply
removed (blocked) from both requests and responses for both inbound and outbound calls.

A Signaling Rules was created, to be later applied in the direction of the Enterprise or the Service
Provider. To create a rule to block the Alert-Info, P-Location and P-Charging-Vector headers
coming from Session Manager from being propagated to the network, in the Domain Policies
menu, select Signaling Rules:

e Click on default Signaling Rules.

e Click on Clone Rule.

e Enter a name: Remove Headers. Click Finish.

Select the Request Headers tab of the newly created Signaling Rule.

To add the Alert-Info header:
e Select Add in Header Control.

e Header Name: Alert-Info.

e Method Name: INVITE.

e Header Criteria: Forbidden.

e Presence Action: Remove Header.
e Click Finish.

To add the P-Location header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: P-Location.
e Method Name: INVITE.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.
e Click Finish.

To add the P-Charging-Vector header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
o Header Name: P-Charging-Vector.
e Method Name: INVITE.
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Header Criteria: Forbidden.
Presence Action: Remove Header.
Click Finish.

[ ]
The following screen capture shows the Request Headers tab of the Remove Headers

Signaling Rule.
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Select the Response Headers tab.
To add the Alert-Info header:
e Select Add in Header Control.
e Header Name: Alert-Info.
e Response Code: 200.
e Method Name: INVITE.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.
e Click Finish.
To add the P-Location header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: P-Location.
e Response Code: 200.
e Method Name: INVITE.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.
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e Click Finish.

To add the P-Charging-Vector header:
e Select Add in Header Control.
e Check the Proprietary Request Header box.
e Header Name: P-Charging-Vector.
e Response Code: 200.
e Method Name: INVITE.
e Header Criteria: Forbidden.
e Presence Action: Remove Header.

e Click Finish.

The following screen capture shows the Response Headers tab of the Service Provider

Signaling Rule.
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7.3.4. End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security,
etc) to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select
End Point Policy Groups. Select Add Group.
e Group Name: Enterprise.
e Application Rule: new_default.
e Border Rule: default.
e Media Rule: default-low-med.
e Security Rule: default-low.
e Signaling Rule: Remove Headers.
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e Time of Day: default.
e Click Finish.

The following screen capture shows the newly added Enterprise End Point Policy Group.
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Similarly, to create an End Point Policy Group for the Service Provider SIP Trunk, select Add
Group.

e Group Name: Service Provider.
e Application Rule: new_default.

e Border Rule: default.

e Media Rule: default-low-med.

e Security Rule: default-low.

e Signaling Rule: default.

e Time of Day: default.

¢ Click Finish.

The following screen capture shows the newly added Service Provider End Point Policy Group.
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7.4. Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters,
which determine how a particular device will function when deployed in the network. Specific
server parameters, like network and interface settings, as well as call flows, etc. are defined here.
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7.4.1. Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Menu on the left hand side, select Network
Management. Select the Network Configuration tab.
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In the event that changes need to be made to the network configuration information, they could
be entered here.

On the Interface Configuration tab, click the Toggle State control for interfaces Al and B1 to
change the status to Enabled. It should be noted that the default state for all interfaces is
disabled, so it is important to perform this step, or the Avaya SBCE will not be able to
communicate on any of its interfaces.
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7.4.2. Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private interface of the Avaya SBCE ports range 49152 to
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65534 was used. On the Public interface port range 49152 to 65534 was used, matching the port
range specified by the Service Provider.

From the Device Specific Settings menu on the left-hand side, select Media Interface

Select Add Media Interface.

Name: Private.

Select IP Address: 172.16.5.71 (Inside IP Address of the Avaya SBCE, toward Session
Manager).

Port Range: 49152-65534.

Click Finish.

Select Add Media Interface.

Name: Public.

Select IP Address: 172.16.5.190 (Outside IP Address of the Avaya SBCE, toward
Service Provider.)

Port Range: 49152-65534.

Click Finish.

The following screen capture shows the added Media Interfaces.
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7.4.3. Signaling Interface

To create the Signaling Interface toward Session Manager, from the Device Specific menu on
the left hand side, select Signaling Interface

Select Add Signaling Interface:

Name: Private.

Select IP Address: 172.16.5.71 (Inside IP Address of the Avaya SBCE, toward Session
Manager).

TCP Port: 5060.

UDP Port: 5060.

Click Finish.

Select Add Signaling Interface:
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e Name: Public
e Select IP Address: 172.16.5.190 (Outside IP Address of the Avaya SBCE, toward the
Service Provider).

e TCP Port: 5060.
e UDP Port: 5060.
e Click Finish.

The following screen capture shows the newly added Signaling Interfaces.
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7.4.4. End Point Flows

The End-Point Flows defines certain parameters that pertain to the signaling and media portions
of a call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows, tab Server Flows. Click Add Flow.
Name: SIP_Trunk_Flow.
e Server Configuration: Service Provider.

e URI Group: *

e Transport: *

¢ Remote Subnet: *

e Received Interface: Private.

¢ Signaling Interface: Public.

e Media Interface: Public.

e End Point Policy Group: Service Provider.

¢ Routing Profile: Route_to_SM (Note that this is the reverse route of the flow).
e Topology Hiding Profile: Service_Provider.
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o File Transfer Profile: None.
e Click Finish.

To create the call flow toward the Session Manager, click Add Flow.
e Name: Session_Manager_Flow.
e Server Configuration: Session Manager.

e URI Group: *

e Transport: *

e Remote Subnet: *

e Received Interface: Public

¢ Signaling Interface: Private.

¢ Media Interface: Private.

e End Point Policy Group: Enterprise.

¢ Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).

e Topology Hiding Profile: Session_Manager.
e File Transfer Profile: None.
e Click Finish.

The following screen capture shows the added End Point Flows.
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8. TSTT SIP Trunk Service Configuration

To use TSTT SIP Trunk service, a customer must request the service from TSTT using their
sales processes. The process can be started by contacting TSTT via the corporate web site at

http://tstt.co.tt/ or by calling Toll Free: 1-868-824-8788 and requesting information.

During the signup process, TSTT will require that the customer provide the public IP address
used to reach Avaya SBCE at the edge of the enterprise. TSTT will provide the IP address of the
SIP proxy/SBC, IP addresses of media resources and Direct Inward Dialed (DID) numbers
assigned to the enterprise. This information is used to complete the CS1000, Session Manager,
and Avaya SBCE configuration discussed in the previous sections.

The configuration between TSTT and the enterprise is a static configuration. There is no
registration of the SIP trunks or enterprise users to TSTT’s network.

9. Verification Steps
The following steps may be used to verify the configuration.

9.1. General

Place an inbound/outbound call to/from to a PSTN phone to/from an internal CS1000 phone,
answer the call, and verify that two-way speech path exists. Check call display name and number
to ensure the correct information was sent/received. Perform hold/retrieve on calls. Verify the
call remains stable for several minutes and disconnect properly.
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9.2. Verify Call Establishment on the CS1000E Call Server

Active Call Trace (LD 80).

Following is an example of one of the commands available on the CS1000 to trace the extension
(DN) when the call is in progress and or idle. The call scenario involved the CS1000 extension

8004 calling a local PSTN phone number in Trinidad (1230023).

e Login to the Call Server CLI (please refer to Section 5.1.2 for more detail)
e Login to the Overlay command prompt, issue the command LD 80 and then trac 0 8004.
e After call is released, issue command trac 0 8004 again to see if the DN is released back

to idle state.

Below is the actual output of the Call Server Command Line mode when the 8004 is in an active

call:
- .
5 - [BIx]
Y
.Lrac 0 5004
LCTIVE WTN 008 0 00 05
ORIG WIN 005 0 00 05 KEY 0 SCR MARP CUST 0 DM 3004 TYPE 2Z050PC
SIGNALLING ENCRYPTION: INSEC
FAR-END SIF SIGMALLING IF: 172.16.21.61
FAR-END MEDIAL EMDPOINT IP: 172.16.5.250 PORT: 5200
FAR-END VendorID: Not avallable
TERM WIN 045 0 00 10  ¥TREE IPTI EMER 0O 11 OUTGOING VOIP GW CALL
FAR-END SIF SIGMALLING IF: 172Z.16.5.71
FAR-END MEDIAL EMDPOINT IP: 172.16.5.71 PORT: 49724
FAR-END WendorID: Nortel SESM 12.0.6.6
MEDTL PROFILE: CODEC G.711 MU-LAW PAYLOAD 20 ms WAD OFF
RFC2833: REPT 101  TXPT 101  DIAL DN o @EEO0Z3
MAIN PM ESTD
TALESLOT ©ORIG 18  TERM 23 JUNCTOR ©ORIGD  TERMOD
EES DATA:
HCNE
QUET  MONE
CALL ID 0O 428
———— ISDN ISL CALL (TERM) ———-
CALL REF # = 395
BELRER CLP = WOICE
HLC =
CALL STATE = 10 LCTIVE
CALLING NO = 5964 NUM PLAN:E164 TCH: 3UBSCRIBER ESN:NXX
CALLED Mo = [M00z3 NUM PLAN:E164 TCH: 3UBSCRIBER ESN:NXX
LUDO00
w
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Following screen shows an example after the call on 8004 is has been released.

&' admin@zcsik:~ _
trac 0O 23004 ﬁ

IDLE VTN 005 0O 00 05 MARP

i

1<

Following screen shows an example after the call has been released, shows that there are no
trunks busy.

[_E' adminzcs1k: -

=1ld 32

WERROOO

.3tat 45 0

012 UNIT(3) IDLE
000 UNIT(3) BUSY
000 UNIT(2) D3EL
000 UNIT(3) MESY

]

By

1<

9.3. Protocol Traces

Wireshark was used to verify the following information for each call:

e RequestURI: verify the request number and SIP domain.
From: verify the display name and display number.
To: verify the display name and display number.
Diversion: verity the name and number and reason code.
P-Asserted-Identity: verify the display name and display number.
Privacy: verify the “user, id” masking.
Connection Information: verify IP addresses.
Time Description: verify session timeout of far end endpoint.
Media Description: verify audio port, codec, DTMF event description.
Media Attribute: verify specific audio port, codec, ptime, send/ receive ability.
DTMF event and fax attributes.
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Following screen shows an example of a typical capture for a call made from an 12050 Softphone
(8681239964) to a local PSTN number in Trinidad (1230023).

Note that IP addresses and telephone numbers have been masked for security reasons.

a BEE
File Edit Wiew Go Capture Analyze 3tatistics  Telephony Tools Internals  Help
SUadee EEXEE Ae»TLIEE QAR @#ER % B
Filter: | sip ~ | Expression... Clear
Ma. Time Source Destination Pratocal  'Length | Info
157 9.470973 . 190 155 SIP/SDF 1188 Request: INVITE sip:HEMO0Z3@tstt. co.ttiuser=phone, with session description
200 9. 588171 155 L1590 SIP 388 status: 100 Trying
202 10.045799 155 L1590 SIP 691 status: 180 rRinging
226 14.199187 155 L1550 SIP/SDF 998 Status: 200 oK, with session description
227 14.213137 L 150 155 SIP 778 Request: ACK sip:anorymous . 15°5:5060; transport=udp
337 18.419338 L 190 L155 SIP 752 Reguest: BYE sip:anonymous RN 155:5060; transport=udp
410 18. 538561 155 150 SIP 463 status: 200 OK
>
# Frame 197: 1188 bytes on wire (9304 hits), 1188 hytes captured (9504 bits)
® Ethernet II, src: Intelcor_ch:73:91 (00:1b:21:ch:79:010, Dst: adtran_30:cd:78 (00:a0:cB:30:cd:78)
# Internet Protocol version 4, src: (. >0 (O .1500. o=t: .- (.1 )
# User Datagram Protocol, Src Port: sip (5060), Dst Port: sip (5060)
= session Initiation protocol
® Request-Line: INVITE sip:EEEO0Z3@CstT. co.tt;user=phone SIP/2.0
= message Header
# From: "I2050 Lab" <sip:EEMS%64€tstt, co.tt;user=phone>;tag=ac4390-3c1410ac-13cd-55013-95385-5536C2h2-95385
# To: <sip:El00236tstt. co.tt;user=phonex>
# Cseq: 1 INVITE
Call-1D0: 32hb0al0-3c1410ac-13dd-55013-95385-1F8a0bd4-25385
# contact: <sip:EEEecsc . 190 5060; transport=udp; user=phaonas
record-route: <sip: . 150:5060; ipcs-Tine=376; Tritransport=udp>
Allow: INVITE,ACK,BYE,REGISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
supported: 100rel, x-nortel-sipve, replaces
User-agent: Nortel cS1000 SIP GwW release_7.0 version_ssLinux-7.50.17 AvavA-SM-5.1.5.0.615006
Max-Forwards: 65
® via: s1P/2.0/u0F . 150:5060; hranch=2%hG4bk-51632-000065481732-1--51632-
Privacy: none
# P-asserted-Identity: "I2050 Lab" <sip:MEMS964E@TsTT. co. Tt user=phones
content-Type: application/sdp
content-Length: 267
® Message Bocy
o Message Header in SIP message (sip.msg_hdr), Packets: 417 Displayed: 7 Marked: 0 Dropped: 0 Profile: Default
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Following is the SIP messaging flow of the call listed above seen from Telephony = VolP
Calls of Wireshark.

 D-Link PCI Fast Ethernet Adapter

(Microsoft's Packet Sche... Q@E|

Tirne

9,471

Rt

10.050
14,199
14.213
15,419
158.539

Bl

B

IMVITE SDF (071110 g7 114 g72% telephor
(e 30e0]

100 Tewing !

300 ;[SIZG-IZII

Ly 130 Ringing I

(500 | 130E0]

200 Ok SDE.;g?l 1l g729 teleghune-eva
(50801 | el

ACE

L !
(5080 | TLE0E|

! BYE -
(5050l ! i
Ly 200 Ok |
el i 150E0]
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
| ¥

Cornrnent

SIP Frorn: "I2050 Lab" =sipi6 129964ttt o thusar=phone Tt
SIP Status

SIP Status

SIP Status

SIP Fequest

SIP Request

SIP Status

Close

10. Conclusion

These Application Notes describe the procedures necessary to configure SIP Trunk connectivity
between Avaya Communication Server 1000 Release 7.5, Avaya Aura® Session Manager
Release 6.1, Avaya Session Border Controller for Enterprise Release 4.0.5Q09 and TSTT SIP
Trunk service as shown in Figure 1.

TSTT SIP Trunk service passed compliance testing with the exceptions noted in Section 2.2.
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