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Abstract

These Application Notes describe the steps for configuring AlR2ffice with the AT&T IP
Flexible Reaclservice. AT&T IP Flexible Reach service supgdrothAVPN andMIS/PNT
transport connections.

The AT&T IP Flexible Reach services one of several SlFbased Voice over IP (VolR
services offered to enterprises for a variety of voisemmunications need3.he AT&T IP
Flexible Reach service allows enterprises in the U.S.A. to place outbound local an
distance calls, receive inbound Direct Inward Dialing (DID) calls from the PSTN, and
calls between an enterpriseds sites.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in
Application Notes has been obtained through compliance testing and additional te
discussions. Testing was conducted via the DevConnect Program.
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1. Introduction

These Application Notes describe the steps for configuring Alay@ffice Preferrededition (1P
Office) with the AT&T IP Flexible ReachAT&T IP Flexible Reach service suppstioth AVPN?
andMIS/PNT? transport connections.

The AT&T IP Flexible Reaclserviceis oneof several SiFbased Voice over IP (VolP) services
offered to enterprises for anety of voice communications needs. The AT&T IP Flexible Reach
serviceallows enterprises in the U.S.A. to place outbound local and long distance calls, receive
inbound Direct Inward Dialing (DID) calls from the PSTN, and place calls between an enterprise
sites.

2. General Test Approach and Test Results

The test environment consisted of:

1 A simulated enterprise with? Office, Avaya phoneandfax machines (Ventafax application).

1 A laboratory version of the AT&T IFlex Reaclservice, to which the simulated enterprise was
connected vidAVPN or MIS/PNT transport.

The main test objectives were to verify the following features and functionality:

1 Inboundand Outbound calls betwe&T &T IP Flex ReaclserviceandIP Office endpoints

1 Call and tweway talk path establishment between PSAmdIP Office phones via the AT&T
Flex Reaclservice.

1 Basic supplementary telephony features such as hold, resumértrand conference.

1 G.729 and G.711 codecs.

1 T.38and G.711 faxallsfrom AT&T IP Flex Reactservice/PSTN to Avaya IP Offiac83 and
SG3 fax endpoints.

1 DTMF tone transmission using RFC 2833 betwHe@fficeandthe AT&T IP Flex Reach
service/PSTN automaleaccess systems.

1 Inbound AT&T IPFlex Reactservice calls toP Officethat are directly routed to stations, and
unanswered, can be covered/micemail Pro

1 Long duration calls.

! AVPN uses compressed RTP (cRTP).
2 MIS/PNT does not support cRTP.
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2.1. Interoperability Compliance Testing

The interoperability compliance tesg focused on verifying inbound and outbound call flows (see
Section3.2 for examples) betwedP Officeand the AT&T IP FlexibldReachservice.

This compliance testing was based on a test plan provided by AT&T, for the functionality required
for certification as a solution supported on the AT&T network. Calls were made to and from the
PSTN across the AT&T network (s&ection3.2 for sample call flows). The following features

were tested as part of this effort:

SIP trunking

T.38and G.711 Fax

Passing oDTMF events and their recognition by navigating automated menus
PBX features such as hold, resume, conference and transfer

Call redirection with Diversion Header

> I>» I > I>»

2.2. Known Limitations

1.

2.

G.711 faxing is not supported betwd®nOfficeand the AT&T IP Flexible Reach service. T.38
faxing is supportefbr bothGroup 3 and Super Group 3 fax

Emergency 911/E911 Services Limitations and RestrictionsAlthough AT&T provides
911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and
software (e.g., IP PBX) reviewed in this customer configuration guide will properly operate
with AT&T IP Flexible Reach to complete 911/E911 calls; tifenes it is Customer's
responsibility to ensure proper operation with its equipment/software vendor.

While AT&T IP Flexible Reach services support E911 calling capabilities under certain
Calling Plans, there are circumstances when thaE®11/ servce may not be available, as
stated in the Service Guide for AT&T IP Flexible Reach found at
http://new.serviceguide.att.corfBuch circumstances include, but are not limited to, relocation
of the end user's CPHEse of a nomative or virtual telephone number, failure in the broadband
connection, loss of electrical power, and delays that may occur in updating the Customer's
location in the automatic location information database. Please review the AT&T IPI&lexib
Reach Service Guide in detail to understand the limitations and restrictions.

Shuffling is not supported for SIP trunks in AvayaORice 7.0

IP Office ONLY supports a packet size of 20 msé&as bandwidth optimizatioon AVPN,
desiredpacket sizés 30 msecs.

G.722 codec is not supported by Avaya IP Office 7.0.

Avaya IP Office Softphone should be configured in high bandwidth paiberwise after
resuming the call back from hold faninbound call, audio is lost from Avaya IP Office to
PSTN
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2.3. Suppo rt

AT&T customers may obtain support for the AT&T IP Flexible Reach service by calling (877)
288-8362.

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.comin the United States, (866) GAVAYA (866-462-8292) provides access

to overall sales and service support menus. Customers may also use specific numbers (provided on
http://support.avaya.conto directly access specifsupport and consultation services based upon

their Avaya support agreements.
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3. Reference Configuration

The reference configuration used in these Application Notes is shalva frgure belowand

consists of several components:

1 [P Office provides the vaie communications services @particular enterprise site. the
reference configuratioP Office runs on aP 500V2. This solution is extensible to other
AvayalP Office hardware tao

T Avaya fidesko phon eAsayaal61l6lA462%apdo630dre Trelepbaheswmning h
H.323 softwareAvaya Digital Phonesl416,T7100 and 7316E)jvaya 6211 Analog
Telephone, Avaya SIP Phones (1140E and 1230) and PC based IP Office Softphone

1 Voicemail Proprovides the voice messaging capabilities in the reéeremnfigurationand its
provisioning is beyond the scope of this document

1 Outbound callareoriginated from a phone or fax provisionedl®Office. Signalingis sent
betweerlP Officeandthe AT&T Border ElementP Address

1 Enterprise sitemayhave aditional or alternate routes to PSTN using analog or digital TDM
trunks. However these trunks were osedin this reference configuration.

ATET
AVPN or MISIPNT
Transport Network

ATST IP Flex Reach Service
or IP Flex Reach Service wi
Business in a Box

PSTN

E Enterprise Office H—
Avaya 6211
AT&TR
Avaya 141 ot (Analog) X207
(Digital) X202
Avaya T7100 _ Avaya 7316E
(Digiytral) X218 Avaya IP Office | LAN Port (Digital) X217
§ PRIVATE IP ADDRESS SPACE (Corporate) 0)
& PC with IP Office .
Manager and Voicemail ";‘;:Y;‘; 230
. = one
PC with S sl Avaya 4625  yi21
Ventafax ] IP Phone
Avaya 9630 X503
s Avaya 1140E  Avaya 1616
PC with IP Softphone X502 SIP Phone IP Phone
X504 X520 X501
Figure 1: Reference configuration
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3.1. lllustrative Configuration Information

The specific valuesdted inthe tablebelow and in subsequent sections are used irefleeence
configurationdescribed in these Application Notes, andfaréllustrative purposes only.
Customers must obtain and use the specific values for their own specific configurations.

Note - The AT&T IP Flexible Reach servidgorder ElementP addresshown in this documeris
anexample. AT&T Customer Care will pvile the actual IP addresses as part o/AH&T IP
Flexible Reaclserviceprovisioning process.

Component lllustrative Value in these
Application Notes

Avaya IP Office

PubliclP Address 192168.62.8
Private IP Address 10.80.130.8
AvayalP Office Exensions 207= Analog

501,502,503=H323
202,217,218=Digital
504=Softphone
520,521= SIP phones

AT&T IP Flexible ReachService
Border ElementP Address | 135.242.225.210

Table 1: lllustrative Values Used in these Application Notes
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3.2. Call Flows

To understand how inbourathd outboundT&T IP Flexible Reach service calls are handled Py
Office, four basiccall flows are described in this section

3.2.1. Inbound

The first call scenario illustrated the figure belows an inbound AT&T IP Flexible Reach service
call thatarrive onlP Office, which in turnroutes the call to hunt group phoneor afax endpoint

1. APSTN phone originates a call to an AT&T IP Flexible Reach service number.

2. The PSTN routes the call to the AT&T IP Flexible Reach service network.

3. The AT&T IP Flexible Reach service routettall tolP Office.

4. IP Officeapplies any necessaaygit manipulations based upon the DID aodtes the call to a
hunt groupphore or afax endpoint

1 AT&T
IP Flexible Reach
PSTN
Phone
4 .
- IP Office
Inbound - AT&T IP Flexible Reach
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3.2.2. Outbound

The second call scenaridustrated inthe figure belows an outbound call initiated dR® Office for
deliveryto AT&T IP Flexible Reach service.

1. AnIP Office phone or faendpointoriginates a call to an AT&T IP Flexible Reach service
number for delivery to PSTN.

2. IP Officeapplies any necessary origination treatment (verifying permissions, determining the
proper route, selecting the outgoing trunk, etc.) and routes the &dli&® IP Flexible Reach
service.

3. The AT&T IP Flexible Reach service delivers the call to PSTN.

4. PSTNdelivers the call to a phone or fardpoint

AT&T
4 IP Flexible Reach

PSTN
Phone

Hi, IP Office

Phone

Outbound - AT&T IP Flexible Reach Service
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3.2.3. Call Forward Re -direction

The third call scenario illustrated the figure belows an inbound AT&T IP Flexible Reach

service caldestined for ahP Office stationthathas set Call Forwarding to an alternate destination.
Without answering the callP Officeimmediately redirectthe call back to the AT&T IP Flexible
Reach service for routing to the alternate destination.

NoteT AT&T requires the diversion header when a call is redirected to ATT IP Flexible Reach
servicetelephone numbe(seeSection5.4.1).

1. Same as the firgtall scenario irBection3.2.1

2. Because th&P Office phone has set Call Forward to another AT&T IP Flexible Reach service
number P Officeinitiates a new call back otd the AT&T IP Flexible Reach service network.

3. The AT&T IP Flexible Reach servicdgees a call to the alternate destination and upon answer,
IP Office connects the calling partSTN Phone)o the target partgTarget Phone)

AT&T Alternate 3
IP Flexible Reach Destination

Target Phone
Phone with 1¢ Tz

Call Forward

IP Office

Re-directed (e.g.Call Forward) - AT&T IP Flexible Reach Call
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3.2.4. Coverage to Voicemall

The call scenario illustrated the figure belows an inbound call that is covered to voicemail. In
this scenario, the voicemail systes\ioicemail Pro software installed @PC.

1. Same as the first call scenarioSection3.2.1
2. ThelP Officephone does not answer the call, IRnd th
Office forwards the call to Voicemail Pro

1 1 AT&T
IP Flexible Reach
PSTN
Phone
2
IP Office - Voicemail Pro
Phone
Coverage to Voicemail
AT:Reviewed Solution & Interoperability Test Lab Application Note 110f49

SPOC 8/24/2011 ©2011 Avaya Inc. All Rights Reserved. IPO70IPFR



4. Equipment and Software Validated

The following equipment and software was used foréference configuratiodescrited in these
Application Notes.

NoteT Although Avaya IP Office Preferred Edition was used during this testing; Avaya IP Of
Essential and Advanced Editions are also supported

fice

Component Version
Avaya IP Office 500/2 Releas&.0(5) (Prefered Edition)
Avaya IP Office Manager Releas®.0(5) (Preferred Edition)
Avaya IP Office Voicemail Pro Release¢.0(17)

Avaya IP Office Voicemail Pro Client Version7.0(17)
Avaya1l616IP-Series Telephones (H.323)| Release 1.3

Avaya 9@&0 IP Telephone Avaya oneX® Deskphone Edition
H.323VersionS3.11

Avaya 4@5SW IP Telephone a25d0l1a2 9 bin

Avaya IP Office Softphone Release.1.2.17 59616

Avaya 141@Digital Telephone -
Avaya T7100 Digital Phone -
Avaya 7316E Digital Phone -
Avaya 6211 Analog phan -
Avaya 1140E SIP Telephone 04.0013.00 (SIP1140)

Avaya 1230 SIP Telephone 04.0013.00 (SIP1230)
Fax device Ventafax Home Version B.

AT&T IP Flexible Reach Service using | VNI 18
AVPN or MIS/PNT transport service
connections.

Table 2: Equipment and Software Versions
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5. Configure Avaya IP Office

This section describes attributes of the reference configuration, but is not meant to be prescriptiv

The configuration steps described here are only for the fields where a value was changed. For all
the other fields default values are used. Additionally, the screen shots referenced in these section
may not be complete at times. Consult reference{IRSTALL] for more information on the

topics in this section.

IP Office is configured via the IP Office Manager program. For more information on IP Office
Manager, consult reference [IP@GR]. From the IP Office Manager PC, sel8ct ar t Y
Progr ams f Y clkP YO fdannetgtiee Manager application. A screen that includes
the following in the center may be displayed:

WELCOME to IP Office Administration

What would you like to do ?

Create an Offline Configuration

Open Configuration from System

Read a Configuration from File

Open the IP Office configuration, either by reading the configuration from the IP Office server, or
from file. The appearance of the Office Manager can be customized using\iev menu. In

the screens presented in this section, the View menu was configured to showigsidlapane

on the left sideand the Details pane on the right side.
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5.1. Physical, Network, and Security Configuration

In the reference configuration, the IP Office 500 V2 contains a VCM32 module,
COMBO6210/ATM4 module, and a TCM8 module. The VCM32 is ac¥@ompression Module
supporting VolP codecs. The COMBO6210/ATM4 was used in this reference configuration to
support digital and analog telephones or fax machines. The TCM8 module was used to support
heritage Avaya/Nortel digital phone extensions.

Thefollowing screen shows the modules in the IP Office used in the sample configuration. To
access such a screen, selgontrol Unit in the Navigation pane. The modules appear in the
Details pane. Inthe screen beld®,500V2 is selected in the Navigah pane, revealing
additional information about the IP 500 V2 in the Details pane.

IP Offices & IP 500 V2

#- R BOOTP (5) Uit
+-¢7 Operator (3)
= :.;. O0EQO7OSC035 Dievice Mumber 1
+- %) System (1)
+-F4 Line (6)
=== Cantral Unik (4} Version 7.0(5)
el 1 TP 500 W2
i 2 WOM3E2 Serial Mumber 00e00705c035
< 3 COMBOG210/ATMS
< STCME
oy Extension (32) Interconneck Nurmber 1]
+ ﬁ User (32)
-5 HuntGroup (3) Module Mumber Contral Unit

Unit Type IF 500 42

Unit IP Address 10.80,130.58

In this reference configuration, the IP OfficAN2 port (labeled as WAN port in Figure 1) is
physically connected to the public network at the IP Office custoneer Ste default gateway for
this network is192.168.62.1

1. Toadd an IP Route in IP Office, righlick IP Route from the Navigation pane, and select
New|[not shown]. To view or edit an existing route, seléetRoute from the Navigation pane,
and seletcthe appropriate route from the Group pane. The following screen shows the Details
pane with the relevant default route usi®N2 as configured iDestination field (Refer
Section5.3.2).
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IP Offices

K BoOTR (S)

1% Operator (3}

(=]~ O0EOO7OSCO3S
(=529 System (1)

2y O0EOO70SCO03S
I Line (8)
<2 Control Unit (4)
Ay Extension (300
a User (32)
i HuntGroup (9)
B Short Code {(61)
B Service (0

il RAS (1)

@ wanPart (0}

g Direckory (0}

f:.“ Time Profile (0}
{0 Firewall Profile (1)
=-[fll 1P Route (3)

@ Incoming Call Route {10)

IF Address

IF Mask.
Gateway IP Address
Destination

IMetric

[192 188 . &2 L

[Laiz

|0

[ Prowy &RP

Kl 0.0.0.0
AT:Reviewed Solution & Interoperability Test Lab Application Note 150f 49
SPOC 8/24/2011 ©2011 Avaya Inc. All Rights Reserved. IPO70IPFR



2. Another route forl0.80.130.Gubnet was added for the entésp sideLAN1 port (labeled as
LAN port in Figure 1) as shown in the screen below. All the IP devices were part of this

10.80.130.x network in this reference configuration.

IP Offices B 10.80.130.0

R BOOTR(5) P Route |
t# Operator (3) L

=)-#ap DDE07OSCO35 IP Address
@23 System (1) IF Mask
4 Line (8)
<2z Contral Unit (4) Gateway IP Address
Ay Extension (32) e
a User (32) % Destination
ﬂ HunkGroup (9) Metric 0
@ short Code (61)
@ Service (1) ] prowy aRP

s RAS (1)
@ Incoming Call Rouke {107
@ ‘\WanPart {00
ag Directory ()
f'.“ Time Profile (0
@ Firewall Profile (1)
= J§ll TP Raute (3}
Ell n.o.00
1 |10.80.130.0

3. For use of Avaya IP Office Softphone, navigaté&te A AdvancedA Security Settingsand
login with proper credentials in the screen shown below.

Security Service User Login

IP COffice : QOEQO7OSCO3S - IP 500 ve

3

Service User Mame | security

Service User Password |

4. After logging in, navigate t&ervicesA HTTP and verify thaService Security Levelfield
is set taUnsecure + Secure Note that this action may be service disrupting.

Security Settings Service : HTTP
= f‘, Security Service Details
3 Gereral :

“= System (1] Name i

- Services (5) Haost System [00E0O70SC035
@ Configuration e ———
@ Security Administration Semvice TCP Part |80, 443
£ System Status Interface . . e —
% Enhanced TSPl Service Secunty Level | Unsecure + Secure
LaIHTTP

e W 1 Py

5. Whencomplete, seledtile A Configuration to return to configuration activities.
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5.2. Licensing

The configuration and features described in these Application Notes require the IP Office system to
be licensed appropriatelyf a desired feature is not enablettloere is insufficient capacity,

contact an authorized Avaya sales representative.

1. To verify that SIP Trunk Channels has sufficient capacity, navigdteémseA SIP Trunk
Channelsin the Navigation pane and confirm a valid license with suffidiesttances(trunk
channels) exist in the Details pane.

IP Offices = SIP Trunk Channels

S IPS00 Yoice Metworking Channe & | | Licenses |
W IPSec Tunneling

S Microsoft CRIM Integration (user License Key | @vedRQESEHORIPIMPNLY ZicZDUrS09
% Mobile workee o} -
B Mobility Features License Type  |SIP Trunk Channels I

W Office Warker
e one-¥ Portal For IP Office

W Phone Manager Pro

@ Phone Manager Pro (per seat)
W Phone Manager Pro IP Audio En Expiry Date Mewer
W Power User

W Preferred Edition {YoiceMail Pro’
W Preferred Edition Additional Yoic
W Proactive Reporting

@ RAS LRQ Support (Rapid Respol
W Receptionist

W Report Viewer

LW SIP Trunk Channels

License Status  |Walid

Instances 255

2. To verify Avaya IP endpoints with sufficient capacity, navigateibenseA Avaya IP
endpointsin the Navigation pane and confirm a valid license with sufficiestiancesexist in
the Details pane.

IP Offices E Avaya IP endpoints

8% short Code (65) AN | Licenses |

@B Service (0
wls RAS (1) License Key |64u_@wdSMKv?nsEudBkB@chiPmNsEzl1
e Incoming Call Route (5)

B8 wanPort (0) License Type |Fwava IP endpaints

@@ Directary (0)
£ Time Profile (0)
@ Fireswall Profile (1) Instances |255
EB 17 Route (3)
| Account Code (0) Ezxpiry Date |Never
=)W License (72)
W 1600 Series Phones
W Srd Party IP Endpoints
& Advanced Edition
W Advanced Small Community Meb
B AUDIX Yoicemail
LW 5vvayva IP endpoints

—i

|
|
Licerse Skatus |\.-'a|il:| |
|
|

AT:Reviewed Solution & Interoperability Test Lab Application Note 170f 49
SPOC 8/24/2011 ©2011 Avaya Inc. All Rights Reserved. IPO70IPFR



3. The following screen shows the availability of a valid licensePfmwer Userfeatures. In this
reference configuration, the user with exten$0d (Section 5.5.2 is configured as Bower
Userand is capable of using the IP Office Softphone too

W= IPS00 Yoice Mebworking Channe ~ Licenses
W IP3ec Tunnelling

e Microsoft CRM Inkegration {user License Key | DUH342yFLNSSLsW1ZM_g@datEyeyMre
% Mobile worker o} -
W Mobility Features License Type  |Power User

W Office Worker _ el
W one-¥ Portal for IP Office License Status |Vl

W Phone Manager Pro Instances 255

% Phone Manager Pro (DBF seat) ........................................................................................
& Phone Manager Pro IP Audio En Expiry Date Terver

L Power Lser

5.3. System Settings

This section illustrates the configuration of system settings. S&jstémin the Navigation pam
to configure these settings. The configuratiomallowing sectionss for reference purposes only.

5.3.1. System Tab

With the proper system nanselected in the Group pane, select3igtemtab in the Details pane.
The following screen shows a portion of tBgstemtab. TheNamefield is used for a descriptive
name of the system. In this case, the MAC address is used as the namaayldelTTP Clients
Only andEnable SoftPhone HTTP Provisioningboxes are checked to facilitate IP Office
Softphone usage.

# R BoOTR () System |Lam1 | Lanz | OMS | voicemal | Telsphony | Director
[#-gw Operakor (3)
| OEOOTOSCO3S Name O0E00705C035

[=)- %% Syskemn (1)

Zonkact Information
S 00EON705CO3S
-7 Line (8) Set conkact information to place Swstem under special control

[+ Extension {300
:a ser (32)

£} @ HuntGroup {9)
(-8 short Code (61)

+
+-<= Conkrol Unit (4)
+
+

i service (0) TFTP Server IP Address 0 0 0 I
[ aily RAS (1)
1] 1] o |
& @ Incoming Call Route (10) HTTP Server IP Address
£ wanPort (0) Fhane File Server Type Mermory Card
a4 Directory {0)
£ Time Profile (0) Manager PC IP Address o ] ] |
£ @ Firewall Profile (1) i
& HTTP Clients Onl v
=il 1P Route (3) bk e
am Account Code (0) Enable SoftPhone HTTP Provisioning
- Res, Licence (64) Aukamatic Backup Command
@& Tunnel (0)
[# ﬁ 3 User Rights (8) Time Sekting Config Source Yoicemail Prn,l'Mar{:?er
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5.3.2. LAN Settings

In the sample configuratiohAN2 was used to connect the IP Office to AT&T Network and
LAN1 was used to connect to the eptése network.

1. Select the.AN 2 tab followed by the.AN Settings tab and configure as follows:
1 IP Addressi Set t0192.168.658 which is the IP address of IP Office known to AT&T
network
1 IP Mask1 Set to a valid value e 255.255.255.0
1 Primary Trans. |P Addressi Sett00.0.0.0
1 DHCP Modei Select thdisabledradio button

IP Offices Ei 00E00705C035*
R soote (62 ) Syskem | LaM1 | LAMZ  |DMS | Vaoicemail || Telephony | Directory Services || System Events
1_.:- Operator (3 =
[-*%7 OOEO0FOSCOSS Lan Settings | yoIP | Metwork Topology
#i2) Sysk 1
B :sgnn;én)?%m% IP Address 192 . 168 . 62 ;]
T4 Line (7) TP Mask 255 . 255 . zs5 .
<2v Conkrol Unit (4)
Ay Extension {300 Primary Trans, IP Address 0 0 0 i}
& useri(zz)
@ HuntGroup {15) Fireswall Prafile <Mone > w
g ghorF CD(S)B (1) RIF Maode Mone ~
ervice
e RAS (1) [] Enable AT
Incoming Call Rouke (139)
% WarFort (0) Mumber OF DHCP IP Addresses |1 =
s Directary (0) DHCP Maode
P ’
g"'!g' ;:::vpaTlnlzﬂzFEIDe)(l) Bl Bl I e
IP Offices Ei 00EQ0705C035*
K BootP (52 \ Syster | LAM1 | LAMZ | DNS || Voicernail | Telephony | Directory Services || Systern Events
{7 Operator (3 .
=27 ODEDO70SCO3S LAM Settings | yoIp MNetwaork Topology
%) Sysh 1
= !_E.Is ;gélgui,uscuas IP Address 192 163 62 o8
4 Line (6) IP Mask 255 . 255 . 255 . 178
“2p Control Unik {4)
A&y Extension {30) Prirmaty Trans, IP Address i} i} i} i}
I User (32)
ﬁ HunkGroup (4) Firewwall Profile <honex w
g :horF CD(S)B (&1) RIP Mode Maone w
ervice
ol RAS (1) [1 Enable maT
Incoming Call Rouke {10}
g WanPart () Mumber OF DHCP IP Addresses |1 E
ag Directory () DHCF Maode
e ’
@ l!["ﬂf;ﬂﬁfﬁ?u; g B Ok | B
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2. Select the/olP tab as shown in the following screen and configure as follows:
1 SIP Trunks Enablei Check this box to enable the configuration of SIP trunks
1 RTP Port Range (Minimum) i Set to16384(As required by AT&T)
1 RTP Port Range (Maximum) i Set to32766(As required by AT&T). Although AT&T

requires the maximum value to B2767 IP Office needs an even number to be entered in

this field

IP Offices

- K BOOTR(5)

7 Operator (3)
O0EQO7OSCO3S
[=-#5=p Systemn (1)

“=y O0EODFOSCOSS
-7 Line (6)
[#-<2 Contral Unit (4]
[+ Extension (30}
#§ User(32)
£l ;ﬂ HuntEroup §9)
[+ @ Short Code (51)
@ Service (00
[-afy RAS (1)
£l e Incoming Call Rouke {10}
EE! WanPork (1)
#m Direckary (0}
£ Time: Profile (0)
£l @ Firewall Profile (1)
=l IF Route (3)
@ Account Code (0)
[+ W, Licence (64)
&l Tunnel (0}

System | LAMT | LAMZ | DNS

L&M Settings | ¥oIP

[] H323 Gatekeeper Enable
SIP Trunks Enable
[] s1P Registrar Enable

[] H323 Auto-create Extn
H323 Auto-create User
Enable RTCP Monitaring

On Port S005
DiffSery Settings

4

B8 3| DSCP{Hex) [FC

ik

46 L Dscp 63

woicemail | Telephory | Direckory Services | Sy

Tebwork, Topology

RTF Port Mumber R.ange
16354

4¥

Port Range {Minimum’

32766

L

Port Range (Maximum)

DSCP Mask (Hex) (88 5| SIGDSCP

DSCP Mask, 34 |3 | SIGDSCP

3. Select theNetwork Topology tab asshown in the following screen and $etewall/NAT

Type field to Open Internet. With this configuration, STUN will not be used but make sure to

leaveSTUN Server IP Addressto its default value.

IP Offices

- K BOOTR(S)
[ Operator (3)
1 DOEDO7OSCO3S
(=20 Jwstem (1)

%=y O0EDOVOSCOSS
-4 Line (&)
-2 Control Unit (4)
[+ Extension (30)
- User(32)
[+ ;ﬂ Hunt@roup {9}
-8 short Code (51)

@ Service (1)

Swstem | LML | LANZ

DMS
LAM Setkings | YoIP

Metwork Topology Discowery

(seconds)

Public IP Address

Metwiork Topology

STUM Server IP Address 69 an 165 13
Firewall{MAT Type Open Internet w
Binding Refresh Time 0 ~

v

Woicemail | Telephony | Dired

1] 1] 1] 1]

F-uf. PAS (1Y Public Port 0 £
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4. Select the.AN 1 tab followed by the.AN Settings tab and setiP Address of the IP Office on
the enterprise side 10.80.130.8 andIP Mask to 255.255.255.0Check thdOHCP Mode i
Disabledradio button

K BoOTP(5)

{# Operator (3)

=)= ODEOD7OSC035

2y Swstem (1)
23 ODEQDZOSC03S

T Line (6]

<2» Control Unit (4)

Ay Extension (30)

§ userizz)

¢ HuntGroup (9)

B Short Code (61}
@ Service (0)

ol RAS (1)

@ Incoming Call Route {10)
Eﬁ WanPort (0)
@ Directory (0)

m

E-E-E-B

System | LAMNL

LAMNZ | DNS Yoicemail | Telephony | Direct

DHCP Mode

() server (O Client () Disln (3) Disabled

LAM Settings |yoIP | Metwork Topology | SIP Registrar
IF Address 10 80 130 55
IP Mask. 255 255 255 i]
Primary Trans, IP Address 1] 0 0 ]
RIP Mode Mone
] Enable MaT
Mumber OF DHCP IP Addresses (200 3

5. Select thevolP tab as shown in the following screen and configure as follows:
1 H323 Gatekeeper Enablé Check this box to allow the use of Avaya IP Phones

1 SIP Registrar Enablei Check this box to allow SIP phones and IP Office Softphone usage

IP Offices

K BoOTP(S)
i Operator (3)
[=]-*#=¢ O0EDOVOSZ035
[=) %59 System (1]
=) OOEOOFOSCO3S
7 Line (&)
<2 Conkral Uit (47
Ay Extension (30)
§ user (32
8 HunkGroup (9}
@ short Code (61)
B Service (0

E:

Systern | LAML | Lanz | DNS

LAM Settings | YoIP | Metwork Topology || SIP Reqistrar

H3z3 Gatekeeper Enable
[] 51P Trumks Enable
SIP Registrar Enable

RTP Port Murmber Range
[] H3z3 Auto-create Extn

Woicermail | Telephony || Directory Services | 5y

00EQO7Q

Port Range (Minimum) (49152 &
o RAS (L)
e Incoming Call Route {10} H323 Aubo-create User Port Range (Maximur) 33246 =
#8 wanPort (0
#m Directory (0) v Enable RTCP Manitoring
r.x" Time Profile {0} ©n Part 5005
) Firewall Profile (1) DiFfSery Settings
Bl IF Route (3) = = =
&m Accourt Cods (0) B8 3| DSCPHex) [FC % DSCPMask(Hex) 88 3| SIGDSCR
S Licence (54) 4 5| DsCP 63 3| DSCP Mask 3 3| siGDscP
& Tunnel (0)
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6. The Network Topology screen is set the same as it was Setpi3

IP Offices

K BOOTR(5)

i+ Operatar (3)

[=)-#=p O0ENO7OSCO3S

“y Syskem (1)

=) O0EQO70SCO35

T4 Line (6)

= Contral Unit (4)

Ay Extension (30)

§  user(32)

8 HuntGroup (9)

@ Short Code (61)
B service (0

e RAS (1)

|

R e

System | LAML | LaNzZ

LAM Settings | VaIP

[l Woicemail | Telephony
Metwork Topalogy | SIP Registrar

Tetwork, Topology Discovery

STUM Server IP Address 649 a0 168 13

Firewal[NAT Tvpe

Binding Refresh Time
{zeconds)

Public IP Address

Public Part

Open Internet
o &
0 0 0 0

o ¥

i

7. Select the SIP Registrar tab andtbetDomain Namefield to avaya.comand leave all the

other fields to their default values. This domain name is used to register the SIP telephones.

Also, make sure that tHeayer 4 Protocolfield is set taBoth TCP & UDP as Avaya IP
Softphone uses UDP atige SIP phones require TCP.

IP Offices

K BOOTP (3)
i Operator (3)
(=% O0EQO7OSCO3S
559 Syskem (1)
%20 D0EQO7OSCO3S
7 Line (&)
<2y Conkrol Unit {47
Ay Extension (300
i ser (32)
ﬁ HuntGroup {9)
BX short Code {61)
@ Service (1)
ol RAS (1)

[

Ea e ]

Systern | LAML | Lanz

LAM Settings | VaIP
Daomain Name
Layer 4 Protocol
TCP Park
UDP Port
Challenge Expiry Time

Auko-create ExtnfUser

DNS Voicemail | Telephaony
Metwork Topology | SIP Registrar

aVay'a.com

Both TCP & LUDP %

5060 -
=060 x

(secs) |10 e
.

8. Click OK [not shown] to commit.
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5.3.3. Voicemaill

SelectVoicemail tab and configure as follows:

1 Voicemail Typei Set toVoicemail Lite/Pro from the dropdown list

1 Voicemail IP Addressi Set t010.80.130.186, the IP Address of theC running the Voicemail
Pro software.

IP Offices

=& BOOTP (5

> System | LAN1 | LANZ | DMS | Moicemall | Telsphony | Directory Services | Syd
e Operator {30

[=)-*=p OOEQO7OSCO3S Yoicemail Tvpe Woicemail Like/Pra w
0 ‘oicemail Destination
i) Control Unit (4) Yoicemail IP Address 0. 80 . 130 . 150

[+l 4 Extension {30

5.3.4. System Telephony Configuration

Select thelelephonytab and inTelephonysubtab configure as follows:

1 Companding Lawi SelecttheULAW radio buttorfor Switch field andULAW Line radio
buttonfor theLine field.

1 Inhibit Off -Switch Forward/Transfer T Uncheck this box so that call forwarding and call
transfer to PSTN destinations via the AT&H Flexible Reaclservice can be tested.

1 Automatic Codec Preferencé Use the default value @.729(a) 8K CSACELP.

IP Offices E 00EO0705C035

"

ol RAS (1)
[+ @ Incoming Call Route (10}
¥ wanPart (0}
am Direckary (0)
£ Time Prafile (0}
@ Firewall Profile {1}
BB 1F Route (3)
@ Account Code (0}
W, Licence (64)
&l Tunnel {07
i User Rights (&)
- ARS (1)
«# RAS Location Request {0)
#-fx E911 System (1)

&l

=

=

=

Dial Delay Time (secs) 4 E
Dial Delay Count ul &
Defaul: Mo Answer Time (secs) 15 2
Hold Timeout (secs) 120 |%&
Park Timeout, (secs) 300 %
Ring Delay (secs) 5 &
Call Priority Promotion Time (secs)  |Disabled e
Default Currency uso v

Automatic Codec Preference

G.729(2) 8K C5-ACELP v

=& BOOTR (52 ) Systemn | LAML | Lan2 | DMS | voicemail | Telephony | Directary Services | System Events | SMTP | SMOR | Twinning | v
Operatar (3
' DOEQOFOSCOSS Telephory | Tones & Music | Call Log
[+-559 System (1) ) !
_ Anal Ext = ding L
®-17 Line (8) nalogue Extensions :m.:a: ing Law ]
i ikl ine
Jﬁf . Contro! Ui (4) Default Qutside Call Sequence Mormal A
[+ Extension {30} _
g User(az Diefault Inside Call Sequence Ring Tvpe 1 v @ uLaw © ULAW Line
& a HuntGroup (90 . .
(-8 Shart Code (61) Default Ring Back Sequence Ring Type 2 w O aaw €
@ Servics (0) Restrict Analogue Extension Ringer Yolkage [

[] D55 Status
[ Auta Hald
Dial By Mame
Show Account Code
[ 1rhibit Off-Switch Forward Transfer
|:| Restrick Metwark Interconneck
[] prop External Only Impromptyu Confy

[ visually Differentiate External Cal
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5.4. SIP Line

This section shows the configuration screens for the SIP Line in IP Office Release 7.0. To add a
new SIP Line, right click ohine in the Navigation pane, and selé#wA SIP Line [not shown]
A new Line Number is assigned automatically.

5.4.1. SIP Line - SIP Line Tab

SelectSIP Line tabasshown below for Line Numbet7 usedfor AT&T and configure as follows:

1 ITSP Domain Namei Set tothe IP Office LAN1 addresd02.168.62.8) configured in

Section5.3.2 Step 1so that IP Office usesis IP addresinthe host portion of SIP headers

such as the From header and Diversion header.

In Servicei Default is checked

Check OOSI If this box is checked, it enables IP Office to use the SIP OPTIONS method to

periodically check the SIP Line and if no resperis received, the SIP line is taken out of

service. Se&ectim 5.9 for additional information related to configuring the periodicity of SIP

OPTIONS

1 Send Caller ID - Select Diversion Headerfrom the dropdown list which will ensure that in
case alternatdestination i®11, NPA5551212, or 8xx numbethe call can be properly
redirected by ART Flexible Reaclserviceby inspecting the SIP Diversion header.

= =4

1 Refer Supporti Uncheck this box
1 Call Routing Method i Set toRequest URI(default)
IP Offices Ei SIP Line - Line 17-
=R BOOTP (5) SIPLine |Transpork| SIP LRI YoIP | T38 Fax| SIP Credentials
+-¢7 Operator (3)
=)-#% DOEOO70SCO35 Line Number 17 v
==y System (1)
5y ODEOO7OSCO3S ITSP Domain Mame  |192.165.62.58 In Service
=% Line (63 Lse Tel URT O
e
16 Prefix Check 005
T 7
I_‘I g Mational Prefix 0 Call Routing Method Request LRI w
T
9 Originator number for
: 17 Country Code forwarded and twinning calls
#)-< 2 Control Unit (4) International Prefix |00

+- 4 Extension (30)

% : Liser (32} Send Caller ID Diversion Header w
+ ﬁ :I:InttG(rZOL;ID (;5)1) Association Method | By Source IP address w
3 ort Code
@B service (0) [ REFER Suppart:
il RAS (1)
¥ e Incoming Call Route (10}
@ WanPort ()
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5.4.2. SIP Line - Transport Tab

Select thelransport tab and set thE' SP Proxy Addressto the AT&T Border ElementP
Address. Th&se Network Topology Infoparameter is set i10AN 2 which isconfigured in
Section5.3.2 Default values are used for the other fields.

IP Offices Ei SIP Line - Line 17*
R BOOTR(5) SIP Line| Transpart SIp URI|YoIP | T38 Fax| SIP Credentials
{# Operator (3)
=7 ODEQD70SC035 ITSP Prowy Address  |135.242,225.210]
2y System (1)
=¥ Line (&) Metwork Configuration
S O — ——
?:' 6 Layer 4 Protocol LoP - Send Pork  S060 =l
- | ettt T | e |
le 7 Use Metwork Topology Info |LAN 2 R |
T8
gt Explici 0 0 0 o || o 0 0 o |
-, 17 wplicit DS Server(s) | |
“r Control Unit (4) Calls Route via Reqgistrar
A& Extension {300
g ver edo0 £ @ @@ s
ﬂ Huntiaroup (9) Separate Registrar
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5.4.3. SIP Line - SIP URI Tab

Select theSIP URI tabandclick theA d d éutton[not shown]to add a new SIP URIConfigure
theNew Channelsection displayed as follows:

1 Local URI, Contact, Display NameandPAI i Setall these fielddo Use Internal Data

1 Registration - Set to0: <None>

1 Incoming Group andOutgoing Group i Set to100
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IP Offices E SIP Line - Line 17

R BOOTP (8 SIF Line | Transport| SIP URI |'\I'DIP T38 Fax| SIP Credentials
{# Cperator (3)
[=)-#=7 OOEOOFOSCO3S Channel | Groups Wa Local URI  Contact  Display Mame  PAL - Credential | Max Calls
w27 System (1) 1 100 100 1 M... 0 «<Mom... 20
=T Line (7)
15
16
17
18
"y, 9
g, 10
o, 17
<tz Control Unit {4)
Ay Extension (30)
B User (32
ﬂ- HunkGroup {18)
8 Short Code (61)
@ Service (0)
oy RAS(1)
@ Incoming Call Route {19)
Eﬁ WanPort (0)
a4 Directary (0)
f:f" Time Profile {0}
@- Firewsall Profile {1}
Ell IF Route (3)
@ Account Code (0)
W Licence (64)
& Tunnel (0)
ﬁ; IUser Rights (8)
¢ ARS (2)
# RAS Location Request (0)
fx E911 System (1)

=

Edit Channel

Via 192.168.62.58

Local URI |Llse Inkernal Data w |
Contact |Llse Inkernal Data w |
Display Mame |Llse Internal Data w |
Pal ise Inkernal Data w |
Reqistration |D: <MNone= b

Incoming Group

Cubgoing Sroup
Max Calls per Charnel 20 =
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IP Offices E SIP Line - Line 17

R B00TP (5) SIP Line | Transpart| SIP LRI yoIP | T38 Fax||SIP Credentials
{7 Operator {31
[=)-#=p OOE0O7O0SCO3S Channel = Groups Wia Local URI | Contact  Display Mame = PAL Credential =~ Max Call
=9 System (1) 1 100 100 192,168,62.58 Mone i <Mone>= 20
7 Line (&)
s
e
17
18
oy, 9
wy, 17
<2 Contral Unit {4
4y Extension (30)
a User {32)
ﬂ HuntGroup (93
B3 Short Code {61)
@ Service (03
ol RAS (1)
@ Incoming Call Route (10)
f@ WanPart (0}
a4 Directory (0)
t’,“- Time Profile {0}
@- Firewall Profile {13
EB IF Route (3
@ Account Code (0)
& Licence (64)
& Tunnel (0}
;; User Rights (&)
S BRS (1)
# RAS Location Request {0}
f= E211 System (1)

B

P

(1B

B B

[+ B

Edit Channel

Wia 192,165.62.55

Local URI se Inkternal Data w
Conkack Use Internal Data w
Display Mame Use Internal Data L
PAI Mone b
Registration 0: <Mone:= b

Incoming Group 100

Qukgoing Group 100

Max Calls per Channel 20

In this referenceonfiguration, the single SIP URI shown above was sufficient to allow incoming
calls forAT&T DID numbers destined for specific IP Office uséesIP Office hunt groups.
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5.4.4. SIP Line - VoIP Tab

Select thevolP taband configure as follows:

1 Compression Modei Set toAutomatic Selectfrom the dropdown list

1 Fax Transport Supporti SelectT38 from the dropdown list.

1 DTMF Support - Set to the default valueFC2833

1 VOIP Silence Suppression This box is checked as AT&T Fliéite Reach service requires
G729b as a preferred codec

1 Re-invite Supportedi Checkto allow for codec renegotiation in cases where the target of an
incoming call or transfer does not suppie codec originally negotiated on the trunk

T Use Of fer er 06s 1Eheekfthesbmse that tBeaap eoclec offered to IP Office is
used if IP Office supports that codec

IP Offices E SIP Line - Line 17

- K BOOTP (5) SIP Line| Transport || SIP URI| YOI [T38 Fax| SIP Credentials
+{# Operator (3)
=5y DOEOO7OSCO3S Compression Mode Aukomatic Select v WoIP Silence Suppression
+-%5p Syskem (1) = o
. Re-invite Supporked
=17 Line (6} Fax Transport Suppart T38 v
45 = Use Offerer's Preferred Codec
16 Call Initiation Timeout {s) 4 >
17 [ codec Lockdown
! DTMF Support RFC2533 b
18
S
w17

Since default values were used for T38 fax and ATRTFlexible Reach des not require
registration, th&38 FaxandSIP Credentialstabs need not be visited. CIli€K (not shown) to
commit the SIP Line configuration.
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5.5. Users, Extensions, and Hunt Groups

In this section, examples of IP Office Users, Extensions, and Hunt &xuillfbe illustrated. In

the interest of brevity, not all users and extensions used will be presented, since the configuration
can be easily extrapolated to other users. To add a User, right clitdeom the Navigation

pane, and seledtew [not show]. To edit an existing User, selddser and select the appropriate
user in the Navigation pane.

5.5.1. Digital Telephone User 217
The following screen shows tisertab for User217. This user corresponds to a digital phone.

IP Offices B Extn217: 217

* a BOOTP (5) - User | Yoicemail | DMD ShortCodes | Source Mumbers || Telephory || Forwarding | Dial Ir
+-4e Operator (3)
==y O0EQO7OSCO3S Marme Extnz217
+-5) System (1)
-7 Line (6) Password
e Cnntrn! Unit () Confirm Passward
+-4fy Extension {30}
= I ser (32) Full tame
: Mollser
: RemoteManager Extension 217
201 Extnz01 L
202 Extnz02
203 Extnz03 Friority 5
204 Extnz04
205 Extnz05 System Phone Rights Tone
206 Extn206 ] -
Profile: Basic User

207 Extnz07
208 Exkn203 |:| Receptionist
209 Extnz09
210 Extnz10
211 Extnz11 [] Enable one-x Portal Services
212 Extnz12
213 Extnz13

Enable SoftPhone

Enable one-# TeleCommuter

214 Extnz14 [] Ex Directory
215 Extn215 .
216 ExtnZ16 beyice m T7316E
= Type
218 Extn218 Uiser Rights
219 Extn219
720 Extn220 User Rights view User data

221 ExtnZZzl
222 ExtnZzz

WWorking hours time profile

223 Extnzz3 ‘Wharking hours User Rights
224 Extnz24
S 501 Fxtos0l Out of hours User Rights
AT:Reviewed Solution & Interoperability Test Lab Application Note 300f 49

SPOC 8/24/2011 ©2011 Avaya Inc. All Rights Reserved. IPO70IPFR



The following screen showhe SIP tab for Use217. In this sample configurationhé SIP Name

andContact parametersre
callsonly. TheSIP Display

theuser part of the SIP URI in the From header for outgoing SIP trunk

Name (Alias)parameters configured with ay descriptive ame. If

all outgoingcalls involving this user should be considered private, theAtloaymous box may

be checked t

o withhold the u $Sectiods6.1forraf attarnata t

method of using a short code (rather than stagt psovisioning) to place an anonymous call.

IP Offices

K BOOTP(S) rs
{# Operator (3)
[=-%=p DDEOOFOSCO3S

a9 System (1)

% Line {6

<2 Control Unit {4)

A Extension (30}

= & User {32)

: Molser
: RemoteManager

201 Extnz0l
20z Extnz0z
203 Extnz03
204 Extnz04
205 Extnz0S
206 Extnz0f
207 Extnz07?
203 Extnz0g
209 Extnz09
Z10Extnz10
Z11 Extnzll
Z1ZExtnzlz
Z13Extnzl3
Z14 Extnzl4
Z1SExtnzlS
Z16ExtnZle

=] Extn217: 217

Dial In | Yoice Recording | Button Programming || Menu Programming | Mobility | Phone Manager Options | Hunt Group Membership | Announcements | SIP
SIP Name 7325660217
SIP Display Mame (aliasy |ExtnZ17

Contack FIZI6E0217

D Anonymous

The following screen shows the Extension information for this user. To view, Betecisionand
the appropriate extension in the Navigation pane.

IP Offices E Digital Extension: 73 217
(=)= DOEQOTOSCO3S || Extn
27 System (1)
7 Line (6) Extension Id 73
<2 Contral Unik (47 )
).y Extension (30) Base Extension 217
& 25201 Caller Display Type
A 76202
A 27 203 Reset Wolume After Calls F
A 23204
Ay 29205 Device bype ﬁ
A 30206
Ay 31207
& 32208 Module BD4
Al 49209 Fart 1
4 50210
4y 51211 Disable Speakerphone F
& S22z
A 53213
Ay 54214
Ay 55215
4 56216
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5.5.2. IP Telephone User 501

The following screen shows tiusertab for Use501 This user corresponds to an Avaya 1616 IP
Telephone that is configured as power user with IP Office Softphone features enabled as shown
below.

IP Offices = Extn501: 501

‘F BOOTP (5] L User | Yoicemail | DMD ShortCodes | Source Mumbers | Telephory || Farwarding | Dial In
i Operator (3)
(=% QOEQO7OSCO3S Marme ExtnS01
559 Syskem (1)
F7 Line (8) Password R
|
“= Control Urit (4) Canfirm Passward ek
Ay Extension {30)
=-f§  Userizz) Full Mame
: Mollser
: RemoteManager Extension S01
§ 201 Extnzol L
§ 20z Extnzoz
$ 203 Extnz03 Priarity 5
§ 204 Extnzo4
a 205 Extnz05 Systemn Phone Rights Mane
§ 208 Extnzos ]
a 307 Extn207 Profile: Power User
a 205 Extnz03 |:| Receptionist
209 Extnz09
g 210 Ezt:zm Enable SoftPhone
a 211 Extnz11 Enable one-¥ Partal Services
g gig Extniig Enable one-# TeleCommuter
=kn
§ 219Extrzre L] Ex Directory
§ z15Extnzis .
§ z16Extn2is DTE“";E fvava 16160
§ 2t7Extnz1z o
§ 218Exn21s Liser Rights
§ =219Extnzio
a 220 Extnz20 Lser Rights view Iser daka
g 2;12 Extniié ‘Warking hours time profile
=kn
a 223 Extnzz3 ‘Wharking hours User Rights
§ 224 Extnzed

Cuk of hours User Rights
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Like the user with extensiazil7, theSIP tab for the user with extensi@®1is corfigured with a
SIP Name SIP Display Name (AliasandContact.

The following screen shows théicemail tab for this user. Th&oicemail On box is checked,
and a voicemail password can be configured inbieemail CodeandConfirm Voicemail Code
fields.
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