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Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between CenturyLink SIP Trunk (Legacy Qwest) and an Avaya SIP-enabled
enterprise solution. The Avaya solution consists of Avaya Aura® Session Manager, Avaya
Session Border Controller for Enterprise and Avaya Communication Server 1000E.

CenturyLink is a member of the DevConnect SIP Service Provider program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between CenturyLink SIP Trunk Service and an Avaya SIP enabled enterprise Solution.
The Avaya solution consists of Avaya Aura™ Session Manager, Avaya Communication Server
1000E (CS1000E) connected to CenturyLink SIP Trunk Service via an Avaya Session Border
Controller for Enterprise (Avaya SBCE). Customers using this Avaya SIP-enabled enterprise
solution with CenturyLink’s SIP Trunk Service are able to place and receive PSTN calls via a
dedicated Internet connection and the SIP protocol. This converged network solution is an
alternative to traditional PSTN trunks. This approach normally results in lower cost for the
enterprise.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya CS1000E
Session Manager and Avaya SBCE to connect to the public Internet using a broadband
connection. The enterprise site was configured to connect to CenturyLink’s SIP Trunk Service.
This configuration (shown in Figure 1) was used to exercise the features and functionality listed
in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:
e Incoming PSTN calls were made to Unistim, SIP, Digital and Analog telephones at the
enterprise
e Incoming calls to the enterprise site from the PSTN were routed to the DID numbers
assigned by CenturyLink
e Outgoing calls from the enterprise to the PSTN were made from Unistim, SIP, Digital
and Analog telephones
e Outgoing calls from the enterprise site were completed via CenturyLink to PSTN
destinations
e Inbound and outbound PSTN calls to/from Avaya one-X Communicator (soft client)
e Various call types including: local, long distance, international, outbound toll-free,
operator assisted
e Calls using the G.711MU and G.729AB codec supported by CenturyLink
e Fax calls to/from a group 3 fax machine to a PSTN-connected fax machine using T.38
e DTMF transmission using RFC 2833 with successful Voice Mail/Vector navigation for
inbound and outbound calls
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User features such as hold and resume, transfer, conference, call forwarding, etc
Caller ID presentation and Caller ID restriction

Mobile-X call features

Off-net call forwarding and mobility (extension to cellular)

2.2. Test Results

Interoperability testing of CenturyLink SIP Trunk Service was completed with successful results
for all test cases with the exception of the observations/limitations described below.

CenturyLink SIP Trunk does not support SIP History-Info Headers. Instead, CenturyLink
SIP Trunk requires that SIP Diversion Header be sent for redirected calls. The CS1000E
includes History-Info header in messaging sent to Avaya SBCE. Avaya SBCE can add a
Diversion Header required by CenturyLink. This is performed by creating a Sigma script
in the Avaya SBCE configuration. See Section 7Error! Reference source not found. and
Appendix B

In order for Blind Call Transfer to PSTN, Consultative Call Transfer to PSTN and Call
Forwarding Off Net to PSTN to complete successfully, Remote SBC has to been enabled
on the call server profile within the Server Interworking configuration on the Avaya
SBCE. The guidelines on how to enable this feature is documented in Section 7.2.1 and
Section 7.2.2 of this document

All unwanted MIME was stripped on outbound calls using the Adaptation Module in
Session Manager

No inbound toll free numbers were tested as none were available from the Service
Provider

No Emergency Services numbers tested as test calls to these numbers need to be pre-
arranged with the Operator

2.3. Support

For technical support on the CenturyLink SIP Trunk Service, contact CenturyLink using the
Customer Care links at www.centurylink.com.
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3. Reference Configuration

Figure 1 illustrates the sample configuration used for the DevConnect compliance testing. The
configuration is comprised of the Avaya enterprise site connected to CenturyLink SIP Trunks
East and West servers. The Avaya enterprise site simulates a customer site. At the edge of the
Avaya CPE location, Avaya SBCE provides NAT functionality and SIP header manipulation.
Avaya SBCE receives traffic from CenturyLink SIP Trunk on port 5060 and sends traffic to the
CenturyLink SIP Trunk using destination port 5060, using the UDP protocol. For security
reasons, any actual public IP addresses used in the configuration have been either replaced with
private IP addresses or have been blocked out. Similarly, any references to real routable PSTN
numbers have also been changed to numbers that cannot be routed by the PSTN.
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Figure 1: Test Setup CenturyLink SIP Trunk Service to Avaya Enterprise
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software

Avaya Aura® Session Manager running on R6.1 Build: 6.1.0.0.610023
Avaya S8800 server

Avaya Aura® System Manager running on R6.1 Load: 6.1.0.0.7345 Service Pack 6
Avaya S8800 server

Avaya Communication Server 1000E running | R7.5, Version 7.50.17

on CP+PM server as co-resident Service Update: 7.50 17Janl1
configuration Deplist: X21 07.50Q
Avaya Session Border Controller for Build: 4.0.5.Q02

Enterprise on Dell R210 V2 server

Avaya Communication Server 1000E Media | CSP Version: MGCC CDO01
Gateway MSP Version: MGCM ABO1
APP Version: MGCA BAO7
FPGA Version: MGCF AA18
BOOT Version: MGCB BAO7
DSP1 Version: DSP1 AB03

Avaya 1140e and 1230 Unistim Telephones FW: 0625C8A

Avaya 1140e and 1230 SIP Telephones FW: 04.01.13.00.bin
Avaya SMC 3456 Version 2.6 build 53715
Avaya one-X® Communicator Version ¢s6.1.0.10
Avaya Analogue Telephone N/A

Avaya M3904 Digital Telephone N/A

CenturyLink Sonus Network Border Switch 07.03.05 R006

5. Configure Avaya Communication Server 1000E

This section describes the steps required to configure CS1000E for SIP Trunking and also the
necessary configuration for terminals (analog, SIP and IP phones). SIP trunks are established
between CS1000E and Session Manager. These SIP trunks carry SIP signaling associated with
CenturyLink SIP Trunk Service. For incoming calls, the Session Manager receives SIP messages
from the Avaya SBCE; through which CenturyLink SIP Service directs incoming SIP messages
to CS1000E (see Figure 1). Once a SIP message arrives at CS1000E, further incoming call
treatment, such as incoming digit translations and class of service restrictions may be performed.
All outgoing calls to the PSTN are processed within CS1000E and may be first subject to
outbound features such as route selection, digit manipulation and class of service restrictions.
Once CS1000E selects a SIP trunk, the SIP signaling is routed to the Session Manager. The
Session Manager directs the outbound SIP messages to the Avaya SBCE and on to
CenturyLink’s network. Specific CS1000E configuration was performed using Element Manager
and the system terminal interface. The general installation of the CS1000E, System Manager and
Session Manager is presumed to have been previously completed and is not discussed here.
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5.1. Log in to the Avaya Communication Server 1000E

Log in using SSH to the ELAN IP address of the Call Server using a user with correct privileges.
Once logged in type csconsole, this will take the user into the vxworks shell of the call server.
Next type logi, the user will then be asked to login with correct credentials. Once logged in, the
user can then progress to load any overlay.

5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya
Sales representative to add additional capacity. Use the CS1000E system terminal and manually
load overlay 22 to print the System Limits (the required command is SLT), and verify that the
number of SIP Access Ports reported by the system is sufficient for the combination of trunks to
CenturyLink’s network, and any other SIP trunks needed. See the following screenshot for a
typical System Limits printout. The value of SIP ACCESS PORTS defines the maximum
number of SIP trunks for the CS1000E.

System type is - Communication Server 1000E/CPPM Linux

CPPM - Pentium M 1.4 GHz

IPMGs Registered:
IPMGs Unregistered:
IPMGs Configured/unregistered:

1
0
0

TRADITIONAL TELEPHONES 32767 LEFT 32766
DECT USERS 32767 LEFT 32767
IP USERS 32767 LEFT 32744
BASIC IP USERS 32767 LEFT 32766
TEMPORARY IP USERS 32767 LEFT 32767
DECT VISITOR USER 10000 LEFT 10000
ACD AGENTS 32767 LEFT 32752
MOBILE EXTENSIONS 32767 LEFT 32767
TELEPHONY SERVICES 32767 LEFT 32767
CONVERGED MOBILE USERS 32767 LEFT 32767
NORTEL SIP LINES 32767 LEFT 32765
THIRD PARTY SIP LINES 32767 LEFT 32761
SIP CONVERGED DESKTOPS 32767 LEFT 32767
SIP CTI TR87 32767 LEFT 32767
SIP ACCESS PORTS 2000 LEFT 1970

USED

USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED

30

O OO NODOO UIOoOOo FH WwWOo K
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Load overlay 21, and confirm the customer is setup to use ISDN trunks (see below).

REQ: prt
TYPE: net
TYPE NET DATA
CUST O

TYPE NET DATA

CUST 00

OPT RTD

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

ISDN YES

5.3. Configure Codec’s for Voice and FAX Operation

CenturyLink’s SIP Trunk service supports G.711MU, G.729AB voice codec’s and T.38 FAX
transmissions. Using the CS1000E element manager sidebar, navigate to the IP Network - IP
Telephony Nodes = Node Details 2 VGW Gateway (VGW) and Codecs property page and
configure the CS1000E General codec settings as in the next screenshot. The values highlighted
are required for correct operation.

Node ID: 100 - Voice Gateway (VGW) and Codecs

General | Yoice Codecs | Fax
General o

Echo cancellation: [ Use canceller, with tail delay: |12B vl

¥ Dynamic attenuation
oice activity detection threshald: |—1? {-20 - +10 DBM
Idle noise level: I—GE {-327 - +327 DBM ..

Signaling options: [ DTMF tone detection

[T Low latency mode

W Remove OTMF delay (squelch DTRF from TDM to 1P}
[# WodemiFax pass-through

[W V.21 Faxtone detection

[T Rfactor calculation
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Next, scroll down and configure the Codec G.711. The relevant settings are highlighted in the
following screenshot.

Node ID: 100 - Voice Gateway (VGW) and Codecs

General | Yoice Codecs | Fax

Voice Codecs ;I

Codec G711 [ Enabled (required)
Voice payload size: IEU "I (milizeconds per frame)

Voice playout (itter buffer) delay: IJU vl IB[] vl (il

Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
seftings.

[~ Voice Activity Detection (VAD)
Codec G722 [ Enabled

Voice payload size: |20 =] i(milizeconds per frame

Voice playout (jitter buffer) delay: I_il_'! vl I“} vl (millis
Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

econds

Next, scroll down and configure the Codec G.729. The relevant settings are highlighted in the
following screenshot.

Managing: 192.168.1.56 Username: admin
System » IP Network » IP Telephony Nodes » Node Detaile » VGW and Codecs

Node ID: 100 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

Codec 5720: [»] Enabled o

pe

Woice payload size: | 20 |»| (milizeconds per frame)

Voice playout (jitter buffer) delay: !40 v| !_BU :ql (miliseconds)

Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)
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Finally, configure the Fax settings as in the highlighted section of the next screenshot.

Node ID: 100 - Voice Gateway (VGW) and Codecs

Seneral | Voice Codecs | Eax

Codec G723.1: [ Enabled
Voice payload size: 30 (milizeconds per frame}
Yoice playout (itter buffer) delay: m m {milizeconds
Maminal KMaximum

Maximum delay may be automatically adjusted based on naminal
seftings.
Coding rate: |63 =] (kbps

Fax

Codecname: T.38 FAX
Maximum rate: |14-_10[] vl (bps)
Fax TCF method: |2 vI
Fax playout nominal delay: I1l’]0 (0 - 200 milizeconds
FAX no activity timeout: IZU {10 - 32000 mil
Facket size: |3[] vI (bps)

it Wi MNote: Changes made on this page will NOT be

IFECONOE}

: : l Save I Cancel
tranzmitted until the Node iz alzo =aved.

-
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5.4. Virtual Trunk Gateway Configuration

Use CS1000E Element Manager to configure the system node properties. Navigate to the System
- IP Networks = IP Telephony Nodes = Node Details and verify the highlighted section is
completed with the correct IP addresses and subnet masks of the Node. At this stage the call
server has an IP address and so too does the signalling server. The Node IP is the IP address that
the IP phones use to register. This is also where the SIP trunk connection is made to the Session
Manager. When an entity link is added in Session Manager for the CS1000E it is the Node IP
that is used (please see Section 6.5 — Define SIP Entities for more details).

Managing: 192.168.1.5 Username: admin
Syetem » IP Network » P Telephonv Nodes » Node Detaile

Node Details (ID: 100 - SIP Line, LTP S, Gateway ( SIPGw ))

Mode ID: [100

Call server IP address: |192 168.14 TLAM address type: & |py4 only

' IPv4 and IPvG

Embedded LAN (ELAN) Telephony LAN (TLAN)

Gateway IP address: |1EIZ 168.1.1 Mode IPvd address: I10.10.3.G : fere
Subnet masik: |255 2562550 Subnet mask: 255 255 25510

Mode IPvE ?-=Z!-:::»5':SZ| LI

* Required Value, Save | Canl:Ell

Associated Signaling Servers & Cards

|Selecttu add vI Add | F-femc-,el Miake [eader Erint | Refresh

[~ Hostname ~ Tvpe Deploved Applications ELAMIF TLAM IPv4 Rale
SIP Line, LTPE, Gateway, FD,
[T otk Signaling_3erver Presence Publisher, IP Media 192.168.1.5 10.10.2.5 Leader
Senices
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The next screenshots show the SIP Virtual Trunk Gateway configuration, navigate to System =
IP Networks - IP Telephony Nodes = Node Details 2> Gateway (SIPGW) Virtual Trunk
Configuration Details and fill in the highlighted areas with the relevant settings.

Vtrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H.323Gw, and SIPGw

SIP domain name: The SIP Domain Name is the SIP Service Domain. The SIP Domain
Name configured in the Signaling Server properties must match the Service Domain
name configured in the Session Manager

Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is 5060

Gateway endpoint name: This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for registration of the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used

Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 100

Proxy or Redirect Server: Primary TLAN ip address is the Security Module IP address
of the Session Manager. The Transport protocol used for SIP, in this case is TCP

SIP URI Map: Public National and Private Unknown are left blank. All other fields in
the SIP URI Map are left with default values
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[Managing: T92.166.1.5 Username: admin
Syztem » [P Network » [P Telephony Modes » Node Detailz » Virtual Trunk Gateway Configuration

Node ID: 100 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Seﬂihus | SIF Gateway Senices

|"¢'trk gateway application: ¥ Enable gateway service on this node

General

Wirk gateway application

Virtual Trunk Network Health Monitor

|SIF' Gateway (SIFGw) j ™ Monitor IP addresses (listed below)

Gateway password:

Application node 1D: [100 *

Enable failsafe NRS: [T

SIP ANAT: & |Pys
[ =

Proxy Or Redirect Server:

Proxy Server Route 1:

S daniah hame: |avaya com : Information will be captured for the IP addresses listed
' : below
Local SIP port: |5EJEU =1 -88535) | Monitor IP: Add
Gateway endpoint name: Il:81kvl3 <|| Manitor addresses:

Remave |

Prirmary TLAM IP address: |1U 18.3.565
The P a

e value of "TLAN |

Transport protocol: ITCF' 'I

Cptions: [T Support registration
I~ Primary CDS proxy

SIP URI Map:
Fublic E.164 doemain names Frivate domain names
Maticnal: | UDF: |udp J
Subscriber: |subscriber CDP: [cdp.udp
Epecial number: |F'L|blicSpecial Special number: |F'rivateSpecial
Unknown: |F'ub|icUnk|10wn “acant number: |F'ri~;ateU|1kann
Unknown: |
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5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for Bandwidth
Management. SIP trunks require a unique zone, not shared with other resources and best practice
dictates that IP telephones and Media Gateways are all placed in separate zones. In the sample
configuration SIP trunks use zone 20 and IP Telephones use zone 10, system defaults were used
for each zone other than the parameter configured for Zone Intent. For SIP Trunks (zone 01),
VTRK is configured for Zone Intent. For IP, SIP Telephones (zone 02), MO is configured for
Zone Intent.

Use Element Manager to define bandwidth zones as in the following highlighted example. Use
Element Manager and navigate to System = IP Network - Zones - Bandwidth Zones and
add new zones as required.

Managing: 192.168.1.6 Username: admin
System » IP Network » Zones » Bandwidth Zones

Bandwidth Zones
Add... [\mpon...] l Export ] [Maintenance...
Zonea Intrazone Bandwidth Intrazone Strateqy Interzone Bandwidth Interzone Strateqy Resource Type Zone Intent Description
16 1 1000000 BQ 1000000 BQ SHARED VTRK
29T 2 1000000 BQ 1000000 BQ SHARED Mo

5.6. Configure Incoming Digit Conversion Table

A limited number of Direct Dial Inwards (DDI) numbers were available. The IDC table was
configured to translate incoming PSTN numbers to four digit local telephone extension numbers.
The last five digits of the actual PSTN DDI number are obscured for security reasons. The
following screenshot shows the incoming PSTN numbers converted to local extension numbers.
These were altered during testing to map to various SIP, Analog, Digital or Unistim telephones
depending on the particular test case being executed.

Managing: 192.168.1.6 Username: admin
Dialing and Mumbering Plans » Incoming Digit Translation » Custemer 00 » Digit Conversion Tree 0 Configuration

Digit Conversion Tree 0 Configuration

Regular IDC tree
Send calling party DID disabled

Incoming Digits « Converted Digits CPND Mame CPND language
10 1303 5003
2 1303 5015
3 1303 5000
40 1614 5015
50 1614 5004
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5.7. Configure SIP Trunks

CS1000E virtual trunks will be used for all inbound and outbound PSTN calls to CenturyLink’s
SIP Trunk Service. Six separate steps are required to configure CS1000E virtual trunks:
e Configure a D-Channel Handler (DCH); configure using the CS1000E system terminal
and overlay 17
e Configure a SIP trunk Route Data Block (RDB); configure using the CS1000E system
terminal and overlay 16
e Configure SIP trunk members; configure using the CS1000E system terminal and
overlay 14
e Configure a Digit Manipulation Data Block (DGT), configure using the CS1000E system
terminal and overlay 86
e Configure a Route List Block (RLB); configure using the CS1000E system terminal and
overlay 86
e Configure Co-ordinated Dialling Plan(s) (CDP); configure using the CS1000E system
terminal and overlay 87

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the
CS1000E system terminal and enter the following values. The highlighted entries are required
for correct SIP trunk operation. Exit overlay 17 when completed.

Overlay 17
ADAN DCH 1
CTYP DCIP

DES VIR TRK
USR ISLD
ISLM 4000
SSRC 3700
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 4
RCAP ND2
MBGA NO
H323

OVLR NO

OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the CS1000E system terminal and
overlay 16. Load Overlay 16, enter RDB at the prompt, press return and commence
configuration. The value for DCH is the same as previously entered in overlay 17. The value for
NODE should match the node value in Section 5.4. The value for ZONE should match that used

in Section 5.5 for SIP_VTRK. The remaining highlighted values are important for correct SIP
trunk operation.

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 15 0f 72
SPOC 7/2/2012 ©2012 Avaya Inc. All Rights Reserved. CLCS1K75SMSBC



Next, configure virtual trunk members using the CS1000E system terminal and Overlay 14.
Configure sufficient trunk members to carry both incoming and outgoing PSTN calls. The
following example shows a single SIP trunk member configuration. Load Overlay 14 at the
system terminal and type new X, where X is the required number of trunks. Continue entering
data until the overlay exits. The RTMB value is a combination of the ROUT value entered in the
previous step and the first trunk member (usually 1). The remaining highlighted values are
important for correct SIP trunk operation.

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 72
SPOC 7/2/2012 ©2012 Avaya Inc. All Rights Reserved. CLCS1K75SMSBC



Next, configure a Digit Manipulation data block (DGT) in overlay 86. Load Overlay 86 at the
system terminal and type new. The following example shows the values used. The value for
DMI is the same as when inputting the DMI value during configuration of the Route List Block.

Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB.

Next, configure Co-ordinated Dialling Plan(s) (CDP) which users will dial to reach PSTN
numbers. Use the CS1000E system terminal and Overlay 87. The following are some example
CDP entries used. The highlighted RLI value previously configured in overlay 86 is used as the
Route List Index (RLI), this is the default PSTN route to the SIP Trunk service.
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5.8. Configure Analog, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration for
the Avaya 1140e Unistim IP telephone. Load Overlay 20 at the system terminal and enter the
following values. A unique four digit number is entered for the KEY 00 and KEY 01 value. The
value for CFG_ZONE is the same value used in Section 5.5 for VIRTUALSETS.
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Digital telephones are configured using the Overlay 20, the following is a sample 3904 digital
set configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 72
SPOC 7/2/2012 ©2012 Avaya Inc. All Rights Reserved. CLCS1K75SMSBC




CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 21 0of 72
SPOC 7/2/2012 ©2012 Avaya Inc. All Rights Reserved. CLCS1K75SMSBC



Analog telephones are also configured using Overlay 20, the following example shows an
analog port configured for Plain Ordinary Telephone Service (POTS) and also configured to
allow T.38 Fax transmission. A unique value is entered for DN, this is the extension number.
DTN is required if the telephone uses DTMF dialing. Values FAXA and MPTD configure the
port for T.38 Fax transmissions.
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5.9. Configure the SIP Line Gateway Service

SIP terminal operation requires the Communication Server node to be configured as a SIP Line
Gateway (SLG) before SIP telephones can be configured. Prior to configuring the SIP Line node
properties, the SIP Line service must be enabled in the customer data block. Use the CS1000E
system terminal and Overlay 15 to activate SIP Line services, as in the following example where
SIPL._ON is set to YES.

SLS_DATA
SIPL_ON YES
UAPR 11
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the IP Network = IP Telephony Nodes = Node Details =
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters. The value for SIP Domain Name must match that configured in Section 6.2.
e SIP Line Gateway Application: Enable the SIP line service on the node, check the box
to enable
¢ SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration
e SLG Local Sip port: Default value is 5070
e SLG Local TLS port: Default value is 5071

AVAYA €S1000 Element Manager

-UCM Network Services
~Home General | SIP Line Gateway Settings | SIP Line Gateway Service
-Links

= Virtual Terminals

SIP Line Gateway Apphcatlun:| Enable gateway service on this nudd

+Alarms General Virtual Trunk Network Health Monitor
- Maintenance :
+ Core Equipment SIP domain name: |avaya.com A [ Monitor IP addresses (listed below)
= Peripheral Equipment
=P Network
Nodes: Servers, Media Cards SLG endpoint name: |cs1kvi3

- WMaintenance and Reports

-Media Gateways SLG Group I: Monitor IP:

~Zones L /

~Host and Route Tables Monitor addresses:

- Network Address Translation (N SLG Local Sip port: 5070 (1 - 65535)

- QoS Thresholds

= Personal Directories o

- Unicode Name Directory SLG Local Tls port: (5071 (1 - 65535)
+Interfaces

- Engineered Values SIP Line Gateway Settings
+ Emeraencv Services
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5.10. Configure SIP Line Telephones

When SIP Line service configuration is completed, use the CS1000E system terminal and
Overlay 20 to add a Universal Extension (UEXT). See the following example of a SIP Line
extension. The value for UXTY must be SIPL. This example is for an Avaya SIP telephone, so
the value for SIPN is 1. The SIPU value is the username, SCPW is the logon password and
these values are required to register the SIP telephone to the SLG. The value for CFG_ZONE is
the value set for SIPLINEZONE in Section 5.5. A unique telephone number is entered for value
KEY 00. The value for KEY 01 is comprised of the UAPR value (set in Section 5.8) and the
telephone number used in KEY 00.
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5.11. Save Configuration

Expand Tools = Backup and Restore on the left navigation panel and select Call Server.
Select Backup and click Submit to save configuration changes as shown below.

AVAYA

-Host and Route Tables
- Metwork Address Translation
- Q08 Thresholds
-Personal Directories
- Unicode Mame Directary
+Interfaces
-Engineered Values
+Emergency Services
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
= Incoming Digit Translation
- Phones
-Templates
-Reports
- Views
- Lists
-Properties
- Kigration
-Tools
-Backup and Restare
- Call Senver

CS1000 Element Manager

Managing: 192.168.1.5 Username: admin
Tools » Backup and Restore » Call Server Backup and Restore » Call Server Backup

Call Server Backup

Action |Backup =| | Submit Cancel

Backup process will take several minutes to complete. Scroll to the bottom of the page to verify
the backup process completed successfully as shown below.

TEMU207

Backing up reten.bkp to "Aarfoptinonelicsfsicf2ibackupisingle”™
Database hackup Complete!

Backup process to local Removahle Media Device ended successfully.

Configuration of CS1000E is complete.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

e SIP domain

e Logical/physical Location that can be occupied by SIP Entities

e SIP Entities corresponding to CS1000E, Avaya SBCE and Session Manager

e Entity Links, which define the SIP trunk parameters used by Session Manager when routing
calls to/from SIP Entities

e Routing Policies, which control call routing between the SIP Entities

e Dial Patterns, which govern to which SIP Entity a call is routed
e Session Manager Instance, corresponding to the Session Manager server to be administered

in System Manager

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, Locations, SIP Entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

6.1. Avaya Aura® System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL https://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager. Log in with the appropriate credentials and click on Log On (not shown).
The screen shown below is then displayed.

CMN; Reviewed:
SPOC 7/2/2012

AVAYA

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and assign roles
ko users

Synchronize and Import
Synchronize users with the enterprise
directory, import users from file

User Management
Manage users, shared user resources
and provision users

Avaya Aura® System Manager 6.1

Application Management
Manage applications and application
certificates
Communication Manager
Manage Communication Manager
objects
Conferencing
Conferencing
Inventory
Manage, discover, and navigate to
elements, update element software
Messaging
Manage Messaging System objects
Presence
Presence
Routing
Network Routing Policy
Session Manager
Session Manager Element Manager

SIP AS 8.1
SIP AS 8.1

Help | About | Change Password | Leg off admin

Backup and Restore
Backup and restore System Manager
database
Configurations
Manage system wide configurations
Events
Manage alarms,view and harvest logs
Licenses
View and configure licenses
Replication
Track data replication nades, repair
replication nodes
Scheduler
Schedule, track, cancel, update and
delete jobs
Security
Manage Security Certificates
Templates
Manage Templates for Communication
Manager and Messaging System
objects
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Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column shown above to bring up the Introduction to Network Routing Policy screen.

AVAyA Avaya Au ra® System Manager 6. 1 Help | About | Change Password | Log off admir|

Routing *  Home

Routing "ll Home /Elements / Routing- Introduction to Network Routing Policy
Domains Help 3
— Introduction to Network Routing Policy
ocations
Adaptations Network Routing Policy consists of several routing applications like "Domains”, "Locations”, "SIP Entities", etc.
SIP Entities The recommended order to use the routing applications (that means the overall routing workflow) to configure your
: x network configuration is as follows:
Entity Links

Time Ranges Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIP).
Routing Polici

e Step 2: Create "Locations"
Dial Patterns

e Step 3: Create "Adaptations"
Defaults Step 4: Create "SIP Entities"
- SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"

- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)

6.2. Specify SIP Domain

Create a SIP Domain for each domain for which Session Manager will need to be aware in order
to route calls. Navigate to Elements = Routing and select Domains, click New (not shown).
Enter the following values and use default values for remaining fields.

e Name Enter the Domain name specified for the SIP Gateway in Section 5.4. In the
sample configuration, avaya.com was used

e Type Verify SIP is selected

¢ Notes Add a brief description (Optional)

Click Commit to save. The screen below shows the SIP Domain defined for the sample
configuration.

AVA\//.\ Avaya Aura™ System Manager 6.1 Help | About | Change Password | Log off
admin
Routing % Home
Routing [}l Home /Elements / Routing / Domains- Domain Management
Domains Help ?
Locatinns Domain Management
Adaptations
SIP Entities
Entity Links
Time Ranges 1Item Refresh Filter: Enable
Routing Policies Name Type | Default Notes
Dial Patterns * lavaya.com i g O
R lar Expr
Defaults
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 28 of 72

SPOC 7/2/2012 ©2012 Avaya Inc. All Rights Reserved. CLCS1K75SMSBC



6.3. Define Location for Avaya Communication Server 1000E

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing - Locations in the left-hand navigation pane and click New in the right pane (not
shown).

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name for the location
e Notes: Add a brief description (optional)

The Location Pattern is used to identify call routing based on IP address. Session Manager
matches the IP address against the patterns defined in this section. If a call is from a SIP Entity
that does not match the IP address pattern then Session Manager uses the location administered
for the SIP Entity.

In the Location Pattern section, click Add (not shown) and enter the following values.
e [P Address Pattern Enter the logical pattern used to identify the location. For the
sample configuration, 10.10.3.* was used
e Notes Add a brief description (Optional)

Click Commit to save. The screenshot below shows the Location defined for CS1000E in the
sample configuration.

Home / Elements / Routing / Locations - Location Details
Help ?

Location Details

General
* Name: SMGRVL3

Notes: |

Dverall Managed Bandwidth

Managed Bandwidth Units: 'Kblt,-‘sec bt
Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

Multi di dwidth (Intra-Location): 1000 Kbit/Sec
Maximum Multimedia Bandwidth (Inter-Location): 1000 Kbit/Sec
Multimedi dwidth: 64| Kbit/Sec

* Default Audio Bandwidth: 80 Kbit/sec

Location Pattern

3 Items Refresh Filter: Enable
[] 1P Address Pattern Motes
g . 10.10.3.* I
O =[1i0.10.9.%
Ll *=|10.10.8.%
Select : All, None
* Input Required
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6.4. Configure Adaptation Module

To enable calls to be routed to stations on CS1000E, the Session Manager should be configured
to use an Adaptation Module designed to remove digits before sending on to the CS1000E. As
the number being sent from CenturyLink contained a + at the beginning of the calling id, the
CS1000E cannot handle this and therefore this needs removing. Navigate to Elements >
Routing and select Adaptations. Click New (not shown). In the General section, enter the
following values and use default values for remaining fields.

e Adaptation Name Enter an identifier for the Adaptation Module

e Module Name Select DigitConversonAdaptor from drop-down menu

e Module parameter  MIME =no Strips MIME message bodies on egress from

Session Manager

(il Home / Elements / Routing / Adaptations - Adaptation Details

Help 2

Adaptation Details

General
* Adaptation name: remove
Module name: DigitConversionAdapter ¥
Module parameter: MIME=no
Egress URI Parameters:

Motes:

In the Digit Conversion for Incoming Calls to SM section, click Add and enter the following
values.
e Matching Pattern Enter dialed prefix for calls to SIP endpoints registered to Session
Manager. In the sample configuration, + was used

e Min Enter minimum number of digits that must be dialed
e Max Enter maximum number of digits that may be dialed
e Delete Digits Enter number of digits that may be deleted.
e Address to modify Select both
Digit Conversion for Incoming Calls to SM
Lltem Refresh : . : : _ Fiter: Enable
[] | Matching Pattern . Min Max Phone Context Delete Digits Insert Digits Address to modi Notes
0|+ ' i ] *3 | i ' both ¥ :
Select : All, None
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In the Digit Conversion for Outgoing Calls to SM section, click Add and enter the following

values.

e Matching Pattern

e Min
e Max
e Delete Digits
e Insert Digits

Enter dialed prefix for calls to SIP endpoints registered to Session

Manager

Enter minimum number of digits that must be dialed
Enter maximum number of digits that may be dialed
Enter number of digits that may be deleted
Enter number of digits to be added before the dialed number
e Address to Modify Select both

2 Items Refresh

Digit Conversion for Outgoing Calls from SM

= Matching Pattern | Min Max Phone Context | Delete Digits Insert Digits Address to modify

O] [loo *zZ *36 *|2 + both v

O [ | “i “35 *o | + [both v
Select : All, None

Filter: Enable

MNotes

* Input Required
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6.5. Define SIP Entities

A SIP Entity must be added for Session Manager and for each SIP server connected to it, which
includes CS1000E and Avaya SBCE. Navigate to Routing = SIP Entities in the left-hand
navigation pane and click on the New button in the right pane (not shown).

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name
e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for
SIP signaling

e Type: Enter Session Manager for Session Manager, Other for
CS1000E and Gateway for Avaya SBCE

e  Adaptation: This field is only present if Type is not set to Session
Manager. If applicable, select the Adaptation Name that will
applied to this entity

e Location: Select one of the locations defined previously

e Time Zone: Select the time zone for the location above

In the SIP Link Monitoring section:
SIP Link Monitoring Select Use Session Manager Configuration

The following screen shows the addition of Session Manager. The IP address of the Session
Manager signaling interface is entered for FQDN or IP Address.

SIP Entity Details

General
* Name: '_Session Manager
* FQDN or IP Address: 10.10.3.55
Type:

Notes:

Location: |SMGRVLZ v|
OQutbound Proxy: v
Time Zone: '_Europefi:)'ub'l'in V_'

Credential name: |

SIP Link Monitoring

SIP Link Monitoring: :_Use Sessi'on'Manag'er Conﬁéu'rai:ion V_"

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 32 of 72
SPOC 7/2/2012 ©2012 Avaya Inc. All Rights Reserved. CLCS1K75SMSBC



To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities. This section
defines a default set of ports that Session Manager will use to listen for SIP requests, typically
from registered SIP endpoints. Session Manager can also listen on additional ports defined
elsewhere such as the ports specified in the SIP Entity Link definition in Section 6.5.

In the Port section, click Add and enter the following values. Use default values for all
remaining fields:

e Port: Port number on which Session Manager can listen for requests
e Protocol: Transport protocol to be used to send SIP requests
e Default Domain: The domain used for the enterprise

Defaults can be used for the remaining fields. Click Commit to save.

For the compliance test, 3 Port entries were added. Although TLS was added for SIP clients,
only the TCP and UDP ports were used by Session Manger in the reference configuration.

Port

3 Items Refresh Filter: Enable

] Port . Protocol Default Domain Notes
|:| 5060 TCP & avaya.com %
|:| 506‘0 UDP (% avaya.com %
[0 |so61 | |TLs ™ avaya.com %

Select : All, Nona

* Input Required
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In order for Session Manager to send SIP service provider traffic on a separate Entity Link to
CS1000E and Avaya SBCE, a new SIP Entity is created separate from the one created at Session
Manager installation for use with all other SIP traffic.

The following screen shows the addition of CS1000E SIP Entity. The FQDN or IP Address
field is set to the TLAN Node IP address defined in Section 5.4.

'l Home / Elements / Routing / SIP Entities - SIP Entity Details
SIP Entity Details

General

* Name: |CS1K |

* FQDN or IP Address: |10.10.3.6 |

Type: | 2

Notes: | |

Adaptation: [ »
Location: [ SMGRVLS v |

Time Zone: |Eur0pe;‘Dub\in |

Override Port & Transport with DNS SRV: []

4| SIP Timer B/F (in seconds): |4 |

credential name: |

Call Detail Recording: [none  ¥|

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration |

The following screen shows the addition of Avaya SBCE SIP Entity. The FQDN or IP Address
field is set to the IP address of its private network interface.

Home / Elements / Routing / SIP Entities - SIP Entity Details
SIP Entity Details

General

* Name: Sipera

* FQDN or IP Address: [10.10.3.30 |

Type: |

Notes: |

Adaptation: I remove v

Location: [SMGRVLS v

Time Zone: |Europe/Dublin s

Override Port & Transport with DNS SRV: [ ]

* SIP Timer B/F (in seconds): i4

Credential name: |

Call Detail Recording: ;none V]

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration VI
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6.6. Define Entity Links

A SIP trunk between Session Manager and a telephony system is described as an Entity Link.
Two Entity Links were created; one to CS1000E for use only by service provider traffic and one
to Avaya SBCE. To add an Entity Link, navigate to Routing = Entity Links in the left-hand
navigation pane and click on the New button in the right pane (not shown). Fill in the following
fields in the new row that is displayed:

e Name: Enter a descriptive name

e SIP Entity 1: Select the SIP Entity for Session Manager

e Protocol: Select the transport protocol used for this link

e Port: Port number on which Session Manager will receive SIP requests
from the far-end. Default listen port is 5060

e SIP Entity 2: Select the name of the other system. Select the CS1000E or Avaya
SBCE defined in Section 6.5

e Port: Port number on which the other system receives SIP requests from

the Session Manager. Default listen port is 5060

e Connection Policy: Select Trusted from the drop down menu. Note: If Trusted is
not selected, calls from the associated SIP Entity specified in
Section 6.5 will be denied

Click Commit to save. The following screens illustrate the Entity Links to CS1000E and Avaya
SBCE.

Entity Link to CS1000E.
R EE———————————————————
Home / Elements / Routing / Entity Links - Entity Links
Help 7

Entity Links

1 Item Refresh Filter: Enable
Name SIP Entity 1 Protocol Port SIP Entity 2 Port Connection Policy Notes

*[cs1K *[Session Manager | |TCP »|  *[s060 | *[cs1K | *[s060 | Trusted v [tocsik
* Input Required
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Entity Link to Avaya SBCE.

Home / Elements / Routing / Entity Links - Entity Links
Help ?
Entity Links
1L [tem Refresh Filter: Enable
Name SIP Entity 1 | Protocol . Port SIP Entity 2 Port Connection Policy | Notes
"'"S-ipara *| Session Manager (¥ TCP v +[s080 s éipera v 5060 1 [Trusted v toéipara
| Input Required

6.7. Define Routing Policies

Routing Policies describe the conditions under which calls will be routed to CS1000E from
either SIP endpoint registered to Session Manager or from other telephony system. It also
describes the conditions under which calls will be routed to the Avaya SBCE and therefore to
CenturyLink’s SIP network. To add a Routing Policy, navigate to Elements = Routing and
select Routing Policies. Click New (not shown).

In the General section, enter the following values.

e Name Enter an identifier to define the Routing Policy
e Disabled Leave unchecked
¢ Notes Enter a brief description (Optional)

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). For Routing Policy to the Avaya CS1000E, select the SIP Entity associated with
CS1000E defined in Section 6.5 and click Select. The selected SIP Entity displays on the
Routing Policy Details page. Use default values for remaining fields. Click Commit to save
Routing Policy definition.

Note: The Routing Policy defined in this section is an example and was used in the sample
configuration. Other Routing Policies may be appropriate for different customer networks.
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The following screenshot shows the Routing Policy for CS1000E.

Home [ Elements / Routing / Routing Policies - Routing Policy Details
Help 2

Routing Policy Details

General

* Name: [toCS1K

Disabled: [
Notes: !
BIP Entity as Destination
[Select]
Name FQDN or IP Address Type Notes
CS51K 10.10.3.6 Other

For Routing Policy to the Avaya SBCE — CenturyLink SIP Trunk, select the SIP Entity
associated with Avaya SBCE defined in Section 6.5 and click Select. The selected SIP Entity
displays on the Routing Policy Details page. Use default values for remaining fields. Click
Commit to save Routing Policy definition.

The following screenshot shows the Routing Policy for Avaya SBCE — CenturyLink SIP Trunk.

Home / Elements / Routing / Routing Policies - Routing Policy Details

Help 2

Routing Policy Details
General

* Name: !tuSiper_; |

Disabled: []
Notes: | ‘

SIP Entity as Destination
Name FQDN or IP Address Type Notes
‘Sipera 10.10.3.30 Gateway ‘
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6.8. Define Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were needed to route calls from CS1000E to CenturyLink and vice versa. Dial Patterns
define which route policy will be selected for a particular call based on the dialed digits,
destination domain and originating location. To add a dial pattern, navigate to Routing = Dial
Patterns in the left-hand navigation pane and click on the New button in the right pane (not
shown). Fill in the following, as shown in the screens below.

In the General section, enter the following values. Use default values for all remaining fields:

e Pattern: Enter a dial string that will be matched against the Request-URI of
the call

e Min: Enter a minimum length used in the match criteria

e Max: Enter a maximum length used in the match criteria

e SIP Domain: Enter the destination domain used in the match criteria

e Notes: Add a brief description (optional)

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria.
¢ Originating Locations table  Select ALL
¢ Routing Policies table Select the required Routing Policy defined
in Section 6.7

Two examples of the dial patterns used for the compliance test are shown below. This Session
Manager is shared between two test environments. The first example shows that minimum 5
digit dialed numbers that begin with 13036 originating from SM GRVL3 uses route policy
toCS1K. This will allow DID numbers assigned to the enterprise from CenturyLink to route to
CS1000E.

Home / Elements / Routing / Dial Patterns - Dial Pattern Details

Help ?

Dial Pattern Details

General

* pattern: 13036
* Min: |5
* Max: |36
Emergency Call: []
SIP Domain: |-ALL- o

Notes:

Originating Locations and Routing Policies

1 Item Refresh ) Filter: Enable
[ Originating Location Name | | grigipsting Location  kouting Poliey a2 Volla?  Boutmg pelicy e
D . SMGRVL3 toCS1K 0 . il . CS1K .

Select : All, None
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The second example shows that a minimum 5 digit dialed numbers that begin with 00353
originating from SM GRVL3 uses route policy toSipera. This will allow outbound calls to route
from the CS1000E to PSTN test numbers in the Avaya enterprise lab.

Home [ Elements / Routing / Dial Patterns - Dial Pattern Details

Help 7
Dial Pattern Details
General
* pattern: 00353
* Min: 157|
* Max: }56_|
Emergency Call: []
SIP Domain: -ALL-  ¥|
Notes: |
Originating Locations and Routing Policies
1 Item Refresh Filter: Enable
EE e = = B Routi E : 3 5
[] | oOriginating Location Name ! _ 2;'3;5“““ SUCaUCE ':‘g:::‘g Policy Rank Y r:oiévngj Em.l‘l!ng Policy 53':;“ Policy
[ | smGrvL3 toSipera 0 Sipera
Select : All, None
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 39 of 72

SPOC 7/2/2012 ©2012 Avaya Inc. All Rights Reserved. CLCS1K75SMSBC



6.9. Verify Avaya Aura® Session Manager Instance

The creation of a Session Manager Instance provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add a Session Manager, navigate to Elements = Session Manager > Session Manager
Administration in the left-hand navigation pane and click on the new button in the right pane
(not shown). If the Session Manager instance already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name: Select the SIP Entity created for Session
Manager
e Description: Add a brief description (optional)

e Management Access Point Host Name/IP: Enter the IP address of the Session Manager
management interface

The following screen shows the Session Manager values used for the compliance test.

Home / Elements / Session Manager / Session Manager Administration - Session Manager Administration
Help ?
View Session Manager
General | Security Module | NIC Bonding | Monitoring | COR | Personal Profile Manager (PPM) - Connection Settings | Event Server
Expand All | Collapse All
General #
SIP Entity Name Session Manager
Description Session Manager
Management Access Point Host Name/IP 10.10.3.54
Direct Routing to Endpoints Enable
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In the Security Module section, enter the following values:
e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of Session Manager
signaling interface

e Network Mask: Enter the network mask corresponding to the IP address of
Session Manager

e Default Gateway: Enter the IP address of the default gateway for Session
Manager

Use default values for the remaining fields. Click Save (not shown) to add this Session Manager.
The following screen shows the remaining Session Manager values used for the compliance test.

Security Module =
SIP Entity IP Address 10.10.3.55
Network Mask 255.255.255.0
Default Gateway 10.10.3.1
Call Control PHB 45
QOS Priority &
Speed & Duplex Auto
VLAN ID
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. The Avaya SBCE is administered
using the UC-Sec Control Center.

7.1. Access Avaya Session Border Controller for Enterprise

Access the Session Border Controller using a web browser by entering the URL https://<ip-
address>, where <ip-address> is the management IP address configured at installation. Select

the UC-Sec Control Center.
@) Sipera

Systems

Choose a destination

IM Log Viewer

Log in with the appropriate credentials. Click Sign In.

@ Sipera
Systems Password

LEARM - VERIFY — PROTECT

The UC-Sec ™ family of products from Sipera Systems delivers comprehensive
WaolP security by adapting the best practices of internet security and by using unigue,
sophisticated technigues such as WolP protocol misuse & anomaly detection,

hehavioral learning based anomaly detection and voice spam detection to protect
WoIP networks.

Wisitthe Sipera Systems wehsite to learn more.

MOTICE TO USERS: This system is for authorized use only. Unauthorized use of this
systemn is strictly prohibited. Unauthorized or improper use of this systerm may
resultin civil andior criminal penalties. Use ofthis systerm constitutes consent to
security monitoring. Al activity s logged with login info, host name and IP address.
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The main page of the UC-Sec Control Center will appear.

UC-Sec Control Center @ Slpera

a5 Admin. Current 5 ime iz 10:17:32 PM GMT Systems
= Logs |[& Users ] Logout

I]ﬂ Statistics % Diagnostics

@ Help

) VC-Sec Control Center

3 me
& wielcome Securing your real-time unified communications
. Administration

T
E::l P A comprehensive IP Communications Security product, the Sipera UC-Sec offers a camplete Quick Links

B3 system Management

suite of security, enablement and compliance features for protecting and deploving unified Sipera Website
|0 Global Parameters communications such as Yoice-over-1P (4alP), instant messaging (M, multimedia, and Sipera VIPER Labs
[ Global Profiles collaboration applications
) SIP Cluster Contact Support

Ifyou need suppart, please call our tall free number at (866) 861-3113 ar e-mail
| Domain Policies suppoREBsinera corm
| Device Specific Settings

i UC-Sec Devices Network Type
5 Troubleshooting P e |_uc.Sec Devices | ¥ %
Sipera DOy
DTS Marjagement Mone found. Sipera: Server Heartheat is UP L -
= M Lagaing

Sipera: Server Heartheat is failed
Sipera: Server Heartheat is UP
Sipera: Server Heartheat is UP
Sipera: Server Heartheat is UP

Administrator Notes

Mo notes posted.

To view system information that was configured during installation, navigate to UC-Sec Control
Center - System Management. A list of installed devices is shown in the right pane. In the
case of the sample configuration, a single device named Sipera is shown. To view the
configuration of this device, click the monitor icon (the third icon from the right).

UC Sec Control Center

igned in &s Admin. Currerd er time iz 3:28:15 PM GMT

@ Alarms Incidents uﬁ Statistics | =| Logs @3 Diagnostics @ Users QJ Logout | (g Help
=) UiS-Sec Contral Center m hsnagement
@)inelcome
. Administration
H Backup/Restare Installed | | Updates
B8 system Management
- 5 clova Parametrs RS 5 8 5 B
> |2 Global Profiles Sipera IPCE31020120 405202 @ Commissioned L B .
= | 8IP Cluster
> |3 Dormain Policies
» |) Device Specific Settings
> |2 Troubleshooting
» | TLS Management
= M Logging
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The System Information screen shows the Network Settings, DNS Configuration and
Management IP information provided during installation. The Box Type was set to SIP and the
Deployment Mode was set to Proxy. Default values were used for all other fields.

System Information: GSSCP_03

Network Configuration

r General Settings

Device Settings
Appliance Name GSSCP_03 HA Mode MO
Box Type SIF Secure Channel Mode MOMNE
Deployment Mode Proxy Two Bypass Mode ]
r Network Settings
I S S
10.10.3.30 10.10.3.30 255 255 2550 10.10.3.1
BE.AT o e BE.AT o s 255 255 255 128 BE.AT s o B1
- DNS Configuration r Management IP{s)
Primary DN S 8888 P 10.10.2.55
Secondary DNS
DHS Location DME
DS Client IP BE.47 oo oo
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7.2. Global Profiles

When selected, Global Profiles allows for configuration of parameters across all UC-Sec

appliances.

7.2.1.Server Interworking - Avaya Side

Server Internetworking allows you to configure and manage various SIP call server specific
capabilities such as call hold and T.38. Navigate to Global Profiles 2 Server Interworking

and click on Add Profile (not shown).
e Enter profile name such as SM3_CS and click Next (not shown)
e Set Hold Support to RFC3264

e Check T.38 Support

e All other options on the General tab can be left at default.

Click Next to continue.

Profile: SM3_CS x

Hold Support

180 Handling
181 Handling
182 Handling
183 Handling
Refer Handling
JoeHandling
Diversion Header Support

Delayed SDP Handling

iWWiMone

" RFC2543-¢=0.0.0.0
& RFC2264 - a=sendonly |

Mone  SDP ¢ Mo SDP
Mone ¢ SDP ¢ Mo SDP
Mone ¢ SDP ¢ Mo SDP

i

)

3

)

Mone ¢ SDP ¢ Mo SDP

H—1—|—1—|

T.38 Support
URI Scheme = SIP " TEL " ANY
| = RFC3261
Via Header Format  RECIE43
Next
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Default values can be used for the next window that appears. Click Finish.

Profile: SM3 CS [

Privacy Enabled

User Name | |
P-Asserted-ldentity ]
P-Freferred-ldentity ]

Privacy Header | ]

DTMF Support * None  SIPNOTIFY © SIPINFO

e ren

Profile: SM3_CS e
Advanced Settings

Record Routes 7 Single Side
{+ Both Sides

Topology Hiding: Change Call-1D
Call-Info MAT

Change Max Forwards

Include End Foint IF for Context Lookup
OCS Extensions

AVAYA Extensions

MORTEL Extensions

SLiC Extensions

Diversion Manipulation

Diversion Header URI

Metaswitch Extensions

Reset on Talk Spurt

Reset SRTP Context on Session Refresh
Has Remote SBC

Route Response on Via Fort

17H711*171111371

Cisco Extensions
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7.2.2.Server Interworking — CenturyLink side

Server Internetworking allows you to configure and manage various SIP call server specific
capabilities such as call hold and T.38. Navigate to Global Profiles = Server Interworking

and click on Add Profile (not shown).

e Enter profile name such as SP_Trunk and click on Next (not shown)
e Check Hold Support = RFC3264

e Check T.38 Support

e All other options on the General tab can be left at default

Click Next to continue.

Profile: SP_Trunk !

Haold Support

180 Handling
181 Handling
182 Handling
183 Handling
Refer Handling
I Handling
Diversion Header Support

Delayed SDF Handling

iMone

RFC2543 - ¢=0.0.0.0

RFC3264 - a=sendonly |

A D W

%)

Mone ¢ SDF ©° Mo SDP
Mone ¢ SDP Mo SDP
Mone ¢ SDP Mo SDP
Mone ¢ SDP  MoSDP

H—l—l—l—l

T.38 Support
URI Scheme (v SIP " TEL " ANY
- ¢ RFC3261
Via Header Format ~ RECI543
Next
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Default values can be used for the next window that appears. Click Finish.

Profile: SP_Tirunk [

Privacy Enabled I_'

Lser Mame | ]

P-Asserted-ldentity [

P-Preferred-ldentity [

Privacy Header | |
DTMF Suppaort * Mone  SIPMNOTIFY © SIPINFO

oac s

Check Has Remote SBC, all other values cab be left at default for the Advanced Settings
window. Click Finish.

Profile: SP_Trunk 3
Advanced Settings

i iMone

Record Routes a Single Side
* Both Sides

Topology Hiding: Change Call-1D
Call-Info MNAT

Change Max Forwards

Include End Point IF for Context Lookup
0Cs Extensions

AWANA Extensions

MNORTEL Exensions

SLIC Extensions

Diversion Manipulation

Diversion Header URI

Metaswitch Extensions

Reset on Talk Spurt

Reset SRTP Context on Session Refresh
Has Remote SBC

Route Response on Via Port

—L—[ET—L—I'_'"""I‘"E“E‘"I"I‘"E'{E“I"I

Cisco Extensions
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7.2.3. Routing

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, server addresses and resolution methods, next hop routing information,
and packet transport types.

Create a Routing Profile for Session Manager and CenturyLink SIP Trunk. To add a Routing
Profile, navigate to UC-Sec Control Center = Global Profiles = Routing and select Add
Profile. Enter a Profile Name and click Next to continue. In the new window that appears, enter
the following values. Use default values for all remaining fields:

e URI Group: Select “*” from the drop down box

e Next Hop Server 1: Enter the Domain Name or IP address of the
Primary Next Hop server

e Next Hop Server 2: (Optional) Enter the Domain Name or IP address of

the secondary Next Hop server
e Routing Priority Based on

Next Hop Server: Checked
e Use Next Hop for

In-Dialog Messages: Select only if there is no secondary Next Hopserver
¢ Outgoing Transport: Choose the protocol used for transporting outgoing

signaling packets

Click Finish(not shown).

The following screen shows the Routing Profile to Session Manager. The Next Hop Server 1 IP
address must match the IP address of the Session Manager Security Module in Section 6.9. The
Outgoing Transport and port number must match the Avaya SBCE Entity Link created on
Session Manager in Section 6.6.

Global Profiles > Routing: Call Server

Add Profile Rename Profile | Clone Profile | Delete Profile
Routing Profiles Click here to add a description.

default Routing Profile

Call Server

Trunk Server Add Routing Rule
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The following screen shows the Routing Profile to CenturyLink.

Global Profi

Routing: Trunk

Add Profile

Routing Profiles

default

Click here to add a description.

Routing Profile

Rename Profile | Clone Profile | Delete Profile

Call Server

Next Hop
Server 1

Next Hop
Server 2

URI Group

Add Routing Rule

Ignore
Route
Header

b M8 6TMBmx P [ [ T [T WP 2
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7.2.4.Server Configuration

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs configure and manage various SIP call server specific
parameters such as TCP and UDP port assignments, [P Server type, heartbeat signaling
parameters and some advanced options.

7.2.4.1 Server - Configuration — Avaya Side
To add a Server Configuration Profile for Session Manger navigate to UC-Sec Control Center
- Global Profiles 2 Server Configuration and click on Add Profile (not shown).In the new
window that appears, enter the following values. Use default values for all remaining fields:
Select Trunk Server from the drop-down box

e Server Type:
o [P Addresses/
Supported FQDNs:

e Supported Transports:

e TCP Port:

Click Finish to continue.

Server Configuration Profile - General %

Enter the IP address of the Session Manager signaling
interface. This should match the IP address of the Session

Manager Security Module in Section 6.9
Select the transport protocol used to create the Avaya

SBCE Entity Link on Session Manager in Section 6.6

Port number on which to send SIP requests to Session
Manager. This should match the port number used in the
Avaya SBCE Entity Link on Session Manager in Section 6.6

Server Type :.Trunl-c Server V.:
[10.10.3.55
|F Addresses / Supported FQDMNs
Comma zeperated list
WiTCP
Supported Transports v UDP
[ TLS
TCP Port 5060
UDP Port 5060
TLS Port
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In the new window that appears, verify Enable Authentication is unchecked as Session
Manager does not require authentication. Click Finish.

Server Configuration Profile - Authentication

Enable Authentication T
User Name
Realm
Password

Confirm Passward

In the new window that appears, select the Interworking Profile created for the enterprise in
Section 7.2.1. Use default values for all remaining fields. Click Finish to save the configuration.

Configuration Profile - Advanced !

Enable DoS Protection I'_

Enable Grooming L]

Interworking Profile SM3_CS E

Signaling Manipulation Script :_[\Jcme |

TCP Connection Type f« SUBID ¢ PORTID ¢ MAPPING
UDF Connection Type * SUBID © PORTID  MAPPIMNG
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7.2.4.2 Server - Configuration - CenturyLink

To add a Server Configuration Profile for Session Manger navigate to UC-Sec Control Center
- Global Profiles 2 Server Configuration and click on Add Profile (not shown). In the new

window that appears, ent
e Server Type:
e [P Addresses /

er the following values. Use default values for all remaining fields:
Select Trunk Server from the drop-down box

Supported FQDNs: Enter the IP address(es) of the SIP proxy(ies) of the service

provider. This will associate the inbound SIP messages from
CenturyLink to this Sever Configuration

e Supported Transports:  Select the transport protocol to be used for SIP traffic

e TCP Port:

Click Finish to continue.

between Avaya SBCE and CenturyLink
Enter the port number that CenturyLink uses to send SIP
traffic

Server Configuration Profile - General [

Senver Type

Supported Tran

TCFP Fort
UCP FPort
TLS Port

IF Addresses / Supported FQADMNS

Comma seperated list

(Trunk Server v

(67 148 2000 2000 57148 1000 200¢

[ TCP
sports v LDP
MEEs

| 3060
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In the new window that appears, verify Enable Authentication is unchecked as CenturyLink do
not require authentication. Click Finish.

Server Configuration Profile - Authentication

Enable Authentication T
User Name
Realm
Password

Confirm Passward

In the new window that appears, enter the following values. Use default values for all remaining

fields:

Enabled Heartbeat: Checked

Method: Select OPTIONS from the drop-down box

Frequency: Choose the desired frequency in seconds the Avaya SBCE will
send SIP OPTIONS

From URI: Enter an URI to be sent in the FROM header for SIP OPTIONS

TO URI: Enter an URI to be sent in the TO header for SIP OPTIONS

Click Next to continue.

Enable Heartbeat IF
Method |OPTIONS |
Frequency ;éu | seconds
From URI [PNG@centurylink.com
To UR [PNG@centuryink.com
TCF Probe |
TCP Probe Frequency | seconds
Finizh
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In the new window that appears, select the Interworking Profile created for CenturyLink in
Section 7.2.2. Use default values for all remaining fields. Click Finish to save the configuration.

Server Configuration Profile - Advanced [

Enable DoS Protection [

Enable Grooming [

Interworking Profile |SP_Trunk ~|

Signaling Manipulation Script _vI

LIDP Connection Type  SUBID ¢ PORTID ¢ MAPFPING
Finish

7.2.5. Topology Hiding — Avaya Side
The Topology Hiding screen allows you to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity
of the network. It hides the topology of the enterprise network from external networks. Navigate
to Global Profiles = Topology Hiding (not shown).

e Click default profile and select Clone Profile (not shown)

e Enter Profile Name : SM3_CS

e Under the Header field for To, From and Request Line, select IP/Domain under

Criteria and Overwrite under Replace Action. For Override Value type avaya.com
e Click Finish (not shown)

The screen below is a result of the details configured above.

Global Profiles > Topology Hiding: SM3_CS

Topology Hiding Profiles Click here to add a description.

default Topology Hiding

cisco_th_profile

SP_Trunk SDP IP/Domain Auto
To IP{Domain Qverwrite avaya.com
From IP/Domain Qverwrite avaya.com
Record-Route IP/Domain Auto —
Via IP/Domain Auto
Request-Line IP/Domain Overwrite avaya.com
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7.2.6. Topology Hiding — CenturyLink Side

The Topology Hiding screen allows you to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity
of the network. It hides the topology of the enterprise network from external networks. Navigate
to Global Profiles = Topology Hiding (not shown).

e C(lick default profile and select Clone Profile (not shown)

e Enter Profile Name : SP_Trunk

e For the Header To, From and Request Line select IP/Domain under Criteria and Next

Hop under Replace Action
e Click Finish (not shown)

The screen below is a result of the details configured above.

Global Profiles > Topology Hiding: SP_Trunk

Topology Hiding Profiles Click here to add a description.

default Topology Hiding

cisco_th_profile

SP_Trunk SDP IP/Domain Auto —
To IP/Domain Mext Hop —
From IP/Domain MNext Hop -
Record-Route IP/Domain Auto
Via IP/Domain Auto
Request-Line IP/Domain Mext Hop —
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7.2.7. Signaling Manipulation

The Signaling Manipulation feature allows the ability to add, change and delete any of the
headers in a SIP message. This feature will add the ability to configure such manipulation in a
highly flexible manner using a proprietary scripting language called SigMa. The SigMa scripting
language is designed to express any of the SIP header manipulation operations to be done by the
Avaya SBCE. To create a new Signaling Manipulation, navigate to UC-Sec Control Center 2>
Global Profiles - Signaling Manipulation and click on Add Script. A new blank SigMa
Editor window will pop up.

The following script is broken into two parts. The first part acts on the request of an outbound
call to CenturyLink and the second part of the script acts on a response of an inbound call from
CenturyLink.

Sighta Editor

Options

Tite [App ot

/*Remove Plus Sign and Topology Hiding of PAI header for subsequent re-INVITEs*/

2

3 within session "ALL"

i {

5 act on request where ¥DIRECTION="QUTEOUND" and $ENTRY POINT="POST ROUTING"
5 i

7 $HEADERS["p-asserted-identity"] [1] .regex replace [ % Tl
8 $HEADERS ["From"] [1] .URI.USER.regex replace ("\+","");

9 fvar = "3036157116";

10 HEADERS["Diversion"] [1] = "<sip:userf@avaya.com";

i HEADERS ["Diversion"] [1] .URI.USER = %var;

iz }

13 act on request where iDIRECTION="INECUND" and 3ENTRY POINT="FO5ST ROUTING"

15 $HEADERS ["Request-Line"] [1] .URI.HOST.regex replace("avaya.com","10.10.3.6");

16 )
N
13
20
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7.3. Device Specific Settings

The Device Specific Settings feature allows aggregation of system information to be viewed, and
various device-specific parameters to be managed to determine how a particular device will
function when deployed in the network.

7.3.1. Network Management

The Network Management screen is where the network interface settings are configured and
enabled. During the installation process of the Avaya SBCE, certain network-specific
information is defined such as device IP address(es), public IP address(es), netmask, gateway,
etc. to interface the device to the network. It is this information that populates the various
Network Management tab displays, which can be edited as needed to optimize device
performance and network efficiency.

Navigate to UC-Sec Control Center = Device Specific Settings = Network Management
and verify the IP addresses assigned to the interfaces and that the interfaces are enabled. The
following screen shows the private interface is assigned to Al and the external interface is
assigned to B1.

Device Specific Settings > Network Management: GSSCP_03

UC-Sec Devices Network Configuration | | Interface Configuration |

GSSCP_03

Modifications or deletions of an IP address or its associated data require an application restart before

taking effect. Application restarts can be issued from System Management.

A1 Netmask A2 Netmask B1 Netmask B2 Netmask
|55 255 255 0 | [ | |255 255 255 128 | | i
T T
[10.10.3.30 || | [10.103.1 |[a1 ] x
67 v I = o1 )

Select the Interface Configuration tab and use the Toggle State button to enable the interfaces.

Device Specific Settings = Network Management: GSSCP_03

Network Configuration || Interface Configuration |

— e | dmosmwesaws | |
Al Enabled
A2 Disabled
B1 Enabled
B2 Disabled
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7.3.2. Media Interface

The Media Interface screen allows the IP address and ports to be set for transporting Media over
the SIP trunk. The Avaya SBCE listens for SIP media on the defined ports.

To create a new Media Interface, navigate to UC-Sec Control Center - Device Specific
Settings > Media Interface and click Add Media Interface.

Select Add Media Interface

Name: Int_Media

Media IP: 10.10.3.30 (Internal address for calls toward CS1000E)

Port Range: 35000-50000

Click Finish

Select Add Media Interface

Name: Ext Media

Media IP: 86.47.xxx.xxx (External address for calls toward CenturyLink)
Port Range: 35000-50000

Click Finish

The following screen shows the media interfaces created in the sample configuration for the
inside and outside IP interfaces. After the media interfaces are created, an application restart is
necessary before the changes will take effect.

Device Specific Settings = Media Interface: GSSCP_03

UC-Sec Devices Media Interface
GSSCP_03
Modifying or deleting an existing media interface will require an application restart before taking effect.
Application restarts can be issued from System Management.
Media IP Port Range
Int_Media 10.10.3.30 35000 - 40000 2 X
Ext Media 86 .47 soocnnx 35000 - 40000 2N
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7.3.3. Signalling Interface

The Signalling Interface screen allows the IP address and ports to be set for transporting
Signalling messages over the SIP trunk. The Avaya SBCE listens for SIP requests on the defined
ports. Create a Signaling Interface for both the inside and outside IP interfaces. To create a new
Signaling Interface, navigate to UC-Sec Control Center = Device Specific Settings 2>
Signaling Interface and click Add Signaling Interface.

Name: Int_Sig

Signaling IP: 10.10.3.30 (Internal address for calls toward CS1000E)
TCP Port: 5060

UDP Port: 5060

Click Finish

Select Add Signaling Interface

Name: Ext_Sig

Signaling IP: 86.47.xxx.xxx (External address for calls toward CenturyLink)
TCP Port: 5060

UDP Port: 5060

Click Finish

The following screen shows the signaling interfaces created in the sample configuration for the
inside and outside IP interfaces.

Device Specific Settings > Signaling Interface: GSSCP_03

UC-Sec Devices Signaling Interface
GSSCP_03
Signaling IP TLS Profile
Int_Sig 10.10.3.30 5060 5060 - None 2 X
Ext_Sig 86 47 X X 5060 5060 - None & X
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7.3.4. End Point Flows

When a packet is received by UC-Sec, the content of the packet (IP addresses, URIs, etc.) is used
to determine which flow it matches. Once the flow is determined, the flow points to a policy
which contains several rules concerning processing, privileges, authentication, routing, etc. Once
routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk

call.

J

IP-PEX

“Call Server”
] Policy Group G

P

“Call Server” “Trunk Server “Trunk

Policy Grou to UC-Sec” Senver® Polic
“Call Serverto D VSR - Flow D Group i D
UC-Sec” Flow —

SIP Trunk Service Provider
-

- S e ;
- - Trunk™Polic Trunk Server
*Call Serverto Group 5 toUC.Sec
N e ( S
UC-Sec” Fow Fl owJ
=

Sipera UC-Sec

To create a Server Flow, navigate to UC-Sec Control Center = Device Specific Settings >
End Point Flows. Select the Server Flows tab and click Add Flow.

Flow Name:
Server Configuration:

Received Interface:
Signaling Interface:

Media Interface:

End Point Policy Group:

Routing Profile:

Topology Hiding Profile:

Click Finish to save and exit.

CMN; Reviewed:
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Enter a descriptive name

Select a Server Configuration created in Section 7.1.5 to
assign to the Flow

Select the Signaling Interface the Server Configuration is
allowed to receive SIP messages from

Select the Signaling Interface used to communicate with
the Server Configuration

Select the Media Interface used to communicate with the
Server Configuration.

Select the policy assigned to the Server Configuration
Select the profile the Server Configuration will use to route
SIP messages to

Select the profile to apply toward the Server Configuration
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The following screen shows the Sever Flow for Session Manager.

Edit Flow: SM3_Call_Server

Flow Mame

EM3_Call_Server |

|SM3_Call_Server |

Semver Configuration

URI Group

Transport

# #
I
£

Remote Subnet

& |

Received Interface Exi_Sig [

Signaling Interface Int_S_ig W

B

Media Interface Int_Media [+

End Point Palicy Group |defau|t—|ow v|

Routing Profile |Trur1k Server V|

Topology Hiding Profile |SM3_CS V|

File Transfer Profile Mone

Fimizsh

The following screen shows the Sever Flow for CenturyLink.

Edit Flow: SP_Trunk_ Server

Flow Mame |BF‘ Trunk_Server |

Semver Configuration

CMN; Reviewed:
SPOC 7/2/2012

Routing Profile
Topology Hiding Profile

File Transfer Profile

URI Group
Transport III

Remote Subnet = |
Feceived Interface @

Signaling Interface Exti@ e

Media Interface

End Foint Policy Group |defau|t—|ow V’|

|Ca|l Server ¥

| SP_Trunk v

|None b
Finisn|

Finish
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8. CenturyLink SIP Trunk Service Configuration

To use CenturyLink SIP Trunk Service, a customer must request the service from CenturyLink
using their sales processes. This process can be initiated by contacting CenturyLink via the
corporate web site at www.centurylink.com and requesting information via the online sales links
or telephone numbers.

9. Verification

9.1. Verify Avaya Communication Server 1000E Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select by
Functionality table as shown below.

CS1000 Element Manager
| Managing: 192.168.1.5 Username: admin
=5 System » Maintenance
+ Core Equipment
- Peripheral Equipment Maintenance
+IP Network
+Interfaces
- Engingered Values
+ Software
- Customers =Select by Overlay=
- Routes and Trunks 30 - Network and Signaling
- Routes and Trunks LD 32 - Network and Peripheral Equipment
il Cosnals LD 34 - Tene and Digit Switch
- Digital Trunk Interface LD 36 - Trunk
- Dialing and Humbering Plans LD 37 - Inputioutput
- Electronic Switched MNetwork LD 38 - Conference Circuit
- Flexible Code Restriction LD 39 - Intergroup Switch and Systemn Clack
- Incoming Digit Translation LD 45 - Background Signaling and Switching <Select Group>
- Phones LD 46 - Wultifrequency Sender [ D-Channel Diagnostics |
- Templates LD 48 - Link WSDL Diagnostics
-Reports LD 54 - Multifrequency Signaling THDI Diagnostics
-Views LD 60 - Digital Trunk Interface and Primary Rate Interface
-Lists LD 75 - Digital Trunk
-Properties -LOLA0 - Call Trace
- Migration
~Tools - Ethernet and Alarm Managemen
+Backup and Restore LD 135 - Core Common Equipment
DS and e LD 137 - Core InputiOutput
+Logs and reports LD 143 - Centralized Software Upgrade
- Security
+Passwords

Select Status for D-Channel (STAT DCH) command and click Submit to verify status of
virtual D-Channel as shown below. Verify the status of the following fields.

e APPL_STATUS Verity status is OPER

e LINK STATUS Verify status is EST ACTV

AVAYA C€S1000 Element Manager
- UCM Hetwork Services 21 Managing: 192.168.1.56 Username: admin

L System » liaintenance » D-Channel Diagnostics

- Links

- Vitual Terminals D-Channel Diagnostics
- System

+Alarms

- Maintenance Diagnostic Commands Command Parameters

+ Core Equipment 'ﬁ

Pk E el Status for D-Channel (STAT DCH} - Submit

+IP Network [Disable Automatic Recovery (DIS AUTO) B3| = Submit

+Interfaces e

- Engineered Values |Enah|e Automatic Recovery (ENL AUTO) ;I I~ FOL Submit

+Emergency Services = —

+ Software |Testlnlerrum Generation (TEST 100 j Submit
|- Customers | Establish D-Channel (EST DCH) = Submit
- Routes and Trunks

-Routes and Trunks = = = -

—D-Channels [ JocHpes — JappL_status]unk_statusfauto_RECY

- Digital Trunk Interface C 001 SIF_DCH OPER EST ACTY AUTO
- Dialing and Numbering Plans

- Electronic Switched Netwark 2 ,

~Flexible Code Restriction LI

- Incoming Digit Translation
| Phones Command executed successfully.

- Templates

-Reports

- Views

- Lists

- Properties
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9.2. Verify Avaya Aura® Session Manager Operational Status

9.2.1. Verify Avaya Aura® Session Manager is Operational

Navigate to Elements - Session Manager - Dashboard (not shown) to verify the overall
system status for Session Manager. Specifically, verify the status of the following fields as
shown below.

o Tests Pass v

* Security Module
e Service State

up

Accept New Service

il Home /Elements / Session Manager- Session Manager

System Tools

Select ; All, None

Dashboard Help 2
Session Manager Session Manager Dashboard
Administration This page provides the overall status and health summary of each administered Session Manager.
Hommuneabon Erohis Session Manager Instances
Editor
Network Configuration Service State ~ | Shutdown System = As of 11:56 AM
Device and Location
Configuration 1Item ' Refresh | Show ALL:I' Filter: Enable
Application | Session | Tests | Security > Entity Active Call 2 s | 5
Configurati | Hanager [ fvee| Alarms] pdes Module it Monitoring Count Registrations | Version

onfiguration - = —

Session 870 Accept New . 2

System Status T Manager DR | [N Up Service o0/3 X a 6.1.0.0.610023)

Navigate to Elements - Session Manager - System Status - Security Module Status (not
shown) to view more detailed status information on the status of Security Module for the specific
Session Manager. Verify the Status column displays Up as shown below.

Reset | Synchronize | Certificate Management - | Connection Status |
1Item Refresh ShowlALL = Filter: Enable
‘ Details zi‘nsai;:r ‘ Type Status Connections IP Address ‘ VLAN ‘ g:f::’;y ‘ NIiBujding (E:;l;:cl;_:'dkj actual) z::tilﬁcate
O Show E:iﬂ;zr SM Up 6 10.10.3.55/24 10.10.3.1 Disabled 33 SIF CA
Select : None
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9.2.2.Verify SIP Entity Link Status

Navigate to Elements = Session Manager = System Status = SIP Entity Monitoring (not
shown) to view more detailed status information for one of the SIP Entity Links. Select the SIP
Entity for CS1000E from the All Monitored SIP Entities table (not shown) to open the SIP
Entity, Entity Link Connection Status page. In the All Entity Links to SIP Entity: CS1K
table, verify the Conn. Status for the link is Up as shown below.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIF entity.
All Entity Links to SIP Entity: CS1K

Summary View

1Item Refresh Filter: Enable
Details Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status

Show Session Manager 10.10.3.6 5080 TCP Up 200 OK Up

Verify the status of the SIP link is up between the Session Manager and the Avaya SBCE by
going through the same process as outlined above but selecting the SIP Entity for the Avaya
SBCE in the All Monitored SIP Entities table (not shown).

SIP Entity, Entity Link Connection Status
This page displays detailed connection status for all entity links from all Session Manager instances to a single SIF entity.

All Entity Links to SIP Entity: Sipera

Summary View |
1 Item | Refresh Filter: Enable
Details Session Manager Name I SIP Entity Resolved IP I Port I Proto. I Conn. Status I Reason Code I Link Status
Show  Session Manager 10.10.3.30 5060 TCP Up 200 OK Up
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10.Conclusion

These Application Notes describe the configuration necessary to connect the Avaya CS1000E,
Avaya Aura® Session Manager and Avaya Session Border Controller for Enterprise to
CenturyLink SIP Service. Interoperability testing of the sample configuration was completed
with successful results for the CenturyLink SIP Trunk with observations which are detailed in
Section 2.2.

11. Additional References

This section references the documentation relevant to these Application Notes. Additional Avaya
product documentation is available at http://support.avaya.com.

[1]
[2]

[3]
[4]

[5]
[6]
[7]
[8]

[9]

[10]

[11]

Avaya Aura® Session Manager Overview, Doc ID 03-603323, available at
http://support.avaya.com

Installing and Configuring Avaya Aura® Session Manager, available at
http://support.avaya.com

Avaya Aura® Session Manager Case Studies, available at http://support.avaya.com
Maintaining and Troubleshooting Avaya Aura® Session Manager, Doc ID 03-603325,
available at http://support.avaya.com

Administering Avaya Aura® Session Manager, Doc ID 03-603324, available at
http://support.avaya.com

IP Peer Networking Installation and Commissioning, Release 7.5, Document Number
NN43001-313, available at http://support.avaya.com

Network Routing Service Fundamentals, Release 7.5, Document Number NN43001-
130, Issue 03.02, available at http://support.avaya.com

Co-resident Call Server and Signaling Server Fundamentals, Avaya Communication
Server 1000E Release 7.5, Document Number NN43001-509, available at
http://support.avaya.com

Signaling Server and IP Line Fundamentals, Avaya Communication Server 1000E
Release 7.5, Document Number NN43001-125, available at http://support.avaya.com
E-SBC (Avaya Session Border Controller for Enterprise) Administration Guide,
November 2011

RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 66 of 72
SPOC 7/2/2012 ©2012 Avaya Inc. All Rights Reserved. CLCS1K75SMSBC


http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/
http://www.ietf.org/

Appendix A — Avaya Communication Server 1000E Software
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Appendix B

Included below is the Sigma Script used during the compliance testing. The contents have been
modified to mask IP address and the routable DID number of the Diversion header.

/*Remove Plus Sign and Topology Hiding of PAI header for subsequent re-INVITEs*/

within session "ALL"

{

act on request where $DIRECTION="OUTBOUND" and %E‘.NTRY_POINT="POST_ROUTING"

{
SHEADERS ["p-asserted-identity"][1].regex replace ("\+","");
SHEADERS["From"] [1] .URI.USER.regex replace ("\+","");
Svar = "3036xxxxxx";
$HEADERS ["Diversion"] [1] = "<sip:user@avaya.com";
$SHEADERS["Diversion"] [1] .URI.USER = $%var;

}

act on request where %$DIRECTION="INBOUND" and $ENTRY_ POINT="POST ROUTING"
{

$HEADERS ["Request-Line"] [1] .URI.HOST.regex replace("avaya.com", "86.xxx.xXXx

}

}

.xxXxX");
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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