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OSN with Avaya IP Office — Issue 1.0

Abstract

These Application Notes describe the configuration steps required for Resource Software
International (RSI) tools OSN to interoperate with Avaya IP Office. Resource Software
International tools OSN application offers immediate, E911 on-site notification for emergency
calls. RSI tools OSN is a computer telephony solution that uses the CTI Link Pro (DevLink
and 3rd Party TAPI) interface to an Avaya IP Office to provide real-time monitoring and
notification of emergency events (i.e. 911 calling). RSI tools OSN can deliver emergency
notification messages to a digital/IP telephone set, via email, or to a network computer
utilizing Windows WinPopup messages.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Resource Software
International (RSI) tools OSN to interoperate with Avaya IP Office. RSI tools OSN is a
computer telephony solution that uses the CTI Link Pro (DevLink and 3rd Party TAPI) interface
to an Avaya IP Office to provide real-time monitoring and notification of emergency events (e.g.
911 calling).

The software can be configured to deliver notification messages to a telephone set, via email, or
to a desktop computer using Windows WinPopup messages. A record of each emergency
notification event is stored in the emergency notification event log (notify.log). The onsite
notification feature provides businesses with immediate real-time notification of emergency
events. This solution provides increased security, elimination of inappropriate/invalid emergency
calls, and faster response times to actual emergency events. The software will operate on any
Pentium based computer operating a Microsoft Windows operating system (Windows XP or
greater).

2. General Test Approach and Test

2.1. Interoperability Compliance Testing

The interoperability compliance test included feature and serviceability testing. The feature
testing focused on verifying the following on RSI tools OSN:

e Handling of real-time data from Avaya IP Office, and the use of that data to provide real-
time notification of an emergency.

The serviceability testing focused on verifying the ability of RSI tools OSN to recover from
adverse conditions, such as disabling/re-enabling the network connection to the RSI tools OSN
PC.

2.2. Test Results

All test cases were executed and passed.

2.3. Support
Technical support on the RSI tools OSN can be obtained through the following:

e Phone: (905) 576-4575
e Email: support@telecost.com
e Web: www.telecost.com
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3. Reference Configuration

The RSI tools OSN solution consists of the RSI tools OSN application running on a Windows
PC/ Server. The RSI tools OSN application utilizes the CTI Link Pro (DevLink and 3rd Party
TAPI) interface to Avaya IP Office to provide real-time monitoring and notification of
emergency events (i.e. 911 calling).

ERy & ©

Avaya 9600 and 5600 Series Avaya 2400 Series Avaya 6200 Series
H.323 Phones Digital Phones Analog Phone
Simulated
e
PSTN
Avaya |IP Office
(1064 21 B4)
P —
- g
RSl tools OSN Avaya |P Office User
(10.54.21 50) (Extension 201)
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software
Avaya IP Office 500 8.0 (13)
e DIGSTAS8/PRISU e 8.0(13)
e VCM32 e 8.0(13)
e ANALOG POTS30V2 e 10.0(13)
Avaya 6200 Series Analog Telephone —
Avaya 2400 Series Digital Telephones Release 6
Avaya 5600 Series IP Telephones (H.323) 2.9.1
Avaya 9600 Series IP Telephones (H.323)
e 96x0 3.1 SP2
e 96x1 6.0 SP5

Avaya [P Office TAPI Driver

tapiQ3Maint2011.exe

RSI tools OSN application on a
Windows XP Professional Service Pack 3 PC

Version 2011 Build 2.0.0.2

MIJH; Reviewed:
SPOC 3/8/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

4 of 22

RSItoolsOSNIPOS8




5. Configure Avaya IP Office

This section provides the procedures for configuring Avaya IP Office.

From a PC running the Avaya IP Office Manager application, select Start > Programs > IP
Office > Manager to launch the Manager application. Select the proper IP Office system, and
log in with the appropriate credentials.

The Avaya IP Office R8 Manager screen is displayed. From the configuration tree in the left
pane, select License > CTI Link Pro to display the CTI Link Pro screen in the right pane.
Verify that the License Status is “Valid”.

i Avaya IP Office RB Manager 00E00705345B [8.0(13)] [Administrator(Administrator)]

File  Edit  Wiew Tools Help

} N0ENN705345E ¥ License = CTILinkPro I = - | 3 ;j YRS 2 Aﬂ

IP Offices CTI Link Pro g~ X | v |<|=

(=%, License (73) Al [ Licenses |
8. 1600 Series Phones
% 3rd Party IP Endpaints License Key |NUM?aXdAquanszArFonAMechpR?W
% Advanced Edition
% Advanced Small Commi License Type |CTI Link Pro
% AUDIY Yoicemail
W2 Avaya IP endpaints
W2 Avaya IP endpaints
W CCC Agent Rostering
W CCC Agents Expiry Date |Never
W, CCC Chat
W CCC Designer {users)
W, CCC EMail
B, CCC PC Wallboards
S CCC Server
S CCC Spectrum Wallboa
W CCC Supervisors
. CCRCCCUPG
W CCR Designer
& CCRSUP
& Compact Business Cenl
. Conferencing Center

CTI Link Pro
W Customer Service Ager

Instances |255

|
|
License Status |Valid |
|
|
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From the top menu select File > Advanced > Security Settings...

i} Avaya [P Office RB Manager 00E007053458B [8.0(13)] [Admini

File | Edit Wiew Tools Help
~ OOEOO705345E ZiE-HE Alv 28
Close Configuration .
I i DOE00705345B - X v <
=
Save Configuration As... stem | LAM1 | LAMZ | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR || Twinning | WCM | CCR | 4
Change Working Directory... me |DDEDD?0534SB | Locale United States {US English) i
Preferences. .. ontact Information
OFfline y et contact information to place Systkem under special control
Advanced L4 Erase Configuration {Default)
Backup/Restore 3 Reboat...
Import/Export 4 Syskem Shutdown, ..
Exit Upgrade. .. Provider EI
4] FAS(1 ch. Mode...
- i | Chonsetode 2 e pachpref | ]
@ Incoming Call Route {4) audit Trail
@ ‘WanPort {0} H 1] 1] Local Mumber Length l:l
. Directory (0) Security Settings... |
£ Time Profile (03 Pl - - i
@ Firewall Profile (1) " Erase Security Settings {Default) ; .
Bl 17 Route (4) Embedded File Management... :I
#m Account Code (1) & a T [] Favor RIP Routes, ower static routes
W License (73) 5 orma Ic& an L
&l Tunnel {0} 1 Recreate IP Office SO Card 3
ai User Rights (8) & Memory Card Command 3
5 or T foancger |
- i ofManager
2% suthorization Code (1) Launch Yoicemail Pro Client o
" RAS Location Request (0) 1
g.“ E911 System (1) ] System Status :|
LM Greeting Ukility
TTEOITSET ; e
(hours:minutes) Ho
File ‘Writer IP Address 192 . 168 42 203
Dongle Serial Mumber Local 5128741
AVPP IP Address i} i} ] i}
< | o
Received BOOTP request for 000c29177830, 0.0.0.0:68, unable ko process
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The following screen is displayed.

R8 Manager - Security Administration - 00E00705345B [8.0 (13)] [security]

File  Edit ‘Wiew Help
. = = Aa ! o
Security Settings |_General Settings _____________________________ENEIEIENEN
e General ) -
2 System (1) Security Adrinistrator
7 Services [B) Unique Security Administrator ]
o Jeeld S
Erarn] e ——— [ Change
Minirmum Pazzword Complesity
Previous Password Limit [Entries]
Service User Detail
Minimum Mame Length
Minimumn Password Length
Pazzword R eject Limit [Attempts]
Pazsword R eject Action | Log to Audit Trail L |
Minimum Password Complexity | Low ~ |
Previous Password Limit Entries]
Paszword Change Period [days)
Account |dle Time [days]
Expiry Reminder Time [days] 28 b
Ok Cancel
Received BOOTP request for 00040dfbecSh, 2.2.2,3:68, unable to process
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From the Security Settings tree in the left pane, navigate to Services > Configuration. Select
“Unsecure + Secure” from the Service Security Level drop-down menu. Note the secure
Service Port value (i.e. “50805”") which will be used later to configure RSI tools OSN.

il Avaya IP Office RB Manager - Security Administration - 00E00705345B [8.0 (13)] [security]
File Edit Wiew Help

Security Settings Service : Configuration [ e [ [N 3 ]
= .‘] Security Service Detailz
----- e General - :
-5 System [1] Mame |E0nf|gurat|0n |
= Sevices [E) Hast Spst DOEDO7053458
% Canfiguration ESSEERL | |
@ Security Administration Service Port |50804, 50805 |
- System Status Interface . .
@ Erhanced TSP Service Security Level | Unzecure + Secure w |
3 HTTP A
@ \Web Services Under SMGR Adrmiristration  []
EJ---“ Rights Groups [15]
EJ---b Service Users [8)
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6. Configure RSI tools OSN

This section provides the procedures for configuring the RSI tools OSN Server. The procedures
include the following areas:

Administer TAPI Driver

Launch tools OSN Configuration Wizard
Administer Connection Information

Administer System Defaults

Administer Public Safety Answering Point (PSAP)
Administer Emergency List

Administer Extension List

Administer Notify List

Administer [P Office Configuration Account

6.1. Administer TAPI Driver

From the RSI tools OSN PC, select Start > Control Panel > Phone and Modem Options, to
display the Phone and Modem Options screen. Select the Avaya IP Office TAPI2 Service
Provider entry under the Advanced tab, and click Configure.

MIJH; Reviewed:
SPOC 3/8/2012

Phone and Modem Options

Dialing Fules Ml:u:lems| Advanced

E@ The following telephony providers are installed on thiz computer:

Providers:

Avaya IP Office TAPIZ Service

Ayvaya IP Service Provider

Microgsoft H.323 Telephory Service Provider
Micrazaft HID Phone TSP

Microzaft kMulticast Conference TAP| Service Provider
MHDIS Prosy TAPI Service Provider

TAPI Kernel-tode Service Provider

IInimodem 5 Service Provider

[ Add... ] [ Remove ] [ Configure. .

[ ] H Cancel ]
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The Avaya TAPI2 configuration screen is displayed. For Switch IP Address, enter the IP
address of Avaya [P Office. Select the radio button for Third Party. Enter the appropriate
credentials for the Switch Password. Reboot the RSI tools OSN PC.

Avaya TAPIZ configuration

Switch IP Address |1D.54.21.54 | 0K

Cancel

II X

() Single User

serome ||

Ilzer Pazsword
() Third Party

[ 1]
Switch Pagsword

Wil zers
ACD Queues
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6.2. Launch RSI tools OSN Configuration Wizard

From the PC where the RSI tools OSN application is installed, select Start > All Programs >

RSI > tools OSN > Avaya > Configuration Wizard to launch the configuration wizard. In the
following sections, after entering the appropriate values on each screen, click the Next button to
move forward through the wizard. At the end of the wizard, click the Finish button to complete

the configuration.

tools OSN Configuration Wizard

Wiglcome to the Rzl tools OSM Configuration Wizard. Thiz wizard
will create all necessary files required to setup your RSl tools OSSN
software.

WARMIMG: This program iz protected by copyright lase and
irternational treaties.

Unauthorized reproduction or distribution of this program, ar any
potion of it, may result in severe civil and criminal penatties, and will be
prosecuted to the maximum extert possible under law.

Cancel
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6.3. Administer Connection Information

On the Connection Information screen, enter the IP Office IP address (or name) in the IP
Address or Name field. Enter the password used to access IP Office in the Password field.

tools O5N Configuration Wizard - Connection Information

The RSlHtools OSM software connects to your Avava IP Office telephone
ayatem via your network. Once the connection iz establizhed the
softyware monitors telephone activity from all extensions connected to
the system. The following IP Office connection information is reqguired by
the tools QSR software.

IP Address or Hame |1 0.64.21.64

EXEEL+ 11

Password

hMonitoring of emergency events will stop when the connection between
the toolz OS5k software and the the IP Office system fails. Use the
follovving option to instruct tools OS5 to automatically reset the
connection with the IP Office system it no telephone activity has
occurred during the last X minutes.

Inactivity Reset Interval |50 *| Minutes

= Back Cancel
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6.4. Administer System Defaults

On the Setup System Defaults screen, enter the desired system defaults. The screen below
shows the values used during compliance testing.

tools O5N Configuration Wizard - Setup System Defaults

The RSlHtools OS5 Configuration Wizard program reguires several
ayatem defaults to be specified by the uzer. These defautts will
determine howy your tools OSM system initializes.

[ Install tools 0SH in Windows Startup Group
[ Install tools OSH as a Service

The R=ltools OSSN system will track and record call activity on yaur
Telephone System. Check the fallowving options to create and log SWDR
[=tation Message Detail Recaords).

I+ Log File |C:'Program Files'\RSitools OSHMways'RS  Browse

Generate SMDR Records for the following types of calls
[ [w Incoming [v Interal

=Back || Hhext= Cancel

..............................
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6.5. Administer Public Safety Answering Point

On the Public Safety Answering Point screen, add/edit the PSAP Information fields as desired
for each of the IP Office extensions.

% tools OSN Configuration Wizard - Public Safety Answering Point (PSAP) |:||E| E'

RZltools OSM can send Public Safety Answering Point (PEAP) information
with emegency natification messages delivered via email. Use the Extension
infarmation boxes provided below to define your PEAP information. If PSAP
infarmation iz not required press the Mext buttan.

Extensions = =

Extension 201 PSAP Information

_ Site |Avaya

202

203 Building |Eluilding A

204

205 Floor | 3rd Room [Rm2124

206 —

207 Cubicle |n.fa

208 -

S50 Description

281 v description

2 |
Delete | Clear |
= Back Mext = Cancel
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6.6. Administer Emergency List

On the top half of the Security Features Screen, enter a value in the Digits Dialed field and
click the Add button to add the value to the Emergency List. The screen below shows that

“53002” has already been added as an emergency number. Repeat this procedure to add all the
desired emergency numbers.

tools OSH Configuration Wizard - Security Features

Emergency Matification l
Emergency Options
When an extenzion dialz the Emergency Digits (all access codes must be
included) or an Emergency Short Code a notification message will be
delivered to the specified devices (i.e extensions, workstations, etc).
Emergency List
Digit= Dialed (i.e. 911) Dlete
a1 Acld Clear
53002 Emergencies/Emorz Nortifications
Extensions ] EMail | Computers |
Properties ] Extension List | Netify List | Configurstion
Motification Message  [EMERGENCY
Description |
LoBeck 1 Nedt> Cancel
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6.7. Administer Extension List

On the bottom half of the Security Features Screen, click the Extension List tab. Use the
Extension drop-down menu to select an extension to be added to the notification list. Click the
Add button. Repeat this procedure to add all the desired numbers to the notification list. The
screen below shows that extension “201” has already been added to the notification list.

tools O5H Configuration Wizard - Security Features

Ermergency Matification l
Emergency Options
When an extension dials the Emergency Digits (all access codes must be
included) or an Emergency Short Code a notification meszage will be
delivered to the specified devices (i.e extenszions, workstations, etc).
Emergency List
Digits Dialed (i.e. 911) Delete
11 Al Clear

53002 Emergenciez/Emors Nortifications

Extensions |Entail | Computers |

Properties  Extension List lNDtify Li=t ] Configuration

Add an extension ta the notification list by a0

zelecting it fram the list box and pressing Add.

Delete an Extension by selecting it from the List

and pressing Delete.

Extension
- A
Delete | Clear
Mext = | Cancel
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6.8. Administer Notify List

On the bottom half of the Security Features Screen, click the Notify List tab. Select the

extension(s) to be utilized to send the notification message.

tools OSH Configuration Wizard - Security Features

Emergency Motification

Emergency Options

When an extenzion dials the Emergency Digits (all access codes must be
included) or an Emergency Short Code a notification message will be
delivered to the specified devices (i.e extensions, workstations, etc).

Emergency List
Digits Dialed (i.e. 911) Delete

211 Acld Clear

53002 Emergencies/Emorz Nortifications
Extensions ]EMail | computers |

Properties ] Extension List Motify List ]Cu:unfiguratiu:un

Alert natifications to IP Office phones requires the use of an [P Office
lelephone extension. Select the extension(s) to be utlized to send the
notifeation message.

Phonef&ppearances

P Office Phone: 243
P Office Phone: 244
P Office Phone: 251
v| [P Office Phone: 252
P Office Phone: 253

|

|

= Back Mext = Cancel

6.9. Administer IP Office Configuration Account

On the bottom half of the Security Features Screen, click the Configuration tab. Enter the
appropriate [P Office credentials for the Account Name and Password fields. In the Port field,

enter the secure Service Port value shown at the end of Section 5.
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tools OSH Configuration Wizard - Security Features

Emergency Matification

Emergency Options

When an extenzion dialz the Emergency Digits (all access codes must be
included) or an Emergency Short Code a notification message will be
delivered to the specified devices (i.e extensions, workstations, etc).

Emergency List

Digits Dialed (i.e. 911) Delete

211 Add

53002 Emergenciez/Emorz Nortifications
Extensions ]EMail | computers |

P Office Configuration Account

Lccount Mame |Adminis*trat-:nr

[ Port  |SO205

Motification Options

Call Timeowt (zeconds) (45 5| Retries |3 :l

[w Send Email to Error Email List if notification call not ansywered.

Pasword

Clear

= Back | Mext = | Cancel
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7. Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya IP
Office and RSI tools OSN.

Launch the RSI tools OSN application by selecting Start > All Programs > RSI > tools OSN >
Onsite Notification. Click the Debug icon followed by the Start Icon (note the Start icon will
change to a Stop icon as shown below).

Lk tools OSN
File Tools Help

S ® @

Debug SMDR About Wehsrte Close

Device 14: £18=5f4c7e00647d11d8a6le00e007053450 -
Lines Device 15: £15=5f4c7e00647d11d8a62000200705345h
£ Events Device 16: Zl6=5f4c7200647d1l1d8as2200e007053450

Device 17: Z17=E£fd4c7e00647d11ld2acz400e0070534Eb
Device 18: Z18=Efdc7e00647d11d2acze00e0070534EDb
Device 13: Z13=Efdc7e00647d11d2acz200e0070534EDb
Device Z0: ZZ0=E5fd4c7e00647d11d3a6Zalledd?05345h
Device Z1: Z41=del86c80ffefl1d8306c00200705345h
LDevice ZZ: Z472=a01ddaf0ffealld380d4dZ00=00705345h
Device Z3: E43=e96e0Z00fZealld380f000200705345h
Device Z4: Z44=fdl1o9hLE80fZealld3810500=00705345h
Dewvice 25: EL1=7E298700455d411d986eZ00200705345h
Device Z6: ELE=BE08Zb00455d411d986fc00=00705345h
Device £7: Z53=559b&0300elaflld®393c00e00705345b
Avaya IP Office Dewvice Configuration Loaded. Found 26 dewices.
Connected 0K
DLRegisterTypeiZCallleltas successful IPOfficePBxHandle=0
———————— 1271272011 15:Z0:14
SMDE RESTART
RESOURCE SO0FTWARE INTERMATIONAL LTL.

10.64.21.64 1212/201 15:20 Mot Registered
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Place a call to an emergency number (in this case, “53002”). Verify the tools OSN application
begins flashing and displays an event on the bottom portion of the screen indicating which
extension dialed the emergency number (e.g. “203”) and the emergency number dialed (e.g.
“53002”). Verify a call is placed from an extension selected in the Notify List in Section 6.8
(e.g. “252”) to the extension in the Extension List, configured in Section. 6.7 (e.g “201”).
Verify the display on extension 201 shows extension 203 made an emergency call.

L tools OSN

File  Tools

Help

Emergency Timer Fired
Emergencyblert 1 ActiveNotifyCalls=1l NotifyCalls Active/Pending=1
CheckExtNotifyTimeOut: Call to 201 ringing /active for 10 Timeout call at 45 Status=4
CheckEnergencyNotifyList: Emergency Alert

Emergency Timer Fired

Emergencylilert 1 ActiveNotifyCalls=1l MotifyCalls Active/Pending=1
CheckExtNotifyTimelut: Call to Z01 ringingfactive for 11 Timeout call at 45 Status=4
CheckEnergencylNotifyList: Emergency Alert

Emergency Timer Fired
Emergencyilert 1 ActiveNotifyCalls=1l NotifyCalls Active/Pending=1
CheckExtNotifyTimeluc: Call to Z01 ringing factive for 12 Timeout call at 45 Ztatus=d4
CheckEnergencylotifyList: Emergency Alert

Emergency Timer Fired
Emergencylilert 1 ActiveNotifyCalls=1l MNotifyCalls Active/Pending=1
CheckExtNotifyTimeOut: Call to 201 ringing /active for 13 Timeout call at 45 Status=4
CheckEnergencyNotifyList: Emergency Alert

Emergency Timer Fired
Emergencylilert 1 ActiveNotifyCalls=1l MotifyCalls Active/Pending=1
CheckExtNotifyTimelut: Call to Z01 ringingfactive for 14 Timeout call at 45 Status=4
CheckEnergencylNotifyList: Emergency Alert

£ Events

v
< | >
2011/12/12 15:21:37 EMERGEHCY EXT:203 Extn203 LIHE 19 DIGITS 53002
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8. Conclusion

These Application Notes describe the configuration steps required for RSI tools OSN to
successfully interoperate with Avaya IP Office. All feature and serviceability test cases were
completed.

9. Additional References
This section references the product documentation relevant to these Application Notes.

1. [P Office 8.0, IP Office Installation, November 2011, available at
http://support.avaya.com.

2. [P Office Manager 10.0, November 2011, available at http://support.avaya.com.

3. Resource Software International Ltd. tools OSN (IP Office) User Guide, available as part
of RSI tools OSN installation.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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