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Abstract

These Appliation Notes describe the procedures for configutited=dgeProtect and
EdgeMarc Enterprise Session Bor@antrollers(SBCs)from Edgewater Networks, to
interoperate witPAvayalP Office 8.0supportingSession Initiation Protocol (SIP) Trunking
between deadquarters and a branch officeationof an Enterprise.

Locatedat headquarters locationbetEdgeProte@ession Border Controller terminates
Transport Layer Security (TD®onnections from multiple remote branch offices where thg
EdgeMarc SBCs argeployed. This is don@® provide confidentiality, authditation and

encryption forall VolP communicatiorbetweenhe Enterpriselocations, across an untrusted
network.

Information in these Application Notes has been obtained through DevConnect cam
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configthiengdgeProtect anddgeMarc
Enterprise Session Border Controllers from Edgewater Netwtirksteroperate witlan Avaya
IP Office soluton, in adistributedIP Telephonyscenario withseparate headquarters dench

office locations.

The EdgeProtect and EdgeMawlutionusesa VolP Traversamechanismwhich allows the
creation of a secure tunnel from a remote clienintexternal server across the untrusted
network. All VolP traffic flowing between théneadquarters and bransiteswill travelthrough
this tunnel The VdP traffic will be encryptedusingTransport Layer Security (TLS) protocol.

2. General Test Approach and Test Results

The test approdcwas to configure a simulatedterprise cloud in the Test Lab, witime
headaarters and onkeranch sites, eadite contaning anAvaya IP Office500v2, Release 8.

A SIP Trunk connection is configed between the two IP Offices, across the Session Border
Controllers and the untrusted network.

The EdgeProte@®BCis locatedat the headquartelscation,and the EdgeMarc SBiS located

at the branch sit8oth SBCdave a Public sideyhich connectso the untrusted network, and a
Private side that connectsttte enterprise network at each location, whererdspectivdP
Offices arelocated All SIP and RTRraffic enteringor leaving each location flows through the
SBC. In this way, th&BC can protect the enterprise against anyl@i§edattacksThe tansport
protocol between the IP OffiGd the SBC at each locatiasn UDP.The tansport protocol
between the two SBCsiass the untrusted network is TLS

In addition to tle VoIP Traversal, the EdgeMarctae kranch siteuses the Application Layer
Gateway (ALG) feature, which provides the proxy and call control capabilities needed for the
support of the SIP trunk acrogs WAN and LAN interfaces.

All testsperformedwere completed successfully, with the observation not&eation 2.2

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exemgsAPIs and/or standardsmsed interfaces pertinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect rambers, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect membero6s solutior
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2.1. Interoperability Compliance Testing

To verify interoperability, the following features and functionality were coverechduhe
compliance test:

A Basiccall scenarios using G.711U and G.729A codecs.

Quality of Service.

DTMF transmission using RFC 2833.

Avaya oft clients.

Voicemail with message waiting indicators (MWI).

User features such as call hold and resume, forvitanmasference and conference.
Network Call Redirection between sites using the SIP REFER method.

T.38 Fax.
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2.2. Test Results

Interoperabiliy testingwas completed with successful results for all test cases with the exception
of the observations/limitations dedwed below:

Application Layer Gateway (ALG) dynamic IP address assignmentAt the time of writing
these Apfication Notes, withversionl11.6.60f the Edgevater VolP Operating System (VQS)
the IPaddress of the WAN ALG@ the EdgeMarcs assignedlynamicdly on the traversal
subnet bythe EdgePotectDHCP server This address is used in the configuration of the SIP
Line of the IP Officeat the Main 8e, as the ITSP Proxy Address.drsite to siteonfiguration
like the one used for the compliance tediereDNS wasnotused, this parametshould be a
static IP addressiot dynamic Edgewater Nevorkswill provide the option in future software
loads for entering this IP address statically, diredtiym the browser configuration screens

2.3. Support

For tecical support on the Edgewater Networks products described in these Application Notes
visit http://www.edgewaternetworks.com/support
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3. Reference Configuration

Figure 1 below shows the coigfuration used for theompliance test. It shows tivain Site
and theBranch Office, connected by the SIP trunk acrdabke untrusted network.
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Figure 1.Test Configuration

Fax

Each location contairen Avaya IP Office 500v2 Release 8.0, Avaya Voicemail Rkaya IP

Office soft clients, and Avaya hard phones including SIP, H.323, digital, and analog endpoints.
The IP Office connects toeHhocal area network through E&N1 port, while it uses the LAN2

port to connecto theLAN side of theEdgePrtect orthe EdgeMarc SBCThe SBG connecto

theuntrusted networkhroug

h the WAN interface

In this configuration, all endpoints registeith their local IP OfficeVolP traffic will only
traverse the untrusted network when placing calls between the sites.
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For security purposes, pete addresses are showrkigure 1 for the WAN network interfaces
of the EdgeProtect and the EdgeMarc, instead of the real public IP addresses used during the
complianceests.

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Component | Version

Avaya

Avaya IP Office 500v2 8.0 (16)

Avaya IP Office Digital Expansion Module 10.0 (16)

DCPx16

Avaya IP Office Manager 10.0 (16)

Avaya IP Office Voicemail Pro 8.0.8.29

Avaya 96X IP Telephone (H.323) Avaya oneX Deskphone Edition 3.1
Avaya 9608 IP Telephone (H.323) Avaya oneX Deskphone. Release 6.13¢
Avayall40EIP Telephaoes (SIP) 04.03.09.00

Avaya 1120E IP Telephones (SIP) 04.03.09.00

Avaya Digital Phone 9508 N/A

Avaya IP Office Softphone (SIP) 3.1.2.17_59616

Avaya IP Office Phone Manager 4.2.39

Edgewater Networks

EdgeProtect Enterprise Session Border 11.6.6

Controller 5300LF2 series

EdgeMarc Enterprise Session Border 11.6.6

Controller 4550 series

5. Configure IP Office

This section describes the configuratsies to supporéa SIP trunk connection between the

Avaya IP Offices atthe headquarters and branch locatiohgaya IP Office is configured

through the Avaya IP Office Manager PC application. From the PC running the Avaya IP Office
Manager application, sele$tart A ProgramsA |IP Office A Manager to launch the
application. Navigate teile A Open Configuration, select the proper Avaya IP Office

system from the poepp window, and log in with the appropriate credentialsnaagement

window will appear similato the one shown in the next section.

The appearance of the IP Office Manager can be customized usivigthenenu. In the

screens presented in this section, the View menu was configured to show the Navigation pane on
the left side, the Group pane in tbenter and the Details pane on the right side. These panes will
be referenced throughout the Avaya IP Office configuration. Proper licensing as well as standard
feature configurations that are not directly related to the test case described (suchfslthe L
interface cafiguration, Voicemailgtc) is assumed to be already in place, and they are not part

of these Application Notes.
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During the next configuration sections, many of the configuration parameters are common for
the IP Offices at the Main and &mnch sites. In those casgbere the same settings apply for both
systemsasingle screenshot will be showBeparate screens will be presented for each IP Office
only when different parameters need to be specified for each case.

5.1. Licensing

The configiration and features described in these Application Notes require the IP Office
systems to be licensed appropriately. If a desired feature is not enabled or there is insufficient
capacity, contact an authorized Avaya sales representative.

In the sample anfiguration,IP500V2 Main andIP500V2 Branchwere used as the system
names for the IP Offices at the two locations. To verify that there is a SIP Trunk Channels
License with sufficient capacity; navigate on each IP OffidadenseA SIP Trunk Channels
inthe Navigation and Group pand&Sonfirmthat there is valid license with sufficient

Al nstanceso (trunk channels) in the Details
IP Offices License SIP Trunk Channels
BOOTR (4} UEne: THat =4 licenses I
% Operator (3) %= DECT Integration (port:
= IPSOOVZ Main S BLF LicenssKey  JnMtHeebADRL42wonZ:kwOlgrhsPapbH
-5y Syskem (1) e Enterprise Branch Usar
----- 7 Line (20 8. Essential Edition Additio License Type  [5IF Trunk Channels

----- <= Conkrol Unit {S) || e Essential ko Branch Edit

. i alid
""" o Extension (45) | RexIntegrated Messaging Mizemme SEliis I

----- E User (47) % IP Endpoint to Erterpris Instances |255
""" i HunbGroup (10| & 1P OFfice Dealer Suppor

""" 8% Short Code (63) | g 1p Office Dealer Suppor Expiry Date INever
""" B service (0) % IP Office Distributar Sup

""" o RAS (1) % [P Office Distribitor Sup

----- P Incoming Call Ra

%= [PSO0 Uni | PRI {8y
----- Eﬂ WwanPort (0 MIversa A

..o Directary (0) = IPSO0 Upgrade Standar
£79 Time Profile (0) 2 IPS00 Yoice Metworking
_____ @ Firewall Profile (1 = IPS00 Yoice Metworking
..... Bl IF Route (4) R IPSec Tunneling

..... B Account Code (0| % Microsoft CRM Integrat
..... W License (73) B Mobile Worker

..... i@ Turnel (0) %= Maobility Features
----- §5 User Rights (8) | % Office Worker
----- g ARS (1) %= onie-¥ Portal For IP Offic

----- « RAS Lacation Re | % Phone Manager Pro

""" f= E911 System (1) | S phone Manager Pro (pe
%= Phone Manager Pro IP 4
S Power User

e Preferred Edition {Yoice
W Preferred Edition Additi
% Preferred)Advanced to
%= Proactive Reparting

W= RAS LR Support (Rapi
%= Receptionist

R Report Viewer

% 5IP Trunk Charnels
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5.2 LAN2 Settings

In the sample configuratipthe LAN2 port was used to connect the Avaya IP Office to thelén
port of theSBC at each locationThe LAN2 settings correspond to the WAN port on the Avaya IP
Office. To access the LANZ2 settings, first navigatSystem (1)in the Navigatiorpane. Select the
appropriateSystem Nameon the Group pangnd then nagate to the. AN2 A LAN Settings
tab in the Details pane. Set tle AddressandIP Mask fields to the values aigmed to the
Avaya IP Office LAN2port (sed~igure 1). All other parameters should be set according to

customer requirements.

For the Main Site

IP Offices System :

R BOOTP (4] Mame

5 Cperator (3) S [PS00YZ Main
-5 IPSO0YE Main

¥ System (1)

----- 3 Line (20)

= Control Unit {5)
----- Ay Extension (45)
----- i Lser (47)

----- %§ HuntGroup (1)
----- B Short Code (63)
----- B service (0)

ol RAS (1)

----- ) Incoming Call Ro
----- $8 weanPort (0)

----- s Directary (0}

----- £ Time Profile (0)
----- {0 Firewal Profile (1
----- Bl 1P Route (4)

LAM Settings I'\I'DIP | Metwaork Topalogy | SIP Registrar |

Syskem | Lan1  LANZ |DN5 | Yaicemail | Telephon\;l Direckary Services | Syskem Eventsl SMTP

IP500V2 Main

IP Address fi22 .18 . 50 . 1
IP Mask |255 255 0255 00
Primary Trans, IP Address I o . i} i}

Firewall Profile I{Nnne> j
RIP Mode INnne j
I™ Enable NaT

Murnber OF DHCP IP Addresses Iﬁ
DHCP Mode
’;‘ Server © Client ¢ Dialin % Disabled advanced

For the Branch Office:

IP Offices System

B IP500V2 Branch

Mame
K BOOTP (4) . System | L&t LANZ |DNS | Yoicemail | Telephony | Directory Services | System Events | SMTP
i Operator (3) “%7 IPSOCYE B, :
w7 IPS00YZ Branch LAN Settings |VDIP | Metwork Topalagy | SIP Reqgistrar |
) Syskem (17
..... 7 Line (3) IP Address |1?2 .16 i} 3
""" = Control Unit (4] IP Mask [255 . 255 . 285 . 0
----- A Extension (273
..... § userize Primary Trans. IP Address I ] o o 0
----- sk HunbGroup (1)
_____ ;ii Shart Code (57} Firewall Profile I<:Nc-ne> j
""" @ service (0) RIF Mode INone j
----- oL RAS (1)
----- Incoming Call Fout [ Enable NAT
----- w'anPort (0
ff Directnry((tl)) Mumber Of DHCP IP Addresses |1 3:
£ Time Profile () DHCP Mode
""" g IF:ZWEE PE;;'IE {1 ’7(' Server { Clent  Dialin % Disabled Advanced
..... oute
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On theVolP tab in the Details pane, check t8# Trunks Enable box to enable the

configuration of SIP trunks on this interface. TREP Port Number Rangecan be customized

to a specific range of receive ports for the RMé&dia for calls using LAN2. Defaults values

were used. Avaya IP Office can also be configured to mark the Differentiated Services Code
Point (DSCP) in the IP header with specific values to support Quality of Services policies for

both signaling and medidhe DSCPfield is the value used for media and 8I& DSCPis the

value used for signaling. The specific values used for the compliance test are shown in the screen
below.

Syskem | Laml  LANZ |Dr'-.IS I Yaice il | Telephony | Direckary Services | System Events I SMTP
LAM Settings  MWoIP |Netwnrk Topalogy |

™ H.3z3 Gatekeeper Enable
¥ SIP Trunks Enable
[~ =p Reqistrar Enable

RTP Part Mumber Range

™ H.323 Auto-create Extn =
Port Range (Minimum) (49152 z

I™ H,322 Auto-create User Port Range (Maximum)  [53246 =

™ H.323 Remoate Extn Enable

Enable RTCP Monitaring
I On Park 5005

—DiffSery Settings

o .

BE = DSCP(Hex) |FC DSCP Mask (Hex) |88 =] SIG DSCP (Hex)

|4E- 3: DacCP IE-3 3: DSCP Mask 34 =] 5IG DSCR

—DHCP Settings

Primary Site Specific Option Murber (S50M) f178 =
Secondary Sike Specific Opkion Mumber (S50M) |242 :I
YLAM [rict Present v
1100 Yoice YLAM Site Specific Opkion Mumber {S5CM) |232 ﬁ
1100 Voice YLAN IDs |

—RTP Keepalives

SCope IDisabIed - I Petindic timeout IEI
Initial keepalives IDisaI:uIed - I
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On theNetwork Topologytab in the Details pane, configure the following paeters:
1 Select the=irewall/NAT Type from the pultfdown menu t@pen Internet With this
configuration, the&STUN Server IP AddressandSTUN Port are not used.
1 SetBinding Refresh Time (seconds)o 30. This valuedeterminsthe frequency at
which Avaya IPOffice will send SIPOPTIONS messages to the-famd SIP proxy of a

SIP trunk on this interface.

1 SetPublic IP Addressto the IP address that was set for LAN2.

1 SetPublic Port to 5060Q

Default values were used for the rest of the parameters on this.scree

The screens below show tNetwork Topology settings for the Main and the Branch sites:

=] IP500V2 Main

LAM Settings | YolP  Nebwork Topology |

System | Laml  LANZ |DNS | Yoicemail I Telephony | Cirectory Services | Systemn Events | SMTR I SMDR

—Metwark Topalogy Discovery:

STUM Server IP Address |59 . an

Firewal/MAT Tyvpe

Binding Refresh Time
(seconds)

Public IP Address

Fublic Part

C 166 . 13 STUM Part Iﬁ
IOpen Inkernet j
|3I:I 3:
[192 . 168 . 50 . 1
IE Run STUM Cancel

™ Run STUM on skarktup

B IP500V2 Branch

LAM Settings | yoIP  Mebwork Topology |

Systerm | LamMi  LANZ |DNS | Yaoicemail | Telephomy I Direckory Services | Swstemn Events | SMTR I SMDR

—Metwork Topology Discovery:

STUM Server IP Address I 69 . 90 . 163 . 13 STUM Paort |34?3 3:
Firewal{MAT Type |open Internet B

Binding Refresh Time 0 T

(seconds) =

Public IP Address [172 . 16 . 0 3

Public Port ISDED 3: Run 3TUM Zancel

™ Run STUM on skarktup
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5.3. System Telephony Settings

Navigate to th@elephonyA TelephonyTab in the Details Pane. Choose @@mpanding
Law typical for the enterprise location. In North AmeritaLAW is normally used. For the
compliance test, thimhibit Off -Switch Forward/Transfer box was unchecked to allow call
forwarding and datransfersoutto theSIP Trunk Defaults were used for all other parameters.

IP Offices system |B IP500V2

Mame

R BOOTP (4) F——————1| system | Lant | Lanz | DNS | voicemail Telephony |Directory Services | System Events | SMTP | SMDR | Twinning | vem | ccr | codecs
Operator (3) =/ IPS00VZ
TPS00Y2 Telzphony |T0nas &Muswcl CallLog |

T“. i:it?:ugl) Analogue Extensions Companding Law
- i Switch Line
= Contral Lt (5) Default Qutside Call Sequence Im
A& Extension (42) P s )
§ Useriam Default Inside Call Sequence IRing Type 1 'l * Ulaw * Ulawline
1& HunkGroup (1)
@ Short Cade (53) Default Ring Back Sequence IRing Type 2 'l C hLaw £ AL Lins
B Servics (0) Restrict Analogue Extension Ringer Yolkage [
ol RAS (1)
e Incoming Call Route (5) Dial Delay Time (secs) 4 3: ™ oS5 Status
Eﬂ witanPort (0}
. Direckary () Dial Delay Count 1] 3: ¥ Auta Hold
£ Time Profile (0) <
@ Firewall Profile (1) Default Mo Answer Time (secs) 15 3. ¥ Dial By Mame:
[l IP Route (4) ) I?
Hold Timeout {secs) 120 =2 ¥ Show Account Code
-l Account Code (0)
W, License (73) Fark Timeout (secs) 300 3: I Inhibit OFF-Switch Forward Transfer
- i Tunnel {0} . — r X
i 3 User Rights (&) Ring Delay (secs) 5 3. Restrick Network Interconnect
AR (1) Call Priority Promation Time (secs) |Disabled = I™" brop External Only Impromptu Conference
«# RAS Location Request (0}
s'x E911 Syskem (1) Default Currency uso - I wisually Differentiate External Call
Default Mame Priority Favor Trurk -l I Unsupervised &nalog Trunk Discannect Handling

¥ High Quality Corferencing

5.4. System 6 Pefault Codec Selection

The SystemA Codecstab is new in IP Office Blease 8. Thist of Available Codecsshows all
the codecs supported by the system, &inde selected as usabltie Default Codec Selection
area enables the codec preference order to be configured on a-sydeebasisThe buttons
between the two lists can be used to move codecs betwedntiksedand theSelectedists,
and to change therder of preference of the codecs in 8sdectedlist. By default, all IP (SIP
and H.323)ines and extensions will use tligstem default codec selection, esd configured
otherwise for apecific line or extension.

System | Lant | Lanz | DMS | voicemail | Telephony | Directory Services | System Events | sMTP | sMOR | Twinning | vem | ccr Codecs |

— fvailable Codecs ———— —Default Codec Selection
—Unused ———————— —Selected
3711 LAY Bk == G3.729(a) 8k C5-ACELP
e
D G722 B4k G:?23.1 6k MP-MLO
G.729{a) 8k C3-ACELP e

G.723.1 6K3 MP-MLG

NERNEN

=i
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5.5. Administer SIP Line

To craate theSIP linewhich will connect the Main and Branch Officdsegin by navigating to

Line in the Navigation Pane. Riglatick and selecNewA SIP Line. On theSIP Line tab in the

Details Pane, configure the paramegsshowrbelow.

1 Set thd TSP Doman NametothelP address of the LAN 2 interfad® Office will use
this IP addresas the host portion afie SIP URI in SIP headers, such asif headers,
in messages sent to the network.

Check thdn Service box.

Checkthe Check OOSbox. With this opion selected, IP Office will use the SIP

OPTIONS method to periodically check the SIP Line

1 SetSend Caller ID to Diversion Header. This field is only used if th&end original
calling party information for Mobile Twinning box is unchecked ithe SystemA
Twinning tab.For twinning and call forwarding offiet calls, Avaya IP @ice will
include the Diversiomeader intie outbound SIP INVITE message, containing the
number associated with the party originating the call.

1 Check theREFER support box. SelectAlways for both Incoming and Outgoing to
enable thdP Office to send REFER headdos transferredand forwardectallsthat are
routed back to the SIP Trunk

1 Default values may be used for all other parameters

= =4

Main Site:

SIP Ling |Tran5|:u:|rt| SIP URI|volP | T38 Fax| SIP Credentials

Line Murmber IIS 3:

ITSP Domain Mame I192- 163.50.1 In Service v
Use Tel LRI r
Prefix | Check 005 ¥
Mational Prefix ID Zall Routing Method IRequest LRI j

Country Code I Criginatar number For I

forwarded and bwinning calls

International Prefix IUU Mame Prioriksy ISystem Default j
Send Caller ID IDiversiDn Header j
Association Method IEiy Source IP address j
¥ REFER Support
Incoming I.ﬁ.lwa':.fs j
Cukgoing I.ﬁ.lways j
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Branch Site:

S1P Line [Transport| 51P URT| voTP | 38 Fax| SIP Credentials
Line Murmnber 17 :
ITSP Domain Marme: |1?2. 16.0.3 In Service ¥
Use Tel URI r

Prefiy | Check 005 I
Mational Prefix IEI Zall Routing Method IRequest LRI j
Country Code | P ld e eatring colls |
International Prefix IDD Mame Priority ISystem Defaulk j
Send Caller 1D IDiversiDn Header j
Association Method IBy Source IP address j

¥ REFER Support

InComing I.ﬁ.lways j

Qukbgoing I.ﬁ.lways j

Select thelransport tab and set the following:

1 SetthelTSP Proxy Addressto the IP address of the trunk fand proxy server.

1 Setthe.ayer 4 Protocolto UDP.
1 SetUse Network Topology Infoto LANZ.
1 SettheSend Portto 5060

For the IP Office at the Main sifthel TSP Proxy Addressfield isthe IP address of the WAN
ALG on the EdgeMard_eave this field blank for nowt will be revisitedaterin the
configuration afterthis value is defined iBection6.2.4later in this document.

SIP Line Transport |SIF‘ URI|votP | 738 Fax| 5P Credentiais|

ITSP Proxy Address I

Metwork Configurakion

Calls Route via Registrar [

Layer 4 Protocol |uor | sendPort [s060 =
Ise Netwark Topology Info IL.C'.N z j Listen Park ISEIEEI ::I
ExplickDNSServer(s) [0 . 0 . 0 . 0 o .0 .0 .0
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For the IP Office athe Branch site, on tH&SP Proxy Addressfield, enter the IP address of
the LAN ALG on the EdgeMarcThis parameter is discusskaitherin Section6.2.1.

SIP Line Transport |SIF‘ URI|volP | 738 Fax|sP credentials |

ITSP Froxy Address [172.16.0.1

Metwork Configuration

Layer 4 Protacol |uoF | sendPort |sos0 =
Ilze Mebwork Topology Info ILF'.N 2 j Listen Pork ISEIE-EI ﬁ
ExplickDM5Server(s) [0 . 0 . 0o . 0o [0 .o .0 .0

Calls Route via Registrar v

A SIP URI entry must be creatdédr each number that is allowed to traverse the SIP trlink
create a SIP URI entry, first select t88° URI tab. Click theAdd button and thé&lew Channel
area will appear at the bottom of the pane. For the compliance test, a single SIPtriyRlasn
created that matched any number assigned tAwaya IP Office use The entry was created
with the parameters shown below.

1 SetLocal URI, Contact, Display NameandPAI to Use Internal Data

1 Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group numbewill be used in defining incoming call
routes for this line. Similarly, associate the line to an outgoing line group using the

Outgoing Group field. The outgoing line group number is used in defining short codes
for routing outbound traffic to this line

1 SetMax Calls per Channelto the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

Main Site:
= SIP Line - Line 18 - TXTv <[>
51P Line| Transport SIP URI |VDIP | 138 Fae| stp credentiais |
—Edit Channel oK |
ia f192.168.50.1
Cancel |
Lacal LRI IUse Internal Data j
Cantact IUse Irkernal Data j
Display Mame IUse Internal Data ﬂ
PAT IUse Internal Data ﬂ
Registration ID: =Mone = j
Incoming Group |18
Qukgaoing Group IIB
Max Calls per Channel IID 3:
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Branch Office:

Ei SIP Line - Line 17 = MR IEARNE
SIP Line| Transport SIP URI |VDIP | 738 Fax| 1P Credentials|
—Edit Channel ok |

Vi |i72.16.0.3 Carcel |

Local URI IUse Inkernal Data j

Contact IUse Inkernal Data j

Display Mame IUse Internal Data j

PAT IUse Inkernal Data j

Reqistration ID: <Mone > j

Incoming Graup Il?

Cukgoing Group Il?

Max Calls per Channel m

Select thevolP tab to set the Voice over Internet Protocol parameters of the SIP line. Set the
parameters asewn below:
1 Inthe sample configuration, tli&dec Selectorwas confi gured using
option, allowing an explicit orderddt of codecs to be specified. The buttons allow
setting an explicit list of codecs to be used on the imthat specift order of preference.
1 For Fax Transport Support, selectT38 Fallback.

1 SettheDTMF Support field to RFC2833 This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

1 Uncheck the/olP Silence Suppressiofox.

1 ChecktheRe-invite Supported box to allow for codec raegotiation in cases whetlee

target of anncomingcall or transferdoes not support the codec originally negotiated on
the trunk

SIP Line| Transport | SIP URI oIP |T38 Fax| SIP Credentials|

Codec Selection ICustDm j I volP silence Suppression

—Unused ————————— —Selected ————— ¥ Re-invite Supported

G711 ALAW B4k == G, 729(a) Bk C5-ACELP
G.723.1 6K3 MP-MLO GFLT LW 64k

™ Use Offerer's Preferred Codec
™ codec Lackdown

. ™ PRACK{100rel Supported

A HE]E

==
Fax Transpork Suppork ITSS Fallback j
Call Initiation Timeout (s |4 3:
DTMF Support rFczass |
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Select the T38 Fax tab. Verify thdse Default Valuess checked.

SIP Line| Transport |51 URT| volP  T38 Fax |51p Credentisls|

T35 Fax Yersion E =l
Transport |uoeTL =]
Redundancy
Low Speed fo =
High Speed E =
TCF Mathad [Trans TCF =l
Max Bit Rate (bps) 14400 =]

EFlag Sktart Timer (msecs) |26EIEI

EFlaq Stop Timer (msecs) |23EIEI

k] L

T Metwork Timeout {secs) |15EI

¥ Lse Default Yalues

¥ ScanLine Fix-Up

¥ | TFOF Enhancement

I Disable T30 ECH

™ Disable EFlags Far First DIS
™ DGisable T30 MR COMmpreEssian

SFE @werride
Counkry Code IIZI
Wendor Code IIZI

i
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5.6. Short Code s
Define a short code to route outbound traffic to the SIP line. To create a short codeljcight
on Short Codein the Navigation Pane and sel&xw. On theShort Codetab in the Details
Pane, configure the parametassshown below.
1 IntheCodefield, enter the dial string which will trigger this short code, followed by a
semicolon. In this cas@N;. This short code wilbe invoked when the user dials 9
followed by any number.

1 SetFeatureto Dial. This is the actin that the short code will perform.

1 SetTelephone NumbertoN 0 @< R e mo tThid fiel¢i® used to construct the
Request URI and To headers in the outgoing SIP INVITE message. The\vialtie
number dialed by the usérhe valueRemotelPrepresentdtelP address of the fagnd
IP Office LAN2 interface.

1 Settheline Group Id to the outgoing line group number defined on$hE URI tab on
the SIP Line. This short code will use this line group when placing outbound.call

1 Default values may be used fol ather parameters

Main Site:
& BOOTF (4) Code [RED | |
‘o Ciperatar (3 PREITE N
-5 IPSO0YZ Main b Rict Code IgNi
-ty System (1) b R NE ] .
----- 7 Line (20) PXFITE N Feature [oia =l
----- “2 Conkrol Unit (5) ] BX+30 1 Telephane Mumber IN"@1?2.16.D.3"
----- Al Extension (457 | @*40 1
..... § user (37 B +41 1 Line Group 1D |13 j
----- S HuntGroup (1) | gaeegs z
Locale United Stakes (U5 English ~
----- o ShDrF Code (63) B4 o I ( alish) J
""" @ Service () Bt +a4 z Force account Code [
""" S RASTL ] gy
Branch Office
= K BOOTP (4) Code 21| short Cade |
----- i Operator (3 P15
-39 IPSO0YZ Branch Br+16 Code |‘3NJ
55 System (1) 17 -
_____ F7 Line (3) oM +15 Feature IDlaI j
""" < Control Unit (4) 1| @%*19 Telephone Mumber IN"@192-163-5U-1"
----- A Extension (27) P20k
..... § userz3 B Line Group ID Il?" j
----- 5§ HuntGroup (1) o
Locale Irited States (U5 English -
----- 9 Short Code (57) | gaceag ! (115 English) =
""" @ Service (0) X+ Force Account Code [
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5.7. Incoming Call Routing

Incoming call route map inbound callsn a specifi line to internal extensions, hunt groups,

short codes, voicemall, etc. in the IP Office. In a scenario like the @atefasthe compliance

test, only one incoming route is needed, which allows any incoming number arriving on the SIP

trunk to reach any extension in IP Office. On the left Navigation Pane;dligkton Incoming

Call Route and selectNew. On the Details Rae, under thé&tandard tab, set the parameters as

show bellow:

1 SetBearer Capacityto Any Voice.
9 Set theline Group Id to the incoming line group of the SIP line definediection5.5.
91 Default values may be used for all other parameters

Main site:

Incomi...

IP Offices

- 8 BOOTP (4)

Operatar (3)
= IPS00Y2 Main

- S'},-'StEI'ﬂ {1)

..... 7 Line (20

----- <2y Contral Unik (5)
----- Ay Extension (45)
----- §  user (47

----- 5§ HuntGroup (1)
..... P3¢ Short Code (63)
----- @ Service (0)

..... ol RAS (1)

----- € Incoming Call Ro
..... Eﬂ WhanPart (0}

----- a4 Directory (0)

..... £7 Tirne Profile (0)
..... AL Firewal Profils (1

Line Group [0

Bearer Capshility

Line Group ID
Incoming Mumber
Incoming Sub Address
Incoming CLI

Locale

Priarity

Tag

Haold Music Source

Standard |'l.-'|:|ice Recording | Destinations |

Branch Office:

IP Offices

BOOTP (4)
o Operator (3)

v IPS00YE Branch

550 Systerm (10

----- % Line {3)

..... <2 Contral Unit (4)

----- A& Extension (27)

----- & user 29

----- 1“ HurbEroup (1)

----- Bx short Code (57)
----- @ Service (00

..... ol RAS (1)

----- @ Incorming Call Rouk
..... £8 wanPart (0)

----- o Directory (00
3’.“ Time Profile (0)

----- ) Fireweall Profile (13

o
-

Bearer Capability

Line Group ID
Incoming Mumber
Incoming Sub Address
Incorming CLI

Locale

Priarity

Tag

Haold Music Source

Stamdard | Yoice Recording | Diestinations |

I.ﬁ.n\,f Voice j
E =
|
|
|
| [
|1 - Law j
|
ISystem Source j
17

I.ﬁ.ny Woice j

|7 =

|

|

|

| =

|1 - Lows j

|

ISystem Source j
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Under theDestinationst a b, . na Peafauliéalue. This will enable all incoming calls to
be routed to any user in the IP Office.

Skandard | Yoice Recording  Destinations

TimeProfile Destination

b Default Yalus . j

5.8. Save Configuration
Navigate tdrile A Save Configurationin the menu bar at the top left of the screen to save the IP
Office configuration performed in the preceding sections.

6. Configure the EdgeProtect and EdgeMarc S  ession Border

Controllers

This section describes the configuration stiepshe EdgeProtect and the EdgeMarc Session
Border Controllers, in order to implement the test configuration showngume 1. All the
screens and configuration settings presented in the next sections of this document have the
purpose of simply illustit@ the sample configuration used during the compliance test, and are
not intended to be prescriptive.

6.1 EdgeProtect Configuration

Connect a PC to theort 1 interface in the front of the EdgeProtect. Establish a browser
connection to the default IP adds of 192.168.1.1, subnet mask 255.255.255.0. Login using
the proper credentials.

MAA; Reviewed: Solution & Interoperability Test Lab Application Note 18 of 37
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6.1.1. Network Settings

Choosé\etwork from theConfiguration Menu. Enter the settings under th&N Interface
SettingsandWAN Interface IPv4 Settingssections as appropriate.

_&; EDGEWATER  Network Help
_/4 NETWORKS, INC.
Networking configuration information for the public and private networks.
ST LAN Interface Settings:
Menu
- IP Address: 192.163.50.254
+ Networ . g
DS TS Subnet Mask: 255 955.955.0
FVLAN Configuration .
, WAN VLAN 1PvE Address/Prefix: /
Configuration
+ DHCP Relay Enable VLAN support O
« DHCP Server )
« NAT WAN Interface IPv6 Settings:
+ Security Selgct the type of IPv6 WAN Interface to use:
+ Survivability @Disabled
+ Test UA O Static IP
+ Traffic Shaper O IPv6 in IPv4 Tunnel
+ VoOIP ALG
+ VoIP Traversal
e WAN Interface IPv4 Settings:
. WAN Link Select the type of IPv4 WAN Interface to use:
Redundancy & DHCP
+ System g ‘
»Backu Restore @static IP
¥ Clients List OWVLAN
FDynamic DMNS
*File Download
»Eile Server IP Address: 10.10.10.1
»High Availability Subnet Mask: 5% 258 2E
,Management ’ e
Interface
, Network Network Settings:
Information . =
Y Default Gateway: |10.10.10.254
Network Test

6.1.2. TLS Certificates
Three certificates are needed for the VolP Traversal feature to function:
1 A Certificate Authority (CA) certificate, used to sign other certificates. This is needed in
both the server and the client.
1 VolIP Traversal ServerA certificate used by a VoIP Traversal server (EdgeProtect)
1 VolIP Traversal Client A certificate used by a VoIP Traversal client (EdgeMarc)

The Certificate Store contains the certificates for use by the VolP Traversal. Once these
certificates are created on the server, the CA and the client certificates and keys can be
downloaded and saved to the local PC. Thdlyngied to be uploaded to the client later in the
EdgeMarc configuration section.
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On theConfiguration Menu, selectSecurity A Certificate Store. To create the CA certificate,
enter the name and sel€A Certificate under theCertificate Type pull-down menu. Enter all
others parameters as appropriate. Clickate Certificate.

+ Security
v Certificate Store [ Submit ] [ Reset ][ Apply Later ]
, HTTPS
Configuration —
» MOTD Create a Certificate
, Pass-Through Certificate voin traveraal CA
Rules Name: voip_traversal_l
'Session
Management .
» System Audit Certificate Type: CA Certificate v
*Trusted Hosts Key Size:
*User Management . .
. - Certificate Authority:
« Survivability
+ Test UA ﬁggﬂ“gw
« Traffic Shaper (2 us
+« VoIP ALG letter
+ VoIP Traversal code):
+« VPN State
. WAN Link or
Redundancy Fer?lece FL
+ System name):
»Backu Restore ,
» Clients List h%cﬁilelty
*Dynamic DNS (e Miami
» File Download C”':g:'}’,
»File Server ¥J: . .
»High Availability Organization
, Management (e.g., Avaya
Interface Company):
y Network Organization al
Information Unit:
rMNetwork Restart Common
’Network Test Name:
Tools .
» Proxy ARP Email:
» RADIUS Settings
»Reboot System Password is optional
' Route d-
Services Password:
Configuration Password
rSet Link (Verify):
’Sgstem .
Information
»System Time [ Create Certificate ] [ Reset ]
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Create a certificate for the server. Enter @eztificate Name. ChoosevolP Traversal Server
from the pultddown menu undeCertificate Type. Enter all others parametexs appropriate.

Click Create Certificate (not shown).

Create a Certificate

Certificate

voip_traversal_server
Name: P— =

Certificate Type: VolP Traversal Server ¥
Key Size:

Certificate Authority: | Cerificate Signing Request (CSR) v

Similarly, create the certificate for the client. SeMatP Traversal Client from the pultdown
menu undecCertificate Type. Enter all others parameters as appropriate. Cieate

Certificate (not shown)

Create a Certificate

Certificate

voip_traversal_client
Name: P— =

Certificate Type: VolP Traversal Client |+
Key Size:
Certificate Authority: | Certificate Signing Request (CSR) v

After creating all three certificates, click tBebmit button The complete list is shown.

p (s Help
v EDGEWATER  ss1/TLS certificate Store
_/.‘ NETWORKS, INC.
Certificates
COI'IﬁgI.II’EItiOI'I Name Type CS5R Certificate Key
Menu ® voip_traversal_CA CA Certificate Download Download
+ Network 3
+« DHCP Rela @ voip_traversal_server églrlzg;raversal Download Download
+ DHCP Server @ voip_traversal_client VolP Traversal Client Download Download
+ NAT
+ Security
» Certificate Store [ Submit ] [ Reset ][ Apply Later
HTTPS
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6.1.3. VoIP Traversal

On theConfiguration Menu, selectVOIP Traversal. ChooseExternal Server underSelect
Operating Mode.

+ Test UA | . d
+ Iraffic Shaper ggleeftt gﬁei'f-gcrl?ﬁi;ﬂ\?’ofp Traversal system should operate as an Internal
+ VoIP ALG Client, External Server, or Remote Client.
+ VoIP Traversal ODisabled
:W O Internal Client
¥ Eirewall @ External Server
*Routes O Remote Client

On the same seen, enter the subnet and mask to be used in the traversal network.

External Server Mode
This mode allows the VoIP Traversal system to serve connections from
Remote Clients. It may also allow an Internal Server to connect to it.

Traversal Network

The subnet the system will use to configure internal interfaces and
Remote Clients. Any Remote Client connecting in to this system will be
assigned an IP address from this pool of addresses.

IPv4 only.
Traversal

MNetwork 10.255.0.0
Subnet:

Traversal
Metwork
Mask
(bits):

24

Further down on the screen, choose the TLS certificates to be used on the server:

Certificates

Select the certificates to use. The default certificates should only be used
for testing. For production use, certificates generated for this purpose
should be selected. Certificates can be created on the Certificate Store
page.

CA Certificate: voip_traversal_CA +

Server Certificate: | voip_traversal_server ¥

Click Submit (not shown).
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Select the/olP Traversal A Routessubmenu. Enter the following:
1 Destination: Local subnet wire VoIP traffic is going to be routed92.168.50.p
1 Network Mask (Bits): 24
1 Click Submit.

|
% EDGEWATER VoIP Traversal Routes Help

NETWORKS, INC.
VoIP Traversal Routes defines networks the system will use to route traffic
to the internal subnets. The system will also push these networks as

Configuration routes to connecting VPN clients. Any route added here will cause the VPN
Menu client to send traffic that matches this network through the VPN tunnel.
i VoIP Traversal Routes
+ DHCP Relay Destination Hetwork Mask (Bits)
+ DHCP Server © 192168500 24
« NAT
+ Securit Add a mlaw Route Entry
+ Survivability Destination:
« Test UA Network Mask (Bits):
+ Traffic Shaper
+ VoIP ALG
+ VoIP Traversal
» Authentication -
» Clients [ Submit ] [ Reset " Apply Later
YEirewall
Y FRoutes
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6.1.4. Authentication.

The Authentication page allows selecting the type of authentication to be used for connecting
VolIP Traversal clients. A local user list will be used, containing a set of credentials needed to

allow the connection of the remote EdgeMarc.

On theConfiguration Menu, selectVOIP Traversal A Authentication.
1 CheckLocally configured User List

1 OntheUsas section, enter the username and password assigned to the EdgeMarc.

v,

»Eirewall

EDGEWATER  aAythentication
NETWORKS, INC.

Help

Select User Authentication:
Disabled

Configuration @ Locally configured User List
Menu Remote LDAP server
+ Network Remote Radius/TACACS server
+ DHCP Relay
+ DHCP Server You can select which type of user authentication you want to use. Select
NAT whether the client authenticates (in addition to having valid certificates)
o sl through a list of locally configured users, or using an external LDAP,
+ Security TACACS, or Radius server.
+ Survivability
+ Test UA )
+ Traffic Shaper User List ,
VoIP ALG The User List allows you to manually configure what users are allowed to
* m | connect to the External VoIP Traversal Server.
+ Vo raversa
r Authentication Users
+ Clients User Password

Add a new User

¥ Routes

+ VPN Hser
WAN Link ame _
* Redundancy Password:
+ System -
¥ Backu Restore \ﬂ, Clear
» Clients List

¥ Dynamic DNS
¥ File Download
[t | Cmrvsmr

| Submit | | Reset || Apply Later |

 Click Add andSubmit. The screen below sh®the user created in the test
configuration.

User List

The User List allows you to manually configure what users are allowed to
connect to the External VoIP Traversal Server.

Users

User Password

& remote remote123
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6.2 EdgeMarc Configuration
Connect a PC to theort 1 interface in the back of the Ediarc. Establish a browser
connection to thelefault IPaddress of 192.168.1.1, subnet mask 255.255.255.0.

Login using the proper credentials.

6.2.1. Network Settings
Chooseé\etwork from theConfiguration Menu. Enter the settings undeAN Interface

SettingsandWAN Interface IPv4 Settingssections as appropriatelake sure to check the
Enable VLAN support box.

v;

*

LN I DR K N K K D . N 2

+*

Configuration

Menu
Network

FSubinterfaces

FWLAN Configuration

y WAN VLAN
Configuration

DHCP Relay
DHCP Server
NAT

PPTP Server
Security
Survivability
Test UA

Traffic Shaper
VoIP ALG
VoIP Traversal
VPN
WAN Link
Redundancy
System
vBackup / Restors
rClients List
FDynamic DMNS
rEile Download
FEile Server
rHigh Availability
’Network
Information
FMetwork Restart
’Network Test
Tools
*Proxy ARP
*RADIUS Settings

*Reboot System
rRoute

, Services

EDGEWATER
NETWORKS, INC.

Network

Networking configuration information for the public and private networks.

LAN Interface Settings:

IP Address: 192.168.2.2
Subnet Mask: 255,255 255.0
IPvE Address/Prefix: /

Enable VLAN support

Default VLAN ID:
VLAN Configuration

i

WAN Interface IPv6 Settings:

Select the type of IPv6 WAN Interface to use:
@ Disabled

O Static IP

O IPv6 in IPv4 Tunnel

WAN Interface IPv4 Settings:

Select the type of IPv4 WAN Interface to use:
O PPPoE

O DHCP

@ Static IP

OVLAN

OEVDO

IP Address:
Subnet Mask:

10.10.10.2
255.255.255.0

Network Settings:
Default Gateway: |10.10.10.253

Help
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From theConfiguration Menu selectNetwork A VLAN Configuration .

The following screen showke list ofall VLANSs on the EdgeMarcFor tre compliance test,
VLAN 1 was the default native VLR, andVLANs 5 and172weremanuallycreatedusing the
Create a New VLAN section They wereneeded for the Application Layer Gatewagature
used in this configuration to be able to wtokgetherwith the VolP Traversal andLS

encryption
= . . Help
_V/ EDGEWATER  yran Configuration
:4 NETWORKS, INC.
VLAN Configuration allows the user to configure VLAN support.
Configuration _
T | Create WILAM | VLAN Membership | VLAN Port |
+ Network

* + %+ + 0+ % * % 0+

FSubinterfaces

VAN Configuration
"\.".I'AN VLAN

Configuration
DHCP Relay
DHCP Server
NAT
PPTP Server
Security
Survivability
Test UA
Traffic Shaper
VoIP ALG
VoIP Traversal
VPN
WAN Link
Redundancy
System

rBacku Restore
kClients List
FDynamic DMNS
FEile Download
FEile Server
*High Availability
Network
Information

VLAN Configuration

Select: All None
VLAN | IP Subnet IPv6 IPv6 ;‘;rtual
1D Address Mask Address | Prefix

Address
1 192.168.2.2 255,255.255.0
O 5 0.0.1.0 255,255.255.0
O 172 172.16.0.1 255,255.255.0

Create a new VLAN

VLAN ID:

IP Address:
Subnet Mask:
IPv6 Address:
IPv6 Prefix:

Addresses for High Availability

Virtual IP Address:

For thetestconfiguration any IP addressould havebeenassgned to VLAN 5 since its use is
internal andimited to segregatthe ALG trafficin the LAN side of the EdgeMaifcom the
VoIP Traversatraffic going to the network. No physicglorts wereassigned to this VLAN.

The local IP Office is connected to port 1 of the EdgeMarc. Assigning the IP address 172.16.0.1

to VLAN 172 makes this the LAN side ALG address of the EdgeMeihis value matches the
IP addessused in théd TSP Proxy Addressfield, in theconfiguration of the SIP ibe in the IP
Office at the Branch Officeearlier onSection 5.5
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To assigrtheports to a VLAN, selec/LAN Membershipon theVLAN Configuration screen
on the previous page. Tlalowing screen shows the port membershipMaAN 172 Ports1,
2 and4 wereassigned to it.

@ EDGEWATER _ e
% NETWORKS, INC. VLAN Port Membership

VLAN Port Membership allows the user to assign ports as members of a

WLAN.
Configuration

Menu | Create VLAN | VLAM Membership | VLAN Port |

« Network

» Subinterfaces VLAN ID: 172 +

FVLAN Configuration
D WAN VAN

Configuration VLAN Port Membership
DHCP Relay Rela Select: All None
DHCP Server
NAT
PPTP Server -
Security 2
Survivability 2
Test UA
Traffic Shaper
VoIP ALG

VoIP Traversal [ Submit ] [ Reset] [ Apply Later
/DN

Port Number Member

&

O

4

&

L S R D D K 2

6.2.2. TLS Certificates

The Certificate Store of the EdgeMarc should contain the CA and VolP Traversal Client
certificates that were previously created aaded inSection6.1.2 On theConfiguration

Menu, selectSecurity A Certificate Store. Use theAdd a Certificate section at the bottom of
the screen to upload the CA and Client certificates and keys from the local PC.

Add a Certificate

Certificate

Mame:

Certificate Type: CA Cerificate -

Select

Certificate | Browse...
File:

Select

Key | Browse...
File:

Password:

[ Add Certificate | | Reset |
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Complete the following:
1 Certificate Name:Enter the name of the certificate
1 Certificate Type: The type of the certificates(A Certificate or VoIP Traversal Client)
1 Select Certificate File:browse to the certificate file that was saved in the local PC
1 Select Key File:browse to the key i that goes with the certificate, previously saved in
the PC
Password no password is required for VolP Traversal
Click Add Certificate

= =

Once the two certificates are uploaded, clakbmit.

e Help
SSL/TLS Certificate Store
Certificates
Name Type C5R  Certificate Key
@ voip_traversal CA  CA Certificate Download Download

VolP Traversal

Client Download Download

@ voip_traversal_client

| Submit | | Reset || Apply Later |

6.2.3. VoIP Traversal

On theConfiguration Menu, selectVOIP Traversal. Enter the following parameters:

Select Operating Mode: Remote Client

External Server Address:enter the IP address of the WAN interface of the EdgeProtect
Check theEnable Authentication box

Enter the User and Password create8ention6.1.4

Certificates: choosaheCA and Client certificates to be used.

LAN side VLAN: selectVLAN 5 from the dropdown menu.

Click Submit

= =4 =4 -8 -8 -5
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Survivability
Test UA

Traffic Shaper
VoIP ALG
VoIP Traversal
VPN
WAN Link
Redundancy
+ System
*Backup / Restore
P Clients List
FDynamic DNS
»FEile Download
FEile Server
»High Availability
PNeztwc:rk
Information
rMNetwork Restart
>Neztwc:urk Test
Tools
*Broxy ARP
FRADIUS Settings
*Reboot System
rRoute
Services
Configuration
rSet Link
PS:,gstem
Information
»System Time
P TACACS Settings
*Upgrade Firmware
rUser Commands

* * # % * %

Select Operating Mode
Select whether this VoIP Traversal system should operate as an Internal
Client, External Server, or Remote Client.

O Disabled

O1Internal Client
O External Server
® Remote Client

Remote Client Mode
This mode allows the VoIP Traversal system to connect to an External
Server.

External Server

External

Server 10.10.10.1
Address:

External

Server 1194
Port:

Authentication

Enable

Authentication:

User: remote
Password: remote123
Certificates

Select the certificates to use. The default certificates should only be used
for testing. For production use, certificates generated for this purpose
should be selected. Certificates can be created on the Certificate Store
page.

CA Certificate: Voip_traversal_CA

Client Certificate: |Voip_traversal_client »

Cipher
Select the cipher to use for the tunneled data
Cipher: Blowfish v

LAN-side VLAN
Select the LAN-side VLAN to bridge with the tunnel

Use VLAN: VLAN 5 (0.0.1.0) v

[ Submit ] [ Reset ” Apply Later ]
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At this point, afterall the settings in the previous pages have sedmitted, the VolP Traversal
between the EgeMarc and the EdgeProtect shoulddraeoperational The status of the VolP
Traversalas seen from the EdgeMarg,shown at the top of theage. The symbols should be
green,as shownn the following screen:

_'/'. EDGEWATER  vorpP Traversal Help
J NETWORKS, INC.
Refresh Status Current time: Wed Mar 7 15:08:18 2012
Conf:ll_::el.:]r:tlon External This
Server System
+ Network
+ DHCP Relay b) <= b)
+ DHCP Server
+ NAT - -
+ PPTP Server
+ Security

Similarly, the status of the VolP Travaisan be checkefiom the MainSite Loginagain b the
EdgeProtecandselectVOIP Traversal from theConfiguration Menu. The screen should look

like this:

EDGEWATER
%NETWORKS, INC.

Configuration
Menu

+ Netwaork

+ DHCP Relay
+ DHCP Server
« NAT

.

.

Security
Survivability

Help
VoIP Traversal
Refresh Status Current time: Wed Mar 7 14:55:35 2012
This Remote
System Clients
w <— @
10.255.0.4

The IP address 10.255.0.4 is automatically assigned to the server during thesstsp pthe
traversal subnet. This address is not part of the DHCP @aodit will not change. Thaddress
will be usedater inSection6.3 to setup static routes on the EdgeMarc.
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6.2.4. VoIP Application Layer Gateway

On theConfiguration Menu, selectVolP ALG . Choosel72from the dropdown menwnder
ALG LAN using VLAN ID . Take note of théP address undekLG WAN Interface IP
Address Thisaddresss assigned automatically, and this value should be entered dSihe
Proxy Addressin the configuration of theSIP Line in the IP Office at the Main Sjtas
mentioned irSection 5.5 See note irBection 2.2for additional conmentsabout this parameter.

Configuration
Menu

Network
DHCP Relay
DHCP Server
NAT

PPTP Server

Security
Survivability
Test UA

Traffic Shaper
VoIP ALG
» H.323
» MGCP
» SIP

PALG

»B2BUA
AFATD T oo e

* & # 4 & 4 0+ %

EDGEWATER
%NETWORKS, INC.

Hel
VoIP ALG nee

ALG allows the system to recognize and register network devices.

Since VLAN support is enabled, you must select a VLAN for the ALG to support. The ALG can
only support one WLAN,

ALG LAN using VLAN ID 172 »
Enable LLDP:
LLDP Broadcast Interval (sec): 30
IPv4 only.

TFTP Server IP address: 0.0.0.0

In some cases, the ALG addresses will not correspond to the addresses of the LAN or the
WAN ports. The addresses will be alias addresses that have been configured on the ports. In

general, the user should leave this feature disabled.

Use ALG Alias IP Addresses: O

ALG LAN Interface IP Address: 172.16.0.1
ALG LAN Interface IPv6 Address:
ALG WAN Interface IP Address: 10.255.0.14

On theVolP ALG A SIP submenuunderSIP Server Address enter the IP address of the
LAN 2 interfae of thelP Office at the Min Site. Enter5060for SIP Server Port

Q EDGEWATER
M NETWORKS, INC.

Configuration
Menu

MNetwork

DHCP Relay

DHCP Server

NAT

PPTP Server

Security

Survivability

Test UA

Traffic Shaper

VoIP ALG

» H.323

» MGCP

» SIP
PALG

rB2BUA
+ MnIP Traversal

LN I S K T DK I B

1

(]

Help
SIP Settings

SIP protocol settings.

The SIP Server settings specify the address and port that all client traffic shall be
forwarded to.

SIP Server Address: 192.168.50.1
SIP Server Port: 5060

Use Custom Domain: O

SIP Server Domain:

List of SIP Servers:

Enable Multi-homed Outbound Proxy Mode: O
Enable Transparent Proxy Mode: [}
Limit Outbound to listed Proxies / SIP Servers:
Limit Inbound to listed Proxies / SIP Servers:

Allowed SIP Proxies

This is the list of proxies or registrars that are allowed when enabling the "Limit
Qutbound” (for transparent mode only} and "Limit Inbound” (for transparent as well
as non-transparent mode) options. The SIP Server Address above is always
included and does not have to bhe in this list
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SelecttheVVolP ALG A SIPA ALG submenuThisbringsupthe ALG Tru nking
Configuration screenin theAdd a trunking device section enter the following:
1 Action: selectAdd a new trunking device

 Name IP Office Branch was used.
9 Address IP address of the LAN 2 interface of the IP Office at the Branch Site.
9 Port: 5060
M Click Commit.

Hel
-EDGEWATER  a16 Trunking Configuration neR

/A NETWORKS, INC.
Configuration of SIP trunking devices.
Configuration

Menu SIP Trunking devices
+ Network A SIP trunking device can be a PSTN gateway, or similar device, that does
+ DHCP Rela not issue REGISTER messages. Calls will be forwarded to the device based
+ DHCP Server on the dial-plan rules below.
+ NAT
If VLANS are enabled, the SIP trunking device needs to be in the same

* w WVLAN as defined in the VoIP ALG page.
+ Security
« Survivability SIP Trunking Devices
+ Test UA Select: All None
+ Traffic Shaper
« VoIP ALG Address Part Name

e | 172.16.0.3 5060 IP Office Branch

» MGCP

= Add a trunking devi

SoLE a trunking device
»BIBUA Action: Add new trunking device ~

+ VoIP Traversal Name:
+ VPN '

WAN Link Address:
* Redundancy

Part: 5060

+ System

FBacku Restore

1 Piliontg | ict
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Backin the ALG Trunking Configuration page, under thRulessection, applyhe default
inbound rule for therunking device:

Action: Add new rule

Type: Inbound

Check theDefault rule box.

Trunking device: select the trunking device created previously.
Click Commit.

= =4 =4 - A
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