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Abstract

These Application Notes describe the procedures for configuring Avaya IP Office Release 9.1
and Avaya Session Border Controller for Enterprise Release 6.3 to inter-operate with the IDT
Corporation Net2Phone® SIP Trunking Service. IDT is a member of the Avaya DevConnect
Service Provider program.

The IDT SIP Trunking Service provides the enterprise with PSTN access via a SIP trunk
between the enterprise and the IDT network as an alternative to legacy analog or digital trunks.
This approach generally results in lower cost for the enterprise.

Readers should pay attention to section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring an enterprise solution using Avaya
IP Office Release 9.1 and Avaya Session Border Controller for Enterprise (Avaya SBCE) Release
6.3 to interoperate with the IDT Corporation Net2Phone® SIP Trunking Service.

The IDT Net2Phone® SIP Trunking Service referenced within these Application Notes is positioned
for customers who have an IP-PBX or IP-based network equipment with SIP functionality, but need
a network service to access the PSTN from the enterprise using IP transport to complete their
solution.

The IDT Net2Phone® SIP Trunking Service will enable delivery of origination and termination of
local, long-distance, toll-free, international, and other types of calls across a single broadband IP
connection. A SIP signaling interface will be enabled to the Customer Premises Equipment (CPE).

For brevity, the remainder of this document refers to the IDT Net2Phone® SIP Trunking Service as
IDT SIP Trunking Service or simply IDT.

2. General Test Approach and Test Results

The general test approach was to connect a simulated enterprise site to the IDT SIP Trunking Service
via the public Internet and exercise the features and functionality listed in Section 2.1. The simulated
enterprise site comprised of an Avaya IP Office 500 V2 running Release 9.1 software, Avaya
Voicemail Pro messaging application, Avaya H.323 and SIP deskphones, and the SIP-based Avaya
Communicator softphone. The enterprise solution connects to the IDT network via the Avaya SBCE.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered during
the interoperability compliance test:

e SIP trunk registration with the IDT SIP Trunking Service.

e SIP OPTIONS queries to and responses from the service provider.

e Incoming calls from the PSTN to H.323 and SIP telephones at the enterprise. All inbound
PSTN calls were routed to the enterprise across the SIP trunk from the service provider.

e Outgoing calls to the PSTN from H.323 and SIP telephones at the enterprise. All outbound
calls to the PSTN were routed from the enterprise across the SIP trunk to the service
provider.

e Digest Authentication on outbound calls to the PSTN.
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Various call types including: local, long distance, toll-free and international calls.
G.711MU and G.729A codecs.

Caller ID presentation and Caller 1D restriction.

DTMF transmission using RFC 2833.

Voicemail access and navigation for inbound and outbound calls.

Telephony supplementary features such as hold and resume, transfer, and conference.
Off-net call forwarding and call transfer/conference.

Twinning on inbound calls to PSTN mobile phones.

Use of the SIP INVITE method for call redirection (call transfer) to the PSTN.
Inbound and outbound long-duration calls stability.

Inbound and outbound long hold time call stability.

Response to incomplete call attempts and trunk busy or error conditions.

T.38 and G.711 pass-through fax.

Remote Worker which allows Avaya SIP endpoints to connect directly to the public Internet
as enterprise extensions.

2.2. Test Results

Interoperability compliance testing of the IDT SIP Trunking Service was completed with successful
results for all test cases with the exception of the observations/limitations described below.

SIP Trunk Registration — For the compliance test, SIP trunk registration was configured on
Avaya SBCE instead of on IP Office. This choice was necessitated by the following
problem: certain configuration changes (e.g., codec changes on SIP Line, or changing Max
Calls per Channel in SIP URI on SIP Line) will cause IP Office to take the SIP trunk out of
service, then bring it back in service again by issuing 2 REGISTER messages in quick
succession within one second. The first REGISTER is for de-registering the trunk, the 2nd
REGISTER is for re-registering the trunk. However, if the service provider would respond to
the 2nd re-registration REGISTER first, and to the 1st de-registration REGISTER second,
the SIP trunk would be effectively disabled from this point on until the next REGISTER
from IP Office after the registration expiry has been reached. This would create a large
window of down circuit if the registration expiry is set to a relatively large value (default is
60 minutes). This problem was reported to the Avaya IP Office development. Before a fix
becomes available, it is recommended that SIP trunk registration be configured on Avaya
SBCE (see Section 6.6.2) instead of on IP Office (see Section 5.4.7).

OPTIONS - The IDT SIP Trunking Service was configured not to send OPTIONS to the
enterprise site during compliance testing. IDT responded to OPTIONS from the enterprise
site properly with “200 OK”.

Codec Negotiation — When outbound call was configured to use G.729a as the preferred
codec of multiple codecs offer, IDT responded with G.711u in the SDP of the call connect
"200 OK™ message, and G.711u was used in the RTP media of the connected call. G.729a
should have been used in this call scenario. IDT indicated that this might be an issue with
the specific backbone PSTN carrier being used by IDT. Note that a single G.729a codec
offer worked as expected.

Inbound Busy — For an inbound call to a busy IP Office user, IP Office properly returned
"486 Busy Here" to IDT, but the PSTN caller did not receive busy tones as expected.
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Instead, an announcement was heard about leaving a message, followed by a prompting beep
tone. This was because IDT configured network-based messaging on the test circuit as with
some of its SIP Trunking customers. Note that routing calls to network-based messaging
also applied to other call exception conditions, like no answer to inbound calls and/or
inbound calls to an invalid enterprise extension, etc..

Caller 1D Block — When a PSTN caller blocked Caller ID by dialing "*67" before the
destination DID, the Caller ID was not blocked by IDT; the caller name/number was still
displayed at the called IPO endpoint. Caller ID blocking on outbound calls worked properly.
This problem is under investigation by IDT SIP Trunking support and development.
Inbound Fax — Inbound fax, either T.38 or G.711 pass-through, failed. The failures were
caused by incorrect From and To header settings in the T.38 re-INVITE from IDT or in the
IDT “200 OK” response to the re-INVITE message from IP Office. Consequently, the
Avaya SBCE either sent a 481 error status message to IDT or did not ACK the “200 OK”
messages from IDT. This problem is under investigation by IDT SIP Trunking support and
development. Until a resolution becomes available, IDT customers should refrain from using
inbound fax via the IDT SIP Trunking Service. Outbound fax, either T.38 or G.711 pass-
through, was tested/verified successfully.

Direct Media — The Direct Media capability on IP Office allows RTP media directly
between the inside interface of the Avaya SBCE and the IP endpoints rather than having all
the media flow through the IP Office, using up VoIP and relay resources. This capability is
not supported by Avaya IP Office on the SIP trunk connection which allows T.38 fax in
addition to voice calls. Consequently, Direct Media was disabled for the test circuit
configured for the compliance test.

Items not supported or not tested include the following:

Operator Calls — IDT does not support Operator (0), Operator-Assisted (0 + 10-digits), and
Directory Assistance (411) calls.

REFER — IDT does not support use of the SIP REFER method for transferring calls off-net
to the PSTN. In the compliance test, off-net call transfer was tested using the SIP INVITE
method.

UPDATE - IDT does not support the SIP UPDATE message (the Allowed header in SIP
messages from IDT does not contain UPDATE). Consequently, Avaya IP Office used re-
INVITE messages to refresh active call sessions during the compliance test.

Session Timer — Session timer based on RFC 4028 is not implemented by IDT. During
compliance testing, the enterprise sent session refresh re-INVITE messages towards IDT
with the configured session timer on Avaya IP Office.

Call Types Not Tested — Emergency 911 and inbound toll-free calls were not tested.

2.3. Support
Contact information for technical support on the IDT Net2Phone SIP Trunking Service:

Web: http://www.net2phonesiptrunking.com
Email: via the Contac link on above web site
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Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)
provides access to overall sales and service support menus.

3. Reference Configuration

Figure 1 illustrates the sample configuration used for the DevConnect compliance testing. The
sample configuration shows an enterprise site connected to the IDT SIP Trunking Service.

Located at the edge of the enterprise is the Avaya SBCE. It has a public side that connects to the
external network and a private side that connects to the enterprise network. All SIP and RTP traffic
entering or leaving the enterprise flows through the Avaya SBCE. In this way, the Avaya SBCE can
protect the enterprise against any SIP-based attacks. The Avaya SBCE provides network address
translation at both the IP and SIP layers.

The enterprise endpoints include both local extensions and Remote Worker phones that are
connected directly to the public Internet. The same Avaya SBCE was configured to connect to both
the service provider network and Remote Worker using separate sets of public/private interfaces
(Figure 1 only shows the public/private interfaces used for connecting to the service provider
network).

Within the enterprise site is an Avaya IP Office 500 V2 running the Release 9.1 software. Endpoints
include various Avaya IP Deskphones (with H.323 and SIP firmware) and the SIP-based Avaya
Communicator softphone. The site also has a Windows PC running Avaya Preferred Edition (a.k.a.
Voicemail Pro) for providing voice messaging service to the Avaya IP Office users, and Avaya IP
Office Manager for administering the Avaya IP Office.

Mobility Twinning is configured for some of the Avaya IP Office users so that calls to these user
phones will also ring and can be answered at the configured mobile phones.
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Figure 1: Test Configuration

For security reasons, any actual public IP addresses used in the configuration have been replaced
with private IP addresses in these Application Notes.

During compliance testing, users dialed a prefix digit 8 or 9 plus N digits to send an outbound call to
the number N across the SIP trunk to IDT. The short code of 8 or 9 was stripped off by Avaya IP
Office but the remaining N digits were sent to the service provider network. For calls within the
North American Numbering Plan (NANP), the user dialed 11 (1 + 10) digits for long distance and
local calls. Thus, for these NANP calls, Avaya IP Office sent 11 digits in the Request URI and the
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To header of an outbound SIP INVITE message. IDT also sent 11 digits in the Request URI and the
To header of inbound SIP INVITE messages.

IDP provided 2 access interface IP addresses for the test circuit. The enterprise was configured to
receive inbound calls from any of these 2 IP addresses. Outbound calls were configured to be routed
to the 2 IDT IP addresses alternately on a round-robin basis.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the enterprise network such as a data firewall. A
complete discussion of the configuration of these devices is beyond the scope of these Application
Notes. However, it should be noted that SIP and RTP traffic between the service provider and Avaya
IP Office must be allowed to pass through these devices.

The administration of the Avaya Voicemail Pro messaging service and endpoints on Avaya IP Office
are standard. Since these configuration tasks are not directly related to the inter-operation with the
IDT SIP Trunking Service, they are not included in these Application Notes. Remote Worker
configuration is also not covered by these Application Notes. For configuration details on Avaya IP
Office and Avaya SBCE to support Remote Worker, see [9] in Section 10.

4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration used for the
compliance test:

Avaya Telephony Components
Equipment / Software Release / Version

Avaya IP Office 500 V2 9.1.2.0 build 91
Avaya IP Office COMBO6210/ATM4 Module 9.1.2.0 build 91
Avaya IP Office Manager 9.1.2.0 build 91
Avaya Preferred Edition (a.k.a Voicemail Pro) 9.1.200.61

Avaya Session Border Controller for 6.3.2-08-5478

Enterprise running on a Portwell CAD-0208
server

Avaya 1616 IP Telephones (H.323)

Avaya one-X® Deskphone 1.3 SP5

Avaya 9611G IP Telephones (H.323)

Avaya one-X® Deskphone

6.6.0.29 V474
Avaya 9630G IP Telephones (H.323) Avaya one-X® Deskphone 3.2.3
Avaya 1120E IP Telephone (SIP) 4.04.18.00
Avaya Communicator for Windows 2.0.3.30

IDT Components

Release / VVersion
IDT SBC2 1.0
IDT SBC21.0

Equipment / Software
Net2Phone IPPBX
Net2Phone SIPTSS Signaling Gateway

Compliance Testing is applicable when the tested solution is deployed with a standalone IP Office
500 V2, and also when deployed with all configurations of IP Office Server Edition without T.38
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Fax service (T.38 Fax is not supported on IP Office Server Edition). Note that IP Office Server
Edition requires an Expansion IP Office 500 V2 to support analog/digital endpoints or trunks.

5. Configure Avaya IP Office

Avaya IP Office is configured through the Avaya IP Office Manager PC application. From the PC
running Avaya IP Office Manager, select Start = All Programs => IP Office = Manager to
launch the application. A Select IP Office pop-up window is displayed as shown below. Select the
proper Avaya IP Office system from the pop-up window and click OK to log in with the appropriate
credentials (not shown). The configuration may alternatively be opened by navigating to File >
Open Configuration at the top of the Avaya IP Office Manager window.

£ selectIP Office el al=s

| MName IP Address  Type Version Edition

Release 8.1

TCP Discovery Progress

Unit/Broadcast Address

255.255.255.255 m Refresh | oK | [ Cance)

The appearance of the IP Office Manager can be customized using the View menu. In the screens
presented in this document, the View menu was configured to show the Navigation Pane on the left
side, omit the Group Pane in the center, and show the Details Pane on the right side. Since the Group
Pane has been omitted, its content is shown as submenus in the Navigation Pane. These panes
(Navigation and Details) will be referenced throughout the Avaya IP Office configuration.

All licensing and feature configuration that is not directly related to the interface with the service
provider (such as administering IP endpoints) is assumed to already be in place.

In the sample configuration, Jersey City was used as the system name. All navigation described in
the following sections (e.g., Control Unit = IP 500 V2) appears as submenus underneath the
system name Jersey City in the Navigation Pane. The configuration screens highlight
values/settings configured for the compliance test. Defaults were used for other values and may be
customized based upon requirements in the field.
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5.1. Licensing and Physical Hardware

The configuration and features described in these Application Notes require Avaya IP Office be
licensed appropriately. If a desired feature is not enabled or there is insufficient capacity, contact an
authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in the
Navigation Pane. Confirm a valid license with sufficient Instances (trunk channels) in the Details
Pane. The screen below also shows the valid license for Avaya IP endpoints.

l

O ol RAS(LS
@ ncemming Coll Fouts (24)
P wanPartt ()
% Directory (1)
71 Tirme Profile (1)
@@ Firewall Profile (1)
i W P Route (4)
. Account Code (0
Ry ceruin (65)
W Tunrel (0)
o B4 User Rghts (1)
SO ARS ()
* RAS Locabon Request ()
& Location (D)
R8 Authorzation Code (0

ey - X ¢
Licenie | Remote Secver
Licence Mode License Normal
Licenied Verson 91
Sensl Number (ADD
PLOS Ho 1D
PLDS File Shabus Not Present / Invalid
Featurs Liceroe Key Jrtances atuy Expiry Dat * Add.,,
| 5P Trunk Channels 355 Vahd Never |
IPS00 Uneversal PRI (Addmtional cha.. %% Vadd Newet
RAS LRQ Support (Rapid Respnnse) 355 Vakd Mewer
P Office Dedier Support - Standar., 5% Vaka Meves
IP Office Qtazler Support - Profesy, 55 Vahd Hever
PO Dutrbutor Support « Stan.. 5% Vald Never
P Offsce Distributor Support - Prof 255 Vahd Newer
UMS Web Senvices 255 Vadd Newer
CCR sUP 255 Obsolete Newer
Customer Service Agent 355 Obssalete Never
CCR Dessgnes 55 Obaolate Mewwr E
CCRCCCUPG - 2155 Obsolete Newer
1680 Sener Phones - 5% Ve Newer
Third Parey APL 255 Vakd MNewer
ane-X Dot for [P Dffice 158 Vihd Neyer
[Iwu,-a?’erdoom!; 355 Vakd Newer ] .
‘
Help
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To view the physical hardware comprising the Avaya IP Office system, expand the components
under Control Unit in the Navigation Pane. In the sample configuration, the second component
listed is a Combination Card. This module has 6 digital station ports, two analog extension ports, 4
analog trunk ports and 10 VCM channels. The VCM is a Voice Compression Module supporting
VoIP codecs. An Avaya IP Office hardware configuration with a VCM component is necessary to

support SIP Trunking.

To view the details of the component, select the component in the Navigation Pane.

The screen below shows the details of the IP 500 V2.

IP Offices

oo

IP 500 V2

+

o) gi

~& BOOTP ()
 Operator (3)
w2 Jersey City
550 Systemn (1)
T4 Line {(8)
l-< Control Unit (2)

g L [F 5002

= 2 COMBO6210/ATM4

-4 Extension (17)
g User(18)
-5g Group (1)
-8 Short Code (67)
B Service (0)
ol RAS (1)
& Q Incoming Call Route (21)
42 WAN Port (0)
-5 Directory {0}
£ Time Profile (0)
@@ Firewall Profile (1)
-l IP Route {4)
@8 Account Code {0)
B, License (65)
-§& Tunnel (0)

-

| Unit

Device Mumber

Unit Type

Version

Serial Number

Unit IP Address
Interconnect Number

Module Number

1

1P 5002

9.1.200,91

10.32.128.30

0

Caontrol Unit

The screen below shows the details of the Combination Card.

IP Offices

COMBO6210IATM4

+

g

- & BOOTP (2)

~47 Operator (3)

%57 Jersey City

530 Systemn (1)

A Line (8)

I+ Control Unit (2)
e 1P 500 V2
R 2 COMBOSZL/ATIA

- Extension (17)

g User(18)

5@ Group (1)

8% Short Code (67)

B Service (0)

Bl RAS (1)

- @ Incoming Call Route (21)

$8 WAN Port (0)

- Directory (0)

£ Time Profile (0)

@ Firewall Profile (1)

-l IP Route (4)

-8 Account Code (0)

% License (65)

W& Tunnel (0)

-

Device Mumber

Unit Type

Version

Serial Number

UnitIP Address
Interconnect Number

Module Number

2
COMBOG210/ATH4

9.1.200,91

0.0.0.0

0

Control Unit
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5.2. System

This section configures the necessary system settings.

5.2.1. System — LAN1 Tab

In the sample configuration, the Avaya IP Office LAN port was used to connect to the enterprise
network. The LANL1 settings correspond to the LAN port on the Avaya IP Office 500 V2. To access
the LANL1 settings, first navigate to System = <Name>, where <Name> is the system name
assigned to the IP Office. In the case of the compliance test, the system name is Jersey City. Next,
navigate to the LAN1 - LAN Settings tab in the Details Pane. Set the IP Address field to the IP
address assigned to the Avaya IP Office LAN port. Set the IP Mask field to the mask used on the

enterprise network.

IP Offices

= Jersey City

o8 BOOTP ()
{44 Operator (3)
=559 Jersey City
(=439 System (1)
L s Jersey City
-4 Line (8)
&< Control Unit (2)
-4 Extension (17)
+§ User {18)
& ﬁ Group (1)
- @% Short Code (67)
. @ Service (0)
B-oll; RAS (1)
e @ Incoming Call Route (21)
&2 WAN Port (0)
s Directory (0)
£ Time Profile (0)
@@ Firewall Profile (1)
-l IP Route (4
@l Account Code (0)
B, License (65)
- Tunnel {0)
w-fy User Rights (8)
E- g ARS(2)
o RAS Location Request (0)
-8 Location (0)
?ﬂ Authorization Code {0)

Systermn | LANI iLANE ‘ DS I Voicemail I Telephonyl Directory Services ] System Events l SMTP ] SMDR ]Twinning | WCM I
LAN Settings |VolP | Network Topoloay|

IP Address 10 32 128 30

1P Mask 255 255 255 0

Primary Trans. IP Address 0 .0 0 .0

RIP Mode None Y.
[T] Enable NAT

Nurber Of DHCP IP Addresses 200
DHCP Mode

7 Server () Client () Dialin @ Disabled
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On the VoIP tab of LANL1 in the Details Pane, configure the following parameters:

e Check the SIP Trunks Enable box to enable the configuration of SIP trunks.

e Inthe RTP section, the RTP Port Number Range can be customized to a specific range of
receiving ports for the RTP media, as agreed with the service provider. Based on this setting,
Avaya IP Office would request RTP media be sent to a port in the configurable range for
calls using LANL.

¢ Inthe Keepalives section, select RTP for Scope; select Enabled for Initial keepalives; enter
30 for Periodic timeout. These settings direct IP Office to send a RTP keepalive packet
starting at the time of initial connection and every 30 seconds thereafter if no other RTP
traffic is present. This facilitates the flow of media in cases where each end of the connection
is waiting for media from the other, as well as helping to keep firewall (if used) ports open
for the duration of the call.

X

= Jersey City e - X |

— e

[ﬁsysteml LANL l LAN2 | DMS l‘u’oicemail ITeIephony' Directary Services l Systern Events I SMTP [ SMDR I Twinning I YCM l Codecs l YoIP Security ¢ | »
\ L;ANVSettingsj VolP | Network Topolongi
‘ 7

[¥] H323 Gatekeeper Enable
[7] Auto-create Extn Auto-create User {1 H323 Remote Extn Enable

+ (1720

[¥] SIP Trunks Enable

[V] SIP Registrar Enable

[7] Auto-create Extn/User [] SIP Remote Extn Enable

Domain Name avaya.com
[¥] upp UDP Port 5060 2 Rermate LIDP Port |5060

Layer 4 Protocol ¥ TCP TCP Port (5060 = Rernote TCP Port (5060 |
@ TLs TLSPort 5061 2 Rerriote TLSPart  |5061

Challenge Expiry Time (secs) 10 S

RTP

Port Number Range

Minimum 49152 = Maximum 53246 2

Port Mumber Range (NAT)
Minimum 49152 = Maximum 53246 4

[¥] Enable RTCP Monitoting on Port 5005

RTCP collector IP address for phones i i ] 0
Keepalives
Scope RTP V] Periodic timeout 30
Initial keepalives [Enahled V]
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Though not highlighted in the above screen, note the settings for SIP Registrar Enable, Domain
Name, and Layer 4 Protocol. These settings are necessary for the IP Office to serve as the SIP
Registrar Server for the IP Office SIP endpoints.

Scroll down to the DiffServ Settings section. Avaya IP Office can be configured to mark the
Differentiated Services Code Point (DSCP) in the IP Header with specific values to support Quality
of Services policies for both signaling and media. The DSCP field is the value used for media and
the SIG DSCP is the value used for signaling. The specific values used for the compliance test are
shown in the screen below and are also the default values. For a customer installation, if the default
values are not sufficient, appropriate values should be provided by the customer.

= Jersey City e X | o

ESysteml LANlr ]ALANZ | DMS l‘u’oicemail ITeIephony' Directary Services l Systern Events I SMTP [ SMDR I Twinning I YCM l Codecs l VolP Security « | *

\EANgettingsJ VolP | Network Topology |

Keepalives

Scope (RTP v | Periodic timeout 30
Initial keepalives [Enabled V]

DiffServ Settings

B8 +| DSCP{Hex) B8 7| Video DSCP(Hex) FC 5| DSCP Mask (Hex) |88 +| SIG DSCP {Hex)

46 + DscPp 46 1 Video DSCP 63 £ DSCPMask 34 |4 SI6DSCP

DHCP Settings

Primary Site Specific Option Number (SSON) 176 =
Secondary Site Specific Option Number (SSON) 2] =

~

1100 Voice VLAN Site Specific Option Number (SSON) 232 v

1100 Voice VLAN IDs
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On the Network Topology tab of LANL1 in the Details Pane, configure the following parameters:

e Select Firewall/NAT Type from the pull-down menu that matches the network
configuration. No firewall or network address translation (NAT) device was used in the
compliance test as shown in Figure 1, so the parameter was set to Open Internet. With the
Open Internet setting, STUN Server Address is not used.

e Set Binding Refresh Time (seconds) to a desired value. This value is used as one input to
determine the frequency at which Avaya IP Office will send SIP OPTIONS messages to the
service provider. See Section 5.10 for complete details.

e Set Public Port to 5060 for UDP.

Ko
Ko
P

Jersey City

v |2 | s

ES»ystem‘» LANL TLANZ l DMS IVoicemail l Telephony: l Directory Services I Systern Events l SMTP l SMDR l Twinning ]VCM I Codecs ¢ | *

MNetwork Topology Discovery
STUM Server Address

| LAN Settings | volP | Network Topalogy \

STUN Port 3478

Firewall/NAT Type

Binding Refresh Time {(seconds)

[Open Internet V]

120 2

v

Public IP Address

0 0 0o 0 Run STUMN

Public Port

UDP 5060 2
TCP 0 -
TLS 0 %

(] Run STUN on startup

|

-

Cancel

|
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5.2.2. System - Voicemail Tab

In the Voicemail tab of the Details Pane, configure the SIP Settings section. The SIP Name and
Contact are set to one of the DID numbers provided by IDT. The SIP Display Name (Alias)
parameter can optionally be configured with a descriptive name. Uncheck the Anonymous box to
allow the Voicemail Caller ID information to be sent to the network.

Note the selection for Voicemail Type and the IP address setting for Voicemail IP Address. These
are for configuring VVoicemail Pro as the voice messaging service for Avaya IP Office users (part of
the standard IP Office setup beyond the scope of these Application Notes).

Ko

= Jersey City =3 K | [ =] >
[7System | LaN1 | LaN2 l DMS J\J'oucemallé Telephony l Directary Services l System Events [ SMTP I SMDR l Twinning I YWCM I Codecs [ WolP Secu ¢ | *
| Voicemail Type {Voicemail Lite/Pro v] | [7] Messages Button Goes To Visual Voice
Woicemail Destination [¥] Outcalling Control
‘ |‘u"oicemaiIIP Address 10 32 128 78 I
Backup Voicemail IP &ddress 0 0 0 0

Woicemail Channel Reservation

Unreserved Channels 237

Auto-Attendant 2 %| Voice Recording |3 > Mandatory Voice Recording |3
Announcements 5 % Mailbox Access |3 =
DTMF Breakout Woicemail Code Complexity

Reception / Breakout (DTMF 0) v [¥] Enforcement

Minirnurn length 4 =
Breakout (DTMF 2) - [T] Complexity

Breakout (DTMF 3) v

SIP Settings
SIP Name 19083445866

SIP Display Name (&lias) Voicemail

Contact 19083445866

Anonymous =

Call Recording

Auto Restart Paused Recording (secs) 15 =

Hide Auto Recording E

Help
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5.2.3. System - Telephony Tab

Navigate to the Telephony = Telephony tab in the Details Pane. Enter or select 0 for Hold
Timeout (secs) so that calls on hold will not time out. Choose the Companding Law typical for the
enterprise site. For the compliance test, U-LAW was used. Uncheck the Inhibit Off-Switch
Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the service
provider per customer business policies. Note that this configuration might pose a security issue
(Toll Fraud). Customers should exercise caution with this configuration.

=

= Jersey City il 6 B 2 O S

| System [ LaNL [Lanz [ DNS | oicemail | Telephony | Directary Services | System Events | SMTP | SMDR | Twinning | veM | Codecs | voIP Security [« [+

Telephony \ Park & Pagei Tones & Music | Ring Tones ] SM ] Call Log I T |

Analogue Extensions Companding Law ‘.
. y Switch Line
Default Outside Call Sequence [Normal 'J
Default Inside Call Sequence lRing Type 1 v] @ U-Law @ U-LawLine
Default Ring Back Sequence ’Ring Type 2 ']
. . . — @ A-Law ) A-Law Line
Restrict Analogue Extension Ringer Voltage [
5l
Dial Delay Time (secs) 4 ;: B0 DSSssists
= [¥] Auto Hold
Dial Delay Count 0 =il R
3 x Dial By Name
Default Mo Answer Time (secs) ‘15 v A
. - [¥] Show Account Code 3
Hold Timeout (secs) 0 v
——— |1 Inhibit Off-Switch Forward,Transfer |
Park Timeout (secs) 300 =
= [7] Restrict Network Interconnect
Ring Delay (secs) 5 v

Include location specific information

>

Call Priority Promotion Time (secs) Disabled

<

[7] Drop External Only Improrptu Conference

usb

4

4
= ) &)

Default Currency

[ Wisually Differentiate External Call

Default Name Priority Favor Trunk

[7] Unsupervised &nalog Trunk Disconnect Handling

4

=)

[¥] High Quality Conferencing

[
[

Media Connection Presenvation {Enabled
[

Phone Failback Manual

[¥] Digital/&nalogue Auto Create User
Login Code Complexity -
[] Directary Overrides Barring

[] Enforcement
: 4
Complexity
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5.2.4. System - Twinning Tab

To view or change the System Twinning settings, navigate to the Twinning tab in the Details Pane
as shown in the following screen. The Send original calling party information for Mobile
Twinning box is not checked in the sample configuration, and the Calling party information for
Mobile Twinning is left blank.

e

= Jersey City [ e | s

ESVystemrlr LANL IVLANZ‘ IVDNS Vlr\foicemailV[VTeIephonyV{ Directary SeNicesvl‘Skystem Eventsrl SMTP I SMDR“‘V TWinning’]VVCM V]VCodecs‘lv\a’oIP Seé ) P

[T] Send original calling party information for Mobile Twinning

Calling party information for
Maobile Twinning

5.2.5. System — Codecs Tab

In the Codecs tab of the Details Pane, select or enter 101 for RFC2833 Default Payload. This setting
was preferred by IDT for use with out-band DTMF tone transmissions.

On the left, observe the list of Available Codecs. In the screen below, which is not intended to be
prescriptive, the box next to each codec is checked, making all the codecs available in other screens
where codec configuration may be performed. The Default Codec Selection area enables the codec
preference order on a system-wide basis. By default, all IP (SIP and H.323) lines and extensions will
assume the system default codec selection, unless configured otherwise for the specific line or
extension.

=

= Jersey City &~ e | s
| system | L1 [ Lanz [DNS | Voicemail | Telephony | Directary Services | System Events [ SMTP | SMDR [ Twinning | vem | Codecs | vorp sec| « | »
IRFC2833 Default Payload 101 = |

Awvailable Codecs Default Codec Selection

Unused Selected

[ se» || GT1LULAWY 64K

| G711 ALAW 64K

[¥] 6.722 64K |G.722 64K

[¥] 6.729() 8K CS-ACELP ; | G.729(a) 8K CS-ACELP

[¥] 6.723.16K3 MP-MLQ cce | |GIZBL6KIMP-MLQ

S5
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5

3.

IP Route

Navigate to IP Route - 0.0.0.0 in the left Navigation Pane if a default route already exists.
Otherwise, create the default route by right-clicking on IP Route and select New (not shown).
Create and verify a default route with the following parameters:

e Set IP Address and IP Mask to 0.0.0.0.

e Set Gateway IP Address to the IP address of the enterprise LAN gateway for the subnet
where the Avaya IP Office is connected.

e Set Destination to LAN1 from the drop-down list.

-E8 WAN Port (0)
-4 Directory {0}
£ Time Profile (0)
@ Firewall Profile (1)
-l 1P Route (4)
-l
Kl 10.32.0.0
il 192.168.0.0
-l 192.168.99.0
-8 Account Code (0)
-8 License (65)
- Tunnel (0)
-§3 User Rights (8)
E- g ARS (2)

-8 Location (0
m Authorization Code {0)

e @ Incoming Call Route (21)

-~ RAS Location Request (0)

IP Offices |EE 0000 of -8 X v <>
@R BOOTP () 1P Route |
@47 Qperator (3)
Jersey City IP Address 0 0 0
=59 System (1)
w5y Jersey City JPiask ! ! 4
-1 Line (8) Gateway IP Address 10 32 128 . 254
G2 Control Unit (2)
& Extension (17) Destination (Lan v
w-f User (18) =
-9 Group (1) Metric 0 =
@ Short Code (67) 52
B Service (1) B Prosy ABP
oty RAS (1)
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5.4. Administer SIP Line

A SIP Line is needed to establish the SIP trunk connection between Avaya IP Office and the IDT
network. The recommended method for configuring a SIP Line is to use the template associated with
these Application Notes. The template is an .xml file that can be used by IP Office Manager to create
a SIP Line. Follow the steps in Section 5.4.1 to create the SIP Line from the template.

Note: DevConnect-generated SIP Line templates are always exported in an XML format. These
XML templates do not include sensitive customer specific information and are therefore suitable for
distribution. The XML-format templates can be used to create SIP trunks on both IP Office Standard
Edition (500 V2) and IP Office Server Edition systems.

Some items relevant to a specific customer environment are not included in the template associated
with these Application Notes, or may need to be updated after the SIP Line is created. Examples
include the following:

IP addresses.

SIP Credentials (if applicable).

SIP URI entries.

Setting of the Use Network Topology Info field on the SIP Line Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated after the SIP Line
is created via the template. The resulting SIP Line configuration can be verified against the manual
configuration shown in Sections 5.4.2 through 5.4.8.

Also, the following SIP Line settings are not supported on Avaya IP Office Basic Edition:

e SIP Line — Originator number for forwarded and twinning calls.
e Transport — Second Explicit DNS Server.
e SIP Credentials — Registration Required.

AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 21 of 81
SPOC 8/18/2015 ©2015 Avaya Inc. All Rights Reserved. IDT-IPO91SBCE63



5.4.1. Create SIP Line From Template

1. Copy the template file associated with these Application Notes to a location (e.g., C:\Temp)
on the computer where IP Office Manager is installed. Verify that the template file name is

AF_IDT_SIPTrunk.xml

The file name is important in locating the proper template file in Step 4.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Verify that the option box is checked next to
Enable Template Options. Click OK.

™ IP Office Manager Preferences |- ,
\ Preferences-liDirectories-];Discovery; Visual Preferences ‘ Security- ;"Jalidation.:
Icon Size [Small v]
] Multiline Tabs
V| Enable Ternplate Options
V| Enable Template Creation
i) QK ’ ’ Cancel \ ‘ Help
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3. Import the template into IP Office Manager. From IP Office Manager, select Tools =
Import Templates in Manager. This action will copy the template file into the IP Office
template directory and make the template available in the IP Office Manager pull-down
menus in Step 4. The default template location is C:\Program Files\Avaya\lP
Office\Manager\Templates.

Ll Awaya IP Office Manager Jersey City [9.1.100.10] [Administrator{&dministrator)]

File Edit Wiew | Tools | Help

9 =4 E’”E Extension Renumber...

Line Renumber..,

Jersey City
Connect To...
IP Office
Export » -
‘S BOOTP () SCH Service User Management YolP |T33 F
i# Operator (3) g
% Jersey City Busy on Held Validation

=7 Systemn (1)

S JerseyC| MM Configuration

Print Button Labels

D E;::zlog?ltl Import Templates in Manager
G- Location
&g Group (1)
- @% Short Code (67)
B Service ()
oy RAS (1) Prefix
15 €9 Incoming Call Route (21)
@ WEAN Port (0) Mational Prefix

In the pop-up window that appears (not shown), select the directory where the template file
was copied in Step 1. After the import is complete, a final import status pop-up window (not
shown) will appear stating success or failure. Click OK (not shown) to continue.

If preferred, this step may be skipped if the template file is copied directly to the IP Office
template directory.
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Note: Windows 7 (and later) locks the Templates directory in C:\Program Files\Avaya\lP
Office\Manager, and it cannot be viewed. To enable browsing of the Templates directory,
open Windows Explorer, navigate to C:\Program Files\Avaya\lP Office\Manager (or
C:\Program Files (x86)\Avaya\lP Office\Manager), and then click on the Compatibility
files option shown below. The Templates directory and its contents can then be viewed.

4 | Program File
. foyvye
4 1P Office
Manager
Maonitor

Syiteen Satus

Voscemad Pro

Lloettings bet
1iupgrade.tt
Hrosemtingsba
* 1 Sicupgende ot
" 1 Supgradecherascr
SedHupgrade be l

e, Micxipo1i.jpg

@,‘ v » Computer » Loce Disk (C:) » Program Filer » Jvays o [P Office » Manager » v 4y P
Organize » Inchude in library = shae with = New foldes - | “
4 .0 Fevorae
B Destop de-0€
% Downloeds U
L Recent Places e5-MX
fr-¥R
4 3 Libranies PEET-UNIETIM-CTM
+ Docummras w-IT
o' Munc LVMGreeting
- Picture MemoryCards
B Viceo: nl-NL
Phonelmages
& Computer pt-BR
. '.. Locel Duk (C) ne-RY
DELL V32 9%
f18f0dce6 bS8 45750 th-Hany
Paiflogs 13y Ayt

4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane, then
select New SIP Trunk from Template.

Cut Ctrl+3

Copy Ctrl+C

Ty Paste Ctrl+V

) 7 Delete Ctrl+Del
W Validate

& [ Cohnect To... Ctrl+T

P Offices =

[orn iiﬁ“ - J
@R BOOTP () P Line Transport| P URI|vlp_[T38F
B-¢7 Operator (3)

.y ; Line Number

MNew >

Mewe SIP Trunk from Template ‘
Create SIP Trunk Template

MNew fraom Template (Binary)

Export as Termnplate (Binary)

- il
-l 10.32.0.0

Marne Priority
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In the subsequent Template Type Selection pop-up window, select IDT from the Service
Provider drop-down list as shown below. This selection corresponds to parts of the template
file name as specified in Step 1. Click Create new SIP Trunk to finish creating the trunk.

™ Template Type Selection o
Locale United States (US English)
Service Provider |IDT v] (7] Display &l
[ Create new SIP-Trunk } [ Cancel l

Note that the newly created SIP Line may not immediately appear in the Navigation pane
until the configuration was saved, closed and reopened in IP Office Manager.

5. Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Sections 5.4.2 through 5.4.8.

AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 25 of 81
SPOC 8/18/2015 ©2015 Avaya Inc. All Rights Reserved. IDT-IPO91SBCE63



5.4.2. SIP Line — SIP Line Tab
In the SIP Line tab of the Details Pane, configure the parameters as shown below:

Set ITSP Domain Name to the domain name for the IDT SIP Trunking Service (provided by
IDT).

Check the In Service box.

Check OOS box. Avaya IP Office will check the SIP OPTIONS response from the far end to
determine whether to take the SIP Line out of service.

In the Session Timers section, set Method for Session Refresh to Auto. With this setting
Avaya IP Office will send UPDATE messages for session refresh if the other party supports
UPDATE. If UPDATE is not supported, re-INVITE messages are sent. Set Timer (seconds)
to a desired value. Avaya IP Office will send out session refresh UPDATE or re-INVITE at
the specified intervals (half of the specified value).

Set Send Caller ID under Forwarding and Twinning to Diversion Header. With this
setting and the related configuration in Section 5.2.4, Avaya IP Office will include the
Diversion Header for calls that are redirected via Mobile Twinning out the SIP Line to the
PSTN. It will also include the Diversion Header for calls that are forwarded out the SIP Line.
Under Redirect and Transfer, select Never for Incoming Supervised REFER and
Outgoing Supervised REFER. IDT does not support use of the REFER method for off-net
call transfer.

|E SIP Line - Line 17 o - X v
P Lo Transport! SIP URE[VolP | T38 Fa P Credentiais | P Advanced | Enginesring
ine Numbar 1 : [ Zervecs 7]
[-'F Domam Numne iiptrunk netdphone.com l | Check 005 J ]
URE Type B -
Location Ciowd 5 Rebrerh Msthod fukn -
Timer (secongs) Ak
T fing and g
National Prefx ginatot nuenk
rtesnationss Preft Send Calier ID Diverncn Header -
cernationsl Prafs
Country Code Radirect and Tranifer
e 21) || Nome Prionty System Default = [ncorreng Supesvued HEFER Neves -
TR Outgeing Superviad RESER Nevar v
eicrgtion - .
Serd 302 Miowed Temporanity
@ Outgesrsg Efing REFER
s - e g
[
"l
- Ty
vl
v ARS(2)
# RAS Location Request (1)
& Location ()
88 Austhorzation Code (B
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5.4.3. SIP Line — Transport Tab
Navigate to the Transport tab and set the following:

e Setthe ITSP Proxy Address to the IP address of the internal signaling interface of the
Avaya SBCE.

e Setthe Layer 4 Protocol to UDP.
e Set Use Network Topology Info to the network port used by the SIP line to access the far-

end as configured in Section 5.2.1.
e Set the Send Port to 5060.

[SIP Line| Transport SIp URI[VolP | T38 Fax|SIP Credentials| SIP Advanced | Engineering

[TsP Proxy Address  10.32.128.20 |

MNetwark Configuration

Layer 4 Protocol [UDP vJ Send Port 5050 -
v} istery Port (9060 2

Use Metwork Topology Info [LAN 1

ExplicitDNSServerty | 0 . 0 . 0 . 0 |[[0 . 0 . 0 . 0

Calls Route via Registrar [V]

Separate Registrar
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5.4.4. SIP Line — SIP URI Tab

Select the SIP URI tab to create or edit a SIP URI entry. A SIP URI entry matches each incoming
number that Avaya IP Office will accept on this line. Click the Add button and the New Channel
area will appear at the bottom of the pane.

For the compliance test, two SIP URI entries were created to match DID number assigned to
e Each Avaya IP Office user (H.323 and SIP endpoints), the fax machine (analog endpoint), as
well as the VVoicemail messaging application (Voicemail Pro)
e The Mobile Call Control application (see Section 5.9)

The screen below shows the edit window for the pre-configured SIP URI entry for matching inbound
calls to Avaya IP Office users, fax endpoint, and the VVoicemail messaging application.

e Set Local URI to Use Internal Data. This setting allows calls on this line whose SIP URI
matches the SIP Name set on the SIP tab of any User as shown in Section 5.6, or the SIP
Name as set in the SIP Settings area of the System Voicemail tab as shown in Section 5.2.2.

e Set Contact, Display Name and PAI to Use Internal Data.

e Select 0: <None> for Registration.

e Associate this line with an incoming line group by entering line group number in the
Incoming Group field. This line group number will be used in defining incoming call routes
for this line. Similarly, associate the line to an outgoing line group using the Outgoing
Group field. For the compliance test, the incoming and outgoing group 17 was specified.

e Set Max Calls per Channel to the number of simultaneous SIP calls allowed.

= SIP Line - Line 17 g8 X v <

\>SIP Liner[Transporg; SIP URI g\}'oIP IV;I'38 Fa>r<! P Credentialsilrs‘IP AdvancedI’”Engineeringi_

Channel Groups Wia Local URI Contact Display Mame PAI Credential Max(:alls1 Add...

0: <hon,. 10

Rernowve

2 17 0 1. 19083445868 19083445868 FNE31 N.. 0 <Non.. 10

Edit...

Edit Channel

Wia 10.32.128.30 “L
Local URI fse Internal Dat: v @
Contact ad
Display Name -
PAL v
Registration 0: <MNone> v
Incoming Group 17
Outgoing Group 17
Max Calls per Channel 10
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The screen below shows the edit window for the pre-configured SIP URI entry for matching inbound
calls to the Mobile Call Control application (see Section 5.9). This entry was necessary since the
DID number assigned to the Mobile Call Control application was not configured elsewhere for
matching the incoming call Request URI. Without this SIP URI entry, the Avaya IP Office would
have responded to an incoming call to the DID meant for the Mobile Call Control application with a
“404 Not Found” status message and the call would have failed.

The number 19083445868 entered for the Local URI field will be configured in the Incoming Call
Route in Section Error! Reference source not found. to deliver the call to the Mobile Call Control
application. Note the settings for Contact, Display Name and PAI, different than the settings for
these same fields in the above SIP URI entry for the Avaya IP Office users. Also note the setting for
Outgoing Group: a setting of 0 means no outgoing group is configured with this SIP URI entry
since it is used only for mapping incoming calls to the Mobile Control Application.

= SIP Line -Line 17 gt X v 2|5
‘-SIP Linel;rransporig SIP URI g;n.n!'oIP [T38 Fa%!glp Credentialsrlislp Advanced]fngineeringji
| Channel Groups “ia Local URI Contact Display Name PAL Credential Max Calls Add...

1 17 17 T 0: <Non... 10

Lo 19083445866 19083445868 FNE3L N O <Mons 10 Repoye

Edit...

Edit Channel

Via 10.32.128.30 E

Local URI 44551 v @

Contact v

Display Name EER -

PAl Hlone -

Registration [0: <Mone» V}

Incoming Group 17

Outgoing Group 0

Max Calls per Channel 10 =

AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 29 of 81

SPOC 8/18/2015 ©2015 Avaya Inc. All Rights Reserved. IDT-IPO91SBCE63



5.4.5. SIP Line — VoIP Tab
Select the VoI P tab. Set the parameters as shown below.

e Select Custom for Codec Selection.

e Choose G.711 ULAW 64K, G.711ALAW 64K and G.729(a) 8K CS-ACELP from the
Unused box and move the selections to the Selected box. Use the up and down arrows in the
middle to order these 3 codes as shown. These 3 codecs are supported by IDT and the order
of them matches that on inbound calls from IDT.

e Select T38 for Fax Transport Support to direct Avaya IP Office to use T.38 for fax. See the
item T.38 Fax in Section 2.2 for limitations of T.38 fax on the IDT SIP Trunking Service.

e Select RFC2833 for DTMF Support. This directs Avaya IP Office to send DTMF tones as
out-band RTP events as per RFC2833.

e Uncheck the VolP Silence Suppression option box.

e Check the Re-invite Supported option box. When enabled, re-INVITE can be used during a
call session to change the characteristics of the session including codec re-negotiation.

e Check the PRACK/100rel Supported option box. This setting enables support by Avaya IP
Office for the PRACK (Provisional Reliable Acknowledgement) message on SIP trunks.

= SIP Line - Line 17 gl %] x>
‘>SIP Linew[TranspothV[rS[P URI WolP i::I'BS Fa%!élp Credentialsi|7SIP Advanced}réngineeringj;
[ || VoIP Silence Suppression l
I [] Re-invite Supported I
| Codec Selection [Custom v] I [7] Codec Lockdown
Mniised Selected Bllow Direct Media Path
6.722 64K us | [GTILULAW 64K : A o
6.723.1 6K3 MP-MLQ |G.711 ALAW 64K Force direct media with phones
S K SACELR [V] PRACK/100rel Supported |
G.711 Fax ECAN
%%
>3
Fax Transport Support [T38 v||
DTMF Support |RFC2833 vll
Media Security [Disabled v
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5.4.6. SIP Line — T38 Fax

The settings on this tab configures T.38 fax parameters and are only accessible if Re-invite
Supported was checked and either T38 or T38 Fallback was selected for Fax Transport Support
in the VoIP tab in Section 5.4.5.

The screen below shows the settings used for the compliance test. The T38 Fax Version is setto 0. In
the Redundancy area, Low Speed and High Speed are set to 2. The Disable T30 ECM is checked
to disables the T.30 Error Correction Mode used for fax transmission. All other values are left at
default.

X;

= SIP Line -Line 17 B - [ X v <>
-SIP Line[TransporfiS’IP URI%(}'OIP ]'T33 Fax §IP Credentialsrlislp AdvancedEAEngineeriné‘f
T38 Fax Version [0 V]
[¥] Scan Line Fix-up
Transport UDPTL
{¥| TFOP Enhancement
Redundancy —
[#] Disable T30 ECM |
Low Speed 2 = i ;
__| Disable EFlags For First DIS
High Speed : x ["] Disable T30 MR Cormpression
TCF Method {Trans TCF 'l ] MNSF Override
Max Bit Rate (bps) [ 14400 v Country Code |0

EFlag Start Timer {msecs) 2600 = ‘endor Cod 0

>

EFlag Stop Timer (msecsy 12300 s

>

Tx Metwork Timeout (secs) (150

<

5.4.7. SIP Line — SIP Credentials Tab

SIP Credentials are used to register the SIP Trunk with a service provider that requires SIP
Registration. SIP Credentials are also used to provide the required information for Digest
Authentication of outbound calls. SIP Credentials are unique per customer and therefore customers
must contact the service provider to obtain the proper registration and/or Digest Authentication
credentials for their deployment.

For the compliance test, the IDT SIP Trunking Service requires trunk registration as well as Digest
Authentication for outbound calls.

Due to a problem on IP Office for SIP trunk registration (see the item SIP Trunk Registration in
the limitation/exception list in Section 2.2 for details), the SIP credentials were configured on the
Avaya SBCE rather than on IP Office itself for the compliance test, therefore this tab needs not to be
visited.
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5.4.8. SIP Line — SIP Advanced Tab
Select the SIP Advanced tab to configure advanced SIP Line parameters.

In the Identity area, the Use PAI for Privacy box is checked for Avaya IP Office to use the P-
Asserted-Identity (PAI) SIP header for privacy-requested outbound calls. With this configuration,
Avaya IP Office will populate the From and Contact headers of the anonymous outbound call
INVITE with “anonymous” as the URI user part, but include the normal calling user information in
the PAI header. The Caller ID from From header box is checked for Avaya IP Office to use the
Caller ID information in the From SIP header rather than the PAI or Contact SIP header for inbound
calls.

In the Media area, select System for Media Connection Preservation to allow established calls to
continue despite brief network failures.

In the Call Controll area, No REFER if using Diversion is checked to prevent Avaya IP Office
from using the SIP REFER method on call scenarios that use the Diversion SIP header (e.g., off-net
call forward or outbound call to mobile twinning number).

= SIP Line -Line 17 - X v
SIP Line | Transport| SIP URI| VolP W}SF;-,;?}" Credentials P Advanced Engineenng
Addressing Media
Assoraban Methoo By Source IP address v Allow Empty INVITE
Send Empty re-INVITE
Call Rowting Method Request LRI v
Allow To Tag Change
Suppress DNS SRV Lookups P-Early-Media Support Naone -
Send SilenceSupp=C0ff
Menthy Force Ewty Dwect Medie
Use Phone Context Media Cannection Sapro =
Add userephone Presesvation n '
Use + for Intemation
[L e PAIfor Pravacy J] Call Cantral
Use Dorraain for PA]
Call Inibatson Timeout (3} 4
Soep Fromn and PA]
[f,llgv ID from From header 1] Call Queuing Timeout {m)
Send From In Clear Senice Buty Response 48§ - Buzy Here -
Cache Auth Credentials 4 No UserR din
= :ZT" oLereaponding 408-Request Timeout -
Jser-Bgent and Server Headen Send
Action on CAC Locstion Allow Voicarmad -
Limnt
Suppress Q.850 Rexson
Header
Emulate NOTIFY for REFER
[ Mo REFER if using Duaersson
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5.5. Short Code

Define a short code to route outbound calls to the SIP Line. To create a short code, right-click on
Short Code in the Navigation Pane and select New (not shown). On the Short Code tab in the
Details Pane, configure the parameters as shown below:

e Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. The 9N; short code, used for the compliance test, will be invoked when the user dials
9 followed by any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N”@siptrunk.net2phone.com”. This field is used to construct the
Request URI and the To header in the outgoing SIP INVITE message. The value N
represents the number dialed by the user. The text string following the @ sign is the domain
of the IDT SIP Trunking Service (provided by IDT).

e Setthe Line Group Id to the Outgoing Group number defined on the SIP URI tab of the
SIP Line in Section 5.4.4. This short code will use this line group when placing outbound
calls.

-

IP Offices 1= 9N;: Dial ef -8 X v<|>

2R BOOTP (2) [ Shart Code |
47 Qperator (3) a
=% Jersey City Code a9N;

+-459 Systern (1) -

w17 Line (8) Feature [Dial v
#-<2 Control Unit (2) P .
-4 Extension (17) Telephone Number N"@siptrunk.net2phone.com
ﬁ User (18)
-3 Group (1)

Line Group ID v

Locale { v

B Service (1)
+-odfe RAS (1) Force Account Code
+® Incoming Call Route (21}
-2 WAN Port (0)

- Directory (0)

£ Time Profile (0)

w-@ Firewall Profile (1)
-l IP Route {4

@8 Account Code (0)

-8 License (65)

-§& Tunnel (0)

w-§5 User Rights (8)

- ARS (2)

- RAS Location Request (0)
-8 Location (0)

138 Authorization Code (0)

Force Authorization Code  []

The simple 9N; short code illustrated above does not provide a means of alternate routing if the
configured SIP Line is out of service or temporarily not responding. When alternate routing options
and/or more customized analysis of the dialed digits following the short code are desired, the
Automatic Route Selection (ARS) feature may be used.
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In the screen below, the short code 8N; is illustrated for access to ARS. When the Avaya IP Office
user dials 8 plus any number N, rather than being directed to a specific Line Group ID, the call is
directed to 50: Main, configurable via ARS. See Section 5.8 for an ARS route configuration
example.

= 8N:: Dial ek - | & | < |5
| Short Code |

Code 8N;

Feature Dial ¥

Telephone Number N

Line Group ID 50: Main v

Locale v

Force Account Code

Force &uthorization Code [

Optionally, add or edit a short code used to access the SIP Line anonymously. In the screen shown
below, the short code *67N; is illustrated. This short code is similar to the 9N; short code except that
the Telephone Number field begins with the letter W, which means “withhold the outgoing calling
line identification”. In the case of the compliance test, when a user dialed *67 plus the destination
number, Avaya IP Office would include the user’s telephone number (DID number assigned to the
user) in the P-Asserted-ldentity (PAI) header, populate the URI user part with “anonymous” in the
From and Contact headers, and include the Privacy: id header in the outbound INVITE message.
Consequently IDT would prevent presentation of the caller id to the called PSTN destination.

= *B7N;: Dial o ¥ | & < [
ShortCodewl

Code *6TIN;

Feature Dial v

Telephone Mumber WN"@siptrunk.net2phone.com”

Line Group ID 17 v

Locale v

Force Account Code

Force Authorization Code [

AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 34 of 81
SPOC 8/18/2015 ©2015 Avaya Inc. All Rights Reserved. IDT-IPO91SBCE63



For completeness, the short code FNE31 for the Mobile Call Control application is shown below.
See Section 5.7 for routing incoming call to this application to receive internal IP Office dial tones.
See Section 5.9 for configuration to enable this mobility feature.

= FNE31: FNE Service ef - e SR -
Short Codeﬁ

Code FME31

Feature FMNE Service v

Telephone Number 31

Line Group ID 0 v

Locale b4

Force Account Code

Force Autharization Code [

5.6. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP Line.
To configure these settings, first navigate to User->Name in the Navigation Pane, where Name is
the name of the user to be modified. In the example shown below, the name of the user is “Tony
9611” at extension 256. Select the SIP tab in the Details Pane. The SIP Name and Contact are set
to one of the DID numbers provided by IDT. The SIP Display Name (Alias) can optionally be
configured with a descriptive text string.

If outbound calls involving this user and a SIP Line should be considered private, then the
Anonymous box may be checked to withhold the user information from the network (or
alternatively use the *67N; short code as defined in Section 5.5).

IP Offices 1= Tony 9611: 256 ok - X v< >

#- R BOOTP (2)
47 Operator (3)

pbitle A SIP Name 12707754044

(-39 System (1)

-4 Line {8) SIP Display Mame {&lias) Tony 9611

<2 Control Unit (2)

-4 Extension (17) Contact 12707754044

=-§ User (18)

g f MNolUser

f RemoteManager [7] Anonymous

f 251 Allan 9630

201 Extn201

202 Extn202

203 Extn203

204 Extn204

205 Extn205

206 Extn206

207 Extn207

208 Extn208

<& 252 James 1616

-~ 258 Jim 1120E

& 253 John Softphone

g 259 Juan A-Comm
g 255 RW &A-Comm

& 257 Taili 1140E

(- :a Gro

| Menu Programming I Mobility I Group Membership l Announcements | SIP \ Personal Directory ] Web Self-Administration ¢ | *

256 To
up (1)
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5.7. Incoming Call Route

An incoming call route maps an inbound DID number on a specific line to an internal destination.
This procedure should be repeated for each DID number provided by the service provider. To create
an incoming call route, right-click Incoming Call Route in the Navigation Pane and select New (not
shown). On the Standard tab in the Details Pane, enter the parameters settings as shown below:

e Set the Bearer Capability to Any Voice.
e Setthe Line Group Id to the Incoming Group of the SIP Line defined in Section 5.4.4.
e Set the Incoming Number to the incoming DID number on which this route should match.

=D Incoming Call Route (21)

@1

@D 17 +33296086905
-1 17 13707754044

P 17 16506462740
g3 17 19083445866
3 17 19083445867
D 17 19083445868

Incoming CLI

Hald Music Source

Ring Tone Override

e o Locale [United States (US English) V}
0 Priority [1- Low ‘J
@D 17 +33296086900 >

@D 17 +33296086903 Tag

[System Source

MNone

IP Offices |E 17 12707754044 gk -8 X[ v|<|>
/ Operator (3) + || Standard iv\ioice Recording [bestinations“‘
%7 Jersey City
9 Systemn (1)

1 Line (8) Bearer Capabili Any Voice v
-2 Control Unit (2) pability |y ]
-4 Extension (17) Line Group ID 17 4
@ User(19)

-3¢ Group (1) Incoming Number 12707754044
@ Short Code (67)

(Y Service (1) Incoming Sub Address
o RAS (1)

On the Destinations tab, select the destination from the pull-down list of the Destination field. In

this example, incoming calls to 12707754044 on Incoming Group 17 are to be routed to the user

“Tony 9611 at extension 256.

—_

= 17 12707754044 ek~ 14 | X >
‘ Standard I Voice Recordingj Destinations
TimeProfile Destination Fallback Extension i
b DefaultValue |256 Tony 9611 | I~
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The screen below shows calls routed to the IP Office fax endpoint which is an analog extension
(Extn 208).

= 17 19083445867 B <18 | |« | %] >
\—Standardrli\f'oice Recordingj Destinations {
TimeProfile Destination Fallback Extension
» | DefaultValue 208 Extn208 | v

The screen below shows calls routed to IP Office Voicemail Pro for message retrieval. Note that the
DID 19083445866 was assigned to VVoicemail in Section 5.2.2.

= 17 19083445866 g - | X |« <>
“Standard li‘nfoice Recordingi Destinations {
TimeProfile Destination Fallback Extension .‘
» | DefaultValue |VoiceMail -~ -]

The following Destinations tab for an incoming call route contains the Destination “FNE31”
entered manually. The name “FNE31” is the short code for accessing the Mobile Call Control
application. An incoming call to 19083445868 from an IP Office user’s twinned mobile phone will
be delivered directly to an internal dial tone from the Avaya IP Office, allowing the caller to dial call
destinations, both internal and external. See Section 5.9 on configuration to enable the Mobile Call

Control application.

= 17 19083445868 e -8 | X |« |=]>
\—Standard Iv\ioice Recording‘ Destinations- |
TimeProfile Destination Fallback Extension I‘
b | DefaultValue |FNE3L B ~
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5.8. ARS and Alternate Routing

While detailed coverage of Automatic Route Selection (ARS) is beyond the scope of these
Application Notes, this section includes basic ARS screen illustration and considerations.

Optionally, ARS can be used to supplement or replace the simple 9N; short code approach
documented in Section 5.5. With ARS, secondary dial tone can be provided after the access code,
time-based routing criteria can be introduced, and alternate routing can be specified so that a call can
re-route automatically if the primary route or outgoing line group is not available. ARS also
facilitates more specific dialed telephone number matching, enabling immediate routing and
alternate treatment for different types of numbers following the access code. For example, if all local
and long distance calls should use the SIP Line, but service numbers should prefer a different
outgoing line group, ARS can be used to distinguish between the two call patterns.

To add a new ARS route, right-click ARS in the Navigation Pane and select New (not shown). To
view or edit an existing ARS route, expand ARS in the Navigation Pane and select a route name.

The following screen shows a sample ARS configuration for the route named 50: Main. The In
Service parameter refers to the ARS form itself, not the Line Groups that may be referenced in the
form. If the In Service box is un-checked, calls are routed to the ARS route name specified in the
Out of Service Route parameter. IP Office short codes may also be defined to allow an ARS route
to be disabled or enabled from a telephone. The configurable provisioning of an Out of Service
Route and the means to manually activate the Out of Service Route can be helpful for scheduled
maintenance or other known service-affecting events for the primary route.

IP Offices |E: Main® o X v
ARS
ARS Route ID 7] ¢ Secondery Dinl tone
Route Name SystemTone ¥
Disl Dedyy Time Fytern Defadt (8 = ¢ Check User Call Baring
who
In Sernrce J Dut of Service Route 51 backup v ]
1
Tene Profle . r— DUt of Howrs Route «None » -
Code Telephors Number Festurs Line Group ID Add.,,
511 I Dtk Emergency 1
v e N 8 Duptnant.net2phone.con Dial 1t
¢ Slibachup
Altarrits Route Prionty Level 3 -
Altarrists Route Wik Time 30 R ———— e L 51 backup v
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Assuming the primary route is in-service, the number passed from the short code used to access ARS
(e.g., 8N; in Section 5.5) can be further analyzed to direct the call to a specific Line Group ID. Per the
example screen above, if the user dialed 8 plus any number, the processing for the short code 8N; would
direct the call via ARS to Line Group 17. A short code 911 can be configured to send the emergency call
out using Line Group 1 when the user dials “911”. If the primary route cannot be used, the call can
automatically route to the route name specified in the Alternate Route field in the lower right of the
screen (51: Backup). Since alternate routing is considered a privilege not available to all callers, IP
Office can control access to the alternate route by comparing the calling user’s priority, configured in the
User tab of individual users, to the value in the Alternate Route Priority Level field.

5.9. Mobility

With Mobility configured for an Avaya IP Office user, an inbound call routed to this user
automatically triggers an outbound call to the configured Mobile Twinning number for this user.

The following screen shows the Mobility tab for User “Tony 9611 at extension 256. The Mobility
Features and Mobile Twinning boxes are checked. The Twinned Mobile Number field is
configured with the number for the twinned mobile telephone including the dial access code (short
code), in this case 919088485526 (short code 9 plus the ensuing twinned mobile number). The
Mobile Call Control option box is also checked so that an inbound call from the twinned mobile
number (9088485526 in this example) to the Mobile Call Control application (see Incoming Call
Route to “FNE31” in Section 5.7) will be delivered directly to an internal dial tone from the Avaya
IP Office, allowing the caller to perform further dialing actions including making calls and activating
Short Codes. Other options can be set according to customer requirements.

IP Offices |EZ Tony 9611: 256" of -8 X v <

#- R BOOTP ()
+-¢% Operator (3)

Telephonyl Forwarding ! DialIn I Woice Recording l Button Programming I Menu Pragramming‘ Mobility | Group Membership IA |

’-::w Jersey City [ Internal Twinning
(=539 System (1) TR
<9 Jersey City <MNone>
+-T4 Line (8) 1
G2 Control Unit (2)
-4 Extension (17) Twin Bridge Appearances
=@ User (18) R .
g NoUser Twin Coverage &ppearances
f ReroteManager Twin Line Appearances
~& 251 Allan 9630 |
201 Extn201 [¥] Mobility Features
202 Extn202 =1 . .
303 Extn203 V| Mol.olle Twmnlr.19
204 Extn204 Twmne_d qulle MNumber 919022485526
205 Extn205 (including dial access code)
206 Extn206 Twinning Time Profile <MNone > %
207 Extn207
208 Extn208 Mobile Dial Delay (secs) 2
~@ 252 James 1616 =
e 258 Jirn 1120E Mobile Answer Guard (secs) |0 v

g 253 lohn Softphone
& 259 Juan A-Comm

@ 255 RW A-Comm [T] Forwarded calls eligible for mobile twinning
w257 1113

[T] Hunt group calls eligible for mobile twinning

[T Twin When Logged Out

-§ EH3 1]
-8 Group (1) [] one-XMobile Client
- 8% Short Code (67) — 7
P
oy RAS (1) [7] Mobile Callback

+Q Incoming Call Route {16}
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Note that when an inbound call is from the twinned mobile number to the Mobile Call Control
application, the caller ID contained in the From header of the incoming INVITE must match the
twinned mobile number (without the leading short code digit), otherwise the Avaya IP Office
responds with a “486 Busy Here” message and the caller will hear busy tones (or be re-directed to a
network-based messaging service as with the IDT test circuit used for the compliance test).

5.10. SIP Options

Avaya IP Office sends SIP OPTIONS messages periodically to determine if the SIP connection is
active. By default, Avaya IP Office Release 9.1 sends out OPTIONS every 300 seconds. The rate at
which the messages are sent is determined by the combination of the Binding Refresh Time (in
seconds) set on the Network Topology tab in Section 5.2.1 and the SIP_OPTIONS_PERIOD
parameter (in minutes) that can be set on the Source Number tab of the NoUser user. The
OPTIONS period is determined in the following manner:

e To use the default value, set Binding Refresh Time to 300. OPTIONS will be sent at the
300 second frequency.

e To establish a period of less than 300 seconds, do not define the SIP_OPTIONS_PERIOD
parameter and set the Binding Refresh Time to a value less than 300 seconds. The
OPTIONS message period will be equal to the Binding Refresh Time setting.

e To establish a period greater than 300 seconds, a SIP_OPTIONS_PERIOD parameter
must be defined. The Binding Refresh Time must be set to a value greater than 300
seconds. The OPTIONS message period will be the smaller of the Binding Refresh Time
and the SIP_OPTIONS_PERIOD settings.

To configure the SIP_OPTIONS_PERIOD parameter, navigate to User = NoUser in the
Navigation Pane. Select the Source Numbers tab in the Details Pane. Click the Add button.

P Offices »lEE NoUser:; -4 X v

R pOOTP2)

2 y User | Voscernad | DND | Shost Godes | Source Nurnbers | Telephorry | Formarding | OrslIn | Voice Recording Button Progremening | b ¢
o Operator (3) =

Source Numbes Add...,

At the bottom of the Details Pane, the Source Number field will appear. Enter
SIP_OPTIONS_PERIOD=X, where X is the desired value in minutes. Click OK.

MNew Source Number x
Lok |
Source Number SIP_OPTIONS_PERIOD=6| ——
( Cancel
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The SIP_OPTIONS_PERIOD parameter will appear in the list of Source Numbers as shown

below. Click OK at the bottom of the screen (not shown).

7 NoUser:

ek X[ v«

>

Source Number
SIP_OPTIONS_PERIOD=6

Remowve

Edit...

[ User [ Woicemail l DND l Short Codes SOUFCE Numbers Telephonyl Forwardmg l DialIn lVouce Recordmg l Button Programmmg I h >0 [

For the compliance test, an OPTIONS period of 2 minutes was desired. The Binding Refresh Time

was set to 120 seconds in Section 5.2.1. Thus, there was no need to define

SIP_OPTIONS_PERIOD.

5.11. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top of the screen to save the

configuration performed in the preceding sections.

The following Save Configuration screen will appear, with either Merge or Immediate
automatically selected, based on the nature of the configuration changes made since the last save.
Note that clicking OK may cause a system reboot or a service disruption. Click OK to proceed.

Sawve Configuration
IP Office Settings

Configuration Reboot Mode
) Merge

@ Immediate

) Withen Free

) Timed

Reboot Time

15:32

Call Barring

lersey City

e ® )]

QK ] [ Cancel

| [_tHee
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the initial installation
of the Avaya SBCE has been completed, including the assignment of a management IP address. The
management interface must be provisioned on a different subnet than either the Avaya SBCE private
or public network interfaces (i.e., Al and B1). If the management interface has not been configured
on a separate subnet, then contact your Avaya representative for guidance in correcting the
configuration.

On all screens described in this section, it is to be assumed that parameters are left at their default
values unless specified otherwise.

6.1. Access Management Interface

Use a web browser to access the web interface by entering the URL https://<ip-addr>, where <ip-
addr> is the management IP address assigned during installation. The Avaya SBCE login page will
appear as shown below. Log in with the appropriate credentials.

AVAYA =

Ths system B resiricled soiely 10 autherized users for iegfimate
DUSIERS SUIPesas ontly The actusl or o

Contirue

od access

H use or modificatians of this system is s¥C ohibdied. Unsuthorzed
sess'°n Bo,rder COﬂtI’O"EI’ users are ssbject to company dscilnary procedures and o criminal
fOl' Enterpr'se And Chl ponatins under stale, fedemal or other agpicabie domeslic g

foregn mws

he use of e sysiem may be mosloced and recorded for
sdmnsirative and securty reasons Anmyone accessng ™is system
ArRsRly CONBANIS 10 SLCR monBor

0 recording, and 8 advieed
Ihet i L revess possitle evdescs of crmmal activly. the evidence of
such activty say be provided 1o law eaforcement ofScals

Al asers must comply wih s corporate psirechons reganding e
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After logging in, the Dashboard screen will appear as shown below. Verify that License State is OK
as highlighted. The Avaya SBCE will only operate for a short time without a valid license. Contact
your Avaya representative to obtain a license if necessary.

All configuration screens of the Avaya SBCE are accessed by navigating the menu tree in the left
pane.

Alarms  Incidents  Status v Logs v  Diagnostics  Users Settings v Help~  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Backup/Restore
: 01:50:53 PM Bafak EMS
System Management BEientme EDT Refresh
Global Parameters Version 6.3.2-08-5478 vnj-sbce2
Slow Pgioy S Thu Apr 2 06:51:39 EDT
PPM Senvices 2015
Domain Policies License State @ 0K
TLS Management Aggregate Licensing Overages 0
Device Specific Settings
Peak Licensing Overage Count 0
Alarms (past 24 hours) Incidents (past 24 hours)
None found. None found.

No notes found.
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6.2. Verify Network Configuration and Enable Interfaces

To view the network information provided during installation, navigate to System Management. In
the right pane, click View as highlighted below.

Session Border Controller for Enterprise AVAYA

Dashboard System Management
Administration

Backup/Restore

Devices || Updates H SSL VPN “ Licensing |

System Management |

i Global Parameters Device  Management .
Name P Version Status
Global Profiles
PPM Senices vnj-sbce2 10.32.101.20 6.3.2-08-5478 Commissioned Reboot Shutdown RestartApplication] View |Edit Uninstall

Domain Policies
TLS Management
Device Specific Settings

A System Information page will appear showing the information provided during installation. The
Appliance Name field is the name of the device (vnj-sbce2). This name will be referenced in other
configuration screens. Interfaces Al and B1 represent the private (or internal) and public (or
external) interfaces of the Avaya SBCE. Each of these interfaces must be enabled after installation.
Note that the Management IP is on a different subnet than either the Al or B1 interfaces.

System Information: vnj-sbce2 X

General Configuration Device Configuration ~ License Allocation
IAppliance Name vnj-sbce2 I HA Mode No §tandarGQSessions 0
Box Type SIP Two Bypass Mode No Advanced Sessions .
Deployment Mode  Proxy Pemesien &
§p_op§a_}(igjeo Sessions g
Encryption
- Network Configuration
P Public IP Netmask Gateway Interface
192.168.96.233 192.168.96.233 255.255.255.224 192.168.96.254 B1
10.32.128.20 10.32.128.20 255.255.255.0 10.32.128.254 Al
B1
Al
- DNS Configuration Management IP(s)
Primary DNS 10.32.128.200 [ P 10.32.101.20
Secondary DNS
DNS Location DMZ
DNS Client IP 10.32.128.20
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To enable the interfaces, first navigate to Device Specific Settings = Network Management in the
left pane and select the device being managed in the center pane. In the right pane, in the Interfaces
tab verify that Status is Enabled for both the Al and B1 interfaces. If not, click on Disabled and
confirm in the pop-up confirmation window to toggle to Enabled.

Alams Incidents  Status - Logs ~ Diagnostics Users Settings v  Help « Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Network Management: vnj-sbce2

Adrmunsstration

Backup/Restore . p

Systemn Management Interinces | MSReRENS
Global Parameters
Globat Profiles Interdace Name

wnj-sbee?

PPM Services

Domam Policies
TLS Management

4 Device Specilic Settings lm 2 ]
Network
Management

Media Interface
Sygnaling Interface
End Point Flows
Session Flows
DMZ Services
TURN/STUN Sernice
ShNMP
Syshog Management
Advanced Options
Troubleshootng
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6.3. Signaling Interface

A signaling interface defines an IP address, transport protocols and listen ports that the Avaya SBCE
can use for signaling. Create a signaling interface for both the internal and external sides of the
Avaya SBCE.

To create a new interface, navigate to Device Specific Settings = Signaling Interface in the left
pane. In the center pane, select the Avaya SBCE device to be managed. In the right pane, select
Add. A pop-up window (not shown) will appear for configuring the name of the new interface as
well as the interface parameters. Once complete, the settings are shown in the far right pane.

For the compliance test, signaling interface Int_Sig_Intf was created for the Avaya SBCE internal
interface and signaling interface Ext_Sig_Intf was created for the Avaya SBCE external interface.
These two signaling interfaces are highlighted below.

In the pop-up interface configuration window (not shown), configure the parameters as follows:

e Set Name to a descriptive name.

e For the IP Address field, select the Al interface and the IP address associated with the private
interface (A1) shown in Section 6.2. For the external signaling interface, select the B1 interface
and the IP address associated with the public interface (B1) shown in Section 6.2.

¢ In the UDP Port, TCP Port and TLS Port fields, enter the port the Avaya SBCE will listen on
for each transport protocol. For the internal interface, the Avaya SBCE was configured to listen
for UDP on port 5060. For the external interface, the Avaya SBCE was configured to listen for
UDP or TCP on port 5060. Since the IDT SIP Trunking Services uses UDP, it would have been
sufficient to simply configure the Avaya SBCE for UDP.

Session Border Controller for Enterprise AVAYA
Dashboard Signaling Interface: vnj-sbce2
Adminestration
BackupRestore ————
Signafing Interface |
System Management l
Globa! Parameters Nz S = = 2
Modsng or deleling an existing signaiing Int2raos wil rEqure an appicaton 1estal Defore takng sffect
Globad Profles Asplication restaetz car be issued rom S5siem Managemen
PPM Seraces
Doman Policses
TLS Managamsnt SHnEng It g TLS Profile
* Davice Spacic Settings 703212320 7R
Network Management Ind_Sig_lntt N AT (AT, VAN — 5060 — None
Madia Interface
- o 192188 96,233 e 2
[5,9,,,,|.,.9 Interface I Ext_Sig_inf Naswerk_B1 (B1. VAN 5060 5060 - None
End Point Flows
Session Flows
DMZ Seraces
TURN/STUN Semce
ShNMP 4
Syslog Management
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6.4. Media Interface

A media interface defines an IP address and port range for transmitting media. Create a media
interface for both the internal and external sides of the Avaya SBCE.

To create a new interface, navigate to Device Specific Settings = Media Interface in the left pane.
In the center pane, select the Avaya SBCE device to be managed. In the right pane, select Add. A
pop-up window (not shown) will appear for configuring the name of the new interface as well as the
interface parameters. Once complete, the settings are shown in the far right pane.

For the compliance test, media interface Int_Media_Intf was created for the Avaya SBCE internal
interface and media interface Ext_Media_Intf was created for the Avaya SBCE external interface.
Both are highlighted below.

In the pop-up interface configuration window (not shown), configure the parameters as follows:

e Set Name to a descriptive name.

e For the IP Address field, select the Al interface and the IP address associated with the private
interface (A1) shown in Section 6.2. For the external media interface, select the B1 interface
and the IP address associated with the public interface (B1) shown in Section 6.2.

e Set Port Range to a range of ports acceptable to both the enterprise and the far end. For the
compliance test, the default port range was used for both interfaces.

Session Border Controller for Enterprise AVAYA
Dashboard Media Inlerface. ynp-sbeae?
Admmnistration
Backup/Rastote . '
o s tedio intertace |
Systom Managemont 3
Global Paramelers YA z
Mod®ing or doleting s wising media imerfco will reguire o application restan befors 1aking effect. Anplicahion
Global Profiles rectans can be |5=0ed Ifom Syetem Management
PPM Services
Domam Policies
TL.S Managemant e Pod Range

* Dewce Specific Settings Irt_Madsa_tntf }‘:)'j_:!' 1&2‘3.:,“ i 44,000 - 40000
Network Management < g

[ Media Imedace Ex_Medka_irt 192.168.96.233 25000 - 40000

Metwsre BT IRY. VAAM 3

Signalng Interface
End Point Flows
Session Flows

DMZ Senices
TURN/STUN Semce
SHMP
Syslog Management
Advanced Options

Traubleshoot:ng
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6.5. Server Interworking

A server interworking profile defines a set of parameters that aid in interworking between the Avaya
SBCE and a connected server. Create one server interworking profile for Avaya IP Office and
another for the service provider SIP server. These profiles will be applied to the appropriate servers
in Section 6.6.1 and 6.6.2.

To create a new profile, navigate to Global Profiles = Server Interworking in the left pane. In the
center pane, select Add. A pop-up window (not shown) will appear requesting the name of the new
profile, followed by a series of pop-up windows in which the profile parameters can be configured.
Once complete, the settings are shown in the far right pane. Alternatively, a new profile may be
created by selecting an existing profile in the center pane and clicking the Clone button in the right
pane. This will create a copy of the selected profile which can then be edited as needed. To view the
settings of an existing profile, select the profile from the center pane. The settings will appear in the
right pane.

The screen below shows the user interface as described above, before creating the specific server
interworking profiles used for the compliance test.

Session Border Controller for Enterprise AVAYA
Dashboard 4 Interworking Profiles: cs2100
Admirestration Add | | Cicns |
Backup'Restore ——
System Management 1t = nol recommended to edit the defisults Try clomng o 36309 § new proble instead.
Global Parameters | es2100 | Goneral .[nmou ﬂm Manipulation  Header Manipulation |  Advanced |
+ Global Profiles ~|
Fingemrint OCS-Edge-Ser Hold Support RFC3264
Server Aeotem 180 Handling Hone
Interwerking : 181 Handing Naone
Phone inmerwarking (-“" . 182 Handing Moo
Meda Forking OCS-FrontEnd
Routing 183 Handing None
Server Configuration Rafer Handiing Ho L4
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6.5.1. Server Interworking — Avaya IP Office

For the compliance test, the server interworking profile IPOffice-T38 was created for Avaya IP
Office. The General tab parameters are shown below. Note the setting for T.38 Support.

Interworking Profiles: IPOffice-T38
[ Rename ] [ Clone ] [ Delete ]
€s2100
General || Timers || RI Manipulation || Header Manipulation | | Advanced |
avaya-fu
P8 Eddo-Seivet Hold Support NONE
ot 180 Handling None
cups 181 Handling None
OCS-Frontend-S... 182 Handling None
|POffice 183 Handling None
Refer Handling No
SP-General URI Group None
SP-General-T38 SERdH he
—— 3xx Handling No
. Diversion Header Support Noc
Delayed SDP Handling No
N— Re-Invite Handling No
Prack Handling No
[T.38 Support Yes ]
URI Scheme SIP
Via Header Format RFC3261
Privacy Enabled No
UserName
P-Asserted-ldentity No
P-Preferred-ldentity No
Privacy Header
DTMF Support None

The Timers, URI Manipulation and Header Manipulation tabs have no configured entries.
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The Advanced tab parameters are shown below. Note that AVAYA Extensions is set to Yes.

Advanced

General | | Timers | | URI Manipulation || Header Manipulation
Record Routes Both Sides
Topology Hiding: Change Call-ID MNo
Call-Info NAT No
Change Max Forwards Yes
Include End Point IP for Context Lookup Yes
OCS Extensions No
AVAYA Extensions Yes
NORTEL Extensions No
Diversion Manipulation No
Metaswitch Extensions No
Reset on Talk Spurt No
Reset SRTP Context on Session Refresh No
Has Remote SBC Yes
Route Response on Via Port No
Cisco Extensions No
Lync Extensions No
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6.5.2. Server Interworking — IDT

For the compliance test, server interworking profile SP-General-T38 was created for the IDT SIP
server. The General tab parameters are shown below. Note the setting for T.38 Support.

Interworking Profiles: SP-General-T38
[ Rename H Clone ][ Delete ]
Interworking Profiles Click here to add a descrption.

¢52100
General || Timers | | URI Manipulation || Header Manipuiation | | Advanced |

General

avaya-fu

OCS-Edge-Server

Hold Support NONE
CECo-Com 180 Handling None
cups 181 Handling None
OCS-FrontEnd-S... 182 Handling None
IPOffice 183 Handling None
IPOffice-T38 Refer Handling No
SP-General URI Group None
Send Hold No
R 3xx Handling No
- Diversion Header Support No
Delayed SDP Handling No
L IS - -
Re-Invite Handling No
Prack Handling No
T.38 Support Yes
URI Scheme SIP
Via Header Format RFC3261
Privacy Enabled No
User Name
P-Asserted-Identity No
P-Preferred-ldentity No
Privacy Header
DTMF Support None

Edit

The Timers, URI Manipulation, Header Manipulation tabs have no entries.
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The Advanced tab parameters are shown below. Note that AVAY A Extensions is set to No.

General | | Timers | | URI Manipuiation || Header Manipulation | | Advanced
Record Routes Both Sides
Topology Hiding: Change Call-ID Yes
Call-Info NAT No
Change Max Forwards Yes
Include End Point IP for Context Lookup No
OCS Extensions No
AVAYA Extensions No
NORTEL Extensions No
Diversion Manipulation No
Metaswitch Extensions No
Reset on Talk Spurt No
Reset SRTP Context on Session Refresh No
Has Remote SBC Yes
Route Response on Via Port No
Cisco Extensions No
Lync Extensions No
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6.6. Server Configuration

A server configuration profile defines the attributes of the physical server. Create separate server
configuration profiles for Avaya IP Office and the service provider SIP server.

To create a new profile, navigate to Global Profiles = Server Configuration in the left pane. In the
center pane, select Add. A pop-up window (not shown) will appear requesting the name of the new
profile, followed by a series of pop-up windows in which the profile parameters can be configured.
Once complete, the settings are shown in the far right pane. To view the settings of an existing
profile, select the profile from the center pane. The settings will appear in the right pane.

The screen below shows the GUI elements described above before the servers profiles were added
for the compliance test.

Session Border Controller for Enterprise AVAYA

Dashboard Server Configuration
Administraton

| Add

Backup/Restore

. Sereer Prolias

System Management . 3 Use the add button to create a new Server Configuration profile.
Global Parameters ‘o srknes

found
« Global Profies

Domain DoS
Fingerpnnt

Server Interworking
Phone Interworing
Media Forlong

Routing

Server Configuratior|

Topology Hiding
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6.6.1. Server Configuration — Avaya IP Office

For the compliance test, the server configuration profile IPO-JCity was created for Avaya IP Office.
When creating the profile, configure the General tab parameters as follows:

e Set Server Type to Call Server.

e Set IP Addresses / FQDNSs to the IP address of the Avaya IP Office LANL1 port.

e Set Transport to UDP, the transport protocol used for SIP signaling between Avaya IP Office
and the Avaya SBCE.

e Set Port to the port Avaya IP Office will listen on for SIP requests from the Avaya SBCE.

Note that TCP was also set in the screen below, though UDP connectivity would have been
sufficient.

Server Configuration: IPO-JCity

Rename H Clone ][ Delete ]
Server Profiles General H Authentication H Heartbeat || Advanced I
I Server Type Call Server I
IP Address / FQDN Port Transport

— | 10.32.128.30 5060 UDP |
n—— 10.32.128.30 5060 TCP
o Edit

s

On the Advanced tab, set the Interworking Profile field to the interworking profile for Avaya IP
Office defined in Section 6.5.1.

General | | Authentication | | Heartbeat || Advanced
Enable DoS Protection [
Enable Grooming [
Interworking Profile |POffice-T38
Signaling Manipulation Script None
Connection Type SUBID
Edit
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6.6.2. Server Configuration — IDT

For the compliance test, server configuration profile IDT was created for IDT. When creating the
profile, configure the General tab parameters as follows:

e Set Server Type to Trunk Server.

e Set IP Addresses / FQDN to the IP addresses of the IDT network access interface. Note that 2
entries were configured for the 2 border elements of the IDT SIP Trunking Service.

e Select the appropriate Transport protocol used for SIP signaling between IDT and the Avaya
SBCE. In the compliance test, UDP was tested.

e Set Port to the standard SIP port of 5060. This is the port the IDT SIP server will listen on for
SIP messages from the Avaya SBCE.

Server Configuration: IDT

Add Rename ” Clene H Delete ]
General H Authentication I l Heartbeat H Advanced [
| Server Type Trunk Server I
IPO-JCity
IP Address / FQDN Port Transport
192.168.196.19 5060 ubpP
- 192.168.196.33 5060 UDP
DT
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In the Authentication tab, check the Enable Authentication option box, and enter the SIP
credentials (provided by IDT) for User Name and Password.

Edit Server Configuration Profile - Authentication

Enable Authentication

User Name 4980478931

Realm
{L=ave blank to detect from server chaliengs)

Password

{Leave blank to keep existing password) fensssessseses

Confirm Password ;ooooooooooooo

In the Heartbeat tab, check the Enable Heartbeat option box. Select REGISTER for Method, and
enter the desired Frequency setting for the time interval at which the REGISTER message will be
issued from the enterprise site. Finally enter the From URI and To URI settings: the user part of the
URT’s is the user name credential provided by the service provider for SIP trunk registration; the
domain in the URT’s is the domain for the IDP SIP Trunking Service as provided by IDT.

General | | Authentication | | Heartbeat || Advanced
Enable Heartbeat [¥]
Method REGISTER
Frequency 1800 seconds
From URI 4980478931@siptrunk.net2phone.com
To URI 4980478931@siptrunk.net2phone.com
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In the Advanced tab, select the Interworking Profile for IDT defined in Section 6.5.2.

General | | Authentication

Heartbeat

Enable DoS Protection

Enable Grooming

Advanced

|
—

=

I Interworking Profile

SP-General-T38

Connection Type

Signaling Manipulation Script

None

SUBID

Edit
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6.7. Application Rules

An application rule defines the allowable SIP applications and associated parameters. An application
rule is one component of the larger endpoint policy group defined in Section 6.10.

To view an existing rules profile, navigate to Domain Policies = Application Rules in the left
pane. In the center pane, select the rules profile to be viewed. To add a new profile, click Add in the
center pane. To clone from an existing profile, select a profile from the center pane, and then click
Clone on the top of the right pane to provide a new profile name in the Clone Rule window (not
shown). The cloned profile can then be selected for editing.

For the compliance test, the application rules profile named low-AudioSessions was cloned from the
default-trunk profile in which the settings for both Maximum Concurrent Sessions and
Maximum Sessions Per Endpoint were adjusted down to 500 (from 2000) for Audio in both call
directions. This change was to accommodate the maximum capacity on the Avaya SBCE running on
the Portwell CAD-0208 server. The low-AudioSessions application rules profile was used for both
Avaya IP Office and the IDT SIP server.

Session Border Controller for Enterprise AVAYA
Dashboard Apphcation Rules: low-AudioSessons
Adminesération Add Fillar By Davica . Rerarre Clone Dalets
BackupRestore
A"']".'V'.n"' ackhoreto & i 0=l 4 o4
System Management e GACK here 1o Add & desaibon
Global Parameters defauk Application Rute i
Global Profles dalaust-yuns
“ie = Masirmum Sessions Pae
PPM Sernces defaut-synsaine daeil e S 8 Endpoint
<D Policies
sk Zminr detad-sudsaide Audo ¢ W 500 500 ]
Application Rubes
Border Rules defsul-serser-low Video
Media Rules defaust-sarver-high "
Secunty Rules
Sy R .
Time of Day Rutes COR Suppont None
End Pont Policy
RTCP Keap-Alve o
Groups
Session Policies Edit
TLS Managament
Devce Specific Settings
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6.8. Media Rules

A media rule defines the processing to be applied to the selected media. A media rule is one
component of the larger end point policy group defined in Section 6.10. For the compliance test, the
pre-defined default-low-med media rule (shown below) was used for both Avaya IP Office and the
IDT SIP server.

To view an existing rule, navigate to Domain Policies = Media Rules in the left pane. In the center
pane, select the rule (e.g., default-low-med) to be viewed.

Session Border Controller for Enterprise AVAYA
Dashboard Media Rules: default-low-med
AN | Add Filer By Device v Clone
Backup/Restore X
System Management 1 iz nol recommendad to edx the difaults Try clonmg or adding 2 new il inatiad
.
SO PR Modia NAT | | Madia Encryption | | Media Silencing | | Media QoS | | Media BFCP | | Medla FECC |
Global Profiles defaull-low-med
PPM Setvices P igh Mecka NAT Leam Media IP dyrnamically
4 Domain Pokcies datuik hgh e Eal
Applicaton Rules
Border Rules avayalow-med
moded o
Siscuriy Rule default_sRTP_

Each of the tabs of the default-low-med media rule is shown below (the Media NAT tab is shown
above).

The Media Encryption tab indicates that no encryption was used.

Media NAT | | Media Encryption || Media Silencing | | Media QoS || Media BFCP || Media FECC

Audio Encryption

Preferred Formats RTP

Interworking ¥
Video Encryption

Preferred Formats RTP

Interworking @]

Capability Negotiation =
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The Media Silencing tab shows Media Silencing was disabled.

Media NAT | | Media Encryption | | Media Silencing | | Media QoS | | Media BFCP | | Media FECC

Media Silencing m

Edit

The Media QoS settings are shown below.

Media NAT || Media Encryption | | Media Sitencing || Media Qos || Media BFCP | | Media FECC |

Media QoS Reporting
RTCP Enabled ™

Media QoS Marking

Enabled
QoS Type DSCP

Audio DSCP EF

Video DSCP EF

The Media BFCP tab is shown below.

Media NAT | | Media Encryption | | Media Silencing | | Media QoS | | Media BFCP | | Media FECC

Binary Floor Control Protocol

BFCP Enabled [l

The Media FECC tab is shown below.

Media NAT | | Media Encryption | | Media Silencing | | Media QoS | | Media BFCP | | Media FECC L

Far End Camera Control

FECC Enabled [
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6.9. Signaling Rules

A signaling rule defines the processing to be applied to the selected signaling traffic. A signaling
rule is one component of the larger end point policy group defined in Section 6.10. For the
compliance test, the pre-defined default signaling rule (shown below) was used for both Avaya IP
Office and the IDT SIP server.

To view an existing rule, navigate to Domain Policies = Signaling Rules in the left pane. In the
center pane, select the rule (e.g., default) to be viewed. The General tab settings of the default
signaling rule are shown below.

Session Border Controller for Enterprise AVAYA
Dashboard Signaling Rules: default
Administration Filter By Device.: v
o
ignaling Rules i i i i i
System Management g g Itis notrecommended to edit the defaults. Try cloning or adding a new rule instead.
defauit
Global Parameters General H Requests ” Responses H Request Headers “ Resp Head H Signaling QoS ‘ I UCIDI
Global Profiles No-Content-Ty...
PPM Senices . mod__________|
4 Domain Policies Roguests Allow
Application Rules Non-2XX Final Responses Allow
Border Rules Optional Request Headers Allow
Media Rules Optional Response Headers Allow
Security Rules
Signaling Rules Outbound
Time of Day Rules Requests Allow
End Point Policy Non-2XX Final Responses Allow
Groups _
Sausion PaliciEs Optional Request Headers Allow
TLS Management Optional Response Headers Allow
Device Specific Settings .
Enable Content-Type Checks )
Action Allow Multipart Action Allow
Exception List Exception List

The Requests, Responses, Request Headers, Response Headers and UCID tabs have no entries.
The Signaling QoS tab is shown below.

General || Requests | | Responses | | Request Headers | | Response Headers | | Signaling QoS || UCID

Signaling QoS V]
QoS Type DSCP
DSCP AF41

AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 61 of 81
SPOC 8/18/2015 ©2015 Avaya Inc. All Rights Reserved. IDT-IPO91SBCE63



6.10. End Point Policy Groups

An end point policy group is a set of policies that will be applied to traffic between the Avaya SBCE
and a signaling endpoint (connected server). Thus, one end point policy group must be created for
Avaya IP Office and another for the service provider SIP server. The end point policy group is
applied to the traffic as part of the end point flow defined in Section 6.13.

To create a new group, navigate to Domain Policies = End Point Policy Groups in the left pane.
In the center pane, select Add. A pop-up window (not shown) will appear requesting the name of the
new group, followed by a Policy Group window in which the group parameters can be configured.
Once complete, the settings are shown in the far right pane. To view the settings of an existing
group, select the group from the center pane. The settings will appear in the right pane.

The screen below shows the GUI elements described above before specific endpoint policy groups
were added for the compliance test.

Session Border Controller for Enterprise AVAYA

Dashboard Policy Groups: default-low

Admmistration | Add | |FiterBy Device =
BackupRestore

P: 2 :}“ -
System Management PCY UUps R N G HCOnnERdsd 10 oot s s Try bdding A new group mstand
y defoult-low
Ghba Parameters ) Hover over 3 Fow 10 322 fo descrniption

Global Profiles defsull-low-anc S

SUP Chusd | Paficy Group

SIP Cluster defaul.med ¥

« Doman Polcies e -
o ' default-med-enc |m_] md
Appicalion Rules Deder  Apglication Bordet Media Security Signaleg  Tine of Dy
Border Rules dafautt-regh
Meadia Rues default-hagh-enc
Secunty Rules 0CSdetat-high
Signaing Rules
Time of Day Rales oy
End Point Policy
Groups
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6.10.1. End Point Policy Group — Avaya IP Office

For the compliance test, the end point policy group IPO-EP-Policy was created for Avaya IP Office.
Default values were used for each of the rules which comprise the group, except for the rule for
Application (which was created in Section 6.7). The details of the settings for Application, Media
and Signaling are shown in Section 6.7, Section 6.8 and Section 6.9 respectively.

Policy Groups: IPO-EP-Policy
Filter By Device... [ Rename ] [ Clone ] [ Delete ]
Policy Groups Click here to add a description.
default-low
Click here to add a row.description:
default-low-enc
Policy Group
default-med
default-med-enc
Order Application Media Security Signaling
default-high = —
. 1 low-AudioSessions default c-;\fgult— defauit-low default Edit
default-high-enc low-med
0OCS-default-high
avaya-def-low-enc
avaya-def-high-...
avaya-def-high-...
IPO-EP-Policy
SP-EP-Policy
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6.10.2. End Point Policy Group — IDT

For the compliance test, the end point policy group SP-EP-Policy was created for the IDT SIP
server. Default values were used for each of the rules which comprise the group, except for the rule
for Application (which was created in Section 6.7). The SP-EP-Policy policy group is identical to
the IPO-EP-Policy policy group created in Section 6.10.1.

Policy Groups: SP-EP-Policy

Filter By Device... > [ Rename ][ Clone H Delete ]
Click’here to add a description.
default-low

Click here to-add a row description.
default-low-enc

Policy Group

default-med

default-med-enc

Application Border Media Security Signaling

default-high
iy 1 low-AudioSessions default ;“;ei“ﬁlwned default-low default Edit
efault-high-enc <otk

0OCS-default-high
avaya-def-low-enc
avaya-def-high-...
avaya-def-high-...

IPO-EP-Policy

SP-EP-Policy
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6.11. Routing

A routing profile defines where traffic will be directed based on the contents of the URI. A routing
profile is applied only after the traffic has matched an endpoint server flow defined in Section 6.13.
Create one routing profile for Avaya IP Office and another for the service provider SIP server,

To create a new profile, navigate to Global Profiles 2 Routing in the left pane. In the center pane,
select Add. A pop-up window (not shown) will appear requesting the name of the new profile,
followed by a Routing Profile window in which the profile parameters can be configured. Once
complete, the settings are shown in the far right pane. To view the settings of an existing profile,
select the profile from the center pane. The settings will appear in the right pane.

The screen below shows the GUI elements described above before specific routing profiles were
added for the compliance test.

Session Border Controller for Enterprise AVAYA

Dashbaard Routing Profiles: default

Adrministration Add [ Clone |

Backup/Restore Koo

Global Parameters g m‘

+ Giobal Profiles ' =
Doman DoS '\i| }
Fingerprint Prionty UR! Group Naxt Hop Seever 1 Naxt Hop Sarver 2 ‘
Server Interworking 1
Phone Interworking
Media Forking
Routing

Server Configuration
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6.11.1. Routing — Avaya IP Office

For the compliance test, the routing profile To-IPO-JCity was created for Avaya IP Office. When
creating the profile, configure the parameters as follows:

e Set URI Group to the wild card * to match on any URI.
e Select Priority for Load Balancing.
e Enable Next Hop Priority.
e When adding an entry for routing destination (Next Hop Address)
— Enter 1 for Priority/Weight.
— For Server Configuration, select the Server for Avaya IP Office as configured in
Section 6.6.1. The selection will automatically populate the Next Hop Address field.

| URI Group B v I Time of Day &eféuli -
| Load Balancing — - | nepTR
Transport | None ~ INext Hop Priority [+ I
Next Hop In-Dialog [ lgnore Route Header &

Priority / Weight Server Configuration MNext Hop Address Transport
1 IPO-JCity v 10.32.128.30:5060 (UDP) v [None | Deete

The following screen shows the routing profile for Avaya IP Office when configured.

Routing Profiles: To-IPO-JCity

[ Rename ] [ Clone ] [ Delete ]
Routing Profiles Click here to add a description.
default
Routing Profile

Update Priority
To-IPO-JCity s
Priority GLrjoup Time of Day Load Balancing Next Hop Address Transport
e et 1 * default Priority 10.32.128.30 UDP Edit Delete
R
o
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6.11.2. Routing — IDT

For the compliance test, routing profile To-1DT was created for routing calls to IDT. When creating
the profile, configure the parameters as follows:

e Set URI Group to the wild card * to match on any URI.
e Select Round-Robin for Load Balancing. With this configuration, calls will be routed
alternately to the route destinations defined below.

e Enable Next Hop Priority.

e Adding 1% entry for routing destination (Next Hop Address)
— For Server Configuration, select the Server for IDT as configured in Section 6.6.2.
— Select the 1st IP address, port, and transport for the Next Hop Address field.

e Adding 2nd entry for routing destination (Next Hop Address)
— For Server Configuration, select the Server for IDT as configured in Section 6.6.2.
— Select the 2nd IP address, port, and transport for the Next Hop Address field

Profile : To-IDT - Edit Rule X
| URI Group . - | Time of Day default v
I Load Balancing Round-Robin v I NAPTR
Transport Nene - | Next Hop Priority Z}/]I
Next Hop In-Dialog [ lgnore Route Header ]

Priority / Weight Server Configuration Next Hop Address Transport

0 IDT v 192.168.196.19:5060 (UDP) v | [None - | Delete
0 IDT v  192.168.196.33:5060 (UDP) » il [None | Delete
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The following screen shows the routing profile for IDT when configured.

Routing Profiles: To-IDT

[ Rename H Clone ][ Delete ]

Routing Profiles Click here to add a description.

default
Routing Profile
P
Update Priority
To-IPO-JCity o
Priority Group Time of Day Load Balancing Next Hop Address Transport
et bbdan y 192.168.196.19 UDP
1 ® default Round-Robin Edit Delete
- 192.168.196.33 UDP
o per
s otk e
LTt {5
e
LTI
. ALY
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6.12. Topology Hiding

Topology hiding allows the host part of some SIP message headers to be modified in order to
prevent private network information from being propagated to the untrusted public network. It can
also be used as an interoperability tool to adapt the host portion of these same headers to meet the
requirements of the connected servers. The topology hiding profile is applied as part of the end point
flow in Section 6.13. For the compliance test, the pre-defined default topology hiding profile
(shown below) was used for Avaya IP Office; an IDT-TH topology hiding profile was created for
the IDT SIP server.

To add a new or view an existing profile, navigate to Global Profiles 2 Topology Hiding in the
left pane. In the center pane, select Add to add a new profile, or select an existing profile (e.g.,
default) to be viewed.

Dashboard Topology Hiding Profles. defaull
AdmimsLration T
Add
Backup/Restoe v . .
apatogy Hidn . s T / "
System Managemen I notaecommendat 10 S8 Be detauts Try doang or adding & new prfile mstesd
Global Paramaters P [ Topotogy semmg |
+ Giobal Profiles
P 1 Raplace Action Overwrts Valuse
Domain DoS cisca_th,_prokie ot ~ -
Via IPDomain Ao
Fingarprint
Sarver Interworking Recoee-Route IFDomain Auto =
Phone Interworkng From IPiDoman ALRO
Meda Forking To IPoman Ao -
Routng
B2 4 Request-Line IPDoman ALTO -
Server Corfguration
Topology Widing Rebre O IPDomam i
Signaling Manipuiation Refed-To IP/Domain ALRO =
URI Geoups 80P IPfBomain Mgo
PPM Sarsces
Edit

Domain Policies

TLS Managamen

For creating the topology hiding profile for IDT, navigate to Global Profiles = Topology Hiding in
the left pane as shown above, and then click Add in the center pane. A pop-up window (not shown)
will appear requesting the name of the new profile, followed by a Topology Hiding Profile window
in which the profile parameters can be configured.
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Click the Add Header button in the Topology Hiding Profile window to add entries for various
headers. Select for each entry the proper Header, Criteria, Replace Action and Overwrite Value.
The screen below shows the added entries for the Request-Line, From, and To headers during the
process for creating the profile:

Topology Hiding Profile X

Header Criteria Replace Action Overwrite Value
Request-Line v |P/Domain v Auto v | | Delete
From v IPDomain v Overwrite v lrunk.net?pomhone.c Delete
To v |IPiDomain v Overwrite v !runk.neromhone‘cI Delete

[ Back | | Finish |

The following screen shows the complete topology hiding profile for the IDT SIP server:

Topology Hiding Profiles: IDT-TH

| Add | | Rename || Clone | Delete |
Topology Hiding Click here to add a description.
Profiles
default Topology Hiding |
cisco_th_profile Header Criteria Replace Action Ovenwrite Value
- SDP IP Auto
To IP/Domain Overwrite siptrunk.net2phone.com
o : From IP/Domain Ovenwrite siptrunk.net2phone.com
Record-Route IP Auto -
Via IP Auto -
. '
Request-Line IP/Domain Auto -
e | Edit |
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6.13. End Point Flows

End point flows are used to determine the signaling endpoints involved in a call in order to apply the
appropriate policies. When a packet arrives at the Avaya SBCE, the content of the packet (IP
addresses, URIs, etc.) is used to determine which flow it matches. Once the flow is determined, the
flow points to policies and profiles which control processing, privileges, authentication, routing, etc.
Once routing is applied and the destination endpoint is determined, the policies for the destination
endpoint are applied. Thus, two flows are involved in every call: the source end point flow and the
destination end point flow. In the case of the compliance test, the signaling endpoints are Avaya IP
Office and the IDT SIP server.

To create a new flow for a server endpoint, navigate to Device Specific Settings = End Point
Flows in the left pane. In the center pane, select the Avaya SBCE device to be managed. In the right
pane, select the Server Flows tab and click the Add button. A pop-up window (not shown) will
appear requesting the name of the new flow and settings for the flow parameters. Once complete, the
configured flow is shown in the far right pane under the server name listed by the Server
Configuration heading.

Session Border Controller for Enterprise AVAYA
Dashbeard End Poind Flows vnj-sbee2
Administration

Backup/Restore
System Management
Global Parameters Y shoed add
Global Profiles
PP Sernces

Deuices Subscriber Flows | Server Flows

Chick hiete 80 add = row descriphon

- Serves Conl 4

Domain Policies
Eng
Um Raceived Sigraing Foint Rovang
noen Flow Name P
4 Dewce Specific Settings Fao WIS Gioup nerface inlertace Policy Profile
Uroup

TLS Managemant

Network Management
Meda Interface 1 i
Sugnaling Interface
I ——
Session Flows End
DMZ Serices Srioety Flow IU‘EJ.I Received Signating Pord F}’.uuun-:;
MName Crous Interface yiiertace Policy Profile
TURMN/STUN Senice Group
SHNMP

Syslog Management

Advanced Options

r Server Configuration: &5 &
Troubleshoating

Update

- ¥ Recei & . End Pownt Pobcy douting
Priociy Flow Name R Receved gnaling End 1 Pob Routing

Geoup riarface Intarface Group Profie
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6.13.1. End Point Flow — Avaya IP Office

For the compliance test, the end point flow IPO-JCity was created for Avaya IP Office. All traffic
from Avaya IP Office will match this flow as the source flow and use the specified routing profile
To-IDT to determine the destination server and corresponding destination flow. The End Point
Policy Group and Topology Hiding Profile will be applied as appropriate. When creating the flow,
configure the parameters as follows:

For Flow Name, enter a descriptive name.

For Server Configuration, select the Avaya IP Office server created in Section 6.6.1.

To match all traffic, set the URI Group, Transport, and Remote Subnet to *.

Set Received Interface to the external signaling interface.

Set Signaling Interface to the internal signaling interface.

Set Media Interface to the internal media interface.

Set End Point Policy Group to the endpoint policy group defined for Avaya IP Office in

Section 6.10.1.

e Set Routing Profile to the routing profile defined in Section 6.11.2 used to direct traffic to
the IDT SIP server.

e Set Topology Hiding Profile to the topology hiding profile specified for Avaya IP Office in

Section 6.12.
Flow Name JPO-JCity
Server Configuration IPO-JCity v
URI Group * v
Transport & v
Remote Subnet %
Received Interface Ext_Sig_Intf v
Signaling Interface Int_Sig_Intf v
Media Interface Int_Media_Intf v
End Point Policy Group |IPO-EP-Policy v
Routing Profile To-IDT A
Topology Hiding Profile default v
File Transfer Profile None ~
Signaling Manipulation Script None v
Remote Branch Office Any v
Finish
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The screen below shows the saved 1PO-JCity configuration as a Server Flow. Note the server name

by the Server Configuration heading.

End Point Flows: vnj-sbce2

vnj-shce2 .
r Server Configuration: ©+ = W
Update
e URI Received Signaling End Point Policy %
Priority Flow Name Croup tirice IPicirice Croup Routing Profile
" " " e
+ = e &l MR e M e AR e CHH e Py prevevias S8

Delete

Edit

Deilete

Edit

-I Server Configuration: IPO-JCity =

Update

End Point Policy Routing

Signaling

URI Received

Frionity HowName Group Interface Interface Group Profile
1 IPO-JCity ¥ Ext_Sig_Intf Int_Sig_Intf IPO-EP-Policy  To-IDT
e o e & W B e S e AR e S P prrrTeesvIa. )

- Server Configuration: sss &%
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6.13.2. End Point Flow — IDT

For the compliance test, the end point flow IDT was created for the IDT SIP server. All traffic from
IDT will match this flow as the source flow and use the specified routing profile To-1PO-JCity to
determine the destination server and corresponding destination flow. The End Point Policy Group
and Topology Hiding Profile will be applied as appropriate. When creating the flow, configure the
parameters as follows:

For Flow Name, enter a descriptive name.

For Server Configuration, select the IDT SIP server created in Section 6.6.2.

To match all traffic, set the URI Group, Transport, and Remote Subnet to *.

Set Received Interface to the internal signaling interface.

Set Signaling Interface to the external signaling interface.

Set Media Interface to the external media interface.

Set End Point Policy Group to the endpoint policy group defined for IDT in Section 6.10.2.
Set Routing Profile to the routing profile defined in Section 6.11.1 used to direct traffic to
Avaya IP Office.

e Set Topology Hiding Profile to the topology hiding profile created for IDT in Section 6.12.

Edit Flow: IDT X

Flow Name joT

Server Configuration IDT v
URI Group % v
Transport * v

Remote Subnet %

Received Interface
Signaling Interface

Media Interface

Int_Sig_Intf v
Ext_Sig_Intf v

Ext_Media_Intf v

End Point Policy Group SP-EP-Policy v
Routing Profile To-IPO-JCity v
Topology Hiding Profile IDT-TH v
File Transfer Profile None ~
Signaling Manipulation Script None ad
Remote Branch Office Any ¥
| Finish |
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The screen below shows the saved IDT configuration as a Server Flow. Note the server name by the
Server Configuration heading.

End Point Flows: vnj-sbce2

Subscriber Flows | | Server Flows

vnj-shce2

r Server Configuration:

URI Received Signaling End Point Routing

Priority Flow Name

Group Interface Interface Policy Group Profile

View Clone Edit Deiete

r |Server Configuration: IDT Il

Priority Flow Name

URI Received Signaling End Point Routing

Group Interface Interface Policy Group Profile

1 IDT & Int_Sig_Intf Ext_Sig_Initf SP-EP-Policy  To-IPO-JCity View Clone Edit Delete

r Server Configuration: ©* =

s URI Received Signaling End Point Policy g
Priority Flow Name Group (isitice (ioice Group Routing Profile
View Clone Edit Delete
. A - TV YR g T e—— albih View Clone Edit Delete

7. IDT SIP Trunking Service Configuration

IDT is responsible for the configuration of its SIP Trunking Service. The customer will need to
provide the IP address used to reach the Avaya IP Office at the enterprise site (i.e., the IP address of
the public interface on the Avaya SBCE). IDT will provide the customer the necessary information
to configure Avaya IP Office and Avaya SBCE, including:

e Access interface IP addresses of the IDT SIP Trunking Service.
e Transport and port for the IDT SIP connection to the Avaya SBCE at the enterprise.
e DID numbers to assign to users at the enterprise.
e Supported codecs and their preference order.
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8. Verification Steps

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly

8.1. Avaya IP Office System Status

Use the Avaya IP Office System Status application to verify the service state and channels state of
the SIP Line and to check alarms:

e Launch the application from Start = Programs = IP Office = System Status on the
Avaya IP Office Manager PC. Select the SIP Line under Trunks from the left pane. On the
Status tab in the right pane, verify Line Service State is shown as In Service. Verify the
Current State is Idle for channels where no active calls are currently in session; the state
should be Connected for channels engaged in active calls.

+J Buaya P Office Syster Status - Jersey City (10.32.128.30) - IP500 /2 9.1.2.0 build 91
A\//-\YA\ IP Office System Status
Help Snapshot LogOff Exit &bout
B System i
B & Alarms (5) Status | |kifization Summary dlarms Registration
B2 Extensions (12)
B Tranks (8) SIP Trunk Summary
Lines:1 - 4 IILine Service State: In Service I
& Peer Domain Mame: siptrunk.net2phone.com
Line:18
< Resolved Address: 10.32.128.20
Line:19
Line:20 Line Mumber: 17
Active Calls Mumber of Administered Channels: 20
E Resources Mumber of Channels in Use: 2
& Voicemall| Administered Compression: G711 Mu, G711 A, G729 A
R e "et?"orkmg Enable Faststart; Off
Locations
Silence Suppression: Off
Media Stream: RTP
Layer 4 Protocol: UDP
SIP Trunk Channel Licenses: Unlimited 0 b
o
SIP Trunk Channel Licenses in Lse: 1}
SIP Device Features:
Time in Remote Codec Connection C. Other Party on  Direction Rou...Re... Rec...
State Media Add... Type Call of Call
1 1| 26 | Connected | 00:12:15 |10.32,128.20| G711 Mu | RTPRelay |...[Extn 256, Tony 9| Incoming »
2 0 | 27 | Connected | 00:04:39 |10.32.128.20| G711 Mu | RTP Relay Extn 258, Jim 1120utgoing ]
3 Idle 2 days 15... 5
4 Idle 2 days 15... 3
s Idle 2 days 15... I
6 Idle 2 days 15...
7 Idle 2 days 15...
3 Idle 2 days 15...
9 Idle 2 days 15...
10 Idle 2 days 15... =
e
[ Trace [ Trace Al ] [ Pause ] [ Ping ] Call Details Graceful Shutdown ] [ Force Out of Service ] [ Print...
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e Select the Alarms tab and verify that no alarms are active on the SIP Line.

Status. Utlization Summary Alarms [Registration

Alarms for Line: 17 SIP siptrunk.netZphone.com

Last Date OF Error Occurrences Error Description
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8.2. Avaya IP Office Monitor

The Monitor application can be used to monitor and troubleshoot Avaya IP Office. Monitor can be
accessed from Start = Programs > IP Office = Monitor on the Avaya IP Office Manager PC.
The application allows the monitored information to be customized. To customize, select Filters 2>
Trace Options ... as shown below:

£ Avaya IP Office SysMonitor - [STOPPED] Monitoring 10.32.128.30 ; Log Settings - C:\Documents and Settingsk... sip... @@
File Edit Yiew ElLEEN Status Help

= El ™ E Trace Options ...  Ckrl+T | *_g__'-
m—————‘ Send To Syslog I

The following screen shows the SIP tab, allowing configuration of SIP monitoring. In this example,
Standard SIP Events and the SIP Rx and SIP Tx boxes are checked.

T | YPN | WAN | SCN | Jade |
4TM | cal | DTE | EConf | FrameRelsy | GOD | H.323 | Intedface |
ISON | Key/Lamp | Directory | Media | PPP | B2 | Routing | Sewvices SIP ]System]

Events
M Sip [Standard v | [~ STUN I~ SIP Dect
Packets
[~ SIP Reg/Opt Rz [~ SIP Misc Rx
[~ SIP Reg/Opt Tx [ SIP Misc Tx
[~ SIPCallRx [~ Crn Motify Rx
] |~ Cm Notify Tx
¥ SipRx IP Filter [nnn.nnn.nnn.nni)
¥ SipTx [
Default All | ClearAll |  TabCleardll| TabSetai | ok | cancel |
Save File l Load File I Load Partial Filel Select File |
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8.3. Avaya SBCE Protocol Trace

The Avaya SBCE can take internal traces on specified interfaces. Both SIP signaling crossing
interfaces Al and B1 can be captured for troubleshooting. In the Avaya SBCE web interface,
navigate to Device Specific Settings = Troubleshooting = Trace to invoke this facility. In the
Packet Capture tab, select or supply the relevant information (e.g., Al or B1 or any interfaces,
IP/port, protocol, number of packets to capture, capture file name, etc.), then press the Start
Capture button to start the trace. The captured trace file can then be downloaded from the Captures
tab for examination using a protocol sniffer application such as Wireshark.

The screen below shows the setup for capturing packets to and from the public interface of the
Avaya SBCE (B1). The captured traffic will be capped at 10000 packets and be saved to a file
named “SBCEToFromIDT.pcap”.

Session Border Controller for Enterprise AVAYA

Dashboard Trece
Adrminestration

vnj-sbce2
BackupRestore

| Packel Copture \cwﬂm

ynj-aba?

System Management

Domain Policies
TLS Managsment
* Device Specific Settings
Network Management
Media Interface
Signaling Interface
End Point Flows
Session Flows
DMZ Senices
TURN/STUN Semice
SNwP
Syslog Management
Advanced Options
# Troubleshooting
DOebugging

0oS Leaming

Global Parametars Packet Caplure Condiguration
Global Profiles Status Ready
PP Services

I Interacs

B - |

Local Address
1] P

Remate Address
“ “Pan P IPPon

Frotocol

Al v . 5060

Al

| Madmum Number of Packets 1o Caplure

10000

|| capture Filename
| Ugng the name 3f a0 exaIng Captane wif sraranie t

SBCEToF romiDT poap

| Stant Caplise Clear

9. Conclusion

The IDT Net2Phone SIP Trunking Service passed compliance testing with Avaya IP Office R91 and
Avaya Session Border Controller for Enterprise R6.3. These Application Notes describe the
configuration necessary to connect Avaya IP Office R9.1 and Avaya SBCE R6.3 to IDT as shown in
Figure 1. Test results and observations are noted in Section 2.2.
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10. Additional References

[1] IP Office™ Platform 9.1, Deploying Avaya IP Office™ Platform IP500 V2, Document Number
15-601042, Issue 30j, May 2015.

[2] Administering Avaya IP Office™ Platform with Manager, Release 9.1.2, Issue 10.07, March
2015.

[3] IP Office ™ Platform 9.1, Administering Avaya IP Office™ Platform Voicemail Pro, Document
Number 15-601063, Issue 10e, May 2015.

[4] IP Office™ Platform 9.1, Using IP Office System Monitor, Document Number 15-601019, Issue
06e, May 2015.

[5] IP Office™ Platform 9.1, Using Avaya IP Office™ Platform System Status, Document Number
15-601758, Issue 10e, April 2015.

[6] Using Avaya Communicator for Windows on IP Office, Release 9.1.2, April 2015.

[7] Deploying Avaya Session Border Controller for Enterprise, Release 6.3, Issue 4, October 2014.

[8] Administering Avaya Session Border Controller for Enterprise, Release 6.3, Issue 4, October
2014.

[9] Application Notes for configuring Avaya IP Office 9.0 and Avaya Session Border Controller for
Enterprise 6.3 to support Remote Workers, Issue 1.0, February 2015.

Additional IP Office documentation can be found at
http://marketingtools.avaya.com/knowledgebase/ipoffice/general/rss2html.php? XM LFILE=manuals.

XMI&TEMPLATE=pdf feed template.html.

Product documentation for the IDT Net2Phone SIP Trunking Service is available from IDT. See
Section 2.3 on how to contact IDT.

AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 80 of 81
SPOC 8/18/2015 ©2015 Avaya Inc. All Rights Reserved. IDT-IPO91SBCE63


http://marketingtools.avaya.com/knowledgebase/ipoffice/general/rss2html.php?XMLFILE=manuals.xml&TEMPLATE=pdf_feed_template.html
http://marketingtools.avaya.com/knowledgebase/ipoffice/general/rss2html.php?XMLFILE=manuals.xml&TEMPLATE=pdf_feed_template.html

©2015 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.

AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 81 of 81
SPOC 8/18/2015 ©2015 Avaya Inc. All Rights Reserved. IDT-IPO91SBCE63


mailto:devconnect@avaya.com

