1. Introduction

These Application Notes describe the integration of the Workforce Connect (WFC) Voice Client
running on an TC51 touch computer with Avaya Aura® Communication Manager
(Communication Manager) and Avaya Aura® Session Manager (Session Manager). The WFC
Voice Client runs on Android based Voice enabled touch computers. The WFC Voice Client
registers with Avaya Aura® Session Manager as a SIP endpoint through the enterprise wireless
LAN.

The WFC Voice Client provides the capability to customize its user interface by adding
telephony feature buttons.

Feature buttons that are associated with telephony features are supported locally by WFC Voice
Client such as Do Not Disturb, Hold, and Call Transfer etc. Refer to WFC Voice Client
documentation for a full list of feature buttons supported, and button configuration and
operation.

The features tested by this solution are listed below.

Automatic Redial Call Forward (All/Busy/Do not Answer)

Call Hold/Resume Call Park/Unpark

Consultation Hold Do Not Disturb

Transfer Call Pickup

Conference Extended Call Pickup

Message Waiting Indicator Directed Call Pickup

Speed Dial Buttons Exclusion

Automatic Call back Priority Calling
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Since there is no industry standard for handset interfaces, different manufacturers utilize
different handset/headset interfaces with their telephones. Therefore, any claim made by a
headset vendor that its product is compatible with Avaya telephones does not equate to a
guarantee that the headset will provide adequate safety protection or audio quality.

Avaya’s formal testing and Declaration of Conformity is provided only on the headsets/handsets
that carry the Avaya brand or logo. Avaya may conduct testing of non-Avaya headset/handset to
determine interoperability with Avaya phones. However, Avaya does not conduct the testing of
non-Avaya headsets/handsets for: Acoustic Pressure, Safety, Hearing Aid Compliance, EMC
regulations, or any other tests to ensure conformity with safety, audio quality, long-term
reliability or any regulation requirements. As a result, Avaya makes no representations whether a
particular non-Avaya headset will work with Avaya’s telephones or with a different generation
of the same Avaya telephone.

Since there is no industry standard for handset interfaces, different manufacturers utilize
different handset/headset interfaces with their telephones. Therefore, any claim made by a
headset vendor that its product is compatible with Avaya telephones does not equate to a
guarantee that the headset will provide adequate safety protection or audio quality.

2.1. Interoperability Compliance Testing
Interoperability compliance testing covered the following features and functionality:

= SIP registration of WFC Voice Client with Avaya Aura® Session Manager.

= Calls between WFC Voice Client and Avaya SIP, H.323, and digital telephones with
Direct IP Media (Shuffling) enabled and disabled.

= Calls between WFC Voice Client and PSTN.

= G.711MU/A and G.729 codec support.

= Proper recognition of DTMF tones.

= Basic telephony features, including hold, mute, redial, multiple calls, call display, blind
and supervised transfer, and attended conference.

= Extended telephony features using TC51 feature buttons as mentioned in Section 1.

= Telephony features using Multi-Device Access.

= Voicemail coverage, MWI support, and logging into voicemail system to retrieve
messages.

= Proper system recovery after a restart of the WFC Voice Client and loss of wireless
connectivity.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager as shown in the reference
configuration. All provisioning for Session Manager is performed via the System Manager web
interface.

The following sections assume that Session Manager and System Manager have been installed
and that network connectivity exists between the two platforms.

The WFC Voice Clients are added to Session Manager as SIP Users.
Access the System Manager Administration web interface by entering https://<ip-

address>/SMGR as the URL in an Internet browser, where <ip-addr> is the IP address of the
System Manager server.

Log in using appropriate credentials.

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID

If IP address access is your only option, then note that authentication will

fail in the following cases: Password
» First time login with "admin" account
* Expired/Reset passwords LogiOmn Cancel
Use the "Change Password" hyperlink on this page to change the password Charqe Password
manually, and then loagin.
Also note that single sign-on between servers in the same security domain
is not supported when accessing via IP address. ) supported Browsers: Internet Explorer 11.x or Firefox 48.0, 49.0 and 50.0.
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6.2. Add Location

Locations identify logical and/or physical locations where SIP entities reside. Only one Location
was configured for compliance testing.

Navigate to Elements > Routing-> Locations and click the New button (not shown) to add the
Location. Enter the following information:

Under General:
e Name: A descriptive name
e Notes: Optional descriptive text

The Location Pattern is used to identify call routing based on IP address. Session Manager
matches the IP address against the patterns defined in this section. If a call is from a SIP Entity
that does not match the IP address pattern then Session Manager uses the location administered
for the SIP Entity.

Under Location Pattern, click the Add button to add a new line:
e IP Address Pattern: Enter the logical pattern used to identify the location. During
compliance testing 10.10.5.* and 10.10.97.* was used.
e Notes: Optional descriptive text.

Click on the Commit (not shown) button to save the configuration.
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6.3. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP-based telephony system
supported by it using SIP trunks. In the sample configuration a SIP Entity is added for the
Session Manager and Communication Manager.

Note, the Session Manager SIP Entity is assumed to have already been configured. Navigate to
Elements = Routing—>SIP Entities, check the checkbox for the Session Manager SIP Entity,
and click the Edit button (not shown). Under the Port section, verify the required Session
Manager listening ports are configured (i.e. Port 5060 / Protocol TCP). If necessary, click the
Add button to add a listening port and then click Commit to save the changes (not shown).

Listen Ports

Add Remove

-‘%._1

[

4 Items

|:| Listen Ports

[

5060

Protocol | Default Domain Endpoint | Notes

TCP | bwwdew.com

b

To add a SIP Entity, navigate to Elements = Routing->SIP Entities and click the New button

(not shown).

The configuration details for the SIP Entity defined for Communication Manager are below:

Under General:
Name:
FQDN or IP Address:

Type:
Location:
SIP Link Monitoring:

Entity Links:

A descriptive name.

10.10.97.222 is the IP address of the procr used during
compliance testing.

Select CM.

Select the location configured in Section 6.2.

Retain the default value, Use Session Manager
Configuration from the drop down menu.

This was added in a subsequent edit to the Entity record
using the Add button but is described here for brevity
purposes. See Section 6.4 for how the Entity Link was
created.

Default settings can be used for the remaining fields. Click Commit to save the SIP Entity

definition.
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Aura System Manager 7. | Configuratio...

Home Routing x

M4 Home / Elements / Routing / SIP Entities
SP Entity Details
| Adaptations General
| ~\
SIP Entities * Name: DevvmCM ) |
Entity Links * FQDN or IP Address: |10.10.97.222 |
o G
Routing Policies
Notes: labcm |
Dial Patterns -
Regular Expressions Adaptation: | »
Defaults . :
Location: |Belleville -~
Time Zone: |AmericafFortaIeza ~

* SIP Timer B/F (in seconds):

Minimum TLS Version: | Use Global Setting |~

Credential name: |

Securable: []

Call Detail Recording:

Loop Detection
Loop Detection Mode: | On w

Loop Count Threshold:
Loop Detection Interval (in

Monitoring
[ SIP Link Monitoring:

Use Session Manager Configuration |~ ||
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Entity Links
Override Port & Transport with DNS SRV: []

Add| |Remove

1Item & Filter: Enable
R Deny
C ct
[ | name SIP Entity 1 | Protocol | Port SIP Entity 2 Port 0';';'; ton New
= Service
O * |LinktoDewvwmCM_TCF DevymsSM |« TCP |w * 15060 DevvmCM e * 5060 trusted b O

Select : All, None

6.4. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity link.
One Entity Link was created:

e Session Manager <-> Communication Manger

Navigate to Elements = Routing->»Entity Links, and click the New button (not shown) to add
a new Entity Link. The screen below shows the configuration details for the Entity Link
connecting Session Manager with Communication Manager.

e Name: A descriptive name.

e SIP Entity 1: Select the Session Manager SIP Entity.

e Protocol: Select TCP as the transport protocol.

e Port: 5060. This is the port number to which the other system sends SIP
requests.

e SIP Entity 2: Select the Communication Manager SIP Entity.

e Port: 5060. This is the port number on which the other system receives SIP
requests.

e Connection Policy: Select Trusted.

e Notes: Optional descriptive text.

Click Commit to save the configuration.

Aura” System Manager 7.

»®

o

Routing

4 Home [ Elements [ Routing / Entity Links
Domains Help ?

A ——— Entity Links Commit | Cancel

Adaptations

Entity Links e Filter: Enzble

DNS Connection

Time Ranges . .
[ [name SIP Entity 1 Protocol |Port SIP Entity 2 Port o Policy

Routing Policies ! it
Dial Patterns O # LinktoDevvmCM_TCP * |DevvmsM TCP |» * 5060 * |DevvmCM * |5060 a trusted ~

Regular Expressions < bd
Select : All, None

Commit | Cancel

a
[~ Routing |
| oomams |
[ tocations |
[ Adaptations |
[ seotes |
T
[ TmeRanges |
[ Routing policies |
| oialparems |
| Reqular expressions |
| petauns |
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6.5. Adding Workforce Connect Voice Client as SIP User

From the main page for the administrative interface of System Manager as shown below,
navigate to Elements > User Management.

Last Logged on at Februar,

Aura System Manager 7. | . Configuratio.. !

Home
(Ggusers N Eemens

Administrators Avaya Breeze™ Backup and Restore

Directory Synchronization Communication Manager Bulk Import and Export

Groups & Roles Communication Server 1000 Configurations

Conferencing Events

User Provisioning Rule Device Services Geographic Redundancy
Equinox Conference Inventory
IP Office Licenses
Media Server Replication
Meeting Exchange Reports
Messaging Scheduler
Presence Security
Routing Shutdown
Session Manager Solution Deployment Manager
Web Gateway Templates
Work Assignment

Click on Manage Users and click on New as highlighted below to add a new SIP user.

Aura  System Manager 7. | . Configurati...

Home User Management ®
¥ User Management 4 Home [ Users f User Management [ Manage Users
A
Search %
. S
Public Contacts
Shared Addresses
User Management
System Presence
ACLs
Communication .
Profile Password SEIrE
Policy | Vie & Edit |-@New| S Duplicate g Delete More Actions ~
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Under the Identity tab, fill in the user’s Last Name and First Name as shown below. Enter the
Login Name and the Change Password configuration is optional. Retain default values for all

other fields.

Identity * Communication Profile Membership

User Provisioning Rule «

User Provisioning Rule:

Identity ~

* Last Name: |56217
Last Name (Latin Translation): (56217

* First Name: |Thirdparty SIP
First Name (Latin Translation): |Thirdparty SIP

Middle Name:

Description:

* Login Name: 56217 @bvwdev.com
Email Address:

User Type: | Basic

Change Password

Update Time : |February 12, 2018 1:56:

Contacts
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Under the Communication Profile tab, enter a suitable Communication Profile Password.
Note that this password is required when configuring the WFC Voice Client in Section 7. Under
Communication Address click on New to add a new communication address. Select Type as
Avaya SIP and enter the extension number and the domain for the Fully Qualified Address and
click on Add once finished.

Identity * _ Membership Contacts
Communication Profile -
Communication Profil vese |
Password:
Confirm Password: |nn | Generate
|.'@New.| o Delete |.D0r|e.| |.QCanceI.|
Name
(. Primary
Select : Mone
* Name: |F=rimar'ﬁ.-r
Default : 5
Communication Address =
a) M ew & Edit = Delete
Type Handle Domain
No Records found
Type: |.Ewaya SIP e |
L 3 I |
Fully Q"‘Ia||1r“:"fu|5|521? | @ |bvwdev.c0m ~
Address:
Add Cancel
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Ensure Session Manager Profile is checked and enter the Primary Session Manager details,
enter the Origination Sequence, the Termination Sequence and the Home Location as
highlighted below. Note that DevwmCM_AppSeq is an application sequence that corresponds to
the Communication Manager in the test configuration and has been configured in the system
previously. In the screen below, Max. Simultaneous Devices is set at the default value.
Administrator can change this depending on how many simultaneous devices want to register as
the same user.

Session Manager Profile =

SIP Registration
[ * Primary Session Manager

Primary | Secondary Maximum

IQDevvaMJ
20 0 20

Secondary Session Manager IQ

Survivability Server IQ

[ Max. Simultaneous Devices |1 |« ]

Block New Registration When 0
Maximum Registrations
Active?

Application Sequences
[Origination Sequence DemeM_AppSeq] w

Termination Sequence | DevvmCM_AppSeq

Emergency Calling Application
Sequences

Emergency Calling Origination

Sequence (None) =

Emergency Calling

Termination Sequence (None) =

Call Routing Settings
[* Home Location Belleville] w
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Ensure that CM Endpoint Profile is selected. Select DevwmCM as System and Endpoint for
Profile Type. Enter 56217 for Extension and choose the 9611SIP_DEFAULT_CM 7 _1 as the
Template. Click Endpoint Editor to configure the buttons and features for that handset on
Communication Manager.

CM Endpoint Profile =
* System | DevvmCM o

* profile Type | Endpoint w

Use Existing Endpoints O

Display Extension Ranges
S6217 [Endpuint Editur]

* Extension

* Template |96115IP_DEFAULT_CM_7_1 w
Set Type 96115IP

Security Code
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Screen below shows the window when Endpoint Editor is clicked. During compliance testing
all default values were retained however Feature Buttons that were supported by WFC Voice
Client was configured under Button Assignment (B) = Feature Buttons - Button
Configurations - Button Feature. Click on Done and then Commit (not shown) to complete
the adding of an user.

Edit Endpoint

Done Cancel

[Save As Template]

System DevvmCM Extension 56217

Template 96115IP_DEFAULT_CM_7_1 ~ Set Type 96115IP E
Port P Security Code

Name 56217, ThirdParty SIP

General Options (G) * Feature Options (F) Site Data (5) Abbreviated Call Dialing (A) Enhanced Call Fwd (E)

Button Assignment (B) Profile Settings (P) Group Membership (M)

Main Buttons Feature Buttons Button Modules

r Endpoint Configurations— ~Button Configurations

Favorite Button Label m Argument-1 Argument-2 Argument-3
9 [ auto-cback |+~
10 call-fwd ~ | [Extension
11 [ cfwd-bsyda |~  [Extension
12 [] call-park ~
12 call-unpk |~
14 [ call-pkup ~
15 [] dir-pkup ~
16 [ ext-pkup ~
17 exclusion |~
18 [ \ priority ~ )
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7. Configure Workforce Connect Voice Client

This section provides the procedures for configuring the WFC Voice Client for SIP connectivity
to Avaya Aura® Communication Manager and Avaya Aura® Session Manager.

Note: Connecting the TC51 Android-based voice-enabled touch computer to the wireless
network and configuring feature buttons on the WFC Voice Client are outside the scope of these
Application Notes.

Power on the WFC Voice Client and unlock the TC51 Android-based voice-enabled touch
computer. The following screen is displayed. Tap on the (2 button, highlighted below.

¥ @ 11:30PM

DWDemo Gallery

© =@
O

d
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Scroll through the applications until the WFCVoice application is seen. Tap the WFCVoice &
button.

SLAe ¥ u1131PM
Q
0 R @

File Browser allery MobiControl Music
Lo d
Phone PTT Express Rapid Deploy.

Notes i
i\ ¢ =
K =
( A =
RxLogger Search  Battery Manag.. SimulScanDe.

From the WFCVoice screen shown below, tap the B button on the TC51 Android-based voice-
enabled touch computer to display the menu below. From the menu presented, tap on the
Settings option.

€« 11:31PM

Add Log Marker

About
Settings

Sign out/Reload
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The WFCVoice Settings screen is displayed. Tap on the Connection Parameters and then on
the PBX#1 Configuration option. In the PBX#1 Type screen select Avaya Aura as shown
below and then tap on the B button.

LA S ¥ @ 11:31PM “LAae® ¥ L 11:31PM

()

‘? WFCVoice Settings (O » Connection Parameters

PBX#1 Configuration

None

Profile name
Basic CME

PBX#2 Configuration

Avaya |POffice

Connection Parameters

PBX#3 Configuration Avaya Aura

Advanced Settings
Mitel PBX

PBX#4 Configuration

Shared Profiles URI
Asterisk

Load new profile
Load new profile from sdcard

Generic PBX
Local
OpenScape Server

Stop Service

Stop application and Rauland

Cancel
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In the resulting PBX#1 Configuration screen shown below, tap on the following fields and
configure them as follows. Tap on the B button until the main screen of WFC Voice client is
seen to complete the configuration.

Field Name Description

User ID Specify the SIP extension configured in Section 6.5. In this example, the
SIP extension was 56217. This is the SIP extension that WFC Voice
client will use to register with Session Manager.

Password Specify the SIP password configured on Session Manager in Section 6.5.
WFC Voice client will use this password to register with Session
Manager.

SIP transport Select TCP.

Server Address

This is the IP address of Session Manager. In this example, the address is

10.10.97.228.
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€3 pBx#1 Configuration

PBX#1 Type

Avaya Aura

PBX Line Logo

SIP ID

User ID
56217

Password

Fdcokckok

SIP transport
TCP

Device MAC

Server Address
10.10.97.228

d
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8. Verification Steps

The following steps can be taken to ensure that connections between WFC Voice Client and
Session Manager and Communication Manager are up.

Log into System Manager as done previously in Section 6 and navigate to Elements - Session
Manager as shown below.

Last Logged on at Februar

Aura  System Manager 7. | . Configuratio..

Home
[ Eements
Administrators Avaya Breeze™ Backup and Restore
Directory Synchronization Communication Manager Bulk Import and Export
Groups & Roles Communication Server 1000 Configurations
User Management Conferencing Events
User Provisioning Rule Device Services Geographic Redundancy
Equinox Conference Inventory
IP Office Licenses
Media Server Replication
Meeting Exchange Reports
Messaging Scheduler
Presence Security
Routing Shutdown
Solution Deployment Manager
Web Gateway Templates
Work Assignment
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Navigate to System Status = User Registrations in the left column. This screen displays the
users that are currently registered with Session Manager. The WFC Voice client user 56217 is
shown below as being registered.

| . Configurati..

x

Home Session Manager

q Home [ Elements [/ Session Manager [ System Status / User Registrations
?
Dashboard Help ?

Session Manager User Registrations
Administration Select rows to send notifications to devices. Click an Details column for
complete registration status.

Global Settings

Communication . . . . . AST Device - 1 Advanced
profile Editor |View -| Default |Export|  Force Unregister| Notifications: |Reboot| |Reload -| |Failback| As of 12:03 PM Somchis
} Network 19 Items & Show Filter: Enable
Configuration _
Actual  [1P Shared |Simult. |AsT | Registered

R - Remote
} Device and Location Ll |Details | Address FirstName |lastName |, ;o0 |Address office | Control | Devices | Device

Prim |Sec

O

Configuration Thirdparty
=3

O Show 56217@bvwdev.com -
+ Application
Configuration

SIP Entity
Monitoring
Managed
Bandwidth Usage
Security Module
Status

SIP Firewall Status|

Registration
Summary

User Registrations

56217 Belleville 10.10.5.53 [ O 1/1 = %‘AC)
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Launch WFCVoice application and verify that the SIP extension has been registered. When
WFCVoice application is registered with Session Manager, it would display the SIP extension as

shown below without any other error status information along with the feature buttons

configured.

Verify basic telephony features by establishing incoming and outgoing calls with the WFC Voice
Client and also verify that the feature buttons that were mentioned in Section 1 are working as

intended.
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3 56217

@ 56217 (56217)

¢ <

Forward Voice Mail

¢
Forward

Forward All Busy

- -
"+ e

Extended .
Pickun Priority

© <

History Redial

Call #1

-

Unpark

-

9 w 11:33PM

Avaya
Aura

Speed Dials

Directed
Pickup

Call Pickup

Dial

Contacts
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9. Conclusion

These Application Notes describe the integration of the Zebra TechnologiesWorkforce Connect
Voice Client running on a TC51 touch computer with Avaya Aura® Communication Manager
and Avaya Aura® Session Manager. The Workforce Connect Voice Client registered
successfully with Avaya Aura® Session Manager as a SIP endpoint through the enterprise
wireless LAN.

Incoming and outgoing calls were placed to/from the WFC Voice Clients and telephony features
were exercised. All test cases passed with observations noted in Section 2.2.
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5. Deploying Avaya Aura® communication Manager, Release 7.1.2, Issue 3 December
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Product Documentation for Zebra Technologies can be obtained from a product supplier or may
be accessed at https://www.zebra.com/ (login required).

1. TC51 Touch Computer Quick Start Guide.

2. TC51 Touch Computer User Guide for Android™.
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full title name and filename, located in the lower right corner, directly to the Avaya
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