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Abstract

These Application Notes present a sample quality of service configuration for the Avaya
S8500 Media Server with an Avaya G650 Media Gateway and Avaya IP Telephones using an
Extreme Networks BlackDiamond 12804, BlackDiamond 10808 and Avaya C363T-PWR
Converged Stackable Switch. The objective of the test was to evaluate interoperability of the
products in an Enterprise Local Area Network. Information in these Application Notes has
been obtained through DeveloperConnection compliance testing and additional technical
discussions. Testing was conducted via the DeveloperConnection Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a solution for configuring the Extreme Networks BlackDiamond
12804 to interoperate with Avaya Communication Manager and Avaya G650 Media Gateway in a
three-node network consisting of an Avaya C363T-PWR Converged Stackable Switch, an Extreme
Networks BlackDiamond 12804 and an Extreme Networks BlackDiamond 10808.

The Extreme Networks BlackDiamond 12804, BlackDiamond 10808, and Avaya C363T-PWR
switches are connected to each other in a full mesh topology. Spanning Tree Protocol is configured
in all three switches as a layer-2 loop avoidance mechanism. Avaya Communication Manager and
Avaya G650 Media Gateway are directly connected into the BlackDiamond 12804 switch.

Infoblox RADIUSone is used to provide 802.1x RADIUS authentication for Avaya IP Telephones
and the PC with Funk Odyssey Client that is directly connected into the BlackDiamond 12804. Both
MAC and 802.1x Authentications were configured in the BlackDiamond 12804.

Although an Avaya IP Telephone is shown directly attached onto the BlackDiamond 12804, it is
actually connected through a passive power supply, since the module used in the sample network
does not support Power over Ethernet.
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2. Configuration

Figure 1 illustrates the configuration used in these Application Notes. All Avaya IP Telephones are
registered with Avaya Communication Manager. Two separate VLANS are configured in the sample
network. VLAN v172 is configured to support Avaya Communication Manager, the Avaya G650
Media Gateway and Avaya IP telephones. VLAN v173 is configured to support Data traffic.

VLAN —v172 ( 172.28.10.1/24)
VLAN —v173 (172.28.30.1/24)

PC with
Funk Odyssey Client
172.28.30.100

Avaya S8500 Media Server
172.28.10.5
Extreme Networks
BlackDiamond 12804

Avaya 4620SW
H.323 phone
Ext-22022
2:20 172.28.10.202

Avaya G650 Media Gateway
IPSI 172.28.10.6
C-LAN 172.28.10.7
MedPro 172.28.10.8

2:15

Avaya C363T-PWR
/6 Converged Stackable Switch

Infoblox RADIUSone

172.28.10.11
Avaya 4620SW
H.323 phone
Ext-22023
172.28.10.201
Extreme Networks
BlackDiamond 10808
Figure 1: Sample Network Configuration
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3. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

Equipment Software/Firmware
Avaya S8500 Media Server with Avaya G650 Avaya Communication Manager 3.1
Media Gateway (R03.1-01.0.628.6)

Service Pack
01.0.628-11410

Avaya C363T-PWR Converged Stackable 4.3.10
Switch
Avaya 4620SW IP Telephones 2.3
Extreme Networks BlackDiamond 12804 114.14
Extreme Networks BlackDiamond 10808 11.4.1.4
Infoblox RADIUSone 1.4rl
Funk Odyssey Client for Microsoft Windows 3.03.0.1194
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4. Configure Avaya Communication Manager

There is no unique configuration required in Avaya Communication Manager to support the Extreme
Networks BlackDiamond 12804 switch or any feature(s) mentioned in this document. For detailed
information on the Installation, Maintenance, and Configuration of Avaya Communication Manager,
please consult reference [1] and [2].

5. Configure Infoblox RADIUSone

The following steps describe how to setup user account on the Infoblox RADIUSone RADIUS
server to support 802.1x authentication for Avaya IP Telephones and PC connections from the
BlackDiamond 12804 switch.

Step Description

1. Connect to the RADIUSone from a Web browser by entering the IP address of
RADIUSone as the URL. Log in using the appropriate USER NAME and
PASSWORD.

/3 Login - Microsoft Internet Explorer =101.x|

File Edit Wiew Favorites Tools Help

dmBack - = - @ i | @Search [3e] Favarites @Media @ | %v = M=

Address |&] https:(/172.28.10.11/ ~| @60 |Unks ? @snaglt By & -

FAdobe - YW¥ - & | x| searchweb +| 0 - @ @ | G »
Welcome. Please login! ;I

RADIUSone

Please enter WOUr Username an d passw or d.

Infoblox 5

B

&) Done EREN
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Step

Description

Select User Management from the left panel menu. Highlight NULL under Realms.

/3 Infoblox RADIUS Solution - Microsoft Internet Explorer 10l x|
File Edit ‘iew Favorites Tools Help ﬁ
d=Back ~ = - &) o | Qhsearch [GFavorites fMedia 4 | E\- S B -

Address |&] https://172.26.10.11/applet x| P |Links ?| ©snaglt [ |@ -
FAdobe - Y_’ @ é'l jSearchWeb - & - @8- ®| Cimy web ~ =) Mal - >
RADIUSore [BGEINERNE S A A R ¥

Add M adify Remowe Fublish EAP RADIUS Senvice Statuz  Onlin
Changes Certificate Global
Management FProperies
|| WView: radius_user ﬂson on:  Mame ﬂ
w B Limit# ofitemsta  [1gg umpto: [ ofSrow Gofgesize: [; | d |Pagetoft b |
Uszer Management = g“ == =l Lommen =
ﬂ m & 000400277348
CES
i) & 00040D510117
B= § DO040DE25208
nagement =|| & O0DCF183E464 =
& O0DCF1BGAZ24
- _ _
*> 0
Infoblox e F{ =
4l = e 4 = | |
|2:| Applet com.infoblox, gui. TXMLAPplet started ’_’_ré_ # Internet v

Click on Add from the menu bar and select radius user from the drop-down menu to

add a new RADIUS user.

3 Infoblox RADIUS Solution - Microsoft Internet Explorer

File Edit View Favorites Tools Help

1o
=

GBack ~ = - (D at | Qhsearch [GFavorites GMedia £4 | - S b

Address I@https:,l',l’l?2.28.10.1l,fapplet j 6o |Links »

©snaalt 2 |@ -

FYAdobe - Y_’ - é'l jSearch Web

2 B @ @ | Gy web - Dmal -

»

Changes Certificate Flobal
Management Froperies

RADIUSore BEEI B e 5 &

Add M adify Remowe Fublizh EAP RADIUS Semnice Status  Onlin

-

»

view:  radius_user |v| Sorton: Marne

i

i’ﬁo

Limit# ofitemsto  |1gg ump ta: l_ DfSFUMﬂ;E size: |D—ﬁPag91 of 1 ﬂ

Uzer Management Bl Realms = Commen sl
B G e & 000400277846
@ $ 000400510117
(o § DOD4ODE25208
ragement = {? O00CF189E464 =]
& 000CF1BAAZZ4
B
Infoblox A =
= R = [
|@ Applet com.infoblox.gui. IXMLApplet started |_|_|—§|Q Internet 4
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Step

Description

From the Add User pop-up window, enter the Name and Password. The Funk Odyssey
client in Section 6, Step 4 will use this information to perform RADIUS authentication.

Click OK to complete.

=
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Step Description
5. Repeat Step 3 to add an account for the Avaya IP Telephone. Enter the MAC address of
the Avaya IP Telephone without any delimiter as the Name. Use the same MAC address
for Password. Click OK to complete.
Note: When the Avaya IP Telephone is connected into the BlackDiamond 12804
switch, the BlackDiamond 12804 will forward the MAC address of the Avaya IP
Telephone as both the user name and password to the RADIUS server for authentication.
Add e
Mame: lD0D40DE25208
L
Comment =
|
Authentication Properties
Fassword: Iﬂfﬂﬂﬂm
Fe-type Fassword: Iﬂﬂﬂﬂm
Password stored as: cleartaxt =
Special Action; Hone =
[T Override realm-level attributes
(8]3¢ || CAMNGEL
v
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Step

Description

Select Device Management from the left panel menu. Click Add from the top menu bar

to add a new device.

3 Infoblox RADIUS Solution - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

101X
=

GBack + = - ) at | Qhsearch [GelFavorites  GMedia &4 | BN S B -

Address |&] https://172.28.10.11/applet

x| @ |Links 2

S snaott 2 |@ -

FYAdobe ~ Y_’ - é'l jSearch Web

& B #- ®| Ciinly web » G Mail « (5 My vahoo! ~ t®

RADIUSone |[EEINN SN )

-

&

T'1 (@ 200116 .com.infobloxradius.access_device
B
. (@ 5.553 .com.infobloxradius.access_device

anagement <g8 IRRIRIENE com infoblox radius.access_device

Administrator Management [

Infoblox &

Add M adify Remowe Fublish LDAP Securll Reset NTLM Online Help
Changes Cerificate Management
Management
View: all_devices |v| Sorton: Marne |v|
Jump to: of 0 rows Go Page size: |1ngg < Page 1 of1 [
RETGE] VRE &
(@ 55452 .com.infobloxradius.access_device

|@ Applet comn.infoblox, gui. INMLADRlet started

’_ ’_ E |4 tnternet

]

Y
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Step

Description

From the Add Access Device pop-up window, enter the Domain Name/IP Address and
Shared Secret for the Extreme BlackDiamond 12804. The Shared Secret string will be
needed again in Section 7.1 Step 5. Click Vendors Types to continue.

Comment:

Re-type Sha
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Step

Description

From the Vendor List Dialog pop-up window, select extreme from the VVendor drop-
down menu and click Add. Select microsoft from the Vendor drop-down menu and

click Add. Click OK to complete.

g e
HREMOYEe
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Step

Description

Click Publish Changes from the top menu bar to implement the above changes.

3 Infoblox RADIUS Solution - Microsoft Internet Explorer

File Edit WYiew Favorites Tools  Help

Back + = - (@ Zat | iQhsearch [GlFavorites GfMedia £4 | By S W

=10Ix]

Address | &) https://172 26,10, 11japplst

x| Pao |Links »

Sisnate |21 |@ -

FAdobe - YW - £~ My web v =) Mal + My Yahoo! ~ »
RADIUSone [SGEINEEANSRNEX N e D & B
Add t odify Remove Fublizsh EAFP RADIUS Senrice Status  Online Help
radiuzs Changes Certificate Global
user Management Froperties
Wiew: radius_user |v|80r10n Mame
Limit# ofitems to [yqp Jurnp ta: of 6 row Go|ge size: ’U_J Page 1 of 1
B &3 Rrealms Narme
2l
L P {} 000400277846
(=1
{} noo40Da10117
{l'; 00040DE25208
{} 000CF189E464
{} 000CF1EBAZZ4
& user

Al = Al = L
|@ Applet com.infablox. gui. IXMLApplet started ’_’_|—é_|0 Internet 4
10. | Close the Web browser to exit.
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6. Configure the Funk Odyssey Client

The following steps describe setup for the Funk Odyssey Client running on the PC needed for
802.1x authentication.

Step

Description

1.

Open the Odyssey Client Manager on the PC. Select Adapters from the left menu item.
Click the Add button on the right to display the Add Adapter window.

i
Sethings  Commands Web Help
'G— Connection ez gl
Odyszen iz configured for these adapters:
G Profiles Intel[F] FRO./1000 MT Network Connection Add .
""' Metwiorks Remaowve |
“.-‘-‘-.uto-S can Liztz

Triusted Servers

1 [+

From the Add Adapter pop-up window, select the appropriate Ethernet adapter that will
be used to connect onto the network. Click OK to complete.

ﬂ

Select an adapter for uze with Odpszey:

Wireless ‘Wired 802.1% |

& wired adapters orly Al Adapters

(] I Cancel
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Step

Description

3. Define a profile by highlighting Profiles from the left menu item. Click Add on the
right to display the Add profile window.

Odyssey Client Manager

Settings  Commands

Web Help

=101

= Connection

{ Profiles

“.-’-‘-.utn-Sn:an Liztz
S_ Truzted Servers
@ Adapters

Prohles

The following profiles are configured:

172.28.10.0
[nitial Prafile
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Step

Description

Select the User Info tab from the Add Profile pop-up window. Enter a Profile name,
Login name, and password for this profile. The Loin name and Password must match
what was configured in Section 5, Step 4. Click on the Authentication tab to continue.

Add Profile x|
Prafile name: II:'C profile

Uzer Infa I.&utbentic:ationl TTLS Settings | PEAP Settings

Login narme: Iu&er1

— Pazzword
W Pemit login using passwaord

" uze Windows password
™ prompt for passward
' uze the following password:

[~ Unmask

— Certifizate

[~ Pemit login using my certificate:

Wiew .. | Browse,... |

(1] I Cancel |
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Step

Description

Under the Authentication tab, select the appropriate type of authentication protocol by

clicking on the Add button. Highlight any protocol and click on the ' & | button to
change the order of preference as to which authentication protocol to use. The sample
configuration has EAP/PEARP list first and will use this protocol first for authentication.
The rest of the settings are left to their default. Click OK to complete.

Profile Properties x|

Prafile name:; |1 7228100

User Infa  Althentication IITLS Settingsl FEAP Settings

Authentication protocolz, in order of preference:

EAP / PEAP

EAP ¢ MDE-Challenges
E4&F / LEAP

EAR S/

TLS

[ Walidate server certificate

k. | Cancel |
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Step Description
6. Click on Connection from the left menu and select the appropriate profile from the
Connect using profile drop-down menu.
=
ethings  Commands  Web  Help
@- Connection Errvzaitn
g Adapter | IntellR] PRO/1000 MT Metwork Connection |
i Profiles Adapter tupe:  wired 2021
""'Netwcnrks ¥ Connect using profile: I{:: 17:
“.-’-‘-.utn-Sn:an Ligts .. .
— Connection information
S_ Trusted Servers Skatuz: Odvzzey iz dizabled
Elapzed time:
@ Addapters Network (S51D);
Access point:
IF address:
Fackets indout:
Beconnest Beauthenticate | |:E|:[| @ ]
7. Enable Odyssey by setting the Settings from the main menu and select Enable Odyssey
from the drop-down menu.
[~ odrssey Clentranager 1G]
|| Settings Commands Web Help ‘
| Preferences i
sttty centie) [Inteli) PRO1000 MT Network Connection = |
wWindows Logon Settings
Odvyssey Client Administrator pe:  wired 8021
Enable Odyssey ect using profile: I{; 17
Close
WAUM-SCEH Lt — Connection information
S_S Trusted Servers Status: Odyzsey iz disabled
Elapzed time:
‘Q Adapters MNetwork (SS1D]
Acceszs point:
IP address:
| Packets infout:
|
i Beconnect Heauthenticate I :[[D C:;T__", =3
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7. Configure Extreme Networks and Avaya Switches

This section describes the configuration for Extreme Networks BlackDiamond 12804, Extreme
Networks BlackDiamond 10808, and Avaya C363T-PWR Converged Stackable Switch in the
sample configuration.

7.1. Configure Extreme Networks BlackDiamond 12804

The following steps describe the configuration of Extreme Networks BlackDiamond 12804 as shown
in the sample network.

Step Description
1. Connect to the BlackDiamond 12804. Log in using the appropriate login ID and
password.
login:
password:
BD-12804 #

2. By default all ports belong to VLAN default. Remove the default VLAN from all the
ports that will be used in the sample configuration. Disable port 2:15, and 2:16 to
prevent spanning tree loop from occurring.

BD-12804 # configure vlan default delete ports 2:2-2:5,2:15-16,2:19-20
BD-12804 # disable port 2:15,2:26

3. Create VLAN v172 for Avaya IP Telephones, and VLAN v173 for data traffic.

BD-12804 # create vlan v172

BD-12804 # config vlan v172 tag 172

BD-12804 # config vlan v172 ipaddress 172.28.10.1/24
BD-12804 # create vlan v173

BD-12804 # config vlan v173 tag 173

BD-12804 # config vlan v173 ipaddress 172.28.30.1/24
BD-12804 # enable ipforwarding

4, Assign the appropriate VLAN(S) to each port. Configure port 2:20 with two VLAN.

BD-12804 # config vlan v172 add port 2:2-5,2:19 untag
BD-12804 # config vlan v172 add port 2:15-16,2:20 tag
BD-12804 # config vlan v173 add port 2:20 untag
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Step Description

5. Configure and enable RADIUS authentication. For Avaya IP Telephone, the MAC
address is used for authentication. The PC will use user name and password for
authentication.

Note: The client-ip address and the shared-secret string used below must match what
was configured in Section 5, Step 7.

BD-12804 # configure radius primary server 172.28.10.11 client-ip 172.28.10.1
BD-12804 # config radius netlogin primary shared-secret <shared-secret string>
BD-12804 # config netlogin add mac-list

--- Use colon delimited format to enter the phone MAC address ---
BD-12804 # enable netlogin dotlx mac <phone MAC address>

BD-12804 # enablle netlogin ports 2:20 dotlx mac

6. Enable DiffServ examination.

BD-12804 # enable diffserv examination ports 2:2-2:5,2:20

7. Configure Spanning Tree Protocol.

BD-12804 # config vlan default add ports 2:15-16

--- vlan v172 was added to port 2:15 & 2:16 in step 3 —--
BD-12804 # config stpd sO mode dotld

BD-12804 # config stpd sO add default ports 2:15,2:16
BD-12804 # config stpd sO add v172 ports 2:15,2:16
BD-12804 # enable stpd sO

8. Enable all ports that has previously disabled.

BD-12804 # enable ports 2:15,2:16

7.2. Configure Extreme Networks BlackDiamond 10808

The following steps describe the configuration of Extreme Networks BlackDiamond 10808 as shown
in the sample network.

Step Description
1. Connect to the BlackDiamond 10808. Log in using the appropriate login ID and
password.
login:
password:
BD-10808 #

2. Disable port 8:5, and 8:6 to prevent spanning tree loop from occurring.

BD-10808 # disable port 8:5,8:6
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Step Description

3. Create VLAN v172 for Avaya IP Telephones, and VLAN v173 for data traffic.

BD-10808 # create vlan v172
BD-10808 # config vlan v172 tag 172

4, Assign the appropriate VLAN(s) to each port. Configure port 2:20 with two VLAN.

BD-10808 # config vlan v172 add port 8:5,8:6 tag

5. Configure Spanning Tree Protocol.

--- vlan v172 was added to port 2:15 & 2:16 in step 4 —--
BD-10808 # config stpd sO mode dotld

BD-10808 # config stpd sO add default ports 8:5,8:6
BD-10808 # config stpd sO add v172 ports 8:5,8:6

BD-10808 # enable stpd sO

6. Enable all ports that have been previously disabled.

BD-10808 # enable ports 8:5,8:6

7.3. Configure Avaya C363T-PWR Converged Stackable Switch

The following steps describe the configuration of Avaya C363T-PWR Converged Stackable Switch
as shown in the sample network.

Step Description

1. From a terminal emulation program, connect to the Avaya C363T-PWR Converged
Stackable Switch via the console port with the following terminal setting.

Bits per second: 9600

Data bits: 8
Parity: None
Stop bits: 1

2. Create a VLAN v172 for the Avaya IP Telephone, and assigned this VLAN to the
appropriate ports.

C360-1(super)# set vlan 172 name v172

C360-1(super)# set trunk 1/1 dotlqg

C360-1(super)# set trunk 1/11 dotlq

C360-1(super)# set port vlan-binding-mode 1/1 bind-to-configured
C360-1(super)# set port vlan-binding-mode 1/11 bind-to-configured

3. Configure Spanning Tree Protocol.

C360-1(super)# set spantree version common-spanning-tree
C360-1(super)# set spantree enable
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8. Interoperability Compliance Testing

The interoperability compliance testing focused on assessing the ability of the Extreme Networks
BlackDiamond 12804 to support Avaya Communication Manager, Avaya G650 Media Gateway and
Avaya IP Telephones.

8.1. General Test Approach

The general test approach was to configure the BlackDiamond 12804 in a basic sample network
similar to how the switch may be implemented in an enterprise environment. A C363T-PWR was
used in the sample network to verify basic layer-2 and layer-3 interoperability. QoS was verified by
injecting simulated data traffic into the network while calls were being established and maintained
with Avaya IP Telephones.

The main objectives were to verify the BlackDiamond 12804 supports the following:
QoS for VolIP traffic.

Port based Link Aggregation.

802.1D Spanning Tree Protocol.

802.1W Rapid Spanning Tree Protocol.

802.1x Authentication.

RIP interoperability.

OSPF interoperability with.

8.2. Test Results

The Extreme Networks BlackDiamond 12804 successfully achieved all main objectives. The
802.1D Spanning Tree Protocol and 802.1W Rapid Spanning Tree Protocol were verified by
disconnecting the inter-switch link, changing the bridge priority and observing converged result.
Basic RIP and OSPF interoperability was tested through the use of route propagation between static
route configured on the Avaya C363T-PWR and BlackDiamond 12804 switch.

9. Verification Steps

The following steps may be used to verify the configuration:
e Place call between the Avaya IP Telephones.
e Use the “show port <port #> info detail” command on the BlackDiamond 12804 to display
port configuration detail.
e Use the “show netlogin” command on the BlackDiamond 12804 to verify authentication
information.

10. Support

For technical support on the Extreme Networks product, contact Extreme Networks TAC at (800)
998-2408, or refer to http://www.extremenetworks.com

11. Conclusion

These Application Notes have described the administration steps required to configure a basic three
nodes network consist of Avaya C363T-PWR Converged Stackable Switch and Extreme Networks
BlackDiamond 12804 switch to support Avaya Communication Manager, Avaya G650 Media
Gateway, and Avaya IP Telephones.
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12. Additional References

[1] Administrator Guide for Avaya Communication Manager, Doc # 03-300509, Issue 1, June 2005

[2] Avaya Communication Manager Advanced Administration Quick Reference, Doc # 03-300364,
Issue 2, June 2005 Release 3.0

[3] Administration for Network Connectivity for Avaya Communication Manager, Doc # 555-233-
504, Issue 6, May 2003

[4] Avaya Application Solutions: IP Telephony Deployment Guide, Doc# 555-245-600, Issue 4.3,
February 2006

[5] ExtremeWare XOS Concepts Guide, Software Version 11.4, Part Number: 100218-00 Rev 01,
March 2006

[6] ExtremeWare XOS Command Reference Guide, Software Version 11.4, Part Number: 100219-00
Rev 01, March 2006

[7] ExtremeWare CommandReference Guide, Software Version 7.5, Part Number: 10021 Rev. 01,
October 2005

Product documentation for Avaya products may be found at
http://support.avaya.com

Product documentation for Extreme Networks products may be found at
http://www.extremenetworks.com
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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