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Abstract

These Application Notes describe the procedures for configthe@l1l Secure LLANG911
Emergency Location Management Solutianinteroperatenith Avaya Aura® Application
EnablementServices Avaya Aura® Session Managand Avaya Aura® Communicatig
Manager. The 911 Securedution contains functionality for both E911 (Enhanced 911)
NG911 (Next Gen 911) implementations.

Readers should pay attention $ection 2 in particular the scope of testing as outlineg
Section 2.1as well as any observations notedection 2.2 to ensure that their own use ca
are adequately covered by this scope and results.

Information inthese Application Notes has been obtained through DevConnect comy
testing and additional technical discussioigsting was conducted via the DevConn
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configtive®l1 Secure LLAONG911
Emergency Location Managemedulution (hereafteralsoreferred to agiSentry) to
interoperatavith Avaya Aura® Application Enablement Servi¢gdES), Avaya Aura® Sssion
ManagernSession Managegnd Avaya Aura® Communication Manag@ommunication
Manager)

When an emergenaall (e.g. 911)splacedan or gani zati on6s ability t
the first responders is a crucial component in keepmployees, customers, patients, ¢sies

and others saf&omeof the immediate responsibilitied the organizatiomclude identifying

the call er 6s eifyirgortsitelpersorane! that an emengeceyhhas been made.

Sentryis atool toassist enterprises in protecting themsebss their customers in an
emegency. By providing ossite notification to key personnel, via screengopemail, first
responders may quickly be directed to the emergency. In addition, database management
facilities ensure that the right information is sent toRblic Safety Answering PoinPGAB,
and that the call is directed to the right place.

Sentry integrates via the use of Sentry Scouts. Sentry Scouts are services that run on the Sentry
Server.

1 Senty Scout for Avaya Aura®: Used for H.323, Analog and Digital Phones

1 Sentry Scout for Avaya Aura® Session Manager: Used for SIP Phones

When an | P phoneds | ocat iSentryScautfod Avaya Auta@il on t h
pusht h e p h o n e 6locattomeExrergsion(EELEBuUilding, Floor and Roorto

Communication Manager via tl8/stem Management Servic®MS) interface of Application
Enablement Serviceddditionally, theSentry Scout for Avaya Aura@tilizesthe Device,

Media, and Call ControOMCC) interface ofAES to receive an eventhenan emergencygall

has beemplaced This mode is used for all.B23, Digital and Analog stations.

For SIP endpoints, theentry Scout for Avaya Aura®ession Manager subscriliesSession
Manager as a listen&r send andeceivePUBLISH messages for Siendpointsbut does not

receive energencyalertsfrom Session Manageinstead, it relies upon a crisis alert softphone
being defined in GmmunicationMlanagemand a DMCC conneicin through AES web services

to receive crisis alerts which in tuwill create themergencylerts in SentryThe Sentry Scout

for Avaya Aura® Session Manager also allows for tracking the ELE of multiple registrations of a
SIP User from different locatis.

During the compliance testinoptegration of Sentry with Sentry Gatekeeper and Sentry
Dispatcher was also successfully performed. However, that configuration is out of scope for this
document. For more information, please refer to documentati®eciion 11.
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2. General Test Approach and Test Results

This section describes tigeneral test approacised to verify the interoperability e Sentry
NG911Solutionwith anAvaya infrastructuregonsisting ofAvaya Aura®Application
EnablemenServices Avaya Aura® Session ManagandAvaya Aura®Communication
Manager) This sectioralsocovers the test results.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exerayskPls and/or standardsased interfaces pertinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect meflrers, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by guoducts. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products Readers should consult the appropriate Avaya product documentation for further
information regardingecurity and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAvagasolution component is
the responsibility of each individual vend&eaders should consult the appropriate vendor
supplied product documentatifor more information regarding those products.

For the testing associated with this Application Note, therfiate between Avaya systems and
the911 Secure LLC NG911 Emergency Location Management Solutiicred TLS.

2.1. Interoperability Compliance Testing

The general test approaaias to verifythe integration of Sentry witAES, Session Managand
Communcation ManagerVarious emergency calls wepéaced from Avaya nesIP endpoints
(i.e. analog, digital, and H.323 endpoiras)d SIP end point® an emergency number to verify
theevents wer@roperlylogged bythe SentryNG911in a timely maner. Sentry was also
verified to ensure they update the correct ELE, Building, Room and Floor information on the
endpoints.

2.2. Test Results

The911 Secure LLANG911Emergency Location Management Solutsutcessfully passed
compliance testg.

2.3. Support

For technical support othe911 Secure LLAONG911Emergency Location Management
Solution contact911 Secure LLGt:

A Web: http://www911secureom/

A Phone(213) 4252050
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A Email: support@211securgom
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3. Reference Configuration

Figure 1

belowillustrates theeferenceconfigurationused during compliance testingihe 911

Secure LLCSentrySentinel Server was installed on a Windows Se2046 Standardperating

system r

unning on a virtualized environme3gntry Gatekeeper client was installed on a

Windows 10 Enterprise workstation. Sentry Sentinel Server communieéatioSentry

Dispatche wasvia the internet.

>

—>

G450 Gateway Avaya
and Endpoints
Media Server

A 4

Sentry Sentinel o Communication Session
Manager Manager
NAS/DMCC

Sentry
Gatekeeper

Sentry External Sentry Beacon
Tracker

Figure 1: Sentry NG911Emergency Location Management Solutiorwith AES, Session

Manager and Communication Manager
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4. Equipment and Software Validated

The following equipment andersion were used in the reference configuration described above:

Equipment/Software Release/Version

Avaya Aura® Communication Manager 8.1.1
running on virtualized environment
Avaya Aura® Session Manager running on | 8.1.1
virtualized environment
Avaya Aura®Application Enablement Servicq 8.1.1
running on virtualized environment
Avaya Aura® System Managaunning on 8.1.1
virtualized environment
Avaya Aura® Media Server running on 8.0.2
virtualized environment
Avaya G450 Media Gateway FW41.9.1
AvayaEndpoints

1 9641 (SIP) 7.1.7

1 9611 (H323) 6.8.3

f J159 (H323) 6.8.3

1 J169 (SIP) 4.0.3
Avayaone X® Communicator 2.6.10
Avaya9404Digital station FW 18
Avaya Analog station N/A
911 Secure LLC Sentinel Sentry server 1.11.316.1
(Windows Server 2016tandard)
Sentry External Tracker v20200305.1
Sentry Dispatcher -
Sentry Gatekeeper 1.2.42
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Avaya Aura® Communication Manager as
provisioned in the reference configuratiéiigure 1). The assumption has been made that the
basic configuratiofior connectivity betwee@ommunication Managemd AEShasalready

been completed

The configuration of Communication Manager wasformed using the System Access
Terminal (SAT)and web interfaceéAfter the completion of the configuratiom SAT, perform a
save translationcommand to make the changes permaridmg.procedures include the
following areas:

1 Create User account @ommunication Manager
1 Create an IP Softphone with a Crisis Alert Button
1 Configure Crisis Alert

1 Configure an Emergency Number

Note: This section is only required if there are H.323, Digital mmd\nalog endpoints in the
environment. If the environment grilas SIP endpoints, thenCommunication Managdrased
user account and crisis alert extensene not required.

5.1. Create User Account on Communication Manager

Access th&€ommunication Manager System Management Interface by using the URL
https:/Kip-address in an Internet browser window, whesg-address>s the IP address of
Communi cati on Man a gdaink.(notGhowngThelLogm screénGsadisplayed u e
(not shown)Log in using appropriate credential$ie main screen of hSystem Management
Interface is seen as shown below. Navigat&dministration A Server (Maintenance)

AVAYA Avaya Aura® Communication Manager (CM'

System Management Interface (SMI

Help Log Of Administration

Licensing This Server: cm8:

Server (Majntenance)

The Server (Maintenance) Interface allows you to maintain, troubleshoot, and configure
the server,

2001-2019 Avaya Inc. All Rights Reserved.

Copyright
Except where expressly stated otherwise, the Product is protected by copyright and other laws respecting proprietary rights.

Unauthorized reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the applicable law.

Third-party Components
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Navigate toSecurity A Administrator Accounts as shown below. Select Brévileged
Administrator radio button and click o8ubmit.

AVAyA Avaya Aura® Communication Manager (CM)
off

System Management Interface (SMI)

Administration

Administratien / Server [Maintenance) This Server: cm81

SEITVvEl Odrey TTE - -
Software Version ~ Administrator Accounts

Eerver Configuration
Server Role The Administrator Accounts SMI pages allow you to add, delete, or change administrator logins and Linux groups.
Metwork Configuration
Static Routes
Display Configuration
Time Zone Configuration @ Add Login
NTP Configuration
Ferver Upgrades
Manage Updates OUnpriviIEgEd Administrater
PSI Firmware Upgrades
IPSI Versien OSAT Access Only

Download IPSI Firmware

Select Action:

@ Privileged Administrator

Download Status OWEh Access Only

Activate IPSI Upgrade O CDR Access Only
Activation Status
[rata Backup/Restore O Business Partner Legin [dadmin)

Backup Now
Backup History
Schedule Backup OCustom Lagin
Backup Logs
View/Restore Data

O Business Partner Craft Login

i Selact Lagin
Restore History OChE”QE Login | g vl
Focinte _ OREITIOVE Lagin | Select Login vl

Administrator Accounts
Login Account Palicy OLock,-rUnlock Lagin | Selact Login V|
Change Password

Login Reports OAdd Group

Server Acces: OREITIOVE Group | Select Group vl
Server Log Files

Firewall

e Submit Help

Install Root Certificate
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Configure he following fields

1 Login name

1 Enter password or key
1 Re-enter password or key

A descriptive name
Enter a valid password
Confirm the above entered password

Retain default values for all other fields and clickSabmit (not shown).
Note theLogin name andPasswordfor it is required in the configuration to be shown in

Section 8.1

AVAYA

Help Log Off

Administration

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration / Server [Maintenance)

This Server: cm81

oEIveEl Ddiey TTeE
Software Version
Eerver Configuration
Server Rale
Metwork Configuration
Static Routes
Display Configuration
Time Zone Configuration
NTP Configuration
Ferver Upgrades
Manage Updates
PSI Firmware Upgrades
IPSI Version
Download IPSI Firmware
Download Status
Activate IPSI Upgrade
Activation Status
Pata Backup/Restore
Backup Now
Backup History
Schedule Backup
Backup Logs
iew/Restore Data
Restore History
Fecurity

Administrator Accounts

Login Account Pelicy
Change Passward
Login Reparts

Server Access

Server Log Files
Firewall

Install Root Certificate
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Administrator Accounts -- Add Login: Privileged Administrator

This page allows you to add a login that is a member of the SUSERS group. This login has the greatest access privilege:
in the system next to root.

Login name

1
|ser|try ! |

Primary group

Additional groups
[profile)

Linux shell

Home directory
Lock this account
SAT Limit

Diate after which account
is disabled-blank to
ignare [YYYY-MM-DD)

SUSers

| profls e |

/bin/bash
fvar/home/sentry
O

Enter password

Re-enter passward

:ﬁr;;‘ialzzmord change @ No
OYES
Submit Cancel Help
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5.2. Create an IP Softphone with a Crisis Alert Button

Use theadd station command tareate a soft phone with a crisis alert butfms information

is required in the configuration to be showrSiection 8.1

1 A valid Extensionmust be entered as part of td station <extensiorr command

1 SetTypeto9641
1 Enter a desgptive Name (optional)
1 Set theSecurity Code
1 SetlP Softphonetoy
add station 77771 Page 1of 5
STATION
Extension: 77771 Lock Messages? n BCC: 0
Type: 9641 Security Code: *
Port: IP Coverage Path 1: COR: 1
Name: Sentry CRSS Alert Coverage Path 2: COS: 1
Unicode Name? n Hunt - to Station: Tests? y

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Person alized Ringing Pattern: 1
Message Lamp Ext: 77771
Speakerphone: 2 - way Mute Button Enabled? y

Display Language: english Button Modules: 0
Survivable GK Node Nam  e:
Survivable COR: internal

Survivable Trunk Dest? y

Media Complex Ext:
IP SoftPhone? y

IP Video Softphone? n

Short/Prefixed Re gistration Allowed: default

Customizable Labels? y

TN: 1

On Page 4 add a crisis alert buttonrgs-alert). As a result of adding this button, the station will
receive an alert when an emergency number has bded.dide SentrfNG911Solution uses

DMCC to monitor this station in order to receive an event when an emergency number has been
dialed. Sentry logs the event and can take additional action sachifggg key personnel en

sitevia screen papor email. During compliance testing, only the logged events were verified

(via their Sentinel web interface and Beacon Alert Tool) to ensure their timely delivery and
accuracy. Additional actions th@11 Secure LLGnay take to relay the data (e.g. generating a

screenpop or email) were beyond the scope of compliance testing.

KJA; Reviewed
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5.3. Configure Crisis Alert

Use thechangesystemparameters crisisalert command andhangeEvery User Respondgo
y. This ensures that othendpointswith crisis alert buttons wikeep ringing even after Sentry
acknowledges an alert and generat&gntryBeacon alert or emailotification

If multi tenants are configured on Communication Manager, usehtirege system parameters
featurescommand and sétllow Crisis Alert Across Tenantsto y on Page 1Q0(not shown).

This ensures thaxtensions in tenantgherthan the Sentry crisis alert station will not trigger a
crisis alert. If this parameter is not changey then users will need to set up crisis alerts
stations (rquiring a DMCC license and basic TSAPI license) for each tenant.
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5.4. Configure an Emergency Number
During compliance testing, the Communication Manager was connected to a simulated PSAP.

To create an emergency number, usectif@nge ars analysisommand tenter aDialed String
that has &all Type of alrt. 211 digits were used to generate crisis alerts.

change ars analysis 211 Page 1of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Req d
211 3 3 1 alrt n
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuArgya Aura® Application Enablement
Servicesas provisionedh the reference configuratidfigure 1). The assumption has been

made that the basic configuration for connectivity between Communication Manager and AES
has already been complet@dhe procedurginclude the following areas:

Login

Enable DMCC Unencrypted Port

Add User

Edit User

Switch ConnectiomMName and ROCRIP Address

E I

Note: This section is only required if there are H.323, Digital amnd\nalog endpoints in the
environment. If the environment only has SIP endpoints AESis not required.

6.1. Login

Access the AES OAMveb-basednterface by using the URKhttps:/Kip-address in an Internet

browser window, wheregip-addressxs the IP address of the AESservérl i ck t he fACont.i
Logi no | i n.Khelogiodcreen Is displayed as shown beldeyg in using

appropriate credentials.

AVAyA Application Enablement Services

Management Console

Please login here:

Username

Continue

Copyright A® 2009-2019 Avaya Inc. All Rights Reserved.
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TheWelcome to OAM screen is displayed, as shown below

Welcome: User cust
Last login: Fri Mar 27 14:33:21 2020 from 10.64.10.47
- - - Number of prior failed login attempts: 3
AVAyA Application Enablement Services HostName/IP: aes81/10.64.110.215
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.1.1.0.0.8-0

Server Date and Time: Fri Mar 27 14:33:27 MDT 2020
HA Status: Not Configured

Home Home | Help | Logout

AE Services

Communication Manager Welcome to OAM
Interface

High Availabili . . - . . .
9 ty The AE Services Operations, Administration, and Management (OAM) Web provides you with tools for
Licensing managing the AE Server. OAM spans the following administrative domains:

Maintenance . ;E Services - Use AE Services to manage all AE Services that you are licensed to use on the AE
erver.

Communication Manager Interface - Use Communication Manager Interface to manage switch

connection and dialplan.

High Awailability - Use High Availability to manage AE Services HA.

Licensing - Use Licensing to manage the license server

Maintenance - Use Maintenance to manage the routine maintenance tasks.

Metworking - Use Networking to manage the network interfaces and ports.

Security - Use Security to manage Linux user accounts, certificate, host authentication and

authorization, configure Linux-PAM (Pluggable Authentication Modules for Linux) and =o on.

Status - Use Status to obtain server status informations.

User Management - Use User Management to manage AE Services users and AE Services user-

related resources.

Utilities - Use Utilities to carry out basic connectivity tests.

Help - Use Help to obtain a few tips for using the OAM Help system

Networking

Security
Status

User Management

Depending on your business requirements, these administrative domains can be served by one
administrator for all domains, or a separate administrator for each domain.
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6.2. Enable DMCC Unencrypted Port

Navigate toNetworking A Ports to enable DMCCEncrypted Portii 4 202 CI| Applk t he
Changesbutton (not shown).

Networking |Ports Home | Help | Logout

» AE Services

Communication Manager Ports
Interface
High Availability CVLAN Ports Enabled Disabled
» Licensing Unencrypted TCP Port 9959 ® O
} Maintenance Encrypted TCP Port EEEL] | ® O
* Networking
- DLG Port TCP Port 5678
AE Service IP (Local IP)
Metwork Configure TSAPI Ports Enabled Disabled
Ports TSAPI Service Port 450 ® O
. Local TLINK Ports
HEH/ILE S2iiige TCP Port Min 1024
} Security TCP Port Max 1039
) Status Unencrypted TLINK Ports
TCP Port Min [1050 |
» User Management
TCP Port Max [1065 |
» Utilities Encrypted TLINK Ports
» Help TCP Port Min [1088 |
TCP Port Max [1081 |
DMCC Server Ports Enabled Dizabled
Unencrypted Port |4?21 | ® O
Encrypted Port [4722 | ® O
TR/87 Port 4723 O ®
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6.3. Add User

Navigate tdUser ManagementA User Admin A Add Userto create a DMC user login and
password. Enter appropriate valueser Id, Common Name Surname, User Password
andConfirm Password. Set theCT Usert oYeddi . C| Applk buttoh (@ot shown).

User Management | User Admin | Add User Home | Help | Logout

» AE Services
Communication Manager Add User
Interface
) -
High Availability Fields marked with * can not be emphy.
= = * User Id |ser‘|tr\-r |
} Licensing
* Common Name |ser‘|tr\-r |
} Maintenance
* Surname |ser'|tr\-r |
» Networking * User Password |oooooo |
» Security * Confirm Password |nnn |
) Status Admin Note | |
¥ User Management Avaya Role | None v|
Service Admin Business Category | |
User Admin Car License | |
» Add User CM Home | |
= Change User Password Css Home | |
= List All Users €T User

= Modify Default Users
= Search Users

| |
Display Name | |

» Utilities
_ Empluvee . | |
» Help Employee Type | |

Department Number
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6.4. Edit User

Navigate toSecurity A Security Database”A CTI Users A List All Users. Select the User ID
(i.e. sentry) created in the previous step and click Hu# button.

Security | Security Database | CTI Users | List All Users Home | Help | Logout

» AE Services
Communication Manager CTI Users
Interface
High Avallabitiy ~ e | CommonName |  workiopName
Li 5
s O calabrio calabrio NONE NONE
» Maintenance
» Networking O cscuser cscuser NONE NONE
~ Security O interop interop NONE NONE
Account Management Q intradiem intradiem NONE NONE
Audit
. O intranext intranext NONE NONE
Certificate Management
Enterprise Directory O miarec miarec NONE NONE
Host AA O rtirdrouter1 rtirdrouterl NONE NONE
RIS O rtiroutert rtirouterl NONE NONE
Security Database
. Control O rtitelel rtitelel NONE NONE
B CTIUsers @ sentry sentry NONE NONE
= List All Users
= Search Users O trie trio NONE NONE
* Devices Edit | | List All
= Device Groups
u Tlink=
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Check the box fonrestricted Accesdo give the user the ability to monitor the station added
in Section 5 Step 1 Click theApply Changesbutton.

Security | Security Database | CTI Users | List All Users Home | Help | Logout
» AE Services
Communication Manager Edit CTI User
Interface
High Availability User Profile: User ID sentry
L . Common Mame sentry
icensin
. = Worktop Name NONE -~
P LRI ey Unrestricted Access |
» Networking
¥ Security Call and Device Control: g:l\iiggigitgatii;nﬁermination and None
Account Management
DT Call and Device Maonitoring: Device Monitoring None
oAt E Mansgement Calls On A Dewvice Monitoring None
. . Call Monitering
Enterprise Directory
Host AA Routing Control: Allow Routing on Listed Devices None
PAM Apply Changes Cancel Changes
Security Database
= Control
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6.5. Switch Connection Name and PROCR IP Address

As mentioned in the beginning Bkction § assumption has been made that the basic
configuraton for connectivity between Communication Manager and AES has already been
completed. This section is shown here only for reference to obtain the Switch Connection Name
and PROCR IP Address that is required in the configuration to be sh@eation 8.1

Navigate tocCommunication Manager InterfaceA Switch Connections Note down the
ConnectionNamec onf i gur ede¢m8ion (Ch i EdtPESLAN IRse(not
shownbutton to note down the | P A41d0288.s of t he

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

- Communication Manager Edit Processor Ethernet IP - cm81
Interface

Switch Connections [10.64.110.213 | " Add/Edit Name or 1P

Dial Plan | NameoriPAddress |  stas |

High Availability [10.64.110.213 [In Use

» Licensing Back

) Maintenance
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7. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Mafdgeassumption has been
made that the basic configuration for connectivity between Communication Manager and
Session Manager hatready been completed as mentione8ewtion 5 The procedures include
the following areas:

1 Launch System Manager

1 Administer Domain

9 Administer locations

1 Administer SIP entity

1 Obtain Session Manager SIP Entity IP Address
1 Link theELIN entity

1 Configure Energency Dial Pattern

1 Import SentryTLS Certificate

Note: This section is only required if there are SIP endpoints in the environment. If the
environment only has H.323, Digital and Analog endpoints and no SIP endpoints, then this
section is notequired.

7.1. Launch System Manager

Access the System Manager webaddtes$acenbgnubk
browser wi ndaodwd,r ewshseor e siitphe | P address of Syst
appropriate credentials.

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID
If IP address access is your only option, then note that authentication will
fail in the following cases: Password

» First time login with "admin" account
» Expired/Reset passwords Log On Cancel

Use the "Change Password" hyperlink on this page to change the password Change Password
manually, and then login.

Alzo note that single sign-on between servers in the same security domain

is not supported when accessing via IP address. =
) Supported Browsers: Internet Explorer 11.x or Firefox 65.0, 66.0 and

67.0.

This system is restricted solely to authorized users for legitimate business
nurnneas nnle The artual ar attemnted nnanthnrizad arcrece =e Ar
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7.2. Administer Domain

In the subsequent screen (not shown), s@lkchentsA Routing to display thdntroduction
to Network Routing Policy screen below. SeleBouting A Domainsfrom the left pane, and
click Newin the subsequent screen (not shown) to adeixadomain

AVAYA & Users v/ Elements v & Services v | Widgets v Shortcuts « ‘ = | admin

Aura® System Manager 8.1

Home Raouting

Routing
Domains
Locations
Conditions
Adaptations
5IP Entities
Entity Links

Time Ranges

TheDomain Managementscreen is displayed. In tiNdamefield enter the domain name, select
sip from theType drop down menu and provide aagtionalNotes

A\,AVA & Users v/ Elements v & Services v | Widgets v Shortcuts « ‘ = | admin

Aura® System Manager 8.1

Home Raouting
Routing Help 2
Domain Management Commit| | Cancel
Domains
Locations
1Item Filter: Enable
Conditions Name Type Notes
* |avaya.com sip
Adaptations
KJA; Reviewed Solution & Interoperability Test Lab Application Note 210f48
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7.3. Administer Locations

SelectRouting A Locationsfrom the left pane, and clidkewin the subsequent screen (not
shown) to add a new location forio Enterprise

Thelocation Detailsscreen is displayed. In tli&neral subsection, enter a descriptiidame
and optionaNotes Retain the default values in the remaining fields.

AVAy & Users v JF Elements v  ## Services v | Widgets v  Shortcuts v ‘ = | adm|
[Aura® System Manager 8.1
Home Routing
Routing Help 2
Location Details Commit| | Cancel
Domains
General

Locations

* Name: |DevConnect

Conditions Notes:

Scrol down to theLocation Pattern subsection, clickAdd and enter the IP addressatif
devices involved in the compliance testindP Address Pattern as shown below. Retain the
default values in the remaining fields.

Location Pattern
Add Remove
1 Item &2 Filter: Enable

I:‘ IP Address Pattern Notes
[0 *[1o0.e4.*

Select : All, None

Commit| | Cancel
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7.4. Administer SIP Entity
Add a newSIP entiy for the911 Secure LLGentinel Server.

SelectRouting A SIP Entities from the left pane, and clidkewin the subsequent screen (not
shown) to add a new SIP entity fdentinel Server

The SIP Entity Details screen is displayed. Entigre following values for the specified fields,
and retain the default values for the remaining fields.

1 Name: A descriptive name.

9 FODN or IP Address: The IP address of tHgentinel &rver.

1 Type: AELIN servep

9 Notes: Any desired notes.

1 Location: Select the location name fro8ection7.3.
9 Time Zone: Select the applicable time zone.

AVAyA sers v J Elements v  ## Services v | Widgets v  Shortcuts ‘ E | adm)|

Aura® System Manager 8.1

Home Routing
Routing ) ) Help 2
SIP Entity Details Commit| | Cancel
BELENE General
Locations * Name: [sentry
* FQDN or IP Address: 10.64.110.84
Conditions
Type: |ELIN serwer
Adaptations Motes:
SIP Entities Adaptation: »
Entity Links Location: |DevConnect .
Time Zone: | America/Denver w
Time Ranges
* SIP Timer B/F (in seconds): |4
Routing Policies Minimum TLS Version: |Use Global Setting |«
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Scroll down to theentity Links subsection, and cliclhdd to add an entity link. Enter the
following values for the specified fields, aretain the default values for the remaining fields.

1 Name A descriptive name.

1 SIP Entity 1: The Session Manager sm8bt.i ty name,
1 Protocol: ATLSO

1 Port: i 5 006

1 SIP Entity 2: The Sentinel Serveentity name from this section.

1 Port: i 5 006

Note thatonly TLS protocolis supported by SentrZlick on Commit button to complete the
configuration.

Entity Links
Override Port & Transport with DNS SRV: |

Add Remove

1Item 2 Filter: Enable
D Name SIP Entity 1 Protocol |Port SIP Entity 2 Port

[1 #|smBi_sentry_S061_TLS »smB1 TLS [w *|5061 ssentry #5061

€ >

Select : All, None

7.5. Obtain Session Manager SIP Entity IP Address

On the left, sele®IP Entities and note the IP Addreof Session Manager . It will be used in
Section 8.1when adding a Call Server for Session Manager.

Routing a
SIP Entities
Cromains
New More Actions *
Locations
17 Items Filter: Enable
Conditions [ |Name FQDN or IP Address Type Notes
X O audiocodes 10.64.110.82 SIP Trunk
Adaptations
[0 brzsi 10.64.110.213 Avaya Breeze
SIP Entities [ brzwsi 10.64.110.182 Avaya Breeze
[ brzws2 10.64.110.184 Avaya Breeze
Entity Links [0 brzws3 10.64.110.186 Avaya Breeze
O cms1 10.64.110.213 CM
TEl=ng [0 cmms1 10.64.110.216 Messaging
[0 intranext 10.64.110.87 SIP Trunk
Routing Policies .
0 ipoi1 10.64.110.65 SIP Trunk
Dial Patterns 0 mpp722 10.564.110.51 Voice Portal
O mxsz 10.64.10.20 Conferencing
Regular Expressions O psei-brz psEl.avaya.com Presence Services
[0 sbecesi 10.64.110.222 SIP Trunk
Defaults [ sentry 10.64.110.84 ELIN server
'] sm81 10.64.110.212 Session Mznager
Select : All, None A 4 Page| 1 |of2 k M
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7.6. Link the ELIN Entity

This section explains the linking of the ELIN entity as the ELIN server for the Session Manager
instance.

From the System Managkomescreen (not shown), seldelementsA Session Manageto
display theSession ManageDashboard screershownbelow. SelecGession ManageA
Session Manager Administrationfrom the left pane, anander theGlobal Settings tabfor the
ELIN SIP Entity field, select thesentrySIP entityconfiguredin Section7.4. Retain default
values for all other fields and click on tB®@mmit button to save the configuration.

A\,AYA & Users v/ Elements v & Services v | Widgets v  Shortcuts v ‘ = | admin
Aura® System Manager 8.1
Home Routing Session Manager
?
Session Manager Help 2
Global Settings Commit |Cancel| |View Defaults
Dashboard Administer settings that apply to zll Session Managers
N Failback Policy Auto ~ | Enable IPv6 O
Session Manager Ad...
Allow Unauthenticated Emergency Calls O Allow Unsecured PPM Traffic
Global Setti
=S ELIN SIP Entity sentry ~ Minimum SIP Entity TLS Version 1.2 (&
Communication Profil... Ignore SDP for Call Admission Control O Minimum Endpoint TLS Version 1.2 v
Disable Call Admission Control Threshold Alarms [] TLS Endpoint Certificate Validation None b

Metw nfigura... ¥
Disable Loop Detection Alarms O Enable End to End Secure Call Indication O

Device and Locatio... il
o : “Loop Detection Alarms Threshold (hours) 24 Enable Military Support O

Enable Dial Plan Ranges Enable Application Sequence for Emergency Calls [

Emergency Call Resource-Priority Headers

O
Enable Regular Expression Adaptations 1
O Enable Implicit Users Applications for SIP users [ ]

Enable Flexible Routing

Better Matching Dial Pattern or Range in Enable SIP Resiliency O
Location ALL Overrides Match in Originator's
Location

Enable Load Balancer 1

Note: withEnable Application Sequence foEmergencyCalls checked Session Manager

skips origination processing andesapplication sequencing for emergency calling. As a result,
the SIPphone dialing "911" usghe 911 dial pattern witthe"emergency call" option enabled
andskips CM features such ake publiccunknowrrnumbering CPNorefix.
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7.7. Configure Emergency Dial Pattern

Configure an Emergency dial pattern for Emergency calls. When a dial pattern is added as an
Emergency dial pattern, Session Manager skips the Application Sequences configured for a SIP
User. This dbws for Session Manger to insert a SIP headerAd&lLoc, which contains the

ELIN for a SIP user. Navigate ElementsA Routing A Dial Patternsto add a new Dial

Pattern. The following Dial pattern was added for call routing to Communication Manager.

AVAYA & Users v Elements v & Services v | Widgets v  Shortcuts v ‘ = | adm
Aura® System Manager 8.1
Home Routing Session Manager Inventary User Management
?
Routing Help ?
Dial Pattern Details Commit| | Cancel
Domains
General
Locations
ocation * Pattern: 9211
Conditions * Min: 4
* Max: 4
Adaptations
Emergency Call:
SIFEE * Emergency Priority: |1
Enhins * Emergency Type: Police
SIP Domain: | -ALL- w
Time Ranges
Notes:
Routing Policies
Originating Locations and Routing Policies
Dial Patterns ~ Add =
Dial Patterns 1Item g2 Filter: Enable
L - _ _ Routing - _ . 5
. - N Originating Location | Routing Policy = Routing Policy Routing Policy
QOrigination Di... [ |originating Location Name o Notes Name G I_Jc[rcv Destination Notes
Disabled
O -a- emB1 0 emB1
Regular Expressions
Select : All, None
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7.8. Import Sentry TLS Certificate
This section explains the importing of the TLS certificate for ELIN communications.

From the System Manager hescreen (not shown), seléservicesA Inventory to display the
mainInventory screershownbelow.Navigate taVianage Elementsfrom the left pane and
select the Session Manager Element. Click orMapage Trusted Certificates from theMore
Actions drop cown menu

\’AYA & Users v/ Elements v & Services ~ Widgets v  Shortcuts v

Aura® System Manager 8.1

Home Routing Session Manager Inventory
Elements
Manage Elements 2 view| | #Edit| |@New| |@ Delete| |Details e e
19 Items 0 Show 15 |+ Filter: Enable
Create Profiles and Di... -
O | name Node Manage Trusted Certificates | gyoe,c
El t Type A
R e [0 aess1 10.64.110.215 Import
Subnet Configuration [0 amssi.avaya.com 10.64.110.214 SAL Gateway configuration
O bres1 10.64.110.218 Product Registration
Manage Serviceabili... View Certificate Add Status
[0 brawst 10.64.110.181 Lempeereees
brawsz 10.64.110.183 Avaya Breeze
O
D brzws3 10.64.110.185 Avayz Breeze
Communication
O ems1 10.64.110.213 Mansger
Corporate Director 10.64.110.210 UCMA,
D P W ==}
IPSec 10.64.110.210 UCMA
| PP
Meeting
O mxsz 10.64.10.20 Exchange and
Conferencing 6.0
I:‘ Numbering Groups 10.64.110.210 UCMApp
[ patches 10.64.110.210 UCMApp
Presence
[ esei-brz 10.64.110.220 Garicas
[ securs FTP Token 10.64.110.210 UCMApp
; Session
10.64.110.211 Session Manager Manager
Select : All, None 4 4 Page| 1 |ofZ2 b M
Click on theAdd button on theManage Trusted Certificate page.
Manage Elements Discovery
Help 2
Manage Trusted Certificates Done
Manage Trusted Certificates
Add
23 Items 2 Filter: Enable
D Store Description Store Type Subject Name
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In the Add Trusted Certificate screen shown belavelectimport from File radio buttonand
browse to théiSentryRootCA.ceo file which is typically found in the filp a tCiPragram
Files911 Secunsentryd o nSerttrySentinel server as shown in the screen beddter Sentry
has been installed

Click theRetrieve Certificate button and then th€ommit button to import the Root certificate
(not shown) A restartof the System Managanight be requiredor all of the above changes to
take effect.

Manage Elements Discovery

Help 2

Add Trusted Certificate Commit |Cancel

Select Store Type to add trusted certificate |All v

(0] 3
\®) Import from file

(_) Import as PEM certificate
Olmpor‘tfrom existing certificates
Olmpor‘t using TLS

Filename Action

* Please select a file SentryRootCA.cer Remove

Browse.. | Mo file selected.

You must click the Retrieve certificate button and review the certificate details before you can continue||Retrieve Certificate

Commit |Cancel
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TheTrusted Certificates screen is shown below after the certificates have been installed.

Manage Trusted Certificates Done

Manage Trusted Certificates

Add
23 Items  ° Filter: Enable
|:| Store Description Store Type Subject Name
Used for validating TLS client identity CN=SentryRootCA, O=Default Company Ltd,
D certificates SECURITY_MODULE SIP L=Default City, C=XX
(] S=5c ol vshastng ThS cientigentty SECURITY_MODULE SIP CN=spms.avaya.com, OU=SIP CA, O=Avaya
Used for validating TLS client identity CN=Avaya Product Root CA, OU=Avaya
D certificates SECURITY_MODULE_SIP Product PKI, O=Avaya Inc., C=US
I:‘ Use_d. for wvalidating TLS client identity SECURITY MODULE SIP O=AVAYA, OU=MGMT, CN=Systemn Manager
certificates - - CA
D Use_d. for validating TLS client identity SECURITY MODULE SIP CHN=Avaya Call Server, OU=Madia Sarver,
certificates - — O=Avaya Inc., C=US
l:‘ Use_dl for validating TLS client identity MGMT 18055 O=AVAYA, OU=MGMT, CN=System Manager
certificates = CA
Used for validating TLS client identity CH=SentryRootCA, O=Default Company Ltd,
D certificates MGMT_JBOSS L=Default City, C=XX
[] Us=d for validating TLS cliant identity MGMT_IBOSS Cl=spms.avaya.com, OU=SIF CA, O=Avaya
certificates
Select : All, None I4 4 Page| 2 |of2 # &
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8. Configure 911 Secure LLC NG911 Emergency Location
Management Solution

It is assumed that the Sentry server has been installed, configured, and is ready for the integration
with Communications Manager or Session Manager. The Sentry Software Users Guide can be
obtained by contacting 919ecure LLC. Thesubsectiors below only providehe steps required

to configurethe 911 Secure LLC Sentry NG911 Location Management Solution to interoperate
with Avaya Communications Manager or Avaya Session Manager.

8.1. Sentinel Web Interface

Access the Seimiel web interface by logging into the Sentry server, opening a web browser and
entering the followindJRL: http://localhost/Sentinel If https support has been enabled and a
server certificate using a FQDN has been generated and added to the seraeljutiehe URL
accordingly.

. ™
5eﬂtlﬂc' Home View Configure External Tracker Reports

Location Managemet.

911 Secure Sentry™ is a modular framework designed to provide all the functionality required to solve Emergency Response Management issues in the enterprise, Sentry™ is affordable
because you only pay for the modules you need and can be sized and priced for any environment and budget. We keep the solution simple, which keeps the cost down and
complexity to a minimum, Using the Emergency Call capabilities included in your PBX with Sentry™ can provide a complete Emergency Response solution for a fraction of the cost of

our competitors,

911 Secure Sentinel™ is a web application that serves as the administrative hub for your Emergency Location Management. It is accessible from any PC-based web browser in your

enterprise and makes the management of data — emergency zone specifications, connections to your PBX, Sentry Beacon users, etc, — quick and easy with its intuitive interface.

911 Secure Home | Terms & Conditions | Privacy Policy | ContadUs

8.2. Configure Call Servers
Navigate toConfigure A Call Serversas shown below to add a Call Server.

. ru
ﬁeﬂtlﬂc' Home View Configure External Tracker Reports
Emergancy Location Managesert.

Call Servers h

Locations
911 Secure Sentry™ is a modular framework designed to ty required to solve Emergency Response Management issues in the enterprise, Sentry™ is affordable

IP Range Locations y environment and budget. We keep the solution simple, which keeps the cost down and

because you only pay for the modules you need and can)
complexity to a minimum. Using the Emergency Call cagi il TSR0 PBX with Sentry™ can provide a complete Emergency Response solution for a fraction of the cost of

our competitors, L .
P Notification Domains

M Email Alerts

911 Secure Sentinel™ is a web application that serves as your Emergency Location Management. It is accessible from any PC-based web browser in your

enternrice and makes the mananement of data — emernency 7one snecifications connections to wour PRX Sentru Reacon users ete. — anick and easu with it< intuitive interface.
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Two call servers need to be added, one for H.323, Analog and Digital endpoints
(Communication Manager and AES) and aeoffor SIP endpoints (Session ManagErbm the
CallServersscr een as s hown Auwra CMAvfionstieeSetect tt cafiskrvea y a
type drop down box and click on ti@reate button.This Call Server is for integration with
Communication Manager and AES for H.323, Analog Bigital endpoints.

. -
QeﬂtlﬂQI Home View Configure External Tracker Reports
Emergency Locstion Managesent.

Call Servers (4)

Below are your currenthy-cenfigured call servers.

@ Search Refresh

|Avaya Aura CM 7+ V| Create

In theAdd Avaya Aura CM7+ screen as shown below, configure the following fields.
1 AES Version: Select AAES 8.0.1+0
1 Call Server Description: A descriptive name.
1 *CM Username@ CM IP Address: The Communication Manager username
configured inSection5.1and IP Addred&QDN.

1 *CM Password The password created $ection5.1

1 ELIN Prefix: Enter a prefix if 11 digits DID are not used.

1 CM Switch Connection Name The name configured iBection6.5.

1 *CLAN/PROCR IP Address ThelP Addressor FQDNshown inSection6.5.

1 AES IP Address IP Addressor FQDNof AES.

1 *AES Username: The username created$ection6.4.

1 * AES Password: The password created $ection6.4.

1 AES DMCC Port: The port configured iBection6.2

1 DMCC Secure Mode: Check box.

1 SMSServiceURL:
https://[AES_IP_or_FQDN]/sms/SystemManagementService.php

1 Enable Crisis Alerting: Check the box.

9 Crisis Alert Extension: This is the extension where the crisis alert key

was configured as iBection5.2
1 Cirisis Alert Extension
Security Code: The security code as configuredSection5.2
1 SM Entity Link TLS: iSet to TLS 1. 20.

Retain default values for all other fields and click onShemit button.
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Deactivate Call Server [ ]

* AES Version | AES 8.0.1+

Call Server Description CM & AES 8.1

*CM Username @ CM IP Address / FQDN

sentry@10.64.110.213

*CM P i

* Confirm CM F; i

Provision All Endpoints

ELIN Prefix

* CM Switch Connection Name

* CLAN / PROCR IP Address / FQDN
Enable Crisis Alerting

Crisis Alert Extension

Crisis Alert Extension Security Code
* AES IP Address / FQDN

* AES Username

120155

cmél
10.64.110.213
77771

123456
10.64.110.215
sentry

*AES P i

* Confirm AES P: i

KJA; Reviewed
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* AES DMCC Port 4722
DMCC Secure Mode

*SMS Service URL https://10.64.110.215/sms/SystemManagementService.php

SIP Domain
SM Entity Link Port
*SM Entity Link TLS
Disable IP Phone downloads from CM []
Disable Location updates back to CM []

* Enable Callers downloads | All v
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On theCall Server page, selecAvaya Aura Session Manager 7.andCreate another Call
Server. This Call Server is for integration with Session Manager for SIP endpoints.

. "
ﬁeﬂtlﬂcl Home View
Emargency Locotion Manogreent.

Call Servers (4)

Below are your currently-configured call servers.

@) search Search Refresh

|Avaya Aura Session Manager 7.x V| Create

Configure External Tracker Reports

In theAdd Avaya Aura Session Manager 7.screen, configure the following fields:

Call Server Description:
Call Server IP Address:
SIP Domain:

SM Entity Link Port:
SM Entity Link TLS:

E I

Enter a desired name.
Session Manager IP AddréS®DN from Section 7.5.
The domain fronSection 7.2.

The port defined fronsection 7.4.
Set to ATLS 1. 2

(@2

SM Location Update Port: The port defined fronSection 7.4.
SM Location Update TLS: Set to ATLS 1. 2

o

Retain default values for rest of the fields and s&atmit.

gswl:l_sjﬂcr Home View

Edit Avaya Aura Session Manager 7.x

Deactivate Call Server [|

Call Server Description SM 8.1

* Call Server IP Address f FQDN 10.64.110.212

Provision All Endpoints [_]
ELIN Prefix
*SIP Domain @vaya.com
* SM Entity Link Port 5061

*SM Entity Link TLS

5M Location Update Port 5061

* SM Location Update TLS

Disable ELIN updates back to SM []

Do not include undiscovered Phonesin [|
Location updates back to PBX

Do not delete undiscovered IP Phones []
from Sentry Callers

Do not delete any IP Phones from Sentry []
Callers

Log Server XML

*indicates required field

Submit

Configure External Tracker Reports

@Backto list
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Once added, both Call Servers are displayed.

. r..
scﬂtlﬂel Home View Configure External Tracker Reports
Energency Location Manageaent.

Call Servers (4)

Below are your currently-configured call servers.

@, search Search Refresh
|- Select a call server type - v|
" IP Address + Server Description + Type
10.64.110.213 CM & AES 8.1 Avaya Aura CM 7+ AES 8.0.1 = BB
10.64.110.212 SM a1 MAvaya Aura Session Manager 7.x E B
A 106411065 IPO 11.04.2 - Server Edition Avaya IP Office 100+ IZREdE
Ay 10641054 IPO 11.0.4.2 - Expansion System Avaya [P Office 10.0+ & @ E
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8.3. Configure IP Range Locations

Navigate toConfigure A IP RangelLocationsas shown in the screen below and click on the
Create button to configure an IP Range.

- -
ﬂeﬂtlﬂel Home View Configure External Tracker Reports
Emergancy Location Managesent.
Call Servers
IP Range Locations (2) Lrzafems
IP Range Locations

@ Search Search N MAC Locations

Notification Domains

[EhCreate | Eblmpert  #Export Ernail Alerts

+ From Address + To Address + ERL f ELE + Errors

From theCreate screen as shown below, configure the following values.

From IP Address: Starting IP Address range ehdmints

To IP Address: Ending IP Address range ehdpoints

ERL/ELE: An associated ERL/ELE value for call back to émelpointan this
range.

Click on theSubmit button to complete the configuration.

. r..
aen tlﬂel Home View Configure External Tracker Reports
EmegencyLacation Manageaert

Call Servers
IP Range Locations (2) LTEmme
IP Range Locations

@ search Search iz MAC Locations

Notification Domains

=3

Ebcreate Ebimport  &iExpo Ernail Alerts
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Screen below shows an example of lddkange Locationscreated during compliance testing.

- ™

seﬂtlﬂel Home View Configure External Tracker Reports
Emergency Locokion Manogeeent.

IP Range Locations (2)

@) search Search Refresh

[EbCreate  [hlmpert  &iEcport

= From Address = To Address = ERL/ELE = Errors

10.64.10.47 10.64.10.47 70000 False FE B
10.64.10.200 10.64.10.200 80000 False FHE B

Sentinel 1,11.316.1, Copyright © 2012-2020 911 Secure, All rights reserved. All times are displayed in the browser's local time,
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8.4. Configure Locations

To configure a Location for an ERL/ELE, navigateCionfigure A Locationsas shown in the
screen below and click on ti@reate button.

. ~
seﬂtlﬂe' Home View Configure External Tracker Reports
EmergencyLocokion Manogement

Locations (2)

(@) Search Search Refrefil¥

@@lﬂm &QM Email Alerts %Re-Provision Locations

In theCreate Locationscreen shown below, configure the required fields for a particular
ERL/ELE. During compliance testing only tAeldress Description Building andFloor fields
were configured for thERL/ELE 8000 .

~ Standard Fields

ERL / ELE 20000
ELIN

Short Description | 3b Location 2

Address Description ||212| GRANT ST |%
Building 100 (for Avaya CM, must be predefined in CM's site-data)
Floor 2 (for Avaya CM, must be predefined in CM's site-data)
Room / Zone 101 (for Avaya CM, must be 10 characters or less)
External Data Portal URL
Floor Plan URL EN
Fixed Video Feed URL
Video Format

Location Details

» Contact Information (optional)

» NENA Specific Fields (optional)

Submit | {@Backto list
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Screen below shows an exampfeéhelLocations created during compliance testing.

. ™
oecn tlﬂc' Home View Configure External Tracker Reports
Emacgancy Locotion Manogement

Locations (2)

@) lsearch Search Refresh
Ebm @Impo_rt ggm EéRe-Pro\rlsmn Locations
= Provisioned < ERL/ELE + EU = Short Description = Address Description = Building = FHoor = Room /Zone
70000 Lab Location 1 © 12121 GRANTST 100 1 101 F B E
20000 Lab Location 2 © 12121 GRANTST 100 2 101 BB E

8.5. Configure External Tracker

Along with IP Range Locations, External Tracker was also tested during the compliance test.
External tracker gathers SNMP data from a network switch. Sp&ficELE can be associated
with a particular port on the switch.

External Tracker used during the compliance test was a Virtual Machine. Installation instructions
of the Virtual Machine is outside of scope for this document and as such, is not provtisd in
document.Installation instructions can be obtained from 911 Secure LLC.

A Site needs to be added for the External Tracker. Navig&tetéonal Tracker A SitesA
Createto add a site. The following site was configured during the compliance test.

. -
Qeﬂtlﬂel Home View Configure External Tracker Reports
Emmrgency Locoktion Monogeant.
Edit Site
1d 2

Site Name DevConnect
Brief Description DevConnect Testing
Enable IP Discovery for WAPs O

Submit @Backtn list
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Once the site has been added, navigakexternal Tracker A Appliances.SelectCreateto
add a new External Tracker.

sentinel

Home View Configure External Tracker Reports

Tracker Appliances (1)

@ search Search Refresh

Eb Create

= IP Address

= Site Name
10.64.110.85

DevConnect

Screen capture below displays the External Tracker configured during the compliance test
Configure the External Tracker as folls:

1 Appliance Host / IP Address: IP Address of External Tracker
Use SSL:

1 Check box

1 Sitewheree . i s de pl o ySeldctthe Site added in this section

1 Polling Frequency: Entry to poll the network switch, in cron format
SelectSubmit once done.

sentinel

Home View Configure External Tracker Reports

Edit Tracker Appliance: 10.64.110.85 at DevConnect

Appliance Host / IP Address 10.64.110.85
Use SSL
Site where the appliance is deployed

Polling Frequency ==
submit | @Backtolist
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Once the External Tracker has been added, add a network switch that can be used by External
Tracker to gather the SNMP data. Navigat&xternal Tracker A Network Data Switches
and selecCreate.

. ru
5Qﬂtlﬂc’ Home View Configure External Tracker Reports
Cmergancy Locskion Manogesent

Network Data Switches (1)

@) Search Search Refresh

EhCreate  [hlmpert & Export
Bc Ebimport  EiExp
- Site = Metwork Data Switch IP = Metwork Data Switch = Switch Type

DevConnect 10.64.10.5 DevConnect SnmpV2

Fam
=)
EI
2]

Screen capture below shows the netwawitch configured during the compliance test.
Configure the Network Data Switch as follows:

1 Site: Select Site added in this section

1 IP Address: IP Address of network switch

9 Default ERL/ELE: An ERL/ELE for the network switch ports

1 Type: Suppored SNMP version of the network switch

Depending on the SNMP version, fill the remaining fields as per the network switch
configuration. SNMPv2c was used during the compliance test. Sibotit once done.
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