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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) trunking between the service provider Axtel and an Avaya SIP-enabled enterprise
solution. The Avaya solution consists of Avaya Aura® Communication Manager Evolution
Server 6.2, Avaya Aura® Session Manager 6.2 and Avaya Session Border Controller for
Enterprise 4.0.5.

The Servicio Troncal SIP de Axtel (Axtel SIP Trunking Service) provides customers with
PSTN access via a SIP trunk between the enterprise and the Axtel network, as an alternative to
legacy analog or digital trunks. This approach generally results in lower cost for the enterprise.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between the service provider Axtel and an Avaya SIP-enabled enterprise solution. The
Avaya solution consists of Avaya Aura® Communication Manager Evolution Server 6.2, Avaya
Aura® Session Manager 6.2, Avaya Session Border Controller for Enterprise (Avaya SBCE)
4.0.5 and various Avaya endpoints. This documented solution does not extend to configurations
without Avaya SBCE or Avaya Aura® Session Manager.

The Axtel SIP Trunking Service referenced within these Application Notes is designed for
enterprise business customers in Mexico. Customers using this service with the Avaya SIP-
enabled enterprise solution are able to place and receive PSTN calls via a broadband WAN
connection and the SIP protocol. This converged network solution is an alternative to traditional
PSTN trunks such as analog and/or ISDN-PRI.

2. General Test Approach and Test Results

A simulated enterprise site containing all the equipment for the Avaya SIP-enabled solution was
installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured to
connect to the Axtel SIP Trunking Service via a broadband connection to the public Internet.

During the compliance test, Axtel required the SIP trunk to be registered to their network, using
a set of credentials supplied. The Avaya SBCE was configured to provide the registration and
authentication of the SIP trunk for the enterprise site to the service provider.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

SIP trunk registration with the service provider.

Response to SIP OPTIONS queries.

Incoming PSTN calls to various phone types. Phone types included H.323, SIP, digital,
and analog telephones at the enterprise. All inbound calls from the PSTN were routed to
the enterprise across the SIP trunk from the service provider.

Outgoing PSTN calls from various phone types. Phone types included H.323, SIP,
digital, and analog telephones at the enterprise. All outbound calls to the PSTN were
routed from the enterprise across the SIP trunk to the service provider.

Inbound and outbound PSTN calls to/from Avaya one-X® Communicator softphones.
Avaya one-X® Communicator supports placing and receiving calls using the local
computer or by controlling an external telephone. Usage modes “This Computer” and
“Other Phone” were tested. Avaya one-X® Communicator also supports two signaling
protocols: H.323 and SIP. Each supported protocol was tested.

Various call types, including: local, long distance and international.

Codecs G729B and G.711A and proper codec negotiation.

DTMF tone transmissions passed as out-of-band RTP events as per RFC 2833.
Caller ID presentation and Caller ID restriction.

Voicemail redirection and navigation.

User features such as hold and resume, transfer, and conference.

Off-net call forwarding and mobility (extension to cellular).

Routing inbound PSTN calls to call center agent queues.

Network Call Redirection, using the 302 Moved Temporarily method for the transfer of
inbound calls back to PSTN.

Items not supported or not tested included the following:

T.38 fax is not supported.

Inbound toll-free and emergency calls are supported but were not tested as part of the
compliance test

SIP REFER for Network Call Redirection situations involving Communication Manager
vectors is not supported. The SIP REFER method is supported and it was successfully
tested in all manual call transfer scenarios to the PSTN.

Operator services such as dialing 0 or 0 + 10 digits are not supported.
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2.2. Test Results

Interoperability testing of the Axtel SIP Trunk Service with the Avaya SIP-enabled enterprise
solution was completed with successful results for all test cases with the exception of the
observations and limitations described below:

Shuffling: shuffling needed to be disabled on the SIP trunk, on the corresponding
signaling group form in Communication Manager, in order to avoid problems of no audio
path observed during the tests for some incoming calls.

Outbound Caller Party Number (CPN) Restriction: On outbound calls where the user
activates CPN Block, “anonymous” is sent by the enterprise in the user part of the From
header, while the actual number of the calling party is sent in the P-Asserted-ldentity
header for authentication and billing purposes, as expected. The number from the PAI
header is being propagated by Axtel to the PSTN user, who can still see the number of
the calling party.

Calls from EC500 mobile telephones: Axtel uses a “phone-context” parameter as part
of the user of SIP URIs on incoming calls to the enterprise. On incoming calls from
EC500 mobile phones, Communication Manager was unable to properly identify the CLI
of these mobile phones and match the number with valid administered entries in the “off-
pbx-telephone station-mapping” form, preventing the use of feature-name-extensions
capabilities, such as the dialing of Idle Appearance FNE.

Incoming Call - All Trunks Busy Condition: In a situation when all channels on the
SIP trunk are in a busy state and a new incoming call is attempted, the enterprise sends an
error code “500 Service Unavailable” as a response to the new INVITE, but there is no
indication to the PSTN caller, who hears silence (local calls) or ring (international calls).

2.3. Support
For technical support on the Axtel SIP Trunk Service offer, visit www.axtel.mx.
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3. Reference Configuration

Figure 1 illustrates the sample configuration used during the compliance testing, where the
Avaya SIP-enabled enterprise solution is connected to the Axtel SIP Trunking Service through a
public Internet WAN connection.

For security purposes, private addresses are shown in these Application Notes for the Avaya
SBCE and the Service Provider public network interfaces, instead of the real public IP addresses
used during the tests. Also, SIP trunk credential information shown has been changed to
fictitious values, and PSTN routable phone numbers used in the compliance test have been
changed to non-routable ones.

The Avaya components used to create the simulated customer site included:

e Avaya Aura® Communication Manager, running on the Avaya Common Server HP
Proliant DL360.

e Aura® Session Manager, running on the Avaya Common Server HP Proliant DL360.

e Avaya Aura® System Manager, running on the Avaya Common Server HP Proliant
DL360.

e Auvaya Session Border Controller for Enterprise running on a Dell R210 V2 Server.

e Avaya Aura® Messaging running on a Dell PowerEdge R610 server.

e Avaya G450 Media Gateway

e Avaya 96x0 and 96x1 Series IP Telephones (H.323 and SIP)
¢ Avaya one-X® Communicator soft phones (H.323 and SIP)
e Auvaya digital and analog telephones

Located at the edge of the enterprise is the Avaya SBCE. It has a public side that connects to the
external network and a private side that connects to the enterprise infrastructure. All SIP and
RTP traffic entering or leaving the enterprise flows through the Avaya SBCE. In this way, the
Avaya SBCE can protect the enterprise against any SIP-based attacks. Other functions of the
Avaya SBCE include providing registration capability of the SIP trunk with the service provider,
as well as performing network address translation at both the IP and SIP layers.

The transport protocol between the Avaya SBCE and Axtel across the public IP network is UDP.
The transport protocol between the Avaya SBCE and the enterprise Session Manager across the
enterprise IP network is TCP.
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Trunk Registration:
Axtel Network oee: LEER12
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Figure 1: Avaya SIP Enterprise Solution connected to Axtel SIP Trunking Service

For inbound calls, the calls flow from the service provider to the external firewall, to the Avaya
SBCE, then to Session Manager. Session Manager uses the configured dial patterns (or regular
expressions) and routing policies to determine the recipient (in this case the Communication
Manager) and on which link to send the call. Once the call arrives at Communication Manager,
further incoming call treatment, such as incoming digit translations and class of service
restrictions may be performed.

Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such as automatic route selection and class of service restrictions. Once
Communication Manager selected the proper SIP trunk, the call was routed to Session Manager.
Session Manager once again used the configured dial patterns (or regular expressions) and
routing policies to determine the route to the Avaya SBCE for egress to the Axtel network.
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A separate SIP trunk was created between Communication Manager and Session Manager to
carry the service provider traffic. This was done so that any trunk or codec settings required by
the service provider could be applied only to this trunk and not affect other enterprise SIP traffic.
The trunk carried both inbound and outbound traffic.

Messaging was used during the compliance test to verify voice mail redirection and navigation,
as well as the delivery of MWI (Message Waiting Indicator) messages to the enterprise
telephones. Messaging was installed on a single standalone server located on the enterprise
network, administered as a separate SIP entity in Session Manager. Since the configuration tasks
for Messaging are not directly related to the interoperability tests with the Axtel SIP Trunking
Service, they are not included in these Application Notes.

During the compliance test, users dialed 9 + N digits to make calls across the SIP trunk to Axtel.
For outbound local calls in Monterrey, Mexico, Axtel expected eight digits numbers in the
destination headers (Request-URI and To), but the complete 10 digit number (including the area
code 81) in the source headers (From, Contact, P-Asserted-ldentity). Calls to other endpoints,
like mobile phones, Toll Free, long distance, international, etc., used different number lengths in
the destination headers, and were provisioned accordingly in Communication Manager and
Session Manager.

For inbound calls, Axtel sent to the enterprise the last 4 digits of the 10 digit DID number in the
destination headers of inbound INVITE messages, and the complete 10 digit number of the
calling party, including the area code, in the From header.
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Component | Version
Avaya
Avaya Aura® Communication Manager on a 6.2 Service Pack 2
HP® Proliant DL360 G7 Server.
Avaya Aura® Session Manager on a HP® 6.2 Service pack 2
Proliant DL360 G7 Server.
Avaya Aura® System Manager on a HP® 6.2 Service Pack 2
Proliant DL360 G7 Server.
Avaya Aura® Messaging on a Dell PowerEdge 6.2 Service pack 0
R610 Server.
Avaya Session Border Controller for Enterprise 4.0.5.Q09
Avaya G450 Media Gateway 31.22.0
Avaya 96x0 Series IP Telephones (H.323) Avaya one-X Deskphone Edition
H.3233.1 SP 4
Avaya 96x0 Series IP Telephones (SIP) Avaya one-X Deskphone Edition SIP
2.6.6
Avaya 96x1 Series IP Telephones (H.323) Avaya one-X Deskphone Edition
H.323 6.2
Avaya 96x1 Series IP Telephones (SIP) Avaya one-X® Deskphone Edition
SIP 6.2
Avaya one-X® Communicator (H.323, SIP) 6.1.5.07-SP5-37595
Avaya 9408 Digital Telephone 2.00
Avaya 6210 Analog Telephone n/a
Servicio Troncal SIP de Axtel
Nortel CS2K \ SESM 12.0.0.6

The specific configuration above was used for the compliance testing. Note that this solution will
be compatible with other Avaya Server and Media Gateway platforms running similar versions
of Communication Manager and Session Manager.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Manager for the Axtel SIP
Trunking service. A SIP trunk is established between Communication Manager and Session
Manager for use by signaling traffic to and from Axtel. It is assumed that the general installation
of Communication Manager, Avaya G450 Media Gateway and Session Manager has been
previously completed and is not discussed here.

The Communication Manager configuration was performed using the System Access Terminal
(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity
in presentation.

5.1. Licensing and Capacity

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows that 24000 licenses are available and 287 are in use. The
license file installed on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity.

parameters customer-options
OPTIOHAL FEATURES

IPF PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12888 18

Maximum Concurrently Registered IP Stations: 18888

Maximum Administered Remote Office Trunks: 12888

Maximum Concurrently Registered Remote Office Stations: 18888
Haximum Concurrently Registered IP eCons: 414
HMax Concur Registered Unauthenticated H.323 Stations: 1688

Haximum Video Capable Stations: 416868

Maximum Uideo Capable IP Softphones: 188688

Haximum Administered SIP Trunks: 248084

Haximum Administered Ad-hoc Video Conferencing Ports: 24888
Maximum Humber of D51 Boards with Echo Cancellation: 522
Maximum TH2581 UAL Boards: 128
Maximum Hedia Gateway UAL Sources: 258
Maximum TH2682 Boards with 88 UoIP Channels: 128
Maximum TH2682 Boards with 328 UoIP Channels: 128
Haximum Humber of Expanded Heet-me Conference Ports: 1088

EEE—LEEEE#MEEEE#
H

(HOTE: You must logoff & login to effect the permission changes.)

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 62
SPOC 2/7/2013 ©2013 Avaya Inc. All Rights Reserved. Axtel_ CMSMASBCE



5.2. System Features

Use the change system-parameters features command to set the Trunk-to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint. If
for security reasons, incoming calls should not be allowed to transfer back to the PSTN then
leave the field set to none.

BS

FEATURE-RELATED SY¥STEM PARAMETERS

Self Station Display Enabled?

Trunk-to-Trunk Transfer:

Automatic Callback with Called Party Queuing?

Automatic Callback - Ho Answer Timeout Interval {rings}:
Call Park Timeout Interwval {minutes):

O0fFf-Premises Tone Detect Timeout Interval {seconds):
AAR/ARS Dial Tone Required?

W |=

1-\=|I'\J|—L|m|=l
= =

Music {or Silence) on Transferred Trunk Calls? no
DID/Tie/ISDH/SIP Intercept Treatment: attd
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
Automatic Circuit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists?

fiuto Abbreviated/Delayed Transition Interwval (rings}:
Protocol for Caller ID fAnalog Terminals:

Display Calling Humber for Room to Room Caller ID Calls?

|I'\J 1=

ellcore

=M [==]

On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance test used the value of anonymous for both.

change system-parameters features Page 9 of 19
FEATURE-RELATED SY¥STEM PARAMETERS

CPH/ANIAICLID PARAMETERS
CPH/AHIFICLID Replacement for Restricted Calls: anonymous
CPHAAHIFICLID Replacement for Unavailable Calls: anonymous

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n
INTERHATIOHMAL CALL ROUTING PARAMETERS
Local Country Code:
International ficcess Code:
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5.3. IP Node Names

Use the change node-names ip command to verify that node names have been previously
defined for the IP addresses of the Communication Manager (procr) and Session Manager
(asm). These node names will be needed for defining the service provider signaling group in
Section 5.6.

change node-names if Page 1 of 2
IPF HODE HAMES
Hame IPF Address
asm 192 _16B._18_32
default 6.8.8.8
msgserver 192 168 ._18.12
procr 192168 .18.12
procrb 38
rselahb 192 .168.8.228
5.4. Codecs.

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the service provider. For the compliance test, ip-codec-set 3 was used for this
purpose. The Axtel SIP Trunking Service supports codecs G.729B and G.711A, in this order of
preference. Enter G.729B and G.711A in the Audio Codec column of the table. Default values
can be used for all other fields.

change ip-codec-set 3 LET[ 1 of 2
IP Codec 5et

Codec Set: 3

Audio Silence Frames  Packet
Codec Suppression Per Pkt Size(ms)
1: G.729B n 2 28
2: G.7114 n 2 28

3:

Since T.38 is not supported, set the Fax Mode field to off on Page 2.
change ip-codec-set 3 Page 2 of 2
IP Codec Set

Allow Direct-IP HMultimedia? n

Mode Redundancy
FAx off a
Modem off a
TDDATTY us 3
Clear-channel n a
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5.5. IP Network Regions

Create a separate IP network region for the service provider trunk group. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the service provider versus calls within the enterprise or elsewhere. For the compliance test,

IP Network Region 3 was chosen for the service provider trunks. Use the change ip-network-
region 3 command to configure region 3 with the following parameters:

e Set the Authoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain name is sil.miami.avaya.com as assigned to the shared test
environment in the Avaya test lab. This domain name appears in the “From” header of
SIP messages originating from this IP region. Enter a descriptive name in the Name field.

e Leave both Intra-region and Inter-region IP-I1P Direct Audio set to yes, the default
setting. This will enable IP-IP Direct Audio (shuffling), to allow audio traffic to be sent
directly between IP endpoints without using media resources in the Avaya Media
Gateway. Shuffling can be further restricted at the trunk level on the Signaling Group
form.

e Set the Codec Set field to the IP codec set defined in Section 5.4.

e Default values can be used for all other fields.

IP HETWORK REGIOH

Region: 3
Location: 1 Authoritative Domain: sil.miami.avaya.com
Hame: Axtel
MEDIA PARAMETERS Intra-region IP-IP Direct fAudio: yes
Codec Set: 3 Inter-region IP-IP Direct Audio: yes
UDP Port HMin: 2848 IF Audio Hairpinning? n

UDP Port HMax: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHEB WValue: 46
Audio PHB Value: 4G
Uideo PHB Walue: 26
882 _1P/0 PARAMETERS
Call Control 882 .1p Priority:
Audio 882 _1p Priority:
UVideo 882_1p Priority: AUDID RESOURCE RESERUATIOH PARAMETERS
H_323 IP EHDPOIHTS RSUP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 28
Keep-fAlive Interval (sec): 5
Keep-Alive Count: 5

[ R=N=

On Page 4, define the IP codec set to be used for traffic between region 3 and region 1 (the rest
of the enterprise). Enter the desired IP codec set in the codec set column of the row with
destination region (dst rgn) 1. Default values may be used for all other fields. The following
example shows the settings used for the compliance test. It indicates that codec set 3 will be
used for calls between region 3 (the service provider region) and region 1 (the rest of the
enterprise).
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ip-network-region 3

Source Region: 3 Inter Hetwork Region Connection Management I H
G A t

dst codec direct WAH-BW-1imits UVideo Intervening Dyn A G C

rgn set WaAH Units Total Horm Prio Shr Regions CAC R L e

1 3 u HolLimit n____ t

2 - _

3 3 all

4 - -

5.6. Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and Session Manager for use by the service provider trunk. This signaling group is
used for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, signaling group 3 was used for this purpose and was configured using the
parameters highlighted below:

e Setthe Group Type field to sip.

e Set the IMS Enabled field to n. This specifies the Communication Manager will serve
as an Evolution Server for the Session Manager.

e Set the Transport Method to the recommended default value of tls (Transport Layer
Security). Set the Near-end Listen Port and Far-end Listen Port to a valid unused
port instead of the default well-known port value. (For TLS, the well-known port value
IS 5061). This is necessary so the SM can distinguish this trunk from the trunk used for
other enterprise SIP traffic. To facilitate tracing and fault analysis, the compliance test
was conducted with the Transport Method set to tcp and the Near-end Listen Port
and Far-end Listen Port set to 5075. (For TCP, the well-known port value is 5060).

e Set the Peer Detection Enabled field to y. The Peer-Server field will initially be set to
Others and cannot be changed via administration. Later, the Peer-Server field will
automatically change to SM once Communication Manager detects its peer is a Session
Manager.
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SIGHALIHG GROUP

Group Humber: 3 Group Type: sip
IM3 Enabled? n Transport Hethod: tcp
0-3IP? n
IF Uideo? n Enforce SIPS URI for SRTP? u

Peer Detection Enabled? i Peer Server: SH

Hear-end Hode Hame: procr Far-end Hode Hame: asm
Hear-end Listen Port: SB75 Far-end Listen Port: 5875

Far-end Hetwork Region: 3
Far-end Secondary Hode Hame:

Far-end Domain: sil.miami.avaya.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Hoise? n

DTHF over IP: rtp-payload Direct IP-IP Audio Connections? n

Session Establishment Timer({min): 3 IP fAudio Hairpinning? n
Enable Layer 3 Test? y

Alternate Route Timer{sec): 6

Set the Near-end Node Name to procr. This node name maps to the IP address of the
Communication Manager as defined in Section 5.3.

Set the Far-end Node Name to asm. This node name maps to the IP address of Session
Manager as defined in Section 5.3.

Set the Far-end Network Region to the IP network region defined for the service
provider in Section 5.5.

Set the Far-end Domain to the domain of the enterprise.

Set the DTMF over IP field to rtp-payload. This value enables Communication
Manager to send DTMF transmissions using RFC 2833.

Set Direct IP-1P Audio Connections to n. This setting will effectively disable media
shuffling on the SIP trunk. This was needed as a workaround to the no audio path
situation on incoming calls described in Section 2.2.

Default values may be used for all other fields.
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5.7. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.6. For the compliance test, trunk group 3 was configured using the parameters
highlighted below.

e Setthe Group Type field to sip.

e Enter a descriptive name for the Group Name.

e Enter an available trunk access code (TAC) that is consistent with the existing dial plan
in the TAC field.

e Set the Service Type field to public-ntwrk.

e Set the Signaling Group to the signaling group shown in the previous step.

e Set the Number of Members field to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

e Default values were used for all other fields.

TRUHE GROUP

Group Humber: 3 Group Type: sip CDR Reports: u
Group Hame: Axtel COR: 1 TH: 1 TAC: 683
Direction: two-way Outgoing Display? n
Dial Access? n Hight Service:
(Queue Length: @
Service Type: public-ntuwrk Auth Code? n

Hember Assignment Hethod: auto
Signaling Group: 3
Humber of Members: 6

On Page 2, verify that the Preferred Minimum Session Refresh Interval is set to a value
acceptable to the service provider. This value defines the interval that re-INVITES must be sent
to keep the active session alive. For the compliance test, the default value of 600 seconds was
used.

change trunk-group 3 Fage 2 of 21
Group Type: sip

TRUHE PARAMETERS

Unicode Hame: auto

LA
=
=
=

Redirect On OPTIH Failure:

-

SCCAN? n Digital Loss Group:
Preferred Minimum Session Refresh Interval{sec):

S
=
=

Disconnect Superwvision - In? y Out? u
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On Page 3, set the Numbering Format field to public. Set the Replace Restricted Numbers
and Replace Unavailable Numbers fields to y. This will allow the CPN displayed on local
endpoints to be replaced with the value set in Section 5.2, if the inbound call enabled CPN block.

change trunk-group 3 Fage 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Humbering Format: public
UUI Treatment: service-provider

Replace Restricted Humbers? y
Replace Unavailable Humbers? uy

On Page 4, set the Network Call Redirection field to y. This enables the use of the SIP REFER
method for calls that are transferred back to the PSTN. Set the Send Diversion Header field to
y. This is needed to support call forwarding of inbound calls back to the PSTN and some
Extension to Cellular (EC500) call scenarios. Set the Support Request History field to n.

Set the Telephone Event Payload Type to 101, and Convert 180 to 183 for Early Media to y,
the values preferred by Axtel. Set Identity for Calling Party Display to From. This setting will
instruct Communication Manager to use the From header as the source for caller 1D information
on incoming calls. Default values were used for all other fields.

change trunk-group 3

FROTOCOL VYARIATIONS

Mark Users as Phone?

Prepend *+°' to Calling Humber?

Send Transferring Party Information?
Hetwork Call Redirection?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

=== ===

b

Convert 188 to 183 for Early Hedia?

Always Use re-IHUITE for Display Updates?
Identity for Calling Party Display:

Block Sending Calling Party Location in INUITE?
Enable Q-3IP%

=Eam==
-
=
=
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5.8. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since public
numbering was selected to define the format of this number (Section 5.7), use the change
public-unknown-numbering command to create an entry for each extension which has a DID
assigned. DID numbers are provided by the SIP service provider. Each DID number is assigned
in this table to one enterprise internal extension or Vector Directory Numbers (VDNs), and they
are used to authenticate the caller. In the sample configuration, 5 DID numbers were assigned for
testing. These 5 numbers were mapped to 5 extensions, 3001 to 3005. These 10-digit numbers
were used in the outbound calling party information on the service provider trunk when calls
were originated from these 5 extensions.

change public-unknown-numbering 1
HUMBERING - PUBLIC/UNKHOWHN FORMAT

Total
Ext Ext Trk CFH CFH
Len Code Grp{s) Prefix Len

Total Administered: 12

L 2 n Mazimum Entries: 9990
4 3 4
4 38 3 8112345678 14 Hote: If an entry applies to
4  3aez 3 8112345679 18 a SIP connection to Avaya
4  3Jaa3 3 B112345680 18 Auraf{R) Session Manager,
4 3Jaay 2 8112345681 18 the resulting number must
4  38es 2 8112345682 18 be a complete E.164 number.

In a real customer environment, DID numbers are usually comprised of the local extension plus a
prefix. If this is true, then a single public unknown numbering entry could be applied for all
extensions. In the example below, all stations with a 4-digit extension length, beginning with 3,
will send the calling party number as the CPN Prefix plus the extension number.

public-unknown-numbering 1
HUMBERIHG - PUBLIC/UHKHOWH FORMAT

Total
Ext E=Xt Trk CPH CPH
Len Code Grp(s) Prefixz Len
4 3 3 811234 10
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5.9. Inbound Routing

In general, the “incoming call handling treatment” form for a trunk group can be used to
manipulate the digits received for an incoming call if necessary. Since Session Manager is
present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handling table may not be
necessary. If the DID number sent by Axtel is unchanged by Session Manager, then the DID
number can be mapped to an extension using the incoming call handling treatment of the
receiving trunk group. During the compliance test, the last 4 digits of the DID number was sent
from Axtel to the enterprise. Use the change inc-call-handling-trmt command to create an entry
for each DID.

change inc-call-handling-trmt trunk-group 3

IHCOMING CALL HAHDLING TREATHEHNT
Service/ Humber Humber Del Insert
Feature Len Digits
public-ntwrk 4 GA7E 4 3aad
public-ntuwrk 4 L4679 4 Jaaz
public-ntuwrk 4 L5680 4  3ae83
public-ntwrk 4 LSAE1 4 3aah
public-ntwrk 4 LSaR2 4 3aas
public-ntuwrk - .
public-ntwrk
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enterprise callers will dial 9 to reach an “outside line”.
This common configuration is illustrated below with little elaboration. Use the change dialplan
analysis command to define a dialed string beginning with 9 of length 1, as a feature access code
(fac).

change dialplan analysis Page 1 of 12
DIAL PLAH AHALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type

1 4  ext - _

2 4  ext - _

2 4 ext _ .

4 4 ext _ .

L 4  ext - _

i} 3 dac - _

Fi 4 ext _ .

8 1 fac _ .

9 1 fac - _

* 3 dac - _

# 2 dac

Use the change feature-access-codes command to configure 9 as the Auto Route Selection
(ARS) — Access Code 1.

change feature-access-codes Page 1 of 11
FEATURE ACCESS CODE {FAC})

Abbreviated Dialing List1 fAccess Code:

Abbreviated Dialing List2? Access Code:

Abbreviated Dialing List3 Access Code:

Abbreviated Dial - Prgm Group List fAccess Code:

Announcement Access Code: #1
Answer Back Access Code:
Attendant Access Code:
Auto Alternate Routing {AAR) Access Code: 8
Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: Deactivation:
Call Forwarding Activation Busy/DA: All: Deactivation:
Call Forwarding Enhanced Status: Act: Deactivation:
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Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. See Section 2.1 for the complete list of call types tested. All dialed strings are
mapped to route pattern 3 which contains the SIP trunk group to the service provider.

change ars analysis 8
ARS DIGIT AHALYSIS TABLE
Location: all

Dialed Total Route call Hode

String Min HMax Pattern Type Hum
ga1 13 13 3 intl
a1 12 12 2 natl _
13 8 8 2 hnpa .
83 8 8 3 hnpa .
84 8 8 2 hnpa _
86 8 8 2 hnpa _

Page 2 of 2

Percent Full: 1

ANI
Reqd

S EEEE S

The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the

values used for route pattern 3 for the compliance test.
e Pattern Name: Enter a descriptive name.

e Grp No: Enter the outbound trunk group for the SIP service provider. For the compliance

test, trunk group 3 was used.

o FRL: Set the Facility Restriction Level (FRL) field to a level that allows access to this
trunk for all users that require it. The value of 0 is the least restrictive level.

Page 1 of 3

change route-pattern 3
Pattern Humber: 3 Pattern Hame: To Axtel
SCCANH? n Secure 5IP? n
Grp FRL HPA Pfx Hop Toll Ho. Inserted DC3S IKC
Ho Mrk Lmt List Del Digits OsIG
Dgts Intuw
-2 8 _ . _ n user
S n user
J: _ . n user
S n user
S n user
S n user
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:
e SIP domain
e Logical/physical Location that can be occupied by SIP Entities
e SIP Entities corresponding to Communication Manager, Session Manager and the Avaya
SBCE
e Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities
¢ Routing Policies, which control call routing between the SIP Entities
o Dial Patterns, which govern to which SIP Entity a call is routed

e Session Manager Instance, corresponding to the Session Manager Server to be managed
by System Manager

It may not be necessary to create all the items above when creating a connection to the service
provider, since some of them would have already been defined as part of the initial Session
Manager installation. This includes entries such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 62
SPOC 2/7/2013 ©2013 Avaya Inc. All Rights Reserved. Axtel_ CMSMASBCE



6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address
of System Manager. Log in with the appropriate credentials and click on Log On (not shown).
The Home screen shown below is then displayed. Some of the links below will be referenced in
subsequent sections of the Session Manager configuration. Most items will be located under the

Routing section highlighted below.

AVAYA

Administrators
Manzge Administrative Users

Directory Synchronization
Synchronize users with the
Enterprise dirsctery

Groups & Roles
Manage groups, reles and assign
roles to users

UCHM Roles
Manage UCM Reles, assign reles
to users

User Management

Manage users, shared user
reseurces and provision users

Avaya Aura®System Manager 6.2

B5200 Branch Gateway
Mznzge ESS00 Branch Gateway
6.2 elements

Communication Manager
Manage Communicatien Managsr
5.2 znd highsr glements

Conferencing
Manage Conferencing Multimedia
Server objects

Inventory
Manage, discover, and navigate to
elements, updats element
softwars

Meeting Exchange
Mznage Mesting Exchangs and
Avaya Aura Conferencing 6.0
elements

Messaging
Mzanags Avayas Aura Messaging,
Communication Manager
Messaging, and Modular
Messaging

Presence
Brassnce

Routing
Metweork Reuting Policy

Session Manager
Session Manager Elemant
Managsr

5IP A5 8.1
SIPAS 2.1

Services

Backup and Restore
EBackup znd restere System
Manager database

Bulk Import and Export
Manzage Bulk Impert and Export of
Users, User Glabzl Settings,
Ralzs, Elements and athers
Configurations
Manage system wide
cenfigurations
Events
Manage alarms view and harvest
lags
Licenses
View and cenfigure licenses
Replication
Track data replication nodes,
repair replication nedes
Scheduler
Schedule, track, cancel, updats
and delete jobs

Security
Manage Security Certificatas

Templates
Manzage Templates for
Communication Manzager,
Meszaging System and B5800
BEranch Gateway elements

UCM Services
Manage UCM applicatiens and
navigatien such 25 CS1000
deployment, patching, ISSS and
SMMP
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Clicking the Elements = Routing link brings up the Introduction to Network Routing Policy
screen. The left-hand pane navigation tree contains many of the items to be configured in the
following sections.

amber 1 3012 3-25 FM

AVAyA Avaya Aura®System Manager 6.2 e

= Fazzword | Log off admin

Routing *| Home

g ‘
Domains I
Locations Introduction to Network Routing Policy T
Adaptations

Metwork Routing Pelicy consists of several routing zpplicatiens like "Demains", "Locatiens”, "SIP Entities", stc.

SIP Entities The recemmended order te use the reuting applications (that means the evarall reuting werkflew) to cenfigurs yeour
Entity Links netwerk cenfiguration is as fellows

Time Ranges Step 1: Create "Demazins” of type SIF [other reuting applicatiens are referring demains of type SIF),

Routing Palicias Step 2: Creats "Locztions”

Dial Patterns Step 3: Creats "Adaptations”

Regular Expressions Step 4: Create "SIP Entitizs”

Defaults

- SIF Entities that are used as "Outbound Froxies" e.g. 2 certzin "Gateway" or "SIE Trunk"
- Crzate zll "other SIP Entities” [Sessien Manager, CM, SIR/BESTN Gateways, SIP Trunks)
- Aszsign the zpproprizts "Locatiens”, "Adzptations"” znd "Outbound Prowies”

Step 5: Create the "Entity Links"

6.2. SIP Domain

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. For the compliance test, this will be the enterprise domain, sil. miami.avaya.com.
Navigate to Routing = Domains in the left-hand navigation pane (Section 6.1) and click the
New button in the right pane (not shown). In the new right pane that appears (shown below), fill
in the following:

e Name: Enter the domain name.
e Type: Select sip from the pull-down menu.
e Notes: Add a brief description (optional).

Click Commit. The screen below shows the entry for the enterprise domain

Home [/ Elements / Routing / Domains

Help ?

Domain Management

Warning: SIF Domiain name change will cause login failure for Communication Address handles vith this domzin. Consult release
notes or Suppert for steps to reset login credentials.

1 Item Refresh Filter: Enable
Mame Type | Default ‘ Motes
“lzil.miami.avaya.com | Lab Domain
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6.3. Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing - Locations in the left-hand navigation pane and click the New button in the right
pane (not shown). In the General section, enter the following values.

e Name: Enter a descriptive name for the location.
e Notes: Add a brief description (optional).

In the Location Pattern section, click Add and enter the following values. Use default values
for all remaining fields:

e |IP Address Pattern: An IP address pattern used to identify the location.
e Notes: Add a brief description (optional).

The abbreviated screen below shows the addition of the location SIL Lab, which includes all the
equipment on the enterprise network. Note that call bandwidth management parameters should
be set per customer requirements. Click Commit to save.

Routing ‘
Domains oo n
Locations Location Details
Adaptations
SIP Entities General
Entity Links * Name: |SIL Lab
Time Ranges Notes:

Routing Policies
Dial Patterns Overall Managed Bandwidth

Regular Expressions —
g = Managed Bandwidth Units: | Kbit/sec +

Defaults
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia
Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra .
~Location): 1000| Kbit/Sec
Maximum Multimedia Bandwidth (Inter .
~Location): 1000| Kbit/Sec
* Minimum Multimedia Bandwidth: 64| Kbit/Sec
* Default Audio Bandwidth: 100| |Kbit/sec ¥
L ocation Pattern
1 Item | Refresh Filter: Enable
| IP Address Pattern Motes
O +*|isz.168.10.%
Select :all, None
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6.4. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes Communication Manager and the Avaya SBCE. Navigate to Routing =
SIP Entities in the left navigation pane and click on the New button in the right pane (not
shown). In the General section, enter the following values. Use default values for all remaining
fields:

e Name: Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for
SIP signaling.

o Type: Select Session Manager for Session Manager, CM for
Communication Manager and SIP Trunk for the Avaya SBCE

e Adaptation: This field is only present if Type is not set to Session Manager

If Adaptations were to be created, here is where they would be
applied to the entity.

e Location: Select the location that applies to the SIP Entity being created.
For the compliance test, all components were located in location
SIL Lab.

e Time Zone: Select the time zone for the location above.

The following screen shows the addition of the Session Manager SIP Entity. The IP address of
the Session Manager Security Module is entered for FQDN or IP Address.

Home / Elements / Routing / SIP Entities
Help ?
SIP Entity Details
General
* Name: MA_Session Manager
* FQDN or IP Address: |192.168.10.32
Type:
Notes: SM100
Location: SIL Lab
Outbound Proxy: hd
Time Zone: |America/New_York b
Credential name:
SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration
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To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities. In the Port
section, click Add and enter the following values. Use default values for all remaining fields:

e Port: Port number on which the Session Manager can listen for SIP
requests.
e Protocol: Transport protocol to be used to send SIP requests.

e Default Domain: The domain used for the enterprise.
Defaults can be used for the remaining fields. Click Commit to save.

The screen below shows the ports used by Session Manager in the shared lab environment. Only
TCP ports 5060 and 5075 are directly relevant to these Application Notes.

Port
TCP Failover port:
TLS Failover port:
7 Items Refresh Filter: Enable
[ | Port Protocol Default Domain Motes
F 5060 TCF |w zil.miami.avaya.com |v
[ 5060 UDP [» sil.miami.avaya.com %
F 5061 TLS (W sil.miami.avaya.com
F 5070 TCF |w zil.miami.avaya.com
[ 5075 TCP (w sil.miami.avaya.com %
F 5080 TCP |w sil.miami.avaya.com
F 6060 TCF |w zil.miami.avaya.com
Select : All, None
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In order for Session Manager to route SIP service provider traffic on a specific trunk group in
Communication Manager, a separate link to Communication Manager is required. This requires
the creation of a separate SIP entity for Communication Manager, other than the one created at
Session Manager installation for use by all other SIP traffic between the two servers.

The following screen shows the addition of this SIP Entity for Communication Manager. The

FQDN or IP Address field is set to the IP address of the “procr” interface in Communication
Manager.

Home / Elements / Routing / SIP Entities

Help ?
SIP Entity Details
General
* Name: [CM Trunk 3 Axtel
* FQDN or IP Address: (192.155.10.12
Type:
MNotes:
Adaptation: b
Location: |SIL Lab
Time Zone: |America/New_York b
Override Port & Transport with DNS 0
SRV:
* SIP Timer B/F (in seconds): |4
Credential name:
Call Detail Recording: none %
SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration
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The following screen shows the addition of the Avaya SBCE Entity. The FQDN or IP Address
field is set to the IP address of the SBC private network interface (see Figure 1).

Home / Elements f Routing / SIP Entities

Help ?
SIP Entity Details
General
* Name: |MA_SBCE |
* FQDN or IP Address: |192.168.10.72 |
Type: |
MNotes: |A\.faya SBCE |
Adaptation: | v
Location:
Time Zone: |Ameriu:a;"New_‘r’ork b
Override Port & Transport with DN [
SRV:
* SIP Timer B/F (in seconds):
Credential name: |
Call Detail Recording:
SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration »
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6.5. Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links were created; one to the Communication Manager for use only by service
provider traffic and one to the Avaya SBCE. To add an Entity Link, navigate to Routing =
Entity Links in the left navigation pane and click on the New button in the right pane (not
shown). Fill in the following fields in the new row that is displayed:

e Name: Enter a descriptive name.

e SIP Entity 1: Select the Session Manager from the drop-down menu.

e Protocol: Select the transport protocol used for this link.

e Port: Port number on which Session Manager will receive SIP requests
from the far-end.

e SIP Entity 2: Select the name of the other system from the drop-down menu.

e Port: Port number on which the other system receives SIP requests from

the Session Manager.
e Connection Policy: Select Trusted to allow calls from the associated SIP Entity.

Click Commit to save.

It should be noted that in a customer environment the Entity Link to Communication Manager
would normally use TLS. For the compliance test, TCP was used to facilitate troubleshooting
since the signaling traffic would not be encrypted.

The screen below shows the Entity Link to Communication Manager. The protocol and ports
defined here must match the values used on the Communication Manager signaling group form
in Section 5.6.

Entity Links
1 Item Refresh Filter: Enable
Name SIP Entity 1 Protocol = Port SIP Entity 2 Port c“';';ﬁg:“"
“|5M to CM Trunk 3 “|MA_Session Manager TCF » *|15075 | CM Trunk 3 Axtel w #5075 Trusted w
£ >

Entity Link to the Avaya SBCE:

Entity Links
1 Item Refresh Filter: Enable
Name SIP Entity 1 Protocol = Port SIP Entity 2 Port c“:’;ﬁg”"
*|5M to SBECE *|M&_Session Manager w| [TCP » *|5080 *|MA_SBCE ~| *[s080 Trusted W
< >
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6.6. Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.4. Two routing policies must be added: one for Communication Manager
and one for the Avaya SBCE. To add a routing policy, navigate to Routing - Routing Policies
in the left navigation pane and click on the New button in the right pane (not shown). The
following screen is displayed. In the General section, enter the following values:

e Name: Enter a descriptive name.
e Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select.
The selected SIP Entity displays on the Routing Policy Details page as shown below. Use
default values for remaining fields. Click Commit to save.

The following screens show the Routing Policies for Communication Manager and the Avaya
SBCE

Home / Elements / Routing / Routing Policies
Help ?
Routing Policy Details
General
* Name: To CM Trunk 3
Disabled: []
* Retries: |0
Notes:
SIP Entity as Destination
Name FQDMN or IP Address Type Motes
CM Trunk 3 Axtel 192.168.10.12 cM
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Help ?

Routing Policy Details

General
* Mame: To ASBCE
Disabled: [
* Retries: |0

Motes: (Outbound to MaA_SBCE

SIP Entity as Destination

Name FQDN or IP Address Type Notes
Ma_SECE 152.168.10.72 SIP Trunk Avaya SBCE

6.7. Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
test, dial patterns were needed to route calls from Communication Manager to Axtel and vice
versa. Dial Patterns define which route policy will be selected for a particular call based on the
dialed digits, destination domain and originating location. To add a dial pattern, navigate to
Routing = Dial Patterns in the left navigation pane and click on the New button in the right
pane (not shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values:

e Pattern: Enter a dial string that will be matched against the Request-URI of the call.
e Min: Enter a minimum length used in the match criteria.

e Max: Enter a maximum length used in the match criteria.

e SIP Domain: Enter the destination domain used in the match criteria.

e Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
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Two examples of the Dial Patterns used for the compliance test are shown, one for outbound
calls from the enterprise to the PSTN and one for inbound calls. Other Dial Patterns (e.g., 01
long distance national, 001 international calls to the U.S., etc.) were similarly defined.

The example in this screen shows that in the test environment, 8 digit dialed numbers for
outbound local calls in Monterrey, Mexico, beginning with 84 and originating from the SIL Lab

location uses route policy To ASBCE, which sends the call out to the PSTN via the Avaya
SBCE to the Axtel SIP Trunk.

Home / Elements / Routing / Dial Patterns
Help ?
Dial Pattern Details
General
* Pattern: (856
* Min: 8
* Max: |8
Emergency Call: []
Emergency Priority:
Emergency Type:
SIP Domain: | sil.miami.avaya.com
MNotes: |Local calls in Monterrey, MX
Originating Locations and Routing Policies
1 Item Refresh Filter: Enable
Originating Routing Routing Routi Pali Routing
[] originating Location Name 1 . Location Policy Rank 2 Policy D:I;t!ngt' otcy Policy
Notes MName Disabled ination Motes
= - s Cutbound to
[0 siLLab To ASBCE 0 Ma_SBCE WA, SBCE
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The second example shows that a 4 digit number starting with 56, which is the DID range
assigned by Axtel to the enterprise, will use route policy To CM Trunk 3 to Communication
Manager.

Help ?
Dial Pattern Details
General
* Pattern: |56
¥ Min: |4
¥ Max: |4
Emergency Call: []
Emergency Priority:
Emergency Type:
SIP Domain:  sil.miami.avaya.com %
Notes: Incoming from Axtel
Originating Locations and Routing Policies
1 Item Refresh Filter: Enable
[l = Originating Location Name 1 E;E:E?r:li"g ggri:::iv::g Rank 2 R;;EE;? Rnut?ng I_’nliqr ggri:::i\::g
Notes Name Disabled EESITETT Notes
0 siLiak ﬁuﬁﬁg ) CM Trunk 3 Axtel

6.8. Add/View Session Manager Instance

The creation of a Session Manager Instance provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add a Session Manager, navigate to Elements = Session Manager = Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). If the Session Manager already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name: Select the SIP Entity created for Session
Manager.
e Description: Add a brief description (optional).

e Management Access Point Host Name/IP:  Enter the IP address of the Session Manager
management interface.
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The screen below shows the Session Manager values used for the compliance test.

Help ?
View Session Manager
General | Security Module | NIC Bonding | Monitoring | COR | Personal Profile Manager (PPM) - Connection Settings | Event
Server
Expand All | Collapse All
General ®
SIP Entity Name MA_Session Manager
Description SIL_MA SM
Management Access Point Host Name/IP 192.158.10.31
Direct Routing to Endpoints Enable
In the Security Module section, enter the following values:
o SIP Entity IP Address: Should be filled in automatically based on the SIP Entity

Name. Otherwise, enter IP address of Session Manager
signaling interface.

¢ Network Mask: Enter the network mask corresponding to the IP address of
Session Manager.

o Default Gateway: Enter the IP address of the default gateway for Session
Manager.

Use default values for the remaining fields. Click Save (not shown) to add this Session
Manager. The screen below shows Security Module values used for the compliance test.

Security Module =

SIP Entity IP Address 192.165.10.32
Network Mask 255.255.255.0
Default Gateway 192.1635.10.254
Call Control PHB 45
QOS Priority ©
Speed & Duplex Auto

VLAN ID
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7. Configure Avaya Session Border Controller for Enterprise

In the sample configuration, the Avaya SBCE is used as the edge device between the Avaya CPE
and the Axtel SIP Trunking Service.

These Application Notes assume that the initial installation of the Avaya SBCE and the
assignment of a management IP Address have already been completed.

7.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Select the UC-Sec Control Center.

©) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer

Log in using the appropriate credentials.

Sign in
LoginiD ||

Password \ |

=

The UC-Sec ™ family of products from Sipera Systems delivers comprehensive
VelP security by adapting the best practices of internet security and by using unique,
sophisticated techniques such as VolP protocal misuse & anomaly detection,
behavicral learning based anomaly detection and voice spam detection to protect
VoIP networks.

Visitthe Sipera Svstems website to learn mare.

NOTICE TO USERS: This system is for authorized use only. Unauthorized use of this
system is strictly prohibited. Unauthorized or improper use of this system may
resultin civil and/or criminal penalties. Use of this system constitutes consent to
security monitoring. All activity is logged with legin infe, host name and IP address.
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Once logged in, the Welcome screen of the UC-Sec Control Center is presented. The left
navigation pane contains the different available menu items used for the configuration of the

Avaya SBCE.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current zerver time is 3:23:58 PM GMT

@ Alarms Incidents  [[f Statistics

=) UC-Sec Contral Center
&) Welcome
¢ Administration
[&]| Backup/Restore
@ System Management
> |2 Global Parameters
> | Global Profiles
> [ SIP Cluster
> |2y Domain Policies
> |2) Device Specific Settings
> [ Troubleshooting
> |2 TLS Management
> |2y IM Logaing

@) Sipera

Systems

@] Logout | (@ Help

=] Logs | % Diagnostics |[Bf Users

Securing your real-time unified communications

Sipera Website
Sipera VIPER Labs
Contact Support

petworce |

Avaya_SBCE DMZ_OMLY =]

A comprehensive IP Communications Security product, the Sipera UC-Sec offers a complete
suite of security, enablement and compliance features for protecting and deploying unified
communications such as Voice-over-IP (ValP), instant messaging (IM), multimedia, and
collaboration applications

If you need support, please call our toll free number at (866) 861-3113 or e-mail

SUPPOT@SIPEra.com.
Alarms (Past 24 Hours) Incidents (Past 24 Hours)
Mone found.

Mone found.

Administrator Notes [Add]

Mo notes posted

7.2. System Information

To view system information that was configured during installation, select System Management on
the left navigation pane. A list of installed devices is shown in the right pane. In the case of the
sample configuration, a single device named Avaya_SBCE is shown. Verify the device is showing
the status of Commissioned, like in the screen below.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 3:28:29 PM GMT

@ Alarms Incidents I]ﬁ Statistics | =] Logs f, Diagnostics m Users

|2 UC-Sec Control Center
@ welcome
<7 Administration
Backup/Restore
BH System Management

» |2 Global Parameters

= |2y Glebal Profiles

> |2 SIP Cluster

> |y Domain Policies

» |2 Device Specific Settings

QJ Logout | (@ Help

System Management

Installed Updates

| Devicetame | SenalWumber  [Verson|  saws | | | | | ||
Avaya_SBCE IPCS31020132 4.0.5.009 BE@E e .’ x

To view the network information assigned to the Avaya SBCE, click the View Config icon (third
icon from the right). The System Information window is displayed as shown on the next screen.
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System Information: Avaya_SBCE

- General Settings

Network Configuration

5!

Device Settings
Appliance Name Avaya_SBCE HA Mode M
Box Type SIP Secure Channel Mode Mane
Deployment Mode Proxy Two Bypass Mode Mo

- Network Settings

1921681072
1010157142

192.168.10.72
10.10.157.142

2552552550

I N N T

192.168.10.254

255.255.255.0 10.10.157.254 B1
- DNS Configuration Management IP(s)
Primary DHS 192.168.10.100 IP 192 168.10.70
Secondary DNS
OMS Location DMZ
DHS Client IP 192 168.10.72

The System Information screen shows the Network Settings, DNS Configuration and
Management IP information provided during installation. Note that the Al and B1 interfaces
correspond to the inside and outside interfaces for the A-SBCE, as shown in Figure 1.

7.3. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters
across all UC-Sec appliances.

7.3.1. Server Interworking

Interworking Profile features are configured to facilitate interoperability of implementations
between enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. These default profiles may be used as is, they can be cloned and
modified, or new profiles can be configured as described next.
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On the left navigation pane, select Global Profiles > Server Interworking. Click Add Profile.

|3 UC-Sec Control Center Global Profiles > Server Interworking: c=2100
Add Profile Clone Profile
< Administration -
HBackuprestnre Interworking Profiles It is mot recommended to edit the defaults. Try cloning or adding a new profile instead.
B8 system Management cs2100 General | | Timers | ‘ URI Manipulation ‘ | Header Manipulation | | Advanced |
I |2 Global Parameters avaya-ru
4 |3 Global Profiles 5
B Domain Dos &
%}- Fingerprint cisco-ccm Hold Support RFC3264
g3 Server Interworking cups 180 Handling Mone
%4 Phone Interworking Sipera-Halo 181 Handling Mone

Enter a descriptive name for the new profile. Click Next.

Interworking Profile

Avava |

On the General screen, under Hold Support check RFC3264-a=sendonly. Since T.38 is not to
be used with this solution, leave the T.38 Support box unchecked. All other parameters retain
their default values. Click Next.

Profile Mame

Interworking Profile [x]
. Geea |
{7 Mone
Hald Support ™ RFC2543-c=0.0.00
| * RFC3264 - a=sendonly |
180 Handling & Mone  SDP O Mo SDP
181 Handling & Mone  SDP O Mo SDP
182 Handling & Mone  SDP O Mo SDP
183 Handling & Mone  SDP O Mo SDP
Refer Handling N
3w Handling N
Diversion Header Support I
Delayed SDP Handling N
T.38 Support N |
LRI 2cheme fo SIP O TEL 7 ANY
¥
Via Header Format ~ EES;EE;
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Click Next on the Privacy and Timers tabs (not shown). On the Advanced Settings tab,
uncheck the Topology Hiding: Change Call-1D box. Click Finish to save and exit.

Advanced Settings

" Mone
Record Routes " Single Side
* Both Sides

Topology Hiding: Change Call-ID
Call-Info MAT

-
v

Change WMax Forwards

Include End Foint IF for Context Lookup
OCS Extensions

AVAYA Extensions

MORTEL Extensions

SLIC Extensions

A(a(aaa| o

Diversion Manipulation

Diversion Header URI

Metaswitch Extensions
Reseton Talk Spurt
Reset ERTP Context on Session Refresh
Has Remoate SBC

Route Respanse on Via Port

Cisco Extensions

E—I—Iﬂ—l—l—l

7.3.2. Routing Profiles

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the
Avaya SBCE interfaces.

Two Routing Profiles were created in the test configuration, one for inbound calls, with Session
Manager as the destination, and the second one for outbound calls, which are routed to the Axtel
SIP trunk.
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To create the inbound route, select the Routing tab from the Global Profiles menu on the left-
hand side. Select Add Profile (not shown).

Enter Profile Name: Route to SM. Click Next.

Routing Profile

Frofile Mame |F‘.nut5 to SM |

On the next screen, complete the following:

e Setthe URI Group to the wild card * to match on any URI
e Next Hop Server 1: 192.168.10.32 (Session Manager IP address)

e Check Routing Priority Based on Next Hop Server
e Outgoing Transport: TCP
e Click Finish

Routing Profile [

Each URI group may only be used once per Routing Profile,

URI Groue
Mexdt Hop Server 1 |1EE.1ES_1D_32 | IP, IP:Port, Demain, or Domain:Port
Mexd Hop Server 2 | | IP, IP:Port, Demain, or Domain:Port

v Routing Pricrity based on Mext Hop Server
[ Use Mext Hop for In Dialog Messages
[ lgnore Route Header for Messages Qutside Dialog

[ MAPTR [~ SRv
Outgaoing Transport " TLS & TCP " UDP
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Back at the Routing tab, repeat the process to create the outbound route:

Select Add Profile

Enter Profile Name: Route to SP

Click Next

Set the URI Group to the wild card * to match on any URI

Next Hop Server 1: 192.168.57.6 (service provider SIP Proxy IP address)
Check Routing Priority Based on Next Hop Server

Outgoing Transport: UDP

Click Finish

Routing Profile [*

Each URI group may only be used once per Routing Profile,

URI Group
Next Hop Server 1 152.168.57.5 | 1P, IP:Port, Domain, or Domain:Port
Mext Hop Server 2 | | IP, IP:Part, Domain, or Domain:Port

v Routing Pricrity based on Mext Hop Server
[~ Use Mext Hop for In Dialog Messages
[ lgnore Route Header for Messages Qutside Dialog

[ MNAPTR [~ SRY
Cutgoing Transpart = TLS & TCP * UDP

7.3.3. Server Configuration

Server Profiles are created to define the parameters for the Avaya SBCE two peers: the Call
Server (Session Manager) and the Trunk Server or SIP Proxy at the service provider’s network.
During the compliance test, the Trunk Server profile was configured to provide the registration
and authentication parameters for the SIP trunk, as required by Axtel.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration. Click Add Profile and enter the profile name. Session
Manager was the profile name used in the sample configuration.
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On the Add Server Configuration Profile, General Tab:
e Server Type: Select Call Server

e |IP Address: 192.168.10.32 (IP Address of Session Manager Security Module)

e Supported Transports: Check TCP
e TCP Port: 5060. Click Next.

Add Server Configuration Profile - General

Server Type Call Server j

1921681032

IF Addresses F Supported FQDMs
Camma seperated list

WV TGP
Supported Transports [T upDP

TS
TGP Port 5060 |
UDP Port | |
TLS Port | |

e Click Next on the Authentication tab
Click Next on the Heartbeat tab

e On the Advanced tab, select Avaya from the Interworking Profile drop down menu

&I

e Click Finish
Add Server Configuration Profile - Advanced
Enahble Dos Protection B
Enable Grooming B
Interwaorking Profile |Avaya V|
Signaling Manipulation Script |N0ne V|

TCP Connection Type

f«* SUBID  PORTID  MAPPIMNG
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To add the profile for the Trunk Server, on the Server Configuration screen, click Add Profile
and enter the profile name. Service Provider was the profile name used in the sample
configuration.

On the Add Server Configuration Profile, General Tab:
e Server Type: Select Trunk Server
e |IP Address: 192.168.57.6 (service provider’s SIP Proxy IP address)
e Supported Transports: Check UDP.
e UDP Port: 5060. Click Next

Add Server Configuration Profile - General [
Server Type |TrL|nI-c Server V|
192.168.57.6

IP Addresses / Supported FQDMs

Comma zeperated lizt

I TCP
Supported Transports v LDP

[ TLS
TCP Port | |
UDP Port 5050 |
TLS Port | |

On the Authentication tab, check the Enable Authentication box. Enter the User Name,
Realm and Password credential information supplied by the service provider for the
authentication of the SIP trunk. Click Next.

Add Server Configuration Profile - Authentication [*
Enahle Authentication v
User Mame |UEEF‘.123 |
Fealm |rEﬂIm123 |
Password (esscssances |
Confirm Password |"..“..". |
Back [l next|
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On the Heartbeat tab:

Check the Enable Heartbeat box.

Under Method, select REGISTER from the drop down menu.

Frequency: Enter the amount of time (in seconds) between REGISTER messages that
will be sent from the enterprise to the Axtel proxy server in order to refresh the
registration binding of the SIP trunk. This value should be chosen in consultation with the
service provider. 300 seconds was the value used during the compliance test.

The From URI and To URI entries for the REGISTER messages are built using the
User Name entered in the Authentication screen, and the external IP addresses of the
Avaya SBCE (From URI) and the proxy server at Axtel (To URI), like shown on the
screen below.

Click Next.
Add Server Configuration Profile - Heartbeat x]

Enable Heartbheat v

Method REGISTER +

Fregquency 300 zeconds

From LIRI USER1Z3@10.10.157.142

Tao URI USER123@152.168.57.6
TCP Probe I

TCP Probe Freguency =econds

Back [l Next

On the Advanced tab, select Avaya from the Interworking Profile drop down menu.
Leave other fields with their default values. Click Finish.
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7.3.4. Topology Hiding

Topology Hiding is a security feature which allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP
headers like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains
expected by Session Manager and the SIP trunk service provider, allowing the call to be accepted
in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on
the SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

In the sample configuration, Topology Hiding Profiles were created in both the enterprise and
service provider directions. They were configured to replace the host portion of the Request-
Line, To and From headers with the domain expected by Session Manager and Axtel,
respectively. In the examples below, the profiles were created by duplicating or “cloning” the
default profile, and then making the required modifications.

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side. Select the default profile in the Topology Hiding
Profiles column.

(dobal Profiex » Topoegy Sxdrsg defasull

o e |
Topoogy Hding Brofies Il
m Topology Hideg
clsco th_profile

PIOoman Al

Phiorse Interworking

£ Media Forking ReguestLine F/Comain ALt

L] Routing 3oF

& Sereer Configuratian
Subscribesr Profies

‘n Topology Hiding
ETeTTa Ty TTa T

e Click Clone Profile
o Enter the Profile Name: Session Manager (not shown)
e Click Finish
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e Click Edit on the Topology Hiding tab.
e For the Request-Line, To and From headers, select Overwrite in the Replace Action

column.

¢ Inthe Overwrite Value column, enter sil. miami.avaya.com, the SIP domain of the

enterprise.
e Click Finish

Edit Topology Hiding Profile

e deaer | crtoa | RoplaceAcwon Overurie vae |

|F3!equest Line ‘V| |IF‘fDoma|n V| |Overwrlte v| |5|Im|am|a'.faya com | x
|To V| |IF‘fDoma|n V| |Overwrne V| |sil.miﬂmi.ﬂ'-'ﬂ¥ﬂ.cum | e
Via v| [IPDomain v [Auto v B x
'SDP v| [PDomain ¥ [Auto v B x
|From v| |IPfDomain V| |Overwrite v| |sil.miami.avaya.cum | >
|Rec0rd-Raute V| |IPfDnmain V| |Aut0 V| _ x
Finish
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To add the Topology Hiding Profile in the SIP trunk direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

Select default from the Topology Hiding Profiles column.

Click Clone Profile.

Enter the Profile Name: Service Provider. Click Finish.

Click Edit on the Topology Hiding tab.

For the Request-Line, To and From headers, select Overwrite in the Replace Action
column.

In the Overwrite Value column, enter panasonicpbx.mx, the Axtel SIP domain used for
the compliance test.

Click Finish

Edit Topology Hiding Profile [

e | Crtera | RoptaceActon Overwre e |

|Request Line V| |IF‘IDDma|n V| |Overwr|te V| |panaaumcptxrmr. | >
|To V| |IF‘IDoma|n V| |Overwr|te v| |pﬂnaaunicpbx.rmr. | .t
|Via v| [IP/Domain  v| |Auto ~ | X
'SDP w| |IP/Domain  +| |Auto ¥ | X
\From «| |[IP/Domain v | |Overwrite | |panazonicpbx.mx | X
|Record-Route V| |IF‘IDDmain V| |Auto V| | | x
Finish|
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 49 of 62

SPOC 2/7/2013 ©2013 Avaya Inc. All Rights Reserved. Axtel_ CMSMASBCE




7.4. Domain Policies

Domain Policies allow configuring, managing and applying various sets of rules designed to
control and normalize the behavior of call flows, based upon various criteria of communication
sessions originating from or terminating to the enterprise.

7.4.1. Signaling Rules

Signaling Rules define the actions to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. They can also allow the control of
the Quality of Service of the signaling packets.

A Signaling Rule was created in the sample configuration to remove (block) the Alert-Info, P-
Location and P-Charging-Vector headers, which are sent in SIP messages from the Session
Manager to the Avaya SBCE. They contain private IP addresses and SIP Domains from the
enterprise, which should not be propagated outside of the enterprise boundaries.

In the Domain Policies menu on the left-hand side, select Signaling Rules, then Add Rule.
Complete the entries in the pop-up windows (not shown).
e Enter a name: Remove_headers. Click Next.

e On the next page, leave sections Inbound, Outbound and Content-Type Policies with
their default values. Click Next.

e On the Signaling QoS tab, default values were used. Click Finish.

On the newly created Signaling Rule, select the Request Headers tab. Select Add In Header
Control.

i UC-Sae Camiml Cante Cuvrasin Pobries = Siqraing Russ Semwe_tesdes

Admnistragion

BackupRasion m Click hars 8o add & dascripton,
i 3=k Managemant dedau General | | Requests | | Responses || Request Hoagers | | Aesponse Headers | | Sgnaing 0os
i Giobal Paramalers Ho-Conlent-Type-Checks I

S
+ 15 Doman Folies | Row|  Hoader Nama | Mathod Wame | Haadar Crileria | Action | Propritary | Direcson | | |
Sty Rulag
i Teme al Caay Rlules
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Enter the following:
e Header Name: Alert-Info
e Method Name: INVITE
e Header Criteria: Forbidden
e Presence Action: Remove Header

e Click Finish
Add Header Control %

Proprietary Request Header? B
Header Name |Fnlert-|nﬂ:: V|
Method Name [INVITE v

iForbidden
Header Criteria " Wandatory

" Opticnal
Presence Action Remove header v| | ||

Similarly, configure the header control rules for the P-Location and P-Charging-Vector headers.
For these two headers, make sure to check the Proprietary Request Header box in the Add
Header Control tab. This will allow typing the name of the specific header on the Header
Name box. Once completed, the Request Headers tab should look like the following screen:

General || Requests | | Responses || Request Headers || Response Headers || Signaling Qo5 |

Add In Header Control Add Out Header Control
e B W FE ¥ M 25 MY W

1 Alert-Info INVITE Farbidden Remove Header

2 P-Charging-Vector INVITE Forbidden Femove Header Yes 1] F X

3 P-Location INVITE Farbidden Remove Header Yes M 2 XK
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Select the Response Headers tab. Select Add In Header Control (not shown).

Enter the following:
e Header Name: Alert-Info
e Response Code: 200
e Method Name: INVITE
e Header Criteria: Forbidden
e Presence Action: Remove Header

e Click Finish
Add Header Control

Proprietary Response Header? B
Header Name |Alert-lnfc: V|
Response Code
Method Name [INVITE |

f* Forhidden
Header Criteria " Wandatory

" Optional
Presence Action Remove header v| | ||

Finish |

Similarly, configure the header control rules for the P-Location and P-Charging-Vector headers.
For these two headers, make sure to check the Proprietary Request Header box in the Add
Header Control tab. Once completed, the Response Headers tab should look like the screen

below.

General || Requests | | Responses || Request Headers || Response Headers || Signaling Qo5 |

Add In Header Control Add Out Header Control
s S ) B A s ) M S LA

1 Aler-Info INVITE Forbidden Remove Header Mo IN

2 P-Charging-Yector 200 INVITE Forbidden Remove Header Yes 1] A .4

3 P-Location 200 INVITE Forbidden Remove Header Yes IN 2K
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7.4.2. End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security,
etc) to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the enterprise, from the Domain Policies menu, select
End Point Policy Groups. Select Add Group (not shown).
e Group Name: Enterprise. Click Next
¢ Signaling Rule: Select Remove_headers, the signaling rule created on the previous
section.

e Default values were used in all other fields. Click Finish

The screen below shows the Enterprise End Point Policy Group created.

Domain Policies > End Point Policy Groups: Enterprize

IR | [Fiter By Device. v
Click here to add a description.

default-low - o
Hover over a row to see its description.
defaultlow-enc

default-med Policy Group

default-med-enc

default-high

OC S-defalt-nioh l:l default default ﬂféilun'l'}“\"_ default-low  Remove_headers default o
avaya-deflow-enc

For the compliance test, a second End Point Policy Group was created for the service provider.
Default values were used for each of the rules which comprise this group. The screen below
shows the Service Provider End Point Policy Group created.

Domain Policies = End Point Policy Groups: Service Provider

JRRXER] |[Fiter By Device.. ¥
Click here to add a description.
default-low
Click here to add a row description.
default-low-enc
default-med Policy Group
default-med-enc
.
default-high
OCS-default-high D default default defaultlow-  getauitiow  default default P2 dh
med
avaya-tef-low-enc
Enterprise
Service Provider
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7.5. Device Specific Settings

The Device Specific Settings determine how a particular device will function when deployed in
the network. Specific server parameters, like network and interface settings, as well as call flows,
etc. are defined here.

7.5.1. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need to be made to the network configuration,
they can be entered here.

Select Network Management from Device Specific Settings on the left-side menu.

Under UC-Sec Devices, select the device being managed, Avaya_SBCE in the sample
configuration. Verify the network information previously assigned. Note that the Al interface is
used for the internal side and B1 is used for the external side of the Avaya SBCE.

Device Specific Settings > Network Management: Avaya_SBCE

Network Configuration | | Interface Configuration |

Avaya_SBCE
Modifications or deletions of an IP address or its associated data require an application restart before taking
effect. Application restarts can be issued from System Management.

A1 Metmask A2 Metmask B1 Metmask B2 Metmask
|285.285.255.0 | | | |285.255.285.0 | | |

Changes will not take effect until the interface is updated. Save Changes
Clear Changes

T T —

[182.188.10.72 [132.188.10.254 (A1 v %

[10.10.157.122 | [10.10.157 254 |B‘I vl x

On the Interface Configuration tab, click the Toggle State control for interfaces Al and B1 to
change the status to Enabled. It should be noted that the default state for all interfaces is
disabled, so it is very important to perform this step, or the SBC will not be able to communicate
on any of its interfaces.

Network Configuration | | Interface Configuration |
Avaya_SBCE
[ Administrative Sttus ]

Enabled Toggle State

B1 Enabled Toogle State

B2 Disabled Toggle State
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7.5.2. Media Interface

Media Interfaces were created to specify the IP address and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address and one of the ports in this range as the listening IP address and
port in which it will accept media from the Call or Trunk Server. The Private interface was made
to match the range specified in the IP-Network-Region in Communication Manager of 2048 to
3349, and the Public interface was set to an arbitrary range of 49000 to 65000.

From the Device Specific Settings menu on the left-hand side, select Media Interface. In the
center pane, select the Avaya_SBCE device.

Select Add Media Interface
Name: Private_med

IP Address: 192.168.10.72 (inside IP Address of the Avaya SBCE)

Port Range: 2048-3329
Click Finish

Select Add Media Interface
Name: Public_med

IP Address: 10.10.157.142 (outside IP Address of the SBC)

Port Range: 49000-65000
Click Finish.

The screen below shows the two Media Interfaces created in the sample configuration.

> | ) Glohal Parameters I
> |2 Global Profiles

> |2 SIP Cluster

> | Domain Policies

4 | ) Device Specific Settings

| Uiz-Sec Contral Center Device Specific Settings = Media Interface:
@) welcome
7 Administration
(L) packupirestore Media Interface
E& Systern Management

I N S

I Add Media Interface |

NET\'}WK Management Private_rned 182 168.10.72 2045 - 3328
Public_med 1010.157.142 49000 - 65000 g X_
Li' Signaling Interface
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7.5.3. Signaling Interface

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will listen for signaling traffic in both the inside and outside networks.

From the Device Specific Settings menu on the left-hand side, select Signaling Interface. In the
center pane, select the Avaya_SBCE device.

e Select Add Signaling Interface

e Name: Private_sig

e [P Address: 192.168.10.72

e TCP Port: 5060
Click Finish

e Select Add Signaling Interface
e Name: Public_sig

e IP Address: 10.10.157.142

e UDP Port: 5060

e Click Finish

The screen below shows the two Signaling Interfaces created in the sample configuration.

) Ui-Sec Contral Center e fic Settings =
@ welcome
: Administration

[L]| Backup/Restore UC-Sec Devices Signaling Interface

@System Management Avaya_SBCE

> |2 Glohal Profiles
TCP upp TLS
Dge o mm ll

> |23 Domain Policies
Frivate_si 192.168.10.72 S060 - Maone
4 | Device Specific Seftings g

@Network Management Fuhlic_sig 1010147142 5060 Mone
H Media Interface

| . Signaling Interface |

7.5.4. End Point Flows

End Point Flows determine the path to be followed by the packets traversing through the Avaya
SBCE. They also combine the different sets of rules and profiles previously configured, to be
applied to the SIP traffic traveling in each direction.

To create the call flow toward the Axtel SIP trunk, from the Device Specific menu, select End
Point Flows, then select the Server Flows tab. Click Add Flow.
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Name: SIP Trunk Flow
e Server Configuration: Service Provider.

e URI Group: *

e Transport: *

¢ Remote Subnet: *

e Received Interface: Private_sig

o Signaling Interface: Public_sig

e Media Interface: Public_med

e End Point Policy Group: Service Provider

¢ Routing Profile: Route to SM (Note that this is the reverse route of the flow).

e Topology Hiding Profile: Service Provider
e File Transfer Profile: None
e Click Finish.

Flow Marne |SIP Trurk Flaw

Server Configuration |Semi|::e Frowider j

LRIl Group I* vI
Transport I* vI

Remaote Subnet

Received Interface IF"rivate_Sig vI
Signaling Interface IPuinI:_sig vI

Media Interface |Pub|ic_med j
End Point Policy Group |Sewi|::e Frowider j
Routing Profile | Route to SM ~|
Topology Hiding Profile |Sewi|::e Frovider j

File Transfer Profile INDne TI
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To create the call flow toward Session Manager, click Add Flow.
e Name: Session Manager Flow
e Server Configuration: Session Manager

e URI Group: *
e Transport: *

e Remote Subnet: *

¢ Received Interface: Public_sig

e Signaling Interface: Private_sig

¢ Media Interface: Private_med

e End Point Policy Group: Enterprise
¢ Routing Profile: Route to SP (Note that this is the reverse route of the flow)
e Topology Hiding Profile: Session Manager
o File Transfer Profile: None

e Click Finish

Transport

Flow Marme
Semer Configuration

LRI Group

Remaote Subnet
Received Interface

Sianaling Interface

|Sessiu:un Manager Flow

|Sessiun Managerj

IPuinc:_sig vI
IF"rivate_Sig vI

MAA; Reviewed:
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Media Interface
End Foint Policy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

| Frivate_med j

|Enterprise j

|Huute to 5F j

ISESSiDn Managerj

INDHE 'I
Finish
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The two Server Flows created in the sample configuration are summarized on the screen below:

i Settings = End Point Flos

UC-Sec Devices

Avaya_SBCE

Subscriber Flows | | Server Flows

Click here to add a row description.

Server Configuration: Service Provider

End
Topology Flle
prory tanspan | ome| focewmd | S | Hote | port |t i | Tanstor
Gm:ﬁ)‘ Profile | Profile

Serice  Route  Serice

Provider &M Provider ¢

SIP Trunk Flow Private_sig  Public_sig Public_med

Server Configuration: Session Manager

Priority T Remote | Received | Signaling Media En(:]:;'olnt Routing m':[:'[?[w TraFIIII:fer
Group PO Gubnet | Interface | Interface | Interface Y| profile 4
Group Profile | Profile

BessmnManager - Route  Session 2 X @

Flow Public_siy Private_sig Private_med Enterpise "o Manager Mane

8. Axtel SIP Trunking Service Configuration

Axtel is responsible for the configuration of the Axtel SIP Trunking Service in their network. To
establish service, the customer will need to provide Axtel with the public IP address used to
reach the Avaya SBCE at the enterprise. Axtel will provide the customer with the necessary
information to configure the SIP connection from the enterprise site to the Axtel network,

including:

e IP address of the Axtel SIP proxy.

e Credentials for SIP trunk registration (username, realm, password)
e Axtel SIP domain.

e Supported codecs.

e DID numbers

e Port numbers used for signaling and media.

This information is used to complete the configuration of Communication Manager, Session
Manager and the Avaya SBCE discussed in the previous sections.
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9. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.

Verification Steps:

1. Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

2. Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.

3. Verify that the user on the PSTN can end an active call by hanging up.

4. Verify that an endpoint at the enterprise site can end an active call by hanging up.

Troubleshooting:
1. Communication Manager:

e list trace station <extension number>
Traces calls to and from a specific station.

e list trace tac <trunk access code number>
Trace calls over a specific trunk group.

e status signaling-group <signaling group number>
Displays signaling group service state.

e status trunk <trunk group number>
Displays trunk group service state.

e status station <extension number>
Displays signaling and media information for an active call on a specific station.

2. Session Manager:
e traceSM -x — Session Manager command line tool for traffic analysis. Login to
the Session Manager management interface to run this command.
e Call Routing Test - The Call Routing Test verifies the routing for a particular
source and destination. To run the routing test, navigate to Home > Elements 2>
Session Manager > System Tools = Call Routing Test. Enter the requested
data to run the test.

3. Avaya SBCE:
There are several links and menus located on the taskbar in the UC-Sec Control Center
that can provide useful diagnostic or troubleshooting information:
e Alarms. Provides information about the health of the SBC.
e Incidents. Provides detailed reports of anomalies, errors, policies violations, etc.
e Diagnostics. This screen provides a variety of tools to aid in troubleshooting the
SBC network connectivity and its operation.
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Other useful tools can also be found on the Troubleshooting Menu, on the left hand side
of the UC-Sec Control Center page.
e Packet Capture. Allows to capture the packets in any of the SBC interfaces, and
save them as pcap files. From the menu on the left hand side, click
Troubleshooting > Trace Settings - Packet Capture tab.

10. Conclusion

Servicio Troncal SIP de Axtel is a SIP-based Voice over IP solution for customers ranging from
small businesses to large enterprises in Mexico. It provides businesses with a flexible, cost-
saving alternative to traditional hardwired telephony trunks.

These Application Notes describe the configuration necessary to connect the service above to
Avaya Aura® Communication Manager R6.2, Avaya Aura® Session Manager R6.2 and Avaya
Session Border Controller for Enterprise R4.0.5.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the exception of the observations/limitations described in Section 2.2.
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