7.11.2. End Point Policy Group — Service Provider

A second End Point Policy Group was created for the service provider, repeating the steps
previously described. In the Policy Group tab, all fields used one of the default sets already pre-
defined in the configuration, except for the Application Rule, which was set to 2000 Sessions
(Section 7.10.1).

The screen below shows the End Point Policy Group named Service Provider after the
configuration was completed.
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7.12. End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URISs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy group which contains several rules concerning processing, privileges, authentication,
routing, etc. Once routing is applied and the destination endpoint is determined, the policies for
this destination endpoint are applied. The context is maintained, so as to be applied to future
packets in the same flow. The following screen illustrates the flow through the Avaya SBCE to
secure a SIP Trunk call.

“Call Server to “Cg\l Server” ‘ Applied “Trunk Server to "Trurlk Server"

SBC” Flow Policy Group ‘ Routing SBC” Flow Palicy Group
Cel Ity “Call Server to Applied “Trunk Server” “Trunk Server to
AL T SBC” Flow Routing Policy Group SBC" Flow

Avaya SBCE

-
L Y

SIP Trunk Service Provider

A

The End-Point Flows defines certain parameters that pertain to the signaling and media portions
of a call, whether it originates from within the enterprise or outside of the enterprise.
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7.12.1. End Point Flow — Enterprise

To create the call flow toward the enterprise, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown). The screen below shows the
flow named Session_Manager_Flow created in the sample configuration. The flow uses the
interfaces, policies, and profiles defined in previous sections. Note that the Routing Profile
selection is the profile created for the Service Provider in Section 7.8.2, which is the reverse
route of the flow. Click Finish.

Edit Flow: Session_Manager_Flow X

Flow Name

Server Configuration

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group

Routing Profile

| Session_Manager_Flow

[Session Manager v

!
£

*

Public_sig
Private_sig

Private_med

None

| Enterprise

v

[Route_to_SP_UDP v|

Topology Hiding Profile
Signaling Manipulation Script |N0ne
Remote Branch Office Any v
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7.12.2. End Point Flow — Service Provider

A second Server Flow with the name SIP_Trunk_Flow_UDP was similarly created in the
Service Provider direction. The flow uses the interfaces, policies, and profiles defined in

previous sections. Note that the Routing Profile selection is the profile created for Session
Manager in Section 7.8.1, which is the reverse route of the flow. Also note that there is no

selection under the Signaling Manipulation Script field. Click Finish.
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Edit Flow: SIP_Trunk_Flow_UDP X

Flow Name

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile

[SIP_Trunk_Flow_UDP

[Service Provider UDP V|

!
<

*

Private_sig
Public_sig

Public_med

None

|Service Provider V|

[Route_to_SM v

Service Provider v

Signaling Manipulation Script |None
Remote Branch Office Any v
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8. Alestra Enlace IP SIP Trunk Service Configuration

To use Alestra Enlace IP SIP Trunk Service, a customer must request the service from Alestra
using the established sales processes. The process can be started by contacting Alestra via the
corporate web site at: http://www.alestra.com.mx

During the signup process, Alestra and the customer will discuss details about the preferred
method to be used to connect the customer’s enterprise network to Alestra’s network. Alestra
will provide their SIP Proxy public IP address, Direct Inward Dialed (DID) numbers to be
assigned to the enterprise, etc. This information is used to complete the Avaya Aura®
Communication Manager, Avaya Aura® Session Manager and Avaya Session Border Controller
for Enterprise configuration discussed in the previous sections.

9. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of commands that can be used
to troubleshoot the solution.

9.1.

9.2.

General Verification Steps

Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.

Verify that the user on the PSTN can end an active call by hanging up.

Verify that an endpoint at the enterprise site can end an active call by hanging up.

Communication Manager Verification

The following commands can be entered in the Communication Manager SAT terminal to verify
the SIP trunk functionality:

list trace station <extension number>

Traces calls to and from a specific station.

list trace tac <trunk access code number>

Trace calls over a specific trunk group.

status signaling-group <signaling group number>

Displays signaling group service state.

status trunk <trunk group number>

Displays trunk group service state.

status station <extension number>

Displays signaling and media information for an active call on a specific station.
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9.3. Session Manager Verification

Log in to System Manager. Under the Elements section, navigate to Session Manager -
System Status - SIP Entity Monitoring. Click the Session Manager instance (Session
Manager in the example below).

Last Logged on at November 21, 2017

Aura System Manager 7. |

Home | Session Manager k1 New import ge(s). Click to view

Help ?
Dashboard P

Session Manager SIP Entity Link Monitoring Status Summary
Admin This page provides a summary of Session Manager SIP entity link
monitoring status.
Global Settings
SIP Entities Status for All Monitoring Session Manager Instances
Communication
Profile Editor |_Run Manitor |
¥ Network 1 Items | Refresh Filter: Enable
Configuration
Monitored Entities

- = I Session Manager Type
} Device and Location Down Partially Up up Not Monitored Deny Total
Configuration O i r Core 1 0 5 0 0 6
|

} Application
Configuration

hd System Status

SIP Entity

Monitoring

Select: All, None

Managed

Bandwidth Usage ) .
All Monitored SIP Entities
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Verify that the state of the Session Manager links to Communication Manager and the Avaya
SBCE under the Conn. Status and Link Status columns is UP, like shown on the screen below.

Last Logged on at November 21, 201

Aura System Manager 7. | ] Log off

Home x i 1 New import Fge(sj. Click to view
J datails

¥ Session Manager 4 Home / El !/ i / sy Status / SIP Entity Monitoring o

?
Dashboard Help ?

P —— Session Manager Entity Link Connection Status
Administration This page displays detailed connection status for all entity links from a
Session Manager.

Global Settings

I All Entity Links for Session Manager: Session Manager
Communication v g g

Profile Editor Status Details for the selected Session Manager:
» Network
Configuration
6 Items | Refresh Filter: Enable
} Device and Location
» IP Address SIP Entity Conn. Reason Link
Configuration e Family Resolved IP Fort Profo. ] status Code Status
} Application O CS1K7.6 1Pv4 172.16.5.60 | 5085 uop FALSE DOWN 408 Request DOWN
Timeout
Configuration
C)l Avaya SBCE IPvd 10.64.101.243 5061 TLS FALSE up 200 OK UPl
¥ System Status Oc ication Manager Trunk 1 | IPv4 10.64.101.241 5061 s FALSE up 200 OK up
SIP Entity O AA-Messaging IPvd 10.64.101.250 5060 TCP FALSE up 200 OK up
Monitoring 1 Communication Manager Trunk 2 | IPv4 10.64.101.241 5071 TLS FALSE up 200 OK up |
0 c ication Manager Trunk 98 | IPv4 10.64.101.241 5065 TLS FALSE upP 200 OK up

Managed

Bandwidth Usage

Security Module
Status

Other Session Manager useful verification and troubleshooting tools include:

e traceSM — Session Manager command line tool for traffic analysis. Login to the Session
Manager command line management interface to run this command.

e Call Routing Test — The Call Routing Test verifies the routing for a particular source
and destination. To run the routing test, from the System Manager Home screen navigate
to Elements - Session Manager - System Tools - Call Routing Test. Enter the
requested data to run the test.
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9.4. Avaya SBCE Verification

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: This screen provides information about the health of the SBC.

Alarms 1 Incidents Status~ Logs~ Diagnostics Users Settings v Help ~  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard

Administration

Backup/Restore This system contains one or more Avaya demo certificates. These certificates have been

compromised and should not be used for any production traffic.

System Management

> Global Parameters
. Global Profiles The following certificates are expired:

+ Rapid SSL_Cert.crt (Certificate)

> PPM Services
* Domain Polcies
» TLS Management System Time 12:27:04 PMEST  Refresh EMS
- Device Specific Settings Version 7.2.0.0-18-13712 Avaya SBCE
Build Date lg;JyJun 100:12:50 UTC
License State ® OK

Aggregate Licensing Overages 0

Peak Licensing Overage Count 0

Last Logged in at 11/22/2017 10:47:24 EST

Failed Login Attempts 0

Active Alarms (past 24 hours) Incidents (past 24 hours)

Avaya_SBCE - Disk utilization is more than 75% Avaya_SBCE : No Subscriber Flow Matched
for /archiverlog/ipcs

Avaya_SBCE : No Subscriber Flow Matched

The following screen shows the Alarm Viewer page.

Alarm Viewer AVAYA

EMS . . .
ID Details State Time Device
Avaya_SBCE 1]
No alarms found for this device.
| Clear Selected || Clear All |
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Incidents : Provides detailed reports of anomalies, errors, policies violations, etc.

Alarms 1 Incidents Status~ Logsv~ Diagnostics Users Settings v Help v  Log Qut

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard
Administration
Backup/Restore This system contains one or more Avaya demo certificates. These certificates have been

compromised and should not be used for any production traffic.

System Management

> Global Parameters
. Global Profiles The following certificates are expired:

+ Rapid SSL_Cert.crt (Certificate)

> PPM Services
* Domain Poicies
» TLS Management System Time 12:27:04 PMEST  Refresh EMS
- Device Specific Settings Version 7.2.0.0-18-13712 Avaya SBCE
Build Date lg;JyJun 100:12:50 UTC
License State ® OK

Aggregate Licensing Overages 0

Peak Licensing Overage Count 0

Last Logged in at 11/22/2017 10:47:24 EST

Failed Login Attempts 0

Active Alarms (past 24 hours) Incidents (past 24 hours)

Avaya_SBCE - Disk utilization is more than 75% Avaya_SBCE : No Subscriber Flow Matched
for /archivellog/ipcs

Avaya_SBCE : No Subscriber Flow Matched

The following screen shows the Incident Viewer page.

Incident Viewer AVAYA

Device [Avaya_SBCE V| Category |Licensing ~| [ clear Filters | Refresh || Generate Report |

Displaying results 0 to 0 out of 0.

Type D Date Time Category Device Cause

Mo incidents found.
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Alarms 1 Incidents Statusv Logsv Diagnostics Users Settings v Help ~ Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard
Administration

Backup/Restore This system contains one or more Avaya demo certificates. These certificates have been
compromised and should not be used for any production traffic.

System Management
> Global Parameters

. i riificates are expired:
 Global Profiles Ceri.crt (Certificate)
» PPM Services
» TLS Management System Time 12:27:04 PMEST  Refresh EMS
> Device Specific Settings Version 7200-18-13712 Avaya SBCE
Thu Jun 1 00:12:50 UTC
Build Date 2017
License State ® 0K

Aggregate Licensing Overages 0

Peak Licensing Overage Count 0

Last Logged in at 11/22/2017 10:47:24 EST

Failed Login Attempts 0

Active Alarms (past 24 hours) Incidents (past 24 hours)

Avaya_SBCE - Disk utilization is more than 75% Avaya_SBCE : No Subscriber Flow Matched
for /archiver/log/ipcs

Avaya_SBCE : No Subscriber Flow Matched

The following screen shows the Diagnostics page with the results of a ping test.

Pinging 10.64.101.249
Average ping from 10.64.101.244 [A1] to 10.64.101.249 is 0.369ms.
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings
- Troubleshooting - Trace. Select the Packet Capture tab, set the desired configuration for
the trace and click Start Capture.

Alarms 1 Incidents Status~ Logsv~ Diagnostics Users Settings v Help v  Log Qut

Session Border Controller for Enterprise AVAYA

Dashboard Trace: Avaya_SBCE
Administration

Backup/Restore

Devices
System Management _ Packet Capture ” T ‘
Avaya_SBCE
Global Parameters Packet Capture Configuration

- Global Profiles

Status Ready
- PPM Services
Domain Policies Interface
Local Add
TLS Management |P[[]:E-§rt1 ress l:l

4 [Device Specific Settings |

Remoie Address

3

Network Management = *:Port, IP, IP:Port
Media Interface Protocol Al v
Signaling Interface
End Point Flows Maximum Number of Packets to Capture 10000
Session Flows Capt Fil
Usalrllag Iilr(sﬂalminc?g}eexlslmg capture will overwrite it. |Test.pcap

DMZ Services
TURN/STUN Service [ startcaplure | | Clear |
SNMP

Syslog Management
Advanced Options

4 | Troubleshooting

Debugging

DoS Learning
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Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Alamms 1 Incidents Statusv Logsv Diagnostics Users Settings v Help ~ Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Trace: Avaya_SBCE
Administration

Backup/Restore
Devi
System Management Packet Capture || Captures |

Avaya_SBCE

Global Parameters
- Global Profiles
- PPM Services
Domain Policies

File Name File Size (bytes)  Last Modified

Test_20171122123225 peap 176,128 November 2, 2017 Delete

TLS Management

4 [Device Specific Settings |

Network Management
Media Interface
Signaling Interface
End Point Flows
Session Flows

DMZ Services
TURN/STUN Service
SNMP
Syslog Management
Advanced Options
‘

Debugging

DoS Learning
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10. Conclusion

These Application Notes describe the procedures required to configure Avaya Aura®
Communication Manager 7.1, Avaya Aura® Session Manager 7.1 and Avaya Session Border
Controller for Enterprise 7.2, to connect to the Alestra Enlace IP SIP Trunk service, as shown in
Figure 1.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the observations/limitations described in Sections 2.1 and 2.2.
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