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Abstract

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP test system with Avaya Aura® Communication Manager and Avaya Aura®
Session Manager using Secure SIP (SIPS) with SIP endpoint emulation. Hammer IP validates
IP-based systems by testing the actual network under anticipated traffic conditions to provide a
complete understanding of expected performance. Hammer IP can be used to assess and
monitor network performance, reliability and quality of VoIP services in an Avaya IP
telephony network. In this configuration, Hammer IP emulates SIP endpoints that register
with Avaya Aura® Session Manager and originates and terminates calls through Avaya SIP
telephony network. In addition, this solution supports SIPS to secure the SIP signaling using
TLS (Transport Layer Security) and Secure Real-time Transport Protocol (SRTP) to protect
the RTP data. While the call is active, Hammer IP can send DTMF tones and voice media,
and provide voice quality metrics. Call progress can also be monitored, and at the completion
of the test, test reports can be generated. The Hammer IP provides a collection of applications
used to configure the system; create, schedule, and monitor tests; and create reports.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1 Introduction

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP test system with Avaya Aura® Communication Manager and Avaya Aura® Session
Manager using Secure SIP (SIPS) with SIP endpoint emulation. Hammer IP validates IP-based
systems by testing the actual network under anticipated traffic conditions to provide a complete
understanding of expected performance. Hammer IP can be used to assess and monitor network
performance, reliability and quality of VVoIP services in an Avaya IP telephony network. In this
configuration, Hammer IP emulates SIP endpoints that register with Avaya Aura® Session
Manager and originates and terminates calls through Avaya SIP telephony network. In addition,
this solution supports SIPS to secure the SIP signaling using TLS (Transport Layer Security) and
Secure Real-time Transport Protocol (SRTP) to protect the RTP data. While the call is active,
Hammer IP can send DTMF tones and voice media, and provide voice quality metrics. Call
progress can also be monitored, and at the completion of the test, test reports can be generated.
The Hammer IP provides a collection of applications used to configure the system; create,
schedule, and monitor tests; and create reports.

The following set of Hammer IP applications were used during the compliance testing:

= Hammer Configurator used to configure and manage the system.

= Hammer TestBuilder used to create and run test scripts.

= Hammer System Monitor used to monitor SIP registration status and call progress.

=  Hammer Call Summary Monitor used to monitor call completion and to create reports.

The following Application Notes are related to this solution.

= Application Notes for Empirix Hammer IP with Avaya Aura® Communication Manager
and Avaya Aura® Session Manager using SIP Trunk Emulation with Secure SIP (SIPS) /
Transport Layer Security (TLS) [4]

2 General Test Approach and Test Results

Interoperability compliance testing covered feature and serviceability testing. The feature testing
was conducted by originating and terminating calls using SIP endpoint channels on Hammer IP
and establishing the calls through the Avaya SIP telephony network using SIPS/TLS and SRTP.
The compliance test also covered monitoring various reports on the Hammer IP during and after
the test runs, and checking the status of various SIP resources on Communication Manager. The
serviceability testing focused on verifying the ability of the Hammer IP to recover from adverse
conditions, such as disconnecting the Ethernet cable and rebooting the server.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1 Interoperability Compliance Testing

The interoperability compliance testing focused on verifying that the Hammer IP can register
with Avaya Aura® Session Manager as SIP endpoints, establish calls, send voice media, and
provide voice quality metrics using SIPS/TLS and SRTP. The following features and
functionality were covered:

= SIP endpoint registration with Avaya Aura® Session Manager using SIPS/TLS.

= Originating and terminating calls through Avaya SIP telephony network using SIPS/TLS
and SRTP.

= Support of G.711mu-law and G.729 codecs.

= Support of direct IP-to-IP media (also known as “Shuffling” which allows IP endpoints to
send audio RTP packets directly to each other without using media resources on the
Avaya Media Gateway). Calls with Shuffling and IP Audio Hairpinning disabled were
also verified.

= Generating voice quality metrics with Shuffling disabled.

=  DTMF support.

= Originating calls from SIP endpoints and terminating calls on SIP endpoints and SIP
trunks.

Note: Performance and load testing was not the focus of the compliance test.

2.2 Test Results

All test cases passed. Empirix Hammer IP was successful in originating calls using SIP endpoint
emulation and terminating calls on channels emulating SIP endpoints and SIP trunks using
SIPS/TLS and SRTP. Note that this solution does not currently support Direct IP-IP Media (i.e.,
Shuffling) with SIP trunks that use SIPS/TLS.

Important Note: The purpose of this compliance test was to verify interoperability between
Empirix Hammer IP and Avaya Aura® Communication Manager and Avaya Aura® Session
Manager using SIP endpoint emulation using SIPS/TLS and SRTP. That is, the goal was to
verify that Hammer IP can register SIP endpoints with Session Manager and establish calls. This
was successfully verified. If a Hammer test encounters failed calls, there are various items to
consider, including:

= The Guard Time and Stagger parameters may be set too aggressively (e.g., Hammer IP
may be initiating too many calls too quickly) and the configuration under test may not be
able to handle the load generated by Hammer IP. These parameters should be considered
carefully for each test. It may be necessary to slow down the test to a rate that can be
reasonably handled by the test configuration.

= Resources may be getting exhausted in the Avaya media gateway. These resources may
include media processing resources, touch-tone receivers (TTRs), network trunks, and
TDM bus resources.
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Generally speaking, call failures encountered in Hammer IP are usually a result of one of the
issues mentioned above.

2.3 Support
Technical support on the Empirix Hammer IP can be obtained via phone, website, or email.

= Phone: (978) 313-7002
= \Web: http://www.empirix.com/support/maintenance.aspx
= Email: supportcontract@empirix.com
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3 Reference Configuration

The network diagram shown in Figure 1 illustrates the test configuration. In this configuration,
Session Manager receives calls from Hammer IP, which emulates SIP endpoints. The call is
routed through the Avaya SIP telephony network. The call is eventually routed back to the
Hammer IP where it is terminated. SIP signaling is protected using SIPS/TLS and RTP data is
protected using SRTP. While the call is established, the Hammer IP sends voice media (i.e.,
RTP traffic) using an audio recording. This allows voice quality metrics to be provided at the
end of each call. The Hammer IP applications running on the Hammer IP server were used to
configure the system, create and monitor the tests, and view the test reports.
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Figure 1: Empirix Hammer IP with Avaya SIP Telephony Network
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4 Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya Aura® Communication Manager
running on S8300 Server

6.3 SP 12
(R016x.03.0.124.0 with Patch 22505)

Avaya G450 Media Gateway

FW 36.12.0

Avaya Aura® System Manager

6.3.15
(Build No. 6.3.0.8.5682-6.3.8.5506
Software Update Revision No: 6.3.15.12.3972)

Avaya Aura® Session Manager running on an
S8800 Server

6.3.15 (6.3.15.0.631503)

Empirix Hammer IP running on Microsoft
Windows Server 2008 R2 with Dual 2.40 GHz
Intel Xeon CPU and 12.0 GB of RAM

6.2.0.79
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5 Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

= Administer IP Node Names

= Administer IP Codec Set

= Administer IP Network Region

= Administer SIP Trunk Group to Session Manager
= Administer SIP Stations

= Administer AAR Call Routing

Communication Manager is configured through the System Access Terminal (SAT).

5.1 Administer IP Node Names

In the IP Node Names form, assign an IP address and host name for the S8300 Server in the
G450 Media Gateway (procr) and Session Manager (Iz-asm). The host names will be used in
other configuration screens of Communication Manager.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
default 0.0.0.0
devconl3 10.32.24.20
lz-asm 192.168.100.235
procr 192.168.100.10
procro6 H
(5 of 5 administered node-names were displayed )

Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name

5.2 Administer IP Codec Set

In the IP Codec Set form, specify the audio codec(s) required by the test that will be run on the
Hammer IP. The form is accessed via the change ip-codec-set 1 command. Note the codec set
number since it will be used in the IP Network Region covered in the next section. For the
compliance test, G.711MU, G.729AB, and G.729A codecs were used. In the IP codec set form,
specify the appropriate codec being used by the Hammer test. If SRTP is required for the test,
set Media Encryption to 1-srtp-aescm128-hmac80 as shown below. This is the media
encryption supported by Hammer IP. Below is the IP codec set configured for G.711 mu-law
and SRTP.
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change ip-codec-set 1 Page 1 of 2

IP Codec Set
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
28
3:
4:
53
GE
73
Media Encryption
1: none
2: l-srtp-aescml28—hmac80
3:

5.3 Administer IP Network Region

In the IP Network Region form, specify the codec set to be used for Hammer calls and specify
whether IP-1P Direct Audio (Shuffling) is required for the test. Shuffling allows audio traffic to
be sent directly between IP endpoints without using media resources in the Avaya G450 Media
Gateway. Note that if Shuffling is enabled, audio traffic does not egress the Hammer IP since
the calls would be shuffled. The Authoritative Domain for this configuration is devcon.com.

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION

Region: 1

Location: 1 Authoritative Domain: devcon.com
Name :
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: no
Codec Set: 1 Inter-region IP-IP Direct Audio: no
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 65535
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1lp Priority: 6
Video 802.1lp Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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5.4 Administer SIP Trunk to Session Manager

Prior to configuring a SIP trunk group for communication with Session Manager, a SIP signaling
group must be configured. Configure the Signaling Group form as follows:

= Set the Group Type field to sip.

= Set the IMS Enabled field to n.

= The Transport Method field was set to tls. See Section 7 for instructions on managing
TLS certificates.

= The Enforce SIPS URI for SRTP field may be enabled if SIPS should be enforced when
SRTP is being used.

= Specify the S8300 and the Session Manager as the two ends of the signaling group in the
Near-end Node Name field and the Far-end Node Name field, respectively. These
field values are taken from the IP Node Names form.

= Ensure that the TCP port value of 5061 is configured in the Near-end Listen Port and
the Far-end Listen Port fields.

= The preferred codec for the call will be selected from the IP codec set assigned to the IP
network region specified in the Far-end Network Region field.

= Enter the domain name of Session Manager in the Far-end Domain field. In this
configuration, the domain name is devcon.com.

= The Direct IP-IP Audio Connections field was disabled on this form.

= The DTMF over IP field should be set to the default value of rtp-payload.

Communication Manager supports DTMF transmission using RFC 2833. The default values for
the other fields may be used.

add signaling-group 60 Page 1 of 3
SIGNALING GROUP

Group Number: 60 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? n Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? vy
Remove '+4+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near-end Node Name: procr Far-end Node Name: lz-asm
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1

Far-end Domain: devcon.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? n

Session Establishment Timer (min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y

(&)

Alternate Route Timer (sec):
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Configure the Trunk Group form as shown below. This trunk group is used for SIP calls to
Hammer IP. Set the Group Type field to sip, set the Service Type field to tie, specify the
signaling group associated with this trunk group in the Signaling Group field, and specify the
Number of Members supported by this SIP trunk group. Accept the default values for the
remaining fields.

add trunk-group 60 Page 1 of 21
TRUNK GROUP

Group Number: 60 Group Type: sip CDR Reports: y
Group Name: To lz-asm COR: 1 TN: 1 TAC: 1060
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: O
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 60
Number of Members: 40

5.5 Administer SIP Stations

Configure a SIP station for each SIP channel on the Hammer IP. Set the Type field to either
9620SIP or 9630SIP. Set the Port field to IP and configure a descriptive Name. For the
compliance test, 20 SIP stations were used with extensions ranging from 46101 to 46120. The
first group of 10 channels (extensions 46101 to 46110) were used to originate calls. The calls
were then terminated on the remaining 10 channels (extensions 46111 to 46120). Repeat this
procedure for each channel required by the Hammer test. The SIP station was configured
automatically by System Manager as described in Section 6.7.

display station 46101 Page 1 of 6
STATION
Extension: 46101 Lock Messages? n BCC: O
Type: 9620SIP Security Code: TN: 1
Port: S00000 Coverage Path 1: COR: 1
Name: Hammer, SIP Coverage Path 2: CoS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19
Message Lamp Ext: 46101

Display Language: english

Survivable COR: internal
Survivable Trunk Dest? y IP SoftPhone? n

IP Video? n
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Configure the Stations with Off-PBX Telephone Integration form so that calls destined for a
SIP endpoint on the Hammer IP are routed to Session Manager, which will then route the call to
the Hammer IP. On this form, specify the extension of the SIP endpoint and set the Application
field to OPS. The Phone Number field is set to the digits to be sent over the SIP trunk. In this
case, the SIP telephone extensions configured on Session Manager also match the extensions of
the corresponding stations on Communication Manager. However, this is not a requirement.
Finally, the Trunk Selection field is set to aar. This field specifies Auto Alternate Routing
(AAR) routing. In this case, the Trunk Selection field would be set to aar to trigger AAR
routing. Configuration of the AAR Analysis and Route Pattern forms would also be required.
Refer to [1] for information on routing calls using AAR or ARS. Repeat this step for each SIP
endpoint required on the Hammer IP (e.g., extensions 46101 to 46120).

change off-pbx-telephone station-mapping 46101 Page 1 of 3
STATIONS WITH OFF-PBX TELEPHONE INTEGRATION

Station Application Dial CC Phone Number Trunk Config Dual
Extension Prefix Selection Set Mode
46101 OPS - 46101 aar 1

5.6 Administer AAR Call Routing

SIP calls to Session Manager are routed over a SIP trunk via AAR call routing. Configure the
AAR analysis form and enter add an entry that routes digits beginning with “46” to route pattern
60 as shown below.

change aar analysis 4 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
46 5 5 60 aar n
5 7 7 254 aar n
6 5 5 2 aar n
7 5 5 3 aar n

Configure a preference in Route Pattern 60 to route calls over SIP trunk group 60 as shown
below.

change route-pattern 60 Page 1 of 3
Pattern Number: 60 Pattern Name: To lz-asm
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 60 0 n user
23 n user
3 n user
4: n user
5: n user
6: n user
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6 Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

= SIP domain

= Logical/physical Locations that can be occupied by SIP Entities

= SIP Entities corresponding to Session Manager and Communication Manager

= Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

= Application Sequence

= Define Communication Manager as Administrable Entity (i.e., Managed Element)

= Add SIP Users

Session Manager, corresponding to the Avaya Aura® Session Manager Server to be
managed by Avaya Aura® System Manager

Configuration is accomplished by accessing the browser-based GUI of Avaya Aura® System
Manager using the URL “https://<ip-address>/SMGR”, where <ip-address> is the IP address of
Avaya Aura® System Manager. Log in with the appropriate credentials.
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6.1 Specify SIP Domain

Add the SIP domain for which the communications infrastructure will be authoritative. Do this
by selecting Domains on the left and clicking the New button on the right (not shown). The
following screen will then be shown. Fill in the following:

= Name: The authoritative domain name (e.g., devcon.com).
= Type: SettoSIP.
= Notes: Descriptive text (optional).

Click Commit.

Since the sample configuration does not deal with any other domains, no additional domains
need to be added.
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6.2 Add Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management. To add a location, select Locations on the left and click on
the New button (not shown) on the right. The following screen will then be shown. Fill in the
following:

Under General:
= Name: A descriptive name.
= Notes: Descriptive text (optional).

The screen below shows addition of the Lincroft location, which includes Avaya Aura®
Communication Manager and Avaya Aura® Session Manager.

o« Hume | Demnots | Bautiag / Lacetinns o

Location Delails Comml | Carwsl

Generald
* Mamw:  Lecroflt

Notes: DovConnect Metwork

Diad Plan Transparency In Survivabibe Mods

Enabled:

Listesd Dirwctory Sumber:

Associated CM STP Entity:

ryerall Managed Bandwidth

Monsped Basdwidth Units:  kbwsec (=]
Total Bandwidth:

Multimedin Bandwidth:

Audio Calls Can Take Multissedia Bandwidth

Under Location Pattern:
= [P Address Pattern: A pattern used to logically identify the location.
= Notes: Descriptive text (optional).

Click Commit to save the Location definition.

Location Pattern

Add | | Remove

1Item O Filter: Enable

IP Address Pattern - Noles
* 192.168.100.* devconid (CM) & l2vasm (SM
Sedact : AJ, None
Commst  Canced
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6.3 Add SIP Entities

In the sample configuration, a SIP Entity is added for Session Manager and the S8300 Server in

the G450 Media Gateway.

6.3.1 Avaya Aura® Session Manager

A SIP Entity must be added for Session Manager. To add a SIP Entity, select SIP Entities on the
left and click on the New button (not shown) on the right. The following screen is displayed.

Fill in the following:

Under General:

= Name: A descriptive name.

= FQDN or IP Address: IP address of the signaling interface on Session Manager.
= Type: Select Session Manager.

= Location: Select one of the locations defined previously.

= Time Zone: Time zone for this location.

Howee Ruuting
- Routing o e [ Elesments [ Sewting { SIF ot [+]
T ————— el
QTSSO STP Entity Detes Commet || Cancel
SIP Entitfes * Mamma: )3-asm
Ewtity Links * FQDN or IP Address: 192.165.100.235
Type:  Seiaon Manager
Notes.
Locatien: ' Uinoroft =
i - Oetbound Proxy- -
Time Zowe:  AmaicaNew_York =]
Crodential nasse:
SIP Lmk Manitormg
SIP Link Mooltoriag:  Use Seazion Manager Corfigurabon = |
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Under Port, click Add, and then edit the fields in the resulting new row as shown below:

= Port: Port number on which the system listens for SIP
requests.

= Protocol: Transport protocol to be used to send SIP requests.

= Default Domain The domain used for the enterprise (e.g.,

devcon.com).

Defaults can be used for the remaining fields. Click Commit (not shown) to save the SIP Entity
definition.

Port
TCP Failover port:
TLS Fallover port:
Add Remove

3 Items Fiter; Enable

Fort Protocol | Default Domain Notes

5060 TCF gevoon,com

,_
3 15
=
J
o

Cdevoon. com
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6.3.2 Avaya Aura® Communication Manager

A SIP Entity must be added for the Communication Manager. To add a SIP Entity, select SIP
Entities on the left and click on the New button on the right. The following screen is displayed.

Fill in the following:

Under General:

= Name: A descriptive name.

= FQDN or IP Address: IP address of the signaling interface (e.g., S8300 Server)
on the telephony system.

= Type: Select CM.

= Location: Select one of the locations defined previously.

= Time Zone: Time zone for this location.

Defaults can be used for the remaining fields. Click Commit to save each SIP Entity definition.

o Twmme { Chemants [/ Routeg / SIP Casitins

SIP Entity Details

weneral

* Noame:
* FQUN or 1P Address:
Typs:

Noles:

Adaptation.
Location:

T Zome:

Credential name:

Lomnd  Caned

devconla
102.168.100.10

o

Lncroft -/

AmvercaMNew_York

TSIV Tiwer 8/F (in seconds): &

Coll Detoll Recording:  none [+
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6.4 Add Entity Link

The SIP trunk from Session Manager to Communication Manager is described by an Entity link.
To add an Entity Link, select Entity Links on the left and click on the New button (not shown)
on the right. Fill in the following fields in the new row that is displayed:

= Name:

= SIP Entity 1:
= Protocol:

= Port:

= SIP Entity 2:

= Port:

= Connection Policy:

A descriptive name (e.g., Iz-asm to devcon14).
Select the Session Manager.

Select the appropriate protocol.

Port number to which the other system sends SIP
requests.

Select the name of Communication Manager.
Port number on which the other system receives
SIP requests.

Select Trusted. Note: If Trusted is not selected,
calls from the associated SIP Entity specified in
Section 6.3.2 will be denied.

Click Commit to save the Entity Link definition.

Note: See Section 7 for instructions on managing TLS certificates.

o Mame / Clamvesis [ Ssuteey [ Catity Links o

Entity Links

1 Item

Lz-aam to devconid L

Select : A4, hsne

Commt  Cancet

Camret | Cance
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6.5 Define Communication Manager as Managed Element

Before adding SIP users, Communication Manager must be added to System Manager as a
managed element. This action allows System Manager to access Communication Manager over
its administration interface. Using this administration interface, System Manager will notify
Communication Manager when new SIP users are added.

To define Communication Manager as a managed element, select
Services—> Inventory->Manage Elements on the left and click on the New button (not shown)
on the right. In the Application Type field that is displayed, select CM.

In the New CM Instance screen, first select Communication Manager as the Type (not shown),
and then fill in the following fields as follows:

Under General Attributes:
= Name: Enter an identifier for Communication Manager.
= Hostname or IP Address: Enter the IP address of the administration interface for
Communication Manager.

= Login/Password: Enter the login and password used for administration
access.

= Authentication Type: Select Password.

= SSH Connection: Select checkbox.

= Port: Enter the port number for SSH administration access
(5022).

Defaults can be used for the remaining fields. Click Commit to save the settings.

L SNMP Attrihutes

' Nome Pevconis-CM-ES Description devoonid CM ES
* Hostmame or TP Address 192,160,100,10 Alternate 1P Address
' Logie it Eaabie Natilications
& Passmord »  Pont 4023
ASG Key Lecation

Y Astheatication Type
Y Password sesnen :'“ 0 Commemication v
Y Conbirm Password seenen

S5 Conmection

RSA S5 Fagerprint (Primary 19)

RSA SSH Fagerpriat (Allernste IP)

Comme Reset Canced
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6.6 Add Application Sequence
To define an application for Communication Manager, navigate to Elements - Session

Manager = Application Configuration = Applications on the left and select New button (not
shown) on the right. Fill in the following fields:

= Name:
= SIP Entity:

Enter name for application.

Select the Communication Manager SIP entity.
= CM System for SIP Entity  Select the Communication Manager managed element.

Click Commit to save the Application definition.

Tmplicht Uswrs

HI.‘ ﬁmw anrs
Systnmm Stetun
' Systom Tooks
+ perfermance
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o Home [ Shements [ Session Masages / Aoul‘tl‘u-o Confagurntoon / A.pﬂolnm [+]
ol 2
Application Editor Cancel
Application
"Narmm DEVOON14 - app
*SIP Bty devooni4 he
" S
System foe  devconi4-CM-ES = Faefresh’ CM
30 Ertty System
Dwsenption
Apy r Al \ (g |}
Name Valuw
Apghratn marde
LRI Fararmwtars
Applcation Media Attnbutes
Enable Media Rkering
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Next, define the Application Sequence for Communication Manager as shown below.

Verify a new entry is added to the Applications in this Sequence table and the Mandatory
column is ¥l as shown below.

Note: The Application Sequence defined for Communication Manager Evolution Server can
only contain a single Application.

* Sussing Mansger o Bomm [ Elumests [ Scvsion Manager / Apphiatses Confguratses / Aselic stiun Sogpeences [+]
== Heko 7
Solskon Nenonar Application Sequence Editor | Commit| | Cancel |
Administration =
= s Applcation Sequence
Prufile ¢ dites *Nama DEVCONIA App Sequence
re— Pmecrpton
Configeration
b Bl and Location Applications w this Sequence
Configeratios -
 Application
Configeration 1 ltem
Sequuncs
Aelicutions nn::. ':':.Nn W0 Name SIF Fatity Mandxory s vt
Apphc ation hant )
Seguences S 9s DEVCONLS-APP thryconld o
Codh = Sebwet M, Miwn
Facwries
Availalsle Applications
Implicit tsers
v Ao e . 2 & lems O Filtwe: Eoalin
A Nome STP Entity Descrptssn
i st *  DEVCONI4-APP Seveznis
b Performance
Regeined Commat | Cancul
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6.7 Add SIP Users

Add a SIP user for each SIP endpoint channel on Hammer IP as defined in Section 5.5.
Alternatively, use the option to automatically generate the SIP stations on Communication
Manager Evolution Server when adding a new SIP user.

To add new SIP users, expand Users and select Manage Users from left and select New button

(not shown) on the right.

Enter values for the following required attributes for a new SIP user in the Identity section of the

new user form.

= | ast Name:
=  First Name:
= Login Name:

Enter the last name of the user.
Enter the first name of the user.
Enter <extension>@<sip domain> of the

user (e.g., 46101@devcon.com).
= Authentication Type: Select Basic.
The screen below shows the information when adding a new SIP user to the sample
configuration.

« Home [ Asers / Vser Hansgement [ Managn Usess [+

New User Profile Commit & Continwe | | Commit| | Cancel

m Communication {'rufile
ACLs s

Nembescleg Centscts

User Provisioning Rule «

Usar Provisioneng fde -

Identity «
* Lt Name:  Marmssar
Last Nama {Latn Transiation)
* First Name: SIP
First Narne (Latn Transtation): 419

Mddiks Name
Descnption

* Logn Name! 46101 0deveon.com

* Auehooeicaon Type:  Sasic
Paszword

Cordiem Password

Locakaad Display Nama

Endpoent Dizplay Name
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Select the Communication Profile tab and configure the following fields:

= Communication Profile Password: Enter the password which will used by
Hammer IP to log into Session Manager.
= Confirm Password: Re-enter the password from above.

' -
ST T—— + Homn [ Users [ User Managsssent | Manage Users [+]
Manage hsers MWep 7

P‘lcm | New User Profile Comai & Cortows | | Commi | Cancel

tinotity % DOSRRIBN IR ombnrsdis Conbacts
y

Communication Profile «

Commurcaton Profle Passwortd: eseess

Cordum Pasiwind. sssess

Click New to define a Communication Address for the new SIP user. Enter values for the
following required fields:

= Type: Select Avaya SIP.
= Fully Qualified Address: Enter extension number and select SIP domain.

The screen below shows the information when adding a new SIP user to the sample
configuration. Click Add.

Communication Address =

Type Handle Domain

No Records found

Type: | Avaya SIP [=]
* Fully Qualified Address: (46101 @ | devcon.com El
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In the Session Manager Profile section, specify the Session Manager entity from Section 6.3.1
for Primary Session Manager and assign the Application Sequence defined in Section 6.6 to
both the originating and terminating sequence fields. Set the Home Location field to the
Location configured in Section 6.2.

Session Manager Profile =
SIP Registration
* Primary Session Manager Primary | Secondary | Maximum
lz-asm [=]
22 0 22
Secondary Session Manager | (None) E|
Survivability Server | (None) [=]
Max. Simultaneous Devices |1 E
Block New Reagistration |
When Maximum Registrations
Active?
Application Sequences
Origination Sequence | DEVCON14 App Sequence [=]
Termination Sequence |DEVCON14 App Sequence E|
Call Routing Settings
* Home Location | Lincroft E|
Conference Factory Set | (None) E|
Call History Settings
Enable Centralized Call
History?
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In the CM Endpoint Profile section, fill in the following fields:

= System: Select the managed element corresponding to
Communication Manager.

= Profile Type: Select Endpoint.

= Use Existing Stations: If field is not selected, the station will automatically be
added in Communication Manager.

= Extension: Enter extension number of SIP user.

= Template: Select template for 9620 or 9630 SIP phone.

= Port: Enter IP.

The screen below shows the information when adding a new SIP user to the sample
configuration. Click Commit (not shown) to add the SIP user.

¥] CM Endpoint Profile =
* System | devconl4-CM-ES E|
* Profile Type | Endpoint E|

Use Existing Endpoints

* Extension Q46101 Endpoint Editor

* Template |06205IP_DEFAULT CM_6_3 [+|
Set Type 96205IP
Security Code
Port IP
Voice Mail Number

Preferred Handle |(None) E|

Enhanced Callr-Info display for 1-line
phones

Delete Endpoint on Unassign of Endpoint [V
from User or on Delete User.

Override Endpoint Name and Localized [V
Name
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6.8 Add Session Manager

To complete the configuration, adding the Session Manager will provide the linkage between
System Manager and Session Manager. Expand the Session Manager menu on the left and

select Session Manager Administration. Then click Add (not shown), and fill in the fields as

described below and shown in the following screen:

Under General:

= SIP Entity Name: Select the name of the SIP Entity added for
Session Manager
= Description: Descriptive comment (optional)

= Management Access Point Host Name/IP:
Enter the IP address of the Session Manager
management interface.
Under Security Module:

= Network Mask: Enter the network mask corresponding to the IP
address of Session Manager
= Default Gateway: Enter the IP address of the default gateway for

Session Manager

Use default values for the remaining fields. Click Commit to add this Session Manager.

¢ Hume /7 / Sessian N / Sescion Ul

Edit Session Manager Comme | Gancel
Ldmiassiration
Crmmmnicatlon
At cisichincsna?

- General «
' Metwork

SIP Entity Name Le-am
Dascriphion

*MaNagement Access Point Moot Namey'TP 192168100233

*Dwract Rowting to Endpoints  Enalile | w)

Wware Vrtual Machne

Security Module «
S Entty 1P Adaress |5
*hatwork Mask 2552552450
*Defauk Gateway 192.168.100.1
*Call Control PHE 40
*QOS Dricekty 6
*lpeed & Duglex  Auto *
VLANID

*SIP Frawal Conliguration SM 6.3.8.0
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7 Managing and Creating TLS Certificates

This section covers how to manage and create the TLS certificates required to support TLS over
SIP trunks between Communication Manager and Session Manager and to support TLS for the
emulated SIP endpoints in Hammer IP. For this solution, Avaya Aura® System Manager is used
as a certificate authority. For additional information on managing TLS certificates, refer to [2].
The steps are required include:

= Export the System Manager CA Certificate

= Add the System Manager CA to Communication Manager

= Install Enhanced Validation Certificates for Session Manager
= Create TLS Certificate and Private Key for Hammer IP

7.1 Export the System Manager CA Certificate
To export the System Manager CA, follow these steps:

1. On the home page of the System Manager Web Console, under Services, select
Security->» Certificates-> Authority.
2. On the CA Functions page, click Download pem file.

CA Functions

Edt Carthcate Authontion Basic Functions for CA : tmdefauitca View Certificate  View Information

TS Frad Frotin

U .
e Creats 4 new upd
Supervicon funciom

Ve Log
Sysdem Funclicos
Sestem Conhguratoe

3. Save the file. In this example, the filename was SMGR CA.pem.
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7.2 Add the System Manager CA to Communication Manager
Use the following procedure to make Communication Manager trust the System Manager CA

certificate.

ko E

click Browse.

o

Download.

AVAYA

Help Log Off

Administration [ Server (Maintenance)

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

This Server: devconi4

Process Status -
Shutdown Server

Server Date/Time

Software Wersion

Server Role

MNetwork Configuration

Static Routes

Display Configuration

Server Upgrades

Manage Updates

Data Backup/Restore

Backup Now

Backup History

Schedule Backup

Backup Logs

Wiew/Restore Data

Restore Histary

Security

Administrator Accounts

Login Account Policy

Login Reports

Server Access

Syslog Server

Authenticatian File

Firawall

Install Root Certificate
Trusted Certificates
Server/Application Certificates
Certificate Alarms

Certificate Signing Request
S5H Keys

Web Access Mask
Miscellaneous

File Synchronizatien

Download Files

CM Phone Message File |
Messaging Software &

m

Download Files

The Download Files SMI page lets you download files to the server.

@ File(s) to download from the machine I'm using
to connect to the server

awer_ca pem

Browss... | Mo file selectad.
Browse.. | Mo file selected.

Browse... | Mo file selected.

@ File(s) to download from the LAN using URL

Proxy Server (2.9 proxy.domain:3132)

{
:
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Verify the System Manager CA certificate downloaded in Section 7.1 can be accessed.
Log into the Communication Manager server web interface.
Click Administration and select Service (Maintenance).
In the left pane, under Miscellaneous, click Download Files.

Select File(s) to download from the machine I’m using to connect to the server and

Select the System Manager CA certificate to download as shown below and click
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7. In the left pane, under Security, click Trusted Certificates and click Add.

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

This Secvar devconi4e

Server Fole
Natweck Carfigaratiza
State Routan

Despley Canfguratien

W = Wak Server
M = Mezzaging

Sulect bile

Ve Rantare Dots Apr-en,trt
Ewstore Mintory
Eatun

Asmaistratar Accsusty

spcs.crt

Dwplay |

Adrdanticavon Fle

Firwsall

Loatsll Seat Comfcste

Trusted Certificates

This page provides managemant of the trusted Sedufity camficates Dresent on this server

frusted Heposstories

A = Zutherticabon, Aul

C = Communication Manages

R = Remote Logging
SNGR_CA.cn
motorole_szecs _root.crt

sip_produst rock.crt

| Add | | Remowve | Copy | | Help

and A g Servicax (m.g. LOAR)
Laayed 12 Laowed By Lxmration Dets Tounted By
daluuin default Sumdun 21 2020 C

Aveya Product Koot CA Avays Product Koot C& Sun Aug 14 2033 CWwWa

SCCAN Server Root CA SCCAN Sarver Koot CA Sun Dec 4 2033 c

519 Produce Certificate Authonty S51P Product Carttficate Authanty Tue Aug 17 2027 CWwWR

1P Product Cactificste Authonty 5IP Product Certificate Authorty Tue Aug 17 2037 M

8. Enter the name of the downloaded System Manager CA certificate as shown below and

click Open.

AVAYA

Help Log Off

Administration [ Server (Maintenance)

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

This Server: dewvconl4

Firewall
Install Root Certificate
Trusted Certificates

-

Server/Application Certificates
Certificate &larms

Certificate Signing Request
S5H Keys

Web Access Mask
iscellaneous

Trusted Certificates - Add

This page allows for the addition of a trusted certificate to this server.

SMGR_CA.pem PEM file containing certificate

[Dpen][Can:d][HFJp]

JAO; Reviewed:
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9. Enter the file name again in the text box and select the Communication Manager
checkbox as shown below and click Add.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log OFf Administration

Administration / Server [Maintenance)

+ Trusted Certificates
Data Backup/Restore

Backup Now

This Server: dewconl4

Backup History This page provides management of the trusted sescurity certificates present on this server.
Schedule Backup R .
e (Las Add this certificate
View/Restore Data o
.
Restora History Issued To Isswed By Expiration Date
default default Sun Jun 23 2020
Administrator Accounts
Lagin Account Palicy SMGR_CA.pem Stare the certificate in this file in each repository selected below
Login Reports
Server Access — Add to these trusted repositories
Syslog Server
Authentication File l:l Authentication, Autherization and Accounting Services [e.g. LDAPR)
Firewall Communication Manager

Install Root Certificate
Trusted Certificates

m

D Web Server

Server/Application Certificates D Messaging
Cert!ﬁcateA.Iarl.'ns D Remots Logging
Certificate Signing Request

S55H Keys |

Web Access Mask [ gl ] [ Cancel ] [ Help ]

iscellaneous i

10. Restart Communication Manager.
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7.3 Install Enhanced Validation Certificates for Session Manager

Perform this procedure to populate the Common Name and Subject Alternate Name of the
certificate in Session Manager.

1. On the home page of the System Manager Web Console, under Services, click
Inventory->Manage Elements.

2. Select the appropriate Session Manager Web Console from the list and click More

Actions.

Select Configure Identity Certificates from the drop-down menu.

4. On the Identity Certificates page, select Security Module SIP and click Replace.

w

+ Memn / Secvices | Lavsatory / Manage Deamnrta o

Manoge tlements | Dacwwery

Identity Certificates D

D Rem o Fiter: Enonle

Selet T

5. On the Replace Identity Certificate page, select Replace this Certificate with Internal
CA Signed Certificate.

6. Select the Common Name (CN) checkbox and enter the host name or IP address of the

Security Module. The address is the same as the SIP Entity address.

Select RSA for the Key Algorithm.

8. Select 2048 as the Key Size.

~
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9. Select the DNS Name checkbox and enter the SIP domain (e.g., devcon.com) and click
Commit.

4 Pemm | Servaces | avestocy | Manage tamenie [+]
PManage thements Oewcovery

Replace Identity Certificate Commit || Canet

Cortificate Detally
Sebpect Deints

Vald from i Vald 10
Koy Size
Issuer Name
Cortificate Fingerprist
Subject Allurmative
Nemn

& Repioce this Certfcate with Intemnal CA Signes Certidcate

IMQOT th'd party comificats

Common
Name
(ow):
Kuy
Algectthm: BS54 =]

Moy Stew: 3043 7=

Subject -
Allersative DNS w URL
[r——— Address:

Comeret | | Canced

10. On the Identity Certificate page, select Security Module HTTP and click Replace.
The following steps are similar to the ones covered for Security Module SIP above.

11. On the Replace Identity Certificate page, select Replace this Certificate with Internal
CA Signed Certificate.

12. Select the Common Name (CN) checkbox and enter the host name or IP address of the
Security Module. The address is the same as the SIP Entity address.

13. Select RSA for the Key Algorithm.

14. Select 2048 as the Key Size.

15. Select the DNS Name checkbox and enter the SIP domain (e.g., devcon.com) and click
Commit.

16. Click Commit.
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7.4 Create TLS Certificate and Private Key for Hammer IP

This section covers the procedures for creating TLS Certificate and Private Key files for
Hammer IP. Refer to [2] for more information on creating TLS Certificate and Private Key files.

7.4.1 Create Avaya Private Key Certificates
Follow the following procedure to add Hammer IP as an end entity.

1. Create End Entity for Hammer IP. From the System Manager home page, navigate to
Security-> Certificates=> Authority=>RA Functions and select Add End Entity.

2. Enter the following values and use the default values for the remaining fields. For the
CN, Common Name field, any IP address associated with Hammer IP may be used.
Click Add End Entity to submit.

Ceticno Authosdey |
= Add End Entity

Edd Pulihshiirs End Entity Profile 2@ounD_ouTBoumD_TLS « Reguired

Edt End Erexy Protbs Email -

List/Edt End Entit

N, Com
Sapervision Finctinns oA), Oros on Unk SDF
Apsriew Actains z e
0, O VAYA

View Lo
Systum Funclions

Syston ConBguratos

EOt Saraces A trdelpdic -

Pulix Wet

Add End Ertmy | Rawet

3. Navigate to Security->Certificates=> Authority->Public Web. The EJBCA window is
displayed.
4. Click on Create Keystore.
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5. Under the Authentication section, enter the user name and password that were defined in

Step 2, and then click OK.

s CA CRis
o Featch User

Latest Cardficats

Miscellanecus

o List User's Certificates
o Check Certificats Status
o Admumistration

EJBCA Certificate Enroliment

Welcome to certificate earollment

Please enter your username and password. Then click OK to generate your token

—~Authentication

I5emMame;  ampirix
Pauiwurdl sessene
oK

6. In the Options section of the EJBCA Token Certificate Enrollment page, select 2048
bits for the Key length field and click OK to continue.
"« Create Browser Certificate EJBCA Token Certificate Enrollment
* Create Server Certificate
* Create Keystore Welcome to certificate enrollment.
e If you want to, you can manually install the CA certificate(s) in your browser, otherwise this
o Fetch CA & OCSP Certificates will be done automatically when your certificate is retrieved.
» Fetch CACRLs Install CA certificates:
* Fetch User's Latest Certificate . .
Certificate chain
eelEEEMTEIRE
» List User's Certificates Please choose a key length, then click OK to fetch your certificate.
* Check Certificate Status Tick the "OpenVPN" checkbox if you want to create an Open VPN installer. This options requires
o Administration special configuration of the CA.
—Options
Leave values as default if unsure.
Key length: 2048 bits ~
Certificate profile:  ID_CLIENT_SERVER ~
OpenVPM installer: [
7. In the next window, click Save to save to the file to the local PC. This file will contain a

Private Key, Server Certificate, and Trusted Root Certificate.
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7.4.2 Create TLS Certificates and Private Key Files for Hammer IP

The following procedure describes how to create a TLS Certificate and TLS Private Key file for
Hammer IP.

1. Using a Text Editor, open the Private Key Certificate file created in the previous section.

Bag Attributes

friendlyName: 192.168.100.170
————— BEGIN PRIVATE EEY————
MIIEvgIBADANBgkqghkiGOwlBAQEFALSCERgwgqgSkAgEARCTBAQDEDkS02J/ fwk/c
L7sPM+fFETJIEQr] yXaBY ye3vOwILUMpt 1MgmDE+LuJhDEicxBFpkgS2 yvh P7xGI 03

NIPZmEhDPRBOEGeY 27 pqlH+kcv+GsV+ogMn+r2 10/ ti YNkBhLGCRkq+£2VVQ+4RE
Tz2JI12WvYgRVjc/Hv Bz 6wH3mu+B8aI 3R/ 62 6wmTuKJTelvuWK0i /7T gLZ ghBFXghCFHL
IRvylJOkViBnZqgoDeEFmr+a?
————— END PRIVATE EEY————
Bag Attributes

friendlyMame: 192.168.100.170
subject=/CH=182.1&8.100.170/0U=5DE/ C=AVAYA/ C=US
issuer=/CH=default/OU=MEMT/O=LVLYL

Bag Attributes

friendlyMame: default]|
subject=/CH=defaul t/O0U=MEMT/ C=LVLYL
issuer=/CH=default/0U=MEMT/O=LVLYL
————— BEGIN CERTIFICATE—————

MIICQjCCRaughwIBAgIIDBlgh Zhd CHMWDOY JRoZI hveNAQEFBOAWMTE QMA4GALUE
EwwHZGVMYXV 3d DENMA G A1 UECWWE TUANVDE CMAWGA] UEC qwF OV ZBWUE wHheNMT B

OrlRzEDotSEpY9d+SxWI0LptvinVee fHZ4ChSPyh yERDgedNmi 13 vecEcINsWeGOBERX
V+0X1I1AXS5TBoxyakROOTL3 TpRnkB+1ywRx 97 MgPz5i5TULjCT20Be IEMWkK4LZP
D07 sRnER

————— END CERTIFICATE-—-—-

2. Copy the Private Key part of the file (i.e., the yellow highlighted lines starting with
BEGIN PRIVATE KEY and ending with END PRIVATE KEY) and store it in a file. In
this example, the file name was empirix PrivateKey.pem.

3. Copy the Idenity Certificate part of the file (i.e., the green highlighted lines starting with
the first instance of BEGIN CERTIFICATE and ending with END CERTIFICATE) and
store it in a file. In this example, the file name was empirix Certl.pem.

4. Theempirix PrivateKey.pemand empirix Certl.pem files must be used to
configure the TLS Certificate and TLS Private Key of the originating and terminating
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Hammer channels in the Signaling tab configured in Sections 8.2.1 and 8.2.2.1,
respectively.

8 Configure Empirix Hammer IP

This section provides the procedures for configuring the Empirix Hammer IP. The procedures
fall into the following areas:

= Assign IP addresses to each Hammer IP channel.

= Configure the system, including the originating and terminating channels and the
PhoneBook, using the Hammer Configurator.

= Save and apply the Hammer configuration and start the Hammer server.

= Create and run the test script using the Hammer TestBuilder.

8.1 Configure IP Addresses on Hammer IP Server

The Hammer IP server needs to be configured with IP addresses for each channel. During the
compliance test, 20 SIP endpoint channels were used. 10 channels were used to originate calls
and 10 channels were used to terminate calls. This requires a block of 20 IP addresses, which
must be contiguous. The 20 IP addresses used were from 192.168.100.171 to 192.168.100.190.
These IP addresses are configured in the Advanced TCP/IP Settings under Network
Connections (not shown) in Windows Server 2008.

IP Settings |pns | wins |

1P addresses
IP address | Subnet mask :I
192, 168,100,172 255,255,255.0 —
192,168,100, 173 255,255.255.0 v
| | B
Add... | Edit... | Remaove |
Default gateways:
Gateway | Metric |
192,168,100, 1 Automatic
Add... | Edit... Remove |
—Jv Automatic metric
Inkerface metric I

0K I Cancel
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8.2 Configure System

This section covers the configuration of originating and terminating channels and the PhoneBook
on Hammer IP. In this configuration, the originating channels emulate SIP endpoints (described
in Section 6.7). The terminating channels can emulate SIP endpoints or SIP trunks. These
Application Notes will explicitly describe the configuration for terminating calls to SIP
endpoints in Section 8.2.2.1. In addition, it will provide a reference to other Application Notes
for configuring terminating channels as SIP trunks in Sections 8.2.2.2.

8.2.1 Configure Originating Channels — SIP Endpoints

The Empirix Hammer IP is configured through the Hammer Configurator, a graphical user
interface, residing on the Hammer IP server. From the Hammer IP server, run the Hammer
Configurator. The following screen is displayed.

Note: It is assumed that Hammer IP is already in Master Controller Mode. To verify, check
that the title bar of the Hammer Configurator indicates Master Controller Mode Enabled as
shown below. It is also assumed that a system was already added to the configuration. In this
configuration, the system name is AVAYAEMPIRIX01, which corresponds to the server name.

In the Hammer Configurator, the server name will appear in the left pane of the Hammer
Configurator. Expand the server name (e.g., AVAYAEMPIRIXO01) in the left pane and click on
IP Channels Configuration. The following window will be displayed. Select Avaya_SIP for
the Signaling Project and then click New.

~=#- Hammer Configurator - AYAYAEMPIRIX01 - Master Controller Mode Enabled - [current / unapplied]

File Edit ‘iew TestBuilder Applications Help
ST TIEHECcERBk T
= T L]
Sighaling Praject; | SIF UE vI Mew | Impoltl Deletel Elear.ﬂ.lll Apply | Open | Save |

Channel Range  |&vapa H323 ohaling Project | Audio Codec |

=) 5@ Harnrmer Configurator
(%3 Hammer IP Servers
i -8 Advanced Settings
| 2B avaraEMPIRIXOL Cisco Skinny
@ . Is Confiqurati Clear Charinel
annels Configuration Fact 5IPPhane =
@ Signaling Server Configuration
H ‘ersion and License Info
L& Speech Rec Servers

3

----- P Voice Quality Servers

Signaling I Media | Sighaling Pleviewl Media Pleviewl

[} | Mame | Value | Incrementer | Step |
| | 0
Ready I_W’_ A
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The first line in the grid that is highlighted in the figure below corresponds to the 10 originating
channels. To set the number of channels in the group, click on the Channel Range cell in the
grid and enter the number 10. The following fields in the Signaling tab should be set as follows:

State Machine should be set to Avaya SIP Station.

Station Extension should be set to the first extension in the group (e.g., 46101) and the
Incrementer and Step fields should be set as shown so that the extension of the
subsequent channels are incremented by one. This covers extensions from 46101 to
46110.

Display Name may be set to the first extension in the group (e.g., 46101) and the
Incrementer and Step fields should be set as shown so that the extension of the
subsequent channels are incremented by one. This covers extensions from 46101 to
46110.

Network Connection should be set to the appropriate network interface.

Phone IP should be set to the IP address of the first channel in the group and the
Incrementer and Step fields should be set as shown so that the last of octet of the IP
address is incremented by one. Note that this requires a block of contiguous IP
addresses. This covers IP addresses from 192.168.100.171 to 192.168.100.180.

= Subnet Mask should be set to the network mask (e.g., 255.255.255.0).

= Phone Port should be set to TLS port 5061.

= Avaya IP should be set to the Session Manager SIP interface (e.g., 192.168.100.235).

= Destination Port should be set to TLS port 5061.

= Station Security Code should match the one configured under the Communication
Profile tab of the SIP User in Session Manager described in Section 6.7.

= Register with Avaya SES should be set to Yes.

= Authenticate with Avaya CM should be set to Yes.

= Transport Protocol should be set to TCP_TLS. See Section 7.4 for instructions on
managing and creating TLS certificates.

= TLS Certificate should be imported by clicking the Choose File button. Creating the
TKS Certificate file is described in Section 7.4.

= TLS Private Key should be imported by clicking the Choose File button. Creating the
TKS Private Key file is described in Section 7.4.

= SIP URI Scheme should be set to SIPS.

= The default values for other fields may be used as shown.
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* Hammer Configurator - AVAYALMPIRIX0] - Master Controller Mode Enabled - SIPS_20_EPT_EPT [unepphed]
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In the Media tab of the 10 originating channels, configure the fields as follows:

= Audio Codec should be set to the appropriate codec for the test. G711 U-Law, G729AB,
and G.729A were used during the compliance testing.

= Frequency [ms] should be set to the appropriate value for the specified codec. It should
match the Packet Size [ms] field in the IP Codec Set form on Communication Manager
for the specified codec.

= Network Connection should specify the appropriate network interface.

= Source IP Address should be set to the IP address of the first channel in the group. The
Incrementer and Step fields should be set as shown so that the last octet of the IP
address is incremented for the subsequent channels. Note that the IP addresses for the
channels need to be contiguous.

= Media Profile should be set to one that specifies the codec configured in the Audio
Codec field. See Appendix A for instructions on configuring a Media Profile.

= SRTP Encryption should be enabled. Disable SRTP if not required for test.

= SRTP Authentication should be set to Enabled (80 bits).

= SDES should be enabled.

= Random Keys should be enabled.

= The default values for the remaining fields may be used as shown.

~+ Hammer Configurator - AYAYAEMPIRIX01 - Master Controller Mode Enabled - [current / unapplied]
File Edit Yiew TestBuilder Applications Help

sy I F T B ScrEEBRk ST
EJ@ Hammer Configurator Signaling Praject: Im Mew | Impart | [relete | Clear AIII Apply | ,m Save | Help |
P Hammer IP Servers — - -
& Advanced Settings Ehaelan & Channel Type Signaling Project ulo Codec
G U-Law
= B avavaemprrrzon 11 -20(10) Feature fwapa SIP G711 U-Law
@ IP Channels Configuration
@ Signaling Server Configuration
“ersion and License Info
8P Speech Rec Servers
& Voice Quality Servers
[ Signaling Media I Signaling Previewl Media Previewl
o) | Marme | Yalue | Incrementer Step
Audio Codec G.711 U-Law =
Frequency [ms] 20 [ms] ;I
Metwork Connection Local Area Connection ;I
@ Source IP Address 192,168,100,171 999,999,999, +++ LI 1
@ @ audio Part 10000 IS haE
DTME Type In Band =
Silence Tvpe Audio ;I
Jitker Buffer 3 % Frequency [ms] ;I
Subnet Mask. 255.255.255.0
Media Profile G711U.5dp =]
RTCP Enabled |
TestBuilder Configuration | Mone ;I_l
SRTP Encryption Enabled ;I
SRTP Authentication Enabled (50 bits) ;I
SDES Enabled =|
Random Keys Enabled ;I
4] | &
Launches the Test Profiler application [ [
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8.2.2 Configure Terminating Channels

During the compliance test, the originating channels emulated SIP endpoints with the calls
terminating on SIP endpoints and SIP trunks. Select one of the following subsections depending
on the configuration desired.

= Section 8.2.2.1 for terminating calls on SIP endpoints.
= Section 8.2.2.2 for terminating calls on SIP trunks.

Note: Ensure that the originating and terminating channels are assigned unique IP addresses.

8.2.2.1 Configure Terminating Channels — SIP Endpoints

The second line in the grid that is highlighted in the figure below corresponds to the second
group of channels that will terminate calls. Set the Channel Range cell to the number of
channels in this group. The configuration of the Signaling tab is similar to the one for the group
of originating channels in Section 8.2.1 with the exception that the Station Extension and
Phone IP fields will be different. This group of channels will be assigned extensions 46111 to
46120 and IP addresses from 192.168.100.181 to 192.168.100.190. Again, the IP addresses for
this group of channels need to be contiguous.

~=+ Hammer Configurator - A¥YAYAEMPIRIX01 - Master Controller Mode Enabled - SIPS_20_EPT_EPT [unapplied]

File Edit Wiew TestBuilder Applications Help

> — =
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- o B avavaEMPIRINOL 120 (701 G711 U-Law
! @ IP Channels Configuration
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Wersion and License Info Signaling | b edia I Signaling Preview I b edia Preview |
o Speech Rec Servers Q | Mame | Yalue | Incrementer | Step
.. R Yoice Quality Servers - 1P Skaki
Skate Machine Avaya SIP Station
| T Station Extension 46111 name++++++++ ;I 1
S Display Mame 46111 name++++++++ ;I 1
Metwork Connection Local Area Connection ;I
2 Phane IP 192.165.100.151 999,999,999, +++ LI 1
Subnet Mask 255.255.2585.0
2 Phane Port 5061 Hone hd
S Avaya IP 192.165.100.235 Nane LI
2 Destination Part 5061 Mone 4
% Station Security Code 123456 Mone LI
Register With Awava 5M Yes ;I
Authenticate With Avava CM | Yes ;I
% Requested Expiration [5] 3600 Mone LI
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q ] Reqistration Stagger 1000 ++++++++ x| zo0
Transport Protocol TCP_TLS ;I
TLS Certificate Choose Fil...| Yiew Data...
TLS Private Kew Choose Fil...| view Data...
Enable OPTIONS "PING" MO |
SIP LRI Scheme SIPS x|
Launches the Test Profiler application l_ W l_ &
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The Media tab for the group of terminating channels is shown below. The configuration is
similar to the one for the group of originating channels except for the Source IP Address field.

~=+Hammer Configurator - A¥YAYTAEMPIRIX01 - Master Controller Mode Enabled - [current / unapplied]

o=

File Edit Yew TestBuilder Applications Help

[=- %2 Hammer Configurator
-4 Hammer IP Servers
5P Advanced Settings
E--@ AYAYAEMPIRIAOL

@ Speech Rec Servers

----- & Voice Quality Servers

Launches the Tesk Profiler application

@ IP Channels Configuration
Signaling Server Configuration
: Wersion and License Info

< Sk - |
Signaling Project: lm Mew | Import | Delete | Clear Alll Apply | Open Save | Help |
Channel Fange | Channel Type | Signaling Project | Audio Codec |
1-10(10] Feature Avapa_SIP G.711 U-Law
1120 [10] G711 U-Law
[ Signaling Media | Signaling Preview I Media Previewl
9 | Mame I Yalue Incrementer Step
Audio Codec =
Frequency [ms] 20 [ms] j
Metwork Connection Local Area Connection LI
D Source IP Address 192.165.100.151 999,999,999, +++ LI 1
@ | Audio Port 10000 T x|z
DTMF Type In Band =l
Silence Type Audio LI
Jitter Buffer 8 x Frequency [ms] j
Subnet Mask 255,255,255.0
Media Profile G =]
RTCP Enabled |
TestBuilder Configuration = Mone ;I_l
SRTP Encrypion Enabled j
SRTP Authentication Enabled {30 bits) LI
SDES Enabled |
Random Keys Enabled j
| | ]
[ [

8.2.2.2 Configure Terminating Channels — SIP Trunks
To terminate the calls to SIP trunks follow the instructions described in [4], specifically:

Section 5 describes how to configure call routing on Communication Manager.
Section 6 describes how to configure SIP trunks to Hammer IP on Session Manager.
Section 7.2.2.1 describes how to configure terminating SIP trunks on Hammer IP.
Section 7.4 describes how to specify the dialed digits when running a test script.

The configuration described in all the aforementioned sections of [4] must be completed for
terminating calls to SIP trunks.
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8.2.3 Configure the PhoneBook

The PhoneBook is used to specify which number each originating channel should dial when
placing a call. Click on the PhoneBook icon (not shown) in the Hammer Configurator. The
PhoneBook window is displayed below. The Channel column is automatically displayed with
the appropriate channel groups. Right-mouse click on the first line corresponding to the group of

originating channels (channels 1-10) and select the Increment using a simple format option as
shown below.

[N Phonebook: New Phonebook
File Help
o se]-8]=[u] o

Phonebook. Settings | Channel Map Settings I Phone List Settings

U=e Phone List Channel Phaone # | Configured Phone # Fig
r A A AEMPIRIX01 Channel Groupd:1-10 mmme
r A3 A% BEMPIRIX0T Channel Group? -11-20 9} 0 | pste Cireminets
Increment using a simple Format
Increment using an advanced Farmula
4| | 3
QK | Cancel | Help
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In the Simple Incrementer window, specify the number that the first originating channel should
dial in the Start Value field. In this example, the first channel will dial 46111, which
corresponds to channel 11. Set the Increment By field to 1. This specifies that the subsequent
channels should increment the dialed number by one. For example, channel 1 will dial 46111,
channel 2 will dial 46112, and so on. The Start Channel field should be set to the first channel
number and the End Channel field should be set to the last originating channel number, which is
10. Click OK.

Simple Incrementer ﬂ I

Server. |AVATAEMPIRID1 =]

Colurnr; IF'hu:une B j

D estination S erver: I j

Fill Type
’Vﬁ' Channel Fill " Growp Fill

&l numbers around nonmLmerics
[2.g. 9..1..885-555-"3934 becomes 9,.1,.883-556-"0004)
& wew-ywy-zzzz
7 e (g 1 (892 555-9939 becomes 1 [289) B55-9394)
" yy [e.g. 1 888 555 9999 becomes 1 B85 556 9999
% zzzz [e.g. 1-888-555-9999 becomes 1-858-555-0000]

[ Use H323 formatting with prefis: j

Start Walue: I“rE"I "

Increment By I1

Start Channel: I1

End Channel: |1 0

ak. I Cancel | Apply Help
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Once the PhoneBook is configured, select File->Save As to save the PhoneBook.

,ﬁ Help

[N Phonebook: New Phonebook (]

Mes

Open

i[4]

Save

Impark Phone List

nel bap Settings I Phone List Settings

Impark Channel Map

1 H323_Failoverz.phn
2 H323_EPT_EPT.phn
3 H323_Failover.phn
4 SIP_EPT_EPT.phn

Exit

L4

M AEMPIRIADN Channel Groupt:11-20

Channel Phone #

Configured Phane #

Fig

B 45111

28001
E9001

1] I Cancel |

Help |

The PhoneBook is saved as SIP_EPT_EPT.phn in the following window. This PhoneBook will
be used when running the test.

= Save As
l;: }(\ } | + LoadBlaster = Config = GlobalPhoneBooks - l‘a] I search GlobalPhoneBooks Eﬂ
Crganize *  Mew folder = v ﬂ
Y - e Y
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& Downloads || H323_EPT_EPT_2.phn 3/23/2015 10045 &AM PHM File
=R L Pl
a REcENt Faces | |H323_EPT_SIP_EPT.phn 2i23(20154:07 PM  PHM File
L H323_Failover.phn 10/30/2015 12:57 PM PHM File
- Libraries —
3 Documents || H323_Failower2.phn 1111212015 2:45 PM PHH File
J Music | H323_Phonebook, phn 6/12/2015 3:52 PM PHH File
= Pictures || H323_TRK_H323_EPT.phn 212312015 5:10 PM PHH File
E Videos | H323_TRK_SIP_EPT.phn 212312015 5116 PM PHM File
-~ || MaCP_MCS_Phonebook.phn 6/12/2015 3:52 FM PHM File ~— —
1M Computer b
i : | SIP_EPT_EPT.phn 41712015 328 PM PHM File
jmey Local Disk (122
|| SIP_EPT_H3z3_EPT.phn 217312015 3112 FM PHHM File
€ Nebwork _I I STP Phanehnnk.nbn A RENE RI'F\.? Pr PHM File _Iﬂ
= | 4 3
File name: | SIP_EPT_EPT.phn =
Save as bype: IPtheBcu:nk Text Files (*.phm) j
“  Hide Folders Save I Cancel |
4
JAO; Reviewed: Solution & Interoperability Test Lab Application Notes 45 of 58
SPOC 1/6/2016 ©2016 Avaya Inc. All Rights Reserved. HIP-SIPS-EPT




8.3 Applying the Hammer IP Configuration

This completes the configuration of Hammer IP. This configuration should be saved by clicking
the Save button (not shown) on the Hammer Configurator window. The configuration needs to
be applied to the server for the changes to take effect. Click on the Apply button (not shown) in
the Hammer Configurator window. The following window is displayed as the configuration is
being applied to the server.

Applying Configuration to Server{s)... I

IJpdating TeztBulder zettings... [Tazk 4 of 7]

Check that the system has been started by clicking on the server name (e.g., AVAYAEMPIRIX01)
in the left pane of the Hammer Configurator. If the current status is System Is Stopped, click
the Start system button to start the system. When the system is started, it should appear as
shown below and should also specify which configuration has been applied. The configuration
performed above was saved as SIPS 20 EPT_EPT. When the system is started, the Hammer IP
will register SIP endpoints with Session Manager.

= Hammer Configurator - AVAYAEMPIRIX01 - Moster Controllr ModeEratled M)
File Edit Wiew TestBuilder Applications Help
. — —_— —
<3 2@l ke
Configure Hammer IP system:
AVAYAEMPIRIXO01
1P Channels Configuration ~Current status
Signaling Server Configuration = .
i Wersion and License Info SYStE m is star tEd -
@ speech Rec Servers The configuration "SIPS 20 EPT _EPT"is
L& vaice Quality Servers loaded and ready to run.
~Options Operations
[T Auto start system on reboot Start spstem |
Stop zystem |
Reboot spstem |
Ready I_W A
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8.4 Configure and Run the Test Script
For the compliance test, two default test scripts were used:

" a4 calls b dtmf.hld to verify DTMF
" vVoice Quality Test.hld to verify voice quality

The sample test script, voice Quality Test.hld, establishes a VolP call between two SIP
endpoints on the Hammer IP, followed by the originating side playing an audio prompt to the
far-end so that voice quality metrics (e.g., PESQ score) can be obtained. The test script is
configured with the Hammer TestBuilder application and can be displayed in a ladder diagram
as shown below by double-clicking on the test script name.
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In the sample test script configured above, the A-side (originating SIP endpoint) places a call to
the B-side (terminating SIP endpoint) using the Place Call action. The Place Call properties can
be configured by double-clicking on the action in the ladder diagram. The Place Call
Properties is configured to use the PhoneBook as shown below.

Note: Disable the Do Connect Latency option in the Place Call Properties window.

Place Call Properties I

— Phone Mumber 0

™ Use Dial Sting 5 |
ance

Help

dis

" Use Channel Map

— Timeout [mz];

IE‘-EIEIEIEI

— TDM Parameters

S0 557 |
—IP Parameters
H.32% Flestict beds |

— Connect Latency

[T DoConnect Latency  Conpect Latency Faranms
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To run the test, right-mouse click on the test script in the left pane of the Hammer TestBuilder
window and navigate to Schedule->Edit & Run. To re-run the test, the user can simply select
Schedule=>Run, if no changes are required.
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In the Properties window, click on the ellipses button (...) in the Channels section and assign
channels to the A-Side and B-Side. Next, select the appropriate PhoneBook (e.qg.,
SIP_EPT_EPT). The SIP_EPT_EPT PhoneBook was configured above. Set the Loop Count to
the appropriate value to control the number of iterations the test should run. Setting this field to
-1 will allow the test to run forever. Setting this field to a specific number will run the test for
the many iterations and then stop. The Guard Time (ms) field specifies how long to wait before
the test is run again on the same channel. The minimum setting should be 3500. The Stagger
section allows the user to specify how long to wait before the test is run on the next channel. For
the compliance test, the Stagger time was set to 50 ms.

Important Note: The Guard Time and Stagger parameters should be carefully considered for
every test. A test script could fail because the configuration under test cannot handle the load
generated by the Hammer IP. These parameters can slow down the test to a rate that can be
reasonably handled by the test configuration.
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9 Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya
Aura® Communication Manager, Avaya Aura® Session Manager and Empirix Hammer IP.

9.1 Verify Avaya Aura® Communication Manager

When the Hammer IP is running a test script, the status trunk command may be used to view
the active call status. The trunk being monitored here is the trunk to Session Manager. This
command should specify the trunk group and trunk member used for the call be specified.

status trunk 60/1 Page 1 of 4
TRUNK STATUS

Trunk Group/Member: 0060/001 Service State: in-service/active
Port: T00044 Maintenance Busy? no
Signaling Group ID: 60

IGAR Connection? no

Connected Ports: T00046

Page 2 of the status trunk command indicates the codec being used for the call and whether the
call is shuffled. If the call is shuffled, the Audio Connection Type field would be set to ip-
direct, if it isn’t, the field would be set to ip-tdm as shown below. Also, note that TLS port 5061
is being used.

status trunk 60/1 Page 2 of 4
CALL CONTROL SIGNALING

Near-end Signaling Loc: PROCR

Signaling IP Address Port
Near-end: 192.168.100.10 : 5061
Far-end: 192.168.100.235 : 5061
H.245 Near:
H.245 Far:
H.245 Signaling Loc: H.245 Tunneled in Q.931? no
Audio Connection Type: ip-tdm Authentication Type: None
Near-end Audio Loc: MGl Codec Type: G.711MU
Audio IP Address Port
Near-end: 192.168.100.15 : 2054
Far-end: 192.168.100.172 : 10002

Video Near:

Video Far:

Video Port:

Video Near-end Codec: Video Far-end Codec:
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Page 4 of the status trunk command indicates that SRTP is being used for the call.

status trunk 60/1 Page 4 of 4
SRC PORT TO DEST PORT TALKPATH

src port: T00044

T00044:TX:192.168.100.173:10004/g711u/20ms/1-srtp-aescml28-hmac80

001V048:RX:192.168.100.15:2084/g711u/20ms/1-srtp-aescml28-hmac80:TX:ctxID:333

001V046:RX:ctxID:333:TX:192.168.100.15:2088/g711u/20ms/1-srtp-aescml28-hmac80

T00137:RX:192.168.100.183:10004/g711u/20ms/1-srtp-aescml28-hmac80

dst port: T00137

9.2 Verify Avaya Aura® Session Manager

The registered SIP endpoints can also be viewed from Session Manager by navigating to
Home—>Elements—>Session Manager-> System Status—>User Registrations.

Note: Make sure that all registered SIP endpoints associated with the Hammer IP only have one
IP address.

« Hoawm / Elemments { Sussten Menager / System Status | User Registruticos o
elp 2
User Registrations
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‘
=] vetoutr  Farce | Noce . Rabsor] Belsad »| Faisack| As of 3:00 PM i "
B3 fems O Show 15 =] Fiker: £nsbin
 [Details  |Adhivess A (e (A gy, [Memte (Shemd Sk ST ::‘1_“-:‘ —
r Ahom  AR1DDdevcos.cam 5P lanmer Lno=sh 19210800300 O O i o ’%c Onp
r Show  A310%8devcos.cum 59 renme Lnoch mw1sa103 O o w o %cv o (]
r dhim  1TTSMeveoncom 30 amner  Lnosh s oy 0 (=] 1 a ?‘m, 0Og
Shom  38120@dwwcoo.cam 500 Hemmer  inccht 1921883100380 [ (&) 1 (W) %( 0o
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r Show  a61tadevcon.cam S0 ramTIer Lnoeh 192168 100282 O a 1 (=] %,— ] ]
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9.3 Verify Empirix Hammer IP

To view the SIP registration status from the Hammer IP, make sure that the Hammer System
Monitor is running before starting the system. Select the Registrations tab and click on the
yellow circle under the CC column and row 1. The Hammer IP will indicate when all of the
channels have successfully registered.

] Hammer System Monitor =]

File View Channel Options Applications Help
& T = ]
0L @R Al 0T 0!

I 1 Hammers
Script;
I 2 AVAYAEMPIRIX01 Server: AWATAEMPIRIAIT  Group: Control Channels  Channel: 32001
11:40:34. 712 > 0% [18 of 20] of channelz are pending registration
: : 11:40:34. 712 > 7% [16 of 20] of channelz are pending registration
Calls R=dlal | 11:40:34. 722 > BI% [14 of 20] of channelz are pending regiztration
11:40:34. 722 > BI% 12 of 20] of channelz are pending registration
0 1 11:40:34.722 > 45% [10 of 20 of channel: are pending registration
11:40:34. 732 > 39% [B of 20] of channels are pending registration
n O O O 11:40:34. 732 ---» 29% [E of 20) of chanhels are pending registration
2 O O O 11:40:34. 732 > 13% [4 of 20] of channels are pending registration
3 o O O 11:40:34. 742 All channels have been successfully registered
1 OO O
5§ OO0 O
8 OO O
T OO0 0
8 OO O
T 009 O
10 OO O
AAYAEMPIRIXO1 : Cantral Channels: 32001, Lag Level is Normal, Archiving is OFf TR A

Call progress can be monitored in the Hammer System Monitor. The call log for an originating
channel may be logged to the left window and the call log for a terminating channel may be
logged to the right window. In the following System Monitor screen, it indicates that TLS over
TCP and SRTP were being used for the test calls.
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The Hammer Call Summary Monitor may be used to get a test status overview, including the
number of call attempts, number of failed calls, PESQ scores, amongst other useful metrics.

B Hammer Call Summary Monitor _ O]

File Wiew Graph Applications Help
1 = E I.'Eﬂ & I
Y L]

Call Attempts: Calls per Hour: CCS Last Hour: 233

30 30
Successful Callz: |30 Calls per Second: 1] Erlang Last Hour: £.47
1] 1] 233

Failed: DTHF Mizmatch: Avg. CCS per Hour:

% Completed: 100.0000 &y, Erang per Hour: |6.47

Wariable Average | Minimumn | Maximum Lazt ﬂ
PAMS Cuality 0.00 0.00 n0oo oo
PAMS Effart 0.00 0.00 n0oo oo
PESO 439 4.39 438 439
Front End Clipping [mg) 0.00 0.00 0.00 0.00 -

Server.  Ja» System Default = Cunently Connected: |20 Graph Refrezh Rate (g |1 hd

Launches the Svstem Monitor application Time Since Lask Reset: 000:03:15 MM
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10 Conclusion

These Application Notes describe the configuration steps required to integrate the Empirix
Hammer IP with an Avaya SIP telephony network using SIP endpoint emulation. Hammer IP
was able to register with Avaya Aura® Session Manager, successfully establish calls through
Avaya Aura® Communication Manager to SIP endpoints/trunks, generate voice quality metrics,
monitor the calls, and generate reports. Furthermore, this solution was able to use SIPS to secure
the SIP signaling using TLS (Transport Layer Security) and Secure Real-time Transport Protocol
(SRTP) to protect the RTP data. All feature and serviceability test cases were completed
successfully with observations noted in Section 2.2.
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APPENDIX A: Configure Media Profile on Empirix Hammer IP

The following windows show the configuration of the Media Profile used in the Media tab for
the originating and terminating channel groups. To access this window, click on the ellipses
button (...) by the Media Profile field in the Media tab. Click on the Audio Description button
to view the codecs that will be advertised by the Hammer IP when placing a call.

x
— Session Description
[nclude Field?  [Field
[[o=) Qwner:
|[s=] Session Name: |Em|:uiri:-: WO Test Sezzsion
[ |[i=] Sezzion Information: |
r [fu=) URI of Description: |
[ |[e=] Email Address: |
[ |[|:|=] Phaone Mumber: |
r |{b=) Banduwidth Information: |
— [a=) Attibutes
Add
Edit |
Delete |
— bedia Descriptions
¥ Audio Dezcrption | r Image [T.38] Dezcrption | r Wideo Dezcription |
MNewy | Save Load Delete | Presview | ITI
Cancel |
Help |
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The following window shows the codecs selected for this profile. This Media Profile was
already created and named G711U.sdp. It specifies G.711U and RFC 2833. When done, click
OK to return to the previous window. Additional media profiles can be created and saved by
selecting the desired codecs in this window and then clicking the Save button in the previous
window.

MPE Audio Description: | \AVAYAEMPIRIX01\Hammer\IPSigServer|SDPs x|

— Order and configure codecs to advertize in Media Prafile

Codec I Send 'tpmap"y | FPayload Type | -

G.711U Ma 0

OG.711a M g

OG22 Ma 4

OG. 729 Mo 18 (I

O G.7294E Mo 18

OG.726 40 kbie ez 127

O G.726 32 kb/s Yes 97 4
OG.726 24 kbis Yes 93

OG.726 16 kbés Yes 93

RFC 2833 Yes 101 ¥
Mcovorn L 177 ll —_—

— Optional Dezcrnphans

||n-:|uu:|e Field? |Fie||:| rv'alue
I =] tedia Infarmatior: I
' [b=) Bandwidth Informatior: |

— [a=] Attributes

&dd

Edit

Delete

d;

| k. I Cancel Help
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